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KE®DPAAAIO 1

1. EIXAT'QI'H

1.1 HKPYIITOI'PA®IA KAI H IXTOPIA THX

KpunmtoAoyla elval n €moTnUOVIKN) TEPLOX otnv omoia sdappolovtal Ta
anoteAéopata NG Bewploag mMAnpodoplwy Kot eMeld KATA ypAUUA KpUTITOAoyia
onpaivel tn PeAETn amokpuyPng, KUPLWG aoxoAeital pe t Sltelpuvon Twv HeEBOSwWV
yla TV Kpumtoypadnon Kat anokpurmtoypddnon LNVURATWV.

AvékaBev 0TOXOG ATAV TA HNVULOTO VO UIOPOUV Vo HETOPEPOVTOL UE TETOLO
TPOMO, WOTE va pn yivovtal amo autoUl¢ yla Toug omoioug dev mpoopilovtal. Amo
maAld O6g, XPNOLUOTMOLOUVTOV HUOCTIKOL KWOLKEC KUPlwWC O OTPATIWTIKO Kol
SumAwpatikd mMAdwolo. Emeldn, Opwe, n avamtuén tng texvoAoyiag €XEL ONUELWOEL
HEyAaAn mpoodo teAeuTala, KaBloTatol EMITAKTIKA KAl N avaykn avantuéng nebodwv
KPUTITOYPA$PNOoNG LNVUUATWY TIEPAV TWV OTPATIWTIKWY KOl SUTAWUATIKWY TAALGLWV.

‘EVOG ONUOVTIKOG TOUENC OTOV Omoio Bpilokel peyaAn edappoyn n Kpumtoloyia,
glval ol nAekTpoVvIKEC ouvolayeéG ot Tpameleg. AutéC eival aduvato va
Aeltoupynoouv Xwpig TNV KpumtoAoyia, yLaTl oL HayvnTIKEG KAPTEG, Ta KAELOLA TWV
tpanelwy, K.A. TTOU XPNOLLOTIOLOUVTIAV YL UETOPOPEC XPNUATWY, XPNOLUOTIOLOUV
OAa kpuTttoypadLka epyaleia.

Anapaitntn elval emiong n xprnon tng Kpumrtoloyilag yla thv mpootaciot tng
WOwTkAG {wng. AOyw tou peyaAou aplBpol cuotnuAtwy mou adopolv dedopéva
HE TPOOWTILKEG TMANpodopleg, OMWG LATPLKEG BAoelg SeSopueévwy, SIKAOTIKEG BAOELS
6ebopévwy, tNAedwVIKEG UTOKAOTEG, KOAO €ilval OAa outd Ta amoBnkeupéva
bebopéva va pootatelovial.

H KpumntoAoyia xwpiletal og dU0 emiotnpovikoUg KAASoug, tnv Kpumrtoypadia
KalL TNV KPUTTTAVAAUon.

= H kpuntoypadia €XEL WG AVTLKEILEVO TNG TNV avartuén Kal PeAETn neBodwv
Kal peBodoloylwv Kpumrtoypadnong, OMOU KATIOLOC XPNOLUOTOLEL KUPLWG
HUOTIKA KA£lOLA. Xwpig autd sival advvatov va amokpurtoypadnbel to

KQUTITOYPO.PNUEVO UNVULO.




= H Kpumtavaluon OKOmMO €XeL TNV avamtuén TEXVIKWV WOTE va
amokpumnrtoypadouvtal Kpumtoypadnueéva pnvopata. Xwplg TNV €K Twv
TIPOTEPWVY YVWON KATIOLWV KAELSLWV.

IXTOPIKH ANAAPOMH

Av mape moAU miocw, Ba Soupe OTL oL pilec Tng KpumtoAoyiag Bpiokovtal otnv
Apxaia Ailyunto, tn BafuAwva kot TG Ivdiec. Aslypa avtou o BaBulwviakn
TapmAETa tou 1500 1.X. TToU TEPLEXEL ULl KPUTTTOYpOPNUEVN CUVTAYN YL VO KAVEL
KATIOLOG TOL KEPOLLLKAL YUOALOTEPAQ.

Ztnv EANGSa €XOUpE QPKETEG MEPUTTWOELG YPATITWY HUOTIKWY UNVUUATWY. O
Hpobdotoc pag avadépel otnv lotopla Tou nMwe o lotaiog tng MIAATOU OTEAVEL
UNVULO OTOUG OLKOUG TOU YPOUMEVO OTO KeEPAAL €umiotou okAdBou. Emiong,
oavadépel TwWC o Anudpatro¢ Tou Atav ef0ploto¢ otn ouca tng Mepolag,
OTEAVOVTAG MAVULO KOAUMUEVO PE KEPL OTOUG ZMOPTLATEG, TOUG TIPOELSOTOLEL yLa TO
ox€610 eloBOARG Tou Z€pEN, WOoTe va KNV aldvidLlaotouy.

‘Evac GAAOC TpOTOC ammooToAf unvupdtwy yOopw otov 5° m.X. awwva givat n
Znaptiatikg okutaAn, n onola ivat éva E0AVo pafdi yupw oto omoio Tuliyetal pLa
Awpida amo déppa n mepyapunvn. To pAvupa ypddetal Kata pURKog TG oTUTAANG Kall
Uotepa EeTUAlyel Tt Awpida mdvw otnv omoia €xel Adn avadiataxtel. MNa va
Umopéoel kamolog va to StaBaoel Ba mpémel va TuAigel Tn Awpida ylpw amd pa
OKUTQAAN (810G SLOPETPOU LIE QLUTH TIOU XPNOLLLOTIOINOE O ATTIOCTOAEQC.

Tov 2° .X. awwva, o MoAUBLo¢ ékave €va KPUTTTOGUOTNHO OTIOU T YPAUHOTO
TOU AoV Keévou (a.k.) avtikaBiotavtal ano {evyn ocuuBoAwv (aplBuwv) onwg
daivetal otov mivaka:

1 2 3 4 5
1 A B C D E
2 F G H 1 K
3 L M N 0] P
4 Q R S T u
5 Vv W X Y z

To amAo keipevo “LET NONE ENTER IGNORANT OF GEOMETRY” 6ivel to
KPUTITOKE(HEVO:
311544333433151533441542242233
344211334434212215343215444254.




Apyotepa, o loUAlo¢ Kaioapag Xpnolpuomolouos ouxva HUOTIK ypadn. H
OVTIKATAOTOON MOV €KAVE ATaV va petatomilel 3 BEoelg mpog ta Se€ld ta ypappota
Tou AatwikoU aAdaPntou, pe ta 3 teAevtaia X,Y,Z va yivovtat avtiotowya A,B,C. MNa
napadelypa to amAo keipevo: “BOUDICCA HAS BURNED LONDINIUM”

yivetal ERXGLFFD KDV EXUQHG ORQGLQLXP .

Kotd tov 4° p.X. awva o Bpaxpdvoc Adylo¢ Batotytdva mipoteivel oto Kdpa
Zoutpa pla puotikn ypadn. Mia texvikd, dnAadn, {euyapwHOTOS TWV YPOUMATWY
Tou aAdaPrtou tuxaia, OMOU OTn CUVEXELA KABE ypAaupa aviikadiotatal amno to
taipt tou. Napadeiypatog xapv, av {EUYAPWOOUNE TA YPAUMOTA TOU €AANVLKOU
oAdaprntov wg akoAoUBwWG:

adnikpopoBul
wxBylYAvedmrt

TO amAo Kelpevo “ouvavtnon ta peocavuxta” kwdikomoleital wg: «enpwplPeP lw
Poewpndlw».

O AA Kwvti, 0 onNUOVTIKOTEPOG EKTIPOOWTIOG TWV ApAfwv KPUTIPOAOYwV oTnv
TIPOYHOTELD TOU: «TEP( ATTOKPUTITOYPAPNTNE KPUTTTOYPAQPNUEVWY UNVUUATWY» AEEL
otL: «'a va Umop€coU e va SloBAcoupe eva K.K., av yvwpiloupe tn yAwooa tou, Ba
TPEMEL va BpoU e €va SLOPOPETLKO O.K. OTNV 6L YAWooa Tou val KAAUTITEL TIEPLTTOU
€va GUANO Kal LETA VA UETPIOOUME TN ouxvotnta epdaviong kabes ypaupotoc. To
ouxvotepa eUPavi{OUEVO YPAUUA OVOUATOUE TIPWTO, TO AUECWS EMOUEVO BEUTEPO
K.O.K.»

21N OUVEXELQ, YLO VO OTIOKPUTITOYPOPCOUE TO K.K., TAELVOUOUUE UE TOV 16L0
TPOmo ta cupBoAd tou. Bpiokoupe tov cuyvotepa sudavilopevo cUpBoAo Kot TO
OVTIKAOLOTOUME HUE TO TMPWTO YPAUHa, To SeUTEPO O£ ouxvotnTta CUUPOAO HE TO
6eVTEPO YPAUMA K.O.K.

O OQAwpevtiavog Aéov Mnatiota AAuméptit (1404) Atav O TMPWTOC TOU
oKEPTNKE €va TTOAUAADABNTIKO cUCTNHA OTNV KpuTttavaAuon, SnAadn éva cuotnua
HE TEpLOOOTEPA amod €va Kpurmtodppadikd aAdapnta. ITn CUVEXELD, EMLVONOCE KoL
TNV MPWTN (LETA TN OKUTAAN) KpuTttoypadLkr pnxavr, Toug Aeyouevous §iokoug Tou
Alberti. To cuotnua anotelovvtav and U0 opokeVIplkoUg Siokoug SLadopeTIKAG
Slapétpou mou meplotpedovtav aveEdptnTa Kal KaBEvag TOUG EXE XAPAYUEVO Eva
oAdaBnto otnv mepipépeld tou. O €€w SlOKOC QAVIUTPOOWIEVUE TO O.K. KOL OL
avtiotolyeg B€oelg Tou péoa diokou £8vav To K.K.

I6laitepa evbladEpov ATav To MpwTto Tuntwpévo BLBALo kpurttoypadiag (1518)
Tou Tptdeuiou, n MoAuvypapia, TOU TIEPLEIXE TETPAYWVA YPAUUATWY OTIOU N TPWTN
YPOUUN TIEPLElXE T 26 ypAppOTO TOU AaTwikoU aAdaBntou Kal oL UTTOAOLEG 26
YPOAUUES ATaV KUKALKEG petaBéoelc tng 17° ypappnig katd 0,1,2..,25 B€oelg. Ot 6TAAEG

7



OVTLOTOLYOUV OTO O.K. KOl TO K.K. BPlOKETAL OTNV TOUN YPAUUAG Kol otnAng. Etol, to
a.K. “deus” divel to k.k. DFWS.

O Cardano xpnowomoinoce otn OCuUVEXEl TN UEVOOO TNG UAOCKAG, OTIOU
TOMOOETWVTAG LA SLATPNTN KAPTA TTAVW O AEUKO XOPTL, TO O.K. ypAdETAL HETA OTA
napaBbupa. Byaloupe Tn HAOKO KOL CUUMANPWVOUUE TO XOPTL HE Tuxaieg Aé€elg. MNa
va Slafacoups, mMpEmel va TomoOstiooupe MAAL TN pAoKa Kalt StaBaloupe To
unvupa mou Bpioketal péoa ota mapdbupa. H péBodog autn eixe peyain amnxnon
otoug SutAwpatikoug kUKAoug tou 1800.

Inoudaio eniong ATav To KPUTTooUoTn A Tou Vigenere OGTOU TO a.K. KOL TO K.K.
elvalt to kAeldl. O mivakac Vigenere ntav pia mMoAU aodaAng Kpumrtoypadikn
HEB0bSOG yLa 300 mepimou xpovia pexpL mou o F.Kaziski katddpepe va Bpel pia peBodo
KpumtoavaAluong Twv mvakwv Vigenere.

MeyaAn erutuyia ocov KpUTTOAOYOG €ixe koL o Charles Babbage, o sbeupétng
NG AVOAUTIKAC pnxovng, SnAadn o mpodpopoc Twv onUePVWY computers. Autog
Katadepe va onaoel Siypadikd kpuntoocuotnpata, dnAadn cuotiuoata omou leuyn
YPOUMATWY KpuTttoypadouvtal, 01w To cuotnua Playfair.

O Tlepupavoc edeuvpétng Apdoup Zépumioug, avémtuée to 1918 €va véo
UNXOVLKO Kpumrtoypadlkd cloTtnua, yvwoto ocoav Aiviyua. H Baowkn popdr tou
ommoTeAEiTOL OO £va TTANKTPOAOYLO Yyl TNV ELOAYWYN TOU OLK., MOl OVASLOTOKTIKN
povada mou avtlotolilel KABE ypApuo TOU a.K. 0° €va YPAUMO TOU K.K. KAl €vav
NAEKTPOVIKO Tiivoka ToU OeiyVveL TO QVTLOTOLXO YPAUUA TOU K.K. AUTO, OHWG, ML
OMASO KPUTTOQVOAUTWY KOTAPEPE VA TO OTMACEL KOL VA QTTOOTIACEL CNUOVTLKEG
mAnpodopieg Katd tn SLAPKELX TOU TIOAEUOU.

Metd tov mOAepo n kpumrtoypadia yvwploe WSlaitepn avOon, xapn otnv
texvoloyia Twv umoloylotwy. Ta KAAOOLKA cuoTApata Kputttoypadiag Enpene va
AUoouv 10 TPOPANnua tg avtaAlayng kKAelbwwv. Na BpebBel, dnAadn, €vag tpodmog
00PaANC, WOTE O ATIOOTOAENC KAl O TIAPAANTITNC KPUTITOUNVUUATWY VO ITOPOUV Vol
avtaAagouv To tpEXoV KAELSL. MNépa amo tnv aodaleta, to MPOPANUA €ival Kot OTLG
TIEPUTTWOELG OTIOU N ETIKOWVWVIA TIPEMEL val yiveTal ypryopa, ¢Onva kat ta KAedLd
va aAAdlouv cuyvda.

O OvitiAvt Ntipt kal o Maptiv XéApav to 1976 otn peA€étn toug «NEeg
KaTEUBUVOEIG Yl TNV KPUTTTOYpa@io» TPOTEWVAV KATL KOLvOTOpo. Na umdapxet
dnuooila emikovwvia Peta€l SUO ATOMWV XWPIC va UTIAPXEL avaykn ovtaAlayng
KAEWOLWY peTafL toug. To okemtikd Atav 1o €€n¢g: O amootoAéag A KAEWOWVEL TO
HUAVUUO 0 €val KOUTL KoL TO 0TéAVEL oTov TtapaAnimtn B pe to dnuoocto taxudpopeio.




O B mpooBetel To 81kO TOU AOUKETO OTO KOUTL Kol To OTEAVEL Tiiow otov A. O A
adoatpei To 61KO TOU AOUKETO KOlL TO OTEAVEL €K VEOU OTOV B, 0 omolog pmopet twpa v/
avoitel to koutl (adou eival acpaAlopévo poOvo e To SIKO TOU AOUKETO) Kal va
Slapdoel to pnvupua.

ApyOTeEpPQ, TPELC EMIOTHMOVEG, oL PovaAvt PiBot, Avtl Zauip kol Aéovapvt
AVTAguav £mvonoav To MPWTO OAOKANPWHEVO SNUOCLO KpumtooUoTnua, to RSA.
Mpokeltal yla éva KpunmtooUotnpo Snupociou KAELWSL0U, Tou omoiou n aodaAela
Baoiletal oto OtL dev umApxeL TAXUG QAyOpLOUOG Ttapayoviomoinong HeyaAwv
aplBuwv mou va eivat ywopevo §U0 PeyAAwv TPWTWV.




1.2 XXHMATA YH®PIAKQN YIIOI'PA® QN

OL Ynplakég umoypa@ec sival €vag amod Toug omoudaldtepous KAASOUS NG
epappoopévng Kpumrtoypadiog Kat amoteAoUv (0w TNV 1O GNUAVTLKNA €€EALEN oTnv
lotopia tnc. H mAnpng ovopaocia toucg eival Zynuata Wnelakwv Yroypapwv
(Digital Signature Schemes) | amAovotepa, IxHuarta Ymoypa@wyv Kol n Wéa Kal
XPNOWOTNTA TOUG avayvwpiotnkav TOAU TPV OmoLadATIOTE TPAKTIK edapuoyn
Atav epkt. H nmpwtn pEBodog mou avakaAudBnke ntav to oxnua unoypadnig RSA,
TO OTIOLO MEXPL KOl OAMEPA €LVl i ATTO TLG TILO TIPAKTIKESG TEXVLKEG TIOU SLABETOUE.
MEeTayEVEOTEPEG E£PEUVEC €LYV WC OTMOTEAECUO TIOAEG EVOANAKTIKEC TEXVIKEC
Pndlakwy vroypadwv PUE CNUAVTLKA TTAEOVEKTALOTO OTN AELTOUPYLIKOTNTO KoL TNV
edappoyn toug.

Ikomog uag Yndlaknig umoypadng eival va cuvbEcEL TNV TOUTOTNTA EVOG
atopou He €va mooo mAnpodopiag. Mo va yivoupe TO OUYKEKPLUEVOL, Oa
HUEAETAOOULLE TNV AVTLOTOLXLA TNG KE LA XELpOYpadn uTtoypadn).

Mia xelpoypadn umoypadr oe €va €yypado SnAwvel To ATOHO ToU E£ival
umevBuvo ylauto. H avtotolia petafy atopwv Kol utoypadwv - sival
HovoonuovTn, €10l WOTE OV TPOKUYPEL KATOLO VOMULKO BO€pa, va umopel va
SlamotwBel evkola (pe tn PBonbela evog ypadoldyou) av n umoypadr avAKeL
OVIWG 0TO ATOMO auTto. O poAog tn¢ Yndlakng umoypadng eivat avaloyog Ue aUTOV
™C Xepoypadnc, alda yia dedopéva anobnkeupéva os Pndlakn popdn. TNUOVTIKO
glval va avapEpoupe OTL OAO Kol TIEPLOCOTEPEC XWPEC, HETA TG HMA, apxilouv va
avayvwpilouv VouLKA TNV LoxV tng Yndlakng umtoypadng.

H avaykn emwvonong plag tétolag unoypadng elval amotéAeopa tng HEyAANG
noootntag TmAnpodopiag mou Stakiwveltat mAéov péow Tou Stadiktvou. Ot
NAEKTPOVIKEG OUVOAANQYEG, N ETUKOWWVIA HEOW NAEKTPOVIKOU Toxudpopiou, ot
NAEKTPOVIKEG OSnUOTPOOieC Kal TOAEG AANEG SpaOTNPLOTNTEG OMOLTOUV KATOLd
emuBePfaiwon tng pag mAeupdg otnv AAAn. Emiong, cuxva eival amoapaitnto va
katoxupwBel n eupeottexvia (copyright) 6edouévwv amobnkevpévwy o€
nAektpoviky popdn. TéAog, n avakdAuvyn twv Pndlakwv unoypadwv enédepe
ONUAVTLKA TIPO0&0 OTOV TOHEN TNG AOPAAELAC UTIOAOYLOTIKWY CUCGTNHUATWV.

210 onueio autod, umopoupe va dwooupe TG Paocikeg Sladopeég petal
XEPOYpadwv kal PndLlakwy umoypadwv:

< Mia xelpoypadn umoypadr EMIOUVATTETAL LE GUCLKO TPOTIO OTOo £yypado (N
unvupa), €TolL Wote KABe yvrolo aviiypado Tou va tnv mePLEXEL. ATIOTEAEL,
AOUTOV, OVATTOOTIOOTO KOUUATL TOU. AVTIOETWC, pia Yndlakr urmoypadn ivat
Suvato va adalpebel and to apykod pRvupa. Na va éenepaotel to mpoBAnua
auto, eival amapaitnto o aAydptduog umoypa@rng va cUVOEEL UE KATOLO
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TPOTO TO HAVUMA PE TNV uTtoypadn. Evog Tpomog va emiteuxOel auto sival va
KQUTITOYPO.Pr)OOULE TO UTIOYEYPOUUEVO HNVUHO TIPOTOU TO OTElAOUUE
0’ aUTOV ou eMBUUOUPE. ZUVETIWG, Elvat uPiotng onpaciog n dtadikacia va
ylvetal pe tn oswpad Yrmoypapn — Kpuntoypdepnon. AladopeTIKA, oV KATIOLOG
avtinalog katadEpeL vo. UTTOKAEPEL TO UTTOYEYPAULEVO UAVULA TOU A TIPOC
Tov B, toTe pmopel va adalpéoel Tnv unoypadr Tou A Kol TpocBETovTag T
Skn tou, Ba pmopei va utoduetal Tov A o HEANOVTIKEG CUVAAAQYEG TOU UE
Tov B.

o M xewpoypadn umoypacdry emoAnBevetal  ouykpivovtdg TNV ME
TIPONYOUUEVEC aUBEeVTIKEC uTtoypadEC Tou atopou oe AMa éyypada. H
nEBodog autn dev eival Wblaitepa aopaAng, Kabwe elval oXETIKA EUKOAN N
mAactoypddnon. O povog mou unopet va emPeBatwoetl TNV auvBevikotnta
pag umoypadng pe avaloyn aodpalela eival o ypadoAdyog. Ano tnv GAAn
HEPLA, n emaAnBsuon pag Ynolakng umoypadng mpayUoTomoLleital Le Tn
XPNon evog Snuooiwg yvwotou aAyoptduou emaAnBeuvonc. Elval pavepd otL
omoloodnmote pmopel va emaAnBelost tn yvnowotnta piag Pndlakng
uroypadns. H xpnon oaodaAwv oxnUATWV utoypadwyv HELWVEL TNV
rubavotnta mAaoctoypadnong.

Opiopnoc 1.1: Evac aAyoptSuoc umoypapng sival po péBodocg yla va moapaxOei pa
Pnolakn unoypadn.

Opionoc 1.2: Evag aAyoptduoc enaAndevong sival pio péBodoc yia va emaAnBeutel
av pa Pndlakn vmoypadn eivat auBevtikn.

Emonuaivoupe otL kabwg n dndlakny umoypadn Sev amoteAel LEpog tou
UNVULOTOC OTO OTOL0 EMIOUVATTETAL, KaAO Ba ATtav autd va mepLéxel MAnpodopleg,
OTIWG NUEPOUNVia KOl WP, £TOL WOTE va AmoPeVUYETAL N EMAVOUXPNOLLOTTOLNGCN TOU.
@Otavel va avahoylotoUpe Tl ouveneleg Ba elxe yla tov A To va Swoel otov B pla
NAEKTPOVLKNA ETILTOYH UTIOYEYPAUUEVN YNLOKA, XWPLG NUEpOUNVIA KOl wpA.

Zuvoyilovtag, plo Ynelakn umoypapn sival pia kpumtoypadnuevn opada
b6ebopévwy, n omola oXeTIETAL LUE TO TIEPLEXOUEVO, (MPOALPETIKA) TNV NUEPOUNVIA
Snuoupylag Tou HNVUMATOG KoL TNV TAUTOTNTA Tou amootoAéa. H Swadikaoia
g€aodalilel OTL To pvupa dev €xel aAAaxBel amod Tt OTLYUI TToU UTtoypAdnKe amo
ToV A Kol OTL QUTOC lval 0 “PAyUATIKOC” AmMOOTOALQC TOU PNVULATOC.
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Ot yYnduakéc umoypadec £xouv TOAMEG edapuoyéC otnv  aopaAsla
TIANPOdOPLWY, CUUTIEPIAAUBOAVOUEVNE TNG QUBEVTIKOTNTAC, TNG OKEPOLOTNTOC KOl
™G un amdpvnong twv &edopévwy. Mia amd T ONUAVIIKOTEPEG E€lval N
ruotomnoinon dnuoociwv KAeWwv og peydAa Siktua. 2'auth tv mepintwon, €ival
amapaitntn n pecohapnon uiag Eumiotng Apxnc (Trusted Third Party (TTP)), n omoia
ouvOEEL TNV TaUTOTNTA KABe Xprotn He €va OSnuoolo kKAsldl. Auto, Sivel T
duvatotnta o AAAOUC XPrOTEC VA UTTOPOUV VA TILOTOTIOL|OOUV HLETAYEVECTEPO TN
yvnolotnta evog dnpociou kKAELSLOU xwpig tn BonBeta pag TTP.

Mo cuykekplpéva, pia Epmotn Apxn eivat pia e€ovoia miotonoinong, n omoia
Tiotomnolel TNV avBeviikotnTa TwV dnpociwv KAELSLWY Kal Aettoupyel wg EAG:

» 'OMot oL xprioteg oto Siktuo €xouv €va avtiypado tou dnuoctou KAELSLOU TNG
TTP.

» H TTP eivar unevBuvn yla tnv €kdoon Ynelakwy miotonownntikwy (digital
certificates). Me aA\a Aoyla, uroypddel Pndlakd akolouBiec dedopévwy
™M¢ popdng (A, dnuooco kAewdt tou A), omou A kamolo¢ xpnotnc. H TTP
uroypadel autda ta Sedopéva HOVO €AV TILOTEVEL OTL IPpAyHATL TO SNUOCLO
KAELSL avrikeL otov A.

» Ortav o xpnotng A oteilel otov B 1o dnuocto kAeldi Tou, o B epmioteveTal TV
TiPpo€Aeuor) Tou, OTL SnAadn avrkel otov A, adou Bewpel afldomoto To €pyo
™¢ TTP.

Me autd Ttov Tpomo, emthvovtol TPOPBAAUATA OXETIKA UE Tn ouvdeon &vog
SNuooLou KAELSLOU pe TOV KATOXO TOU, N €MKUPWON TNG omolag eival amapaitntn
KATtoLo. LEAAOVTIKI) XPOVIKI OTWYUN f otav sivatl aduvatn n duolkn mopousia Tou
KOTOXOU.

Ta oxnuoata  Ynowakwv  uvmoypadwv  Paocilovtar oe  alyoplBuoug
kpuntoypadnong dnupooiou KAELSLOU Kal amotelovvtal and dU0 CUVIOTWOEG: Evav
adyoptduo vmoypapng kot évav adyoptduo emaindevonc. Na tnv unoypadn €vog
unvopatog m, ocuvnBwg o A dnuloupyel apxika pia cuvoyn autol Tou HNVULOTOG
(message digest) pe TNV edappoyn HAC  KPUTITOYPOPLKAG  OUVAPTNONG
KaTakeEPUATIOMOU (ya tnv wpa Ba cupPoAiloupe tn ouvodn emiong e m). TN
OUVEXELA, N cUvoln TOU UNVUUATOG KPUTITOYPOdELTAL XPNOLLOTIOLWVTAC TO LOLWTLKO
KAEWSL Tou A Katl KatdAAnAo puoTkd aAyoplBuo umoypadnq sig, . H mapayopevn

akohouBia xapaxtipwv sig,(m) amnotelel tnv Yndlakr uvmoypadn tou A Kat

urmopet va emaAnBeutel peAAOVTIKA pe T Xpnon &vog dnuocilou oAyoplBuou

enaAnBeuvong ver, .
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A¢ SWOOUUE, OUWC, TWPA EVaV TILO AUCTNPO OPLOUO TOU OXNUATOG YNLAKNC
uroypadng:

Oplopocg 1.3: (Zxnua Ynelakng urtoypawng)

Eva oxnpa Ynoakng vnoypadnig eival pa evtada (M, Y, K, S, V), omou
LkavoTtolouvtal Ta akoAouBa:

e M: 0 xwpog OAWV TWV SUVOTWV HNVUUATWY

e Y:0 xwpog OAwv twv duvatwyv uroypadpwv

e K:oxwpog oAwv twv mbavwv KAELSLwV

e [ kdBe K € K, unmdpxel évag alyoplBuog urnoypadng sigk € S kat o
avtiotolyoc alyoplBuoc emaAnbsuong very € V. Kabe sigk: M — Y kat
verg : M xY — {aAnbng, Peudng} elval cuvopTroELG TETOLEG WOTE va
LKaVoTIoLELTaL N akOAouBn LootnTa ylo Kabe pvupa m € M kat yia kabe
uroypadns € Y:

aAnbns, av s = sig, (m)

ver, (m,s) = ; )
WELONG, AV S # sig, (m)

KaBe oxnpa Ynorakng urntoypadng Oa mpenel va €XEL TG TAPAKATW LOLOTNTEG:

1. AoBévtog evog levyoug (m,s), o aAyoplBuog emaAnbsuong emotpédetl
ardavinon “aAnBnig” n “Yeudng”’, avaioya pe to av n umoypadn eival
auBevTikA 1 OxL.

2. Oa npenelva WoxUeL ver, (m,s) = akndng < sig,(m)=s, VmeM,seS§.

3. Oa TpEMEL va €lval UTIOAOYLOTIKA €UKOAO yloL KATOLOV va TapAeL Tnv
umoypadr Tou Kot yla omolovdnmote dAAo va emaAnBevoel Tn yvnolotnta
TNG. Autd onuaivel OtL ywa kdBe KeK ,ou sig, kol ver, mpémeL va eival

ouvoptroelg (aAyopBuol) moAuwvuptkol xpovou. H ver, eival dnuoota, evw

N sig, HUOTLKN, yVWOTH HOVO OTOV UTtoypadovTa.

4. Oa mpémel va eilval UTOAOYLOTIKA aduvato yla £€vav avrtimalo va
nmAactoypadroet Tnv umoypadr tou A og éva HAVUpa m . AuTO onuaivel Ot
800€vTog unvupatog m , HOvo o A TMpEMEL va elval o€ B€on va KATAOKEUAOEL
uroypadn s, ET0L WOTE ver, (m,s) = aAnBAg.
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Inueiwon 1.1: Evog aAyoptBuo¢ moAuwvuuikoU xpovou gival €vac odyoplBuog, o

omnoliog otn xelpdtepn nepimtwon eivat moAumAokotntag O(n*), 6mou n 1o péyedog

€lo06ou kal £ pia otabepa.

Ta oxnuoata Pnodlakwv vnoypadwyv dtakpivovtat o€ SUO PEYAAES KATNYOPLEG:

A. Zynuata Ynelrakwv vroypapwv Ue rnapaptnua (digital signature schemes

with appendix): Ita oxfuoTA AUTHG TNG KATNYOPLAC, TO apXLKO HAvUpa gival

anapaitnto yla tnv enaAnBeuon yvnoldtntag tng umoypadnc.

B. Zxnuata Yneiakwv vroypa@wv pe Suvartdotnta avakTnong Tou UNVUUOTOS
(digital signature schemes with message recovery): 3Ta oX\UOTA AUTA, TO

QPXLKO MAVUHA pTopel va avaktnBel amo tnv idla tnv umoypadn.

Ol katnyopleg auteg pmopouv va umtodlatlpebolv mepaltépw oe:

NTETEPULVIOTIKA OXHUOXTO UTTOYpapr¢g, ota omoila O6gv  UTIAPYEL
nepintwon AaBoug Tou alyoplBuou emainbsuong. O UTOAOYLOUOG TTOU
T(POTELVEL 0 AAYOPLOUOG Elval YPAUULKOG.

Tuyalomotnuéva  oxnuata umoypa@ng, ota omoia o aAyoplBuoc
enaAnBevong eivat mBavotikog, SnAadn, urmtdpxel mbavotnta va dSwoel
AdBo¢ amotéAeopa. Mapola autd, oL oAyoplOuol autol eival o
armodotikol, yloutd TA  TUXOLOTOLNMEVO — OXAMOTO  ouvBwg
T(POTLUWVTAL.

Znueiwon 1.2: Evag adyoplBuog eival armodoTikog av €XEL TTOAUWVU KO XPOVO

EKTEAEDNC.
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1.3 KPYIITOI'PA®IKEX XYNAPTHXEIX
KATAKEPMATIEMOY ( Cryptographic Hash Functions)

Ol KPUTTTOYPOPLKEG CUVOPTINOELG KATOKEPUATIOHOU Ttailouv MPpwTapXLkO pOAo
otnv ouyxpovn kKpumrtoypadia. H Aettoupyia toug eival opola HE aQuTh TwWV
OUVAPTHOEWV KATAKEPUATIOMOU TIOU XPNoLUomolouvTaLl o aAAa edia epappoywv
o€ uttohoyLoteg, SnAadn amelkovilouv otolxeia evog cuvoAlou e TIOAAA oToLKEla, o€
KArolo dAAo oUvVoAo Ue Alyotepa oTolxela. Ztnv epyacia autr, MEPLOPLIOMOOTE OTLG
KQUTITOYPOPLKEG CUVAPTHOEL KATAKEPUATIOMOU, Ol OToleg €xouv epapUOYEG OTNV
OKEPOLOTNTO TWV SE80UEVWV KL OTNV TILOTOTOINGN HNVUUATWV.

OL OUVOPTNOELG KATAKEPUATIOMOU Eival UTTOAOYLOTLIKA EPLIKTEC CUVAPTAOELG TNC
nopdng h: X—Y, omou |X| > |Y| kat Y nenepacpévo ocuvolo, evw Sev amokAeietal
|X| = o0 . Aéxovtal wg OpLopA €va 000SATIOTE PEYAAO LAVURO M KOL TIOUPAYOUV WG
amotéAeopa €va aAdaplOuntikd otabepol pNKOUG, (OOU 1 HLKPOTEPOU TOU
HEYEOOUC TOU oplopatoc. Mo CUYKEKPLUEVA, UL CUVAPTNON KATAKEPUATIOMOU h
avtlotolyilel oslpEc bit petaBAntol peyéboug oe pla akoAouBia OUYKEKPLUEVOU
neyeBoucg. H akolouBia aut) cupPoAiletal pe h(x) kat ovopdletat cuvodn TOU
unvopatog (message digest),  anotunwpa (fingerprint), 4 TWAR KATAKEPUATIOUOU
(hash value), eivatl povadikn ylo To LAVURA KOL TO OVTLITPOCWTIEVEL.

Amo T cuvoyn Tou PNVUPATOC £ival UTTOAOYLOTIKA aVEPIKTO va e€AYOUE TO
OpXIKO pAvupa, dnAadn n avtiotpodn Hlag TETOLAC ocuvaptnong sival advvatn.
Népe, Aoutdv, OTL OL KPUTTOYPADLKEG OCUVOPTNOEL] KATAKEPUOATIOMOU ELval
OUVAPTAOELG LoV G KateuBuvong (one-way functions).

Oplopdg 1.4: Mia cuvaptnon Katakepuatiopol h : X—Y Ba Aéyetal uovadikng
Kateuduvong av yla Kabe x € X, umtapxel aAyopLlOHoG MOAUWVUULKOU XpOVOU TIOU Vol
urtoAoyilet tnv TN h(x), evw eival umoAoylotika advvato va Bpoupe xe X pe h(x) =
y yla kaBe y € h(Y).

Mapadeyua 1.1:

Av p elval tuxaia emtheypevog 1024-bit mpwtog aplBuog kat g elvat Eva mpwtapxLko
otolxelo modp, tote n ocuvaptnon f: {0, 2, .., p-2} — {1, 2, .., p-1}, pue tOmo
f(x) = g“modp, eivatl eUkolo va umohoylotel pe ypriyopn Uhwon oe ekBEtn. Ouwc,
8V UMOPOUHE VO UTIOAOYLOOUHE TNV aVTIOTPOdr TNG O€ MOAUWVULLKO Xpovo. ETat, n
f unopetl va xpnowomnownBel oa cuvaptnon povadikng katevbuvong.
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Eval EMUTAEOV ONUAVIIKO XOPAKTNPELOTIKO Twv hash ocuvaptioswv eivatl n
UTtEPPBOALKA HEYAAN «gualobnolo» TOU €XOUV OTO TIEPLEXOUEVO TOU UNVUUATOC
€l0060u. AutO onpaivel OTL KOl N TOPAMLKPR aAlayr) TOU, CUVETAYETAL TNV
mapaywyn pLog evieAwg dStadpopetikig cuvodng. Na va to KaTavornooupe KAAUTEPQ,
UIopoULE vor SoUUE To €€NG apadelypa:

‘Eotw oTL epapUOlOUE HLO CUVAPTNON KATAKEPUATIOUOU 0TO aAdapLlOUNTIKO
“RAM”. Autd mou 6o TAPOUHME WG ONMOTEAECHA, elval to aAdpaplOuntiko
“8d8bea89388715ee7c01183a0667e892”. Av, oOpwc, ehappdooupe TV (Bl
ouvaptnon oto oAdaplBuntikd “RAM”, Ba TIAPOUUE T0
“73ac38c363394f66211f67f0a92b480a”, to omoio dev €xel Kaula opolOTNTA HE TO
T{PONYOUEVO.

Onwg BAemoupe, n mBavotnta SUo SladopeTIKA HNVUHATA VoL £XOUV TNV Ol
ouvoyn, elvat eALPETIKA pLKPN.

MmopoUue twpa, ME Bdon ta TapamAvw, va SWOOUUE TOV OPLOUO TNG

OUVAPTNONG KATOKEPUOTIOUOU:

Opwopdg 1.5: M (uovodpoun) ouvaptnon KatakeEPUATIOUOU h elval €vag
HETAOYNHUATIOUOG TIOU €XEL TIC AKOAOUBOEG LOLOTNTEG:

® Juumieon (compression): To Oplopa X £XeL €va auBaipeto, TEMEPACTUEVO

unkoc, evw n h(x) éxeL meploplopévo, otabepod HAKOG

® EukoAia otov unmoAoyiloud (ease of computation): §o06giong tng cuvaptnong

h ko evog opilopatog x, To h(x) unopet va umtoAoyLotel eUKOAQL.

e Avrtiotaon 1°° opiouarog (preimage resistance)-un avtiotpePudtnta: sivat

UTtoAoyLOTIKA aduvarto yia eva dedopévo otolxeio y Tou mediou TIHwVY TG h,
va BpeBel otoleio x Tou mediou oplopov, Tétolo wote h(x) =y.

e Avtiotaon 2°° opioparoc (2™ - preimage resistance): givol UTOAOYLOTIKA

avédikto yla dedopévo atolyeio x; Tou mediou oplopou tng h, va Bpebel Ao
OTOLXELO X,, €TOL WOTE h(X1) = h(x,).

Ektég amo TG Paocikég OLOTNTEG TWV OCUVOPTNOEWV KATOKEPUOTIOMOU,
UTTAPXOUV KOl KATIOLEG EMUTA£0V Ttou Ba Tav okomuo va avodpepBouv:

e Mn ouoyxétion (non-correlation): ta bit elc6dou kol €€66ou dev mpémel va

elval ouoxetiopéva.
e Avtiotaon KOVTLVAG ouykpouaong (near-collision resistance): mpénel va ivat

urtoAoyloTtika SUokoAo va BpeBouv oplopata X1, X2, WOTE OL AVTIOTOLXEG TLUEG
h(x1), h(x2) va dtadpépouv eAayiota.
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e Avrtiotaon pepwkoU opiopatoc (partial preimage resistance) - Turki

povodpoputkotnta (local one-wayness): n UTIOAOYLOTIKI) SUGKOALQ AVAKTNONG

HLOG oToLlaodnote uTtakoAouBilag xapaKTApwWV MPEMEL va €lval avtiotolyn
HE pLag oAOKANpNG eloddou.

1.3.1 XYNAPTHXEIX KATAKEPMATIEMOY KAI XYNAPTHXEIX
XYMIIIEXHX

Y€ KPUTITOYPADLKEG EPOAPUOYEG UTIOAOYLOTWY, OTIOU €XOUUE TO aAdapfnto I =
{0,1}, pLa GUVAPTNON KATAKEPUOTIOHOU opileTal padnuatikd we e€nc: A:X — 3", n
€ N. EmMopévwg, oL OUVOPTNOEL KOTOKEPUATIOMOU Omelkovi{louv oKoAouBieg
avBaipetou pnkoucg oe akoAouBieg otaBepol prkous. ‘Onwg daivetal Kal amo tov
0pPLOUO, OL CUVAPTHOELG AUTEG Sev ewval 1-1.

Mapadeyua 1.2:

H amekovion h:Y —>3",ne N, nou oté\veL To bib,...b,tou {0,1}* oto (by +
b, +...+by )mod2, anoteAel pla cuvaptnon Katakepuatiopou. MNa napddeyua, n
oakoAouBia 01101011 amewoviletal oto 1, evw n akoAouBia 110011 oto 0. Mevika,
av to MARBo¢ Twv povadwy pog akoAoubiag b ival meptttog aplBuoc anekoviletal
oto 1, Stadopetikd av ival aptiog aneikoviletal oto O.

OL OUVOPTACEL; KOTOKEPUATIOMOU  KATAOKEUAIOVTOL  XPNOLLOTIOLWVTAG
ouvaptnoelc ocupmieong (compression functions). Mwa ouvaptnon ocuumnieong, ivat
pa amelkovion A:X" — X", 6mou n, me N, m > n Kat anetkovilel akohouBigg
otaBepol PNKoOUG o€ 0KOAOUBIEC LKPOTEPOU UNKOUG.

Mua cuvaptnon hash pmopel va katackevootel epappolovtac emavelAnUUEVa pLa
OUVAPTNON CUMTILEONG LEXPL VA EMEEEPYAOTOUE OAOKANPO TO UAVULLA.
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Mapadeyua 1.3:

H anewkévion #:X" — X", émou n, me N mou otéAvel To bib,...b,, Tou {0,1}"
oto (b1 + by +...4+bm)mod2, anoteAel pla cuvaptnon cupnieongav m > 1, apov n = 1.
Mo napadetypa, to 101010 amnetkoviletat oto 1, evw to 001111 oto 0. [

MapatnpPOULE OTL 0 XWPOG TWV SUVATWVY UNVUUATWYV Elval TTIOAU HeyaAUTEPOG
arnod To XwWPo Twv message digests Kal EMELSN OL CUVAPTAHOELG KATAKEPUATIOUOU Sev
elvat 1-1, n umapén LNVUPATWY TIou €xouV TNV dLa cuvoyn eivat avanoddeukn.
AUTO Tou paG evlladEPEL 0TNV KATAOKEUN ULAC CUVAPTNONG KOTOKEPUATIOMOU, YL
Va EVIOXUOOUUE TNV aodpAAeLa TNG, eival va ivat ToAU UokoAo va Bpebouv tétola
punvoupoTa.

Oplopoc 1.6: Otav untapxel €va {elyog TILWV (X1,X2), YLO TIC OTIOLEG LOXUEL X1 # X, Kall
h(x1) = h(xy) , ToTE Aépe OTL Exoupe wa ouykpouon (collision) yia tnv h.

Mapadeyua 1.4:

Mia oUyKpouon TnNg cuVAPTNONG KATOKEPUATIOMOU Tou Mapadelypartog 1.2, sivat
€va (eyog SLOKEKPLUEVWY 0KOAOUBLWV pe TiepLTTO TTANB0¢ povadwy, omwg ot (111,
001).

Opiopodg 1.7: H ouvaptnon h ovopdletal aodevwe avIeKTIK) O OUYKPOUOELS
(weak collision resistance), av yla 6e6opEvo x; € X, glval avéPLKTOG O UTIOAOYLOWOG

HL&G olyKpouaong (1, X2).

Opiopodg 1.8: H ocuvdaptnon h ovopdletal (toxupweg) avIeKTIK) O CUYKPOUOELS
(strong collision resistance), av sival aVEPIKTOG O UTIOAOYLOMOC OMOLO.OSHTIOTE
ouykpouong (xi, X2) TG h.

OpLopdg 1.9: H SuokoAia eupeong §U0 SLadopeTIKWY TLULWV Tou Ttediou oplopol TG
h, X1, X2, €T0L wote h(xy) = h(x;), ovopdletol avriotaon o€ cUyKPOUOELC.
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MapatnpHosic:

1. O 6pog acBevn¢ avtiotaon og CUYKPOUOELG TAUTIETAL LUE TOV OPO avtiotaon
2°Y oplopatog, eV 0 OpOC LOXUPN avtiotaon o€ cUYKPOUOELC TaUTIleTal e
TOV OPO AVTIOTACN OE CUYKPOUOELC.

2. OL ouvapPTAOELG KATAKEPUATIOMOU Movadikng katevBuvong sival acBevwg
0VOEKTIKEG OE OUYKPOUOELG, EVW UTIOPEL va SelxBel OTL OL LOXUPWE AVOEKTIKEG
OUVQPTHOELC KOTOKEPUATIOMOU gival povadikng kateuBbuvonc. H béa €xel wg
€€n¢: umoBEtoupe OTL UTIAPXEL €vag aAyoplBuoc avtiotpodng yia tnv h.
EmAéyoupe pud tuxaia akoAouBia x; kot umoAoyiloupe tnv avtiotpodn
€LKOVA TOU Y = h(x1), £0TW Xz, XPNOLLOTIOLWVTAG TOV OAYOPLOUO. AV X; # X;, TO
{elyo¢ (x1,X2) €lvatl pia cuykpouaon tng h.

1.3.2 YYNAPTHXEIX KATAKEPMATIEMOY KAI YH®IAKEX YIIOTPA®EX

Mia armo TG Kuplotepeg ePAPUOYEG TWV CUVAPTHOEWV KATAKEPUATIOMOU £lval
navw otig Pnolakég umoypadeg. Epooov to pnkog pag Yndlaknig umoypadng sivat
oxedbov 1o (6lo pe TO MAKOG TOU TPOG umoypadr HNVUUATOG, ocuxva eivatl
TPOTIUOTEPO Ol Kpumrtoypadikég Sladikaoieg va edapuolovral otn cuvodn Tou
unvupotoc. Etol, kepSiloupe og xwpo Kal og Xpovo, adou n cuvoPn €lval Lo HIKPN
Kol Tilo €UKOANn otn Slaxelplon amo To OPXIKO MAVUMO. JUVETWE, EVICXUETOL N
arnodoTkoTNTA TWV aAyoplBuwyv untoypadng kat emaiinbsuong kat Stapuldooetal n
akepalotnta Twv dedopevwy. TENOG, oL hash cuvaptioelg amoteAolv pia aLomLoTn
AUon évavtl Twv mAaotoypadioewv.

H €€€Ai€n tng kpumrtoypadiag Kot n avaykn ylot acdaAEoTePeC NAEKTPOVLKEG
ETUKOWVWVIEG, 0odnynoav otnv €UPAVION KATIOWV GCNUAVTIKWY CUVOPTHOEWV
KOTAKEPLOTLOMOU KOL OXETLKWYV TEXVOAOYLWV.

A&iZeL va avadEpoupe TIG akOAOUBEG:

e HMAC : Eivol Lo TEXVIKA LE TNV omoia AEYXOULE v KATIOLO apXelo €xel
tpornomnolnBei. Epapudloupe pLlo cUVAPTNON KATOKEPHOTIOMOU OTO KELEVO
Kall OTEAVOUPE TNV olvoyn kpumtoypadpnuevn Holl Le TO apxLlko Keipevo. O
TIAPOANTITNG TNV QITOKPUTITOYPAdEl, KATAKEPUATI(EL TO UAVUHO KOL OV TO
omoTéAeopO OUUPWVEL HE TO aPXIKO KEelpevo, TOTE To HAvVupa E€dtooe
adpaAéc. H ouvaptnon KATakeEPUATIOUOU ival SnUooLa yVwoTH.
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e H Zewpd MD (Message Digest): H umtapén tng odeiletal otov Ron Rivest kat
glval ouvapPTAOELl KATAKEPUOTIOHOU ToU O8ivouv WG OmoTéAsopa £vav
aplOuo twv 128 bits. H dtadopd toug sival otnv TaxutnTa HE TNV Oomoia
UITopoUV va UTIOAOYLOTOUV KOl OTNV LoXU TOUG.

e H osipd SHA (Secure Hash Algorithm): Anpooteltnke to 1993 amo TO
National Institut of Standards and Technology (NIST), aAAd@ to 1995
evtomniotnke pa aduvapio otov alyoplBuo tng Katl €ToL Tov Tpomornoinocav. O
VEOG aAyoplOpog ovopaotnke SHA-1 kot amoteAel tnv mA£ov SnpodlAn
OUVAPTNON KOTOKEPUATIOHOU. To HAVU LA EL0OS0U TIPETEL VAL ELVOL ILKPOTEPO
aro 2% bits kat n £6086¢ Tou KpuTTToypddnua prikouc 160 bits.

1.3.3 Birthday attack

MEPLKEG CUVOPTAOEL KATAKEPUATIOMOU Ttapdyouv otnv ££066 toug cuvoun
HKPOU pNKOUG. AUTO amoTeAel peydAo pelovekTnua, KaBwg SLeUKOAUVEL TNV EVpeEDN
€VOG AAOU pnvUpatog He TNV Wla ocluvoyn, mpdyua mou T Kablotd eVAAWTEG O€
emBeoelg birthday attack. Ag e€nynooupe, Opwc, TL evwooUpe HE Tov 0po birthday
attack.

H birthday attack avrkel ot emiBeoel wung PBiag, dnAadn Paciletal otn
ok kaBe mBavol kAewdloU yla tnv e€Upeon tou ocwotou. H Asttoupyla TG
otnpiletal oto nmapadoéo twv yevePAiwv (birthday paradox), To omoio eival to
akoAouBo:

MNapaéboéo yeveFAiwv:

«Edv €xoupe pa ta€n pe 23 pabnteg, n mBavotnta 2 amo autoug Vo €XOUV
yevEBALa TNV (8La pépa elvat touAdylotov 50% (yia tnv akpifeta 0.507).»

Av oL paBntég nrav 30, tote n mBavotnta aveépxetal os 70% mepimou Kal
VEVIKA, 000 TEPLOCOTEPOL elval oL pabntég, téoco aufavetal n mbavotnta. Mo
VEVIKA, UTIOBETOUPE OTL €XOUME N OVTIKE(MEVA, OMOU N €lval OPKETA HeYAAo.
ErutAéov, €xoupe r avBpwmoug Kot kaBevag o’ autoug SLaAEyeL Eva aVTIKELUEVO (UE
EMAvVOTOMOBETNON, €T0L WOTE TMEPLOCOTEPOL ATO €vag AvOpwroL va pmopolv va
SlaAéyouv To 6l0 avtikeipevo). Tote, n mBavotnTa TouAdylotov 2 avBpwroL va
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-r2 /2n

€xouv SLoAEEeL To 16Lo avTikelpevo gival mepimou lon pe 1-e . Em\éyovtac r’/2n

=In2, Bplokoupue OTLr = 1,17\/; Kat n rubavotnta eival mepinou ion pe 50%.

H edapuoyn tou Mapddofou twv MNeveBAiwv otnv Kpuntoypadia amattel pa
HLKPN Tpomomoinon:

« EoTw OTL £xoupe 2 tafelg, kabe pla pe 30 pabntéc. Mowa sival n mBavotnta
évag poontnc aro tnv 1" taén va éxeL tnv dta pépa yevéBALA pE KATIOWO HoONTH armo
tnv 2" taén;»

Ag SoUpe pla yevikotepn Statumwon tou mpoPAnuatog: Eotw OtL €XOUME n
avtikeipeva kot 2 opddeg, pe r atopa n koBepd. Kabe dtopo amd kdbe opada
Slaléyel éva avtikeipevo (pe emavatomoBétnon). Av Bécoupe A = r’/n, tdte n
mBavotnta éva dtopo amod tnv 1" opdda va emé€el o 810 avTiKeipevo pe éva
dropo amd v 2" oudda, eival ion pe 1-e™ Mapatnpolpe 6t ya r = \/;, n
mubavotnta autn eivat apketd peydain. Oco auvfavoupe to r, n Tbavotnta yivetal
Kall LeyaAUTEPN.

BA£moupe OtL oTnV nepimtwon Twv taéswv pe toug 30 pabntég mou avadpEpape
mpw, elvat: n =365 kat r = 30, ondte A = 30%/365 = 2.466 kat 1-e™=0,915.
Apa, n TuBavotnta évag pabntrg and tnv 1" tdén va éxeL tnv iSta pépa yevéBALA pe
éva padntr amd tnv 2" ta€n, sivat ion pe 91.5%.

Mapatnpoupe OTL To Tapddofo Twv yeveBAilwy elval pa péBodog elpeong Twv
OUYKPOUOEWV HLOC OUVAPTNONG KATOKEPUOTIOHOU, otav n €€odog tng eival pua
okoAoubBia pkpoU pnkouc. Eotw h pia cuvapTnon KATAKEPUOTIOUOU TOU TOPAyEL
£€080 peyéBouc m-bits. Tote untdpxouv n = 2™ mBavég é€oSot. Av urtoAoyicoupe yia
nepinou r = Jn = 2m? Tuxaio EMAEYPEVA X TLG AVTIOTOLXEG TLHEG h(x), TOTE UTIAPXEL
HEYAAN mBavotnta va PpolUe 2 TIHEG X1, Xp (X1 # X2), €T0L wote h(x;) = h(xy). Av

m/2

urtoAoylooupe tnv h yla mepLocOTEPEC TIMEG TOU X, TLX. r = 10x2™° , TOTE n

mbavotnta va Bpoupe o cUyKpouaoh lvol TTOAU PEYAAn.

Napadbeyua 1.5:

‘Eva xapaktnplotiko mapadelypa birthday attack eivat to akoAouBo:

‘Eotw OtL o A B€AeL va uTtoypa el nAekTpoviKa va eyypado. Npwta, edapuolel
0’'aUTO ULl CUVAPTNON KOTOKEPUATIONOU, N omoia mapdyel pa cuvodn 50 bits. Ztn
OUVEXEL, UTtoypadel T cluvodn XPNOLUOTIOLWVTOG £VOl A0 TO YVWOTA OXAHOTO
bnodrakng urnoypadnc.
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AuTO, kaBlota moAU SuokoAo To va Tov e€amatiosl Kamolog B (kavovtag tov va
urntoypay et éva mAaoto eyypado), adou n mbavotnta éva mMAaoTo £yypado va €xeL
v 8la covoPn pe to avBevikd eivat 1 ot 2°°, Snhasdh 1 otic 10™°. O B, Aowtdv,
umopel va Sokipdoel apketd MAaotd eyypada, aldd sival oxedov amnibavo va Bpel
KATTOLO LE TN owaTr cuvoyin.

Qotooo, éxovtac peletrnoet To NpoPAnua Twv FeveBAiwv pmopel va Spacetl wg
egne:

Bpiokel 30 €yypada mou va poldlouv pe To auBeVTIKO, oTa omola Umopet va
KAVEL pLlot TIOAU ULIKPR TpOTtomoinon, T.X. Vo TipocBEceL Eva KevO oTo TEAOG Uiag
TPOTAONG, VA KAVEL UL Ukpr) aAAayn o€ pia Aé€n KATL. Z€ kAOe TETOlo Eyypado €XEL
2 eMAOYEC: VO KAVEL QUTH TNV WKPN Tpomomoinon f va to adnosl onwg sivat. Me
auTdV Tov TpoTo propei va rapdfet 2% éyypada, ta onola eival oxeddv idla pe to
QUBEVTIKG. ITNV OUVEXEW®, UTIOAOYIleL TV ouvodn autwv twv 2°° eyypddwv,
XPNOLoToLWwVTaG TNV (8la ouvAPTNON KOTOKEPUOTIOMOU HME TOV A KAl TLG
anoBnkeveL o€ €va apxelo.

Twpa, o B maipvel to mMAaoto syypado Le To omoio BEAeL va e€amatnosl Tov A
Kat SnpLoupyel, pe tov 8to tpomo, 2°° maparlayéc autol. Yrohoyilel T cuvOPELC
TOUC Kall TG armoBnkeLel o €va AAAO apxelo. ATO To TpomomnolnpUévo mapadofo Twv
yeveBAiwv, maipvovtac r = 2% kat n = 2°°, éxoupe A = r’/n = 2'% = 1024 ko n
mBavotnta pia mapaliayn Tou auBeviikou eyypadou va €xeL Tnv dla cuvodn ue
uio aro te mapalayéc tou mhaotoy, ivat repinou 1-e %% = 1.

‘Exovtac Bpet, Aoutov, 2 Tétola eyypada pe tnv bla cuvodn, InTAsL amo tov A
va urtoypael autrv tou auBevtikoL gyypadou. O A sival amnibavo va avtiAngBei
™ Sladopad, onodte unoypadel. O B, Twpa Umopel va mpooaptroel Tnv unoypadn
oto MA0OTO gyypado, n omoia eivat €ykupn Kot yUauto, adou ta 2 Eyypada €xouv
Vv bl ovvoyn. Etol, umopet va loxuplotel otL o A untéypae To MAQOTO £yypado
avTi To AUBEVTIKO.

Ac¢ umoBéooups, OpwG, OTL 0 A Bewpsel OtTL éva KOppa eival Aabog kol to
adalpel and to €yypado. Itn ocuvexela, umoypddel To €yypado, To omoio €xeL
teleiwg dtadopetiki cuvoyn amod auto mou tou {Rtnoe o B va untoypayel. Apa, o B
QnETUXE 0TOo va Tov e€amatnioel, kabwg to va Bpel éva mAaotd éyypado pe Tnv idla
«véa» auvoyn eival oxedov anibavo.

Znuegiwon 1.3: T va Tetuxoupe HeyoAUTepn acdalela amévavtl otig birthday
attacks, kaAo Ba ATav va XpnoLUOMOLOUUE CUVAPTNON KOTOKEPUATIOMOU pe €€060
SumAdolou pey€Boug and auto mou Bewpoupe amapaitnto. Evag KAAUTEPOG TPOTOG
npootaciag arno Tig birthday attacks, elvat va kdvou e avta pia pikpr aAdayn npiv
UTIOYPAY OUHE €va NAEKTPOVLKO €yypado.
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1.4 TYIIOI ENIGEXEQN XE XXHMATA YIIOI'PA® QN

O anwTEPOG OKOTIOC EVOC AVILTAAOU £ival n mAactoypadnon tng umoypadnc,

dnAadn va mapatel pia umoypadn, n omoia va Yivel KT wg EyKupn.

OL 1o ouvnBopévol Tumol emBeécswv oe oxnuata PYnolakwv vnoypadwyv givat ot

g€ng:

1. EniBeon poévo os kAewdi (key—only attack) : O avtimaAog yvwpilel povo to

dnuooio kAeldi tou umoypadovta, SnAadn tn cuvaptnon emaAnBeuvong very.

2. EnmiBeon og pnvupa ( message attack) : O avtinmalog Suvartal va eEETACEL TIG

ovtiotolyec umoypadEG €ite yVWOTWV, E€TE EMAEYUEVWY  HUNVUHATWV.

Awakpivoupe 3 katnyopieg eniBeong oe pRvupa:

Enideon og yvwoto unvuua (known message attack): O avtinalog

€XEL L0 AlOTO LE UTTOYEYPOUUEVO UNVUHATA, £0TW (X1,Y1), (X2,¥2),-.. ,
OTIOU TA X; ElVOL TOL LNVUMOTO KOL TOL Y; OL AVTIOTOLXEC UTIOYPAdEG TOUC
(étoLwote y; = sigk (x;), i=1,2...).

Enmtidson oe emideyuévo unvuua (chosen-message attack) : O
QVTIMoAOG MoKt €yKupeG umoypadeg amd pia emleypévn Alota

UNVUUATWY TPV ETUXELPAOCEL VA OTIACEL TO oxAua unoypadnc. Ta
unvoupoto emiAéyovtol mpotou eleyxBel omowadnmote umoypadn,
yUauto kot n emiBeson autn xapaktnpilletol w¢ Un-mpocopuUootin
(non-adaptive). H emniBeon oe emAeypévo MAVURA EVAVTIIWY TWV
oxnuatwyv unoypadwyv elval avaloyn HE OUTH OE ETUAEYUEVO
KPQUTITOKEIPHEVO €vaAvTlA O oxAUata Kpumrtoypadnong &nuociou
KAELSL0U.

Mpooapudoun Enidson os emiAeyuévo unvuua (adaptive chosen-

message attack): O avtinalog I{ntd umoypadEG UNVUUATWY, Ol
omoleg e§aptwvtal and to dnpoclo kAeldi Tou umoypddovta Kot iowg
va {ntd umoypadég pnvupdtwy, oL omoieg efaptwvrtal amno
TIPONYOUHEVWCE amoktnOelosc uroypadEg rj pnvopata.

O avtinaAog, XPNOLLOTIOLWVTAG TIG TAPATIAVW ETILOECELG, UMOPEL VO KOTIAOEL»

10 oxNua umoypadng. Ymapxel puia opdda kpltnpiwv mou meplypadouv autd mou

OVOUA{OUE «OTIACLUO» EVOG OXNUATOG UTIoypadnC:

1.

OAwk6 omnaowio (total break): O avtimalog €xel tn Sduvatdtnta va

urtohoyioel 1o OWTIKO KAewdl Tou umoypadovta, OSnAadn TN
ouvaptnon umoypadng sigk. Etol, umopel va mopdfel €yKupeg
urtoypad£EC o€ OmoLOSNTIOTE HAVU QL.
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2. EmAektikn mAactoypadnon (selective forgery): O avtimadog sival
duvatov va dnuloupynosl pla €ykupn umoypadn yla &va pAvupa
ETUAEYUEVO €K TWV TPOTEPWV. Me dAMAa Aoyla, Sedopévou evog

UNVOMOTOG m, umopel va mpoodlopioel umoypadr s €T0L WOTE
verg(m,s) = true. Anuloupywvtag tnv umoypadn s, 6ev eUmAEKeL
QECO TO VOULUO uTtoypadovTa.

3. Ynapkt mAaoctoypadnon (existential forgery): O avtimaAog eivat

LKaVOG va. SnNULOUPYAOEL pa €ykupn uttoypadn ylo €va ToUAdxLoToV
uAvupa. Me dAAa Adyla, pmopet va mapdéel Eva Leuyog (m,s), €tol
wote verg(m,s) = true, 6mou m pAvupa. Exel ehdxioto i kaBoAou
€A\EyX0 TOU UNVUHATOG, TOU OTIOLOU TNV UTtoypadr] omoKTA KL £TOL O
VOULUOC UTtoYpAadwV UMopEL va EUTTAAKEL OTNV amaTn.

MapatnpAosLc:

1. Eva oxfnua Ynoakng unoypadnig dev pmopel va eival andAuta achalig,
and TN OTWMNA Tou €vag aviimalog pmopel ywa dedopévo privupa m va
Sokludoel OAeg TIg mBavEG umoypadEG, XPNOLLOTIOWVTIAG TN CUVAPTNON
emaAnBeuong very, €wg 0Tou Bpel pia €ykupn. Etal, £€xovtag otn dtabeor) Tou
OPKETO XpOvVo, umopel va mAaotoypadnost tTnv umoypadn omoloudnmote
UNVUHOTOC. XTOXOC MOG £ival va KOTOOKEUAOOUUE oOXAUaTa umoypadng
UTTOAOYLOTLKA 0.opaAn.

2. OL MPooOpUOOLUEG €TOEOEL Ot €TAEYUEVO MRVUHA epmodilovtal TiLo
SuokoAa amod kabe aA\o eidog emibéoswy. AeSopévwy, Aoutov, UTAPKTWV
UNVULOTWY KoL TWV aviiotolywv umoypadwv, o aviimadoc Oa pmopolos
€UKoAa va TAaoctoypadnoel tnv umoypadn tng emAoyng tou. Opwe, Ml
Tétola eniBeon eival oxedov mAvia MPAKTIKA aVEPLKTN, OMOTE €va opba
oxebloopévo oxnua umoypadng mpeEmeLl va mpoAauPdvel kabe TtETOlA
mbavotnta.
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1.5 MAOHMATIKH EIXATI'QI'H
1.5.1 MODULAR APIOGMHTIKH KAI BAXIKA XTOIXEIA AATEBPAX

Oplopdg 1.10: Mia oudda cival eva cuvolo G edoblacpévo pe pia dipeln mpadn
* , TETOLOL WOTE VOl LKaVoTtolouvTaL Ta akoAouBa aflwpoata:

a) H * elval mpooetalplotiky, SnAadn woxvel a*b=b*a,ywa ohata a,beG.

b) Ymapyxet éva otolkeio e € G, T€TOlO WOTE e*a=a*e=a, yla kabe acG.To
e KaAeltol TauToTIkO oTolE(o.

c) Na kdBe aeG vundpxet €va otoeio a'eG, upe NV WBLOTNTA
a'*a=a*a =e.To d' xaleital avriotpogo tou a .

Oplopnog 1.11: Av G sival pia menepacpevn opada, tote n taén tng eival to mAn6oc

TWV OTOLXELWV TNG Kol cUPBOALLETAL pE |G|

To oUvolo twv akepaiwv Z pe mpaén tnv mpocbeon oxnuatilel pa opdada He
TAUTOTIKO oTolxeio To 0 kat avtiotpodo oToLxelo EVOG aKepAlov a To -a .

To obvoho Z, pe mpdén tnv npocBeon modulo n oxnuatilet pa opdda taéng » .

H roAdarAaotaotik oudba tou Z, eivoun Z, = {a €Z,:MKA(a,n)= 1}, Sn\adn
TO oUVOAO TwV UTtoAoMwV modulo 7 TOoU €lval OXETIKA MPWTA TPOG TO 7. AV n
MpWwtog, Tote Z, ={a:1<a<n-1}. H1dn g Z, eivain ‘Z:‘ =¢p(n).Ava,beZ,,
Wte abeZ,, 5nhadf n Z, eival kK\ewoth wg mpog tov moMamhactacpd. Kdbe

otolelo Tou Z, Ba éxel mOAMamAaoLaoTikd avtioTtpodo mou avikeL 0To Z, .

Oplopdg 1.12: Av éva umoocUvoho H pag opadag G eival KAELOTO w¢ MPog TN
SwueAn mpdén tng G kat erutAéov to H eivat opada, 1ote 10 H AéyetaL umooudada
me G.
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1.5.2 XTOIXEIA OEQPIAX APIOGMQN

Oewpnua 1.1: Eotw oL aképawol n>2 kat a € Z, . TOTE, 0 a €XEL TOAATAQCLOCTIKO
avtiotpodo av kat povo av MKA(a,n) = 1. O avtiotpodog, av umapxel, Ba eivat

HoVadLIKOC.

Oa Bplokoupe Tov MOAAATMAACLOOTIKO AVTIOTPOdO TOU a WE TOV EMEKTETAUEVO
EukAeibéio AAyoptduo:

Ebooov MKA (a,n) = 1, undpxouv aképatol x,y€Z pe ax+ny=1. 0 x bev
elval moA\amAdaolo tou 7, SLOTL TOTE N Mopandavw oxéon pag Sivel otL to 1 ivat
moAAamAAdoLo Tou n Tou ival atomo, adol n>2.Apa, o x, av Slalpebel pe Tov n
Ba €xel un pndevikd umolouro. Ano tov AAyoplBpo tou EukAeidn, Ba umapyxouv
aképatot g,r, wote x=gn+r pe 1<r<n—1. Avtikablotwvtag autr tnv TLUn Tou

X OTNV MPONYOUEVN LOOTNTA, EXOULE
a(gn+r)+ny=1 =
ar=1-(ag+yn =
ar—1=—(ag+y)n =
ar =1modn

Enmopévwe, o 7 elvatl moANQTAQGLAGTIKOC aVTioTPodhOC TOU « .

MNapadeyua 1.6:

Waxvoupe va BpoUpe tov MOAAMAQCLAOTIKO avtiotpodo tou otoeiov 11 € Z,,.

Ze mpwtn ¢don, ekteAoUpe Tov AAyopLBuo tou EukAeidN:

30 11 30=2x11+8
8 11 11=1x8+3
8 3 8=2x3+2
2 3 3=2x1+1
2 1 2=2%x1+0
0 1 apa, MKA(11, 30) = 1.

26



Adou MKA(11, 30) = 1, ocupmepailvoupe OTL UTIAPXEL O TIOAAOTTAQCLOOTIKOG
avtiotpodog tou 11€ Z,,. o va tov BpoUpe, Bo XpnOLUOTOL)COUE TLG OXETELG TNG

Hopdng x = gn+r oe kabe Pripa tou AAyopLBpou tou EukAeidn yia va kataAngoupe
O€ YA oxEon ™G popodng ax+ny =1.

Ao TNV mpoteAeutaia ox€on £XOULE: 1=3-2x1

Kall avTkaBlotwvtag To 2 ano tnv
OUECWG TIPONYOUEVN OXEON: 1=3-1(8-2x3)=3x3-1x8

H apéowg mponyoupevn Sivel: 1=3(11-1x8)-1x8=3x11-4x8
Katl n mpwtn oxéon &ivel:

1=3%x11-4(30-2%x11)=3x11-4x30+8x11=11x11-4x%30
6nhadn, 1= 11x11-4x30=ax+ny.

Apa, x=11 kot y=-4 = 117" = 11, Snhadn o moAATMAAGLACTIKOG AVToTPOdOC

Tou 11€ Z,, eivarto 11.

MNpayuatt, 11x11 =121 =1 mod30. [ |

Qswpnua 1.2: (OepeAiwdeg Oswpnua tng Aplopntiking (00A))

Ma kdBe aképao n>1 unapxouv mpwtot p, <p,<.<p, , TETOOL WOTE

n=p,p,-p, KL OPAyoVIOnoinon autn eivat povadikr.

To OOA givat cuvABwg yvwoTo pe TV €N G TILO CUVOTTTIKNA LopdR:

KaBe axképalog n umopel va avaAuBel oe mpwtoug mapdyovieg, SnAadn
ypadetaL wg n=p/ ps* - p’,0mou p, # p,, 1<i< j <k, mpwroLKal ¢, aKEPALOL,

wote o, 20, 1<i<k.

P D> P
Ol TIPWTOL APAYOVTEG TOU 7 € Z , ovoualetal ouvaptnon Euler kol opiletal wg 1o

1 1 1
Oplopno6¢6 1.13: H ouvdaptnon ¢(n) = n[l——j[l——j...[l——], OTIOU Py, Pyseees Py
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TANB0G Twv akepaiwv oto dtaotnua 1 <7 <n mou eival mpwtol mpog Tov n (dnAadn
MKA (r,n) = 1).

Nopiopa 1.1: Avo n eival mpwtog tote @(n) =n—1.

JUpdwva pe to Oswpnua 1, pmopouUpe va KataAR§oupe oto €ENG:

Nopopa 1.2: To mMANBoG twv OTOEIWV TOU Z, TOU €XOUV TIOAAATAQCLOCTIKO

avtiotpodo Loovutal e @(n).

Qswpnua 1.3: (Euler)

Av MKA (y,n) =1, téte y*" =1modn, y,neZ.

Oplopdc 1.14: Av b eivar o pkpdTepPOC BETIKOC aképatoc, Tétolo wote @’ =1modn,
TOTE AéUE OTLO a avikel otov ek¥étn b modulo 1.

Opiopdg 1.15: Av o aképalog g avhkelL otov ekBétn ¢@(n)modn, tote 0 ¢

OVOUALETOL TPWTHPXLKO OTOLXEIO N mpwTap)xikn pila modn .

Opwopno6g 1.16: Av ae€Z, n>2 kot MKA(a,n)=1, Aépe OTL O a €ival TETPAYWVIKO
vnéAourto (quadratic residue (OR)) modn, av a=x"modn ywa xeZ. Av MKA

(a,n)=1 kat a ¢ QR, 0 a AéyetoL un tetpaywviko urtoAouro (QNR ) modn .

Népopa 1.3: Av o 7 elval mTPwToc, TOTE |QR| =|QNR|.

Mapadeyua 1.7:

Bplokoupe ta QR ywa n=13:

1°=1=12°
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‘Apa, OR=1{1,3,4,9,10, 12 } ket ONR={2,5,6, 7, 8, 11 }. Noapatnpoupue OtTL
|OR| = |ONR.

Opioudc 1.16: Av x> =amodn, 6mou a € OR, , TOTe T0 x Aéyetal TeTpaywvikn pifa

modn.

Opiopog 1.17: Fotw 1<a<n. O a ovopaletal teTpaywviky pila tn¢ puovadoc

modn av a’modn=1.

Népopa 1.4: Av p npwtockal 1<a< p ue a’modp=1,tw6te a=1Qa=p-1.
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KE®DAAAIO 2

2. TO XXHMA WHOPIAKHX
YIIO'PA®HX RSA

To oxAua urtoypadng RSA eival pa edopoyr ToU TPWTOU KPUTTTOCUCTALATOG
dnuooiou kAelSloU otnv Lotopia tng Kpunmtoypadiag. H aodAAeld TOU EyKELTOL OE
peyalo PBobuo otn SuckoAio Tou va PpPoUUE TPWTOUC TOPAYOVIEG UEYAAWV
akepaiwv, omwg urntodnAwvetat kat oto Oswpnua Mpwtwv ApBuwv (Prime Number
Theorem (P.N.T.)).

2.1 TO OEQPHMA [IPQTQN APIOMQN
(The Prime Number Theorem)

To Oewpnua Mpwtwv ApBuwv (P.N.T.) éva amd ta mAéov Onuodlin
Bewpruata tng Oswpiog AplBuwy, to omolo Baciletal otn cuvdaptnon z(x).

H ouvdptnon 7(x) ekdpalel to MARBOG Twv MPWTWV aplOuwv mou &ev
umepBaivouv Tov MPAYUATIKO aplOpd x . Aev UTIAPXEL KATIOLOG YVWOTOG TUTOG TIOU
va mpoodlopilel tn ouvdaptnon auth. Autd ocupPaivel, 60Tl dev pmopoUlue va
yvwpiloupe MANPWG TOV TPOTIO KE TOV OTIOLO Elval KATOVEUNUEVOL OL TipwToL apLBuol
HEoa OTOUG akepaioug, KaBwg €xel amodewtel OTL Ta Kevd HETAlU SladoxlKwv
TIPWTWV apLOUWV UTtopel va elval 0006 moTe peyala.

Jupdwva pe to P.N.T., n ouvaptnon z(x) €lval QCUUTTWTIKA (on ME TN

ouvaptnon x/logx, &nAadn

(x > )

'vwpiloupe ot = 10%, 6nAadn nepinou oe kaBe 10 apBOUOUC 0 €vag

log x

Ba elval mpwTtog.
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2.2 TO KPYIITOXYXTHMA RSA

To apxlkd TOU KPUMTOOUOTAUATOC RSA mpogpyovtal amd Ta OVOHATa TWwV
HeEAeTNTWV TIou TO dnuoocievcav to 1978, Rivest, Shamir kat Adleman. To RSA
amoteAel KpumtooUoTNUa dnUoaciou KAEWSLOU. Ag yivoupe, Opwg, Alyo mio Eekabapot
TIAVW OTO TL EVWOOULIE E TOV OPO KPUTTTOYPA PO UE SNUOTLo KAELSI.

Eva Baocikd mpoPAnua tng kpumtoypadiag ntav avékabBev n  aodaAng
petadopd tou KAELSIOU amd TOV AMOOCTOAEQ OTOV TAPAANTTN, XWPLC va TECEL O€
“exBpka xépla ”. To mpoPAnua auto s€aleipetal av dev umdpyxel KAeLSl, To omoilo
TIPETEL VO MEIVEL MUOTIKO, TPAYUA TO Omoilo ouviotatal oto  cUoThua
kpurmttoypadnong pe dnpocto kAewdi. To cloTnUA aUTO EXEL KpuTttoypadikd KAELSL
TIOU OXL HOVO elval yvwoto, oAAA Kol SNUOCLEVUMEVO OE KAToLoV Kataloyo. H 16éa
npwtospdaviotnke to 1976 amnod toug Diffie kat Helman kat n mpwtn vAomoinon tng
TPOTOONC TOUC lval To KpumtooUoTtnpa RSA.

JtnVv Kpumrtoypdadnon He dSnuoolo KAeLSL, xpnotpomnotovvtal U0 SlopopeTIKA
KAELOLA: €va yla TNV KpuTttoypadnon Kol €va ylo TNV amokpumtoypdadnon Tou
unvOpatog. Ta éva KAWL mapapével IBLWTIKO (Kkpudod), evw To dANO yvwoTomoleital
o€ omnolovdnnote evdladepopevo. Ta SU0 KAEWSLA aviikouv o€ pia duaotkr ovidTnTa
Kall To 0Ao cuotnua gival oxeSlaopévo, £T0L WOTE N yvwon Tou dnuociou KAELSL0U
VO LNV ETITPETEL OE KOWVEVAV VAL UTTOPEL VAL UTTOAOYIOEL TO LOLWTLKO.

‘Eotw, Mooy, OtL 0 A €xeL Snuoupynoel Eva (eUyoc KAEWSLWY, SlaTtnpel LUOTIKO
To OWTIKO Kol yvwotomolel To Onuooco. Omowoodimote B umopsl va
KPUTITOYPO.PrOEL EVOL LAVU LA, XPNOLLOTIOLWVTAC TO SNUOacto KAELSE Tou A, aAAG auTo
TO HAVU MO prtopet va Stafaoctel povo amo tov A, ylati Lovo autog €xeL TO KATAAANAO
armokwdkomotnTiko KAELWSL. MapdAAnAa, omolocbimote B unopel, XpnoLLOmoLwvIag
To dnuoacto KAeLWSi Tou A, va amoKwSIKOTIOLOEL £va VU, TO OTtolo pHovo o A Ba
UIOpoUOE va £XEL KWSOLIKOTIOLNOEL.

Mpaktikd, To &nuoolo KAeWSL pmopel va mapopolaotel pe to KAeWdl plog
Katamaktng, &ta péoou TG omoiag ta pnvupata sfadavilovtal. Me tov 0po
Katamaktr) 6€Aoupe va Tovicoupe OTL eUKOAa pmaivel Kaveig, aAAd Byaivel povo av
€XEL T KATAAANAa péoa. H oupmeplpopd autr TNG KATATOKTAG TPAYLATOTOLETOL
ota Pndlakd pnvopata mou €xouv tn popdn pag peyaing ailvoidag amo 0 kat 1,
KaBwg elval gUKoAo va TOAAOMAQOLAOEL Kavel dU0 peyaAoug aplbuouc, oAl
adUvoTo va TIOPOYOVIOTOLNOEL KATIOO HEYAAO aplOud oe AoylkO XpOvo, OMwG
“amodelkviel” To P.N.T.

MmopoUE TwpO VO TIPOXWPNOOUUE oTtnv Tieplypadrn Ttou RSA. To
KpumTtooUoTNHa auto Baoiletal otn yvwon tng cuvaptnong Euler ¢p(n) tou modulo n
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yla TNV amokpumrtoypadnon tou pnvopotog. Ot urtoAoylopol yivovtal oto cUvoAo
Z,=10, 1, 2, .., n-1}, érmou n eivat to ywwopevo Vo peydAwv, tuxoio emAeypuEvwy,

SLaKEKPLEVWY, TIPWTWV aplBpwv p, q Kat ¢(n) = (p-1)(g-1).

MEO®OAOX KPYIITO'PA®HXEHE AHMOXIOY KAEIAIOY RSA

Mapaywyn kAgibiov

o O A emAéyel 5U0 peyAAoOUG, TUXALOUG TTPWTOUG aplBuoug p, g epimou idlou
pey€Bouc (otnv mpaén pe 100 mepimou Yndia).

e Yrmoloyiletta n = pq (nepl ta 200 Pndia) kat d(n) = n(l—lj[l—lj =(p-1)(g-1).
p q

o Em\éyel éva tuxaio aképalo e, £ETol wote 1 < e < ¢(n) kat MKA(e, ¢(n)) = 1.

e YrnoAoyilel to povadiko aképato d, tetolo wote 1 < d < ¢(n) kat ed = Imodd(n),
Sladkaoia rou yivetal pia povo dopad yla kabe e pe tov EmekteTapévo
EukAeiSlo AAyopiBuo (E.E.A.).

To dnuodoio kAeldi Tou A eivat o (n, e) kal To WLWTKO tou To (d, p, q).

Znueiwaon 2. 1: O e ovopdletal eKkOETNG KpuTttoypadnong, evw o d eKOETNG
anokpumnrtoypadnong.

Znueiwaon 2.2: O umtoAoylopog Tou d tpokUTTeL amo tov E.E.A. w¢ e€nc:
d = @™ modd(n). Npdyparty, ToMamhaoLdlovac pe e AapBAavoupe
ed = e®®modd(n) = 1modd(n) , dnwc pokUTTEL and To Bewpnpa Tou Euler kat to

otL MKA (e, d(n)) = 1.
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Kpuntoypdonon pe Snuocio kA8t RSA

O B kpumntoypadel Eéva Lvupa m Kol To OTEAVEL OTOV A va TO QOKPUTITOYpadroEL.

1. Kpumtoypdaenon: O B kdvel ta akoAouBa:
e AvOmoploTA TO HAVUHA WG €vayv aképato m, 0 <m < n-1.
e Bplokel to dnuodoo kKAsldi tou A, (n, e).
e Yroloyilel to ¢ = m®modn kot to oTéAvel oTov A.

2. Amnokpurttoypdenon: O A, ylo vl 0VaKTAOEL TO APXIKO LAVURO M arto TO C,
urtohoyilet to m = c’modn, Xpnotpomnolwvtag To OLwTIKO Tou KAeLdL d.

MNapadbeyua 2.1:

Eotw e =7 kaL n = pq = 187, evw T0 apxkd pAvupa eivat 3 pe MKA(3,187) = 1.
To kpumtoypadnpévo pAivupa tou B Ba ivatc = m’ = 3" = 2187 = 130mod187.

O A, yla va amoKpUTITOYPOpr|OEL TO MNVUMO C, TIPETEL VO YVWPLLEL TOV EKBETN
amokwdikomoinong d mou AapBavetal and Toug MapAyovtes Tou n = 187 = 11x 17
TIOU HOVO QUTOG YVwpLleL.

Eddoov Aoutdov n = 11x17 = ¢d(n) = (p-1)(g-1) = 10x16 = 160 kat ¢(P(n)) = 64,
ETOUEVWG,

d = @)1= 783 - (7972 (40x353%607)” = 7" = 823 %543 = 23mod160.

AdoU Bpédnke 6t d = 23, Ba eivar ¢ = 130% = 3mod187.

Apa, m = 3.

MapatnpHosic:

1) Toviloupue 6tL 0 ekBETNC amokwdikomoinong d umtoAoyiletal povo amno to ¢(n)
KOl TOUG TTOPAYOVTEC Tou n (dnAadn ta p, q) Ko OxL amod To e Kal To N Tou
elvatl dnuooia minpodopia.
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2) (AopdAsia tou RSA)

Av KArmolog yvwplilel Toug p, q Umopet eUKoAa va urtoAoyioel To ¢(n) Kot apa
Kol to d. Emopévwce, ival oAU onUavTko oL p, g vo. Kpatouvtol puotikol.To
MPOPBANUA TIAPAYOVTONOLNGNG TOU N KoL TO TIPOPBANUA UTTOAOYLOMOU TOU
ekBETn amokpumntoypddnong d oto RSA amd 1o dSnuocio kAewdi (n, e) sivat
UTIOAOYLOTIKA LoodUvapa. EmAéyoupe, Aowmdv, OPKETA HEYAAOUG TOUG
TIPWTOUC P, g, OUTWC WOTE va £lval avEPLKTN N MOPAYOVTOMNoinon Tou n o€
AOyLKO XpOvo.

35



2.3 TO XXHMA YH®PIAKHX YIIOT'PA®HX RSA

To oxnua umoypadng RSA eival éva VIETEPUWIOTIKO oxNua Yndlakng
urnoypadng pe duvatdtnta avaktnong Tou pnvupatog. Elval pio epappoyr tou
KPUTITOoOUOTHHaToG RSA otnv omola aviotpedpovral ol poAoL Twv KAEWWV (dnuooto-
OLWTLKO). Mo ouykekpluéva, Bewpoupe €va kpumtoolotnua RSA pe Snuootlo KAsLSL
(n, e) kot Wwtikd d. Tote n ocuvaptnon kpumrtoypadnong opiletal wg Ee(m) =
m®modn kat n cuvdptnon amokpumtoypddnons we Dg(m) = m®modn, yia kdOe
mezZ, .

Elvatw mpodaveg otL oxvel D(Ex(m)) = m, yia éva amAd keipevo m Kat eva
kAeWSL K. Emiong amodetkvuetal 6t Ex(Dk(m)) = m, adou yia to oxfiua unoypadng
Bewpole OTL O XWPOG TWV KPUTITOKELUEVWY TOUTIIETAL PE TO XWPO TWV ATAWY
KEWEVWY, SnAadn To Z, , 6mou n = pg.0 xwpog unoypadwv givat eniongto Z, .

Anodeién:

Adou ed = Imodd(n), umdpxel Evag akepalog k, TETOLOG woTe
ed = 1 + kd(n). Exoupe ot D(E(m)) = m**modn. Suvend,

D(E(M)) = m*™modn = mm*“*™modn = m(mM®™)*modn = mmodn, énwc
TMPOKUTITEL amd To Oewpnua Euler. Emopévwg, n  kpumtoypadnon Kol n
amokpumnrtoypadnon eival aviiotpodeg mpAteLc.

H Sladikaoia mapaywyng kKAewdlol yia to oxnua vnoypadng RSA eival idta pe auti
TOU KPUTITOOUGTHMATOG, OTIWG TNV TEPLYPAPALE TTOPATIAVW.

To oynua vmoypa@nc RSA

YroB£toupe 0tL 0 A oTéAvel otov B To pivupa m umoyeypappévo Ppndlaka pe
To RSA.

1. Anutoupyia urmoypanc:

e O A umoloyileL 1o s = sigk(m) = Dg(m) = m®modn, to omolo eivat n
uroypadn Tou A yla To Lvupo m.
e O A otéAvel otov B 1o Levyog (m, s).
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2. EnaAndsuon unoypapng:

e O B xpnowuonolei to Snuooto KAeLSi tou A yla va urtoAoyioeL to z = s°modn.
e Avz=m,tote verg(m, s) = aAnOng kat o B anodéxetal tnv unoypadn wg
€ykupn, Sl1adopeTIKA TNV amopplrTeL.

Mapadeyua 2.2:

‘Eotw OtL 0 A B€AeL va Snpoupynoel eva oxnua umoypadng RSA. EmAéyeL Toug
TPWTOUG p = 79 kot g = 101 kat umtoAoyileL To n = pg = 7979. Adou sivar ¢(n) = 7800,
0 A emAéyel TOV QKEPALO € = 7 TOU €lval MPwWTOC Mpog tov Pp(n) Kal KaATomv
urtohoyilel tov avtiotpodo tou e (modd(n)), mou eivar o d = 3343. Emeuta,
uToypddeL to purivupa m = 123, urtoloyiZovtac to m®= 123*3*3 = 5660 (mod7979) kat
otéAvel to {evyog (123, 5660) otov B.

O B pmopeti, av kat oxL povo &g yvwpilel aAAd oUte eival o O¢on va umoAoyioel
tov d =3343 ( adol povo o A Ba pmopouvaoe va mapeL amo to m = 123 to d = 5660),
va enaAnBevoel T urtoypadr tou A edv urtoloyiocet to 5660°=123 mod7979. [ |

Mapatnpnoeig:

1) H ouvaptnon unoyparic sigk anoteAel ISLwTtikn mAnpodopia, evw n ouvaptnon
enaAnBevonc verg Snuoola. Q¢ ek toutou, o A eival o pHOVOG TTOU WUTOPEL va
Snuloupynoel pLa urtoypadr s ylol To HVUHA m, £€T0L WOTE verg (m, s) = aAndng,
EVW oToLoodnMoTe unopet va enaAnBevoelL tnv umoypadn.

2) Eddoov to RSA avikel ota oxAuata umoypadng KE LKOVOTNTA QVAKTNONG TOU
pnvopoatog, o A, avtl yla to {gvyog (m, s), umopet va oteilel otov B povo o s.

3) To Tevyog (m, s) kaAeital urtoysypauuévo unvuua.
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2.3.1 TPOXBOAEX TOY XXHMATOX YIIOI'PA®HX RSA

Av karmowog I umopel va umoAoyiosl éva {guyog (m, s) Tétolo wote verg (M, s) =
0oANBNAC KoL To HAVUMA M 8V €XEL TIPONYOUUEVWG UTtoypadel amo tov A, TOTE
urnoypadn s kaAeital mAaotoypdpnon.

Ag SoUpe otn OUVEXELX MEPLKEG TAaoToypadnoel; tou oxnuatog Yndlaknig
uroypadng RSA:

Napayovtonoinon akepaiwv (Integer factorization)

Av o I KaTadpEPEL VO TTAPAYOVTOTIOL|OEL TO h, TOTE UMOPEL va UTTOAOYIOEL TO
é(n) kat katomv 1o WwTkd KAEWL d tou A, AUvovtag tnv woduvauia ed =
1Imodd(n). Autod amotelel OAWKN KATAPPEUCH TOU CUOCTAMOTOC, TPpAyua oxedov
aniBavo, kabwg €xeL umoAoylotel OTL N MBavoTNTA TUXALOG EUPEONG TWV P KOl q
etvat 1/10%°,

Emdoyn unoypadng mpwv to keipevo(Choosing signature and then computing
message)

Eotw oOtL o I emAéyel pa tuxaia vmoypadn s € {0, ..., n-1} kat umoAoyilet
m € {0, .. n-1}, tétolo wote m = smodn. H s eivat pia éykupn (aAA&
mAaotoypadnuévn) untoypadn yia to ppvupa m. O I otéAvel otov B to {evyocg (M, s)
npodaclOUeVOC OTL €ival o A. Av TO MVUPO M €XEL KATOLo onpaocia ywa tov B, o T
katddepe va efamatioel Tov A, mpayuatonolwvtag pia unapkty mAactoypddnon
xpnoluomnowwvtag eniBeon povo oe kAeWSL. Mapola autd, eival oxedov amnibavo otL
TO uAvupa m Ba Byalel vonua.

MNoAAanAaciaotikr W6iétnta tou RSA (Multiplicative property of RSA)

Eotw sy, 5, € {0, ..., n-1} oL umoypad£g TwV PNVUPATWY My, m; € {0, ..., n-1},
avtiotolya, Ue s; = mldmodn KalL S; = mzdmodn. Tote, s = S5y = (mlmz)dmodn.
Emopévwg, av eival yvwotég ol umoypades S;, S; TwWV UNVURATWY Mg, My, TOTE
urtohoyiloupe evkoAa tnv umoypadr s Tou mim,. AutO eival €va mapadslypa
UTTAPKTAG TTAA.OTOYPADNONG XPNOLUOTIOLWVTOG ETIOECN OE YWWOTO UVUUQL.
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2.3.2 TPOIIOI TIPOXTAXIAX AIIO INIOANEX EIIIOEXEIX

‘Eva péco mpootaciog amod TG MPooPBoAEc mou meplypaape mopandavw eival n
XPAoN HLOG ouvaptnong katakepuatiopou (hash function) h: {0, 1}* — {0, ..., n-1},
n omolia eivat povadikng katevBuvong kat dnpooiwg yvwotn. Tote, n unoypadn s
TOU pnvUUaToG m opilleTal wg s = h(m)dmodn, s € [0, ..., n-1] kaL o A otéAvelL otov B
10 unoyeypappévo pivupa (m, s). O B pe tn oelpd tou urtohoyilel to x = s°modn, x
€ [0, ..., n-1] kat otn ouvéxewa tnv TR h(m). Av h(m) = x, T0te 0 B S€xetal 1o
URVUHO M, SL0POPETIKA TO ATOPPITTEL.

H Swadwkaocia avt kablotd tnv umapkt) mAactoypadnon oxedov aduvarn.
MNpdyuatt, av o T rdpel éva tuxaio s kat urohoyiosl to s° Ba Tpémel va Bpel m
tétolo wote h(m) = s®modn, To omoilo yia OAec oxedov TIC TWwéC g h elval
UTTOAOYLOTLKA QVEPLKTO.

Eniong, av gival yvwotd dUo umoyeypappéva pnvopata (my, s1) Kot (my, s3), LE
S1 = h(ml)dmodn KoL Sy = h(mz)dmodn, elval oxedov aduvaro va Ppebel m toUu
omoiou n umoypadr va givar s = (h(mi)h(m,))’modn. Autd cupBaivel SOTL av
g€xoupe h(my) = x1 kaL h(m,) = x,, elvat mAAL uTTOAOYLOTIKA AVEDIKTO, OXESOV yLa OAEG
TIC MEPUTTWOELG, va BpeBel m tétolo wote h(m) = xyx;modn. Av entutAéov n h elvat
LOXUPWE aVOEKTIKI) 08 OUYKPOUOELC, TOTe Sev gival Suvato va avtikataotabel éva
UTIOYEYPOUUEVO HAVUHA (My, h(ml)d) amo éva aAAo (m,, h(mz)d) pe h(mq) = h(m,).

‘Evag 6e0TEPOG TPOTOG MpooTaciag ival n xpron UG ocuvaptnong nmisovalovooc
nAnpogopiac (redundancy function).

Opopog: H ouvaptnon mAsovalouvooac mAnpo@opiac¢ sivat pa dnuoota yvwoth
avtlotpEP LN tpoBoAn amod 1o Xwpo M TwV amAwv KEWWEVWY OE £vav UTIOXWPO TOU
LE OUYKEKPLUEVEC LOLOTNTEC.

Eva tétolo mapddelypa eival n petatpomn evog Suadkol KELUEVOU OE TETOLA
Hopdn wote avapeoa o€ kAOe 8 bit va umtdpxel n Aé€n 10101. Auto kabiotd oxedov
advvatn tnv mAaoctoypadnon, e£doOcoV elval TPAKTIKA amibBavo po tuxoia
eMAeyUEvn umoypadn s, va SwOoeL €va PUAVUUO TIOU va €XEL TIC OLOTNTEC TOU
npooblopilel og tuxaio pivupa m n cuvaptnon mAeovalouvoag nAnpodopiag tou A.

Eva @A\o mnapddewypa eival o Suthaclacpog tng Suadikng ypadng tou
unvopatog. AnAadn, av to ppvupa m €xel Suadkn ypadn w, tote o A Bewpel T
punvupo m’ mmou avtiotolxei otn duadikr ypadr ww. ItéAvel otov B to levyog (m’, s),
o omoiog ekteAel tn ouvnOlopévn Stadkaoia emaAnBevong. Kabwg Sev umdpyet
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yvwoTth péBodoc emloync s TETolou Wote, s° = mmodn kat n duadikf ypadr Tou m
va €lval tTng popdng ww, xwplg T Xprion tou puoTikoU KAeWSoU d, n umapkti
mAaotoypddnon dev amoteAel MAEov amellf yla TV emnkowvwvia tou A pe tov B.
Eniong, av oL Betikol aképatot m; kot m, €xouv duadikn ypadrn tng popdng ww,
glval moAU pkpn n mBavotnta o aképalog m = mymomodn, m € [0, ..., n-1], va €xet
duadikn ypadn tng idlag popodnc.
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KE®DAAAIO 3

3. TA XXHMATA IIXTOIIOIHXHX
TAYTOTHTAX

Ta oxApaTo MLOTOTOINoNG TAUTOTNTAG XPNOLLOTOLOUVTAL 0TA CUCTAATA OTIOU
elvat anapaitnto va anodeybel n tavtoTNTA KATTOLWOU. ZTNV TIPAEN, OUwWG, dev elvat
navrote acdaln. Evag aviimadog duvatal va UTIOKAEPEL OAEC TG amapaitnTeq
TAnpodopieg Mou XpelaleTal yLo vaL AELTOUPYNOEL WC VOULUOG Xprotng. Eivat, ooy,
davepod OTL Ta oxApata auta pEnel va eEaodalilouv otL dev pnopel onoloodnmote
mapoakoAouBel éva oclotnua va Asttoupyel w¢ VOULUOG XpNotng. EmutpooBEtwg,
KABe XPNOTNG TOU TILOTOTOLEL TNV TAUTOTNTA TOu OTo olOoTNHA, SEV TPEMEL va
anokaAumntel Tnv mAnpodopia avayvwplong tou. AtadopeTikd, onoloodimote AANOG
XPNOTNC TOU cUOTAHATOG Ba pmopouaoe eUKOAX va “mipooTtoteital” OTL £ival KAOLog
AaAAoC xpnoTnG.

Eva.  QVTUMTPOOWMEUTIKO TOpAdelypa €ival to oloTnUO TPOKAnon Ko
avranokpion (challenge and response), to omoio elvat éva amAd oxAua
ovayvwpLlong Baoclopévo os omolodnmote Kpumrtoouotnpa lwTtikou KAELSLoU. Mo
OUVKEKPLUEVQ, E0TW OTL 0 A KoL 0 B B€A0UV va ETIIKOWVWVAOOUV, XPNOLLOTIOOUV €val
HUOTIKO KAeLSL K, yvwoTto kot otouc dvo:

e O B SwaAéyel pla mpokAnon X, n omola sival pla tuxaio akoAouBia HAKOUG
64-bits koL Tn oTEAVEL oTOV A.
e O AunoloyileLtoy =¢,(x).

e OB umnoloyileLto y'=e¢, (x) KOLTILOTOMOLELOTL ' =y .

OmnowodnAmote oxAua TLoTomoinong toutotntag, To omoio meplapPavel
TIPWTOKOAAO UAPTUPA-TIPOKANGNC-QVTATTOKPLONG (witness-challenge-response
protocol) pmopel va petatparnsl oe €va oxnua vmoypadns. Mo va To emtuXouus
0UTO, OVTIKOOLOTOUME TNV TUXaio TPOKANGN X Tou emaAnBeutr Ye pio ouvaptnon
KOTOKEPUATIOMOU MOVAG katevBuvong x=h(e || m), 6mou e elval o udaptupag

(witness) Kol m TO UVUUA TpOG urtoypadn.
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3.1 TO ZXHMA YH®IAKHX YIIOT'PA®HY Feige-Fiat-Shamir

To oxnua unoypadnc Feige-Fiat-Shamir avrkel ota oxfpata umoypadng He
TOAPAPTNHUA KOl OTIOTEAEL TUXOULOTIOLNUEVO HNXAVIOUO. Amaltel tn Xpnon MHLog

OUVAPTNONG  KOTAKEPUATIOHOU  povAg  katevBuvong  /: {0, 1}* - {O,I}k , Y
KAmolou¢ otaBepoug BetikolC akepaioug k. To {O,I}kavucxtmxs't 0TO OUVOAO TWV

okoAouBwyv amdé 0 kat 1 pnkoug £ -bit, evw Tto {0,1}*oro oUVOAO OAWV TWV

oakoAouBwwv amod 0 kat 1 (auBaipeTou pnkoug).

Napaywyn KAELSLOU:

e O A emhéyel 2 Tuxaioug, SLAKEKPLUEVOUG, LUOTIKOUG, TPWTOUG aplBpous p, g

KoLl UTLOAOYLEL TO YWOUEVO 1 = pq .

e Emléyel éva BetikO aképalo k Kol SLOKEKPLUEVOUG, TUXALOUC aKEPALOUC

*
81585508, € L, .

e Ymoloyiletto v, =s;* modn , 1<j<k.

To &nuoato kAewi tou A givat to (v, 0,,...,U, ), ) KOL TO LOLWTLKO TOU TO (S,,S,,...,5, ) -

To oynua vioypa@ng Feige-Fiat-Shamir

1. Anuoupyia uroypapng:

e O Aeméyel évav tuxaio aképato 7, 1<r<n-1.

e Yroloyiletto u =7>modn .
e YmoloyileLto e=¢,e,,...,e, = h(m|lu), 6mou e, €{0,1} , yla kdBe
i=L2,..,k .

k
e Ynoloyiletto s = rH s modn.
=1

e Humoypadn tou A yla to pivupa m  givat to fevyog (e,s) .
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2. EmaAndesvon urmoypapng:

e O B avaktd to dnuooo kAewbitou A ((U,,0,,...,0,),1).

k
e Ymoloyiletto w= SZHU? modn.
J=1
* Ymohoyiletto ¢’ =h(m||w) .
e Av e=¢, o B amodéxetal tnv unoypadry w¢ €ykupn, aAAWE Tnv
OTOPPLTTTEL.

Anodeén opBotntac tne Sradkacioc emalnOevonc:

k k k k
2 i 2 2e; i 2 2 €j 2
w=s I |Uj"= r | Isje-’l Iuj’ =r I |(sju/)’ =7’ =u modn

J=1 J=1 J=1 J=1

AdoU w = u, TPOKUTITEL OTL e=h(m||u) =h(m||w) =e.

[
Mapadeyua 3.1:
‘Eotw 6Tl o0 A emléyel p =3571 kat g = 4523 kat urtoAoyileLto n = 16151633. Ta
$;5 U;, KABWG KoL oL EVELAUETEG EKTIUAOELG TWV S;1 daivovtal oTov mapaKATW
miivaka.
J 1 2 3 4 5
S; 42 73 85 101 150
s;.l mod n 4999315 885021 6270634 13113207 11090788
v,=s’ modn | 503594 | 4879734 | 7104483 | 1409171 | 6965302

OewpPOUVE TN GUVAPTNONG KATOKEPUATIONOU /1 : {0,1}* — {0, 1}5 .O A em\éyeL ¥ =

23181 Kkat utohoyilel u = > mod n = 4354872, N va. urtoypdeL To pvVUpa m, 0 A
unoloyiletto e =/ (m|lu)=10110 (n TLuA KATAKEPHATIOHOU €XEL EMIVONBEL o€ QUTO
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TO MapAdELYpHA) KaL OXNUOTI(EL TO § = 7s,5,5, mod n = (23181)(42)(85)(101) mod n =
7978909. H untoypadn tou A yila To uRvupa m eivatto (e,s) = (10110, 7978909).

Mo va enaknBevon tnv unoypadri, o B urtoloyilet s> modn = 2926875 Kot
avantloel w = s v,00, mod n = (2926875)(503594)(7104483)(1409171) mod n =

4354872. AlmIOTOVEL OTL w =, dpa e =h(m|lu) =h(m| w) =€’ kLétol

amodExetal TV urtoypadn. [ |

MNapatnpAoELc:

1. MapatnpoUpe OTL av To n €xeL pEyeBoC t-bits, TOTe TO WOLWTIKO KAELSL MOV
napdyetal eival peyeBoug kt-bits kat to dnuooclo peyeéBoug (k+1)t-bits.
MMopoUue Vo LEWOOULE QUTA Ta HEYEDN av ETUAEEOUHE TES s, 1 < j <k

unkoug t’-bits, omou t’ < t . Na mapadelypa, av t = 768 kot k = 128 , tote 10
OLWTIKO KA£LSL amatel anobnkeutikd xwpo 98304-bits kot to dnuodacto 99072-
bits.

2. Av emuiAé€oupe to n va elval peyeBoug t = 768-bits kat k = 128-bits, totE, n
mapaywyn unoypadng tou oxnuatog Feige-Fiat-Shamir amattel katd péco
opo k/2 = 64 modular moAamMAQCLOOUOUC HE XPNON OMAWV TEXVIKWV
ekBetomoinong. Avtiotolxa, to RSA amattel katd péco opo 1152 modular
noAAamAaclacpolg (768  uvwoelg  oto  TETpAywvo  kat 384
noAAamAaclacpoug). AvtiBeta, n enaAnBevon umoypadng amattel povo
€vav modular moA\amAacolaopo yia To RSA av o dnpoolog ekBETNG eival e =
3 kot 64 modular noAamAaclacpolg  ywoe to Feige-Fiat-Shamir.
Mapatnpoupe, Aowmdv, OTL yla €POPHOYEC OTOU N Ttapoywyr umoypadng
TIPETEL VA €KTEAE(TOL AUECA KAl O XWPOG amobnkeuong KAeWSwwv dev eival
TIEPLOPLOUEVOG, TO oxfua umoypadng Feige-Fiat-Shamir elval mpotiuotepo o€
oxéon Ue to RSA.
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3.1.1 AXPAAEIA TOY ZXHMATOZX YIIOT'PA®HX Feige-Fiat-Shamir

H aoddalela tou oxnuatog umoypadng Feige-Fiat-Shamir Baoiletal otn SuokoAia
UTTIOAOYLOMOU TwV TETPOYWVIKWV pllwv modulo n. Emiong, sival amodedelypéva
aoPaAEG AMEVAVTL OE MO TIPOCAPUOOIUN eTiBeon o€ emheypévo pnvupa (adaptive
message chosen attack), unmé tnv mpolmdOeon OTL n mapayovtomoinon eival
amnpoottn, N A glvat pa tuxaia cuvaptnon Kat Ta s, Elval SLaKeKpLUEVA.

3.1.2 YIIOTPA®EX Feige-Fiat-Shamir XE XYXTHMATA
MNIZTOIIOIHXEHX TAYTOTHTAX

To oxApa umnoypadng Feige-Fiat-Shamir pmopel va tpomomoiwnBei, wote va
edapuoleTal o€ CUOTAKATA TILOTOMOLNCNG TAUTOTNTAG. TNV TIPOKELEVN TtEpimTwOon,
TIPWTOPXLIKO pOAo mailel pia Epmiotn Apxn (TTP), n omola emAEYEL TOUC TPWTOUG P, q
Kall uTtoAoyilel To n, KaBwg emiong, T WWTIKA Kal dnuoola KAsWSLA KABes xprotn
oto ocvotnua. To modulo n lvat Kowo yia GAOUG TOUC XPHOTEC.

Oewpolpe pio akohouBia bit I,, n omola mepiexet mAnpodopia mou
tautornolel tov A. H TTP unohoyilet v, = f (1, ]| j), 1< j <k, onou 40,1y - Q,
elval pla ouvaptnon povng katevBuvong kot to j avamnopiotatol Suadikd.
ErurmAéov, umooyilel pia Tetpaywvikn pida s; anod to U;l mod#n. To dnuooclo kAewdi
Tou A eival n mAnpodopia niotonoinong tavtotntag I, , evw to Wwtikd Tou KAeLSt
glvat 1o (S,,5,,...,5,) . AcPaAwg, To OLWTIKO KAELSL peETAPEPETAL HUOTIKA OO TNV
TTP otov A kat ot cuvaptioelg 4, f kat modulo n eival yevikég (system-wide)

TTOOOTNTEG.

To mMAgoVEKTNUA QUTAG TNG dladikaaoiag ival otL to dnpoolo KAELSL pmopel va
gxeL mopaxBel amd pla pkpodtepn moootnta I, KL €TOL pEWWVETAL TO KOOTOG
amoBrkevong Kot PETOPopAc. OpwE, TO OTL TA LOWTIKA KAELSLA TWV XPNOTWV £ival
YEVIKA yvwotd otnv TTP kal to yeyovog otL ta modulo n eivatl yevika (system-wide),
QamoteAOUV pEYAAQ HELOVEKTAUATA, £DOCOV TNV KAVOUV TIO €VUAAWTN OE TILOOVEG
ETUOEOELG.

MmopoUpe va BeAtiwooupe tn pEBodo mou HOALS eplypaape, £TOL WOTE va
HEWOOUUE TO WMeEyeBog tou Onuociou KAewblol kat va au§AOOUPE TNV
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amodotikotnta emaAnBeuong tng umoypadng. AUTO EMITUYXAVETAL av KABE Xprotng
A napdyet Ta Sikd tou modulo na kot k pkpoUg MPWTOUS v, v,,...,0, € O, , KABEVAG
and toug omoloug amattel mepimou 2 bytes ywa va avanapaoctabel. EmumtAgov,
emAeyel pia anmd TG TETPAVWVIKEG pileg s, amo ta u;l modn, ywa kabe j,
1 < j < k. Autd anotelolV To LBLWTIKO Tou KAELSL, evw To dnpodoto KAeLSL Tou elval

TO NAKOL OL TLHEG Uy, Dy 5.y U,

ZX0Ao: Me tov Opo modular  moAAamAaotaoud¢ €VVOOUHE TNV TAPOKATW
Swadikaoia: Emheéyoupe n prkoug k-bit kat x, y € Z, , 0 < x, y < n-1. Totg, 10
xymodn propel va umoloylotel o Vo Prpata oe xpévo téenc O(k%). Mpwra,
urtohoyiloupe TO ywwopevo Xy, To omoio eivat 2k-bits kol peta maipvoupe TtO
amotéAeopa modulo n.
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3.2 TO XXHMA WYH®IAKHX YIIOTPA®HXE GQ

To oxnua umoypadrnc GQ mpopxetol aAmd TO TPWTOKOAAO TLOTOTOLNGNC
tautotntag Guillou-Quisquater (GQ), oto omoio n mMpokAnon avikabiotatal ano pia
OUVAPTNON KATAKEPUATIONOU HOVAC katevBuvone h: {0, 1Y —>Zn, 6mou n vac
OeTIkOG aplOpog. TUTUKEG TIMEG Yot aodalel OUVOPTNOEL] KOTOKEPUATIOMOU
anoteAouv Ta 128 i 160-bits.

Mapaywyn KAgLbi1ou

e O A emléyel tuxaioug, SLakeKPLLEVOUG TIPWTOUG p,g Kal uToAoyilel To
YWOpeVo n = pqg . To n TpéneL va €xel péyebog TouldyLotov 768-bits.
e Em\éyel évav tuxaio aképato ee€{l,2,...,n—1} peyéBoug Touldylotov 128-
bits, Tétolov wote MKA (e,(p—1)(g—1))=1.
o Em\éyeL évav aképato J,, 1< J, < n , étotwote MKA(J, , n)=1.
e Téhog, opilel €vav oaképawo a€Z,, €0l wote J,a°=Imodn
akoAouBwvtag Ta €€n1¢ BRpata:
> Yroloyiet J,' modn .
> Yroloyilel d, =e ' mod(p—1) kot d, =e ' mod(q—1).
> Yroloyilet o, = (J;")" mod p kot a, = (J;")* modq.
» Téhog, PBplokel pla AVon o vy TO OUOTNUA LOOSUVAULWY
o =a,mod pkat a =a, modq.

To &nuoato kAewi tou A givatto (n,e,J ) KoL TO LOLWTIKO TOU TO « .
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To oynua vmoypaenc GQ

YnoBEtoupe OTL 0 A unoypadel éva Suadlko pnvupa m oaubaipetou URKOUG
Kol TO OTEAVEL oToVv B, o omoiog Ba emaAnBelosl TV unoypadr) XpPnNOLLOTIOLWVTAG TO
dnuooto kAewdi tou A.

1. Anutoupyia urtoypapng:

e O A smAéyeLtuyaio aképalo k kot umtoAoyiletto r =k modn.
e Ymoloyiletto [ =h(m|| 7).

e YrmoloyileLto s =ka' modn.
e XtéAvel otov B tnv tpada (m,(s,l)), 6mou 1o Levyog (s,/) amoteAei

NV unoypadn Tou A yLa To UAVUPA 7 .
2. EmaAndesvon uroypapng:

e O B anoktd to auBevtiko kAewditou A (n,e,J ).
e Ynoloyiletto u =s°J' modn .
e Yroloyilet to I"=h(m||u) kal anodéxetal tnv umoypadn av kal povo

av[=1".

Anobeién otL n emaAnBevon tng unoypadnc Asttoupyei

Npdypaty, u=s°J', = (ka')J' =k(a’J,) =k =rmodn .
AdoU u =r, éxouvpe ot [ =h(m||r)=h(m||u)=1".

MNapadbeyua 3.2:

Mapaywyn kAetdov: O A emAéyel TOuG TPpWTOUG p = 20849, ¢g= 27457 kau

umoAoyileL To n = pg = 572450993. Ztn ocuvexeEla, €TUAEYEL €vav aképalo e = 47,
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gvav J,= 1091522, Avvel tnv tavtotnta J,a°=1modn kai Ppiokel ot o =

214611724.
To 6npooto KkAewdi tou A eivat to (m,e,J,)= (572450993, 47, 1091522) kai 10

OLWTIKO TOU TOo o = 214611724,

MNapaywyn unoypapng: O A smAéyel €vav tuxaio aképawo k£ = 42134 yw va
urmoypaPet to pAvupa  m = 1101110001 kot umoloyilet to r=k‘modn=
297543350. Emnetta, unoloyileL to [ =h(m||r) = 2713833 (n TWUA KOTAKEPUATIOUOU

gmwvonbnke  yla  TtOo  MAPAdElypHA  pag) Kot s = ka' modn =(42134)
214611724°**3modn = 252000854.
H umoypaodr tou A yia o privupa m eivat to Levyog (s,/)= (252000854, 2713833).

EraAndeuon unoypaeric: O B umoloyilet s‘modn = 398641962, J' modn=
1091522°7"** mod n = 110523867 kat u =s°J' modn = 297543350. Edbdcov u =r,

onuaivel 6tL I'=h(m||u) = h(m||r) =1 kaL dpa o B anobéxetal tnv unoypadH.

Mapatnpnoeig:

1. H buadwkn avanapdotacn touv J, Ba pnmopouloe va xpnowpomnotndei ya va
uetadépel MANpodopleg OXETIKA e TOV A, 6w To Ovoua, tn SltevBuvon, Tov
oplOuo TautotnTag KAM. M’ autd to AGYo, XPNOLUEVEL WG QVOYVWPLOTIKO YL
Tov A.

2. Mg ta pey€bn mou €XOUME OPLOEL MOPATTAVW YLl TO € KOl To n, To dnudoto
KAELWSL yla To oxnua GQ eival peyéboug 896+u bits, émou u eival o aplOuog

Twv bits mou anattovvtal ya va amnetkovicouv o J,. To 18LwTko KAEWL a

elval peyébouc 768-bits.

3. Noapatnpolpe OTL n mMopaywyn umoypadng ywa 1o oxApa GQ amattel 2
modular ekBetomowjoelg kat 1 modular moAAamAaclaopo. EmAéyoviag n
HeyEBoug 768-bits, e 128-bits kal plo TN KATAKEPUATIOMOU yio to [ 128-
bits, n mapaywyn umoypadrc amaltel katd pEco O6po 384 modular
oA amAactacpoug (128 uPwoEeLg 0To TETPAYWVO Kol 64 TIOAAATAQCLOGHOUC
yla kaBéva amnod ta e kal /). Zuykpivovtdg to pe to oxnua umoypadng Feige-
Fiat-Shamir, To onoio amnattei 64 modular moAAQAMAQCLACHOUG YLa TTApaywYn
urnoypadng, mapatnpeoUue 6tL to GQ elvol UTTOAOYLOTIKA TILO EVTOTLKO, OAAQ
OTTOULTEL ONUOVTLIKA HLKPOTEPO XWPO AMOBNKeUONG KAELOLWV.
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3.2.1 AX®PAAEIA TOY XXHMATOX YIIOTPA®HXE GQ

H aoddalela tou oxnpatog unoypadng GQ Baciletal otnv emloyn Tou e , To
omolo TpPEMEL va elval apketd peydlo. Onwg eUMAPE KoL TPONYOUMEVWE, TO e
TIpEMEL va €xel MEyeBog touldyxlotov 128-bits, Siadopetikd eival evdAwto o€
mubaveg mAaotoypadnoelg mou Baociovtatl oto mapddofo twv yevebAiwv (birthday
paradox).

Mia evdexoupevn mAaoctoypadnon eivat outp mou Ba  meplypadoupe
TIOPOKATW:

YnoBétoupe OTL €vag avtimalog [ emAéyeL éva LAVUMO m  Kal UTIOAOYIEL TO
I=h(m||J9) yio opkeTéq TWég Tou 7, £wg Otou [ =tmode. Autd avouévetal va
emtevyOel oe O(\/E) OOKLUEG. TN OUVEXELD, Opllel €vav OKEPALO x, TETOLOV WOTE
t = xe+[ koL unoloyileLto s =J' modn. Npdyuat, mapatnpolue 4t

s Ty =) s Ty =) I =J5 =J modn .

Emopévwg, A(m|| J,)=1kot dpa n (s,/) elvat pia éykupn aAd mAaotr umoypadr

yla To HQVUpOL m .

3.2.2 TAPAAAATH TOY EXHMATOX YIIOTPA®HX GQ

To oxnua unoypadng GQ umopel va tpomomolnBel wote va MapEXEL AVAKTNON
Tou unvuuatog. Eotw xwpog unoypadnig M, = Z,kow me M .
H mapaywyn vnoypadng yivetal wg EAG:
e O A emhéyel évav Tuxaio aképato k, tétolov wote MKA (k,n)= 1.
e Yrohoyilel r =k°modn kat / =mrmodn .

e Humnoypadr Tou A yia to m eivaLto s =ka' modn .

H enaAfBeuon tng umoypadng Sivel u =sa”J, =k =rmodn xat to pivupa m

’ ] -1
ovoKTAToL and to ¥~ modn.

Znueiwon 3.1: Onwg oe 0Aa ta oxnuata Pnolakwv unoypadwyv PeE avaKTnong Tou
HNVUUATOG, amatteital pia KatdAAnAn ocuvaptnon mAeovalouvoag Anpodopiag, ya
va to dtadpuldacoet anod mubavn unapélakn mAaotoypadnon.
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KEDPAANAIO 4

4. TO 2XHMA WYHOIAKHX
YIIOI'PA®HYX ElGamal

210 TPEXoV Kedalalo Ba avamtuéoupe tn AELTOUPYiOt TOU KPUMTOOUOTHUOTOC
kat oxquatog umoypadng ElI Gamal. Mponyoupévwg, Ouwg, odeillovpe va
avadepBoupe og SUo mpoPfAnuata TG Oswpiag ApBuwy, to MPoPAnua AtakpLtou
NoyapiBuou (DLP) kot to MpoPAnua twv Diffie-Hellman(DHP), ota omola Baoilstat
N aocAAELO TOU KPUTITOOUOTHUATOC QUTOU.

4.1 TO IPOBAHMA AIAKPITOY AOTAPIGMOY
(Discrete Logarithm Problem (DLP))

To epwtnua mou tiBetat eival av, dedopévou evog aptBpol y tng popdrg b
(6mou 10 b YyvwoTtd), UMopOUUE va UTIOAOYICOUUE TO HOVASIKO X €TOL WOTE VAl
loxVeL y = b* og Aoywkd xpovo. Waxvoupe, Snhadr, tnv Unapén amodotikol
aAyoplBpou mou va urtoAoyilel To x = logpy.To MpoPAnua Atakpttou AoyapiBuou
oUOLaOTIKA elvat N emtilucn TG apandavw efiowong oto Z,, OTou p IPWTOG.

OpLopdg DLP: Eotw G pLa MEMEPACHEVN KUKALKA opdda taéng n,a €vag YeVVATOPAS

™¢ G Kkal Kamowo otoxeio b € G. O Awakpitog Aoyaptduog tou B otn Baon a
oupBoAiletal pe log,b kat gival o povadikog akeépatog X , 0 £ x £ n-1,TETOL0C WOTE
b=a".

Napadbeyua 4.1:

Eotw p=97, TOTE N Zg7 €lvat KUKAKY Opdda Tdénc 96, adou 0 97 eivar mpwtoc. O a=5
elvat yewrtopag tne Zs; kat urohoyiZetat 6Tt 5°°=35mod97. Apa logs35=32 oto
297*. |
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Oplopoc 4.1: To MpoPAnua Atakpttol AoyapiBuou (DLP) opiletat wg £€AG:

Agdouéva:

e 'Evoc mpwTtog aplOuog p.
e Evag yevvrtopag a tou Zp*.
¢ 'Eva ototxeio b tou Z, .

Zntouuevo:

‘Evac aképatog X, 0 < x < p-2, £ToL WOoTe va WyVeL a‘=bmodp.

Znueiwon 4.1: AmoSelKVUETAL TTOPAKATW OTL N SuokoAla tou DLP eival aveEaptntn
oo To yevvntopa o. Av a KoL o' SU0 YyEVVHATOPEG TOU Z; ,be Z; Kall x = loggb,
y = logy'b kat z = logea’, tote a*=b = a’’ = (a’)’. AnAadn, x = zymodp, dpwg TOTE Y =
xz 'modp, dpa logyb = (logub)(log.a’')modp.

lvetal, Aoutdv, katovontod, OtL av o Slakpltog AoyaplOuog umoAoyiletal os pLa
Baon o, tote pmopel va umoAoylotel oe omowadnmote GAAn Pacn o', pe TNV
npolmnoBeon otLa, o' elval yevwATOPEG TOU Z; .
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4.2 TO IPOBAHMA TQN DIFFIE-HELLMAN (DHP)

To npoPAnua twv Diffie-Hellman (DHP) StatunwBnke ano Whitfield Diffie kat
Martin E. Hellman to 1976 oe pia énuoocieuon pe titAo “New Directions in
Cryptography”, n omoia anotéAece otabuo yla tn cuyxpovn kpurntoypadia. To DHP
amoteAel Eva amod ta o onUAvTka poBAnuata tng Bswpiag aplBuwy, kKabBwg £xeL
apeoeg epapuoyeg otnv Kpumtoypadia.

Opiopdg DHP: To mpoBAnua Diffie-Hellman (DHP) opiletat wc €€ng:

Agbouéva:
e Evag mpwTtog aplOuog p.
e ‘Evog yevvntopag o Tou Zp*.

, sk
e Ta otoryeio o‘modp kat abmodp €Z,.

Zntouuevo:

To a*modp.

Znueiwon 4.2: Mnopoupe eVKoAa va SlamioTwooupe OtL To DLP gival touAdxlotov
10 610 UoKoMO e To DHP. Av B€ooupe x = a’modp kot y = o’modp, Bpiokoupe ot
¢ = logex kat b = log,y. Eivat, Aoutdv, epdaveg ot av to DLP AUvetal og Aoyko xpovo,
TOTE UMOPOUE VoL UTIOAOYICOUHE Ta b Kat ¢ Kt emopévwe to a’modp.

Nopiopa 4.1: Ano tnv mopanavw onpeiwon mpokumtel 0Tt DHP <p DLP, 6nAadn otL
To DHP avayetal oto DLP pe mMOAUWVURLKO adyoplBpo.

Ermonpaivoupe ot Sev eipoote og B€on va yvwpl{ou e av LoXUEL Kol TO avtiotpodo
Tou mopiopatoc, SnAadry DHP <p DLP, mpaypa mou onpaivetl ot ta Vo mpofAnuata
elvatl .ooduvapa kota Karp (DHP =p DLP).
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4.3 TO KPYIITOXYXTHMA AHMOZXIOY KAEIAIOY ElGamal

Eva eupéwg Oladedopévo kpumrtoouotnpa Snpooiou KkAewWlol TO omoio
Baoiletal otn duokoAia emiluong Tou mpoPAnuatog Twv Diffie-Hellman (DHP) eivat
To ovotnua El Gamal, To omoio Ba avamtuéoupe mapakaATw.

MEG®OAOX KPYIITOTPA®HXHX AHMOXZIOY KAEIAIOY ElGamal

YrioBétoupe 0tL 0 A BEAeL va avtalagel kpuTttoypapnUéEVA UNVUATA LE TOV B
Kall Xpnollomolel to kpuntoovotnua El Gamal. Anapaitntn nmpolmobeon eival n
Snuoupyia evog Onuoclou  KAEWOOU KAl TOU aviiotolou WwwTtikou. Ta
KpumtoypadnueEVa UNVULOTO TIOU TIPOKUTITOUV e xprion tou El Gamal, onwg Ba
SLOTMIOTWOOUHE OTn OUVEXELR, Oev elval Tapd to amAd Keipevo mou ¢opdasl pa
“naoka” (tnv omola 6w Ba cupBoAiloupe pe 8) KAl €vol OTOLXELO TIOU XPNOLUEVEL
yla tnv adaipeon tng (edw Oa to cupPoAiloupe pe y).

Napaywyn KAELSLOU:

e O A emAéyel £vayv PEYANO, TUXOLO, TIPWTO aPLOUO p KL EVaV YEVVHTOPA O TOU
z, .

e EmuAéyel £vav tuyaio aképato b, 1 < b < p-2.

e YrnoloyileL to a’modp.

e To(p, a, a°) anotehei o 5nNudCLo KAEWSL TOU A, £V TO b TO LELWTIKA.

Znueiwon 4.2: ONol oL uTtoAoYLoHOL yvovtal 0To Z,, OTIoU O p TIPETEL va eTtAeYEL

£€TOL WOTE va £XEL TOUAAXLOTOV €vav HEYAAO Tapdyovta Kol péEyeBocg peyalutepo
amnod 768-bits.
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Kpunttoypdenon pe Snuoco kAsdi El Gamal

‘Eotw OtL 0 B BéAeL va kpuTtToypadrioeL Eva LAVUO KoL VA TO OTEIAEL oTOV A.
1. Kountoypapnon: O B kdvel ta akdAouBa:

e AmoKTd To auBevtikd KAeWi Tou A, (p, a, o).

e AvOmmoploTA TO HAVUHA WG €vayv aképato m, 0 < m < p-1.

o Eméyel évav tuxaio akepato k, 1 <k < p-2.

e Ymoloyilettay = akmodp Kot & = m(ab)kmodp.

e JTéAvel otov A To KpUTTTOKEipEVO ¢ = (y,6).

2. Arntokpurttoypdenon: O A ylo va QVOKTHOEL TO APXLKO KELEVO artd m arod To ¢
Aettoupyel wg akoAoLOwWG:

e YroloyiZet to y’modp ( = ™), xpnoponowwvrac to wtikd KAeWSL b.

e Avaktd to privupa m urtohoyiZovtag to y *6modp = a*ma*modp = mmodp.

Mapatnpnoeig:

1. O UMOAOYWOMOE TOU Y yla TNV OOKPUTTOYPAadbNnon TOU  MNVOUATOC
LlooSuvapei pe tov urtohoylopd tou VP, mou ouvrhBwc mpotdTal.

2. H ouvaptnon kpumtoypadpnong ElI Gamal elvat  Tuyxatomolnpévn
(randomized), kaBwg o aképatog k emAéyetat Tuxaio. Me autd Tov TpOTO EVIOYVUETAL
N aocdAAELX TOU KPUTMTOOUOTAKATOG, ool at'to OpXLKO KEWMEVO M TIPOKUTITOUV
TiEPLOOOTEPA ATIO VA SLAPOPETIKA KPUTITOKEEVAL.

Mapadbeyua 4.2:

Eotw 6Tt 0 A em\éyel mpwto p=2357 kot évav yewAtopa a=2 tnG Z,..,.

EnAéyet to 18wtk Tou KAeldi b=1751 kat uroloyilel to a’modp = 27°*'mod2357 =
1185. To dnudoio kAeldi tou A eivai(2357, 2, 1185).
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Kpunttoypapnon: Na va kpumtoypadriost o B to pvupa m=2035, emidéyel Tuxaio
aképato k=1520 kat urtoAoyilel Ta

y = 2°mod2357 = 1430
KoL
& = 2035x 1185%°mod2357 = 697.

YTn ouvexela oTéAvel otov A Tto leuyog (v, 6).

Armokpuntoypagnon: To va anokpumtoypadrosl, o A urtoAoyilel to
yP 1= 1430 °mod2357 = 872
KOl AVOKTA TO HAVURO M uTtoAoyilovtag To

m = 872x697mod2357 = 2035. u

56



4.4 TO XXHMA YH®PIAKHX YIIOT'PA®HY ElGamal

To oxfiua Pnorakng untoypadng El Gamal mapouvoidotnke yia mpwtn ¢opd amno
tov T. El Gamal to 1985. Ze avtiBeon pe to RSA, €lval éva pn VIETEPULVLIOTIKO OXAHQA
urtoypadng, mou onpaivel OtL ylo €va 6e60UEVO HAVUHA UTIAPXOUV TIEPLOCOTEPEC
ano pio StadopeTikeg £ykupeg umoypades. Auto oupPaivel, SLOTL n ouvaptnon
urtoypadng sigk e€aptatol and €va eMUTAEOV OpLOUA, KATOWOV Tuxaio aképaio k.
Mapd tavta, n ocuvdptnon emnaAnBeuong very SEXETAL WG £ykupn omoladAmote
urtoypadn €xeL MPOKUYPEL Amd To OXAUO AUTO.

YroBétoupe OtL 0 A BgAeL va unoypdyel Ynodlakd éva pivupa m pe to El
Gamal kat va to oteilel otov B. Apxikd mopadyet To auBevtikd kKAewdi K = (p, a, b, B)
pe tnv (dla dtadilkacia mou meplypAYPape MAPATIAVW VLA TO KPUNMTOCUOTNO, OTIOU
Ta p, a, b €ouv N6N oplotel o’avtnv kaL B = abmodp. O p mpéEmeL va eival TETOLOG,
wote to DLP va eival uMoAOyLOTIKA AMPOGCLTO OTO Z*p. Ao 1o 1996 mpoteivetal To

modulo p va eivat pey£€6oug Touldylotov 768-bits.

To oymua vroypa@nc ElGamal

1. Anutoupyia urmoypa@nc:

e O A emAéyel évav tuxaio akepalo k, tétolov wote 1 < k < p-2 kot
MKA(k, p-1) = 1.

e Ymoloyilettay = akmodp kat & = (m-by)k *mod(p-1).

e TéMAog, otéAlvel otov B v tplada (m, y, §), 6Tou m to OPXIKO UAVULOL
kat (v, 6) n yndrakn umoypadr tou A.

2. EnaAn®euon vroypaenc:
e O B avakta to dnuooto kAewditou A (p, a, B).

e EAéyxet av BYy® = a™modp. Av vat, Tote verg(m, y, 8) = aAnBrc kot amodéxetat
OTL TO LAVUHA TIPOEPXETAL aTtd ToV A, AAALWG TO amoppirTeL.
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MapatnpHosic:

1) H ouvaptnon umoypadng yla £va pvupo m kat tuxaio k ivat n sigg(m,k) =
(v,6) kat oamoteAel Swtiky TANnpodopia. AvtiBeta, n Swadwkaoia
emaAnBeuong EMITUYXAVETAL XPNOLLOTIOLWVTAC LOVOo dnuoaoia mAnpodopia.

2) Hrtpwada (m,y,8) kaAeltal urmoyeypauUEVo unvuuQ.

3) To ElGamal avikel ota oxnpata vmoypadng Le mapaptnpua.To ppvupa m gv
Umopel val avaktnBel eukoAa anod tnv unoypadn (v,8) evw eival amapaitnto
va ouunepAndBet otn ouvaptnon enaAnBeuvongc.

Anodelfn opBotntac tng Stadikaoiag emalnBsuong:

ATO TOV OpLOUO TWV V,8 €XOUUE OTL:

Ve modp = a™ modp

B"Y® = a®a® modp = a
adou by+kd = m mod(p-1) ,and tn yvwotn 1pdtaon:
a*=a’modp < x=ymod(p-1), yla KABE X,y € Z, p TPWTO apOuUO Kal o

TIPWTOPXLKO OTOLXELO TOU Z; .

Mapadeyua 4.3:

Eotw p=467,a=2kKatb =127 tote
B = a® modp = 2" mod467 = 132
YroB<toupe otLo A B€AeL va umtoypddel To pvupa m = 100 ki emthéyel k = 213.Eto,
MKA(213,466) = 1 kot k™ mod(p-1) = 213" mod466 = 431. Tote
y=2"2mod467 =29 «kat & =(100-127x29)431 mod466 = 51

omote Kal otéAvel otov B to (100, 29, 51).
O B umoAoyileL
132%929°' = 189 (mod467)

KoL 21 =189 (mod467)
Apa n urtoypadn eivat €ykupn.
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4.4.1 AXPAAEIA TOY ZXHMATOZX YIIOTPA®HX ElGamal

H aocdalela tou oxnuarog Pnolaknc vmoypadng ElGamal Baoiletal kupiwg

otn SuokoAia emiluong tou MpoPAnuatog Atakpito AoyopiBuou(DLP). Eotw oOtL

karmolog I mpoomaBel va mhaotoypadroetl tnv umoypadn tou A xwpig va yvwpileL to

LOLWTLKO TOoU KAELSL b. AlaKpiVOUUE TPELG TTEPUTTWOELG:

O I em\éyeL Tuxaia pa T yla to y kat mpoomnabel va BpeL to aviiotol o
8, £toL wote va kavoroteitat n efiowon By’ = a™ modp. Stnv nepintwon
auvt), o I Ba mpenel va AVoel to MpoPAnua Awakpitou AoyapiBuou
log,a™B™.

AvtiBeta pe tnv nepimtwon (1), o I twpa eMAEYEL TpWTA Eva TuXaio & Kat
KATOTLYV, pooTabel va urtoAoyioeL To avtiotolyo y amo tnv eicwon [3"\/6
=a" modp. Qot600, auto amotelel éva poPAnUa, To onoio S pmopei va
ovaxBel o KAMOWO amO TA YVWOTA MEXPL Twpo TPoPARUATA TNC
KpumntoAoyiag kat cuvenwg dev €xel BpeBel edpiktr) Avon.

O I emAéyel TauTOXpOova Tuxaia vy Kal & kal mpoomabel va urtoAoyioel To
m. Alvovtag tnv efiowon enaAnbsuong w¢ TPog m, E£PXETOL TIAAL
QVTLLETWTIOC KE £VaL OTLYULOTUTIO Tou DLP, kaBwc m = logap'y°.

4.4.2 EX®AAMENH XPHXH TOY ElGamal

Mapodo mou, Omwg eibape mponyouuévwg, eivat oxebov adlvato va

mAaotoypadnbeil n unoypadn tou A, v ToUTOLG, UTIAPXOUV TPOTOL va “omdocel” To

oxnua umoypadn¢ ElGamal av xpnotpomnownBel ampooekta. N’ autd eival TOAU

ONUAVTLKO:

O tuxaia emleypevog aképatog k va kpateital onwodimote HUOTIKOG. O
AOyog eival otL, kabwg ot mooodtnteg o,B elval Snuoota yvwoteg, mbavn
yvwotonoinon tou k pmopet va dwoel tn duvatdotnta oe omolovdnmote
KATOXO €VOG UTIOYEYPOUMEVOU pnvUpatog (m,(y,8)) va pmopel va umoloyiosl
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10 TG KAEWL b, amd ™ oxéon b = (m-k8)y™ mod(p-1) kat cuvenwe va
TPoodLoploEL TN cuvaptnon unoypadnc sigk.

e Na emmiAéyovral Stadopetika k yia tnv umoypadn StadpopeTKwY UNVUUATWY,
adou n emavaAnyn tou Wbwou k Sivel oe kamowov I T  Suvatdotnta va
urtoAoyioel To WOwwTkd KAeWdL b. Mpdypartt, av o A xpnoomnotioet To 6o k
ya va urtoypdel U0 SLadopeTikd pnvupata my Kot my, Tote (v, 61) elvat n
untoypadn yta to my ka (v, §7) elvai n umoypadn yia to m,. ‘Exoupe otu:

BV = a™modp  kat  BY* = a™modp

Adatpwvtag TG SU0 OXECELG KATA LEAN TIPOKUTITEL OTL:

aml—mZ - v51—(‘32 modp = aml»mZ - ak(61—62)

modp,
dmou avtikatootioape y = ak.
AuTO LoobuvauEl pe:

my-m; = k(61-6,) mod(p-1) (1)

‘Eotw twpa otL o d eivat o MKA(6:-6,, p-1), téte o d Slalpel Tto mp-ms.

Opiloupe:
m’ = (m- my)/d
&= (81- 65)/d
p’= (p-1)/d

Awatpwvtag tnv (1) pe d kat avtkaBlotwvtag ta m’,6’ kat p’ MPOKUTITEL:

m'=k& modp’” = k=m’(8') modp’ = k=m’I modp’,
adoll MKA(8,p’) =1 katl = (6')  modp’.
Yriapyouv, Aounov, d mbaveg AUoelg yia to k tne popdng:

k=m’l +ip’ mod(p-1), ya 0 <i<d-1

O I unoloyilel to a* yio kaBe mBavo k (amd T d mapandvw VTP HdLES
TWEC) péxpLc OTou Bpel autod Tou kavorotel TV woétnTa y = a* modp. Twpa
E€peL o k kal pmopel V' avaktrost Tnv umoypadn Tou A.

Mapadbeyua 4.3:

O A BéAeL va umoypaet éva pivupa mp; = 151405 (to omoio avtlotolxel otn
Aé€n «one» av opiooupe a = 01, b = 02, .....). EmAéyeL p = 225119 Kal TOV LUGCTIKO
oplOuo b. To a = 11 eivat apywkn pila.

YriohoyiZetl B = o modp = 18191 (modp).Ma va uroypddel To pAvupa eMéyel éva
Tuyaio aplBuo k, Tov omoio kpatasl kpudo. Yroloyilel
vy = a*modp = 164130 (modp)
kat 67 = k’}(m1-by) mod(p-1) = 130777 (mod(p-1))
To uTtoyeypappévo pvupa eivat n tpwada (151405, 164130, 130777).
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YroB£toupe Twpa 0tL 0 A urtoypadeL pe Tov i6lo TPOMo Kt éva AAAO HAVUUO M) =
202315 (to omoio avtiotowel otn A£En «two»).To UTIOYEYPAUUEVO HUAVUUO TIOU
nipokUTTEL eival to (202315, 164130, 164899).

O I avayvwpilel apéowc OTL 0 A xpnotuomnoinoe to dwo k, adol n tun tou y sivat
n dla kat otig Svo unoypad£c.Etal, umtoAoyilel

-34122k = (61-6,)k = m1-m; =-50910 (mod(p-1))
Adol MKA(-34122, p-1) = 2, umtapyxouv 2 mBavég AUoelg yia to k. Alapwvtag thv
mapanavw e€lowaon UE To 2 EXOUE:
-17061k = -25455 (mod((p-1)/2)),
n omola €xet AUon k = 239 (mod((p-1)/2)) kot ot SU0 TIEG yLa To k elvat
ki =239 kat k=239 + (p-1)/2 = 112789. YroAoyilovtog
a®*?=164130 (modp) kat o**?’® =59924 (modp)
Bplokel OTL N MpwTN avTloTOLKEL OTN CWOTH TN Tou y. Apa k = 239.
Twpa Eavaypadovrtag 61k = my — by (mod(p-1)) Bplokel
164130b = yb = m;— 6,k = 187104 (mod(p-1))
Adol MKA(164130, p-1) = 2, umapxouv 2 miBaveg AUoEeLG yla to b, ot b, = 28862 kat
b, = 141421. YrnoAoyilovtag
o852 =206928 (modp) kot o'****! =18191 (modp)
Bplokel TNV T IOV avtlotolxel oto B, dpa avakaAumrtel to b = 141421.

4.4.3 NMIAAXTOI'PA®HXIEIX THX YIIOT'PA®HX ElGamal

Ze avtiBeon pe to RSA, bev elvat eUkoAo va TTAaoToypadrioeL KATTOLOG TNV
urtoypadn tou A yla tuxaio pivupo m. Ymapxouv, wotoco, OL TOPAKATW TPOTIOL PE
Touc omoloug prmopel va mapayOet pia mhaotr urtoypadn.

.  OT em\éyeLtay, 6 kKaL M TAUTOXPOVA ETOL WOTE:
vy = o'f' modp
6 = -yj"* mod(p-1)
m = -yij" mod(p-1),
yla i, j Tétolo wote 0 <, j < p-2 kot MKA(j, p-1) = 1, ado 1o j* unmoloyiletat
modulo (p-1).
To (v,6) elvaw eykupn unoypadn yia to ElGamal.

I"Ipdvuatl, ﬂVyé - IBa’ﬂf (aiﬂj)—a’ﬂ"f] l’l’lOdp — ﬁa'ﬁfa_if]aiﬂjﬂ—a’ﬂf l’IlOdp -

gl il
a’ amodp=a’ modp=a”modp
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Me tn p€EBodo aUTA EMITUYXAVETAL Lo UTTAPKTI TTAaoToypAdnon
XpnoLlomolwvTag eniBeon povo os KAeLL.

Mapadeyua 4.4:

Eotw p=467, a =2 kat B =132. YmoBEtoupe OtLo I emAéyeLi =99 kal j =
179. Tote, ' mod (p-1) = 151 Ko untohoyilel
vy = 221329 mod467 = 117
6=-117 x 151 mod466 = 41
m =99 x 41 mod466 = 331
To Levyog (117, 41) eival €ykupn urtoypadn yla to pvupa 331. Mpaypatt,
132'7117* = 303 (mod467)
kat  2%3'=303 (mod467).

II.  OF, twpa, EXEL OTNV KOTOXM TOU €VA UVULA UTIOYEYPAUUEVO A0 TOV A, TO

(m, (v,6)). Eotw oL aképatot h, i katj pe 0 < h, i, j £ p-2 kaw MKA(hy - j§, p-1) =
1 kot urtoAoyilel Ta

x = yha'' modp

z = 8x(hy — j8)™" mod(p-1)

m’ = x(hm +i8)(hy - j8)™" mod(p-1)
MmnopoUue va enmaAnBeVlooupe OTL LOYVEL:
B*x* = a™ modp

Kal og autrv TNV nepimtwon €Xoupe UTtaPKTH MAaotoypdadnon, aAAd pe
eniBeon o€ yvwOoTO pURvupa.

Napatnpnosic:
1) OumAaotoypadnoelg auteg dev amoteAoUv cofapn amelin, SL0TL dev

Suvavral va mapafouv umoypadr] ylo Tuxaia EMAEYUEVO UVUMO M.

2) Ouévo tpomol mhaotoypddnong mou MePLYpAPaE UMOPOUV Vo
anodpeuxBouv pe TN Xpron KAtdAANAnG cuvAapTNONG KOTOKEPULATIONOU.
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4.5 0 AATOPIOMOX YHPIAKHXIH YIIOTPA®HEY (DSA)

O aAyopBuog Ynorakng umoypadng (DSA) eival pa mapariayn tng Yndlaknig
unoypadng ElGamal mou npoomaBet va pewoel to péyebog g Yndlakng
uroypadng TOU TIOPAYETOL KAl OVAKEL OTNV KATNYopila Twv oxnUATwv Pndlakwv
uroypadwy HE TOPAPTNHAL.

O aAyoplBuocg autog mpotadnke tov AUyouoto tou 1991 amo to APEPLKAVIKO
Ivotitouto MNpotunwv Kat TexvoAoyioag (NIST) kat utoBetBnKke w¢ mpotumo to 1994.
Amnotelel 8¢, To Mpwto oxNUa YPndlaknc umoypadnc mou oavayvwpiletal amnod
omotadnmote KuPBepvnon.

O uNXOaVIOMOG uroypadng amaltel HO  OUVAPTNON  KOTOKEPUATIOMOU
h: {0,1} — Zg, yia kdBe aképato g. To DSA anattel pntd tn xprion tou Secure Hash
Algorithm (SHA-1).

YnoBEtoupe mapakdtw OTL €Xxoupe nén edpopudcel oto pAvupa m thv SHA-1
OUVAPTNON KOTOKEPUATIOUOU Kal OTL UTO TIOU UTtoypAdouUEe gival n cuvoyn Tou
unvupoatog (message digest).

Mpw mpoxwpnooupe otnv meplypadn tou DSA, mopabEétoupe TO TAPAKATW
BonBNnTKO Appa:

Appa 4.1:

Av p TpwTOC, g p-1 KoL go MPWTAPXLKO OTOLXELO TOU Z; , TO
(p-1)/a

0

g§=8

eival g-ooth pila tng povadag modulo p. AnAadn, g* = 1 modp.

Anodeln:

Adou q|p-1, Ba untapxel A € Z, tT€tolo wote p-1 = Ag.
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g'=g, =gl =1modp ,

adou to g elval MpwTaAPXLKO OTOLXELO TOU Z; .

Ouwg ToTE,
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Awadkaoia Napaywyng KAswdlou

0 A emi\éyel évav TPWTO g, £toL wote 2°°° < g < 2.

ErutAéov, Bplokel Evav mpwTo p, TETOLOV WOTE

221 < b < 2214 nou t €{0,...,8) kat | p-1.
Yriohoyilel kdmotov g, tétolov wote g* = 1modp (ue TOv TPOMO TOU
neplypddetal oto Ajupa 4.1)
Erudéyel €vav kpudo aképato a, 1 < a < g-1, o onmolog gival To WOLWTIKO ToU
KAELSL.
TéAog, urtoloyiZet to B = g*modp

To dnuoaoio kAsldi tou A eivat to (p, g, g, B) KoL TO LBLWTIKO ToU TOo a.

To oymua vmoypa@nc DSA

1.

‘Eotw twpa O0tL 0 A emiBupel va otellel otov B €va pivupo m, umoyeypappévo
PnoLaka pe to DSA, xpnowponowwvtag to kKAewdi K= (p, g, a, g, B).

Anutoupyia Yrroypapng:

e O A emilAéyeL evayv tuyaio aképato k, 1 < k < g-1 Tov omolo KpATAEL LUCTLKO.

e YrohoyileLtay = (gkmodp)modq Ko

& = (m+ay)k *modgq.

e JTéAvel otov B tnv tplada (m,y, &), 6MOU M TO QAPXLKO MAVUHA KoL
(v,6)=sigk(m,k) n Yndrakn umoypaodn tou A yia to tuxaia emheypévo k.

EnaAn®euon Yrnoypapng:

¢ O B avaktd 1o auBevtikd kKAewdi tou A (p, g, g, B).

e YriohoyiZeL ta e; = m& *modq kat e, = y§ *modag.

e EAéyxeLav (g% f° mod p)modg =y .

Av vay, verg(m, y, 8) = aAnbng kat amodéxetat tnv untoypadr tou A, aAALWS TV
amoppUnteL
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Ano6eién 6tL n emaAnBevon Asttoupysi:

ATO TOV OpLOUO TOU 6 €XOUE:

m = (-ay + k&) modq = &' m = (-ay8™ + k) modq
‘Etoy,

k=(6"m +ayd™) modq = e, + ae, (modq)

Apa Taipvoupe,

el+ae2

y= g“=g"" = (g*'8°> modp) modq.

Mapadeyua 4.5:

Eotw g = 101 kat p = 78g + 1 = 7879. To go = 3 ival mMPWTAPXLKO OTOLXELO TOU
Z',., Gpo.g=3"® mod7879 = 170.

O A emti\éyel a = 75 kat urtohoyilel B = g* mod7879 = 4567. MNa va uroypay et
TO MAVURA M = 22 (TO OMolo OUCLAOTIKA €wvaL N clvoyn TOU UNVUROTOG OTWG
npoékuPe amno tnv epappoyn tou SHA-1 oe auto) emtdéyel k = 50 kat urtoAoyilel
k' mod101 = 50" mod101 =99,
v = (170°° mod7879) mod101 = 2518 mod101 = 94
Kol 6 =(22 + 75x94)99 mod101 =97
H emaAnBeuon tng urtoypadng (94, 97) anod kamolov B yivetal wg €€NG:
§'=97"mod 101 =25
e;=22x25 mod101 =45
e,=94x25 mod101 = 27
dpa  (170%4567%” mod7879) mod101 = 2518 mod101= 94 .

[ ]
Napatnpnosig:
1. Av katd tn Sladikaoia mapaywyng urntoypadng npokuel 6 = 0modq, tote 0

A Ba mpEmel va To amopplPeL KOl VO KOTOLOKEUAOEL Lo VEQ UTtoypadr), ETUAEYOVTAC

katwvoUuplo k. Auto cupPaivel, 80Tl n emaAnbeuon amaLtel TOV UTTOAOYLOUO TOU
-1 -1 .

6 "modq, katav 6 =0, to & dev uTtApPXEL.
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2. Mapatnpoupe OTL To pEyeBog Tou g sivat ota 160-bits, evw to péyebog Tou p
umopel va elval omolodrmote TMOAAMAAGCLO Tou 64, cupmepAAUBAVOUEVWY TWV
TIHwv 512 kat 1024. Inuelwvetal OtL, ano tov Oktwpplo tou 2001, to NIST mpoteivel
VoL XpNOLLOTIoloUVTOL TIPWTOL p, HeyEBoug 1024-bits.

3. O oaAyoplBuog Pndlakng uvmoypadng (DSA), upag Sivel umoypadeg moAv
HULKPOTEPOU peYEBoUC amo to El Gamal, adol 6Aot ot umoAoylopot yivovtat modulo
g. Mmnopoupe va Soupe OTL autd oyVEL, av AdBoupe umodn pog OTL yla TpwTo p
neyeBoug 768-bits, To uAkog tng umoypadng tou DSA Ba eival 320-bits, evw tou El
Gamal 1536-bits.

4, H kataokeun tng umoypadrc tou DSA sival apketd mo ypriyopn amnod to El
Gamal, adou oL ekBETEG elval UkpOTEPOL ) LooL Tou . EmutAéov, og avtiBeon pe 1o
El Gamal omou otn Swadwkacia emaAibsuong tng unoypadng eival avaykaieg 3
ekBetonotioelg modulo p, evw oto DSA meplopilovtal os 2. Eddoov n ekBetonoinon
ormoteAel pia amo TG To “opyEC” UTOAOYLOTIKEG Sladikaolec, n allayn oauth
ETUTUYXAVEL TNV emaAnBeguon tng umoypadng, mpaypa Wblaitepa PondnTkd otnv
TEPUMTWON Tou Xpelaletal vo emaAnBeVooupe peyalo aplBpod umoypadwy o€ UIKPO
XPOVLIKO SLaotnua.

4.5.1 AX®AAEIA TOY DSA

H aodaleia tou oAyoplBuou yYndlakng umoypadng DSA Baoiletal otn
SduokoAia umoAoylopoU tou Stakpitou AoyaptBuou (DLP). OAot oL petacxnuatiopol

oto DSA vyivovtalL péoa oe plo umoopdada Tou Z;, peyéboug 2160 ™ HOVOdIKY
KuKAKT voopdda G, taéng q e Z, .

H enidvon tov DLP givon waitepa dookoin ot G, .
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4.6 TO 2XHMA YH®PIAKHX YIIOT'PA®HY SCHNORR

Mia. GAAn yvwoth mapaAlayr) Tou oXAHOTOG uTtoypadrg amoteAel to oxAua
Schnorr. Onwg kot otnv mepintwon tou DSA, ol umoloylwopol yivovtal os pia
umoouadda tou Z; , TAENG g, OTIOU p KOl g TPWTOL, £ToL WoTe p-1=0modq (6nAadn o q

1024 160
KaLq=2"".

Slatpei o p-1). Tumika, maipvoupe p =2
Eniong, amauteital n xpAon Wiag cuvaptnong katakepuotiopol A :{0,1}" — Z,,
n omoia gival povadikng KateLBuUvoNg Kal aVOEKTIKI) 0 CUYKPOUOELG.
H Stadwkaoia mapaywyng kKAelSLov yia to Schnorr sivat idta pe tou DSA, povo

TIou 8€V UTIAPYOULV TIEPLOPLOOL OTA HEYEDN TWV p KO g.

To oymua vroypa@ng Schnorr

O A unoypadel €va pRvupa m auBaipeTOU UKOUG KoL TO OTEAVEL OTOV B, 0
OTol0G UE TN oElpd Tou Ba emaAnBeVUoeL TNV MPOEAEUGH TOU XPNOLLOTIOLWVTAC TO
dnuooto kAewdi tou A.

1. Anutoupyia urtoypa@rg:

e O A eméyel évav Tuxaio, puotiko akepao k, 1 < k <g-1.

e YroloyileLtay = h(m]| g“modp) kat & = k + ay modp.

e JtéAvel otov B tnv tpLada (m, y,8), 6mou m 1o apxLko pRvupa kat (y,8) =
sigk(m, k) n umoypadn tou A.

2. EnaAn@euon:

e O B amokta 1o auBevtikod kAewditou A (p, g, g, B).

e Ymoloyilelttou = gﬁB’Vmodp.

e Amnodéxetal tnv untoypaodn tou A av h(m|| u)=y (dnAadn
verg(m, y, 6)=AAnBN¢), aAALlwg TV amoppimteL.

Znueiwon 4.3: Me to cupBolo “||” evwoolpe tn ouvévwaon (concatenation) SVo
oakoAouBwv m.x. av m =0111 kat v = 0010, téte m||vu = 01110010.
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Anodeién ot n enaAndevon tng unoypa@ng Asttoupyei
Av n urtoypadn €xeL SnuoupynBel amo tov A, tote

v = g%g™ = g*modp.
Téte, h(m||u) = h(m|| g“modp) = .

Mapadeyua 4.6:

O A emAéyel Toug MPWTOUG p = 7879 kat q = 101, Tétoloug WoTe o g va Stalpel
0 p-1, 8w eivau (p-1)/q = 78. Entiong, emihéyel go = 3 pia mpwtapxikr pila 6To Zog,
kaw £tot Bpioket ot g = go® ¥ modp = 3"®mod7879 = 170, émou g eivan g-otr pila
™¢ povadag modulo p.

O A eru\éyel évav Tuxaio aképato a = 75 kot urtoAoyilel B = g*modp = 4567.

Eotw twpa otL B€AeL va umoypdel To pwivupa m, StaAéyoviag Evav Tuxaio
aképato k = 50. Mpwra, urohoyilet to gmodp = 170°°’mod7879 = 2518 kat émetta 10
h(m||2518), 6émou h eival pia Soopévn ouvapPTNON KATOKEPUATIOMOU Kal to 2518
avanoapiotatal oto Suadiké cuoTnua.

Eotw ot Ppebnke y = h(m||2518)=96, omote to & umoOAoyileTal WG
6 =50+ 75%x 96 mod101 = 79. Zuvenwg, n uroypadn tou A gival (y, 8) = (96,79).

O B emaAnBeleL tnVv unoypadr) tou A urtoloyilovtag
v = 1707°4567°°mod7879 = 2518 kat petd eAéyxet OtL h(m|| 2518)=96. Tote, wropet

va elval olyoupoc OtL n umoypadn Tou A gival yvrola Kot apa tThv arnodExeTaL.
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KEDAAAIO 5

5. YIIOTPAD®EX MIAX XPHXHX
(One-time signatures)

Ta oxApota umoypadwv UlaG xprong (one-time) amoteAoUV UNXAVIOUOUG
Pndlakwyv uvmoypadwy, oL Omoilol XpnNoLUomoLloUVTaL Yo Thv uroypadn evog Hovo
UNVUHOTOC, dAALWG oL uTtoypad£G pmopet va mAaotoypadnBoulv. Auto onpaivel otL
yla KaBe pivupa mou umoypadetal anatteital éva véo dnuooto kAsldl. Duoika, n
emaAnBeuvon tng umoypadnc umopel va TmpaypatonolnBel auvBaipeto aplBUo
dopwv.

KUplo XapaKtnploTikd OAwV TwWV OXNUATWY Umoypodwv HLag xprnong sivat n
XPNON KATOlOG OUVAPTNONG KATAKEPHUOTIOMOU MOVAG KatelBuvong (one-way
function). M tétola ocuvaptnon eivat, yla mapadetyua, n f(x) =a" modp, 6mou
P TPWTOG KaL @ TIPWTAPXLKO OTOLKELD TOV Z , .

Eva onpavtikd mAeoveKTNpa TnG MAeoPnodiag Twv oxnUATwy autwv givat otL
TO00 n mapaywyn, 6co kot n enaAfbsuon TNG yvnolwotntog TNG Uumoypadng
vAormolouvtal pe TOAU amodotikoUg alyopiBuoug. Autdg eival kat o AOyog Tou
T(POTLHOUVTAL OE CUOKEUEG, OTwG Ta chipcards, émou amatteital pikpr UTTOAOYLOTIKN
Loxu.

5.1 TO XXHMA WYH®IAKHX YIIOI'PA®HX Lamport

To o Stadedopévo amo ta oxnuata vmoypadwy Hlag xprnong ivatl to oxnua
urnoypadng Lamport, To onoio Ba eplypAYPouE TTAPAKATW.

Oewpolue m = {O,I}k,S =Y koL f:Y = Z pa ouvdptnon KATaKePUATIOUOU
Hovng katevBuvong, dnuoola yvwotr). To mpog umoypadr pRvVupo m eival pla
duadikn akolouBia pnkouc k -bit, £ € N. KaBe bit tou pnvipatog umoypadetal
§eXWPLOTA: v TO i-00TO bit Tou PNVUHATOG éxeL TNV T j, 6mou j € {0,1}, Tote To i-
00T OToLElO TNG UToYpadnG elvat n Twr y, . Kabe z, ; eival n ewoéva twv y, ; uno

TN OUVAPTNON KATAKEPUATIONOU LOVAG KateLBuvong f .
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H enaAnbesuon tng umoypadrnc meplappavel HOvo Tov £Aeyxo OTL KABe
ototxeio g unoypadng s, ;, i =1,...,k elvar 6popa Tou avtictoou ototxeiou Tou

dnpooiou kAeldov z, ;, TO omoio AVTLOTOKEL OTO i-00TO bit Tou pnvopatog. Auto

Uropel va emaAnBeutel XpnOLUOTOLWVTAG TN CUVAPTNON KOTOKEPUATIOMOU HOVNC
kateLBuvong f .

MNapaywyn KAEWSLOU:

e O A emheyel tuxaio 2k TlpEG y,, amo to ovvoho Y, omou 1 < i < k ko
je {0,1} .

e Yroloyilel ta zi,jzf(yl,,j) €Z,6nou1<iskko je{0,1}.

e To dnuooto kAelditou A gival o k x 2 mivakag (Zi,j) KalL TO LOLWTIKO Tou 0 £k X

2 mivakag (yl.)j) .

To oymua vroypa@n¢ Lamport

YnoBétoupe 6Tt 0 A BéeL va oteilel oTov B To pAvupa m = (X, X,,..., X, ) , OTI0U
x, €{0,1} (6nhadn x, = j) kat i =1,2,...,k umoyeypaupévo Yndiakd pe to Lamport,
xpnowornowvtag To KAewdi K mou Onuwoupynbnke pe tn Swadkaoio mou
neplypa e MTOPATIAVW.

1. Anutoupyia urtoypapng:

e O A gruheyel katdAnAa oTol(Eia y; ; QO TOV TVAKO TOU LELWTLKOU

TOoUu KAELSL0U, €TOL WOoTE N PndLaki Tou unoypadr ya To PAVUUA m
va givaln sig, (xl,xz,...,xk )= (yl,x] N A ) = (S,.,j) =5s.

e JtélveLotov B to Levyog (m,5) .

2. EmaAndesvon umoypapng:

e O B amnokta to avBevtiko kKAeitov A z, ..

e Anodexetal tnv uroypadn av kat pévo av z, = f(Si,j) .
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Mapadeyua 5.1:

Eotw ot f(x)=3"mod 7879 &nudoia yvwotn. O A eTiAéyeL Tuxaioug aplBpoug
KOl KATALOKEUAEL TOV TTivaKa:

Yo Vi 5831 735
(Vi) =| Yoo Yau |=| 803 2467
Vio Vi 4285 6449

2tn ouvexela vrodoyileLta z, = f ( yl,)j) KOl KATALOKEUALEL TOV TTivaKa:

Ziy 7y 2009 3810
(Zl.’j) =2y 2y, |= 4672 4721
Zyy  Zsy 268 5731

ToV ormolo Kal SnpooLeVEL.

YnoBtoupe Twpa OtL 0 A B€AeL va umtoypaetl to pvupa m = (1,1,0) kat va to
oteilel otov B. H umtoypadr tou givat n

3: = SigK (1, 1, O) = (yl)l H y2,1 4 y3’0) = (735,2467,4285)
Mo va emaAnBevoel tnv umoypadn, o B umoloyilel ta

£(735)=3""mod 7879 =3810=z,
£(2467)=3""mod 7879 = 4721 =z,
£(4285) =3 mod 7879 =268 =z, ,

Kot KataAnyeL 0T0 CUUMEPACA OTL TO LAVUMO TIPOEPXETAL OVTWG aTtd Tov A.
[

5.1.1 AXPAAEIA TOY EXHMATOZX YIIOTPA®HX Lamport

H aodalela tou oxnuatog umoypadrc Lamport odpeiletal otnv aduvapia
kdmolou avtutdlou I va avilotpePel tn ouvdptnon f . Eivai, wotdoo, Wblaitepa

ONUAVTIKO vo un xpnowuomotnBei o (Slog mivakag (yl.’j) yla tnv umoypadn

TIEPLOCOTEPWYV TOU EVOG UNVUMATWV. € avtiBetn mepimtwon, av o I €(eL oTNV KaTtoxXN
TOU 2 MNVUPOTO UTIOYEYPOUMEVO amd tov A, TOTe Umopel eUKoAa va mopdfel
uTtoypad£Eg Kal ylot GAAQ pLnvUpOTOL.
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Mapadeyua 5.2:

Ag umoBéooupe OTL 0 A xpnolpomnolel Tov i6lo mivaka (yl.)j) yla va uttoypa et
T pnvopata m, =(0,1,1) ko m, =(1,0,1).
Ol umtoypadég eival ot

s, = sig, (m,) :(y1,0>y2,1>y3,1) KaL s, = sig, (m,) = (yl,l’yZ,O’y3,1)

Tote o I unopet eVkoAa va mapagel urtoypadEG yla To LnvUpaTa
m; =(1,1,1) kaw m, =(0,0,1)
Ol omoleg Ba sivat ot
(y1,1 s Voo y3,1) Kat (y1,0 s V2,05 y3,1) avtiotolya. u

Znueiwon 5.1: Av kat to oxnpa urnoypadng Lamport eival eUkoAo otn xprion tou,
bev eival WbLaitepa euxpnoto otnv paén, Adyw tou peyéBoug Twv unoypadwv mou
napadyet. Mo mopddelyua,av XpnOLLOTIOIOOUKE T CUVAPTNON KATOKEPHOTIOMOU
tou Mapadelypatog 1, tote n aodaAng uAomoinor TG AMALTEL TO p va €lvol UAKOUG
Touldylotov 512-bits. Autd onuaivel otL kABe bit Tou pnvopotog umoypadetal
xpnowomnowwvtag 512-bits, cuvenwc n unoypadn sivatl 512 popég o peyaAn oe
OXEON ME TO PUAVUUAL.
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5.2 TO XXHMA WHO®IAKHX YIIOTPA®HY MERKLE

To one-time oxnua unoypadn¢ Merkle amattel pa TTP r) kamoto GAAo €umioto
MECO Yyl TNV E€MKUPWON TNG QUBEVTIKOTNTAG TWV TAPOAUETPWY. EmumAéov,eival

amapaitntn n XPAon KW CUVAPTNONG KOTOKEPUOTIOMOU £ {0,1}* — {0,1}1 e
avtiotoon 1°° opiopartoc.

Mo va uroypadet éva Suadikd pvupa m PRKoUG 7z - bit, o A oxnuatilet pa
akoAouBia w=m||c, émou to ¢ elval n duadikn avanapdactoacn Tou apldpol twv 0
oto m . To cumnotiBetal otL elvat pla akoAouBia pnkoug Llog nJ+1 bits, pe ta bits

vPnARg taéng va cupmAnpwvovtat pe 0 av xpelaotel. EToL, To w TPOKUTTEL va £lvat

urAKkoug 7 =n+| logn |+1 bits.

Inueiwon 5.2: To oUpBolo | x| SnAwvel Tov peyaAUTEPO aKEPALO TIOU Eival

HKPOTEPOG N L00G TOU X .

MNapaywyr KAELWSLOU:

e O A eméyel = n+Llog nJ+1 To MARBOC Tuxaleg, MUOTIKEG OKOAOUBLEG
k., k,,....k, , koBeuia ek Twv omoiwv €xeL unkog /- bits.

e Ymoloyiletta v, =h(k,), 1<i<t.

To 6npodoto kAewdi tou A givaLto (v,,v,,...,0,) KoL To LWTKO Tou to (k,k,,... k).

To oxynua vmoypa@nc Merkle

YnoBEtoupe OtL 0 A untoypddet Pndlakd eva Suadiko pRvupa m UAKoug n -
bit kaL To otéAvel otov B, 0 onoiog Ba emaAnBéucel Tn yvnoldtnTa TNG UTtoypadng
Xpnotuomowwvtag to dnuoacto KAeLSL Tou A.
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1. Anutoupyia urtoypa@ngc:

e O AumnoloyileLTo ¢ Kat avantuooelt w=ml| ¢ =(a,,a,,...,a,).

e Bpiokel TG O€0€l{ TWV OUVIETAYMEVWVY OTO w, €TI0l WOTE
I <h<..<i kata =1,1<j<u.

e H vumnoypadn tou A ywa to pivupa meival to (s,,S,,...,s,), OMOU

s; =k ,1<j<u.

2. EnaAn9euon umoyparc:

e O B amokta to auBevtiko KAewdi tou A (v,,0,,...,0,).

e YmoloyileL to ¢ kot oxnpatitetto w=ml|c =(a,,a,,...,a,).

e Bplokel TIC O£08l( TWV OUVIETOYUEVWVYV OTO w, E£T0L WOTE
I <h<..<i kata =1,1<j<u.

e Amnodéxetal tnv unoypadn av kat pévo av 2 =h(s;) v Oha ta

j=L2,..,u.

5.2.1 AXPAAEIA TOY 2XHMATOZX YIIOTPA®HX MERKLE

Oa anodei§oupe otL Sedopevng plag urmoypadng (s,,s,,...,s, ) yLo Evae pvupa
m, €vag avtimalog I Sev umopel va mapagel kapio mAaotr umoypadn yla
ornolodnmote GAAo pAvupo m' #m, AV N OUVAPTNON KATOKEPUATIOHOU A €XEL
avtiotoon 1°° opiopartoc.

‘Exoupe O0tL w=m||c kat éotw W =m'||c’, émou ¢’ eivar akolouBia prkoug
| logn |+1 bits kat anotelei tn Suadik avanapdotacn tov apBpod Twv 0 oto m .
Adou omoloodnimote avtinalog I €xel mpdofacn UOVO OTO TUAUA TOU LOLWTIKOU
KAEWOLOU mou amnoteAeitat and to (s,,5,,...,5,), TO CUVOAO TWV CUVIETAYHEVWY OTO

m' Tou éxouv TN 1 Ba mpénel va eival éva UTIOGUVOAO CUVTETAYHEVWY OTO m TIOU
€xouv Tun 1. € avtibetn nepintwon, to m' Ba €xel 1 o€ KATIOLOL CUVTETAYUEVN OTTIOU
o méxel 0 kat o I Ba amattel €éva otolyeio Tou WOLWTIKOU KAELSLOU, TO omolo dev

amnokaAUnteTaL otV unoypadn (s,,s,,...,S,
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Apa, To m €xelL meploodtepa 1 amod to m'. Autd onpaivel OtL To m' €XeL
neploootepa 0 ard To m Kol EMOUEVWCE ¢’ > ¢. TOTE, To ¢’ Ba éxel 1 oe kamowa Béon
omou 1o ¢ €xeL 0. To otoweio Tou OLWTIKOU KAELSLOU TIOU QVTLOTOWKEL O€ auTh TN
Beon Sev amokaAumrtetal otnv unoypadn (s,,s,,...,s,). Mapatnpovpe, Aoumodyv, ot

Kall € AUTAV TNV Ttepintwon o avtinalog I Bpioketal og adie€odo.
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KE®DAAAIO 6

6. XXHMATA YIIOPA®QON ME
EIIIITPOXOETH
AEITOYPI'IKOTHTA

210 kedpAAaLo autod, Ba avamtuoupe kamola oxnuata Pnolakwv vmoypadwy,
TO oTola MAPOUCLAIOUV CUYKEKPLUEVEG LOLOTNTEG, WOTE va €EUTNPETOUV POOOETEC
QVAYKEG TWV OTOMWV TIOU TO XPNOLLoTooUV. Ta oxNUata aUTd, HE EMUTPO0UETN
AELTOUPYIKOTNTO, OTIC TIEPLOCOTEPEG MEPUTTWOEL ocuvdualouv éva PBaclkd oxnua
Pnolakng vmoypadng (06mwe m.x. 1o RSA) Ue €va CUYKEKPLUEVO TIPWTOKOAAO. Me
QuUTO Tov TpOmo, elvar Ouvatd va emrteuxBouv autd Ta  emUTPOCcOeTa
XOPOKTNPLOTIKA, Ta oTtola 8€ pag napéxel n Baoikn pébodog.

6.1 XXHMATA TY®AQN YIIOTPAPQN
(Blind Signature Schemes)

Ta oxAuata TtupAwv umoypadwv TAPOUCLACTNKAV yla Tipwtn ¢opd oTo
ouvedplo CRYPTO to 1988 amo toug D.Chaum, A.Fiat kat M.Naor. Ev yével,
€EUTNPETOUV QVAYKEG NAEKTPOVIKNAG ETUKOWVWVING, OMOU N pia mAeupd emiBupel
OVWVUHLO amévavil otnv aAAn. [pOKewTal, OUGCLAOTIKA, Yl £€va TIPWTOKOAAO
ETUKOLVWVIOC OVAUECO OTOV QIMOCTOALA A Kall Tov urtoypadovta B pe tnv moapanavw
dlotnta.

O okomoég Twv TudpAwv untoypadwv ivat va epnodilouv tov unoypddovta B va
yvwpilel to pAvupa mou untoypddel, kabwg kat tnv umoypadn autol, £T0L WOTE va
unv eival oe B€on opyoTEPA VO CUOXETIOEL TO UTIOYEYPAUUEVO HAVUUO HE TOV
amooTtoAéa A.

To okemTkd EXEL WG EENG:
O A otéAvel éva pnvupa kpumtoypadnuévo otov B, o omoiog kaAeital va to
UTIOYPA P EL XPNOLLOTIOLWVTAG KATIOL0 Baolkd oxnua umoypadng Kal to EavaoTEAVEL
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otov A. Ao tnv urnoypadn mou Aappavet ano tov B, o A untoAoyilel tnv unoypadn
Tou B yla to amA6 prvupa. Me tnv oAokAnpwon tne Stadikaoiog, o B &g yvwpilet
oUTE TO HAVUMA, OUTE TN CUCXETW{OMEVN HE AUTO UTIoypadn).

Ta oxnuata tupAwv umoypadwv PploKouv ONUAVTIKEC E£PAPUOYEC OTLC
NAEKTPOVIKEG CUVOANAYEC, OTIOU Ta TO POAO Tou umoypadovta B £xel pla Tpanela
Kal To poAo tou A évag meAdtng. Eotw oOtL 0 A maipvel amod v tpanela éva
UTIOYEYPOUUEVO KOUTIOVL KATOXAG LETPNTWV artd To Aoyaplaopd tou (electronic cash
token). ApoU KAVEL TIG AYOPEG TOU 0€ KATIOLO Katdotnua K, xpnoLLOTIOLEL TO KOUTIOVL
yla va e€opAnoel to Aoyaplaopo. Otav to kataotnua K rmnyaivel otnv tpanela yla
va to e€apyupwocl, n tpamnela Sev eival os B€on va To cuoyetioel pe Tov A (UTO TV
npoUmoébeon OtL yla TNV unoypadn TOU KOUTIOVIOU EXEL XpnoLdomolnBsl oxAua
TudARG umoypadng). Etol, o A pmopel va MAPAPEVEL OVWVUROG KoL Ta TTOOA TIoU
€obeveL va unv eAéyxovtal.

MNa va eplypaoupe Eva oxnpa TUdAnNg umoypadrc Ba XpELAOTOUE:

1) Eva oxnua Pndlakng uvmoypadng (amo ta yvwotd). Oa cupPfoAiloupe tnv
urtoypadn tou B o€ éva urvupa Ue sigs(m).

2) Avo ocuvaptnoelg f kal g, tétoleg wote g(sigs(f(m)) = sigs(m). H f ovopdletat
ouvaptnon tupAwong (blinding function), n g ouvaptnon omrotuPAwWong
(unblinding function) xat to f(m) tupAwuévo unvuua (blinded message).

6.1.1 TO XXHMA YH®IAKHX YIIOTPA®HX Chaum

To oxfua urnoypadng Chaum eivat Baciopévo oto oxipa urtoypadng RSA,
dnuooiou kAeldlou (n, e) kat Wwtikou d. Av k gival évag otabepdg akEPaLOG e
MKA(n, k) = 1, tote n ouvaptnon tdAwong f : Z, — Z, opiletot wg
f(m)=mk®modn kaiLn ouvaptnon anotpAwong g:Z, — Z, wg
g(m) =k 'mmodn . lvwpiloupe 6TL N cuvdptnon umoypadng tou RSA gival n
sig,(m)=m‘ modn, enopévwg ,éxoupe 4Tl
g(sig,(f(m)) = g(sig,(mk® modn)) = g(m‘k*’ modn) = g(m“k modn) =
k™'m’k modn = m’ mod n = sig,(m),

adol ed =1mod @(n).
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To oxynua voypa@nc Chaum

YroBétoupe 6t o A Aappavel pia urtoypadn tou B og éva TUPAWHEVO pvUpa
f(m). And autrv, o A Ba umoloyioel tTnv uToypadn Tou OTO UAVUPA m , OTOU
0<m<n-1.

TupAwaon
e O A gmiléyel €vav tuxaio, HUOTIKO aképato k, Tétolov wote 0 < k € n-1 kot
MKA(n, k) = 1.

e YnoloyileLtto m" = f(m)=mk® modn kaito octéAveL oTov B.

Yroypaen
e OBumoloyileLto s* = sig,(m )= (m )" modn kaLto oTéAveL oTOV A.

AnotupAwon
e O A unoloyiletto s=g(s')=k"'s modn, to omoio eivat n unoypadn tou B
OTO UAVUMA 71 .

Mapadeyua 6.1:

‘Eotw OtL 0 B emiAéyel Toug mpwTtoug p = 29 kat g = 17 kat urtoAoyileL To n = 29 x
17 = 493. AloAéyel Snudolo ekBEtn e = 191 (adou sivar $(493) = 28 x 16 = 448,
1 < e < 448 kat (b, 448) = 1) kot umoloyilel Tov SlwWTIKO ekBETn d = 319, omou
ed = Imod(d(n)).

Ac unoB£ooupe Twpa OtL 0 A emBupel Tnv unoypadn tTou B yla To pAvupa
m = 351. EmAéyel, Aowndv, évav HUoTIkO aképalo k = 31, untoAoyilel To TuPAwUEVO
uAvupa m* = mk®modn = 351 x 31**mod493 = 291 kat o otéAvel otov B.

O B pe tn oslpd tou, umoAoyilel To s* = (m*)dmodn =291°°mod493 = 349 kat
TO OoTéAveL aTov A. Ow¢ €XOUUE TIEL KOLL TTPONYOUHEVA, To s* lval n umtoypadr) Tou B
yla to m*,

O A umnohoyiZet k'modn = 31"'mod493 = 334 kat s = 334 x 349mod493 = 218
mou eival kat n urmoypadn Tou B yla To phvupa m.

Duoikd, propoupe va emaknBelooupe dtt m*modn = 3513°mod493 = 218 =s.

[
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6.2 AAIAM®IXBHTHTA XXHMATA YIIOTPA®HX
(Undeniable Signature Schemes)

Ta adtapdloBntnta oxnuata vnoypadng npotadnkav to 1989 amnd tov Chaum

Kall Tov van Antwerpen. To KUPLO XOPOKTNPLOTIKO TOUC ival OtL n emaAnBsuon g

urnoypadng e pmopel va mpaypatonotnbel xwplg Tn cuvepyaaota Tou umoypadovta

A. Emopévwe, o A yvwpllel OAEG TLG TIEPUTTWOELG OTLG OTIOLEG XPELACTNKE N EMKUPWON

™G umoypadng tou yla to €yypado mou umnéypale. Autd Tov MPooTaTeVEL amod

mubavn enavaxpnolponoinon tou eyypadou tou amnd ¢opeig mou dev emBupel. H

emaAnBeuvon umoypadnc TMPOYHOTOMOLE(TAL HE TN XPAON  €VOG TPWTOKOAAOU

TPOKANONG Kal avtanokplong (challenge and response).

Oa Atav XpAowo oto onueio autd va mapabécoupe dvo mapadeiypata xprnong
adtapdlofAtning umoypadng:

1.

YroBétoupe OtL €évag meAdtng A emBupel va €xel mpooBacn o€ pla EPLOXN
vPnAng aodpaleiag tpanelag B. H meploxn autr Umopel, yla napddsyua, vo
glval to Bnoavpoduldkio. H tpamela B, yla va Tou SWOEL TNV ATIALTOUEVN
npooBaon, {ntael amo tov A va urtoypael £va €yypado pe nUeEPOUNVia Kot
wpa. Edv o A xpnowpomnowjoel oxnua adtapdlofitnTtng umoypadng yla va to
uroypae, tote o B & Ba pmopel va anodeifel oto pEAAovV OtTL n utoypadn
OUTNA AVNAKEL OTOV A, Ttapd Lovaxa LE T ouvepyaoia tou iSlou tou A.

Eotw twpa OTL 0 A elval pla peyaAn statpia Aoyloptkou, n omoia Snuoupyet

€VOL VEO TIAKETO Aoylopkol. H A umtoypddel To TTAKETO KAl TO TTOUAAEL OTNV
etalpia B, n omola pe tn oglpd g anodacilel va avilypdPeL TO TOKETO KOt
va To petanwAnoet og évav tedatn C. O C dev eival og B€on va emaAnBevoel
TN YyvVNolOTNTA TOU TOKETOU XWPIC TN ouvepyacia tou A. Quaolkd, autod dev
gumobilel Tn B amnd to va enavainoypaP el To MOKETO KOL VO TO TIOUANOEL
otov C cav 6lkd tou. AANG TOTE, TO TOAKETO Ba €xave TO QAYOPAOTIKO
TIAEOVEKTNMA TNG TIPOEAEUONG amd TNV yvwoTtrh €tatpia A kat enutAéov Ba
Atav EUKOAO va amodeL tel n andtn avtn.

To epwinua mou TtiBetal €dw elval OtL av ywa tnv emainbeuvon piag

unoypadng eival amapaitntn n cuvepyaoia tou unoypddovia A, 1ote T TOV

eunodilel va apvnBel otL mpdyuatt o (blog kataokevaoe vwpitepa auth TNV

urnoypadn; O A umopel va oxuplotel otL pila eykupn umoypadn eivat otnv

TPAYLLOTLKOTNTA TAQOTH Kol

a) eite va apvnBel va cuppeTtéxel otnv Stadikaocio emaAnBguong
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b) N va ekteléoel to MPWTOKOANO emaAnBguong AavBaouéva (Sivovtag
mAaotd dedopévay).

Mo va anotpéPoupe auto to evdexopevo , ota adlaudlofitnta oxrnuota
unoypadwv evowpatwvetal eva MNpwtokoAo Anokipuéng (Disavowal Protocol),
oTo omoio ogellouv Kal TNV ovopaciot TouG. XPNOLUOTIOWWVTIAC OUTO TO
TPWTOKOAAO, eival Wlaitepa SUOKoAO yla Tov A va apvnBel otL pia umoypadn
TIoU €XEL KATAOKELAOEL elval mpaypatt Sikn tou. Etol, éva adtaudlopritnto
oxnua umoypadng amoteAeital amd TPELW OCUVIOTWOEG: Tov aAyoplOuo
uroypadng, To mPwTOkoAAo emaAnBeuong KAl TO MPWTOKOAAO Aok PuENG.

Mplv MpoxwpPnoou e otnv meplypadr tou oxrjuatog Chaum kat van Antwerpen,
TIAPOOETOUE TO TTAPOKATW AL

AMuua 6.1:

Av p,q TPWTOL, TETOLOL WOTE p = 2g+1, TOTE TO0 GUVOAO G Mou aroteAeital anod Ta

I3 1 1 * ’
TETPAYWVIKA UTtoAouta modulo p twv otoeilwv TOU Zp anoteAel

TIOAATAQOLOLOTLKI) UTIOOUASA TOU Z; Taéng g.

Znpeiwon 6.1: MMopoUpe va UTIOYIOOUE pia TeTola unoopada G tou Z, mou

1-1/q

Ba amoteAeital amd TG pPEXPL TAENG q SUVAUELS TOU g = g , OTou go

TIPWTOPXLKO OTOLXELO TOU Z; , OTIWC €XOULE O€L OE TPONYOUUEVO AN

Ma va ylvouv Tlo Kotovonta Tta Tmponyoupeva, Ba efnynooupe Alyo TLo
pneBodIkA Toug pOAoUC Tou p Kal Tou g. Onwg Ba doU e, oL uTtoAoyLopOL yivovTal

otnv noAAamAaoiootiky uroopdada C tou Z; TPWTNC TA&NC. Mo CUYKEKPLUEVQ,

TIPETEL VA UTTOPOUUE va uTtoAoyiooupe aviotpodoug modulo |G| (6mou pe |G|
oupBoAiloupe TNV TAEN TG G) KoL AUTOC elval o Adyog mou |G| mpemel va eival
TMPWTOC, N umoopada G ToU TPOKUTTEL amo To ANuua, €ival n peyalutepn
Sduvatn, mou eival kot To eMBUPNTO, adou KAl TOL HNVULOTO KoL Ol UTIOYPOdEC
elvat otoeia tng G.

A¢ Solpe mMwc mpoaypatonoleital n Stadkaoio mapaywync KAWL yla TV
urtoypadn evog pnvupato¢ meG pe to adtapudlopntnto oxnuo umoypadrng
Chaum kat van Antwerpen.
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Napaywyr KAELSLOU

e O A gm\éyeEL MPWTOUC P, , TETOLOUC WOTE p = 2g+1.

e Koataokevalel tTnv TOAAAMAQOLAOTIKY umoopdda G tou Z; Taéng g Kot
urmoloyilel  €va TPWTAPXIKO OTOXED TNG g, OmMwG TepPLypAdeTAL OTN
Ynueiwon 6.1.

e FEm\éyel tuxaio aképao a, 1 < a < p-1 kat umohoyilet To B = g*modp. To
dnuooio kAewdi tou A eivat to (p,q,8,B), EVW TO LOLWTLKO TOU TO a.

To oynua vmoypa@nc Chaum - van Antwerpen

Eotw OTL 0 A B€AeL va oteidel otov B to pAvupa m e G, UTIOYEYPOUUAVO
Pnooka pe to adiapdofitnto oxnua umoypadrng Chaum — van Antwerpen,
xpnouomnolwvtag to KAewt K =(p,q,g, ).

1. Anuoupyia uroypaprg:

e O AvumnoloyileLto s =m”“ mod p .
e Itélvel otov B 1o Levyog (m,s), Omou s = sig, (m), ot n pndrakn

uroypadr tou A yLa To UV m .
2. EmaAndesvon urmoypapng:

e O B amnoktd to dnpocto kKAeWi tou A, (p,q,8, ).

e Eméyel tuxaioug, puotikolG akepaioug e, e, € Z; .

® YmoloyileLto ¢ =5 4“ mod p katTo oTéAVEL OTOV A.

e O AvurmoloyileLtto d = % modd mod p Kal to oTéAVEL tiow otov B.

e OB umnoloyiletto d'=m“g” mod p.

e Av d=d', tote ver,(m,d)= ANNONG kot o B amobéxetar tnv

urtoypadn wg Eykupn, aAALWG TNV amoppimnTeL.
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Anodeén opBotntac tng Sradikaociag emaAn@suong

Exoupe 6Tt =g modp = B* =gmodp.
Opoiwg, s=m*modp = s =mmod p .

Apa, d =c* mod p=s"“ % modp=mig>modp=d’.

Mapadeyua 6.2:

O A emléyel eTiAéyeL TpwTOo p = 467 = 2 x 233 + 1, pe q = 233 eniong mpwrto. Enetta,

, , , , =2 . , — opDig
ETUAEYEL €val TUXQio oTtowElo &o € L Kol uroAoyileL to &= & modp _
.

2’mod267 = 4, érmou 1o & elvar yevvAtopac e unoopddac G tou Z467. EmAéyel
akopn a = 101 kat urtohoyilet to B = 4'%'mod467 = 449. To Snpdoto KAeWSi Tou A
elvatto (p, g, g B) = (467, 233, 4, 449) koL TO LOLWTIKO TOU TO o = 101.

O A BéAeL Twpa va umoypdel to pARvupa m = 119. Yroloyilel tnv umoypadn
s = 119'%"mod467 = 129 kat otéAvel To uToyeypappévo pivupa (m, s) = (119, 129)
otov B. O B to AapBavel kot amoktd to Snuooto KAsLSL Tou A. Emidéyel kpudoug
e

M

233 kol umtoAoyileL To ¢ = 129% x 449*"mod467 = 13,

TO OTIOLO KOl ATtOOTEANEL oTOV A.

oKepaioug e; = 38, e, = 397

a’! modg

O A umohoyiZet a*modq = 101'mod233 =30 kard = € modp _ 13*mod467 =
9 koL to otéhvel otov B. O B umoloyiZet d’=119%%4**"mod467=9=d, cuvemndyc,
arnodéxetal TNV untoypadn wg aUOEVTIKA.

NPOTOKOAAO ANOKHPY=H>

YrnoBétoupe OtL 0 A oyupiletal OtL n umoypadn s Tou pnvUHATOG M eival
mhaotd. O B Ba mpoomabriocel va 1o SLOMIOTWOEL EKTEAWVTOG TNV TIOPAKATW
Swadkaoia, n omola otnv oucia amoteAeitat and dSuo anotuxnuéva “tpefipata” tou
TMPWTOKOAAOU emaAnBeuong Kol €vav TEAIKO €Aeyxo amo tov omoio o B Ba
amodavOel yLa Tov LoXupLoUO Tou A.

1) O B amoktd to énpoacto khelditou A (p,q, g, ).
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2) Em\éyel tuxaioug, HUOTIKOUG OKepailoug e,e, € Z; , umoAoyileL Tto
c=s%“mod p koL To oTéAVEL OoTOV A.

3) O A umoloyileLto d = % moda mod p Kat to otéAvel oTov B.

4) OB enaAnBeveLott d #m“g” mod p.

5) Em\éyeL tuxaioug, HUOTIKOUG okepaioug f,, f, € Z; , UmoAoyileL 1O
C =5 mod p kaLto oTéAvel oToV A.

6) O A umoloyiletto D = Co modd mod p Kat to otéAvel oTov B.

7) OB enaAnBeleL 6Tt D= m’ g mod p.
8) Xuumepaivel OtL n s eival ovtwg mAaot umoypadn av Kal povo av
(dg™)" =(Dg )" mod p.

Oswpnpa 6.1:
Av s #m”“ mod p, 6nAadn n unoypadn s eivat mAaotr kat ot A kat B akoAouBricouv

owotd to MpwtdkoAlo Artokripuéng, tote (dg )" =(Dg )" mod p .

Anobden:

Exoupe 6Tt (dg™@) =((s" ) g ) modp= s B Nigeimodp =
59 figahigehi mod p = 59/ mod p (1)

adot d =c* mod p, ¢=s%mod pkat f=g*modp.

Opolwe, ypnowonowvtag T oxéoel, D=C* modp kat C=s'B"modp,
katoAfyoupe oto 6t (Dg )% = 54/ mod p (2)

Ao TG ox€oelg (1) kat (2) mpokumtel To {NTOUUEVO.

Mapadbeyua 6.3:

‘Eotw OtL 10 dnpdoto kAewdi tou A eivair to (p,q,g, ) = (467, 233, 4, 449), evw

TO LOWWTIKO Tou To «a = 101. Yroypddel, Emelta, To HAVUMA m = 286 WE TNV MAAOTA
urnoypadn s = 83 kaL mpoonabel va neioel tov B 0tL n untoypadr dev eival €ykupn.
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O B en\éyel tuxaioug akepaioug e = 45 kat e, = 237 €Z,,,, umoloyileL tnv
wu c= 83%x449%"mod467 = 305, Tnv onola Kot anootéMet otov A. O A Thpa
uroloyilel 0 d= 305°°mod467 = 109 kat T0 amootéMeL otov B, o omoiog
enoAnBevel 6Tt m“ g mod p= 286%x4%'mod467 = 149 = 109. Koatémwv, o B
en\éyel tuxaia f= 125 kau f,= 9 €Z,,,, unohoyilet to C = 83'*°x449°mod467 =
270 Ko To oTéAvEL oToV A.

O A uroloyilel to D= 270°mod467 = 68 Kol to otéhvel otov B, 0 omoiog
emaAnBevel 6Tt m'g” modp= 286'x4°mod467 = 25268 umoloyilel Ta
(dg™)" mod p =(109%4%*")*mod467=188,

(Dg™ )" mod p = (68x4°)”mod467 = 188.
Eddoov mpoékue (dg )" = (Dg *)% mod p, o B cupnepaivel Tt dvtwg n s

eilval mhaotr unoypadn.

6.2.1 AXPAAEIA TOY XXHMATOZX YIIOTPA®HXE Chaum - van Antwerpen

H aodalela tou oxnpatoc untoypadrc Chaum — van Antwerpen Baoiletal otn
SduokoAia eniAuong tou MpoPAnuatog Atakpttol AoyapiBuou (DLP) otnv unoopdda
™me Z*p 14éng ¢ . Emiong, oto emopevo Oswpnua anodekvietal 6Tt n mbavotnta va
Sextel o B pia mAaotr umoypadn wg éykupn ival e€apetika pikpn. Ankadn, o A
elval oxebov aduvato va efamatnosl Tov B KAvovtag tov va amodextel pio mAaoth
uroypadn wg £ykupn.

Qswpnua 6.2:
Av s #m“ mod p, tote n mBavotnta va Sextel 0 B 10 s wg €ykupn umoypadn yla to

uAvupa m elvattomoAv 1/q.

Anodeiln:

Enedn s, eival katl ta dUo otolxela tng umoopddag G kat |G| =g, Omou ¢

PWTOG, KABE MPOKANCN ¢ avtloTol el o€ akpLPwWG ¢ Slatetayuéva Leuyapla (e,e,).

85



Otav o A AapPavel pla mpokAnon ¢, & pnopel Pe kavéva TPOmo va BpeL oo anod
Ta g uBavad {euyapla (e, e,) XPNOLHOMOINCE 0 B yLa va TNV KOTALOKEVAOEL.

loyuptoudg: Av s #m”“ mod p, TOTE yla TNV KOTOOKEUR KABe TBavig amokplong

d € G, o A xpnowomolei akplBwg Eva amd autd ta g Statetaypeva Levyn (e,e,).

Adou to g elval mpwtapyko otoeio tng G, t0Te KABe otoeio tng G
ypadetal wg kamnota duvapn tou g, 6mou o ekBETNG opiletal povadikd modulo g .
Opitovpe c=g'modp, d=g’'modp , m=gmodp kar s=g'modp, 6mou
i,J,k,l €Z,. Tvwpiloupe o1t
{c =59 3% modp} . {gi = g"g“* mod p} - {i =le, + e, mod q}

d =m° g modp g/ =g" g% modp j=ke, +e, modg

YroBEtoupe Twpa OTL s €ival pia mMAaoty unoypadn yla To pAvUuo m , dapa
szm*modp = g # g™ modp = [+#akmodq .

O mivokag CUVIEAECTWVY TOU OUCTAUOTOG TwV Looduvaplwv modulo g €xeL pn
undevikn opilouoa, apa to cluotnua £xel povadikr AUon. Autd onpaivel OtL KaBe
d € G eivaL n ocwotn anokplon ya akpPwg eva anod ta g mbava Slatetaypéva
levyn (e, e,). Zuvenwc, n Bavotnta o A va dwoel otov B pla anokpon d, tetola

wote ver, (m,d) = AAnONAg, eivat akppwg 1/¢ .

Oa e§etdooupe Twpa TNV mBavotnTa va mpoomabnoeL o A va amoknpugel pia
€ykupn umoypadr. e auth TNV MepiMTwon, UMoBEToupe OTL 0 A ektelel TO
TPWTOKOAAO emaAriBguong AavBaopéva katl kataokevalel mhaotd d kot D. Etol,
oT0 Bewpnua Tou akoAouBel, UTIOBETOUE LOVO OTL O A UTIOPEL VO KATOLOKEUAOEL d
Kal D, £€Tol WOTE va LkovorolouvTal oL cuvlnkeg ota Bripata (4), (7) kot (8) Tou
MpwtokoAAou Amoknpuénc.

Qswpnua 6.3:
Av s=m“mod p kaiL o B akolouBnoetL 1o MpwtdkoAo Amoknpuéng, Tote, av o A

Swoel maotd d kat D, wote d#mig®modp kau Dzm'g”modp, n

mBavotnta (dg )" # (Dg )" mod p eivar 1-1/4.
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Anodeln:

Oa KAVOULLE XProN TNG AIaywyng LG ATOTOV.

Eotw ot (dg2)" = (Dg )" mod p. H oxéon auth, unopet va ypadtei otn
wopdy D=dl'g"modp, oémov d,=d" g *“modp. And to Oswpnua 2,
CUVETAYETAL OTL N TBavOTNTA TO s va eivat pia ykupn umoypadn ya to d,, eivat
1-1/¢g. YnoBétoupe twpa OtL To s elval pio €ykupn umoypadn ywa 1o m.
MapatnpoUpe OTL  elvat  TOAU  peyadn n mbavotnta  va  LoXUEL
m*=dfmodp = m=d,.Opwsg, apol d#mg>modp = m=d" g™ “modp.
Adol d,#d"“g " mod p, éxoupe 6t m=d,, to onolo épxetal oe avtiBeon ue

NV Un6Beon pag.

87



6.3 TA XXHMATA YIIOI'PA® QN FAIL-STOP

Ta oxAuata umnoypadwv Fail-Stop moapéxouv emumAéov aodpaAela ywa Vv
TEPUMTWON OMOU  KATOWO¢ TOAU  Loxupog avtimaAo¢ 6Oa upmopolos  va
mAaotoypadnoel pia vmoypadn. MNpokettat yia oxnuata Pndlakwv vnoypadwy, Ta
orola EMTPEMOUV oTov uTtoypadovta A va amodeifel pe mMoAU peyaAn mbavotnta
OTL pia OxtL mpaypatikd Stk tou umoypadn eival Oviwg mAaotr. Mo CUYKEKPLUEVQ,
otnv mepimtwon mou kdmolog avtinmalog [ katadépel va mAaotoypadnoeL tnv
urnoypadrn tou A, n mAactoypddnon UMOpel v QVIXVEUTEL KOL O HNXOVLOMOG
urnoypadng dev Ba EavaxpnolponownBei. Etol, o xapaktnplopog fail-then-stop Ba
Atav e€loou ocwotoc.

Eva oxfiua unoypadng Fail-Stop mpotdbnke to 1992 amd toug van Heyst kat
Pedersen. To oxAua auto, €ival éva oxAua umoypadng pag xprnong (omwg to
Lamport), To omoio amoteAeital amno TPEL CUVIOTWOEG: ToV alyoplOuo umoypadng,
Tov aAyoplBpo emaAnBsuong kot evav alyoplbuo anodeléng tng mlactoypadnonc.
Onwg Kal ota oXNUATA TILOTOMOLNOoNG TOUTOTNTAC, TMPWTAPXLKO POAO KATEXEL pia
‘Eurotn Apxn (TTP).

H TTP em\éyel mpwtoug p,q TETOOUG wote p=2g+1 kat to MpoBAnua

Awakprrov AoyapiBpou otn Z, va givar anpootto. Emumeov, emAEYEL g TPWTAPXLKO
otolyelo Ttou Z; Kal TUXolo aKépalo « € Z; kat urtoAoyilel to f=g“mod p. Ta

P,q,2, [ €lval nUoolwg yVwoTd, EVW O OKEPOLOG a KPATELTOL HUOTIKOG amd TNV
TTP.

Napaywyn KAELSLOU:

e O AemeyeL TUXQLOUG, HUOTIKOUG OKEPALOUG X;,X,, V), Y, €Z, -

e Ymoloyiletta y, =g" S modp kaL y, =g”" > mod p .

To 6npooto kAewdi Tou A givalto (y,,7,) KALTO WBWWTIKO TOU T0 (X,,X,, )}, ;) -
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To oymua vmoypa@ncg van Heyst - Pedersen

YroBetoupe OtL 0 A Belel va oteilel eva pvupa meZ,, UTIOYEYPOULEVO

Pnolakd pe to oxnua untoypadng twv van Heyst — Pedersen, xpnolLonolwvtag to
KAEWL K = (71,75, %, %,, V15 1,) -

1. Anutoupyia urtoypapngc:

e O Avunoloyilet s, =x, + my, modg Kkat s, =x, +my, modg.
e Jtelvel otov B 1o levyog (m,s), omou s=(s,S,)=sig,(m) n

uroypadr Tou A yLa To HAvupa m .

2. EnaAn9euon umoypaprc:

e O B amoktd to dnpocto kKAewbitov A (7,,7,).
e Yrohoyilel v, =y, mod p katL v, =g" f* mod p .
e Av v =v,, tOTe ver,(m,s)= AANNBAG kot o B amodexetar tnv

uroypadn wg Eykupn.

3. Anddeién tn¢ nAaotoypapnong:

YnoBétoupe OTL 0 A €XEL 0TNV KATOXA TOU pio umoypadn s' = (s/,s,) ywa éva
HAvupa m, Tétold wote s #sig.(m) ko ver,(m,s) =AAnBAg. Oa
npoonadnost va amodeifel otL eival mAactoypadnuévn. H amodelen tnc
mactoypadnong eivar n tun a =log, B, adol 0 a Eival ywwoto Hovo
otnv TTP.

e O A vunohloyileL tnv umoypadn s=(s,,5,) ya@ TO HAVUHA m

XPNOLLOTIOLWVTOG TO LOLWTIKO Tou KAEWL (X,,X,,,,V,).
e Avs=s', emotpédel oTto MPWTO BAMA Ko SnULoupyel vEo KAELSL.
e Avs=s',unoloyilel o, = (s, —s])(s, —s3)  modg .

e Av a=aqa,,t0te n unoypadn s’ elvat dvtwg mhaotr.

Inueiwon 6.2: H mBavotnta va oxvel s =s' oto SUtepo Bripa Tou alyoplduou

anodegng mhaotoypadnong ivatr 1/ g .
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Anodeén opBotntac tng Sradikaociag emaAn@suong

Exovpe ot v =y =(g" BN )" =g " T =g " B =v,mod p.

Anddeifn opBotntac tng Stadikaociag anddegng mnAaoctoypdadnong

Exoupe OtL 5" # sig, (m) kot ver, (m,s’) = AAnBNg.
AUTO onpaivel 6TL 7,75 = g" B mod p .

Enedn s elval n uroypadn tou A yia To pfivupa m, .oxVeLotL 7, =g S mod p .

Emouévwg,
g pe = g‘“",é""é mod p = g‘“"“'f = g“(‘vé""z) modp = s, —s =a(s,—s,)modgqg,

Apa o = (s, —s))(s, —s5) 'modg =q, .

Mapadeyua 6.4:

H ‘Eumotn Apxn TTP emhéyel Toug mpwtoug p = 3467, g = 1733 kot Bplokel
MPWTOPXKS oTolXelo g =4 tou Z,,,, T4€ng 1733, En\éyel a = 1567 kot urtoloyilel
[ =4 =514, HTTP yvwotonotei ta (p,q,g, B) = (3467, 1733, 4, 514).
O A emiNéyel x, = 888, x, = 1024, y, =786, y, = 999 € Z,,,, KoL urtoAoyileL Ta

7, = g" B mod p = 4°¥¥514'%*mod3467 = 3405,

7, =g" > mod p = 4’*°514°*°mod3467 = 2281.
To énpooto kAewdi tou A eivat to (7,,7,) = (3405, 2281) kot TO SLWTIKO TOU TO
(X,,%,,,,7,) = (888, 1024, 786, 999).
YnoBétoupe Twpa 6tL 0 [ mAaotoypddnoe tnv unoypadn s = (s/,s;) = (822, 55) yia
o pAvupa m'= 3383. H umoypadn autr, yivetat amodekti amd tov B yuati
LkavoTtoLel Tn ouvOnkn emaAnBguong. Mpaypatt,

V] = 7,72 mod p = 3405x 2281****mod3467 = 2282

vl = g" % mod p = 4***x514>°mod3467 = 2282
Emopévwg, v =v; .
MNa vo anodeifel Tnv mAaotoypdadnon, o A xpnoLUomolel To LOLWTIKO Tou KAELSL Kot
urnohoyilet tnv umoypadn Tou s =(s,,s,) yato m'=3383:
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s, = x, +m'y, mod ¢ = 888 + 3383 x786mod1733 =1504
s, =x,+m'y, mod g = 1024 + 3383x999mod1733 = 1291
AdoUl s #s', o A urtoloyilet
ay = (s, —s))(s, —s3) " modq = 682x 1236 mod1733 = 1567 = «
Ouwg, 0 a elval yvwotog povo otnv TTP, cuvenwg n eVUPecr) Tou amoteAel amodelén

™¢ mAaotoypadnonc.
[

6.3.1 AXPAAEIA TOY XXHMATOZX YIIOT'PA®HX van Heyst - Pedersen

H aocdalela tou oxnuatog umoypadnc van Heyst — Pedersen Baciletal oto
yeyovog otL to MpoPAnpa Aakpitoy AoyapiBupou oto Z, eival anpootto, Onwg
g€xoupe nén avadepel. EmumAéov, Ba Seifoupe 0TL N mBavoTnTa KAmolog aviimaiog I
VO UTIOPECEL VO KOTAOKEUAOEL Ml mAaoth umoypadn ya €va pAvupa m',
6ebopévng ploag umoypadng s ywa éva pAvupa m, €lval mapa mMoAU Hikpr. Oa
Eekwvnooupe Sivovtag £va XprioLUo OpLOUO.

M AL’)O K}\Eléld K:(71a72’x1’x2’y1’y2) Kat K’:(}/{’}é’xl”x;’yl”y;),

Aéyovtal tooduvapa av y, =y, KoL ¥, =7, .

Napotnpolpe OTL n ouvaptnon enaAnBeuong ver, (m,s) eaptdatol povo amo
TLG TLHEG TWV HETABANTWV 7;,7,,m Kot s. Na dUo toodUvapa KAELSLA Ol TULEG QUTEG
ouprtintouv. Eivat ebkolo va anobdeioupe ot av K, K' sivat tcoduvapa KAelSLA Kat

ver, (m,s) = ANnBNg, Tote ver, .(m,s) = AAnBAG.

To mopakdtw ARUpa pag Seiyvel ot dedopévng Hlag €ykupng umoypadng s
yla éva pnvupo m, umapxouv g Stadopetikd kAeldLd ou Ba pmopovoav va £Xouv

XPNoLomotn6el yla tTnv mapaywyr autr¢ t¢ umoypadng oTo HRVUHa.

Aqppa 6.2:
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Av s=sig,(m), TOTE UMAPYOUV AKPLPW oobuvapa kAewblad K', €tol wote
K q

s = 8ig, .(m).

Anodeilln:

Eotw (y,,7,) T0 dnuoolo kAewi. O€houpe va npocdlopicoupe to MARB0G OAWV Twv

TOavwV TETPASWVY WOTE va LKAVOTIoloUVTAL Ol AKOAOUBOEG OXEDELCG:

7, =g" S modp
Y, =g"p" modp
s, =X, + my, mod g

s, =X, +my, mod g

Adou to g eivat yevvrtopag Tou Z, , TOTE UTIAPXOLV povadika ¢,c,,¢, € Z,, TETola

woTE
7, =g"modp
7, =g modp
p=g“modp

Me avTLKOTAOTACN QUTWV OTLG TIPONYOUEVEG OXECELG, TIPOKUTITEL TO akOAOUBO
cuoTNUa EELOWOEWV:

¢, =X, +c,x,modg
¢, =y, +¢y, modg
s, = X, + my, mod g

s, =X, +my, modgq

TO omoio o€ popodn mivaka ypadetal wg:

I ¢¢ 0 0} x G
0 0 1 x| |
10 m Oyl |s
01 0 m)ly S,

O BaBuog Tou mivaka TwV cUVTEAECTWVY LoouTal pe 3 (MPEMEL va elvat TouAdxLloTtov 3,
adou 7,7, KAl 7, EVOL YPOUUKGE QVEEAPTNTEG OTOZ , KA ETWTAEOV, UMOPEL va ival
10 MOAU 3, adol 7 +mr, —r, —c,r, =(0,0,0,0), 6mou 7, eival n i-ootr ypapur tou
miivaka). EMopévwe, n 8laotaon Tou Xwpou Twv AUCEWV oouTal He 4 - 3 = 1. Apa,
umapxouv akplBwg g AUCELG yLa TO cUCTNHAL.

[
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Ma kaBe GANo puRvupa, Opwe, m' #m, auTd o g SladopeTikd KAELSLA Ba
dwoouv SladopeTikég umtoypad£c. AmodelkvieTal OTL, Sedopévng Hlag urtoypadng
sy éva pvupa m, n mBavotnta evag avtinalog I va mopéoel va mapagel pia
éykupn umoypadn s yla éva pivupa m' givat ion pe 1/ ¢ . To anotéheopa autod
elvat ave€dptnto Twv umoAoylotikwy duvatotHTwy Tou avtutdAou I H acpdAela
e€aodaliletal anod to yeyovog otLo ' dev pnopel va yvwpilet pe moLo anod ta g
mBava KAeldLd o A Kataokevaoe TNV uTtoypadr Tou.

Map’6Aa autd, og epimtwaon mou o I katapEpeL TEAKA va MAaoTtoypadroeL
TNV unoypadn Tou A o€ KAToLo HAVUUQ, 0 A pmopel va anodeifel tnv mAaotoypadia
ue mBavotnta 1-1/ ¢, akohouvBwvtag tn Stadikacia anddegng mhaotoypadnonc.

TéAog, av o A xpnotpomnotiosL to i6lo kKAeldl K yla tnv untoypadn dvo
UNVULATWY, N umtoypadr Tou pmopei va mAaotoypadnBdel. Autoc eivat o Adyog rtou
TO oo TwV van Heyst - Pedersen katatdostal ota oxnuata Pndlakwy
urtoypadwv pLog xprnong (one-time).
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