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ABSTRACT

While in the near future everything will be tagged with Radio Frequency
Identification (RFID) tags, localization of these tags in their environment is
becoming an important feature for many RFID-based ubiquitous computing
applications. RFID is designed, by definition, to provide wireless object
identification. It is developing fast and has become the industry standard for
logistic and passport identification. RFID tags are usually very small, especially
passive ones. The reading distance is enough for indoor use and RFID tags are very
cheap. The issue being tackled here relates to the problem of object location in
wireless sensor networks, a specific problem in localization. Localization primarily
refers to the detection coordinates of a node or an object. RFID is one of the most
promising technologies for indoor location awareness applications. This work
constitutes of two sections:

1) It presents the Identification of Employees in National Technical University in
Athens (IE-NTUA), when the employees access to a certain area of the building
(enter and leave to/from the college). Radio Frequency Identification (RFID) is
applied for identification by offering special badges containing RFID-tags, in order
to reduce administration time and more importantly to keep status by storing a full
academic record.

2) It introduces an approach named Multidimensional Scaling (MDS) for
estimating the location of unknown RFID tags within the area to facilitate locating
all tags in a RFID network and to reduce localization cost and environment
complexity. It measures the distances between the reader and tags using the log
normal distance path loss propagation model for indoor environment based on RSS
measurement. The main advantage of this technique is the reduction in number of
expensive RFID readers and moreover it can better tolerate noises. However,
signals in indoor environments are generally harshly impaired because of multipath
propagation and the variable factors in the surrounding environment, resulting in
tags with very limited capabilities which pose many challenges for positioning
them.

Multipath interference is avoided by selecting the strongest/maximum received
signal for detection on RFID tags, which may have been dropped almost the RF-
interference, because RSS has an inverse proportional relationship with a distance



from receiving station (i.e., it has a short path between the transmitter and
receiver), that will be leaded to decrease a measurement error of location
estimation.

According to this condition, we present the effect of propagation parameters on
localization accuracy by varying these parameters to observe probability
distribution of estimated distance, where the propagation parameters in indoor
environments make working with signal strength measurements challenging. Then
we model the ratio of the effect path loss on the received signal strength for each
RFID tag in the detection area which is determined by the reader. To alleviate
measurement error on the location estimation, the proposed model is based on
knowing the effect of path loss on the received strength for each RFID tag in the
coverage area to measure the received signal, which has Maximum RSS relative to
Minimum PL (Max RSSPL). The goal is to reduce distance between the estimated
and the actual RFID tags position, which leads to reduce localization error and
increase localization accuracy of our technique to get accurately the location of
object tags.

Keywords: Radio Frequency Identification; Received Signal Strength;
Multidimensional Scaling; Wireless Sensor Networks; Non-Line-of Sight; Radio
Frequency.



Toavtonoinon RFID Xvotmuatog Ecotepukod Xwpov
kou Emppony tov Ilopapétpov Awdooong otnv
Axpipelo Evtomopon

NEPINHWH

KaBwg oto eyydg péilhov ta mavro Oo onuoivovtor pe eTkETEG
tavtonoinong pécw paodtocvyvotntov (RFID), o eviomopdc oavtav tov
ETIKETOV oTO0 mepdAiov Toug opyilet va omoteAel €va  ONUAVTIKO
yopoktnplotikd yio. mtoAhéc RFID-based movtayod mopovcec LTOAOYIOTIKEG
epapuoyéc. H teyvucn RFID éxel oyediaotel €€ opiopov, yio va mopéyet
OCUPLOTY TOVTOTOINGT oTolryeimv. Avamtucocetol ypryopa Kol £yel Yivel 10
Bopunyavikd mpOTLTO GTNV AVOYVOPICT) KOl TALTOmoinon mpoidviwv. Ot
etkéteg RFID glvar cvuvnBmg mohd pikpés, €dwkd or madntikés. H andotoaon
avAyvmong eivol ETOPKNG Yoo (PNOT GE ECMTEPIKOVE YOPOVS KOl Ol ETIKETEG
RFID eivat oAb otkovopikéc.

To {mua mov avaAvetonr €dd oyetiletar pe to mPOPAnua g 0€ong

OVTIKEYWEVOD GE aoVpUaTe OiKTLO UGONTAPOV, Vo, GLYKEKPIUEVO TPOPANLL
ot Swdkacio evromopod. O evromiopdc (localization) avagépeton Kvpimg
OTIC GUVTETAYUEVEG EVIOMIGHOV €vOC KOUPoL 1 evog avtikelévon. H pébodog
RFID eivon pio and 11¢ mAEOV LWOGYKOUEVEG TEYVOAOYIEG YO EQAPLOYES
ECOTEPIKOD YOPOV OV OPOPOLY TNV TALTOTOINGT Béong. Avt) m HeALTn
anoteleital and 6vo uépn:
1)  Iopovoialer v Tavtomoinon tov Epyalouévov tov Ebvikod
MetaoBov TloAvteyveiov (EMII-IE), 6tav ot epyalduevol £xovv mpodcPaon oe
Hio GLYKeEKPIEVN meploy] Tov Ktipiov (gicodo kot €Eodo mpog / amd To
navemiomuo). H pébodog tavtomoinong péom padiocvyvotriteov (RFID)
EQOPUOLETOL YIOU TNV TOVTOTOINGT, TOPEXOVTIAS E0IKA AVOYVMOPIGTIKO TTOV
nepieyovv etikétec RFID, mpokeévou va petwbet o ypdvog dayeipiong kot 1o
T onuovtikd yw va owatnpndet to Status oamoOnkedoviag pior TAPN
QKOO LLOAKT) KOTOy poLp).



2)  Ewdyer wo wpocéyyion mov ovoupdletor IToAvdidotarn KAdkmon
(MDS) yw v ektiumon g 0éoncg dyvootov etketov RFID péoa oty
TEPLOYN, DOTE VO OLEVKOADVEL TOV EVTOTIGUO OA®V TOV ETIKETAOV GE £va dIKTLO
RFID xat vo peidoel 10 KOGTOG EVIOMIGUOD KOL TNV TOAVTAOKOTNTO TOV
nepParrovtoc. Metpd T1G omooTACELS LETAED OVOYVAOGT KOl ETIKETOV WLE TN
YPNON TOL LOVTIEAOV OTTMAELOS SLOPOUNG, TOV GLGYETILEL TIG OMMAEIEC LE TO
Aoyap1Bo TG amdcTAONG Yo TO E6MOTEPIKO TEPPAAAOV Ko TO omoio PacileTon
ot pétpnon RSS. To kvplo mieovékTnpa avTAg TG TEXVIKNG €lval N peiwon
0V apBpov TV akpiav avayvootdv RFID kot 1 kaddtepn avoyn Bopvpov.
Q61060, TO. GNUOTO GE EGOTEPIKOVS YDPOLS EIVOL YEVIKA CMUAVTIKA LEI®UEVOL
AOY®D NG 0164000MC TOAAATADY O OPOUDY KOl TOV UETAPANTOV TOPAyOVI®OV
otov TEPIPAALOVTO YDPO, LE OTOTEAECUO ETIKETEC UE TOAD TEPLOPICUEVES
duvatdHTNTEG TOL BETOVLY TOAAEC TPOKANGELS Y10 TNV TOTOOETNGN TOVC.

H mopepforny moAhamAng Swdpoung oamo@edystal  €mMAEYOVIOS 1TO
16yVpOTEPO / HEYIGTO AapPoavopevo onua Yo aviyvevon ot etikéteg RFID, ot
omoieg pmopet va £yovv méoel oyedov otic RF-mapepPfolréc, emedn 1o RSS éxet
Ho avTioTpoOQm¢ availoyn oyéon MHe TNV amoctacn ond to oTtafud ANyng
(OnAadn, &xel éva cUVIOHO HOVOTATL UETAED TOV TOUTOV KOl TOV JEKTN), TO
omoio Ba odnyndel yio peimwon Tov cEAALATOC LETPNONG OTNV EKTIUNGN NG
tomobeciag.

YOUQOVO HE OVTN TNV KOTAGTOGY, TAPOVCIALOLUE TNV Emidpacn T®V
TOPAUETPOV O1Ad00oNG otV akpifela evtomicouon, HEC® TG HETAPOANC VTOV
TOV  TOPAUETPO®V  YIO. TOPATAPNON TNG KATOVOUNG mOAVOTHTOV U0
VITOAOYIGUEVNG OmOGTACTG, OOV Ol TOPAUETPOL OLO00NG GE ECOTEPIKOVE
YOPOVE KAVOLV TNV £pyacio Le LETPNGELS EVIOYLONC TOV GNUATOC VO ATOTELEL
TpOKANOT).

‘Eneita povtelomolodpe v avoloyio emidpaong TG OmMOAENS O10OPOUNG
6T0 AOUPOVOUEVO GO Y10 KAOE ETIKETA AVOPOPAG GTNV TEPLOYN OViXVELONG M
omtoion kaBopileton amd tov avoyvaoot. o Tov TEPOPIGUd TOL GPAAUOTOG
puétpnong oty extiunon g 0éong, 1o mpotewvduevo poviéro Pacileton o
YVAOGON TG EMIOPOONG TNG ATMOAELNG SLOOPOUNG 6T AapPavopevn 1oyL yio Kébe
ETIKETOL AVOPOPAG GTNV TTEPLOYN KAALYNGC, Yol TN LETPNON TOL AQUPavOUEVOL
ofuotog, To omoio £xet péytoto RSS avaroyo tov eddyiotov PL (Max RSSPL).
O otdyog eivar va peiwbet n amdotoon HETad TG EKTYUMOUEVNG KOl TNG



npaypatikig 0éong tov etket®v RFID, xdtt mov odnyel oe peiwon tov
OQAALATOC EVIOTICUOD Kol 6€ adénomn g akpifelog EVIOMGUOD TNG TEXVIKNG
uoc, ®ote vo AdPete eTkéteg axpPovg tomobeciag evog aVTIKEEVOV.
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CHAPTER ONE

INTRODUCTION

1.1. Wireless Sensor Networking

A Wireless Sensor Networks (WSNs) is a network of small sensor nodes (SN)
communicating among themselves using wireless communication, to sense the
physical world. It combines distributed sensing, computation and wireless
communication technologies. Distributed sensor networks have been discussed for
more than 30 years, but the vision of WSNs has been brought into reality only by
the recent advances in wireless communications and electronics, which have
enabled the development of low-cost, low-power and multi-functional. Sensors that
are small in size and communicate over short distances. Today, cheap, smart
sensors, networked through wireless links and deployed in large numbers, provide
unprecedented opportunities for monitoring and controlling homes, cities, and the
environment. In addition, networked sensors have a broad spectrum of applications
in the defence area, generating new capabilities for reconnaissance and
surveillance as well as other tactical applications [1].

WSNs consist of a possibly large number of wireless devices able to take
environmental measurements. Conditions such as temperature, sound, vibration,
pressure, motion or pollutants could be monitored on a large scale using spatially
distributed WSNs (from tens to thousands of nodes). Because of its variety in
function and flexibility in deployment, numerous potential applications could be
developed using WSNs. These sensor readings are transmitted over a wireless
channel to a running application that makes decisions based on these sensor
readings. Recently, there has been a great impetus to make these devices wireless,
exploiting the advantages of wireless networks. First, wireless sensor networks do
not need wiring. Installing wires for wired sensor networks in an existing building
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often are prohibitively expensive. Second, wireless sensor networks can be
deployed in dangerous areas such as battle grounds and radioactively contaminated
sites. Sensors can be dropped from an airplane or shot as projectiles. Third,
wireless sensors can be deployed in places where electrical power is not readily
available. Overall, wireless sensor networks can be used in a wider range of
applications [2].

A wireless ad hoc network is a decentralized type of wireless network. The
network is ad hoc because it does not rely on a pre-existing infrastructure, such as
routers in wired networks or access points in managed (infrastructure) wireless
networks. Instead, each node participates in routing by forwarding data for other
nodes, so the determination of which nodes forward data is made dynamically on
the basis of network connectivity. In addition to the classic routing, ad hoc
networks can use flooding for forwarding data. An ad hoc network typically refers
to any set of networks where all devices have equal status on a network and are
free to associate with any other ad hoc network device in link range. Ad hoc
network often refers to a mode of operation of IEEE 802.11 wireless networks [3].

Wireless ad-hoc sensor network has recently attracted much interest in the
wireless research community as a fundamentally new tool for a wide range of
monitoring and data-gathering applications. Many applications with sensor
networks are proposed, such as habitat monitoring, health caring, battle-field
surveillance and enemy tracking, and environment observation and forecasting. It’s
applied in some situations where most existing sensor positioning methods tend to
fail to perform well, an example being when the topology of a sensor network is
anisotropic [4].

1.2. Overview of Wireless Localization Techniques

In this chapter, we provide an overview of various aspects of WSNs systems with
a focus on the applications covered in the chapter as well. A variety of methods
have been developed for the purpose of object localization. Having identified the
common measuring principles, the positioning algorithms and the important
performance metrics of location positioning systems, we are able to discuss
specific systems. There are two basic approaches to designing a wireless
geolocation system. The first approach is to develop a signaling system and a
network infrastructure of location measuring units focused primarily on wireless
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location application. The second approach is to use an existing wireless network
infrastructure to locate a target. The advantage of the first approach is that the
designers are able to control physical specification and, consequently, the quality
of the location sensing results.

The tag with the target can be designed as a very small wearable tag or sticker,
and the density of the sensor can be adjusted to the required positioning accuracy.
The advantage of the second approach is that it avoids expensive and time-
consuming deployment of infrastructure. These systems, however, may need to use
more intelligent algorithms to compensate for the low accuracy of the measured
metrics. Several types of wireless technologies are used for indoor location. Fig.1,
depicts a rough outline of the current wireless-based positioning systems. We focus
on the wireless positioning systems primarily for indoor situations. There are some
classification approaches to surveying the indoor positioning system, such as
application environments (such as 2-D/3-D positioning in office, warehouse, etc.),
positioning algorithms, and wireless technologies [5].

1.2.1. GPS-Based

Global Positioning System (GPS), or its differential complement DGPS [6], is
one of the most successful positioning systems in outdoor environments. It
developed by the United States, is a localization technology based on a
constellation of about 24 satellites orbiting the earth at altitudes of approximately
11,000 miles. Similar systems are being developed by other countries. As the most
widely used localization system, GPS employs time-of-arrival of RF signals for
localization. It measures the time delay between transmission and reception of each
GPS radio signal to calculate the distance to each satellite, and applies the principle
of Multilateration to determine the position.
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Figure 1: Outline of current wireless-based positioning systems [5].

GPS have been used in resources investigation, transportation navigation and
monitoring, electronic mapping, and military operations. A GPS system mainly
consists of GPS satellite constellation, ground control network, and user equipment
(often called GPS receivers). There are two levels of service, namely, a standard
positioning service (SPS) for general civil use; and a precise positioning service
(PPS) for military use which demands higher position accuracy. While GPS works
well outdoors, it performs poorly or even cannot work in indoor environments.
This is because the radio signals are blocked by buildings, and thus the transient
time of light is rather difficult and costly to measure , that leads to poor coverage
of satellite signal for indoor environments decreases its accuracy and makes it
unsuitable for indoor location estimation.

1.2.2. Cellular-Based

A number of systems have used Global System of Mobile/Code Division
Multiple Access (GSM/CDMA) Mobile Cellular Network to estimate the location
of outdoor mobile clients. However, the accuracy of the method using cell-ID or
Enhanced Observed Time Difference (E-OTD) is generally low (in the range of
50-200 m), depending on the cell size. Generally speaking, the accuracy is higher
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in densely covered areas (e.g., urban places) and much lower in rural environments
[7].Indoor positioning based on mobile cellular network is possible if the building
Is covered by several base stations or one base station with strong RSS received by
indoor mobile clients. Otsasen et al., presented a GSM-based indoor localization
system in [8]. Their key idea that makes accurate GSM-based indoor localization
possible is the use of wide signal-strength fingerprints.

The wide fingerprint includes the six strongest GSM cells and readings of up to
29 additional GSM channels, most of which are strong enough to be detected but
too weak to be used for efficient communication. The higher dimensionality
introduced by the additional channel dramatically increases localization accuracy.
They present results for experiments conducted on signal-strength fingerprints
collected from three multifloor buildings using weighted KNN technique. The
results show that their indoor localization system can differentiate between floors
and achieve median within-floor accuracy as low as 2.5 m. The same method could
be applied in 1S-95 CDMA and 3G mobile network.

1.2.3. Ultra-Wide Band (UWB)

UWB is based on sending ultra-short pulses (typically<1 ns), with a low duty
cycle (typically 1: 1000). On the spectral domain, the system, thus, uses an UWB
(even >500 MHz wide). UWB location has the following advantages [9]. Unlike
conventional RFID systems, which operate on single bands of the radio spectrum,
UWB transmits a signal over multiple bands of frequencies simultaneously, from
3.1t0 10.6 GHz.

UWB signals are also transmitted for a much shorter duration than those used in
conventional RFID. UWB tags consume less power than conventional RF tags and
can operate across a broad area of the radio spectrum. UWB can be used in close
proximity to other RF signals without causing or suffering from interference
because of the differences in signal types and radio spectrum used. UWB short
duration pulses are easy to filter in order to determine which signals are correct and
which are generated from multipath. At the same time, the signal passes easily
through walls, equipment and clothing. However metallic and liquid materials
cause UWB signal interference. Use of more UWB readers and strategic placement
of UWB readers could overcome this disadvantage. Short-pulse waveforms permit
an accurate determination of the precise TOA and, namely, the precise TOF of a
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burst transmission from a short-pulse transmitter to a corresponding receiver [10]
UWB location exploits the characteristics of time synchronization of UWB
communication to achieve very high indoor location accuracy (20cm).So it is
suitable for high-precision real-time 2-D and 3-D location.3-D location positioning
can be performed by using two different measuring means: TDOA, which is
measuring the time difference between a UWB pulse arriving at multiple sensors,
and AOA. The advantage of using both means in conjunction is that a location can
be determined from just two sensors decreasing the required sensor density over
systems that just use TDOA. To date, several UWB precision localization systems
have been fielded [11] [12]. More UWB knowledge and products are given in Ref.
[13] [14].

Microwave frequency, covered by the UWB frequency band, is used in Siemens
local position radar (LPR) [15]. Siemens LPR is an RTOF system, in which the
RTOF between a transponder unit and measuring units/base stations is measured
via the frequency modulated continuous wave (FMCW) radar principle. It was
launched for industrial applications like crane and forklift positioning. It is
applicable only for LOS environment.

1.2.4. WLAN (IEEE 802.11)

This midrange Wireless Local Area Network (WLAN) standard, operating in the
2.4-GHz Industrial, Scientific and Medical(ISM) band, has become very popular in
public hotspots and enterprise locations during the last few years. With a typical
gross bit rate of 11, 54, or 108 Mbps and a range of 50-100 m, IEEE 802.11 is
currently the dominant local wireless networking standard. It is, therefore,
appealing to use an existing WLAN infrastructure for indoor location as well, by
adding a location server. The accuracy of typical WLAN positioning systems using
RSS is approximately 3 to 30 m, with an update rate in the range of few seconds.
Bahl et al. [16] proposed an in-building user location and tracking system
RADAR, which adopts the nearest neighbor(s) in signal-space technique, which is
the same as the KNN. The authors proposed two kinds of approaches to determine
the user location. The first one depends on the empirical measurement of access
point signal strength in offline phase. By these experiments, it is reported that user
orientations, number of nearest neighbors used, number of data points, and number
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of samples in real-time phase would affect the accuracy of location determination.
The second one is signal propagation modeling. Wall Attenuation Factor (WAF)
and Floor Attenuation Factor (FAF) propagation model is used, instead of
Rayleigh fading model and Rician distribution model, which are used in outdoor
situation. WAF takes into consideration the number of walls (obstructions). The
accuracy of RADAR system is about (2-3)m. In their following work [17],
RADAR was enhanced by a Viterbi-like algorithm. Its result is that the 50
percentile of the RADAR system is around (2.37-2.65)m and its 90 percentile is
around(5.93-5.97) m.

Horus system [18], [19] offered a joint clustering technique for location estimation,
which uses the probabilistic method described previously. Each candidate location
coordinate is regarded as a class or category. In order to minimize the distance
error, location Li is chosen while its likelihood is the highest. The experiment
results show that this technique can acquire an accuracy of more than 90% to
within 2.1 m. increasing the number of samples at each sampling location could
Improve its accuracy because increasing the number of samples would improve the
estimation for means and standard deviations of Gaussian distribution.

Rooset al. [20] developed a grid-based Bayesian location-sensing system over a
small region of their office building, achieving localization and tracking to
withinl.5 m over 50% of the time. Nibble [21], one of the first systems of this
generation, used a probabilistic approach (based on Bayesian network) to estimate
a device’s location.

Battiti et al. [22] , proposed a location determination method by using neural-
network-based classifier. They adopted multilayer perceptron (MLP) architecture
and one-step secant (OSS) training method. They chose the three-layer architecture
with three input units, eight hidden layer units, and two outputs, since this
architecture could acquire the lowest training and testing error, and it is less
sensitive to the “overfitting” effect. Hey reported that only five samples of signal
strengths in different locations are sufficient to get an average distance error of 3m.
Increasing the number of training examples helps decrease the average distance
error to 1.5 m. The authors in [21], compared the neural-networks-based classifier
with the nearest neighbor classifier and probabilistic method. It is reported in [21]
that neural networks give an error of 1 m with 72%probability.
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Wireless location-sensing is actually a specialized case of a well-studied problem
in mobile robotics, that of robot localization determining the position of a mobile
robot given inputs from the robot’s various sensors (possibly including GPS, sonar,
vision, and ultrasound sensors). While most systems based on WLAN are using
signal strength, AeroScout (formerly BlueSoft) [23] uses 802.11-based TDOA
location solution. It requires the same radio signal to be received at three or more
separate points, timed very accurately (to a few nanoseconds) and processed using
the TDOA algorithm to determine the location.

1.2.5. Bluetooth (IEEE 802.15)

Bluetooth operates in the 2.4-GHz ISM band. Compared to WLAN, the gross bit
rate is lower (1 Mbps), and the range is shorter (typically 10-15 m). On the other
hand, Bluetooth is a “lighter” standard, highly ubiquitous (embedded in most
phones, personal digital assistants (PDAs), etc.) and supports several other
networking services in addition to IP. Bluetooth tags are small size transceivers. As
any other Bluetooth device, each tag has a unique ID. This ID can be used for
locating the Bluetooth tag [24]. The Blue Tags tag is a typical Bluetooth tag.

1.2.6. The IEEE 802.15.4 / ZigBee

The Zigbee is a wireless communication standard for wireless sensor networks.
The Institute of Electrical and Electronics Engineers (IEEE) 802.15.4 low-rate
wireless personal area network (LR-WPAN) standard is the first open standard
designed for wireless sensor networks. Promoted by the ZigBee Alliance [25], an
industry consortium, it is a flexible standard suitable for many network topologies
and wireless sensor applications, and includes many features designed to enable
low power consumption and low-cost implementation. It’s a low-cost, low-power,
wireless mesh network standard. The low cost allows the technology to be widely
deployed in wireless control and monitoring applications. Low power usage allows
longer life with smaller batteries [26]. Mesh networking provides high reliability
and more extensive range. ZigBee chip vendors typically sell integrated radios and
microcontrollers with between 60 KB and 256 KB flash memory. ZigBee operates
in the industrial, scientific and medical (ISM) radio bands: 868 MHz in Europe,
915 MHz in the USA and Australia and 2.4 GHz in most jurisdictions worldwide.
Data transmission rates vary from 20 Kb/second in the 868 MHz frequency band to
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250 Kkilobits/second in the 2.4 GHz frequency band. The ZigBee network layer
natively supports both star and tree typical networks, and generic mesh networks.
Every network must have one coordinator device, tasked with its creation, the
control of its parameters and basic maintenance. Within star networks, the
coordinator must be the central node. Both trees and meshes allow the use of
ZigBee routers to extend communication at the network level. ZigBee builds upon
the physical layer and media access control defined in IEEE standard 802.15.4
(2003 version) for low-rate WPANSs. The specification goes on to complete the
standard by adding four main components: network layer, application layer,
ZigBee device objects (ZDOs) and manufacturer-defined application objects which
allow for customization and favor total integration [27].

Besides adding two high-level network layers to the underlying structure, the
most significant improvement is the introduction of ZDOs. These are responsible
for a number of tasks, which include keeping of device roles, management of
requests to join a network, device discovery and security. ZigBee is not intended to
support power line networking but to interface with it at least for smart metering
and smart appliance purposes. Because ZigBee nodes can go from sleep to active
mode in 30ms or less, the latency can be low and devices can be responsive,
particularly compared to Bluetooth wake-up delays, which are typically around
three seconds. Because ZigBee nodes can sleep most of the time, average power
consumption can be low, resulting in long battery life.

1.2.7. The Cricket system

Cricket system is an indoor localization system, which uses inexpensive wireless
sensor nodes mounted at known positions. These nodes act as active beacons and
transmit a pair of RF and ultrasonic signals. A Cricket node mounted on the target
object, receives these signals from various beacons and applies TDoA based
distance ranging. Since the atmospheric temperature has a significant influence to
the speed of sound, the distance estimates obtained through the TDoA scheme
must be calibrated to the ambient temperature conditions as described in the earlier
section on Data Calibration. These distances are then used to find the spatial
position of the object using lateration. Cricket system is able to determine the
location of the target object within a few centimeters of accuracy.
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It consists of location beacons that are attached to the ceiling of a building, and
receivers, called listeners, attached to devices that need location. Each beacon
periodically transmits its location information in an RF message. At the same time,
the beacon also transmits an ultrasonic pulse. The listeners listen to beacon
transmissions and measure distances to nearby beacons, and use these distances to
compute their own locations. This active-beacon passive-listener architecture is
scalable with respect to the number of users, and enables applications that preserve
user privacy [28].

During the limitations of the cricket system, there are the different constraints
posed by the Cricket system:

« Cricket nodes work correctly only if a LoS path between a listener and a
beacon node exists. In many sparsely deployed cases, this results in
localization blind spots.

» Cricket nodes have a limited range of approximately 11m. The range
depends upon the sensitivity of the ultrasonic receiver module, the detection
threshold and most importantly on the power level of the transmitted
ultrasonic pulse.

« Cricket distance ranging error increases as the actual distance between the
listener and the beacon node is increased. The error also grows-up if the
angle between the faces of listener and the beacon nodes increases. This has
to do with the radiation characteristics of the ultrasonic transmitter and
receiver. Beyond certain angles at a particular distance, Cricket nodes cannot
compute distance estimates. The coverage over higher angles is limited to
smaller distances [29] [30].

The localization performance of the Cricket system is dominated by the
performance of the deployed ultrasonic sensors and their directivity and gain
characteristics. When beaconing and listening nodes are faced directly to each
other, the system can work properly up to 10 or 11 m. However, if the angle
between beaconing and listening nodes increases, the measurements get worse and
worse before it ceases to work at all. The larger the angle, the smaller is the
operating range of the Cricket system. Near this limit of the maximum operating
range, the measurements also get less stable and less accurate. However, for
shorter distances, the system provides accurate and reliable distance measurements.
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1.2.8. RFID Technology

RFID is a means of storing and retrieving data through electromagnetic
transmission to an RF compatible integrated circuit and is now being seen as a
means of enhancing data handling processes [31]. An RFID system has several
basic components, including a number of RFID readers, RFID tags, and the
communication between them. The RFID reader is able to read the data emitted
from RFID tags. RFID readers and tags use a defined RF and protocol to transmit
and receive data. RFID localization is similar to WLAN localization in principle. It
typically employs the RF signal strength, instead of time-of-arrival of signal, as an
indicator of distance. Its main advantage over the WLAN technique is the easiness
of deployment RFID tags are portable and do not require cables for
communication. Due to the nature of RF signals, the algorithms developed for
WLAN localization are also suitable for RFID localization [32]. In this
dissertation, we provide an overview of RFID system, Technique and applications
with a focus on the RFID localization covered in the other chapters of this
dissertation.

Some of the various positing wireless system are compared in Table.1, according
to used Indoor, outdoor, technology, algorithm, accuracy, range, complexity,
robustness and cost.

1.3. Wireless Sensor Network Localization

Localization (location estimation) capability is essential in most WSN
applications and is a crucial issue in wireless sensor networks as it provides
support for different types of location-aware applications [33]. In environmental
monitoring applications such as animal habitat monitoring, bush fire surveillance,
water quality monitoring and precision agriculture, the measurement data are
meaningless without an accurate knowledge of the location from where the data
are obtained. Moreover, the availability of location information may enable a
myriad of applications such as inventory management, intrusion detection, road
traffic monitoring, health monitoring, reconnaissance and surveillance. WSNs
localization techniques are used to estimate the locations of the sensors with
initially unknown positions in a network using the available a priori knowledge of
positions of a few specific sensors in the network and inter-sensor measurements
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such as distance, time difference of arrival, angle of arrival and connectivity.
Sensors with the a priori known location information are called anchors and their
locations can be obtained by using a GPS, or by installing anchors at points with
known coordinates, etc. In applications requiring a global coordinate system, these
anchors will determine the location of the sensor network in the global coordinate
system. In applications where a local coordinate system suffices (e.g., in smart
homes, hospitals or for inventory management where knowledge like in which
room a sensor is located is sufficient), these anchors define the local coordinate
system to which all other sensors are referred, because of constraints on the cost
and size of sensors, energy consumption, implementation environment (e.g., GPS
Is not accessible in some environments) and the deployment of sensors (e.g.,
sensors may be randomly scattered in the region), most sensors don’t know their
own locations. These sensors with unknown location information are called non-
anchor nodes and their coordinates need to be estimated using a sensor network
localization algorithm. In some other applications, e.g., for geographic routing in
WSNSs, where there are no anchor nodes and also knowledge of the physical
location of a sensor is unnecessary, people are more interested in knowing the
position of a sensor relative to other sensors. In that case, sensor localization
algorithms can be used to estimate the relative positions of sensors using inter-
sensor measurements. The obtained estimated locations are usually a reflected,
rotated and translated version of their global coordinates. Based on the approach of
processing the individual inter-sensor measurement data, localization algorithms
can be broadly classified into two categories: centralized algorithms and
distributed algorithms. In centralized algorithms, all the individual inter-sensor
measurements are sent to a single central processor where the estimated locations
of non-anchor nodes are computed; while in distributed algorithms each node (or a
group of nodes in close proximity to each other) estimate its (their) own
location(s)using inter-sensor measurements and the location information collected
from its (their) neighbours. Major approaches for designing centralized algorithms
include MDS, linear programming and stochastic optimization approaches.
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Table 1 : Over view of comparison of various positing wireless system .
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Wireless 5 2 | | Wireless Localization | Range ) S Robust Cost
Q. . [}
system g ] g technology | Algorithm = '%
- @ § é
<
Microsoft * | *|* | WLAN, RSS | kNN, Viterbi Indoor 3-5m | Moderate | Good Low
RADAR like algorithm
Horus * | * | WLAN, RSS | Probabilistic Indoor 2m Moderate | Good Low
method
WhereNet * | UHF TDOA | Least 3-5m | Moderate | Good Low
Square/RWGH | Indoor
GPS * * | RF, TOF Lateration global 5m Moderate | Good High
Cricket * | * | Ultrasound+
RF(418MHz) | Lateration 10m 1-3 cm | Moderate | Good Low
,TOF
UuwB *|* | TOA Proximity 15m 10cm | Moderate | Good Medium
x| * Depends
SPOT ON Active RFID | Ad-Hoc on 3m Moderate | Good Low
RSS Lateration Cluster
size
Medium
Landmark * | * | Active RFID Less
RSS KNN Indoor than Poor Medium Low
2m
GSM * * | GSM
Fingerprinting Cellular Weighted KNN | outdoor 50m Moderate | Good Medium
Network
Bluetooth * | * | RSS, unique | Proximity 15m range | Moderate | Moderate | Low
ID.
TOF Triangulation
Aero Scout * (TDOA for absolute Building/ | 1-5m | Moderate | Good Medium
location; RSSI for local area
symbolic location)
RFID x| * RSS | triangulation | Indoor range | Moderate | Good Medium
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Centralized and distributed distance-based localization algorithms can be
compared from several perspectives, including location estimation accuracy,
implementation and computational complexities, and energy consumption.

Distributed localization algorithms are generally considered to be more
computationally efficient and easier to implement in large scale networks.
However in certain networks where centralized information architecture already
exists, such as road traffic monitoring and control, environmental monitoring,
health monitoring, and precision agriculture monitoring networks, the
measurement data of all the nodes in the network need to be collected and sent to a
central processor unit. In such a network the individual sensors may be of limited
computational capability, it is convenient to piggyback localization related
measurements to other measurement data and send them together to the central
processing unit. Therefore a centralized localization algorithm appears to be a
natural choice for such networks with existing centralized information architecture.

In terms of location estimation accuracy, centralized algorithms are likely to
provide more accurate location estimates than distributed algorithms. One of the
reasons is the availability of global information in centralized algorithms [34].

In principle any radio device can be used for positioning but practical demands
leave us only few alternative solutions. In many cases GPS has made local
positioning systems useless due to its increasing accuracy and reliability. However,
even today GPS does not work properly indoors because of the needed satellite
connection. This can be solved to some extent by using pseudo satellites that
Iimitate real satellites. Also GPS and other active localization techniques require
actively powered devices that cannot be minimized in size very far. For the above
reasons, we also need other positioning methods in local environments even if they
are more expensive and more difficult to implement. RFID is designed, by
definition, to provide wireless object identification. It is developing fast and has
become the industry standard for logistic and passport identification. RFID tags are
usually very small, especially the passive ones, and are easy to mount on an
animal. The reading distance is enough for indoor use and RFID tags are very
cheap [35].

In RFID systems, location information is of great importance to provide location
aware services combined with identification. Conventional RFID systems can only
provide coarse localization information.
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1.4. Positioning Principles for Indoor Wireless Networks

Radio propagation in indoor environment is subject to numerous problems such
as severe multipath, rare line-of-sight (LoS) path, absorption, diffraction, and
reflection [36]. Since signal cannot be measured very precisely, several indoor
localization algorithms have been presented in the dissertation. They can be
classified in three families: distance estimation, scene analysis, and proximity.

1.4.1. Distance Estimation

This family of algorithms uses properties of triangles to estimate the target’s
location. The triangulation approach, it is common under the term angulation,
illustrated in Fig.2, consists in measuring the angle of incidence (or Angle of
Arrival, AOA) of at least two reference points. The estimated position corresponds
to the intersection of the lines defined by the angles. It can estimate distance to
source S by using simple trigonometry formula.

On the contrary, the lateration approach, illustrated in Fig.3, estimates the position
of the target by evaluating its distances from at least three reference points. Since
Trilateration is the process of distance based lateration to find a point from the
premeasured distances, and applies the distance information between signal
receiver and source. When the localization system knows at least a set of three
distances from different receiver, the system can draw three circles, and the radius
of a circle is the measured distance, and the center is the known signal receiver’s
position. The intersection of three circles will be the expected signal source’s
location. However, there is one restrictive condition such as the three of signal
receivers cannot place in a single straight line for calculation of trilateration. The
range measurements techniques use Received Signal Strength (RSS), Time of
Arrival (TOA), Time Difference of Arrival (TDOA), or Received Signal Phase
(RSP), We refer to [37] for more detailed discussions on the RSP. In the chapter
three, we shall give a more detailed discussion of RSS, TOA and TDOA in the
range measurements techniques.
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Figure 2: Triangulation, the estimated location is calculated with the angles
formed by two- ref. & the target nodes

Figure 3: Trilateration, the estimated location corresponds to the intersection
point of three circles.
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1.4.2. Scene Analysis

Scenes analysis approaches are composed of two distinctive steps. First,
information concerning the environment (fingerprints) is collected. Then, the
target’s location is estimated by matching online measurements with the
appropriate set of fingerprints. Generally, RSS-based fingerprinting is used. The
two main fingerprinting-based techniques are: k-nearest neighbor (kKNN) also
known as radio map, and probabilistic methods. We refer to [38] [39] for more
detailed discussions on these methods respectively.

1.4.3. Proximity

The last type of localization techniques in indoor environments is based on
proximity. As shown in Fig.4, proximity method uses the approximate
communication area to detect whether the target node is in a region or not. The
method requires less computation than Bayesian inference. In other words, it relies
on dense deployment of antennae. When the target enters in the radio range of a
single antenna, its location is assumed to be the same that this receiver. When more
than one antenna detects the target, the target is assumed to be collocated with the
one that receives the strongest signal. This approach is very basic and easy to
implement object localization. RFID, pressure sensor, or Infra-Red based
localization systems commonly used proximity approach. However, the accuracy is
on the order of the size of the cells [40] [41].

Recent advances in ubiquitous computing have necessitated RFID-based object
localization capabilities, with research efforts specifically targeting the positioning
of object tags. When numerous ubiquitous computing applications depend on the
ability to locate objects as a key functionality. It show that RFID technology can be
leveraged to achieve object localization in an inexpensive, reliable, flexible, and
scalable manner, and RFID-based localization techniques can be broadly classified
as reader and tag-based approaches. Existing RFID object localization techniques
are described below.
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Figure 4: Schematic of proximity method [40].

LIONEL M. et al in paper [38] : have presented LANDMARC, a location sensing
prototype system that uses Radio Frequency ldentification (RFID) technology for
locating objects inside buildings. The major advantage of LANDMARC is that it
improves the overall accuracy of locating objects by utilizing the concept of
reference tags. This system is an active RFID locating system using scene analysis.
It requires reference tags to be deployed at known positions. RSS measurements
from multiple readers are used to locate the target RFID tag using the locations of
the k nearest reference tags. Different weights are imposed on the k nearest
reference tags to estimate the location of the target tag. In the LANDMARC
system, dense deployments of reference tags are necessary for good performances
this system is based on the kNN technique. Reference tags which are fixed tags
with known positions are deployed regularly on the covered area. Readers have
eight different power levels. We refer to [42] [43] for more detailed discussions on
the LANDMARC system

Yiyang Z. et al in paper [44]: VIRE uses the principle of LANDMARC, which is
2D regular grid of reference tags. Nevertheless, this method introduces the concept
of proximity map. The whole sensing area is divided into regions where the center
of each region corresponds to a reference tag.

Jeffrey H. et al in paper SpotON [45]: have created of SpotON, a new tagging
technology for three dimensional location sensing based on radio signal strength
analysis. It’s a RFID location sensing system which belongs to the family of
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distance estimation. SpotON uses RSS measurements from long range active RFID
tags to approximate the distances between tags and readers. Multiple readers
collect the RSS measurements and then transform the RSS measurements into
distance estimations through a function defined with empirical data.
Multilateration is then applied to calculate the positions of the tags.

Chong W. et al in paper [46]: have proposed two positioning schemes, namely, the
active scheme and the passive scheme. This method is also based on the
deployment of reference tags. It requires that the readers have K transmission
power levels. For the localization of a tag, the readers start with the lowest power
level and gradually increase the transmission power until they receive the response
from the tag.

Abdelmoula B. et al in paper [39] : have introduced a new positioning algorithm
for RFID tags using two mobile RFID readers and landmarks which are passive or
active tags with known location and distributed randomly. This approach also
utilizes reference tags. The first step consists in calculating with RSS
measurements from two readers the distance between each reference tag and the
target tag. The location of the tag is obtained by solving with the minimum mean
squared error algorithm.

ElifAydin et al in paper [47]: have introduced a study on localization and tracking
of an object carrying an active RFID tag. The study incorporates processing of the
signals received from transmitters, in a way to locate and track the coordinate in an
indoor environment. Bayes Decision Rule in Location Estimation Bayes Theorem
Is essentially an expression of conditional probabilities. In the framework of
estimating the position of RFID tag, an observation vector is formed by received
radio signal strengths, transmitted from the three transmitters at distinct
frequencies in UHF band.

Manzoor F. et al in paper [48]: have presented an algorithmic approach to locate
an unknown RFID tag with the use of multiple passive RFID tags. A number of
experimental results indicate a general reduction of linear positioning error mean
with respect to decreasing inter-tag spacing from a maximum of 7m to a minimum
of 1m, respectively. The main advantage of this technique is the reduction in
number of expensive RFID readers; instead multiple inexpensive passive RFID
tags placed at calculated positions provide essential data to position an unknown
tag.
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1.6. Motivation and Objective

During the last decade with the rapid increase in indoor wireless

communications, location-aware services have received a great deal of attention for
commercial, public-safety, and a military application, the greatest challenge
associated with indoor positioning methods is moving object data and
identification. In order to reduce administration time and more importantly keep
status by storing a full academic record, we present the Identification of Employees
in National Technical University in Athens (IE-NTUA). When the employees
access to a certain area of the building (enters and leaves to/from a building),
Radio Frequency Identification (RFID) applied for identification by offering
special badges containing RFID-tags.
On the other hand, localization is an important aspect in the field of wireless sensor
networks that has attracted significant research interest recently. The interest in
wireless sensor network localization is expected to grow further with the advances
in the wireless communication techniques and the sensing techniques, and the
consequent proliferation of wireless sensor network applications.

The fundamental problem of position can be formulated as that of finding or
estimating the location, in a two-dimensional (2D) or three-dimensional(3D) space
of a point of interest within a coordinate system constructed (for LANDMARC
uses some known references. In general location scenarios, and at the point of
interest, a new location is determined bearing in mind the displacement from a
previously known reference location. This may imply some direction and inertial
estimation. Due to the widespread penetration of wireless systems, we consider
RFID-tags with transmission or reception capabilities that somehow assist in the
location procedure.

Many radio-based positioning systems use the observed signal strength as an
indicator of distance from a radio source. MDS method only using distance
information between tag to reader distances from the received signal strength
measurement, and inter tags distances based on the tag-to-reader distance
information.

Radio propagation in indoor environments is complicated by the fact that the
shortest direct path between the transmitter and the receiver is usually blocked by
the walls, ceilings or other objects in an interior space. Hence, the signal power is
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distributed over a multiplicity of paths of various strengths between the transmitter
and the receiver. The length of the paths is dependent on the architecture of the
environment and the locations of the objects found in the vicinity of the transmitter
and the receiver.

According to this property, we present the effect of propagation parameters on
the localization accuracy by varying these parameters to observe the probability
distribution of estimated distance, where the propagation parameters in indoor
environments make working with signal strength measurements challenging. Then
we model the ratio of the effect path loss on the received signal strength for RFID
tags, which are distributed in coverage area to alleviate the measurement error on
the location estimation. The proposed model based on knowledge the effect of path
loss on the received strength for RFID tags in order to measure the received signal,
which has Maximum RSS relative to Minimum PL(Max RSSPL), which leads to
measure the minimum distance between transmitter and receiver, that is caused by
non-linear relationship between the signal strength and the distance. After that we
introduce the MDS algorithm which is to construct the distance matrix as the input
to estimate the RFID tag positions. The goal of this work is to reduce the distance
between the estimated and the actual RFID tags position in order to reduce the
localization error and increase the localization accuracy of our technique.

1.7. Organization

This dissertation consists of six chapters. It begins with an introductory chapter
that covers the basic principles of techniques involved in the design and
implementation of wireless sensor network localization systems, outlined the
wireless sensor networks localization. A focus of the chapter is on explaining the
Positioning Principles for Indoor Wireless Networks and presents the existing
RFID object localization. The other chapters are organized as,

In Chapter two, we present the structure and the application of RFID technology
has been introduced.

In Chapter three, we describe the characteristic of the Ranging Technology in the
theoretical part.

In chapter four we present our localization algorithm to locate RFID tags based
on multidimensional scaling (MDS). We then give the motivations and objective
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algorithm in detail. After that we describe the MDS algorithm, followed by the
performance evaluation via simulation.

In chapter five we present the identification of employees in national technical
university of Athens, and also in the same chapter provided the indoor simulation
results to observe the characteristic and performance evaluation of the localization
algorithms which is described in the theoretical part. Moreover, concludes all the
results of simulations conducted throughout this dissertation and future work are
given in Chapter Six.
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CHAPTER Two
1

This chapter provides fundamental knowledge regarding a RFID system
technology in the following order. First we introduce the RFID background and
Basic principle of RFID system, RFID Frequency Bands, then tag technology and
classification, last Data Transfer between a Tag and a Reader is introduced.

2.1. RFID Background

The inventors of RFID technique were Englishmen, who developed this system
during the Second World War. The idea was to discern their own aircraft from the
enemy aircrafts that were coming from France to Britain. To achieve their goal
they attached transponders to the aero plane, which could send back the correct
answer if the airport sent desiring signals. This British technique was called
Identification Friend-or-Foe (IFF) system, and like other techniques this system
was the ground for the RFID technique. These developing projects were that time
strictly for military purposes. This technology is the basis for the world’s air traffic
control systems today. The first commercial applications of RFID were developed
in the end of 1960’s and 1970’s when the Electronic Article Surveillance (EAS)
systems were introduced. EAS equipment was developed to protect inventory
items such as clothing in department stores. They were designed to start an alarm
when they came near a reader. These systems says to be used a primitive type of
transponders where each transponder contains same information. As the time goes
by the technique becomes cheaper especially because of the cheap transponders
due to compact and cost-effective technologies, for example IC and the
microprocessor. In 1970’s development began to speed up when these RFID
applications were used in different areas. RFID is an enabling technology for
remotely identifying, monitoring, and tracking various objects of interest using
radio wave transmissions. The automatic identification of objects is possible by
wireless communications between a tag (attached to an object) and its reader
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(interrogator) at a distant location. RFID remote monitoring can range from
detecting the presence and absence of an object to tracking its movement over
short or long distances [49] [50].

* One or more tags or transponders with unique identification codes and a small
antenna embedded within each tag.

* A reader, or interrogator, with one or more antennas that are connected to a host
computer through various kinds of interfaces such as: USB, PCMCIA, RS232, or
wireless interfaces such as Bluetooth.

* Application software or middleware running on a host computer to translate the
received data to user-friendly messages regarding the tagged item’s presence and
absence status or its location. Fig.5, represents a typical RFID system and its
components [51] .

RFID is a fast and reliable technology that does not require physical contact or
line-of-sight (LoS) link between the tagged items and the readers, hence it reduces
the human intervention for real time tracking and monitoring of assets. In many
documents, RFID is considered as a future replacement of barcodes and is referred
to “a barcode that barks”. Although RFID tags are more expensive than barcodes,
there are certain advantages that make RFID more attractive than barcodes for a
variety of applications. Table.2 summarizes a comparative analysis of RFID tags
versus barcodes with an advantage arrow pointing to each technology in different
cases.

Figure 5: Figure: Components of a typical RFID system [51].
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Before delving into a more detailed discussion of various RFID technologies, we
will summarize several of the present and envisioned future applications of RFID:
-Tracking and identification

- Large assets, e.g. railway cars and shipping containers

- Livestock with rugged tags

- Pets with implanted tags

- Supply-chain management with EPC

- Inventory control with EPC

- Retail checkout with EPC

- Recycling and waste disposal

- Payment and stored-value systems

- Electronic toll systems

- Contact-less Credit Cards, e.g. American Express Blue card

- Stored-valued systems, e.g. ExxonMobil Speedpass

- Subway and bus passes

- Casino tokens and concert tickets

- Access control

- Building access with proximity cards

- Ski-lift passes

- Concert tickets

- Automobile ignition systems

- Anti-Counterfeiting:

- Casino tokens, e.g. Wynn Casino Las Vegas

- High-denomination currency notes,

- Luxury goods, e.g. Prada

- Prescription drugs

Furthermore, RFID as a technology houses more capabilities, features, and
functions than a barcode at a higher cost.

2.2. Basic principle of RFID system

Radio Frequency ldentification (RFID) is a way for automatically identification
of objects with radio waves, like a barcode that uses radio waves instead of light. A
RFID system has a few major components, a reader with an antenna, a tag and a
data handling system, often a Personal Computer (PC) with connection to a larger
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network, see Fig.6. The tag is placed on the object that is to be identified. The tag
contains the suitable information of the object. The reader has a number of
different responsibilities like powering the tag, identify the tag, read and
sometimes write data to the tag. The reader also communicates with the database in
which the information from the tags will be processed.

When the object that is tagged comes in a reader’s interrogation zone, reading
zone, the reader sends out a radio wave to the tag which powers up and sends back
its information to the reader, in some cases new information is sent from the reader
to the tag, the reader sends the information to a database that processes the data
from the tag in a suitable way because RFID is using radio waves it is not
necessary to have free sight between the reader’s antenna and the tag. The distance
between the transponder and reader depends on which coupling and frequency that
are used. It is possible to achieve distances from a few centimeters up to hundreds
of meters. The speed which the data can be transferred between tag and reader is
also depending on which frequency that is used lower frequencies can’t transfer
data as fast as the higher frequencies [52]. This means that if it is necessary to read
many tags at the same time a higher frequency is preferred.

Reader Antenna

[ c@- I] il E‘—H—H_} RF Signal
to Tag

Figure 6: Basic principle of microwave RFID system [52].

2.3. RFID Technology

Radio Frequency Identification (RFID) is an Automatic Data Collection (ADC)
technology that uses radio waves to transfer data between a reader and a movable
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item to identify, categories, and track data. Automatic ldentification and Data
Capture (AIDC) is the generic term of identification system including barcodes and
RFID. There are various RFID technologies available today. These include Very
Short Range Passive RFID, Short Range Passive RFID, Active Beacon, Two-way
Active and RTLS. The reading range and frequency is highlighted in Table.2.

Fig.7, depicts RFID system overview, where a widespread RFID system includes
the following components:

e A tag, a label or a PCB (Printed Circuit Board) that is embedded with a
single microchip and an antenna.

e A rradio device, a reader (transceiver) that communicates with or interrogates
the tag for reading and writing.

e A logical system that passes on information that lies on the tag to other
systems.

The components of an RFID system do not all have to be built and supplied by
the same supplier. Some only make the tags, while others make readers to read
several different types of tag. Systems and standards need to be open enough to
allow different suppliers to provide readers for the same tags, and similar, for
different tags to be read by the same reader. Here we have chosen one way to
illustrate an RFID system and its components. As shown in above Figure the RFID
system consists of a tag, a reader system and an application. The tag contains a
microchip, power and an antenna.

The reader system is divided into an antenna, a reader and an interface. The
reader and the interface are explained later on in this dissertation. Finally the
application is the logical system in an RFID system. The application can be
different depending on what system it supports but the main function is to process
the data that is collected by the reader.

The collected information is often sent to a database to be used by other systems in
a company [53].
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Table 2: Different RFID technologies.

Technology

Advantage

Disadvantage

Working Areas

Very short
range Passive
RFID

Very low-cost tag
Global agreed
frequency range

Requires significant

process changes

Limited Multi-tag

capability

- Pet identification
- Product identification

Short range
Passive RFID

Low-cost tag
Sufficient range for
dock doors and similar
portals

No global frequency
Many readers/antennas
required for coverage
Slow Multi-tag collection

- Personal identification
system

- Anti-theft systems
Wild life management

Active Beacon

Low-cost active
Wide area monitoring

Limited
checkpoint/portal
capability

No means of disabling
beacon(air cargo)

- For example: a casino
were the bet of a player
can be tracked by a casino
chip, identify high rollers
and those who are losing a
lot of money

Two-way

High reliable

Expensive tag

- Toll Collection

Active communication - Limited - Traffic Management
- Support for advanced checkpoint/portal Systems
functionality capability - Inter modal Container
Management
Real-time - Physical - Very expensive - To identify assets in
Locating finding/locating infrastructure large areas such as
system - Wide area monitoring |- Precision does not factory or distribution
support "logical” yard

locating - Assets tracking
TAG INTERROGATOR
i microchip | power | ! antenna data | 1 antenma 0 reader |
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Figure 7: RFID system overview [53] ¥
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2.4. RFID Frequency Bands

The operating frequency of an RFID system directly influences, its read range
and therefore its target application. Table.3, shows the four main spectral bands
allocated for COTS RFID systems.

Table 3: Frequency bands used for RFID systems.

Low Frequency (LF) High Frequency Ultra High Frequency | Microwave Frequency

(HF)
(UHF) (MW)

125-134 KHz 13.56 MHz 868-928 MHz 2.4 GHz

2.4.1. Low Frequency (LF) Band

This frequency band covers the RF spectrum from 125-134 KHz and provides
good signal penetration through a range of materials including human body or
various walls and barriers. The RFID tags operating in these low frequencies have
the advantage of performing well around a variety of conductive and dielectric
materials such as metal, soil, and water. Therefore, LF tags are good candidates for
personnel and animal tracking as well as in the automotive industry.

The LF RFID systems are less susceptible to external interference since the lower
frequency bands are less crowded with radio services. Another argument to support
the relatively low sensitivity of RF tags to interference at low frequencies is that
such frequencies mostly include narrowband systems and the noise level seen at
the input of their receivers is low.

The range expected from tags operating at low frequencies is from few
centimeters to few meters depending on the size of the antennas and the sensitivity
of their readers. However, the lower frequency, the larger the antenna size which
causes a physical limitation for most tags in terms of size and hence the range
remains in the lower limit of few centimeters for most applications. It’s important
to mention that due to the antenna size limitation of RF tags for low frequencies,
these tags are mainly inductively coupled, therefore their read ranges drop very fast
with distance by a factor of 1/r3 where r is the distance between a tag and its
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reader. Finally, there are additional limitations to the capability of LF RFID
systems for many practical applications due to their low data rate (on the order of a
few bits/s) and the slow read rate. Furthermore, as one can infer from the general
evolution of the technology, modern demand for such communication systems like
RFID require the transmission of more information and at faster speeds [51]

2.4.2 High Frequency (HF) Band

The passive HF RFID systems operate at 13.56 MHz and are used where medium
data rate (on the order of Kbps) and short read ranges (< 1 m) are sufficient for
applications such as smart cards, short range item level tracking such as tracking
books in libraries, etc. Their performance in the presence of water and metals are
lower compared to LF tags but better than higher frequency tags such as UHF and
microwave tags. The HF tags have the capacity for larger memory and faster
communication speeds than the LF tags, giving them the ability to detect multiple
tags at once. Furthermore, these tags have shorter wavelengths compared to LF
tags, therefore, they have smaller and less expensive antennas. Similar to LF tags,
the HF tags also use the inductive coupling for communications with their readers.

2.4.3 Ultra High Frequency (UHF) Band

RF tags operating in UHF band (868-928 MHz) use backscatter technology for
their tag-reader communications where the tag reflects back the electromagnetic
signal it receives from its reader. The UHF tags offer longer ranges (typically
3-10m range) and higher reading speeds, support simultaneous detection of more
number of tags compared to LF and HF systems, and finally need smaller antennas.

However, the read range of these significantly deteriorates around metallic and
liquid surfaces and their cost is higher than the LF and HF RFID tags.
Furthermore, these tags are not global in the sense that the power level and
operating frequency of UHF tags varies in different parts of the world. Table.4,
represents the power level and frequency of operation in different regions.

As described in Table.4, RFID systems in UHF bands have difficulty in
worldwide operations. In addition, the operating frequency for these tags falls into
the crowded unlicensed ISM (Industrial, Scientific, and Medical) band, making the
HF tags susceptible to all kinds of electromagnetic interfering signals. The UHF
tags are usually used in supply chain and asset management applications.
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Table 4: UHF frequency bands and their allowed maximum EIRP for few
regions of the world .

Maximum EIRP (EIRP is the effective

Country Frequency band isotropic radiated power) allowed
United States 902-928 MHz 4 W
Australia 918-926 MHz 1 W
Japan 950-956 MHz (Experimental 4W
purposes only)
Europe 865-867 MHz 2W

2.4.4 Microwave (MW) Band

The microwave band (2.4 GHz), offers high data transfer rates (Kbps) and long
distances (~ 30 m) and is typically used in toll collection applications. RFID
systems at this frequency band are expensive and require line of sight transmission.
The reason is that in such high frequencies non-line-of-sight (NLOS) signals suffer
more significantly from propagation effects such as multipath interference and
signal diffraction. In addition, microwave tags do not penetrate many materials and
their read performance suffers considerably from being adjacent to metals and
water.

As explained earlier in this section, each of the aforementioned frequency bands
offers advantages and challenges for the operation of RFID systems. The tags in
lower frequency bands such as LF and HF provide better performance near metal
and water than the higher frequency ones. However, their data rate is slower and
they have shorter read range. The higher frequency bands provide faster speeds and
longer read ranges but they suffer from higher attenuation rates, are more
expensive, and require more regulatory control.

Table.5, summarizes the RFID frequency bands based on their advantages and
disadvantages as well as their typical applications. The lower frequencies have
better performance around metal and water, while they have lower data rates and
lower speed of communications. On the other hand, the higher frequencies have
longer range and higher communications speed with poor performance around
metallic and liquid objects as summarized in Fig.8.
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High performance
in the presence of
metal and water

High data rate,
long read range,
fast read rate
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Figure 8: Portions of RF electromagnetic spectrum for conventional RFID system

[51].

Table 5: Summary of RFID systems with various operating frequencies.

Frequency Advantage Disadvantage Typical application

LF(125-134 KHz) + Less vulner- * Limited range * Access control
ability tosignal » Low reading speed * Animal ID
degradation * Low memory capacity *  Automotive
from liquids * Large antennas

and metals
* High penetra- + Slow data transfer
tion properties  *  High production cost
* Limited read range

»  Robust to

interference
HF (13.56 MHz) +  Lower +  Short-range
production item-level
cost inventory
* Increased data management
storage
capacity
UHF * Improvedread + Restriction of use in *  Smart cards
(868-928 MHz) range different countries +  Supply chain
* Both tags and readers need management
to be designed for different
parts of the world
Microwave * Longerrange  + Vulnerable to interference  +  Warehouse
(2.4 GHz, from unintentional signals palette control
5.8 GHz) in close vicinity « Transportation
* Signal propagation issues toll control

(LOS, shadow effect)

Attenuation by water
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2.5. Tag Technology and Classification

An RFID tag is a microchip combined with an antenna system in a compact
package as show in Fig.9. The microchip contains memory and logic circuit to
receive and send the data back to the reader. The antenna receives signal from an
RFID reader and then backscatters the signal with required data [54] [55].

The RFID tags can be broadly classified in two different categories as follows:
e Based on ‘on-board’ power supply
e Based on capacity to rewrite the data

Antenna

Figure 9: RFID Tag [54].

However, Table.6, classifies the tag based on various parameters like
identification format, frequencies, and form factors etc. There are tags available in
the market, which are digestible in the human body. Theses tags are used in
medical diagnosis. The tag can be classified into two or more categories viz. based
on power source, based on form factor, based on operating frequency etc.
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Table 6: Tag Classification Criteria

Criteria Types
Identification format 64-Bit EPC Tag, 96-Bit EPC Tag,
128-Bit EPC Tag etc
Power Source 1. Passive
2 Semi-passive
3. Active
Frequencies LF, HF, UHF
Functionality 1. Memory (Size,
Read/Write)
Environmental sensors
Security functionality
Si1ze/Shape of the tag
Digestible, implantable
Weight of the tag
The method by which the
tag 1s affixed

Form Factor

R W e

In general, the RFID tags classify into passive and active categories. The passive
tag has no ‘on-board’ power source. They extract power from the signal (CW) sent
by the reader that is used to operate the chip. The absence of battery makes their
size smaller. The active tag has ‘onboard’ power source. This ‘on-board’ power
source is used to transmit the data from the tags to the reader, and this power is
also a source for other electronics components of the tags present in the tag. In the
passive tag, the reader initiates the communication whereas in active tag, the tag
initiates the communication. A semipassive tag is passive in nature, but it contains
a battery to supply power to auxiliary components like sensors, user interface etc.
A tag generally operates in three main the choice of a particular frequency is solely
govern by the type of applications and read-rang required viz. animal monitoring
application requires LF whereas toll collection requires UHF. The size, shape,
weight and physical nature plays very important role in selecting a tag for a
particular application. If it suppose the person’s digestive system then it is possible
through digestive RFID tags only. These edible RFID tags can be swallowed by
patient and get disintegrated in the body for diagnostic process. The characteristics
of the tag depend on the communication protocol/technologies. Each tag has
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different data rate, read capability, memory, cost and life mentioned in Table.6.
Another classification that is based on the content and format of the information.

This classification is based on EPC Global standard as shown in Table.2.7, [56].
EPC Global Inc., is standardizing RFID under the name EPC. The EPC system was
commercialized in 2003. The EPC organization specifies technical protocols that
define how information is programmed and communicated, and also creates a data
structure that defines the content of the information itself. Each tag with EPC
standard contains an ID-number of typically 96 bits. This ID-number is unique and
identifies each individual object, similar to a barcode. The EPC classification has
potential to change the way many companies do business operations to meet the
standard and allow business to share information effectively.

The classification of tag based on the format, read/write capability and
programming capability is as shown in Table.7. The EPC classification consists of
Class and Generation. The Class describes a tags basic functionality for example
whether it has memory or an on-board power source whereas Generation refers to a
tag specification's major release or version number.

2.6. Communications techniques of Tag Architecture

The communication flow in the RFID system is in either the reader-to-tag or tag-
to-reader direction depending on the type of tag. In passive tag, the
EPC/information is sent to the reader by reflecting or backscattering [57]. A
pictorial representation of transmitted energy between tag and reader is shown in
Fig.10. Unlike passive tag, active tags has ‘on-board’ power source. This power is
used to deliver energy for transmitting the data from the tag. This energy is also a
source for other electronics components of the tags present in the tag Fig.11.

The semi-active tag also has ‘on-board’ battery but this battery is used for
driving the auxiliary electronics (sensors, user-interface etc.) circuit only. The data
to the reader is sent using backscattering technique. The semipassive tags, reader
always initiates the communications as shown in Fig.12.
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Table 7: EPC Class Structure.

EPC Class Definition Programming
Class-0 Gen-1 Read Only, Passive tags Programmed by
the factory
Class-1 Gen-1 Write-Once, Read- | Programmed once
Many, Passive tags by the user then
locked
Class-1 Gen-2 Write-Many, Read- | Programmed once
Many, passive tags. by the user then
locked
Class-2 Rewritable passive tags
with extra functionally
like encryption,
emulation [3]
Class-3 Semi-passive tags that Re-programming
supports broadband
communications
Class-4 Active tags that can
communicate to other
peers.
Class-5 Readers, they can power
other tag of class (I, I
III) and as well can | Notapplicable
communicate to class IV
wirelessly.
Power for tag and radio Signal
)
Reader (('/f

Figure 10: Communication between reader and passive tag [57].

Tag

Backscattered signal
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Figure 11: Communication between reader and active tag [57].
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Figure 12: Communication between reader and semi-passive tag [57].

2.7. Overview of RFID Readers

A typical RFID reader or interrogator is a specialized radio whose antenna
collects the signals sent by active and semi-active tags or reflected (backscattered)
signals from passive and semi-passive tags. In other words, the reader acts as a
bridge between the application software and the tags that transfer the information.
RFID readers can have multiple antennas to achieve greater operating range or area
of coverage. Readers can be placed in a fixed position such as in portal
applications, or be portable hand-held for many scanning applications. Fig.13,
shows an example of a commercially available RFID reader. In active and semi-
active RFID systems, the reader is a specialized receiver that detects the received
signals actively being sent by tag transmitters. However, in passive RFID systems,
the reader not only listens for the signals reflected from the tags, it also transmits
the RF signal that powers up the tags. The semi-active and semipassive RFID
readers send a signal to activate the battery in the tags, and detect the actively
transmitted signal from the semi-active tags and the backscattered signals from the
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semi-passive tags. Passive RFID readers power up their tags with two major EM
coupling methods [51]:
* Magnetic Field Coupling
* Electric Field Coupling

Each of these coupling methods has an influence over the communications range
of RFID systems and is described in more detail in the next subsections.

-]
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Figure 13: Example of an RFID reader [51].

2.7.1 Magnetic Coupling: Near Field

In nearfield or magnetic coupling the tag antenna is inductively coupled with the
strong electromagnetic (EM) field around the reader’s antenna coil. This is the
same principle used in transformers where from Faraday’s law the reader’s
alternating magnetic field (primary coil) generates a voltage in the tag’s antenna
(secondary coil) . Nearfield coupling occurs mostly in LF and HF RFID systems
where the distance between the tag and the reader antenna is much smaller than
their wavelength (i.e. 13.56 MHz has a 22.1 m wavelength). Therefore, this type of
coupling provides very limited read ranges for RFID systems. Fig.14, illustrates
the concept of tag powering using magnetic coupling [58].

The magnetically coupled tags have an antenna with a multi-turn coil where each
coil is an LC circuit tuned to the desired frequency (i.e. 13.56 MHz) to maximize
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the energy collection from the readers by alternating magnetic field. The number of
turns in HF tag antenna coils is less than the number of turns in antennas for LF
tags. In this type of coupling, tag-reader communications is based on modulating
the digital data by alternating the strength of the magnetic field that in practice
provides AM modulation for the digital data to be transmitted. Magnetically
coupled tags have very limited energy storage capacity, hence the magnetic field
has to be applied constantly during tag interrogation.

’///\\\v\ /‘/\.:gnen( Field B
[ " / ) \
[ /N V % 1)

| |

\ [~
BE == Al

RFID Tag \ | \ \'\{/ /

/ RFID Reader

Figure 14: Magnetic (nearfield) coupling to power up a transponder [51].
2.7.2 Electric Coupling: Far Field

Electric or capacitive coupling is used in higher frequency (UHF and microwave)

tags and provides a much longer communications range for RFID systems
compared to magnetic coupling technique. The energy transfer in this coupling
method is achieved in farfield, where the electric and magnetic field components of
an antenna propagate into free space as a combined electromagnetic wave. It’s
Important to note that in the far field, inductive coupling is no longer possible since
the magnetic field is not linked to the antenna any longer [58].
Electric field coupling uses the same principle as radar where the transponder is
powered up by the strong electrical field generated by its reader and reflects
(backscatters) the received signal. Fig.15, represents the electric coupling of a tag
by its compatible reader. In electric coupling, tag-reader communications occurs
by variations in the load impedance of the tag antenna resulting in a unique backs-
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Figure 15: Electrically coupled RFID systems [58].

cattered signal that can be decoded by the reader. In this modulation technique, the
tag is intentionally mistuned to its antenna’s frequency to reflect the received
signal instead of absorbing it.

2.7.3. Electromagnetic Backscatter System

The electromagnetic backscatter system operates at ultra-high frequencies and at
the microwave frequencies. The short wavelengths of these frequencies facilitate
the construction of antennas with far smaller dimensions and greater efficiency
than would be possible using frequency ranges below 30 MHz. The reader sends
out a certain amount of energy i.e., electromagnetic waves, which is received by
the antenna of the tag. When the antenna of the tag is in the readers’ generated
field it perceives like an echo that changes back and forward from a strong signal
to a weaker and by changing the antennas properties via short-circuits, the reader
believes that the size of the antenna changes from 1/4 of the wavelength to 1/8 of
the wavelength. The communication is based upon electromagnetic waves that the
reader sends out. The tag gets its power from the electromagnetic wave. This
enables the tag to send its information to the reader [59].
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The distinction between the RFID systems with far fields to the near fields is that
the near fields use LF (lower frequency) and HF (higher frequency) bands. While
RFID systems with far fields usually use longer read range UHF and microwave
[60].

2.7.4. Two-way system

The two-way system uses two-way tags with a transmitter and is operating
optimally on the microwave frequencies. The tag or transponder, which contains an
electronic circuit is attached to the object that requires a unique identification code.
When the tag comes near the reader, the radio frequency (RF) field generated by
the reader will power up the tag and cause it to continuously transmit its data by
'pulsing’ the radio frequency. The data is then captured by the reader and processed
in the back-end by applications like the Enterprise Resource Planning (ERP) or
Supply Chain Management systems. Data may be read only or programmed by the
reader. One reason for using the microwave frequency is when inductive coupling
cannot provide the power to the tag. The microwave systems have the advantage of
longer reading ranges. A devastating problem is known as “Standing Wave Nulls”.
This means dead areas within the reading field in which the tag can’t be accessed.
When the signal bounces between metal at a distance equal to a multiple of its half
wavelength, it forms a standing wave pattern with some points where there is an
insufficient signal to operate the tag. This is the same phenomenon that causes
“cold spots” in food cooked in microwave ovens [59].

2.8. Problems Encountered in Operating RFID System

Several potential issues must be solved successfully at the front end of the design
process. Careful selection of a dynamic solution is important. In every case, a
system design approach is required before implementing an RFID solution. The
requirements for multiple tags, speed of operation, accuracy, cost and security
must all be considered to provide the result demanded by the application. Some of
the common problems with generic RFID are:

1) Reader collision: One problem encountered with RFID systems mainly longer
range UHF systems is that the signal from one reader can interfere with the signal
from another where coverage overlaps. This is called reader collision. This can be
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avoided by using a technique named Time Division Multiple Access (TDMA)
which is a special anti-collision scheme.

The readers are instructed to read at altered times, rather than both trying to read
at the same time. By using this technique, RFID-reader does not interfere with each
other. But by saying this, two readers that overlap each other in an area will read
any RFID tag twice. Therefore the system has to be set up in such way that if one
reader reads a tag, another reader does not read it again. There are a lot of
companies that point out how important it is that the reader collision software
prevents the colliding readers from communicating with RFID tags in their
respective reading zones. The Anti-Collision protocol allows the reading of large
number of tagged objects at the same time and it ensures that each tag is read only
once. The standard method in use is adapted by Auto-1D and it works like this; the
reader asks tags to respond only if their first number of the identifier matches the
number communicated by the reader. If more than one-tag responds, the reader
asks for the next number in the identifier. It remains doing so until only one-tag
responds. This phenomenon happens very quickly and RFID-reader can read 50
tags in less than a second. Different vendors have developed different systems for
having the tag respond to the reader one at a time. Since they can be read in
milliseconds, it appears that all the tags are being read simultaneously.
2)Interference: Like other technologies using radio waves (garage door openers,
remote control toys, pagers, etc.), RFID systems are subject to interference from
unwanted signals electromagnetic noise. To protect against "misreads", tag data
contains bits that are encoded to provide error detection by the reader to improve
the reliability of the system.

3) Presence of metal: The presence of metal can block the performance of RFID
readers and tags as well, which affects read range. However, metal can also
enhance or amplify the read range of RFID with good system design.

4) Presence of water: The presence of water can also impede the performance of
RFID, but as with electricity and water, good system design can overcome most
limitations [61].
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2.9. Performance Limitations around Metallic Surfaces

One of the major challenges that RFID systems with narrowband signaling face
Is the poor performance around EM reflective objects and materials. This is due to
multipath phenomenon caused by reflection of continuous RF waveforms from
metallic surfaces that can destructively add and degrade the received signal.
Fig.16, represents multipath phenomenon in narrowband signaling [62]. Although
multipath effects can also degrade the performance of active tags, their effect on
passive tags can be more dramatic. Since passive RFID tags have to extract power
from their reader’s transmitted signal, if the energy transfer is not efficient due to
antenna impedance mismatch near conductors, such as a metal surface, the tag will
not power up and will fail to operate. Because antenna efficiency is a function of
frequency, the lack of frequency diversity can result in significant performance
degradation of tags that are attached to metal surfaces.

Time (sec)

N\
\]

Figure 16: Representation of multipath phenomenon in a wireless link on
narrowband signals [60]

metallic
object
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Figure 17: Simulated response of a typical UHF tag over a metallic surface at various distances
and as a function of frequency. There is a large impedance mismatch as the tag gets closer to
the metallic object [58].

Fig.17, shows the simulation results of reflection coefficient (S;;) versus
frequency for a typical UHF passive tag at various distances from a metallic object.
As shown in the above simulation, the passive tag’s antenna becomes de-tuned in
the presence of a metallic object. The shift in resonance frequency from the tag’s
operating frequency (for example, 850 MHz) and hence the impedance mismatch
between the tag and reader frequencies causes the tag to receive less energy from
its reader. This will cause severe deterioration of the read range and therefore
undermines the performance of the passive tag. Fig.18, shows the simulated
radiation pattern of a UHF tag antenna in free space and on a metallic object. As
shown in Fig.18, the performance response (radiation efficiency) of a UHF tag
antenna severely degrades when it is located in the close vicinity of a metallic
surface [63]. Benchmarking of UHF passive tags in the presence of conductive
materials is presented in Sect. 2.10. In theory HF passive tags (operating at 13.56
MHz) generally performs better, compared to UHF tags, around metallic surfaces
due to their lower frequency and better penetration properties. However, these tags
have shown serious limitations in read range when they are in contact or in close
vicinity of a metallic surface. Fig.19, represents the read range performance of a
commercial passive HF tag versus its distance from a metallic object. As shown in
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Fig.19, the read range of the HF passive RFID tag is noticeably reduced as the tag
gets closer to the metallic object to a point that there is no read capability when the
tag is placed directly on the metal. Since HF tags use inductive coupling to
communicate with their reader, the “tag-on-metal” challenge for such tags can be
explained by the Eddy current induced from metallic surface that is hit by the
magnetic field generated between the tag and its reader. This induced Eddy current
generates a magnetic field that is in opposite orientation of the original magnetic
field between the tag and its reader (Lenz’s law) [63]. Fig.20, illustrates the change
in magnetic lines due to Eddy currents when tag is placed on a metallic object.

The interference between the two magnetic fields results in magnetic deflection;
causing poor performance of HF tags around metallic surfaces since the tag’s coil
will not receive enough magnetic flux to power up. The fact that RFID tags
perform poorly in the presence of metallic objects can be used in
shielding/coupling attacks by adversaries [64]. In shielding attacks the tag-reader
communications is disrupted by wrapping the tagged item in a piece of aluminum
foil, where in coupling attacks the tagged item is placed near a ferrous material that
can detune the tag frequency to stop the communications with its reader.

a b

Figure 18: Simulated radiation pattern of a UHF tag antenna in (a) free space
and (b) on a metallic object
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Figure 19: Effect of metallic objects on tag-it transponders [58].
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Figure 20: lllustration of the change in magnetic lines as the tag gets closer to a
metallic Surface, (a) tag in air, (b) tag near metal (c) tag on metal [58].
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2.10. Reading range

An RFID system’s reading range is defined as the maximum distance that could
be used to have a successful communication between the reader and the tag. The
range can vary from a few millimeters to tens of meters. The maximum range
between a tag and a reader can vary depending on three main areas [65] [66]:

e Frequency
e Signals
e Readers and antennas

The reading range increases when the frequency increases. The signal strength
from the antenna differs depending on whether it is an active or passive tag in use.
The reading range is longer when using an active tag. How the antenna of the
reader is directed in relation to the tag is important. The size of the antenna and the
power of the reader are also significant. Table.8, shows the different reading
ranges.

Table 8: Different reading ranges.

Frequency range Technology Reading range(m)
Low 125-134 kHz Very short range 0-04
High 13.56 MHz Short range 09-35
Ultra High 860-960 MHz Medium range 0-10
Microwave2.4-2.5(5.8) GHz Active Beacon(long range) 50 - 100
Microwave2.4-2.5(5.8) GHz Two-Way Active(long range) 50 - 100
Microwave2.4-2.5(5.8) GHz  Real-Time Location System(long 50— 100
range)

2.11. Range for Passive Tags

Since passive tags do not have an internal source of power and collect energy
from their reader signaling, their communications range is very limited. In the
passive tag category, the UHF and microwave tags have longer read ranges than
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the LF and HF tags. This is due to the fact that the operation of microwave and
UHF tags is based on the far field communications, because the distance between
the tag and reader antenna is typically longer than one wavelength in such
frequencies (33 cm for UHF, and 12 cm for microwave tags), Fig.21. In far field
communications, the power in the transmitted signal decays in proportion to the
square of distance from the antenna, where in near field communications (LF and
HF tags) the signal power decays as the cube of the distance from antenna as
shown in (16) and (17) respectively [67].

33 Cm R

UHF Passive Tag / y
i Y
k_\‘ A P AR

Far Field RFID
Communications Header

Mear Field
Communications

Figure.21: lllustration of near field, and far field propagation modes for UHF passive
tags. The near field-far field boundary (33cm) is defined by one wavelength of the
tag’s operating frequency [58]

Table 9: Forward link (reader-to-tag) budget analysis of a typical passive,
UHF tag at 915 MHz operating frequency.

Reader transmit power 30 dBm
Aperture and path loss (3 m) —41 dB
Reader transmit antenna gain 6 dBi
Tag antenna gain 2 dBi
Received power at tag —3 dBm
Required power to activate the tag —10dBm

Link margin +7 dB
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Peag < 1/ 42 (2.1)

Peag % 1/ 43 (2.2)

Where tag P depicts the power received at the tag from its reader, and d is the
distance between the tag and its reader. Although UHF tags have longer
communication range compared to lower frequency passive tags, their read range
Is still not acceptable for many applications. Link budget analysis of the forward
link (reader-to-tag) for a typical UHF tag in Table.9, shows that under regulatory
restrictions at a 3 m distance, the forward link margin is marginal (about 7 dB).
This theoretical margin is based on the assumption that tag-reader communications
occur in free space. In many practical scenarios, the 7 dB margin can easily be
reduced to an even lower number, often by many factors, in real environments. The
environmental factors affecting the tag performance include the presence of
interferers, conductive and absorptive materials such as metal and liquids
respectively, diffraction, and shadowing effects. The decrease in forward link
margin demands even shorter distances between UHF passive tags and readers for
reliable communications.

The calculations in Table.9, are based on the following operating parameters:
e Reader transmits power at 1 W (maximum FCC limit)
e Free space path loss at 3 m per (2.3)

A
B = Py 6/47-[d2 (2.3)
Where P. is the received power at the tag, P;, is the transmitted power from the

reader, A, is the effective aperture equal to ’12/ 457 @nd d is the distance between

the tag and its reader.
e Reader antenna is assumed to be isotropic with 6 dBi gain.
e Tag antenna is assumed to be isotropic with 2 dBi gain.
e Power required by the tag is 100m Watt limited by silicon process.
Typically, CMOS process can reduce the power requirement of the tag.
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Although forward link (reader-to-tag) in UHF passive tags is limited to short
ranges (< 3m), the reverse link (tag-to-reader) is only limited to the reader
sensitivity.

Table 10: Reverse link (tag-to-reader) budget analysis of a typical passive
UHF tag at 915 MHz operating frequency

Tag incident power -3 dBm
Aperture and path loss (3 m) —41 dB
Tag antenna gain 2 dBi
Reader receive antenna gain 6 dBi
Tag modulation loss -6 dB
Received power at reader —42 dBm
Reader sensitivity —100 dBm
Link margin +58 dB

Sensitive readers can pick up signals as low as —90 to =110 dBm, so the reverse
link margin could be very large as shown in Table 2.10.
The numbers in Table.10, is based on the following operating parameters:

e Tag incident power of —3 dBm (from Table 2.9)

e Symmetric path loss for forward and reverse links

e Tag modulation loss of =6 dB defined by (2.4):

K = alp; — p,|? (2.4)

Where K represents the tag modulation loss, oo modulation coefficient, p; and p,
are tag reflection coefficients.

As shown in Table.10, the reverse link has a very large margin (58 dB), hence
the UHF reader is capable of reading a passive tag from much longer distance
compared to the distance it can power up the tag. So the limitation in range for
UHF passive tags is really related to their forward link. If UHF tags can be
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powered up more efficiently, sensitive readers can pick up tag’s backscattered
signals from very far distances (Km range, with a reader sensitivity of =100 dBm).
This can cause vulnerability in detecting tags by unauthorized readers from long
distances.

2.12. Data Transfer between a Tag and a Reader
2.12.1 Signal Transmission

For an RFID system to work, we need three processes: energy transfer,
downlink, and uplink. According to this we can divide RFID systems into three
groups: full duplex, half-duplex, and sequential. During full duplex and half-
duplex operation, the energy is transferred constantly, compared to sequential
operation when energy is first transferred by the reader and then the tag responds.
In half-duplex systems the information is sent in turns either transferred
inductively through load modulation or as electromagnetic backscatter, such as
with radar [68].

In full-duplex systems uplink information is sent on a separate frequency, either
a subharmonic or not, so the flow of information can be bidirectional and
continuous. Sequential transfer consists of two phases: First energy is sent to the
tag that stores it in a capacitor, then, utilizing the power received, it can function
for some time and send its reply. This has the advantage that by extending the
charging time and enlarging the capacitor it is possible to acquire more energy for
the electronics.

2.12.2 Data Transfer Rate

A further influence of carrier frequency is with respect to data transfer, for which
it is very important to understand the bit rate (data rate) concept. Whereas in 182
RFID Design Principles theory it is possible to transfer binary data at twice the
carrier frequency, in practice it is usual to use many cycles of the carrier to
represent a binary digit or group of digits. However, in general terms, the higher
the carrier frequency, the higher the data transfer rate that can be achieved. So, a
low-frequency system operating at 125 kHz may transfer data at a rate of between
200 and 4,000 bps depending on the type of system, while rates up to greater than
100 Kbps (but typically less than 1 Mbps) are possible for microwave systems. It



RFID Technology 2-54 Qe YN 1

should also be appreciated that a finite bandwidth is required in practice to transfer
data, this being a consequence of the modulation that is used. Consequential to
transfer capability is the data capacity of the tag. Loosely speaking, the lower the
frequency, the lower the data capacity of the tags, simply because of the amount of
data required to be transferred in a defined time period. Keep in mind that the
capacity can also be determined by the manner in which the tag is designed to be
read or written to (for read/write tags), be it in total or part. The choice of data
transfer rate has to be considered in relation to system transfer requirements— this
Is determined by the maximum number of tags that may be expected to be read in a
unit interval of time multiplied by the amount of data that is required to be read
from each tag. Where a write function is also involved, the number of tags and
write requirements must also be considered [51].

2.13. Performance near Metal and Water

The presence of a material near tags changes the characteristics of the tags
antenna. The materials that are common and pose greater challenges to tag
performance are metal and water. Water and metal affect tag performance in a
number of ways, they provide multi-path and create fading zones. In fact, metals
can be used to boost the performance of tags. The presence of high-dielectric
material in the near field of the tag causes detuning of the antenna, so the antenna
would resonate at a lower frequency. The presence of material changes the
impedance bandwidth of the antenna and reduces the power transfer efficiency,
thus, the presence of materials near tags affects the frequency response of the tags.
In this way, the higher the number of frequencies under consideration, higher
would be the resolution of the frequency response.
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CHAPTER THREE
11

This chapter explains about the ranging technology of WSNs, which is the heart
of any localization system, its error characteristics and failure modes often
determine the design and applicability of the rest of the system. First we display
the radio propagation of WSNs and the classification based on signal metrics, then
we also explains the characteristics of received signal strength, indoor area
measurements. Last obstacles Indoor Area Measurements are presented. Indoor
Signal Propagation Characteristics

3.1. The Ranging Technology

Radio wave propagation is defined as the transfer of energy by electromagnetic
radiation at radio frequencies. Radio propagation studies look at how radio waves
travel through a given medium such as air. Radio waves encounter various outdoor
objects ranging from buildings and plants, and indoor objects, such as walls and
furniture. These objects obstruct radio wave propagation and affect the amount of
time it takes for the wave to reach the receiver from the transmitter. In addition to
the interference caused by obstructions, other factors, such as terrain, wave
frequency, and velocity of the transmitter and receiver, all impact radio
propagation. Since 802.11 works over the 2.4-GHz frequency, there is interference
from microwaves, Bluetooth devices, cordless phones, and other similar devices.
Multipath fading, where a signal reaches the receiver through different paths, each
having its own phase and amplitude, is another common problem faced by radio
waves. Even environmental changes such as humidity and temperature affect the
signal strength. At a fixed location, the signal strength received from an access
point varies with time and its physical surroundings.
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The wavelength of the radio waves used by a wireless local-area network
(WLAN) is significantly smaller than the obstructions that the radio waves
encounter, therefore, it can simplify the study of these waves by treating them as
rays traveling in straight lines. The shortest path that a wave can take is the
unobstructed path, or the LoS. When obstructions are encountered, the signal has to
take multiple paths to travel from the transmitter to the receiver. This behavior,
called multipath delay spread (more on multipath below), introduces a delay in the
transmission time when compared to LoS. Usually, NLoS transmitter radio
channels have characteristic random multiple-path radio propagation, with the
principal parameters of multipath fading, shadowing, and path loss. Traditionally,
the transmission link of such a system is modeled by an elevated base
station/receiver antenna, a relatively short LoS propagation path followed by many
long NLOS reflected propagation paths and an antenna on a mobile transceiver.
Variations in the channel occur due to changes in the static environment, moving
interferers, and motion of the user/transceiver. When natural and constructed
obstacles, and especially movement in the environment or a transmitter, result in
multiple signal paths, the situation is referred to as multipath propagation,
influenced by the above factors [67].

Particularly relevant to location sensing are the radio propagation behaviors that
cause the signal transmission to take a longer path or be delayed. One approach
involves measuring the time it takes for a signal to reach its destination and based
on that measurement, calculating the distance traveled. Any radio propagation
delay scan ultimately introduces errors into the distance calculations. Signal
attenuation is perhaps the most fundamental technical problem to be addressed,
because no radio positioning system can operate when the tracking signals are too
weak to be received. Any receiver is essentially a device that separates signals
from noise and recovers the information content of those signals. Usually, there are
only one or a few sources of the desired signal, but there are many sources of noise
in a typical environment. In general, given typical wood or reinforced concrete
buildings, attenuation is an increasing function of frequency. This explains why
GPS does not work indoors. Its microwave carrier signal at 1.5 GHz undergoes
severe attenuation in the course of passing through even the thinnest roofing
materials. Commercially available indoor radio positioning systems use the ISM
allocation at 2.4 to 2.45 GHz. These frequencies are attenuated even more severely
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by passage through materials as common as reinforced concrete, people, and plant
leaves. It is not uncommon for a 2.4-GHz signal to be attenuated by more than 20
dB when a single reinforced concrete wall appears in an otherwise free-space
signal path. In general, sources of error for signal propagation arise from the
receiver’s equipment, noise and interference, propagation channel (multipath and
NLoS), which is a range/direction estimation error which is a range/direction
estimation error most important impact on location accuracy), and nonlinear
algorithm (positioning error).In most cases, signal propagation in indoor
environments is usually affected by multipath. In wireless networks, the straightest
path or DLoS between objects is often difficult to ascertain.

Wireless signals are also attenuated with increasing distance and obstacles in their
paths. If the signal strength is below some threshold value, the receiving antenna
will encounter bit errors when decoding the signal, which gets worse under
significant RF interference from other sources. Encountering such bit errors, the
receiver does not send an acknowledge signal back to the sender, causing the
sender to retransmit the frame. These retransmissions decrease the data rate of the
system. So as the distance between the receiver and the transmitter increases, the
data rate of the system decreases. Thus, in order to increase the data rate, the
coverage area should be decreased [69].

If the signal strength falls below the receiver sensitivity, the transmitter is
disconnected from the particular receiver. The receiver sensitivity depends on the
wireless technology used and the data rate of communication. The receiver
sensitivity is lower for higher data rates, and also determines acceptable path-loss
measures. Also, dead spots are present where there is no received signal due to
these effects.

Therefore, before deploying a WLAN, an RF site survey should be performed for
producing signal propagation models, enabling the determination of optimal
locations of transceiver to provide the best possible coverage.

3.2. Classification Based on Signal Metrics

The basic function of a wireless positioning system is to gather particular
information about the position of an object and process that position into a location
estimate. The particular information could be one of the classical geolocation
metrics for estimating the position, Fig.23.



Radio Propagation Technique 3-60 el N3 11

» Angle of arrival (AOA)
» Time of arrival (TOA)/time difference of arrival (TDOA)
» Received signal strength (RSS)

Estimated User’s
Received RSS, AOA, location
signals Estimation of the TOA, TDOA Estimation of the estimate
e > 5 ’ -
location parameters user’s location
Range/direction estimation error Positioning error

Figure 23: Position estimation based on several variants techniques metrics [69].

3.2.1. AOA Positioning Technique

This technique computes the angle of arrival of the signals from the transmitter
to more than one base station, making use of directional antennas and using simple
geometric rules to calculate the distance from the angle measurements. Two
beacons are enough to accurately estimate the object’s location. Each estimated
angle gives a line between the receiver and the transmitter. The lines of position
are straight lines whose intersection provides the location of the transmitter. The
accuracy of AOA diminishes within creasing distance between transmitter and base
station due to the scattering environment, Fig.24, shows that the received signals at
two base stations (array antennas) and the estimation algorithm provide angle or
direction estimates between the object and base stations, and Fig.25, shows AOA
methods may use at least two known reference points (A,B),and two measured
angles 01, 62 to derive the 2-D location of the target P [70].

Disadvantages include the following:

» Need of extra hardware, antenna arrays at the receiver. The performance of
this system highly depends on the accuracy of the antennas used for the
angle measurement.

» Need for LoS conditions for accuracy.
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» Changing scattering characteristics and multipath signals hinder the
performance.
One way of reducing the scattering characteristic and the multipath issues is to
elevate the antenna to an appropriate height (which makes these systems almost
impractical for micro-cell-based networks).

Estimation of AOA Estimation of the
Received _— user’s location o
Epl' # ":""E. (x, J’l) # (-‘:1 J'I)

-

signals Array antenna
+
Estimation algorithm
(music, esprit, ...)

Algorithm used to solve
linear equations

Direction estimation error Positioning error

Figure 24: Received signal angle estimates [69].

Figure 25: Position based on AOA measurement [70]..

3.2.2. TOA/TDOA Positioning Technique

The distance between the transmitter and receiver can be calculated using
TOA/TDOA information as well. The TOA technique is based on estimating the
time of arrival of a signal transmitted by the transmitter and received at the
minimum of three base stations. The TDOA technique is based on the time
difference of arrival of a signal received at multiple pairs of base stations.
Knowing the distances (having obtained the TOA information, the distance
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between the transmitter and the receiver is just the speed of light times the travel
time) to each receiver, location can be calculated using the triangulation method.
The usage of TDOA information is very similar to that of TOA, but this time the
difference between the distances from the transmitter to each receiver is calculated.
The lines of position are hyperbolas (instead of circles as with AOA) whose
intersection provides the location of mobile station. The use of time of flight of
signals to measure distance is not a new concept. GPS uses the one-way delay of
radio waves from satellites to estimate distance, while collision avoidance
mechanisms used in robotics determine the distance to obstacles by measuring the
time of flight of an ultrasonic signal being bounced off them. The major concern
with this type of technique is the preciseness of time measurement, and unlike
other techniques, the error factor decreases as the distance between the mobile
station/transmitter and the base station\ receiver increases. Since the time delay to
be measured in microcellular technologies is very small, technologies like
Bluetooth do not easily support this technique. Fig.26, shows the received signals
at three base stations and estimation algorithms provide time/time difference
estimates between the transmitter and base stations (pairs of base stations). Finally
TDOA technology therefore can be applied to a wide range of wireless networks
(primarily Time Division Multiple Access (TDMA), Code Division Multiple
Access (CDMA), and Frequency Division Multiple Access (FDMA) based).

Disadvantages include the network infrastructure needs to be extremely well
synchronized (at the MS and the transmitter ends), which in turn implies higher
costs.

Estimation of TOA/TDOA . Estimation of the
Received =T user’s location
signals Correlator b 7 B (%, 7) = (x, )
+
Estimation algorithm

and d; = ¢t , dpy = ety

Y

Algorithm used to solve
non linear equations

Time/time difference estimation error Positioning estimation error

Figure 26: Received signal time estimates [69].
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3.2.3. RSS Positioning Technique

This approach makes use of the relationship between the received signal strength
and the distance. Theoretically, there exists an inverse proportional relationship
between the received signal and the distance from the receiving station that can be
represented linearly. The distance between the transmitter and the receiver can be
determined from the RSS values either at the object device end or at the receiver
end. There are two ways to determine the distance. The first is to map the path loss
of the received signal to the distance traveled by the signal from the transceiver to
the object. Second, with the knowledge of the RSS from at least three receivers,
triangulation is used to locate the receiver. Geometrically, if a transmitter is at
distance d;from receiver;, possible locations of the mobile are represented with a
circle with center at receiver;and radius d;. There is no database search, and the
positioning delay is just related to the communication and computation. However,
inside a building, the variation of the RSS with distance (the inaccuracy of the
path-loss model) is significant due to obstructions and multipath fading effects.

For indoor environments, it is difficult to find a LoS channel between the
transmitter and the receiver. Radio propagation in such environments would suffer
from multipath effect. The time and angle of an arrival signal would be affected by
the multipath effect, thus, the accuracy of estimated location could be decreased.
An alternative approach is to estimate the distance of the mobile unit from some
set of measuring units, using the attenuation of emitted signal strength. Signal
attenuation-based methods attempt to calculate the signal path loss due to
propagation [70] [71] [72].Theoretical and empirical models are used to translate
the difference between the transmitted signal strength and the received signal
strength into a range estimate, Due to severe multipath fading and shadowing
present in the indoor environment, path-loss models do not always hold. The
parameters employed in these models are site-specific. The accuracy of this
method can be improved by utilizing the premeasured RSS contours centered at the
receiver [73] or multiple measurements at several base stations. A fuzzy logic
algorithm shown in is able to significantly improve the location accuracy using
RSS measurement [74].

Signal strength measurements are affected by various radio wave propagation
mechanisms [72].There are three ways that signal strength can be affected:
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reflection, diffraction, and scattering. Radio waves typically encounter obstructions
larger than the wavelength, and depending on the wave frequency and the angle at
which they hit the obstruction, the rays are reflected away from the obstruction.
Reflection is an important consideration in indoor applications [69]. The radio
waves are diffracted when they encounter edges, such as when they come into
contact with the edge of a building or a wall. As a result of diffraction, the waves
are able to propagate away from the edge and reach places that are not directly
within LoS. The third mechanism that needs to be considered is called scattering.
Irregular objects such as walls, furniture, and leaves on a tree can cause the rays to
scatter in all directions. Scattering is observed when the object dimensions are
close to the radio wavelength, and becomes a significant issue if the transmitter or
receiver is located in a highly cluttered area [72]. Fig.27, shows that received
signals at three base stations and a path-loss model provide distance or range
estimates (d1, d2, d3) between the mobile device and base station. Each estimated
range gives a circle centered at the receiver (base station) on which the transmitter
(mobile device) must lie. Range estimation errors are due to multipath, NLoS, and
local shadowing. Position estimation error is due to the algorithm used to solve
nonlinear equations.

Estimation of RSS Estimation of the
Received user’s location

signals d} zd, (*x,9) = (x, )

" | Propagation channel _
. Algorithm used to solve

Path loss model non linear equations

Range estimation error Positioning error

Figure 27: Path loss models measure received signal as a function of distance
[69].
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3.3. Signal Propagation Characteristics of RSS

Several localization systems have used received radio signal strength to estimate
distance between transmitter and receiver. Perhaps the most well-known of these is
RADAR [16] which uses existing 802.11 networks. Other commercial systems
include PinPoint [75] and WhereNet [76] which deploy specialized RF
infrastructure. Recent researches in RFID localization using signal strength include
SpotON [45], LANDMARC [38] and MDS [77]. This section analyzes exactly
how useful this information might be in localization. It is well known that signal
strength information is an unreliable indicator of distance in complex indoor or
urban environments due to obstacles and reflections. This is especially problematic
because erroneous readings give no indication of being erroneous, causing heavy-
tailed error distributions which are difficult to deal with. This does not, however,
mean that signal strength is not applicable in sensor networks. Indeed, many sensor
network applications are situated in ideal settings for measuring signal strength,
e.g. outdoors. Furthermore, in less than ideal environments, signal strength can be
used to corroborate measurements from other ranging technologies which might
have different failure modes. In radio models, the received signal strength is
usually represented with the following formula, measured in decibels [30]:

Received Signal Strength = Sending Power — Path Loss + Fading (3.1)

The Sending Power of a node is determined by the battery status and the type of
transmitter, amplifier and antenna. Path Loss describes the signal’s energy loss as
it propagates to the receiver. Path loss can be calculated using different physical
models. The “Free Space Model” assumes the ideal propagation condition: that
there is only one clear LoS between the transmitter and receiver with no obstacles
nearby to cause reflection or diffraction. The path loss is modeled as being
proportional to the square of the distance between the transmitter and receiver, and
also proportional to the square of the frequency of the radio signal. This model
accounts for the propagation distance between sender and receiver using a fixed
formula for signal loss, and does not include hardware specific factors such as the
gain of the antennas used at the transmitter and receiver, nor any loss associated
with mechanical imperfections.

The ‘Two-Ray-Ground Reflection Model’ considers antenna orientation and
distance from ground for both the transmitter and receiver, performing detailed
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radio ray tracing to estimate reflection of signals. This model is known to give
more accurate predictions at a long distance than the free space model. However it
does not perform as well at short distance due to the oscillation caused by the
constructive and destructive combination of the two rays. In the case where
distance between nodes is small, the free space model may be preferred. The
effects of reflection, diffraction and scattering of signals as they hit obstacles will
influence the free propagation of signals, leading to observation errors at the
receiving node, Fig.28. These effects cause an exponential decay on the signal
strength with respect to distance. Signal strength is also assumed to be log-
normally distributed for a given distance d. The log-normal shadowing path loss
model which is the most commonly used radio propagation model in WSNs
simulations is given as follows:

b r(d)/Pr (d0) = —10nlog (=) +Y (3.2)

Transmitter Receiver

A: free space
B: reflection

C: diffraction
D: scattering

Figure 28: Mechanisms behind the electromagnetic wave propagation.

Where P.(d) is the received power for distance d and P.(d,)is the received
power for a reference distance dO, n is the path loss exponent (rate at which signal
decays). Y is a Gaussian random variable with zero mean and standard deviation o.
n and o are obtained through curve fitting of empirical data. To approximate a
communication link with the shadowing model, Ramadurai [78] suggests a simple
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approach to calculate the distance using a certain radio propagation model and
introduce a random error to the calculated distance.

In other words, received signal strength will decrease by term, 10 nlog (dio) :
Fig.29, shows the observed mean and standard deviation of signal strength as
distance increases, and this curve decreases logarithmically. Fig.30, plots the
ranging error over distance that Signal strength ranging error increases with
distance due to the increase in noise and the logarithmic decrease in signal
strength. Notice that the accuracy and maximum range can be increased by using a
higher transmission power [79].

Two concepts are a key in radio propagation: transmission power and signal
strength. Radio propagation is the transfer of energy and is measured in terms of
units of power, or watts. This power is measured at the transmitter (transmission
power) and also at the receiver; the signal strength is the total amount of power
measured at the receiver. Due to the nature of radio wave propagation, the latter
measurement is less than the former because the signal loses power as it moves
through the air in the form of radio waves.
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Figure 29: Average Signal Strength Reading vs. distance
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3.4. Indoor Area Measurements

Indoor radio propagation is not influenced by the terrain profile, as is outdoor
propagation, but it can be affected by the layout in a building, especially if there
are various building materials. The transmitted signal often reaches the receiver
through more than one path, due to reflection, refraction, and diffraction of the
radio wave by objects such as walls, windows, and doors inside a building, the
distanced power model is the main propagation model for path loss. As shown in
Eq.3.3, many researchers estimate the rate of decay of a transmitter signal through
this relation [80] [81].

Buildings represent a complex environment of very large dimensions compared
to wavelength. RSS is location dependent as it is affected by factors such as
distance from the transmitter and attenuation due to existing obstacles. As
mentioned above, due to reflection, diffraction and scattering of radio waves by
structures inside a building, the transmitted signal most often reaches the receiver
through more than one path. There are several approaches to indoor propagation
prediction. In one approach, electromagnetic theory is applied using ray tracing
techniques. In this method, propagation predictions can be applied without
performing propagation measurements first. However, computation times on
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personal computers can be large, and, then, the predictions cannot be obtained
interactively or with algorithms for optimizing user locations. In the alternative
approach, propagation models related to those for describing free-space
propagation are empirically or statistically fitted to the measurement data. The
resulting models are generally straight forward to apply, and prediction results can
be computed quickly [80]. RSS is a measure of the power received by the RFID
tag from a transmitter and provides information as to location of the subject
carrying it. The received signal consists of direct, reflected, scattered and diffracted
waves. For indoor environments, log-distance path loss model, among different
path-loss models, in its simplest form often used for EM signals can be expressed
as:
PL(dB) = PL(dy,) + 10 nlog(d|d,) (3.3)

In (3.3), n is the path loss exponent depending on the building and surrounding
medium (is generally higher for wireless channel), which indicates the rate of path
loss with the increasing distance. In an enclosed environment, the value of n, may
be 1.5 to 1.8 when the transmitter and receiver are placed in the same hallway and
are in sight of each other. When the receiver is located within a room off the
hallway, n ranges from three to four. n also varies with frequency, and is dependent
on the building materials used in a particular environment [82] [83]. Fig.31, shows
the measured RSS levels and the plot obtained by substituting empirically driven
parameters in Eq.3.3, for a single transmitter [47] .

3.5. Obstacles Indoor Area Measurements

The Indoor Area Measurements may include obstacles, which cause scattering
and reflection of radio waves. Obstacles may be walls, desks, metal or wooden
shelves, etc. Measured data include recordings of the RFID tag coordinates, and
RSS levels.
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Comparing Theoretical Value And Measured Value
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Figure 31: Signal strength values for indoor environment [47].

3.6. Non Line of Site (NLoS) Propagation:

NLoS propagation measurements are dependent on the position of buildings and
other geographic features in the propagation environment as well as terminal and
base stations positions. In order to calculate bounds on the localization error during
NLoS propagation, not only must the locations of measuring base stations\receiver
and mobile terminal\transmitter be known but also the geometry of obstacles to
radio propagation. However, in practice NLoS propagation at some locations is
deterministic as the LoS propagation paths to measuring base stations\receiver are
blocked by large immobile objects such as walls or buildings. In other words,
NLoS radio propagation this path is obstructed and the signal is reflected and
diffracted during propagation from the target node to the measuring base stations.
NLoS propagation complicates the localization problem since the signal
characteristics are not only a function of the node and base station locations but
also a function of the location of obstructions in the propagation environment,
whereas during n LoS radio propagation, radio signals travel directly on the
shortest straight line path from the node to be located to the measuring base
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stations [84]. RFID modeled has NLoS propagation as a random effect with no
correlation to a node’s location. In this case, the occurrence of NLoS propagation
only degrades localization accuracy [85].

3.7. More on Multipath

Multipath is common in radio channels. At the receiver, multipath signals are
multiple copies of the transmitted signal, each with a different delay. This results in
the correlate or output having multiple correlation peaks of various sizes
corresponding to the transmitted code word. A receiver can take advantage of
multipath and combine all of the multipath-related correlation peaks out of each
code word correlator, and then do the comparison among all such code word
correlators. This receiver would perform better than a conventional receiver, which
would only look at the correlator output at a particular instant in time. The
multipath phenomenon has been recognized in pagers and mobile telephones. In
this context, the combination of wireless signals may cancel each other out,
making reception difficult. This is sometimes referred to as multipath interference.
Efforts have been made to reduce multipath interference in order to improve the
signal to- noise ratio or bit error rate of the received signal [69].

Multipath interference is avoided by selecting the strongest received signal for
detection and demodulation. According to this method, the particular path or paths
taken by the strongest signal is not important. The directional antennas may be
used at one of or both the transmitter and receiver. At the transmitter, a directional
antenna limits the number of paths that the transmitted wireless signal may take. At
the receiver, a directional antenna reduces the number of paths from which
wireless signal scan be received. In either case, the direct signal path can be
strengthened in relation to the reflected or echo signals. However, directional
antennas are inconvenient and have limited use because they must be oriented to
direct or receive the wireless signals.

In wireless distance measurements, the problem is not to increase the signal to-
noise ratio or bit error rate irrespective of signal propagation time or distance. The
object is to identify the direct path signal as closely as possible. If reflected signals
contribute significantly to the measurement, the resulting distance will be
Inaccurate.



Radio Propagation Technique 3-72 Qe N3 11

Some solutions may be used to correct wireless distance measurements for
Inaccuracies caused by the multipath phenomenon. Moreover, some solutions are
capable of determining the distance between two wireless devices using only the
two wireless devices, as described in further detail below. To achieve this result, a
first wireless device transmits a forward path signal to a second wireless device.
The second wireless device generates a reverse-path RF signal sequence using the
forward path signal such that the forward and reverse path signals are coherent.
The reverse-path RF signal sequence includes different frequencies that have the
same or substantially the same multipath characteristics.

Following is a summary of the main effects of multipath on distance measuring
systems and the measures to take to counter it:

e Multipath signals will distort the distance reading to a degree depending on
the strength and delay.

e The apparent delay in the presence of multipath can be corrected by
analyzing the pass band amplitude and phase behavior to find relative
strength and delay.

e The degree of resolution depends on the strongest received signal or the
average of received signal for detection of the system.
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CHAPTER FOUR
1V

MATHEMATICAL METHOD FOR INDOOR LOCALIZATION

This chapter presents Location Estimation Based Inter tag Distance-MDS
Algorithm for implementation in indoor environment. First, Multidimensional
Scaling (MDS) Technigue/Model are introduced with Measurement Model of Log-
Distance Path Loss propagation, Low of cosine to measure the distance between
RFID reader and tags based RSS, and Procrustes Analysis. Last, the Proposed
Algorithm of a Probabilistic Model is illustrated with formula.

4.1. Multidimensional Scaling (MDS) Technique

Recently Multidimensional Scaling (MDS) has been successfully applied to the
problem of node localization in wireless sensor networks. MDS technique has its
origins in psychometrics and psychophysics. It is often used as part of exploratory
data analysis or information visualization technique that displays the structure of
distance. It is related to principal component analysis, factor analysis, and cluster
analysis. The typical goal of MDS is to create a configuration of points in one, two,
or three dimensions, whose inter-point distances are “close” to the known inter-
point distances. Depending on the criteria used to define “close”, many variants of
the basic MDS exist [30]. MDS has found many applications in chemical
modeling, Economics, Sociology, political science and, especially, mathematical
psychology and behavioral sciences [86]. More recently, MDS has been applied in
many fields, such as Machine Learning [87], Computational Chemistry [88]. When
used for localization, MDS can be applied to find a map of sensor positions in two
or three dimensions when dissimilarities are measurements of range obtained, and
take full advantage of inter-point distance information between sensors that have
yet to be localized. Typical procedure of MDS algorithms involves first, computing
the distance between all pairs of nodes to get the information that is used to
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construct a distance model (distance matrix) as the input for MDS, it’s used the
distance measurements to estimate the nodes positions. In wireless networks, nodes
will prefer the shortest measured distance to estimate their positions relative to
some coordinate system [88]. This will underestimate localization errors when the
ranging error is beyond some value. For the isotropic networks, the localization
error increases with larger ranging error. The entry (i,j)represents the distance
along the shortest path between nodes (i,j), [89]. If only connectivity information
Is available, the entry (i,)) then represents the least number of hops between nodes i
and J. Then MDS is applied to the distance matrix and an approximate value of the
relative coordinates of each node is obtained.

There are several variants techniques of basic MDS algorithm in wireless sensor
networks: MDS-MAP(C) [90], MDS-MAP(P) [91], MDS-Hybrid [92] and
RangeQ-MDS [93] [94].We adopt classical MDS in this work, classical metric
MDS is the simplest case of MDS: the data is quantitative and the proximities of
objects are treated as distances in a Euclidean space. The goal of metric MDS is to
find a configuration of points in a multidimensional space such that the inter-point
distances are related to the provided proximities by some transformation. If the
proximity data were measured without error in a Euclidean space, then classical
metric MDS would exactly recreate the configuration of points.

4.2. Location Estimation Based Inter tag Distance-MDS Algorithm
4.2.1. Multidimensional Scaling Models

MDS models are defined by specifying how the given similarity data &; ;between
two objects i and j are mapped into distances d;; of an m-dimensional MDS
configuration X consisting of all objects. The mapping is specified by a
representation function, f :d;;— &;;which specifies how the similarity data should
be related to the distances. In practice, one usually does not attempt to strictly
satisfy f. Rather, what is sought is a configuration whose distances satisfy f as
closely as possible. The condition “as closely as” is quantified by a badness-of-fit
measure or loss function. The loss function is a mathematical expression that
aggregates the representation errors,e;; = d;; — &;;(x), over all pairs (i, j). A
normalized sum-of-squares of these errors define stress, the most common loss
function in MDS.
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Assume that measures of similarity, for which we use the general term proximity,
8;; are given for each pair (i, j) of n objects. The localization problem is often
formulated as an optimization problem that minimizes the sum of squared errors.
This optimization problem is generally non-convex with many local minima.
Traditional local optimization techniques, such as the Levenberg-Marquardt
method [30], require good initial points in order to produce good solutions. Global
search methods such as simulated annealing or genetic algorithms are generally too
slow.

To solve this problem (or in this context), MDS is presented in this chapter,
which it attempts to represent proximities by distances among the points
(representing the objects) of an m-dimensional configuration X, the MDS space.
Given a Cartesian space, one can compute the distance between any two points i
and j. The Euclidean distance between points i and j in a two-dimensional
configuration X, is computed by the following formula:

§;(6) = (ir — xa)? + (xiz = %;2)? (41
This can be written as

1/2

2
61;(x) = [2 Xia = xi,-] (42)

MDS maps proximitiesd;;, into the corresponding distances &;;(x) of an MDS
space X. That is, f: d;;— &;;(x). The distances 6;;(x) are unknowns, and MDS
finds a configuration X of a predetermined dimensionality m on which the
distances are computed. The function f, on the other hand, can be either completely
specified or restricted to come from a particular class of functions. Empirical
proximities always contain noise due to measurement imprecision. Hence, one
should not insist, in practice, that f(d;;) = 6;;(x), but rather thatf(d;;) =~ &;;(x),
where “=” can be read as “as equal as possible”. Computerized procedures for
finding an MDS representation usually start with some initial configuration and
improve it by moving around its points in small steps (iteratively) to approximate
the ideal model relation f(d;;) = &;;(x), more and more closely. A squared error

of representation is defined by
2
eij2 = [dij - 5ij(X)]
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Summing eijzover all pairs (i, j) yields a badness-of-fit measure for the entire
MDS representation, raw stress

ser(x) = Syl (dip) = 85,001,
To avoid scale dependency, Str can be normalized as follows,

Str(x) _ Blfdip) = 8;00]°
¥ 8,200 Y8200
Taking the square root yields a value known as, Str2(x).

Let there be M points in a network, X;,i = 1, .....,M, and let X = [X,, ..... X}/ ]%.
Here, X is 2 X M. Let D=[d;;] be the matrix of pairwise distance measurements,
where we consider the localization problem to be 2-dimensional, and d;;, is the
measured distance between X; and X; for i # j,and d;; = 0 for all i.

The goal of MDS is to find an assignment of X in low-dimensional space that
minimizes a “stress function,” as:

Str?(x) =

(4.3)

l]’

X = argmin Stress (X) (4.4)
_|X(dy = 65)?
Str(X) = \/ Y (4.5)

Where §;; is the Euclidean distance between X; and X;. In Classic metric

multidimensional scaling, the elements of Xcan be computed using EVD of the
double centered squared distance matrix.

Let the squared distance matrix is, D? = [dl-jz] , when X contains the coordinates
of M points in two dimensions, D? can be represented as,

2 2

o dq, dim

2 _ 2 2

D* =|dy, o donm
2 2

dim doum o

The elements of the double centered squared distance matrix By, are determined
as,

M 1 M
by = ——<d2 de] Zdl?k +Mzzal,§l> (4.6)
k=1 =

k=11
T
_Xl.)(j
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Reformulating Eq.(4.6) in matrix notation
1
Bysxy = _EJ D?] = XTX (4.7)

Note that B is a positive definite matrix having m positive eigenvalues. Eq.(4.7),
Is an expression for X in terms of D, in m-dimensional space,. We know that the
measurements D originate from a 2-dimensional space. If the measurements from
D are perfect, then there is a zero-stress assignment of X, when m-dimensional =2
(i.e., it turns out that Stress (X) must increase or stay the same; it cannot decrease).
However, measurement error makes it unlikely that such an assignment really
exists. Thus, some stress is inevitable as we reduce the dimensionality from m to 2
or 3.

As before, this dimensionality reduction is done by taking EVD of B, then
removing eigenvalues and eigenvectors. This is a safe operation because B is
symmetric positive definite, and therefore has M positive eigenvalues.
B=XXT =uvuvuT
X=U0v-12 (4.8)

The problem is that X has too many columns, we need to find X in 2-space. To do
this, we keep the two largest eigenvalues from V and the corresponding
eigenvector leaving a 2 x 2 diagonal matrix. Then X, has the proper
dimensionality.

4.2.2. Measurement Model of Log-Distance Path Loss propagation

In order to estimate the distance between a transmitter (i.e., RFID-tagged object
or reference tag) and a receiver (RFID- reader) from RSS, the log-distance path
loss model for indoor environment which describes the relationship between the
signal attenuation and the distance, and that has been used extensively in the
literature[77] [95]

PL(d:) = PL(dy) + 10 nlog(ds,|dy) (4.9)

Where d;, represents the distance between the transmitter and receiver, PL(d;,)
Is a random variable describing the path loss measured in dB at distance d,,
PL(d,) is the free space path loss for distance d,, n is the path loss exponent which
indicates the decreasing rate of signal strength in an environment;d,is a reference
distance normally chosen close to the transmitter tag. In Eq.(4.9),the path loss
measured in dB at distance d,,-can only be considered as an average value because
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does not consider the variable factors in the surrounding environment. To take the
propagation parameters in this model, usually the received signal strength is log-
normal Gaussian distribution. To represent a probabilistic approach and model the
path loss measured in dB at distance d as a random variable PL(d) by using a
Gaussian random variable N (0, 0?) as :
PL(d) = { Path loss model} + {Gaussian distribution}
PL(d) =PL(d.,) +Y (4.10)

Where Yis a random variable which follows a Gaussian distribution N (0, c?),
which is zero mean Gaussian random variable with variance o%-in dB, which
reflects the variation, on average, of the received power that naturally occurs when
a PL model of this type is used. Path loss is the main ingredient of a propagation
model. It is related to the area of coverage of RFID systems [96]. In general, the
exponent n is environment dependent, in free space, n is equal to 2, however, in
more complicated environments, n will generally be larger. The pathloss model
defines the received power at the receiver given the transmit power of the
transmitter[21],i.e., with a given transmitting antenna power P; transmitting
antenna gain G, , and receiving antenna gain G, , the received signal strength
P.(d;)-in dB at distance d is given by :

P.(d¢r) = Py + G+G-PL(d) (4.11)
Where d,, is a distance between a transmitter and receiver,
P.(ds) = P, + G.+G,-PL(d,y) — 10 nlog(d,,|dy) — N(0,0?) (4.12)
K = P, + G:+G,-PL(dy) + 10 nlog(d,) (4.13)

Where K is a constant, because the first four terms in (4.12) are all constant. It

equals the received signal at d, = 1 m. So the above equation can be rewritten as:
P.(d,;) = K —10nlog(d,,) — N(0,02) (4.14)

From Eq.(4.14) we can obtain the signal strength P.(d,,)to estimate the distance

between tag to reader from the measured RSS by the reader in-dB ,
K_Pr(dtr)

des;(P) =10 107 (4.15)
Fig.32, shows that received signals strength at tags and a path-loss model provide
distance between the tags and reader, where the Path-loss models measure received
signal strength as a function of distance.
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Figure 32: Path loss models measure received signal as a function of distance.

4.2.3. Approach of Inter Tag Distance Estimation

As pointed out earlier, the distance between the tags and the reader can be
determined from the RSS values either at the tags end or at the reader end, and the
Path-loss models measure received signal strength as a function of distance. Signal
strength measurements are affected by various radio wave propagation. We denote
the tag-to-reader distance between reader and tags (RFID-tag and the reference-
points) to be d,,.. Given the RSS measurement P, from tags at reader, the tag-to-
reader distance can be estimated using Eq.4./6, which measures the distances
between the receivers (RFID-readers) and transmitter (RFID- active tags) using the
large-scale path loss model. However, since a tag cannot communicate with
another tag, we cannot use the same method to estimate the inter-tag distance. To
solve this problem, we present the Law of Cosine to measure the distances between
the RFID-tags, as shown in Fig.33. In order to calculate the position of objected
tag, the distance E values are very important to calculate based on the distance
between tags, calculated the inter-tag distance estimation in the detection area
(indoor environment). This approach measures the inter-tags distance to construct
the distance matrix as the input for MDS (for LANDMARC finds the unknown
objecting tags’ nearest neighbors, where RFID tags illustrate object tag and the
reference-points) [38]. The reader is detected the distance between RFID tags is E.
In this section, the following explanation elaborates conceptual working based on
only one reader and two RFID tags for simplicity and clarity. If there are number
of RFID tags, using these relations to estimate the inter-tag distance, then can
obtain a set of distances between RFID tags, to locate the object. The distance
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between tag; (first tag) and reader is,D;,, the distance between tag(second tag)
and reader is D;,.

4.2.4. Apply the Law of Cosine

Let D;,., Dy, and E be the lengths of the legs of a triangle, ¢ is the angle of tag;,
then the law of cosines states,

E? = Diy* + D" — 2{Dy {Dyy} cos ¢ (4.17)
Solving for the cosines yields the equivalent formulas

—E? + D,.* + D,,*
Z{Dir}{Dtr}

@ , Is the difference in angles formed by two linear vectors,

cos @ =

@ =19 — 0 = absolute( 9 — 6) (4.18)

Figure 33: a, b: Distance measurement between inter-tags.

The distance E between RFID tags, that is calculated using trigonometric
postulate of geometry. In triangle, if two sides and the angle opposite to the
unknown side are known, then the unknown side can be found out [97].

By applying the Law that described above, can be obtained,


http://mathworld.wolfram.com/Triangle.html
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E = \{Dy}? + {Dyy}? — 2{Dyy}{Dyy} cos ¢ (4.19)
@ = cos [({Dy}* + {Der}? — {EY*)/ 2{D,}{Dy,}] (4.20)

After measuring the distance E, we can apply the MDS algorithm which
constructs the distance matrix as the input. This approach is based on received
signal strength (RSS) measurement reported by reader to infer the tag-to-reader
distances and inter-tag distances estimation.

4.2.5. Procrustes Analysis

As described above, Classical MDS creates a configuration of points in one, two,
or three dimensions X. The inter point distances of this configuration reproduce
those of the original data points Y. However, they are in a relative coordinate to
determine the absolute coordinate, the locations of the readers are needed to find
an optimal transformation using PA. PA is a statistical procedure for comparing
shapes. It is commonly applied to sets of landmark data, in which significant
features in a population are measured as geometric locations. The analysis
computes the best-fitting superposition of the landmarks in two data sets using a
shape-preserving Euclidean transformation that minimizes variations in location,
rotation and scale. It is often used as a preprocessing step for further statistical
analysis. PA has its origins in the biological study of animal morphometrics, but
has found application in areas as diverse as archeology, astronomy, civil
engineering, geography, network design, and physical chemistry. The name comes
from PA, a figure in Greek mythology noted for his proclivity for “shrinking™ and
"stretching™ visitors to fit in his bed. It determines a linear transformation
(translation, reflection, orthogonal rotation, and scaling) of the points in matrix X
to best conform them to the points in matrix Y. The goodness-of-fit criterion is the
sum of squared errors. PA returns the minimized value of this dissimilarity
measure values to match points in matrix Y, by a measure of the scale of Y, given

by:
> Wy = 4y (4.21)
LJj

Where A is replicates the array x on an n-times-n tiling, to create a matrix X that
has n times as many rows and columns as Y. The output X will match Y in all
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remaining dimensions. That is, the sum of squared elements of a centered version
of Y, can be implemented in MATLAB as [98],

d = procrustes(X,Y) % determines a linear transformation

% procrustes returns the minimized value of this dissimilarity measure
in d.

sum(sum( (X-repmat (mean(X,1),size(X,1),1)).72,1))

[d,Z] = procrustes(X,Y) % also returns the transformed Y values.

4.3. The Proposed Algorithm of a Probabilistic Model

We introduced algorithm an indoor location to estimates objects’ locations
based on RSS measurement by measuring the tag-to-reader distances provided by
the readers to construct the distance matrix as the input for MDS to locate RFID-
object tag (unknown tag), the data available in the simulation are the RSS
measurement because RSS information can be obtained at no additional cost with
each radio message sent and received. However, signal strength based RF
localization systems suffer from the inherent errors associated with the RF
propagation, the RSS may not follow the model exactly due to multipath
propagations and some other factors. These effects cause random variations of the
RSS, because the indoor radio signal can follow multiple paths between a
transmitter (i.e., tagged object or reference tag) and a receiver (i.e., reader). Thus,
to take these factors into consideration in order to enhance the location estimation
of the object tag, and to alleviate the limitations of RF and the process
measurement noise on the location estimation. In this context, and from the
probabilistic approach and path loss model, we present a model to observe the
effect of propagation parameters on the estimated distance, which can observe the
probability distribution of estimated distance between tags and reader and how the
estimated distance affects by these parameters.

RSS effects on the estimated distance between tag-to-reader and inter-tag
distances based on the tag-to-reader distance information, which means, RSS
measurement error will be affected on the location accuracy of tags. RSS usually
demonstrates a Gaussian normal distribution [32].

In this model we can have the distribution of the estimated distance relative to
propagation parameters, it has been shown that, the pdf of a certain value
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of P.(d,)0f tag; reported by reader;,where the distance between reader and the
transmitter is d;,,,(we can read the true distance between tag;-to-reader), and the
pdf of a certain value of estimated distance, (d.s)of tag; reported by reader;,
where the distance between it and the transmitter is d,;,. A more realistic
assumption is the propagation parameters impact on the received signal strength,
which leads to affect the estimated distance between the tags and reader.

In order to calculate the probability P( P.(des;), We calculate the propagation
parameters to observe the effect of these parameters on the estimated distance,
which will decrease the localization accuracy. Due to the effective of the path loss
on the tags’ signal strength reported by readerjat tag; in indoor area. The
propagation parametersn;(i) and K;(i) at each tag; reported by reader;can be
calculated by (4.22) and (4.23) respectively

The propagation parameters n;(i) and K;(i) at each tag; reported by reader;
can be calculated as,

RSS; (i) — PS; (i)
10 lOg d”

n; (i) = (4.22)

Where PS, is the RSS value when close-in reference distance measured at 1m
Where i # j.

From Eq.(4.14), d;; is a true distance between tag; and reader;, the signal
strength- P.(d;)) is a Gaussian random variable with mean and variance (p,0?), the
probability function of P.(djj ), is as follow

1 —(Pr(dij, ruw)—H)?
PP (dij eru))= T exp (——ie o) (4.24)

Where p is a mean, we can substitute the propagation parameters
K;(i) and n;(i)for the meanas,

H= K](l) — 10 le(i) log(dij,tru)
We can substitute the propagation parametersK; (i), n;(i)for the distribution of the
estimated distance-d;; . is given by,

~(10n;() log(dest/dtru))z) (4.25)

1
P(d;; = ex (
(dijest) dese In 10270 p 202
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The RFID- tag to reader distance estimate d;; ., defined by Eq.(4.15),
Kj(i)
dijest = (dij)ery10 00 (4.26)
Where d;; ., is the tag-to-reader distance estimation using log-normal path loss
model from RSS measurement.

After measuring the propagation parameters which effect on the probability
function at each tag;, the signal has to take multiple paths to travel between
transmitter and receiver in indoor area. RFID system is NLoS characteristic
random multiple path radio propagation [30]. When obstructions are encountered,
the signal has to take multiple and the signal reaches to the receiver through
different paths each having signal strength pattern with interference. The shortest
path that a wave can take is the unobstructed path, i.e., Multipath interference is
avoided by selecting the strongest/maximum received signal for detection between
receiver and transmitter, and RSS may have been dropped almost the RF-
interference, because the RSS has an inverse proportional relationship with a
distance from receiving station and the maximum RSS that will be leaded to
decrease a measurement error of location estimation.

According to this property, we model the ratio of the effective path loss on RSS
for RFID tags in the detection area which is determined by the reader. To alleviate
the measurement error on the location estimation and the process measurement
noises on the location estimation, we proposed model based on knowledge the
effective path loss on the received strength for the tags in the coverage area. We
measure the received signal, which has Maximum RSS relative to Minimum
PL(Max RSSPL) on RFID tags, that can be enhanced the measured RSS from
effects of multipath distortion. Hence, can be enhanced the object location
estimation by measuring the Max RSSPL at each locating tags.

We consider the propagation parameters in Eq.4.14, which cause received signal
strength measurement errors. From the Eq.4.24, it calculates P( P.(d;j +,)) at each
RFID-tag to observe the pdf of received signal reported by RFID-reader in order to
estimate the object’s location. To observe P( B.(d;j¢-,)) from m reader at tags

location x{P]-((dij,tm), x))}, can be represented as,

P(F (i) = | | PCRSS; )
j=1
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To measure the received signal, which has Maximum RSS relative to Minimum
PL(Max RSSPL) at a certain distance on each tag, can be calculated as,
P;( RSSs¢) = Pj(MaxRSSPL, d;;)
AN P (i) — PL;(D)
Max RSSPL; (i) = 2 10 log10 [ - _
op 10

From Eq.4.27, can be calculated the estimated distance to observe the propagation
perimeters on estimated distance ,

(4.27)

K;(i)-Max RSSPL;(i)
Aestij(Max RSSPL) = 10 10m; (D)

Where Ajjesc , IS a tag to reader distance estimation from Max RSSPL
measurement. When MDS aimed at minimization the squared error between the
squared distance, which tends to reduce the measurement errors, resulting in poor
noise performance, and the stress function implies to view of the location problem
(i.e., the sensor positions are estimated by minimizing stress), it can be found the
distance estimation of Max RSSPL for the MDS stress function as minimizes a
stress function according to Max RSSPL,

= arscgmin\/z:(zé&j)z]) (4.28)
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CHAPTER FIVE
V

EXPERIMENTAL RESULT AND COMPARISON TO
SIMULATED DATA

This chapter constitutes of two sections: 1) RFID identification tags. It presents
the Identification of Employees in National Technical University of Athens (IE-
NTUA), 2) Simulation of RFID localization tags based on Multidimensional
Scaling (MDS) depends on RSS and our proposed Max RSSPL are preceded in
these simulations to measure the tags’ position. MDS method only using distance
information between tag to reader distances from the received signal strength
measurement, and inter tags distances based on the tag-to-reader distance
information. The simulation compares the result of simulated data based
localization to measured data based localization.

5.1. RFID -Tags Identification

This section illustrates the identification of employees in National Technical
University in Athens, when the employees access to a certain area of the building
(enters and leaves to/from the college), RFID applied for identification by offering
special badges containing RFID-tags.

5.1.1. The Procedure of RFID Identification in NTUA

Identification of Employees can be performed utilizing RFID technology that is
applied to the tracking by offering special badges which are contained RFID tags.
The tags interact with NTUA information system. Fig.34, shows the layout of
entrances of NTUA which represents the house of RFID-reader system to read a
data. Reader monitoring for enters and leaves of the employees in the building,
(i.e., access to a certain area of the building), In effect, the data set is a record when
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the reader has read RFID-tags, and therefore, an employee’s data records are the
history of where and when the employees moved through the building.

RFID tags are adhesive devise which are placed on ID to be identified. When
RFID-tags enters into the field of RFID antenna, they detect the activation signal,
then they send certain information (based on the system setup) to the transceiver.
The passive tags which are used by the RFID system do not require internal
batteries and will last forever if not mistreated when employee access to a main
doorway of the building, the data was collected from the RFID-tags which are used
by the School of Computing and Information Systems at NTUA. A data set
recorded when the employees have attempted to gain access to a main doorway of
the building using RFID-tags and the data therefore characterizes the behavior of
employees (RFID-tags) within this system.

The passive tags use the reader emissions to power a response that is usually an
identification number. These tiny tags help employees reduce administration time
and more importantly keep status by storing a full academic record. RFID tags can
be supplied by special badges with a tamper mechanism to prevent from being
removed or to emit a signal if attempted to be removed. The RFID-reader would be
placed in specific area of a main doorway of the building in college during the
employee will be located within a measurable distance. The measurable distance
would be defined in the system integrator. Different materials also have an effect
on the reading range and the possibility to read. Metal and water are two
substances, which makes it difficult to read tags. The radio waves are absorbed by
water and bounce off metal when using UHF. Low- and high frequency work
better on products with water and metal than UHF and Microwave. One drawback
is that the reading range decreases when using the lower frequencies.

5.1.2. Identification Case Study

The environment consists of a sensing network that helps the identification of
employees/object tags within certain accuracy and enables the wireless
communication between RFID-reader and tags.

Our RFID system comprises a passive RFID-tag and the Alien ALR-8800 RFID-
reader at 865.7 MHz is designed to read and program EPC and issue event reports
to a host computer system. RFID-tag collects data from the transmitter signaling at
frequency, and sends it to an RF receiver. Fig.35, radios are pervasive in WSNSs,
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and adding an accurate ranging feature would enable location aware networks in
ways that are not possible using other technologies [14]. The no contact and NLoS
nature of this technology are significant advantages common among all types of
RFID systems. All RF tags can be read despite extreme environmental factors (this
study was carried out in an open field to avoid the interference of the RF noise),
they can also work at remarkable speeds. In some cases, tags can be read in less
than a 100 milliseconds. The other advantages are their promising transmission
range and cost-effectiveness. The range that can be achieved in an RFID system is
essentially determined by:

1. The power available at the reader/interrogator to communicate with the tags.

2. The power available within the tag to respond.

3. The environmental conditions and structures (the former being more

significant at higher frequencies including signal to noise ratio).

The field or wave delivered from an antenna extends into the space surrounding
it and its strength diminishes with respect to distance. The antenna design will
determine the shape of the field or propagation wave delivered, so that range will
also be influenced by the angle subtended between tags and antenna. In space free
of any obstructions or absorption mechanisms, the strength of the field reduces in
inverse proportion to the square of the distance [15]. The major configuration
values of software:

Figure 34 : NTUA Sitemap.
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Figure 35: RFID System (the Alien ALR- 8800 RFID Reader).

1. Device (RF readers) setup: Used for configuring the IP addresses of the RF
readers.

2. Range Used for specifying what range for tags is to be scanned.

3. Continuous mode: The reader will continuously report the tag ID as long as
it was in the configured range.

5.1.3. Data Set Description

Table.11, shows the data records, Fig.36, show the menu research program of
RFID-tags identification. Each record represents a single event, the outcome of
when an employee presents a tag to the reader. RFID-reader generates one data
record each time it attempts to read tags. A data record is a space-separated set of
attributes and corresponding data values. i.e., data record specifies tag number
9806 as follows:

1. It was granted access (enter) through the doorway by RFID-reader on date
9/2/2012 and at time 09:15:51AM.

2. It was granted access (leave) at time 12:33:12 PM and it was granted access
(enter) at time 01:10:11 PM.

3. It was granted access (leave) at time 04:01:05 PM.
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5.2. Simulation of Localization Measurement for RFID-Tags

This section illustrates the simulation of RFID-tags localization based on
Multidimensional scaling (MDS), and shows how the accuracy is computed in this
simulation. In this simulation we present an indoor location sensing system for
RFID-tagged objects based on MDS algorithm, where the data available in the
RFID system are the RSS measurements from all the active tags reported at the
reader, to measure the tag to reader distances and inter tag distances estimation in
order to construct the distance matrix as the input for MDS algorithm, in order to
estimate the target location.

The detail explanation about our simulation is, Firstly, we assume that the data
available in the RFID, are the RSS measurements from all the active tags reported
at the reader, to measure the reader to tags distance and inter tags distance in order
to construct the distance matrix as the input for MDS algorithm, in order to
estimate the target location. The detail explanation about our simulation is, and
RFID sensing network that measures the RSS information from the active tags, a
communication network that enables the transmission and processing of the
location information. Finally, the tracked object will be attached with a unique
active RFID tag used for locating the object and reference tags also have unique
IDs, where they are used for calibrating environmental parameters relative to RSS,
the RFID reader reading IDs and issue event reports to a host computer system.

To evaluate the performance of our localization algorithm, the simulation studies
in 10 m x 10 m square area, which choose the communications range of the active
tag with a minimal range of 20 meters and maximum range of 50 meters, and the
RFID-reader can provide RSS readings for each tag within its range, i.e., all the
tags in the area can communicate with the readers. The in-building path loss model
chosen for the purpose of simulation is given in Eq.4.10, the power of interrogation
signal is 32dB. In Eq.4.14, the propagation parameters which cause received signal
strength measurement errors are affected by zero mean Gaussian random noise,
and the path loss exponent n is assumed to be 2. The topologies of the simulation
will be generated randomly, the simulation run 200 attempts to compare the
average location errors of the localization algorithms, and the results are achieved
in figures. According to our assumption,
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Table 11: Data Record Attributes.
Tags Time Access Date

9027 | 08:33:33 AM pass 9/2/2012

9030 | 09:03:10 AM pass 9/2/2012

9034 | 08:50:23 AM pass 9/2/2012

9806 | 09:15:51 AM pass 9/2/2012

9808 | 09:10:39 AM pass 9/2/2012

9030 | 11:19:44 PM pass 9/2/2012

9806 | 12:33:12 PM pass 9/2/2012

9806 | 01:10:11 PM pass 9/2/2012

9027 | 03:30:11 PM pass 9/2/2012

9030 | 03:45:45 PM pass 9/2/2012

9034 | 03:55:23 PM pass 9/2/2012

9806 | 04:01:05 PM pass 9/2/2012

Figure 36: RFID-tags Data Identification.
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all the information reported by the RFID readers will be processed at the host
computer. It(computer) will estimate the location of the objects (to the readers)
according to the tag-to-reader distances from the RSS measurements and to
estimate the inter-tag distances based on the tag-to-reader distance information.
Since LE computes as the distance between the estimated and the actual tags
position, and the average LE indicates the average error distance between
estimated and actual tags position, can be represented as

n
_ ||l||/
r 2 lql
=1

Where 1, is the deference between the estimated and actual tags position, g, is the
number of tags in our simulation, and]||l||, is a vector norm. In addition, we
normalize this error by the communications range of a tag.

5.2.1. Simulation 1: Impact of the propagation standard deviation on the
localization accuracy

In this simulation investigates how the accuracy of location estimation would be
affected by the value of the standard deviation of RSS for Multilateration [45][32],
Landmarc [38] and MDS, when the different standard deviation of received signal
ranges from (3 — 7) dB in the log-normal path loss model (4.14), It can be seen that
the localization accuracy decreases(i.e., average localization error increase) for
Multilateration, Landmark and MDS as the standard deviation o increases because
of the RSS measurements noise increases. Clearly, the larger values of oRSS
degrade the accuracy dramatically, this is apparent from Fig.37. The results
suggest that the standard deviation of RSS has an inverse proportional relationship
with the localization accuracy. In the same context, it is concluded that the
performance of the MDS based on Max RSSPL is the best among the
Multilateration and Landmark algorithms.

5.2.2. Simulation2: Impact of the Propagation path loss exponent on the
localization accuracy
In this simulation investigates how the accuracy of location estimation would be

affected by the value of the exponent path loss. When the pathloss exponent ranges
from (2 — 7), the average localization error decrease slightly for Multilateration,


http://en.wikipedia.org/wiki/Norm_(mathematics)
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Landmarc and MDS as the path loss exponent increase as shown in Fig.38. It is
concluded that the path loss exponent is almost consistent for Multilateration,
Landmarc and MDS, it has an inverse proportional relationship with the
localization error.

5.2.3. Simulation 3: Simulation Performance

The environmental parameters characterize the severity of the indoor space. The
average LE is due to the propagation parameters, where the position estimation
error is due to the algorithm does not match well between the estimated distance
and actual distance (f(d;;) = 6;;(x) ), which leads to decrease the localization
accuracy. From Fig.37, concludes that the average LE increases as the standard
deviation-o increase, which leads to decrease the localization accuracy. From
Fig.38, concludes that the average LE decreases as the path loss exponent, n,
increases, which also leads to decrease the localization accuracy.
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Figure 37: Propagation standard deviation for Multilateration,Landmarc and MDS
algorithms.
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From the probability model of estimated distance defined in (4.26) illustrates the
effect of standard deviation and exponent pathloss. It is observed from Fig.39, that
when increasing the actual distance between tags and reader , or increasing the
standard deviation or decreasing pathloss exponent, the spread of the probability
distribution of estimated distance is dramatically increased, which means the
probability distribution will be flat, i.e., when the distance between RFID tags and
reader increases, since the longer transmission distance is, the bigger the gap
between the true distance and the estimated distance is, and also it can be seen that
the effect of the propagation parameters on the probability distribution of estimated
distance. Therefore, analyzing the effect of propagation parameters on the
precision of the RFID tags location will describe the accuracy of location
estimation is decreased by effecting on the RSS measurement

5.2.4. Simulation 4: Impact of the Error Distance on the Localization
Accuracy.
To study the impact of the ED between the estimated and the actual tags position

on the localization accuracy. Fig.40, illustrates the difference distance between the
estimated and the actual tags position (was estimated with MDS). It can be seen
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that the localization error increases as the difference between the estimated and the
actual tags position increases, that leads to reduce the localization accuracy of the
estimated tags. i.e., the error distance has an inverse proportional relationship with
the localization accuracy, Results obtained at each estimated tags position.
However, Fig.41, illustrates the ED between the estimated and the actual tags
position is reduced when the tag to reader distance estimate depends on Max
RSSPL measurement.

Clearly, when applied MDS algorithm based on Max RSSRPL, the ED between
the estimated and the actual position of the tags achieves low localization error. It
is observed from Table.12, that the ED of the tags becomes longer, which reduces
the localization accuracy. Since the accuracy of location estimation depends on a
close distance calculated between the estimated and the actual tags position.

pdf where d=10m, std=3 n=3 pdf where d=10m,std=3 n=2

0.1
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Figure 39: Probability distribution of estimated distance.
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In consequence, measured Max RSSPL has higher possibility to get smaller error
between the estimated and the actual tags position. We conclude that for greater
accuracy should be measured the smallest ED, in this way, when the MDS depends
on the Max RSSPL measurements from all the active tags to construct the distance
matrix would contribute in reduction of the localization error’s calculation of an
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object tag’s position and measured the smallest distance between RFID-tags and
reader, which means maybe there is no or little obstructions are encountered for
this distance as shown in Fig.42, the signal has not taken multiple paths to travel
from the transmitter to the receiver in indoor place, which leads to reduce the
Impact of the propagation parameters on the localization accuracy and help MDS
algorithm to reduce the error distance between the estimated and actual tags
position, as well as to estimate the accurately position of tracked tag, i.e., the
propagation parameters increase the uncertainty accuracy of localization estimation
for the tracked tag. This is apparent from Fig.43.

5.2.5. Impact of Stress Function Value on the Dimension Number

Stress indicates the difference between the input proximities and the output
distances in the n-dimensional. Stress function values lay between zero and one,
the smaller the stress function is the better model for the input data. That is,
whether the number of dimensions can be reduced from n-dimensional to two or
three. The eigenvalues returned by MDS, in this case, a scree plot of those
eigenvalues indicates that two dimensions are enough to represent the variables in
order to obtain the best fit with the smallest number of possible dimensions. High
stress may also result from errors in measurement and sometimes the original data
may need to be re-examined, that is apparent in Fig.44.

Table 12: Comparison of ED between the MDS algorithm Depends on RSS and

Max RSSRPL.
MDS depends on: | PED on PEDon |PEDoON PED on PED on PED on
Tagl Tag?2 Tag3 Tag4 Tag5
Tagb6
1. RSS 1.2 1.8 m 1.3m 15m 2.2m 2.5m

2. Max RSSRPL 0.8m 1.2m 0.9m 1.1m 1.3m 1.5m




Experimental Result and Comparison to Simulated Data 5-100 CHAPTER \

2

[wn]
=1
=
_
=
=
=
= 2
]
£
o
=
=
=]
(]

15 _
10 :
0 1 1 I i 1 1 1 | i 1
a 5 10 15 20 25 30 35 40 45 50

Distance in meters

Figure 42: RSS, Max RSSPL vs. distance.

MWp- T e REREE TR e -
: : : : : 2 Spatial Location
=] S Lo ________ Lo = Measured Location
: S I : § : - &)
I R AR Gt R AR L T R
Pl UTSION PNTIE NI O
: N T
R SERERERE e FEETEEES SRR G R EEEEEEE PRI S
=) 5 : :
E [ S I .......................... ........ T REE TR
- : o
At TR RS G L R R SERRTETE
i | U .................................. ..................................
o : o
2 Gl B L5 R
T Y RS
D 1 1 1 1 1 | 1 1 1 1
u] 1 2 3 4 5 B 7 a =] 10
¥ (meter)

Figure 43: Spatial and measured location of tags



Experimental Result and Comparison to Simulated Data 5-101 CHAPTER \

05 eoeerreee e G RE R ERRERREE Seeeseeenes PR e :
045 F o e s e e e e
oaf S P D N —
(1=t R RRRTTTI ............ ............ ............ ............ ............ ............
1c ] VP ............ ............ ............ ............ ............ ............

@ : 5 : : : 5 5

& 025k ............ e e ............ ............ :

& : : : : ; : :
o2k A ............ ............ ............ ............
15k ...k ............ ............ ............ ............ ............
01 fov N
D.O5F o T SRR RPRRITRTE b SRR L

0 A i i i ;
4 g B 7 5
Dirmensions

Figure 44: Scree plot.

5.2.6. Comparing Algorithms

Fig.45, shows the Cumulative Distribution Function of the precision for the
different algorithms. Indeed, the algorithms have a wide variety of precisions. The
cumulative distribution of the localization error for the comparing algorithms
illustrates in Fig.45, it shows that the MDS depends on Max RSSPL provides a
better performance compared with Multilateration and LANDMARC algorithms.
What is more, the greatest localization error of the Multilateration algorithm may
be very large, while the error of our proposed is much smaller. It is obvious from
the figure that MDS based Max RSSPL gives more accurate localization results of
the RFID tags than the other algorithms.
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CHAPTER SIX
VI

6.1. Conclusion

Throughout this dissertation, and after reviewing the applications presented in
this work, one main conclusion is that WSNs and RFID are interesting and
complementary, because they were originally designed with rather different
objectives (RFID for identification while WSNs for sensing). In addition, WSNs
uses a variety of sensors like the ones that were mentioned previously in chapter
one, but they cannot identify objects individually while RFID allow the
identification of items like container, pallet, boxes or bottles, etc. A localization
using RFID has been explained theoretically and a simulation regarding the
localization under certain scenario has been implemented. The RFID sensors are
widely used to implement ubiquitous computing and smart spaces with the
capability of providing received signal information current advanced RFID
systems have become a potential candidate for mass localization.

In the theoretical part, Chapter one and Chapter two, presented the structure and
the application of wireless sensor nodes and RFID have been introduced
respectively.

In Chapter three and Chapter four, presented the characteristic of the ranging
technology and the localization algorithms respectively in the theoretical part.

In Chapter five, presented the identification of employees in national technical
university of Athens, and also provided the indoor simulation results to observe the
characteristic of the localization algorithms that described in the theoretical part.

This combination of automation, identification, integration and increased
accuracy has drawn attention to RFID in the employee's identification for the
benefits of reduced administration time, automation of security, auditing,
identification performance statistics or all of the above and reduction in any
procedural errors by using a full normal record .
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The data set characterizes the behavior of employees within the system as a tag
acts as a surrogate for an entity. This data would be useful in analyzing the
behavior of employees within RFID system. The RFID applications of employee
identification are have more impact in situations where attendance in the university
needs to be monitored. The basic advantage of RFID tags over barcodes is that can
write on these tags and automatically read many tags simultaneously even if we
can’t see them.

As pointed out earlier, propagation parameters in indoor environments make
working with signal strength measurements challenging, where the localization
results have been observed by varying the propagation parameters first, an error
distance between the estimated and the true positions of a tag later. A localization
result based on simulated data for Multilatration, LANDMARC and MDS
algorithms is compared to measure the accuracy of localization estimation of RFID
tags. The most significant result proven through Chapter five that is the MDS can
be said to be more suitable and outperforms that of Multilatration and
LANDMARC. Moreover, the localization results based on Max RSSPL measured
has higher accuracy than location estimate in RSS case, as the result proved the
distance between the estimated and true positions tags are decreased based on Max
RSSPL, meaning that the estimated position quite close to the actual tag position,
that leads to increase the accuracy of localization estimation and the localization
result is reasonable. The simulation given in chapter five, this result proved that the
accuracy of localization estimation based on Max RSSPL was improved.

In this dissertation, has also presented the localization estimation of RFID tags
by comparing the propagation parameters for Multilatration, LANDMARC and
MDS algorithms. In order to infer the tag-to-reader distances and estimate inter-tag
distances from the RSS measurements, the log-normal path loss model and the
triangular method are defined. MDS algorithm has been demonstrated through the
simulation experiments. It achieves high estimation accuracy for the tags
localization and tolerates error gracefully due to the overdetermined nature of the
solution. It’s very helpful for the localization, notably, the estimated distance can
be very rough indeed. Classical metric MDS has an analytical solution, it can be
performed efficiently on large matrices, whereas LANDMARC requires more
reference tags around the tracking tag in order to provide better location
information, i.e., it decreases greatly with a lower density of reference tags. Thus,
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there is a tradeoff between the accuracy and number of reference tags.
Multilateration is the problem of estimating a node’s position from ranges to three
or more known nodes (sensors), If not all nodes have ranges to at least three
sensors, their positions must be estimated through an iterative process. In addition,
the refinement to the localization problem using Max RSSPL readings can
significantly improve the localization estimation performance. Using MATLAB
based simulations we have evaluated the performance of our algorithms.

6.2. Future Work

In terms of future work, there are a few extensions based on identification and
localization algorithms can be considered in the future,

1. For RFID identification tags, includes applying RFID Identification
/tracking for Bank customers. However, it should be taken into
consideration, RF signals exhibit multipath propagation due to the
environment effect from obstructing structures such as walls and corridors in
the bank.

2. In this work, use the log-normal path loss model to infer distances from RSS
measurements in order to construct the distance matrix as the input for MDS.
LANDMARC is unlike Multilateration and uses a different approach that
directly matches the RSS of the target tag with the RSS of the reference tags.
LANDMARC has two phases: one with the RFID tags uniformly distributed
in the reference tags' interior area, and the other with the RFID tags are not
distributed in the readers' interior area. It is noteworthy that, if RFID tags are
not carefully chosen to cover the whole deployment area and RFID tag is not
in the interior area of the reference tags, the localization error of
LANDMARC can be significantly worse and undesirable estimates when
RFID tags satisfy this condition, i.e., the layout of reference tags may affect
significantly on the location accuracy of this algorithm. In order to further
improve the localization accuracy using maximum likelihood estimation at
the expense of additional computation costs.
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BIOI'PA®IKA XTOIXEIA TOY YHHOYH®IOY

O vroynolog dwaktopag k. Rashid Ahmed yevwnOnke oto Ipdk otig 18
YemtepPpiov tov 1975. OhoxkApwoe TIg 6TOVOES TOV (TTTLYIO KOl HETATTLYLOKO)
oto [lavemotmuio Teyxvoroyiag g Bayddmg. Amd 1o NoéuBpro tov 2010 sivon
vroynelog oaktopog oto Tunuo HAektpoAdywv Mnyovikdv kot Mnyovikov
Yrnoloyiotdv, tov EBvikov Metaofiov TToAvteyveiov. H ocvppoin g swTping

TOV apopd tov Topéa Zvotnudtev Tavtonoinong péow Padtocvyvotitov (RFID).

Katd ™ owpkein tov 2011, métvye ota Owdpopa podnuoto e XyYOANG
HAextpoloyov Mnyovikdv kot Mnyovikdov Ymoloyiot®v, pHe HEco Opo

Babuoroyiag (9).

210 mAaiocw TG HEAETNG TOL Kot yio va 000el éupacn oty aviamtuEn Tov
KatdAAniov cuotnuatog RFID kot yio tnv oAokAnpwon 0@V and Tov TOUEN TOV
nepapdtov tavtonoinong oto EOvikd Metcofro Ilohvteyveio, mpaypatonoince
po oelpd tovtomooewv o€ pyalopevoue oto EBvikd MetooPio TTorvteyveio
Anvov (EMII). Katd v npocfacn tov epyalopévov GE MO GUYKEKPILEVT
mePLOYN TOL  KTpiov, eeappootnke €va.  Xvotuo  Tavtomoinong UEGH
Padtocvyvotitov (RFID) yia v avayvopion mapéyovtoc €01KE GNUATO TOV

nepieyovv etkéteg RFID.

[MapddAnio pe v epevvnTiKn ToL dpactnpdtra, o K. Rashid cuvéfaie oty
eEetaotikn dpaotnplotnta TG XxoAnc HiektpoAdywv Mnyavikdv kot Mnyavikov
Yrnoloyiotdv. Zvykekpiuéva, ota akoadnuaikd &t 2011-2014 emnéPreye TI1c

€EETAGELS TOV TPOTTLYLOKDV QOLTNTAOV.
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