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= T2 I HXAWHRVAWHIK " 7"YWAUHF"}XZWHIGHgG"7GGV”_"VeVXFUG"RI4G4M
AF"GWH"567"QF""ZGX4F"6GVFcVIc'R~}6"E£yK" "} ZGARMEK"Z2"y

L —fT2TV]KERMIeK" i 2"6"WFHXHIK"'5SHVAGX4F"7TGGV™_U"7eVXFU@G6HbHIV]'R]
~H™"}'ZG4U UGHaUK"RI4"HHcXFeU"4Y"E}E}BYOK"Z2" %o

...—ET"R2"}12"~-4"WHIK"3XaXFe"7GGV"_U"4F'EaZ]HaHF®HHHYFY"887KXYYXH
166K"VFCc"PGWHI"6 ' UGHaUK"}I"'ZG4"t,, Kyyi2"y ™.

o= T R2" 2"~ M2 VY YHK 2" a[F2" £ XY YHIHFGXV]'R4AdHI"7FV] UXUK "} ZG4'"t, k
fCEH f

-, TMEIQ2" I XWVaK" 72"6WVaXI 2" XY YHIHEGXV] S V[|G 7TEV] UXU " 4Y "6 HAHG ~H ™
W'ZG4U UGHaUK "} ZGA4", f K"ZB %t

oy T2 AFHWK! 52 £ HIX])4K 52" ZXZGAFK"PF"GWH"EaZ4IGVF AH"4Y"}WHA_XFe"
W'ZG4el VZWXN'RIAGAM]U"Y 4V GUK" Q14N ZG k" 22" f

%32 EXHI_UK"}2"7]JHFK " 3WH"3Z6"RI4G4"]

e 772" 2"H]VIHK"R2"54eVdV K"5VFc4a"PIVAHU"7IH'RIVAGXAVIK"'V'RVIVcXea"Y-
THUXeFXFe"QYYX*"XHFG"RI4G4M UK "RI4MHHcXFeU"4YHEIWH"yUG"}}6K"Z2" %0

e T2 XVERVRABXIK4d"G4"RI4AbH"¥4[ITUH]YK"RIVAGXMV]"'64] [GX4FU"4Y™"
ECHFGXYXAVGX4F"VFc"'6XeFVG[IH'RI4\[HaUK"}I'ZG¥/vE K "Z2"yE,

o T"52"IVFHGGXK"P2"4]cIHXMWK"62" V]HbX2"3WH"5VFc4a"PIVAHU" |[HGWA4c4)<
S5HbXUXGHCcK"RI4"HHcXFeU"4Y"GWH"f™GNW6HBP}K"Z2"%0 ™,
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e TU[2"HINWHK"R2"54eVdV K"PZGXaV]"7U aaHGIXN"QFN 2638
QFMN"ZG"dXGW"5672"Q[14MN"ZG"t,* K2y, %0

o f T2 H]IVIHK"R2"54eVdV K"3WH"QgVAG"6HA[IXG "4Y "+ Xe XCAG"6X&FVG[IHU"
6XeF"dXGW"567"VFC"5VAXFK"Q[I4M ZG"t,, KHER™™T,,

.. ET"12"RAXFG WHDNIK BING&B " 7Ie[aHF GU"Y 41"$XeXGV]'6XeFVG[IHU"VFc"
[IXFc"6XeFVG[IHUK ™ a4[IFV]"4Y"} ZG4]4e KFZ2",y

e T10R2"6WA[Z2"P7QR"SHMFUXCHIHC2"}H ZG 4" %K™ Z 2" %of,

.. [™ME"72"ZHFUGIVK™ 2" ZHFUGIV2"3WH"tHbH]4ZaHF G"4Y"GWH"[a\HI">XH]c"6 X F
ba][aH"y—s"4Y"ZHAG[IHAGHU"XF"|VGWHaVGX"U

.. fyt"62"VbV]VIK"{2"+4cU4FK"72"~2"ZHFUGIVK"™2"ZX4HFK"R2"Z2"|4AFGedaHI K"
[[1IZW K" 2"GH"5XH]HK"~2"7VIcV]K" a2 s X]"WIXUGK"s2"s[X]JHIaK"R2"ZH [VEcK"a2"|V
52" |4IVXFK"72"|[Y YHGGK"IW2"R[GFVaK"}2"R[GFVaK"R2"«XaaHIaVFFK">VAGAIXiV(
AY"V"—yBXG"567"|4c[J[U2" Q14 Z& ™ TZR "y (E
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"B$O$SD'FB !

q2v-.(@ '$O-L8#$?,"

q2y20&L$#L;-,;= "a4dc[J[U "
commonModulusAttack = {};
i =3;
While[i < 13,
nbits = 2;
p_prime = RandomPrime[{2"*(nbits/2 b 1), 2*(nbits/2 ) b
1}1;
g_prime = RandomPrime[{2*(  nbits/2 b 1), 2*(nbits/2 ) b
1}1;
While[g _prime ==p prime ,q _prime =
RandomPrime[{2*(nbits/2 b 1), 2*(nbits/2 ) b 1}

n=p _prime *q_prime ;
epsilonl =n;

While[e psilon 2==n]| e psilon 2 ==e psilonl, epsilon 2=
RandomPrime[n];]

nmessage = RandomPrime[n];
cip herText 1= PowerMod[m,e psilon 1,n];

cipherText2 = PowerMod[m, e psilon 2, n];

r=Append] commonModulusAttack , {nbits, Timing[
gcd = ExtendedGCDJ[e psilon 1,e psilon 2];

al = gcd[[2, 11];

a2 =gcd [[2,2]];

dec ryption = Mod[PowerMod[c ipherText 1, al,
n*PowerMod[c i pherText 2,a2,n],n]

I
Printf commonModulusAttack |;
i++;

]



72%0&L$#E ;-,;= "a4c[][U

delaurentisAttack ={}

i=3;

While[i < 13,

nbits = 2;

p_prime = RandomPrime[{2"*(nbits/2 b 1), 2*(nbits/2 ) b
131

g_prime = RandomPrime[{2"(nbits/2 b 1), 2*(nbits 2) b
131

While[ g_prime == p_prime , q_prime =
RandomPrime[{2*(nbits/2 b 1), 2*(nbits/2 ) b 1}

n= p_prime *q_prime ;

epsilon 1=n;

While[e psilon 2==n]|e psilon == p_prime ||e psilon 2=

g_prime , e psilon 1 =RandomPrime[n];]
dl = PowerMod[e psilon 1,-1,n];
epilon 2=n;

While[e psilon 2==n]|e psilon 2==e psilon 1,e psilon 2=
RandomPrimel[n];];

delaurentisAttack = Append[ delaurentisAttack , {nbits,
Timing[

naux =(el*dl B 1)/GCD[e2, el*e2 b 1]

d2crypt = PowerMod[e2, - 1, naux]
1LIBE

Printf delaurentisAttack 1;

i ++;

]
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72fZ0&L$H#HL;-,;= "<1/#-;) '$.L8*<"

hastadCommonMessageAttack = {};
e=3;

i=3;

While[i < 12,

nbits = 27;

nlist = {};

b=1,

primes = {};

While[Length[nlist] < e + 2,

p_prime = RandomPrime[{2"*(nbits/2 b 1), 2%nbits D 1)};
g_prime = RandomPrim e[{2*(nbits/2 b 1), 2%nbits D 1)}];
While[Intersection[{ p_prime },primes] !={},

p_prime = RandomPrime[{2"*(nbits/2 b 1), 2%nbits D 1)}]; 1;
While[Intersection[{q _prime }, primes] = {}, ||

p_prime ==qg_prime ,

g_prime = RandomPrime[{2"(nbits/2 b 1), 2*nbits D 1}; 1;
n= p_prime *q_prime ;

euler value =(p _prime -1)*(q _prime -1);
If[GCDJe, euler _value ]1==1,

nlist = Append]nlist,{e,n}];

primes = Append[primes, p_prime J;

primes = Append[primes, q _prime J;

I;

I;

nl = nlist[[4]];

n2 = nlist[[5]];

n3 = nlist[[3]];

nmessag e = Randominteger[{1,Min[n1,n2,n3] - 1};
cipherText 1 =PowerMod[m essage ,e,nl];

cipherText 2 =PowerMod[m essage ,e,n2];

7N



cipherText 3= PowerMod[m essage ,e,n3];

hastadCommonMessage Attack =

Append[ hastadCommonMessageAttack , {BitLength[n], Timing[

n0 = Min[n1,n2,n 3;

n = nl*n2*n3;

cipherText = ChineseRemainder[{c1,c2,c3},{n1,n2,n3}];
dec ryption = cipherText "4/ e);]I11}

I;

i ++;

hastadCommonMessageAttack

72:20&L$#%),(B;=@ "1<,=1(*;@"

related Plaintext Attack ={};

b=3;
While[b < 10,
nbits = 2”b;
i=3;

g = 50;

nlist = {};
primes = {};

While[Length[nlist] < g,

e = Prime[RandomInteger[{2,5}]];

p_prime = RandomPrime[{2"*(nbits/2 b 1),
Q_prime = RandomPrime[{2"*(nbits/2 b 1),
While[Intersection[{p _prime },primes] !={},
p_prime = Rando mPrime[{2*(nbits/2 b 1),

While[Intersection[{q _prime }, primes] = {},
p_prime ==qg_prime ,

g_prime = RandomPrime[{2"(nbits/2 b 1),

2"nbits

2"nbits

2"nbits

2"nbits

B L)};
B L)};
B L |
B L |



n=p _prime *q_prime ;
euler_value =(p _prime -1)*(q _prime -1);
If[GCDJe, euler_value ]==1,

nlist = Append]nlist,{e,n}];

primes = Append[primes, p _prime J;

primes = Append[primes, q _prime J;

I;

I;

| = Max[Table[nlist[[i,1]]*2, {i,1,9}]];

coef ficients = Table[{RandomInteger[{0,2 H.i4{0,1,1Y;
poly nomial = Function[{i, m},

Mod[message “coef ficients [[ i,1]] + coef ficients  [[i,2]],
nlist[[i,2]]]

I;

degree = Functionli, coef ficients  [[i,1]]];

max = Max[Table[nlist[[i,1]]*deg ree [i],{i,1,1}]];

i=2;

n0 = nlist[[1,2]];
While[i <= 23,
n0 = Min[nO, nlist[[i,2]]];

n = nlist[[1,2]];
While[i <= 23,

n = n*nlist[[i,2]];

i++;

I;

nmessage = Randominteger [n0 D 1];

cipherTexL ist = Table[PowerMod[poly nomial [i,m],
nlist[[i,11], nlist[[i,2]],

{i,1.B];



related Plaintext Attack = Append[ relatedPlaintextAttack
{BitLength[n], Timing|

sigma = Max[Table[nlist[[i,1] ]*deg ree [i], {i,1,1}]];
h = Table[sigma P degree [i]*nlist[[i,1]], {i,1,}];

gpoly nomial = Function[{i,m},

Mod[PowerMod[m, h([i]], nlist[[i,2]]*

(PowerMod[poly nomial [i,m], nlist[[i,1]], nlist[[i,2]]
cipherTextL ist[[i]]),

nlist([i,2]]
I;
nmessagel ist = Tabl e[n/nlist[[i,2]], {i,1,1}];

minv = Table[PowerMod[mlist[[i]], - 1, nlist[[i,2]]],
{i,1,13];

gcrt = Function[m,
r=0;

i=1;

Whilei <= |,
r=r+ gpoly nomial [i,m]*m essagelL ist[[i]]*minv[[i]];
i ++;

I

Mod[ r, n]

I

1L

b++;

I

relatedPlaintextAttack
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u2t-.(@ '$0-L8#$?,'0(9(A9CB;) 'f2f"
u2y20&L$#H#*$9%,%)0-.;= "I<=1(*;@"

stereotypicalMessageAttack ={}

i =3;

While[i < 14,

nbits = 2;

p_prime = RandomPrime[{2"*(nbits/2 b 1), 2%nbits D 1)};
g_prime = RandomPrime[{2"(nbits/2 b 1), 2%nbits D 1)};
While [q _prime ==p prime ,q _prime =
RandomPrime[{2*(nbits/2 b 1), 2*nbits D 1)}]; 1;

n=p _prime *q_prime ;
e=3;

While[GCD[e,(p _prime -1)(q _prime -1)!=1,e=
NextPrimel[e];];

PrintfORSA generated: O,il;
bits = Table[RandomInteger[{0,1}],{i,1,nbits}];

| ength = Len gth[bits];

floor = Floor[(1/e)*1] -1
p_prime = Randominteger[{1, | - floor 1};
u=1;

message =0;

While[u <=1 ength

nmessage = message + bits[[u]]*27(I ength - u);
u++;

I;

cipherText = PowerMod[m essage ,e,n];

stereotypicalMessageAttack =
Append[ stereotypicalMes sageAttack , {nbits, Timing][

k=1;
nmessage 2 =0;

While[k <p _prime ,



nmessage 2 =m essage 2 + 27832 - k)*bits[[K]];
k++;
I;

j=p _prime +f loor ;

message 0 =0;

While[j <=1,

nmessage 0 =m essage 0+ 27(  ength - j)*bits[[j]];
j+
I;

stereotypicalMessageAttack

U2%08L $#<H)#>$*-T/1$,}) "1<,=1(*;@"

relatedMessageAttack ={}

i=3;

While[i < 13,

nbits = 2",

p_prime = RandomPrime[{2"*(nbits/2 b 1), 2%nbits D 1)};
g_prime = RandomPrime[{2"(nbits/2 b 1), 2%nbits D 1)};
While[g _prime ==p prime ,q _prime =

RandomPrime[{2*(n bits/2 B 1), 2%nbits D 1)}]; I;
n=p _prime *q_prime ;

e=3;

message 1 = RandomPrime[{5,n}];

a = Randominteger[n];

b = Randominteger[n];

nmessage 2 = a*m essage 1+ b;

cipherText 1 =PowerMod[m essage 1,e,n];

cipherText 2 =PowerMod[m essage 2,e,n];

relatedMessageAtta ck = Append[ relatedMessageAttack ,
{nbits, Timing[

1K



Mod[(b(c2 + 2*a"3*cl b b"3)/(a(c2 b a"3*cl +

2b73)),n]I[[11]}];
i ++;
}

relatedMessageAttack

V- (@ '$O&LSH<E®,$>: |, "%6(#1C*?, "
wienerAttack ={}
i =5;
While[i < 14,
nbits = 2;

p_prime = RandomPrime[ {2"(nbits/2 b 1),

g_prime = RandomPrime[{2"(nbits/2 b 1),
While[g _prime ==p prime ,q _prime =
RandomPrime[{2*(nbits/2 b 1), 2"nbits

n=p _prime *q_prime ;
lamda N = LCM[(p _prime -1),(q _prime -1)];
d = RandomPrime[Floor[ n™1/M]];

While[GCDI[d, lambda N]!=1,d=
RandomPrime[Floor[n™(1/4)]];];

g0 =n;
kO =1;

|=1;

2"nbits D 1)}];
2"nbits D 1)}];

B L |

While[d >p _prime *q _prime /(2*(p _prime +g_prime - 1)*g0*k0),

p_prime = RandomPrime[{2"*(nbits/2 b 1),
DI

g_prime = RandomPrime[{2"(nbits/2 b 1),
DI

While[g _prime ==p prime ,q _prime =
RandomPrime[{2*(nbits/2 b 1), 27(nbits/2)

n=p _prime *q_prime ;

lamda N = LCM[(p _prime -1),(q _prime -1)];

27(nbits/2) D

27(nbits/2) B

b L}, I



d = RandomPrime[Floor[n™(1/4)/1]];

While[GCDI[d, lambda N]!=1,d=
RandomPrime[Floor[n™(1/ HINLL

e = PowerMod[d, -1,Jambda N];

k = (e*d b 1)/lambda N;
g=GCD[p _prime -1,q _prime -1];
g0 = g/GCDIg,K];

kO = k/GCDIk,q];

|++;

I;

wienerAttack = Append[ wienerAttack , {nbits, Timing[
conv ergents = Convergents [e/n];

candidates =

Table[Floor[e/conv ergent s[[i]],{i,2,Length[conV]}];
message =0;

fact =0;

While[fact == 0,

i=1

While[j <= Length[candidates] && fact == 0,

fitemp = candidates][j]] + m;

primes = Solve[x"2 b (n b fitemp + 1)*x + n==0, X];
p_temp = x/.primes|[[1]];

q_temp = x/.primes[[2]];

Iff PrimeQ[p _temp] && PrimeQ[q _temp], fact =1, j++];
I;

nmessage ++;

I;

1[3113;

i++;
I;

wienerAttack
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