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YmevOuvn AfjAwon
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evdexouEVWE xpnolpomoionkav amnod to Stadiktuoy.
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TZIOYNIA AIKATEPINH
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Summary

1 Introduction

Health is not a luxury; it’s a right of everyone. It’s the fundamental ability that all of
us requires to perceive, feel and act effectively, and is therefore a key element in the
person's development but also in the environment to which he/she belongs. This is
why we need to find ways to offer top quality healthcare services based on
monitoring 24/7 and immediate medical assistance. The development of new
technologies, especially the Internet and wireless sensor networks, known as the
Internet of Things (loT), allow a global approach to the development of the
healthcare system. Medical science offers to the patients a plenty of high-tech
diagnostic options, innovative treatment methods and information that require
difficult decisions. This leads to e-health system that provides valuable information
about all stakeholders (patients, medical and paramedical staff and health
insurances). These decisions affect their quality of life, their wider family and society

in general.

Although the loT systems are still in their initial stages; have as vision to establish an
innovative healthcare system, based on human needs and always having as
fundamental aim to improve quality of healthcare services and to ensure better

health and better quality of life for all.

1.1 Purpose
The aim of this study is to investigate in detail the role of loT in healthcare, to

analyze its uses, opportunities and challenges that we may face. Although the use of
the Internet of Things is still at an early stage in Greece, it promises great growth,

especially in the healthcare sector.
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1.2 Methodology
In order to study more specifically whether the IoT will improve the quality of

healthcare provided in Greece and in which way; we have to describe the entire path

which a prospective patient has to follow:

I. at first the procedure of a patient who enters the hospital for a routine
check-up/ of a chronic disease sufferer visiting the hospital for check-up

update
II.  in addition the surgical procedure
lll.  and finally the procedure of recovery after surgery or hospitalization

as they currently work in Greece (flowchart as is) and how they could be improved
with the contribution of the 10T (flowchart to be); using also multicriteria analysis to

assess this contribution.

Nobody can understand all of the questions and concerns a patient and their family
has unless they have been patients themselves. The best way for hospitals to better
serve their patients is to put themselves in the patient’s condition and understand
their needs. Only in this way, they can provide useful information which improves

the healthcare and the patient experience.

1.3 Main Conclusions
The citizens’ role in the healthcare sector, either as consumers of healthcare services

or as patients, is rapidly changing. The citizens are no longer considered passive

recipients of medical decisions, but well-informed partners in the treatment process.

The loT is continuously changing our life and completely influences the healthcare by
finding new ways of connecting people, apps and devices to interact to each other
and provide the best health care solutions to the patients. The loT offers a plenty of
high-tech diagnostic options, innovative treatment method, fewer errors which

mean increased efficiency and lower costs and information that requires difficult

TolwoUvia Akatepivn 2017-2018 7
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decisions. These decisions affect the quality of life of the patients, their families and

society in general.

1.4 Structure of the paper
The paper includes 6 chapters, in order to draw the final conclusions. The structure

of the paper is the following:

Chapter 1

The context of the thesis began is presented in the first chapter.
Chapter 2

The concept of "Internet of Things" is presented in order to understand its uses in

everyday life, especially in the healthcare sector.
Chapter 3

This chapter further analyzes the use of smart devices and connected devices as well

as the functions they perform.
Chapter 4

This chapter analyzes the entire path which a prospective patient in Greece has to

follow to be treated (Flowchart as is).
Chapter 5

This chapter analyzes how the previous path could be improved with the
contribution of the IOT (Flowchart to be) and using a mulicriteria analysis we

compare the surgery process AS IS to the surgery process TO-BE, (loT based process).
Chapter 6

The main benefits of IoT in the health care system as well as some of the challenges

and risks that may arise are presented in detail in the last chapter.
Chapter 7

It is the final chapter of the thesis which lists the final conclusions.

TolwoUvia Akatepivn 2017-2018 8
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Tovoym

1 Elcaywyn

H uvyela 6ev anoteAel mpovouo Alywv, oAl Sikailwpa Kat avaykn OAwv. AmoteAel Tto
BaoLlKO OTOLKELO Yl TNV AVATTTUEN TOU aTOMOoU, OAAG Kal Tou TeplBAAAOVTOC OTO
omolo avikel. Opapa pag eival va KoTooTel éva TPOTUTO CUOTNUA UYELQG UE AUEDN
avadopd otov avBpwmo kat Tn {wn Kal Baoikd agova tnv avtiAnyn otL n mapoxn
ubnAol emumédou umnpecwwv Uyelag Sev elval TMOAUTEAElD aAAQ avaykn Kot
Sikailwpa kaBe aobevolg. AuTog elval o AOyog yla ToV OTolo TIPETEL va Bpoupe
tpomoug va efaodpaAicoupe TNV KATAAANAN Uuyelovouikn mepiBaAn Padaoet
napakoAouBbnong 24/7 kal Aueong atplkng Ponbelag. H avamrtuén véwv
texvoloylwy, 6lwg Tou AlaSIKTUOU KOl TWV acUpUATWY alobntipwy, yvwoTtr wg
“Internet of Things” (loT), emtpémnel o GUVOALKH TIPOCEYYLON othn BeAtiwon Tou
OUCTAHOTOG UYELOVOULKNG TepiBaAng. Autd odnyel oto oclOTNUA NAEKTPOVIKNG
uyelag mou mapExel TMOAUTIUEG TANpodopiec yla OAoug toug evlladePOUEVOUG
(aoBevelg, aTplkO Kal TAPAIATPLKO TIPOOWTILKO, Snuoola Kol SLWTLKA Uyeia).

AkoAouBel ektetapévn nepiAndn otnv eAANVLKA OTO TOPAPTNHAL.

1.1 £xoTog

JKOTIOC TOU TOPOVTOC gyypadou €ival va SLEPEUVIICOUE AEMTOUEPWE TO POAO TOU
loT otnv uyelovoukn mepiBaAdn, va avaAUCOUUE TIG XPAOELS TOU, TIG EUKOLPLES
KaOwGE Kal TIG TPOKANOELG TTOU EVOEXETOL VO AVTLLETWTIOOUPE. MapoAo ou n xpron
tou «Internet of Things” Bploketal akoun oe mpwipo otadlo otov EAAadIkO xwpo

WOoTOO00 UTIOOXETAL HEYAAN avamtuén, Wblaitepa otov KAASo NG LyElag.

1.2 MgOodoAoyia

Mpokelpévou va peletnOel eldikotepa katd moco to loT Ba BeATIwOEL TNV moLOTATA

NG UYELOVOULKAG TtepiBaAdng mou mapéxetal otnv EAAGda kot pe molov tpomo, Ba

TolwoUvia Akatepivn 2017-2018 9
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kataypalpoupe T Sdadlkaocieg mou mpéEmMel va akoAouBnost €voag umoyrdLog

aoBevAg :

1. O omolog €lo0€pXeTAL OTO VOOOKOUEIO yla €va Turiko check up kaBwg kot
€VOG OTOLOU TIOU TIACYEL TTO HLOL XPOVLA ACOEVELQ KOl ETILOKETTETAL TAKTIKWG

TO VOOOKOUE(O.
2. O onoiog Ba untoPAnBel oe xelpoupyeio

3. Kot téAo¢ n dladikaoia mou MPEMEL Vo aKOAOUBNOEL KATIOLOG LETA Ao [l

XEPOUPYLKNA EMEUBaON 1 voonAeia.

OMw¢ oupPaivouv Twpa otn xwpa pag (Staypdupata pong as-is) kot Ba nwg Ba
urmopovuoav va BeAtiwBouv pe ™ cupPoAn tou loT (Staypdupota pong to-be).
Kavelg Sev umopel va katavorioel OAEC T €PWTNOELS KAl T OVNOUXIEG €VOC
000evoUG Kal TNG OLKOYEVELAG TOU. MPOKELWEVOU VO avVayvVWwPLOTOUV ol SLadopeg
omataAeg - wastes, mou sudavilovral otig dtadikaoieg pon¢ kot Suoxepaivouv tnv
Kataotaon enupepovtag kabuotepnoelg, ducavacxEtnon, Aadn kat pn tipnon Tou
poypAppatog, emPBAAAeTal n Kataypadn Twv umapxouowv Sladlkaclwv o€
Staypdupoata  pong. Emiong péow NG mOAuKpLTlplakng oavaAluong mou Ba
oakoAoubBnoel peteneita Oa aflodoynBei n ouvelopopd tou loT otnv BeAtiwon Twv
TIAPEXOUEVWV UTINPECLWV LYElag Kal Ba cuykplBouv mepattépw ot Sladikacieg as-is

Kal to-be n omola Baciletal oto loT.

1.3 KVpla Tvpnepdopata

H edappoyn tou loT otnv uyslovoukn nepiBaAPn oto EAANVIKO ZUotnua Yyeiag Ba
uropouoe va anodEpel ToANA odEAn, BonBwvtag otnv €ykatpn Kal cwotr Bepamneia
TwV acBevwv otoxevovtag otnv eEATOULKEVUEVN Bepameia, HELWVOVTAC TO KOOTOC
Kall a€LOTIOLWVTA TOUG avOpwTtlvoug mOpoug Pe tn Alyotepn duvartr) mpoomnadbela.

Ooco mo ypnyopa adopowwdel to loT oto eAAnvikO cloTNUO UYElaG TOCO TILO
YPNYOPQ UMOPOULE VA OVOHUEVOULE KAAUTEPN TOLOTNTA UYELOVOULKAG TtepiBaAdng

Kall €V YEVEL KOAUTEPN Lwn.

TolwoUvia Akatepivn 2017-2018 10
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1.4 AudpOpwon TG epyaciag

H OSuthwpatik) epyacio meplhappavel 6 Kepdlala, KOTA TNV OCEPA  TIOU
TPAYUATOTOLRONKOV Ol AmapaitnTES yla TNV 0OAOKANPWON TNG EPYOOLOC EVEPYELEG,
HE OKOTO TNV €€aywyn TWV TEAIKWV CUUTEPAOCHATWY. H S1apBpwon Tou Kewévou
EXEL WG €ENG:

Kedpahato 1

MNapouotaletal To MAALOLO 0TO OTolo KIVABNKE N SUMTAWUATIKA Epyacia.

KedbaAaio 2

Napouotdletal n évvola Tou “Internet of Things” TPOKELUEVOU VO KATOVON COUUE TLG
XPNOELG TOU OTNV KOONUEPLVOTNTA KAL ELOLKOTEPO OTOV TOUEQ TNG UYELOG.

Kedpahato 3

10 KedDAAALO QUTO OVAAUETAL TEPALTEPW N XPNoON Twv £EUTIVWV CUOKEUWV Kal

SloouvdedepEVv CUOKEUWY KOBWE KAL TWV AELTOUPYLWYV TIOU EKTEAOUV.
Kedalaio 4

Kataypadovtat ot Siadlkaocie¢ mou mpemel va akoAouBnoel €vag umoPndlog

a0Bevig, OMwe cuPaivouv Twpa ot xwpa pag (Ataypdupata pong as-is).

KedaAaio 5

Kataypddovtat ot Stadikaoieg, BeATlwpéveg TAéov e Tn ocupBoAn tou “Internet of
Things” (Alaypdappota pong to-be) kal Héow TNG TOAUKPLTLPLOKAG avAAUONG yiveTal
ouykplon twv duo Sladikaclwy (tng udloTapevng KABWE KaLl TNG LEAAOVTIKAG UE TN

xpnon tou Internet of Things)

KedbdaAaio 6

Mapouaotalovtol EKTEVWG Ta KUPLOTEPA 0dEAN Tou loT OTO GUOTNHO UYELOVOULKNC
neplBoAPNnNg kKabBwg KoL oplopéveg TPOKAACELS Kol KivduvolL Tou evOEXOUEVWC
gudavioToLVv.

KedbaAaio 7

Arnotedel TOo TeAeutalo kepaAalo TNG SUTAWMATIKAC €pyaciag¢ oto omoio

mapatiBevral o TEAIKA CUUMEPACUOTA OTA OTtola KATEANEE N epyaoia.

TolwoUvia Akatepivn 2017-2018 11
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2 Understanding the IoT

In the Internet of Things (loT), all devices now gather information; share it between
devices and save it in the cloud. We can share gathered information with each other
to analyze, report, break up and create results. There are many ranges where this
technology can be used and shared. Today, automobiles share and report
performance, problems and needed repairs. Public transportation reports arrival
times in various stations as do bus stops on local streets of Athens report the ETA of

each service.

A very important use of this technology is in senior care. Today, seniors remain safe
in their homes while wearing safety monitors around the neck or wrist. At the touch
of a button emergency services are notified and sent to aid a senior in distress within
minutes. In addition technology sends reports on health, heart rate, pulse, blood
pressure to medical centers that monitor the patient. This technology not only
improves on type of care but very importantly reduces the cost of care for all
whether living in urban or rural areas. Daily, new systems come about improving on
the collection and monitor of health data and reporting to medical centers anywhere

and at any distance.

There is no telling at the present how the Internet of Things (loT) is going to
revolutionize healthcare into the future. We already see how it is dramatically
lowering costs and improving the quality of healthcare. Wireless sensor based
systems now gather patient’s medical data that could not previously be analyzed by

a medical group to deliver care where it wasn’t previously available and accessible.
The technologies of 10T for healthcare are the following:

» Sensors that collect patient data. Some of them are environmental
and collect data from the environment of the patient and others

measure the vital parameters of the patient.

» Microcontrollers that process, analyze and wirelessly communicate

the data

TolwoUvia Akatepivn 2017-2018 12
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» Microprocessors that enable rich graphical user interfaces

» Healthcare specific gateways through which sensor date is further

analyzed and sent to the cloud.
(Maksimovic M. et al., 2015)

loT related healthcare systems today are based on the essential definition of the loT
as a network of devices that connect directly with each other to capture and share
vital data through a secure service layer that connects to a central command and

control center in the cloud.

Let’s examine in this paper how people collect, record and analyze data not just in
healthcare but in almost every industry today. Today computers and therefore, the
internet, are almost wholly dependent on human beings for information. The
problem is, people have limited time, attention and accuracy and all that means that
they are not very good at capturing data about things in the real world. The solution
for not losing all that useful data is to connect all the devices directly with each other
and to empower them to gather information on their own, without human

intervention.

The creation of loT, in which devices connect directly to date and to each other, is

important for two reasons:

1. Advances in sensor and connectivity technology are permitting devices to
collect, record and analyze data that was not accessible before. In
healthcare, this means that collecting data over time on a patient can be
used in preventive health care, allow prompt diagnosis of acute
complications and promote understanding of how a therapy helps to improve

patient parameters.

2. The ability of devices to gather data on their own removed the limitations of
human intervention and human entered date, limiting error and
automatically providing the date doctors need in the time and the way they

need it to provide diagnosis and treatment. Fewer errors mean accuracy,

TolwoUvia Akatepivn 2017-2018 13
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increased efficiency lower costs and in summary reduces the risk of error.
Fewer errors do mean increased efficiency and lower costs in virtually any
industry. It is of particular importance in healthcare where clear data
translates to pure analysis and lowers risks of the wrong diagnosis thus saving

lives and lowering costs.

2.1 The IoT in our life

Despite the fact that a very small percentage of things are connected today, various

businesses and industries are creating the foundation for loT infrastructure:
Examples are:
- Home and building automation.

Today we can monitor our homes from any distance. The HOME app as applied by
Apple is one of these systems. While away from home, one can turn lights on and
off, adjust the heating and cooling systems of their house and answer the doorbell
from any distance in the world. This information helps systems that have to
especially do with energy to adjust power sources to specific areas and this will be

more widespread as we move into the future.

- Automotive design and manufacturing: Cars manufactured in recent years provide
and control information having to do with the vehicle and performance. Data is
collected and shared with manufacturers and vehicle owners on maintenance
monitoring, fuel and mileage efficiency, driver security that link to the cloud and
share data to create efficient and safer automobiles. Cars can now set their own
maintenance scheduling and alert the owners on specific issues that need attention.
Today they send information to the cloud on performance and are beginning to drive
themselves, freeing the driver of potential hazards when they perform to the

maximum. All this furthers loT into other areas.

TolwoUvia Akatepivn 2017-2018 14
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- Public transportation and smart cities: In Athens we see today that buses are
providing data and are carrying GPS systems which report data about bus locations,
exact time of arrival and therefore at each bus stop passengers can see the time

remaining for their bus to arrive as well as at train stations.

- loT concepts have already been adopted in areas such as energy (e.g. smart
lighting, smart grid) and industrial automation. As more connections are made, the

value to businesses and the global economy will only go up.

The vision for the future is going beyond loT to IoE or the Internet of Everything.

2.2 10T in Action in Healthcare

- Clinical Care: In-hospital patients can be closely monitored as to their physiological
status using a loT driven monitoring system which is noninvasive. This information
uses sensors to collect comprehensive data on the physiological status of an
inpatient, sends this information to the cloud for analyzation and review and then
forwards this analyzed data to the patient’s caregivers and healthcare professionals
who can then analyze this data and use it in the immediate and long term care of the
patient. This replaces the need for health care professionals to make frequent bed
side visits to each patient to do routine checks on vital signs, rather providing a flow
of second to second information on the patient. This constant data monitoring
simultaneously improves the quality of care to each individual requiring medical
care, it is proactive in delivering care through alert systems therefore lowering the
cost of medical care as a caregiver is not required to actively collect date and

information for analysis.

The best solution is having a health monitor easy to use for clinical environments
that collects patient data and wirelessly transmits for display or notification
purposes. This system allows the medical professional to monitor a patient
wherever he may be and provide care from any distance based on the information

and data received. This provides a clear picture of patient status 24/7.
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-Remote monitoring: There are people all over the world that do not have access to
health care professionals and effective health care monitoring. They live in remote
areas at great distances from hospitals and medical care. Now with loT, there is the
possibility where the monitoring can come to the patient rather than the patient

going to a medical facility.

These powerful wireless medical systems can effectively collect patients’ health data
and transmit it to the medical professionals assigned to the patients’ care. These
systems collect, analyze and apply complex algorithms and then share it through
wireless connectivity allowing caregivers to make exact and correct health

recommendations.

Data aggregation devices like this will soon become commonplace and will not only
collect healthcare data but also manage other sensor networks within the home
from smart energy, consumer electronics, home automation and security systems in

addition to healthcare.

- Early intervention and prevention: Healthy, active people today use health data
apps to record and monitor their daily activities and well-being. An alert system of
this type not only alerts first responders but also family members through their
smartphones. In the same way, a hiker or bike rider or any person who is athletically
active and alone, can carry one of these systems in the event of an accident
regardless of age or health. Smart watches, phones and wearable clips can carry
information and report location. There are all sorts of wearable technology available

on today’s market. There are new technologies emerging daily.
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Figure 1

The most common loT technology today

The most common loT technology today
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Mnyn:(https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/)
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3 Use cases and major evolutions

The use of the Internet of Things in Healthcare (industry, personal healthcare and
healthcare payment applications) has increased sharply in a lot of Internet of Things
use cases. At the same time, we see how other healthcare 10T cases are increased

and the healthcare situation is accelerating, even if they are still a lot of obstacles.

Until now, most |oT initiatives in healthcare have been revolving around improving
care as remote monitoring and tele-monitoring as main applications. A second area
where there are many initiatives is the monitoring and maintenance of assets, using
loT. This is done on the level of medical devices and healthcare assets, the level of

people and the level of non-medical assets (e.g. hospital assets).

However, these applications and cases of use are just the beginning and, at the same
time, are far from omniscient. The most advanced and integrated approaches in the
digital transformation of healthcare are being used with regard to aspects of health
data, where the Internet is playing an increasing role, as is the case with specific
applications such as smart pills, smart home care, robotics and real-time health

systems.

The successful use of the loT in the previous examples of health care is based on
several technologies of general application. Without them, it would be impossible to
achieve the usability, connectivity and capabilities required for applications in areas

such as health monitoring.

Smart sensors, combining a sensor and a microcontroller, make it possible to use the
power of the loT for healthcare by accurately measuring, monitoring and analyzing a
variety of health status indicators. These could include basic vital signs such as heart
rate and blood pressure, as well as levels of glucose or oxygen saturation in the
blood. Smart sensors can even be integrated into pill bottles and connected to the

network to indicate whether a patient has taken a scheduled dose of medication. For
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smart sensors to work effectively, the microcontroller components must have

several essential capabilities:

* Low-power operation is essential to keeping device footprint small and extending
battery life, characteristics that help make loT devices as usable as possible.

e Integrated precision-analog capabilities make it possible for sensors to achieve
high accuracy at a low cost.

e Graphical user interfaces improve usability by enabling display devices to deliver

a great deal of information in vivid detail and by making it easy to access that

information.

Gateways are the information nodes that collect sensor data, analyze it and then
transmit it to the cloud through wide area network (WAN) technologies. The
gateways can be designed for clinical or home settings and in this case, they may be
part of larger connectivity resource that also manages energy, entertainment and
other systems in the home. Wireless networking eliminates the physical limitations
on networking which are imposed by the traditional.

It isn’t really a surprise that this is an ongoing evolution, which on other levels, also
includes phenomena such as smart beds, smart hospital, the aggregation and real-
time availability of data from healthcare devices and assets regarding specific
patients, and the advent of robots in a hospital environment for routine tasks as we

will see in details below. (https://www.i-scoop.eu/internet-of-things-guide/internet-

things-healthcare/)

3.1 Health monitoring and telehealth

Today’s major use case of remote health monitoring from an loT spending
perspective is outside the settings of hospitals or other healthcare facilities. There is
a tendency of shifting hospital care or emergency care environments to private

environments such as the patient’s home, whenever this is possible.
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It's a matter of budget, it's a matter of returning the patient to his normal
environment that he is used to and feels comfortable to live in, as sooner as possible
and it’s an efficient way to reduce the workload of healthcare workers who in many
countries and many periods simply can’t cope. In some countries the lack of funding
and, as a result, shortage of medical and paramedical staff, especially in periods
where most illnesses are in dependence, is a disaster. Remote health monitoring,
which thanks to the Internet of Things can easily offer its services everywhere also
up to an extend, helps solving the rise of chronic diseases; but not just that: Remote
health monitoring is also ideal when patients live in remote areas or are just too old

to move around.

There is a broad range of specialized medical devices as for example wearables and

biosensors available today that enable remote health monitoring.

Remote health monitoring also offers healthcare stakeholders the possibility to
detect patterns, leveraging the data coming from these wearables and other devices.
This enables new insights and visualizations of patterns as the combination of (big)

data, analytics, loT and so forth tends to do.

3.1.1 Smart Hospital

The hospital is an asset and device-intensive environment with a wide range of
medical equipment and related health care objects that can be connected and
monitored in order to achieve tangible benefits. In such asset-intensive
environments which at the same time are extremely information-intensive, ample
possibilities and potential outcomes emerge when applying loT and related sets of

technologies.

In a cross-industry perspective we can certainly also mention smart buildings and
facility management here. If there is one place where the various building
parameters (temperature, humidity, air regulation, specific environmental controls,

security and so forth) need to be optimal, it for sure is the hospital.
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Patients and their loved ones are most likely to feel anxious, stressed out and even
helpless and intimidated from being in a hospital; making their stay an unpleasant
experience. If we can minimize that discomfort, even a little, we are doing a lot to

increase the well-being and care of the patients.

We could imagine a hospital setting where patients can interact easily and naturally
to a cognitive concierge in their hospital room that will be able to answer questions,

adjust their environment, and anticipate their preferences.

We could also imagine a smart system combined with the Internet of Things which
interact through objects in a senior’s home, learn and anticipate their habits and
needs, and offer guidance or encouragement at the right time and place. With
cognitive care at home, elderly people who live alone can be more independent, can
receive reminders for appointments and medications, can have access to health care
services through voice, plus their family and caregivers can feel assured that will be

alerted of any issues or changes to senior’s health or well-being.

The amazing thing about this technology is that it can answer questions and execute
requests that are very specific to the context of the user. This is possible because loT
can combine information across building systems, patient records, CRM systems, and

administrative records.

loT is great at working with unstructured data, like voice, text, or image recognition.
It can design patterns and memorize preferences for follow-up visits, allowing for a
personalized, engaging, and interactive patient experience. The most precious
advantage is that patients are enveloped by a friendly, cognitive, and personalized

environment of care when they need it most. (Ryerson N.et al., 2014)

3.1.2 Smart House
In the short future the smart house will consist of cloud-service air conditioners and

non-contact life-sign sensors in a new approach to monitoring.
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This is why two big companies (Panasonic and Fujitsu) have already announced that
they join having as a goal to create an in-home monitoring service for the elderly
that integrates Panasonic's cloud-service air conditioners and Fujitsu's non-contact
life-sign sensors. Cloud-service air conditioners are used to monitor the
environmental surroundings of the senior or patient, such as temperature and
humidity, while non-contact life-sign sensors are used to detect lifestyle information
about occupants, such as their sleeping condition and whether they are at home.
This real-time feedback of living spaces and occupants will be collected by
Panasonic's monitoring system and provided to caregivers, with the goal of realizing
alert notifications, for example dangerously high temperatures when in a room,
frequent instances of awakening during sleep that uniquely specify the problems,
needs and changes that need to be done for each person. In addition, the caregivers
will have the control of the air conditioning to be in accordance with the occupant's
habits. As a result, the monitoring service remotely tracks the status of senior
citizens and manages air conditioning to reduce the resources required to perform
safety checks. It also contributes to living spaces that are safe and give peace of mind

to residents and their families.

Figure 2
Overview of in-home monitoring services for the elderly
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Mnyn: (http://www.fujitsu.com/global/about/resources/news/press-releases/2015/0625-

01.html)
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Due to the increase in elderly population the caregiving sector is confronting a
reducing of caregivers, creating a need for ways to reduce their workloads. Even
apart from physical assistance with bathing and going to the bathroom, caregiving is
labor intensive, such as monitoring the status of seniors passing time in their rooms,
and making nightly rounds with limited staff. While monitoring sensors have been
installed in floors in some facilities, a large number of sensors results in very
frequent alerts are making the implementation problematically ineffective at

actually reducing workloads.

These factors have led to the need for an advanced method of monitoring senior
residential facilities which can offer peace of mind and safety for seniors and a
lighter workload for caregivers. Network-connected "smart appliances" are
providing services with air conditioners which allow for remote power control and

checking of temperature and humidity.

Now the companies have joined forces, jointly developing a new monitoring service
that integrates their respective technologies to reduce the workload on caregivers.
This new service is now undergoing an operational trial to demonstrate its

effectiveness.
Figure 3
Overview of Trial System
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Using cloud-service air conditioners, data on room temperature and humidity are

obtained, and the data are collected by Panasonic's monitoring system.

With sensors that use non-contact life-sign sensing technology developed by Fujitsu
Laboratories Ltd., microwave radar is used that can detect minute body movements
within a 3-meter range. Data collected on body movements are analyzed using
Fujitsu's cloud to extract information on the occupant, such as whether the occupant
is at home or out, or whether the occupant is asleep or awake, which is then

provided to the Panasonic monitoring system.

The data collected in the Panasonic monitoring system can be confirmed by a
caregiver on a monitor, as information on the occupant. Also, alert can be set for
individual occupants, and concerns such as a room reaching a temperature that
poses the risk of heatstroke or frequent periods of wakefulness during sleep can be
detected in order to issue alerts that are based on an individual's activity patterns.
In addition, a system for automatically controlling air conditioning in response to the
occupant's habits will be provided. Bringing together the advanced technologies
from these two companies will make it possible to manage living spaces and monitor
the conditions of occupants, including occupants who do not rely on the support of

caregiver rounds.

(http://www.fujitsu.com/global/about/resources/news/press-releases/2015/0625-01.html)

3.1.3 Smart Bed

With the occurrence of patients falling out of bed, bed ridden patients’ skin integrity,
pulmonary concerns, and caregiver injury on the rise, hospitals are looking for

products that help reduce these risks and improve outcomes.

Hospital beds are where most patients spend the majority of their time, so the new
concept of “smart beds,” help patients stay safe, while “smart” capabilities help

nurses analyze information and improve patient care. The beds connect to a
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network to send patient data and help nurses monitor patient statistics such as

movement and weight changes.

One major focus of “smart bed” advances is securing patients’ physical integrity and
comfort throughout a potentially lengthy hospital stay. Though patient safety has
always been a focus, the loT has made patient satisfaction and comfort even more

important.

Sensors are used to help prevent patient falls. The sensor is placed under the
mattress of any type of bed. Rather than just letting nurses know when a patient is
getting out of bed, the technology also creates reports of patient movement that

nurses can look at for patterns.

The best solution is to create a "smart" hospital bed that would communicate with
other devices for example X-rays or blood-pressure monitors in order to be able to
constantly check out patient's health and automatically make necessary

adjustments.

For example, the "smart" beds could be used to measure and reduce the risks of
apnea: If the bed determines that a patient can’t breathe, it will automatically
change positions until the condition improves. Maybe it would be more efficient to
make the beds having a "broad use," including blood-pressure measurements,
respiratory feedback, heat-infrared monitoring and X-ray analyses, both in hospitals

and homecare situations. (Stevens K, 2011)

3.1.4 Smart devices for elderly

Living alone can be a daily challenge for seniors. Some don’t have family nearby or
do not have family at all, so they worry that if they fall or suffer a medical emergency

and can’t get to the phone to seek help, no one will know.
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That’s why hundreds of police agencies in small towns, suburbs and rural areas are
checking in on seniors who live alone by placing an automated call to them every
day. The calling systems, which are fairly inexpensive and easy to use, provide an
important service to protect the security of people with special needs, health or

aging individuals while living at home.

These alert systems with the push of a button put a person on the other end to get
the information and action quickly taken to provide care for the individual whether

to put them in touch with a physician, an ambulance or first responders.

Telephone check-in programs can help all these people remain independent in their
homes and give them and their family members’ peace of mind. For example, it
helps ensure for the elderly person or their family that a phone call is being made

every morning, that everything is okay.

Seniors who sign up for telephone reassurance programs decide the time of the day
they want to be called. They also are typically required to give police the name and

phone number of an emergency contact.

Participants get a recorded phone call that asks them to press a certain digit in order
to confirm that they are okay. If they don’t answer the phone, they’ll get another
recorded call, and sometimes additional ones. If they still don’t answer, police
usually will try to get in touch with their emergency contact before dispatching an

officer to the home to check on them.

Seniors who know they’re going to be out when the phone rings at the specified time
are supposed to notify police in advance. But sometimes they forget, and

dispatchers end up sending out a unit on a false call.
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3.2 The role of wearables

Wearable devices are currently at the heart of just about every discussion related to
the Internet of Things. The requirement for self-health monitoring and preventive
medicine is increasing due to the dramatic rise of elderly peoples’ population.
Developed technologies are truly able to reduce the overall costs for prevention and
monitoring. This is possible by constantly monitoring health indicators in various
areas, and in particular, wearable devices are considered to carry this task out. These
wearable devices and mobile apps now have been integrated with telemedicine and

telehealth efficiently, to structure the medical Internet of Things.

On a wearable level we also see an increasing use of specialized wearables across all
parts of the body (next generation hearing aids, implantable wearables, skin patches,

smart contact lenses, etc.)

Wearables, with the help of improved technology have been developed greatly and
are considered reliable tools for long-term health monitoring systems. These are
applied in the observation of a large variety of health monitoring indicators in the
environment, vital signs, and fitness and are now used for a wide range of healthcare
observation. One of the most important components of data collecting elements is
the sensor. During recent years with improvement in semiconductor and solid state
circuits’ technology, sensors have made investigation of a wide spectrum of

parameters closer to realization. (https://www.i-scoop.eu/internet-of-things-

guide/internet-things-healthcare/)

3.3 Robotics in Healthcare

While there are concerns for machines replacing people in the workforce, the

benefits are increasing. A machine doesn’t need food or sleep, doesn’t get physically
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tired; mentally fatigued, doesn’t get sick, moody or have prejudices that we humans
so often have; could change the way we treat people who are ill and vulnerable.

Here are some interesting examples of robotics in healthcare:

> Robotic Assistance for a Better Life

Robots in healthcare can do much more than drawing blood. With a remote
controlled unit, caretakers can interact with their patients; check on their living
conditions and the need for further appointments. This would help efficiency a great
deal by eliminating the time consuming home visits. Of course, it is expectable and
inevitable, that companies producing and maintaining these systems will have to
make greater efforts to ensure patients’ medical privacy. As with every such device,
it must be near impossible to access for non-authorized personnel. With the proper
safeguards in place these robots can greatly improve the lives of caretakers and

patients alike.

» Telemedical Network is Key in Accessibility

Chances are you have been in a situation before where, if an accident were to
happen, medical professionals would not have been able to reach you in time. To
some of us in the developed world it’s a rare occurrence. But even in 2016 billion live
outside of the reach of conventional emergency services. With this, network patients
in remote areas have access to high-quality emergency consultations for stroke,
cardiovascular, and burn services. On the patient’s side it can be accessed on a tablet
or personal computer, and clinicians can also use the same type of devices as best

suits their needs.

> The Power of Exoskeletons

We have seen them in movies and video games and now they are here for real, for
military and medical applications: exoskeletons. With the help of these devices,
paralyzed people, patients in rehabilitation of stroke or spinal injuries or with frail
physiques due to pathological issues, can walk again. Exoskeletons can enhance

strength in order to allow a nurse to lift an elderly patient. While they have many
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exciting uses, it is important to remember that currently are costly to be made and
their power supply’s electrical storage and time of usage (usually they are battery
powered) need to be improved, so at least at first they will not be available for
everyone. In some cases insurance companies cover their cost. Because of the
mentioned factors, the advantage of having and using an exoskeleton, has the

potential to deepen already existing social and economic inequalities.

» Robots in the supply chain

The great thing about robots is that they can be built to be so durable that they can
overtake tasks that for humans would be simply too dangerous. There is a robot
which is designed for testing chemical protection clothing. It moves freely and can
even adjust suit temperature and simulate sweating to provide realistic conditions.
Such solutions not only minimize the risk to human testers, in the long run

mechanization of the supply chain makes production cheaper as well.

» Robots come in all shapes and sizes

This robot, despite its size, is just as impressive as a super strong carrier one. When
swallowed, its controlled by a technician with the help of magnetic fields it can
patch up wounds in the stomach lining or safely remove foreign items such as

swallowed toys.

There are numerous projects in the works to develop microbots and nanobots that
can easily be injected via a needle in a vein or inserted to various body cavities; and
travel through bodily fluids in order to deliver medications with great accuracy, to
targeted tissues, or even to repair damaged cells. Though most of these are only
theories today, tomorrow we very well could be fighting off infections with the help
of nano-robots that are built to mimic our white blood cells, only doing a much faster

and effective job of destroying bacteria.

> Pharma —robotics
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As with nurses, pharmacists are burdened with duties that could be eliminated by
utilizing the advancing robotics in healthcare. Heavy lifting, as always, is a big help,
but a robot could process information much faster and much more accurately than
humans. This way it could make more precise recommendations after sifting through
the patient’s available medical data. This pharma-robotic could work as an ATM
does; so no matter time of day patients can get access to their prescriptions. If
robots were used for such tasks, pharmacists would have the time and the incentive
to participate in the social aspect of healing: educate people of preventive measures,

give practical advice and therefore make sure that healthcare truly becomes caring.
» Companion Robots

Certain robot companions with advanced artificial intelligence software and
interactive abilities can serve as a social partner in order to alleviate loneliness or
treat mental health issues. Some of them even have touch sensors, cameras and
microphones, thus their owners can get into discussions with them, ask them to find
a great concert for that night or just remind them about their medications.

(http://medicalfuturist.com/robotics-healthcare/)
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Figure 4

Robotics in healthcare

Mnyn: (http://medicalfuturist.com/robotics-healthcare/)
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3.5 Enabling IoT Devices to Work Together

If we achieve to have the same communication zone between the devices, the
doctors, nurses and of course the patients, we could reduce the medical errors
which are caused by lack of communication of the devices to each other.

What we have to do is enabling all the devices to work together. We need to achieve
the required compatibility for establishing the right communication protocols. It’s
obvious that connecting all devices, apps, data and so forth opens up a new world of

opportunities, as the Internet of Things in general does.

The Internet of Healthcare Things includes the devices and connected assets which
we mentioned before. However, if we really want to look at it from a whole
perspective, it’s far from here and major challenges need to be tackled: health
device interoperability, integrated systems connecting patients and healthcare
workers, secure standards and so on. Of course we need to go beyond the

healthcare or medical ‘things’ aspect and look at the broader picture.

However, if we look at it at a technological level, we see the need for further
changes and improvements in the field of consumer and healthcare and the
professional health sector where wearables, several biosensors and so forth are also
increasingly important for professional use in large health care facilities. In that
linking of prospects on both parties, new healthcare provider and healthcare payer
models arise, including rather consumer-oriented wearables and at the same time

more professional devices.

(https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/)

TolwoUvia Akatepivn 2017-2018 32


https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/

“Athens MBA” “THE 10T IN HEALTCARE”

4. Health care system in Greece

In the next years, in global scale, there will be an increase in the number of inter-
connected devices, their locations, and of course the functions that they will
perform. Also in Greece, we will see server-based applications that will be linked to
secure networks and will be able to monitor the patient's health status; by providing
all of its clinical ongoing condition’s data so that the doctors and the nursing staff
have an immediate overview of the situation. This will provide better care for

patients in a much shorter time.

In homes, offices and other workplaces, sensors will be monitoring each of us so
there will be early warnings if anything is going to go wrong with our health. The
data gathered can be used to improve our quality of life, identify needs and provide

specific requirements if it will be utilized in an appropriate way.

In order to study more specifically whether the loT will improve the quality of
healthcare provided in Greece and in which way; we have to describe the entire path

which a prospective patient has to follow:

I. at first the procedure of a patient who enters the hospital for a routine
check-up/ of a chronic disease sufferer visiting the hospital for check-up

update very often.
II.  in addition the surgical procedure
lll.  and finally the procedure of recovery after surgery or hospitalization

as they currently work in Greece (flowchart as is) and how they could be improved

with the contribution of the 10T (flowchart to be).

Nobody can understand all of the questions and concerns a patient and his/her
family has unless they have been patients themselves. The best way for hospitals to

better serve their patients is to put themselves in the patient’s condition and
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understand their needs. Only in this way, they can provide useful information which

improves the healthcare and the patient experience.

4.1 Situation (Flowchart) for Healthcare as-is

If we map out the entire process in a hospital and see all the steps patients going
through, we realize that in the end, the patient had to interact with up to ten or
twelve people. Each person, at the call center, reception, clinics or the hospital, fills
different functions and is needed for all the procedures: checkup, treatment for

chronic diseases, pre-surgery, surgery or post-surgery.

If we assume the waiting time that a patient has to spend to complete the whole
procedure, we will observe that he/she has to wait a lot of time. Throughout this
complicated procedure there a lot of times where the patient could feel anxious,
confused, or uncomfortable. Certain transitions where misunderstandings are
happening between different team members of the hospital should be noted as well.
For example, there is no communication between all the teams and the patient has
to repeat again and again the same information and fill out multiple forms with a lot
of personal information, yet upon his/her arrival at the hospital on surgery where
he/she has to fill out similar forms with the exact same information again, as we will
see in more details below. The contribution of 10T in all procedures would improve a
lot the quality of healthcare and at the same time hospitals and patient could enjoy

huge savings.

4.1.2 Procedure of a patient who enters the hospital for a routine check-up

Especially, if we are thinking of people who suffer from chronic diseases, for example

patients with pre-diabetes or with borderline high blood pressure due to smoking

and obesity, who have to be at the hospital very often, a decrease of wait times is a

big issue which has to be solved.
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Let’s map and understand the main delays in the process of a patient who comes at
the hospital for a routine check-up or for a patient who is suffering from a chronic

disease and comes very often at the hospital:

- Book an appointment.

e s the patient satisfied with the booking process of the appointment?

e If yes, was the time of the appointment kept without a significant delay?

- Speed of service

e Isthe patient satisfied with the speed of the administrative services?

e Is the patient satisfied with the waiting time for his/her consultation with the

doctor?

e Is the patient satisfied with the waiting times for his/her diagnostic

examination?

- Facilities- Environment

e s the patient satisfied with the facilities and the environmental in the

hospital?

- Quality of the medical services

e Did the doctor explain things clearly to the patient about his condition and

therapeutic plan, in a language he could understand?

e Did the doctor listen to the patient carefully, understand his condition and

spend sufficient time on his consultation?
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- Quality of the support services

e Is the nursing staff polite, helpful and careful?

e Are the other healthcare professionals and the administrative staff kind and

helpful?

Mapping the current flowchart we should distinguish processes/ steps into three

categories depending on the value they create in the whole procedure:

» Inthose that really create value for the client-patient.

» In those that although they do not create value, they are necessary
for the process, for example the steps where the patient has to fill out
a lot of paperwork with personal and environmental data could be

useless for the patient itself, but it is very useful for the medical staff.

» And to those that they don’t create any value and should be removed
from the production process because they are waste. For example,
the delays of the appointments make the patients angry by the long
waiting times, so they have to be omitted from the process, using the

Internet of Things.

The delays due to waste (waiting, transport, motion) which do not offer any value
are shown in red color. On that procedure, waiting time is the biggest problem and it

should be solved.

The steps that do not offer value but cannot be omitted are shown in yellow and the
steps that add value are shown in green as we will see in the following flowchart.

(See figure 5, pg. 37)
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Figure 5

Flowchart for Check-Up AS IS
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The factors which delay the procedure are various:

e The booking process of the appointment is delayed.

e The appointment is in delay so the patient has to wait.

e Repeat of the same questions at the patient about his personal signs

e Waiting times is also a big issue for the consultation with the doctor as well

as the diagnostic examination to be completed.

e Troubleshoot documents filled by older individuals

e Delay to fill in documents.

e Lack of data in medical records.

e Long distances for the patient to move from the one department of the

hospital to the other.

e The patient can’t understand what the doctors tell him or forget the

therapeutic plan the doctor prescribed.

e The nursing and the administrative staff is nervous and overwhelmed from

the work

Of course, the best we could do is preventing illness than treating it. To come as
close as possible to that goal, preventive and wellness care focuses on two types of
health consumers: generally healthy individuals, and individuals at risk for specific
chronic diseases. Medical technology related to these areas is largely designed
around portable and at-home devices. Thus far, most loT-enabled devices have
been wearables such as activity monitors and other measurement devices such as
digital scales and digital thermometers, with an element of data-based service such
as an app to track results. These devices have seen tremendous growth in recent

years.

TolwoUvia Akatepivn 2017-2018 38



“Athens MBA” “THE 10T IN HEALTCARE”

However, these devices remain largely outside typical care channels. One common
loT-enabled wellness monitor, for example, creates, transmits, analyzes, and stores
data but in a database not linked to, and incompatible with, traditional health
records. All this detailed and helpful information is unavailable or even unknown to
doctors unless patients volunteer it and, indeed, physically bring it along to a
doctor’s visit. So there is a difficulty in the flow of data in the case of an

aggregated state of health.

Integrating prevention and wellness monitors with existing electronic health-records
systems is the key to taking full advantage of loT-enabled devices’ capabilities and

keeping people healthier longer.

Especially for the people who suffer from chronic diseases, often incurable, the loT
could be very useful. Once a patient falls prey to a chronic disease, the need for
continuous health monitoring becomes most vital than in a typical case of
prevention and wellness. A number of device designers, manufacturers and
distributors are aiming to tackle this challenge through integrating the relevant
streams of data needed to accurately monitor the health of a patient with a given

condition.

A number of loT-enabled devices (stationary, wearables, implantable) are available
to patients and providers to monitor diabetes, heart conditions, and other ailment.
These devices effectively and accurately; monitor clinical data (e.g., blood glucose or
heart rate), adherence data (e.g., taking medications as prescribed), and consumer
health data (e.g., physical activity). Feedback to patients can help them engage and
make better health and wellness choices in real time, decreasing the need for costly

doctor visits, tests, and hospitalizations and reducing the rate of disease progression.

Taking into account all that is said before, patients who have chronic diseases are
less likely to develop complications as the data collected and the analysis provided
can be diagnosed in exact time to provide a diagnosis and immediate care if not just

earlier care than what existed in the past prior to loT applications.
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For example, patients being treated with digitalis who suffer from cardiovascular
diseases could be monitored around the clock preventing drug overdose or misuse.
Arrhythmias that were previously only seen on an EKG are now immediately
detected and this EKG data indicating heart hypoxemia therefore initiates earlier
detection of cardiac issues. The data enables a preventive approach to healthcare by
leading people to make healthier lifestyle choices as well as lowering healthcare

costs.

The primary challenge in real-time medical care is linking these devices so they
can communicate reliably and securely. While blood-glucose and heart-rate sensors
are widely available, they are rarely set up to export their data to a system that
integrates and shares information with all involved parties (patient, doctors, nurses)
and also transfer this ongoing and updated data to an integrated loT system. Solving
these communication issues can ease the shift to greater home care and increased
patient involvement in care, driving better outcomes for patients and reduced cost

for all. (Cousin M. et al., 2015)

4.1.3 Procedure for entering a patient in the operating room

In the field of medical health services, surgical procedures are one of the most
complex and most important hospitals’ cases. All the surgical clinics (orthopedics,
general surgery, cardiovascular surgery, neurosurgery, etc.) are scheduled according
to a daily program that has been pre-determined the past days but they also have to
deal with emergency incidents when a patient is being admitted for acute — care

treatment.

The increased demand of surgeries in combination with the lack of resources
(materials, nursing and medical staff, etc.) and the bureaucracy, make the process of

a surgical procedure quite complex.
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For initiating a patient’s operating procedure; the following steps are taking place:

>

>

>

Transferring a patient to the operating room

Transferring a patient into the surgical room

Anesthesia

Performing Surgical procedure

Transfer patient to recuperate

Stay on recuperation until he fully recovers

Transfer the patient to a room or ICU if required

In order to identify the difficulties and delays that occur during the pre- surgery,

surgery and post-op surgery and make the situation more difficult, delaying and

disregarding the surgical program, it is necessary to map out the current procedure

as itisin a flowchart.

Mapping the flowchart as it is, we should distinguish again the steps to complete the

whole procedure into three categories depending on the value they create:

» In those that really create value for the client-patient.

» In those that although they do not create value are necessary for the
provision of services, for example the transfer of the patient from the
clinic to the surgery, has not any value for the patient itself as a

process, but it cannot be completely omitted.

» And to those that they don’t create any value and should be removed
from the production process because they are waste. For example, to
be the surgical room fully prepared or to be clean, it’s off course very
important and for the healthcare of the patient but it's a waste of
time for the patient to wait for all these procedures to be completed
and this is why they have to be removed from the process, using the

Internet of Things. (See Figure 6, pg. 42)
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Figure 6

Flowchart for the Surgery Procedure AS IS
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The factors which delay the procedure are the following:

- Transferring a patient to the operating room.

e Lack of staff for patient’s pre surgical preparation

e Not appropriate fasting imposed prior to each surgery

e Non-timely delivery of the required pre-operational medical check-ups from the

appropriate departments to the patient's clinic.

e lack of some of the required examinations or more exams than those which are

necessary

e Not a timely delivery of a suitable stretcher for patient transportation.

e The architecture of hospital areas is such, that the handling and transportation of

stretchers is difficult and the occupied corridors hinder fast and smooth flow.

e Long distances from the operating room.

e Insufficient number of elevators that accommodate stretchers.

e Improper use of elevators intended only for medical staff; by visitors.

e Introducing Patient to the Operating Room.

e Anesthesiologist Delay

e Long documents to be completed before importing patient to surgical room

e Troubleshoot documents filled by older individuals

e Delay to fill in documents that should already be pre-filled.

e Lack of data in medical records.

e Transferring a patient into the surgical chamber

e Not timely update to complete the previous process
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e |Inappropriate provision or lack of necessary equipment and materials required

for surgery.

e Delay of a cleaning team to sanitize the operating room from previous

procedures.

- Anesthesia

* Anesthesiologist’s unavailability

e Malfunctions in the anesthetic gas supply system
Performing Surgical procedure

* Problems in the operating room (wear and tear)

e Lack of surgical rooms

e Insufficient number and proper specialization of staff

e Lack of resources, medical tools, equipment.

- Transfer patient to recuperation room

e Lack of coordination between surgery and recuperation.
e Lack of stretcher bearer

e Lack of a stretcher for transferring patient to the recovery area

- Stay on recuperation until it fully recovers

» Post-operative complications requiring re-introduction of the patient.

* Problems of patient’s recovery that prolong their time in the room.
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- Transferring the patient to the room or the intensive-care unit, if it is required.

e Untimely delivery of a stretcher for patient transference to a room
¢ In the case of ICU, an inadequate bed allocation for patient hospitalization
e Long distance from the operating room

e Density of visitors and relatives in the corridors that hinder the handling of the

stretchers.

We observe that also during this procedure, wait times are a big issue. On the day of
surgery, during pre-operation, many people find themselves waiting for up to a
couple of hours just to begin their surgeries. The exact time a patient is stuck in a
waiting room varies, but can be longer than he/she expect. This is a sign of a
communication gap, and in order to fill it the hospital staff must know what to say in

order to calm a patient.

It is obvious that the factors that cause delays and difficulties in a surgical procedure,
are many and create several problems for the patient (who is already stressed out),
as well as for the hospital’s schedule, because every delay means overtime for the
staff, waste of materials, excessive material storage and difficulty of coordinating the

surgery’s process.

Especially in the occasion of an emergency, doctors have to have immediate access
to patient’s medical history and compare it to the current data (e.g., current vital
signs) with a need for near-instant analysis (e.g., reviewing the current research on
treatment options). A provider most likely requires quick access and retrieval of all
these information in order to arrive to an accurate diagnosis and recommend a

course of action.

Where med tech applications in wellness and chronic care aim to empower patients

to look after their own health, in the acute-care setting, the more obvious value lies
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in provider-assisting applications. For example, some providers are already
experimenting with systems that wirelessly link all of the various sensors measuring
vital signs in the emergency or intensive-care units. These systems aim to lessen the
monitoring burden on providers in fast-paced environments, with analytics
identifying hidden correlations between vital signs, helping to find out real changes

in condition that require immediate action. (Cousin et al., 2015)

Again, sensors, which only create data, are only the first step. The most critical and
difficult stage comes later: How can the loT could analyze all these data and help
identify meaningful details so that a provider can make better-informed and

improved clinical decisions thus providing the right treatment.

4.1.4 Procedure for the post-acute care of the patient

Another part of the process, where the patient receives a lot of information and
feels anxious and overwhelmed of the information, is the post-acute care period, the
procedure that follows after the surgery, or after hospitalization. Transitions occur
at times such as entering and leaving the surgery room, and in and out of rehab.
These are areas for example; when a patient prepares to leave the hospital they

usually have some general questions:
- Where | have to go now?
- What I need to do?
- How often | have to visit the doctor?
- What are the details of my therapeutic plan?
- When | will recover?

- When | return to my daily life and my old habits?
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Figure 7

Flowchart for the Post- Acute Care AS IS
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All these questions could make a patient feeling nervous and anxious in the high-

stressed environment of a hospital.

A lot of times, he/she forgets to ask the doctor about the prescribed medication of
the following days or when the doctor gives advices or explains how the patient has
to take the prescribed medication, the patient is not concentrated on what the

doctor is telling because he/ she is anxious and nervous.

All these misunderstandings can delay the effectiveness of the recovery period and
sometimes could also cause worse problems on the health of the patient from that

the patient already has.

This information could be made more readily available by improving staff
communication in the hospital, but the easiest solution would be something to
empower the patient to have this information readily available at all times like an

app on his mobile phone, as we will see in more details below.
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5 Using Big Data analytics and Cloud to improve the Healthcare

In this chapter we will see how we could improve the journey of a patient using the
Internet of things. The purpose is improving the quality of the healthcare and at the

same time, saving money and having a patient centered approach.
The basis for success this improvement involves:
» Improving the value of each step

» Removing any waste from the process

5.1 Improving the procedure of a check-up using the Cloud

First of all, for the patients who are coming at the hospital for a routine check-up or
for whom who are suffering from chronic diseases, instead of coming to the hospital
so often and wasting time and energy; they could use an appropriate app which

includes everything a patient has to know. (See Figure 11, pg. 62)

Whether if we want to manage and change a chronic illness condition or to adopt a
healthier way of living and a more qualitied lifestyle, an application for mobile
phones could help people to reserve, change or cancel an appointment, access to
medical reports or even to ask for more prescriptions, in a very fast and easy way.
This application would help the people to save a lot of time, so if the application’s
interface is friendly, patients will have the ability to use it because they are used in
other applications they have already used in theirs daily life. Patients will have the
ability to find what they want; when they want it and use the capabilities that are
provided with the minimal effort. The application could also remind them when they

have scheduled the appointment with the doctor so they won’t forget it.

Forgetting the appointment is a common problem that has happened to everyone.

An application which reminds the patient about the appointment with the doctor
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would help him/her to remember the important appointment dates with the doctor
or the visit day in the hospital. Reminding the appointment day is very helpful for
both patients and physicians to know their schedule, and for the hospital because
any cancellation which is not directly announced to the doctor and the hospital is a

cost that another patient might have served at the same time. (See Figure 11, pg. 62)

If we want the application to be accepted from all the patients, it must be easy to be
used and understood. The time and the effort a patient needs to learn how to
browse and use the hospital mobile application is directly related to the level of
cognition he/she feels with the application and also related to the level of
satisfaction he/she will encounter. But if we could provide to the patients a high
level of satisfaction from this application, they were more likely to continue using it if
the interface of the app is simple and patient-friendly. Designing and developing an

application personalized to the needs of patients would help them so much.

Except of using an application only for daily use such as scheduling or changing an
appointment the most important for the quality of the healthcare of a patient is
using wireless monitoring system through smart phones and developing an
application which includes and connect all the useful information about a patient
and his surroundings. This application uses sensors to collect comprehensive data
on the physiological status of an inpatient, sends this information to the cloud for
analyzation and review and then forwards this analyzed data to the patient’s
caregivers and healthcare professionals who can then analyze this data and use it in
the immediate and long term care of the patient. Smartphone applications monitor
patient health all the days and all the time with real-time wireless real-time update

on patient status and send them to the cloud.

This replaces the need for the patients to do routine checks on vital signs or for

whom with chronic diseases to make frequent visits to the hospital.

Let’s see in details how this application could add value in the process of the

healthcare:
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» The first step is the collection of database in order to have a fully
updated medical history of each patient. Sensors will collect patient
data such as: personal information (name, surname, age and gender
of every patient), past medical history, medications and lab results,
lifestyle and also data of their first degree relatives and some useful
information about them (diseases, heredity, if a relative has died and
the cause of it) elements that will serve to have a complete history for
each patient. Some of the sensors will be environmental and will
collect data from the environment of the patient; so the data base will
includes information about the lifestyle and the activities of a patient
and measurements about the vital parameters of the patient such as

temperature, heartbeat, pressure, sugar.

» In order to improve the database and have better predictions; we use
microcontrollers that process, analyze and wirelessly communicate
the data. If we want to improve prediction and early treatment of

diseases; a clustering has to be conducted.

There is plenty of information gained in health care systems.
However, there is a shortage of hidden relationships and trends in the
data. The most important is to predict people affected by various
diseases. Data mining techniques could be used to analyze medical
data between the human populations. Clustering is the process of
categorizing data files in one of the predefined sets in order to extract

rules and data standards that could be used for forecasting.

» With the help of microprocessors rich graphical user interfaces are
enabled. These interfaces aim to distinguish one user from another.
In case that there is already a user profile, then it will be updated.
Only in this way, a patient centered approach and a personalized

health information could be achieved for each patient.
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Healthcare specific gateways through which sensor date is further

analyzed and sent to the cloud. (Maksimovic M. et al., 2015)

The proposed app is providing a flow of minute to minute information on the
patient. It’s consists of a smartphone filter system that receives the patient's health
data from smartphone applications and compares it to the data base which includes
the usual signs of the various health parameters of each patient. If the incoming
health signs on the filter are found to be unusual, then an alert SMS is sent to the
doctors with whom the patient is associated with and to the relatives and a copy of
the file is also sent to the Cloud running an ERM system maintained by the hospital.

(See Figure 8, pg. 52)

The patient may be in an emergency and may not realize that he/she is a danger.
The filter recognizes that the patient may be in risk based on historical and current
values of the data being detected. If the filter determines the condition as critical, an
analytic report is sent to the doctor through an SMS, along with the patient's
location, sensed by the GPS sensor running on the smartphone and at the same time
an ambulance is called to take the patient and go to the nearest hospital which can
treat the patient faster, using a recommendation system as we will see below. (See

Figure 9, pg. 53)
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Figure 8

Flowchart showing the events using the loT
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This system, as we see in the following flowchart, focuses on collecting vital signs of

patient’s health and alerts doctors to take immediate action in case of emergency.
Data is then sent in Cloud so that data can be accessed via the Internet from
anywhere, anytime. Cloud computing is the use of computing resources (hardware
and software) provided as a service over the Internet. Cloud has abundant
processing power, large amount of storage which can be scaled according to
application needs. Modern technology is being shifted to Cloud based platform as it

is suited for long-term data storage.
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Figure 9

Flowchart for a check-up TO BE

 EO0OrFPmOmMm

This constant data monitoring simultaneously improves the quality of care to each
individual requiring medical care, it is proactive in delivering care through alert
systems therefore lowering the cost of medical care as a caregiver is not required to
actively collect date and information for analysis. The real vision for the future is
that the Cloud in collaboration with all these various smaller applications which we

mentioned above will converge to form a whole one.
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5.2 Improving the procedure of a patient who is entering the
operating room

Proper steps to eliminate wastes and improving the quality of care are the following:

e Improving staff communication, collaboration between clinics and surgeries and
better preparation of the patient would improve a lot the value of the healthcare but
the best solution would be to standardize the procedures and be known to the
patients via their mobile phone. This would be achieved by creating a smartphone
app that would contain all the necessary information that must accompany the
patient throughout the procedure, allowing patients to know what to do in each

step.

The proposed app is providing all the information the patient need to know about
the process mapping in a hospital. It’s consists of a smartphone system that receives
the hospital‘s data included all the department’s data of the hospital and sent it to a
platform of data analysis which includes the real time data collected from all the
departments in order the patient be aware of the steps which has to follow in the
whole procedure and have a better diagnosis and treatment provided that there is

stronger stakeholder communication.

Having a smart application that informs patients about how each department of a
hospital works and the steps they can expect while being processed and treated
could improve their experience and make them feel more familiar with the

surroundings of the hospital and the whole procedure.

* Reduce unnecessary staff movements

If we are thinking about what it would mean for nurses around the world if they had
robotic assistants for all simple jobs such as patient documentation, bedding and

bureaucracy so they can concentrate more on helping patients.
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Nurses spend about 3 hours from workload to patient documentation rather than
patients. The most frequent interaction during hospital stay is between patients and
nurses. The medical staff draws blood, checks the vital signs, checks the condition,
and takes care of patient hygiene, if is needed. They are often overwhelmed by
physically and intellectually exhausting duties and the result is often an unpleasant
experience for all the involved. Having a smart device that connects them to their
patient and to multiple medical devices will solve the problem. This smart
application will have an interface that allows nurses to monitor patient data anytime
and anywhere. With just one click you have the vital signs of the patient on the
screen. A continuous automated flow of information will allow the nurse to monitor
more patients, efficiently.

Robotic nurses could also help with repetitive work. In this way, the staff will have
more energy to deal with issues that require human decision-making. Some robots
could even get the blood sample instead of nurses spend all these turnaround time

for blood tests etc.

e Adequate and appropriate keeping, storing and saving of surgical records so the
number, type and particularities of the planned surgeries are known at all times,

thus, there was a better scheduling of the surgical procedures.

In addition, live emergency room and waiting room screens could show in live
waiting times for each patient according to the severity of their treatment and divide

m n

them into "severe injuries", "moderate injuries" and "not severe injuries”.

In this way patients could calculate the time they need to complete the procedure

and they would feel calmer.

The best solution is creating a smartphone app that would serve not only the
patients who are already in the hospital but also the patients who are going to go to
the hospital, allowing them to check local hospitals before leaving their home and

seeing where they might get treated soonest.

TolwoUvia Akatepivn 2017-2018 55



“Athens MBA” “THE 10T IN HEALTCARE”

The proposed app consists of a smartphone system that receives the patient’s data
and sent it to the data base which includes the real time data collected from all the
privatized and the government hospital in order the patient choose in which hospital
will have the faster treatment and which hospital has more free beds. Then the
relatives using theirs car‘s navigation system find the faster traffic route to get there

and via the app they could even be informed where they can park.

And the patient goes to the hospital where there are free beds. We could imagine
the family around a hospital bed. The patient turns to a speaker: “I am cold! Please
make it a bit warmer in the room. Oh, and please raise the blinds for more light.” As
if by magic, the room complies with the request. The patient then asks “What’s for
lunch today?” and hears a menu of options. A visitor then asks “Please tell me about
the doctor looking after my friend” or “What are the visiting hours tomorrow?” It is
not far to foresee that cognitive-assisted services will supplement all manners of

care in offering a more personalized experience.

e Standardization of surgical kits per operation that leads to better sterilization and

minimization of waste.

Again a Robot could contribute to that because robots don’t need vacation, rest,
lunch breaks or sleep. They can work all the time and every day without a break.
With a new generation of them more agile and flexible than ever they increase

productivity in all kind of factories.

* Apply a room cleaning protocol that helps ensure the required high degree of
sanitization and at the same time helps minimize the time required to clean the

room.

One of the most dangerous events is the infection which a patient could acquire in
the hospital and is supposed to be one of the main causes of death in hospitals. This
is why we need to find a way to abandon them. Again a robot could disinfect any
space in a healthcare facility quickly and efficiently using high intensity ultraviolet

light. This robot is more effective in causing cellular damage to microorganisms than
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other devices designed for disinfection. It reduces the number of hospital acquired
infections. It’s yet another example of how robotics in healthcare helps hospital staff

to decrease workload and will lead to a much friendlier and safer environment.

e Surgeon robots could contribute to better results.

Surgery is an unpleasant experience at best. Waiting lists can be large depending on
available human resources and resources. A robot called "da Vinci" helps to solve
the problem. It has been used in a wide variety of fields from general surgery to
urological surgery. The surgeon is in complete control of the system at any time,
however, as the machine has more flexibility, smaller incisions make them to have

easier and more precious access in the problem areas.

Da Vinci surgical systems are designed to help physicians perform surgical
procedures through a high-resolution three-dimensional imaging console. Robotic
surgical systems use special instruments, including a mini surgical camera and high-
precision tools (scissors and scalp) to make surgery possible through just a few small
incisions in the patient's body. The system can bend and rotate these tools in ways
that are impossible to perform the human hand and thus can perform a more

accurate surgical procedure deep within the patient's body.

Until now, the use of robots in surgery has been mainly applied to urological and
uterine surgeries and less to interventions such as heart. The next-generation robots
will "have" sensations such as touch while they will constantly learn through the
processing and storage of data from each operation they are involved in. Robotic
technologies help doctors make better diagnoses and provide superior quality
treatments. From surgical procedures to rehabilitation therapies, robots have
already begun performing complex procedures, which, in many cases, could not be
achieved with "bare" human hands. So over expensive and flexible "hands" will be a
type of medical consultant at the time of surgery, contributing significantly to

increasing success rates.
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e Access to the MRI scan whenever the doctors have to.

This means dramatically reduced costs for the hospital, if we are thinking how much
do these high —value machines and exams cost. Although they are very costly for
both patients and hospital, they are necessary for the proper diagnosis and the

proper treatment.

The loT allows medical devices - sensors to communicate with each other and other
devices in the Cloud. In this way when new unstructured data is coming to the
Cloud, it can be combined with other data which there is already in the Cloud and
recombined with software to detect any anomalies. For MRI, PET, CAT Scan and
other devices, stopping small problems from getting big problems crashing
expensive heavily used equipment is the ultimate value of predictive maintenance.

Hospitals are large places with a lot of people, and things, and monitoring of assets is

quite difficult but necessary to remain competitive.

For example, in the case of a surgery the unstructured data would be very useful
because if that data from the same process is combined and recombined with data
from other devices, MRI/ PET scans, pharmaceutical research, blood systems and
hundreds of healthcare systems, thus the Internet of Things contributes to the

improvement of health care.

Thanks to the loT, we are able to capture all these unstructured data and create
structured data that stakeholders in hospitals, manufacturers and individual doctors
can learn from it. As a result using all this critical data coming from the sensor, we

could answer a lot of questions:

- How does this device work?

- Under what circumstances does this device work?

- How long time did the surgery took?
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- Which surgeons did it more efficiently and had better results?

- Who surgeons need to be trained more?

As a result of this solution, training surgeons for the use of equipment significantly

improve the results for patients.

Figure 10:

Flowchart for the surgery procedure TO BE
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Unstructured data combined with other data which exists in Cloud help us to harness
all the benefits of such heavily used equipment, reducing the cost of the hospital.
The most important thing is that patient’s healthcare is improving dramatically

through connected devices, subject always to privacy and security.
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And for those hospitals that distribute critical care, no one should wait for magnetic
resonance; imaging the magnetic to collapse what problems could cause. They can
fix the smallest problem before it collapses.

By simply observing the unstructured data sent by a hospital, we can see which part
is defective and fix it before it stops functioning. No one should wait for MRI to be
destroyed. Hospitals can enjoy tremendous savings through proper maintenance on

all heavily used expensive equipment.

5.3 Improving the procedure for the post-acute care of a patient

As we mentioned before, one of the most complicated procedure for the patient is
that of post-acute care because it's quite difficult for a doctor to explain the
treatment during a ten-minute meeting, while it is equally difficult for a patient to
comprehend and remember all this information at the same time. The result is that
80% of the information given to a patient during his or her consultations is deleted
from their memory when they leave the hospital. This is why; it’s very useful to
create an application which explains to the patients and their relatives step by step
the patient journey in a hospital because the patients should always be able to

access information about their treatment at anytime and anywhere.

Instead of giving pages and leaflets to patients for their treatment who might lose
them after some hours, it would be much easier and efficient for both sides {patients
and doctors) to digitize the treatment information so the patients can access when
they need it the most and anywhere they are. An application which informs patients
about everything they need to get acquainted, making them feel calm and improve

their quality of care. (See Figure 11, pg. 62)

Let’s see in details how this application could add value in the process of the

healthcare:
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e Using a fully dynamic timetable this application could educate patients about
the next steps in their treatment. Unlike printed patient leaflets, information
is delivered in stages and only when it’s relevant, so the patient doesn’t feel
confused and so anxious.

e Sending notifications to provide useful information, updates, and reminders
to enable patients about their treatment could help them so much. Common
examples of push notifications include fasting after surgery, home
preparation, or exercise patients need to do after a surgery.

° The app will have a very friendly user face to be easily used by all the
patients. A guide is the first thing users see when they are downloading the
app which helps them to better understand what the application does and
how to use it. In the case the users have questions at a later stage, the

onboarding guide could answer them all the questions they have.

Asking patients for information about how they are feeling, about the pain
levels or other experiences they have, could also be used as a feedback to
see if the patients will continue to get the same prescription.

e  All the information contained in the application will be accessible to anyone
who has downloaded it. The use of the patient education platform is
completely anonymous and does not require personal information so it’s
very safe.

° Using also visual content like videos would help patients and their relatives
to understand better what exactly they have and understand better their
treatment. For example, medical staff photos, surgical video tours or
rehabilitation exercises seminars could help a lot the patients as their family.

e  The application will be fully personalized for each patient, depending on
his/her treatment and his /her characteristics. It will contain the name,
phone number, address, patient information and all the information which is
exists in the Cloud and in this way it’s easy for the family and the doctor to
find the patient when it's emergency.

e  The app will learn from the patients by following their commitment. Within

the content management system, a clear toolbar with usage statistics could
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help the patient to analyze and improve the information in his/her

application.

e This app could also offer a platform without any integration into the
hospital information systems. The content of the application can be easily
managed internally by physicians, nurses or communications staff. This gives
the ability to change or add new treatment and to communicate or ask

something the doctor in real time.

Figure 11

Flowchart for the post-acute care TO BE
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Process mapping, patient stories, and review of patients' notes highlighted multiple
delays and examples of patients who "stuck" and missed the opportunity to
discharge, especially after moving between chambers or groups. Especially for the
elderly, this could be associated with deterioration and further unnecessary days or

weeks in the hospital.

Moving to an assessment model, where patients who need post-operative care are
discarded as soon as they are medically fit, with assessment and care packages put in

place with the patient at home.

Guidelines and penalties for the same patient who reentering to a hospital within 30
or 90 days after treatment underline both the reduction in re-admissions in acute
settings and the provision of safer and more effective after acute care in lower-cost
and lower-cost settings. As a result, applications are linking the patients with the
providers and the caregivers. For example, after a knee surgery, simple sensors
placed inside the soles of the shoes could produce data that measures the pressure
supported by each foot during daily ride, pace, or pacing around. In addition to
combining these sensors with accelerometers that measure the patient's pace would
provide sufficient information to detect imbalances or instability, contribute to
assessing changes in patient activity levels, and assess the effectiveness of the

rehabilitation program.

Also for checking the patients if they are taking their prescribed medication after an
illness or a surgery, a smart pill is inserted in the patient and informs the doctor as to
how that patient is taking their prescribed medication. All this information
technology is directed in providing medical information through the Cloud on the
performance of pharmacology, medical performance as related to the behavior of
each patient. This is surgically placed under the skin of the patient to monitor
whether they take their medication at the proper time and other health data and
sends it to the medical professional handling the patient such as to alert them if a

medication is forgotten, misused or overly used and the effect of this medication on
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the patient. It is certain that this technology will be carried further in the diagnosis

and treatment of patients as needed.

The mechanics of post-acute monitoring resemble those of chronic-disease care.
Post-acute management services exist for a number of conditions and have
leveraged remote monitoring technologies for a while, especially in home settings,
where more and more care is expected to shift. More advanced technologies are in
development that will enable more precise and effective monitoring in the post-
acute (and chronic care) settings, specifically around catching complications early

(e.g., infection) and promoting compliance. (Cousin M. et all, 2015)

As a conclusion, any form of waste of time, space, materials, and human resources
should be minimized in order to gain our goal which is better access to healthcare,

quality of healthcare and lower cost of the healthcare.

5.4 Recommendation System for Healthcare

In order to support the user recommendation system for healthcare services; we
could create a dynamic online community that would facilitate not only the direct
communication between the scientific community and the citizens but also among
people who experience similar health problems or have the same concerns about

their health. Using this platform, users could share and exchange their experiences.

An informed patient who has experienced a health issue can actually help someone
who is confronted with the same problem by sharing his / her experiences, practical
advice from his daily routine, and also providing emotional support where necessary

and useful.

Combining the user profile and the associated characteristics of them, doctors and
other users could provide recommendations to patients individually. A personalized
recommendation on prevention and corrective actions, the causes of the disease,

behavioral prediction, and health information could be provided. The filtering
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platform can be used to predict a user's health problem based on the profiles of

another user with similar problems and make him to be aware of it the soonest.

Based on user characteristics and preferences, this platform could provide
personalized recommendations to users. These recommendations can support them
to take better decisions, go to the doctor the soonest, exchange information about

the doctors and improve their well-being.

5.5 Multicriteria analysis in order to measure the impact of IoT in
Health services quality

In this sub-chapter we will try propose an evaluation model by combining the
process modeling and multi-criteria analysis process of the analytical hierarchical
process (AHP) in order to measure the impact of IoT in healthcare services. The
workflow process modeling as we described in in the flowchart for the surgery
procedure As-Is (See Figure 6, pg. 42) is supposed to provide the basis for
systematically looking at the opportunities arising from the development of the
Internet of Things. A patient entry, surgery and health care service will be selected
as a case of study. This is why, based on the surgery procedure we had described on
chapter 4.1.3, we will try to measure the impact of loT using multimedia criteria as

we will see below.

5.5.1 Aim of multicriteria analysis

The Analytic Hierarchy Process is used:
e At first to specify which of the criteria is the most important and how much?
e Furthermore, using again the AHP we compare the surgery process AS IS to a
surgery process TO-BE, (loT based process) and which of these processes is

the most preferable over the other and how much.
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5.5.2 Methodology

Five experts with many years of experience in the Healthcare, 2 general surgeons, 1
cardiothoracic surgeon and 2 vascular surgeons have evaluated the importance of
the criteria, as we will see in details below and the preference over the alternatives.
The purpose of this survey was explained to all the interviewers. Each surgeon was
informed in advance about the aim of this research, the meaning of each criteria and
the duration of the interview.

Data of all the questionnaires was collected and analyzed further to have the
conclusions. Both of two processes, as-Is and To-Be based on loT procedures are
compared according to the AHP model.

The five dimensions of quality of health services which measure the patient’s
satisfaction are: tangibility, reliability, responsiveness, confidence and empathy.
(Scholefield, 2007)

For the surgery procedure, reliability, responsiveness, time to complete admittance

and diagnosis accuracy are selected as criteria, the explanation of which appearsin

Table 1:
Table 1
Criteria which impact the Quality of Health services
Criteria Explanation
Tangibility » Excellent health services hospital would have

up-to-date facilities. Examples are: buildings,
equipment, X-ray department, laboratories etc.

» The physical facilities of excellent health
services hospitals would be visually attractive
e.g. reception area, corridors, wards, out-
patient department, signs, car park.

» Materials associated with the hospital’s service
such as appointment card, brochures,
directions, documentation should also be of
good quality.

Time to complete admittance | » Excellent hospitals complete the admittance as
fast as possible.

Diagnosis Accuracy » Excellent hospitals carry out services without
errors of diagnosis.
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Reliability > Excellent hospitals provide their services at
the time they promise to do so, e.g. be punctual
regarding the time of operations, medical
investigations, treatment, food etc.

> Excellent hospitals carry out services e.g.
medical exams, right the first time.

> Excellent  hospitals  provide error-free
documentation e.g. correct medical records.

> Excellent hospitals help patients to access the
service in precisely the way they want,
eliminating for example unnecessary and time
consuming activities.

> Hospital staff in excellent hospitals tells
patients exactly when services will be
performed e.g. date of the operation, progress
laboratory results.

Responsiveness > Hospital staff in excellent hospitals gives
prompt service to patients, e.g. make
appointments quickly, return phone calls
quickly, and resolve problems quickly.

> Hospital staff in excellent hospitals is always
willing to help patients, e.g. willing to answer
questions, provide advice.

> Hospital staff in excellent hospitals are never
too busy to respond to patients requests, e.g.
are responsive to complaints, provide patients
with information.

AHP is used to show the views of medical experts and to quantify the relative
importance of applying loT to a surgical procedure. The preferences between
alternative parameters are given equally, moderately, strongly, very strongly or

extremely preferred. Comparisons per pair can be represented as:

1 @z  Qn 1 ap, | i
@y 1 g 1/a; 1 e

A=lagl="1" . | fsi S (1),
Qp1 Gnz = 1 1/ay, 1/ag, - 1

where aj; represents the value that experts compare the criterion i with the criterion
j. The relative weights of the criteria in this matrix are estimated by comparing the
priority of the criteria. Therefore, the eigenvalues and eigenvectors are estimated

using the following equation:
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A-W=Any W, (2),

where w is the eigenvector of the matrix A, and A is the largest eigenvalue of the
matrix A. The reliability of judgments is tested by calculating the Consistency Index

(CI) and the Consistency Ratio (CR) that are respectively defined as:

cr = Jmax 1 (3)
T on-—1 ’
C_R_ff

where n is the number of criteria being compared in this matrix, and Rl is the

Random Index.

5.5.3 Results of multicriteria analysis

The AHP model is shown in Figure 12. The weights and the importance of each
criterion and subcriteria are presented in Table 2. As we observe the accuracy of the
diagnosis is the most important criterion when referring to its contribution to the
quality of healthcare services. After credibility is following and the time to complete
acceptance is third. Now, if we see it from the point of reliability, adaptation is the

most important factor as helping patients is the most important response criterion.

A very important criterion is also the security, which although is very important in
the process, it was not one of the criteria chosen due to the fact that there was no

real data. The selection of the five criteria was indicative.
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Figure 12

Analytical Hierarchy Model

Perceived quality

Reliability
0.172)

Tangibility
(0.063)

Time to complete

admittance

\ 0.105

Diagnosis
Accuracy

\ 0.561

Responsiveness

(0.098)

Criteria

Act proactively (0.233)

On time surgery (0.185)

On time medical exams
(0.117)

On time treatment (0.187)

Customization (0.278)

Make appointment quickly
(0.205)

Return calls quickly (0.102)

Provide advice quickly (0.215)

Help patients quickly (0.478)

Sub-criteria

Alternatives

Table 2

Weights of criteria and sub-criteria

Criteria Weight Rank Sub-criteria Weight Rank
Reliability 0.172 2
Act proactively 0.040
On time surgery 0.032
On time 0.020 7
medical exams
On time
.032
treatment 0.03 4
Customization 0.048 1
Tangibility 0.063 5
Time to 0105
complete 3
admittance
Diagnosis 0561 1
Acurracy
Resposiveness 0.098 4
Make 0.020 8
appointments
Return calls 0.010 9
Provide advice 0.021 6
Help patients 0.047 2
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Table 3

Comparison of as-is process and to-be per criterion

Criterion AS-IS process loT based process
Score Weighted Ranking Score Weighted Ranking
Score Score

Reliability 0.349 0.060 0.651 0.112
Tangibility 0.151 0.010 0.849 0.054 1
Time to 0.192 0.020 0.808 0.085
complete 2 1
admittance
Diagnosis 0.205 0.115 ) 0.795 0.446 1
Acurracy
Resposiveness | 0.273 0.027 2 0.727 0.071 1
Quality of 0.232 0.768

. 2 1
Service

If we compare the as—is process and the process to —be based on the loT we observe

the preference from all the surgeons to loT process due to the positive impact- value

that the loT could have on the quality of healthcare services.

If we see all the

criterias in Table 3, we observe that the IoT could add value to the whole process

and improving the reliability, the tangibility, the time to complete the admittance,

the diagnosis accuracy, the responsiveness and in general the quality of service.

As a conclusion, if we could take advantage of all the benefits the loT offers, we

would have a new system, a system based on real human needs.
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6 Benefits and Difficulties of Applying the IoT

6.1 Benefits

The loT is continuously changing our life and completely influences the healthcare by

finding new ways of connecting people, apps and devices to interact to each other

and provide the best health care solutions to the patients. The loT is offering new

methods, automated workflows and new tools which contribute to integrate all the

processes in the healthcare system, to offer better care to the patients, as well as

fewer costs for both patients and hospitals. (See Figure 13, pg. 73)

The major benefits of the Internet of Things in the healthcare systems include the

following:

>

Lower costs. When healthcare providers benefit from the connectivity of
health care solutions, patient monitoring can be done in real time, thus
significantly reducing unnecessary visits by doctors. In particular, home care
facilities that are progressing are guaranteed to reduce stays in the hospital
for long period and readmissions to the hospital.

Fewer errors mean accuracy, increased efficiency, lower costs and in
summary reduce the risk of error.

Fewer errors do mean increased efficiency and lower costs in virtually any
industry.

And of course radically reduced costs for all the involved members.

Significant reduction of materials and thus more economical and more

affordable medical packages for patients.

Improved health care solutions through cloud computing which have the
ability to access in real-time information that allows them to take better
decisions as well as provide a more efficient evidence-based treatment. This

ensures that health care is timely and the results of treatment are improved.
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>

Improved Disease decision making. When patients are constantly monitored
and doctors/ nurses have access to real-time data whenever they want and

wherever they are, the diseases are treated before they are getting worst.
Greater patient safety undergoing surgery and improved services.

Fewer errors. Cause to the exact data collection, the automated workflows
combined with data-based decisions, we observing reducing of delays, waste,

reducing system costs and the most important, minimizing errors.

Greater credibility for the hospital.

Improved Patient Experience. The connectivity of the health system through
the Internet of Things has as aim the patient centricity. Preventive therapies,
improved diagnosis accuracy, early intervention by doctors and improved
therapeutic results lead to responsible and more effective care creative a
more trustful environment for the patients.

Reduce the inconvenience of patients who until now have had difficulty in
closing the date of a visit or a surgery. Co-ordination will serve more surgical

incidents per day with the same or even fewer resources.
Minimize waiting time for patients and reduce discomfort.

Better co-operation with clear identification and specification of each

person's duties and responsibilities.

Improving working conditions thus achieving higher quality of services
provided to patients, because medical, nursing and administrative staff, is the

image of a hospital passed outwards to public’s eye.

Better managing of drugs - Drugs and the management of them are
significant cost for the healthcare sector. This is why, loT processes and
devices, are aiming to manage better these costs.

Saving material resources through standardization of processes and through

the contribution of robots.
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Figure 13

Benefits of Internet of Things
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Mnyn:(https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/)

We have mentioned some benefits that affect the developments of the IoT in
healthcare and are focused on increasing the quality of healthcare, increasing
innovation, increasing productivity, creating new more effective workflows and

better co-operation, promoting the whole organization and saving costs.

Most of them are following the general healthcare factors and the healthcare
market, such as population aging, changing behavior of consumers-patients and
patients’” demands such as patient-centricity and the improvement of healthcare

quality.

If we see globally the tendency for the healthcare in the next years, we observe that

the following trends will prevail:

»  High demand for remote health monitoring.
> Increased consciousness for consumer healthcare.

»  The growing popularity of healthcare providers/ wearables.

The current consumer is autonomous, uses mobile and wants to be update. He/ she

wants to have access to the information whenever he/she wants. The ability to act
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on this information is a key component of any successful digital interaction and in

the sector of the healthcare.

Overall smart healthcare market value by 2020 is estimated to be $169.32 billion by

2020. A major part of it will be for remote patient monitoring.

As the following graph shows from the press release, increased use of remote
patient monitoring will help increase the global market by 24.55% CAGR by 2020.
Also, the emergence of smarter technologies is playing a role. The only part of smart
pills is expected to reach S 6.93 billion by 2020 with a CAGR of 23.62%.

The total value of the smart healthcare market by 2020 is estimated to be $ 169.32
billion by 2020. A large part of it will involve remote patient monitoring.

Figure 14

Top market Drivers
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In order to take advantage of all these benefits of the Internet of Things and have the
expected benefits or in other words “achieving the best”, all stakeholders must work

with dedication, loyalty and adaptability to the new process.

Cause to the fact that it will gradually lead to a change of attitude and culture of the
company, it is likely that there will be some staff reactions that can be avoided by
understanding the improvement of working conditions as well as improving the
morale of human resources. It needs a proficient, flexible, open minded leader who
has the ability to lead everyone to the common vision. The key to success is the
trust among all stakeholders and the proper education/training of medical staff. The

culture change program will help for the smoother adaption.

However, the principles of efficient production should constantly be adapted to new
circumstances. It will be an endless cycle of improvement. The feedback is very
important here. It is vital to record what progress is being made and the statistics’
points that are lagging or making the smooth process difficult have to be corrected.
We always have to have the vision and the goal of increasing the value of the

provided services

6.2 Risks

Although the Internet of Things is an evolution in the healthcare, it also has some
challenges due to the fact that health data is a personal and a very sensitive issue.
Therefore, when health information is being shared inappropriately it could be very

dangerous.

In addition, the digitization of all these data and the subsequent extension of use are
likely to press the data centers which need experts people to work on them. The
continuously monitoring of the patients wherever they are; especially for whom who
are suffering from chronic diseases in combination with the increased use of
wearables increase the demand for more data centers and more experts people to

work on them. In addition to that, the inability of medical services to exchange data
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with each other requires the development of all devices to “speak” in the same
language. This means an upgrade to all the connected devices and off course a big

cost.

Data security as we will see below is also another big issue that has to be solved
because as the data will be increased as the risk is likely to be increased. The volume
of data is going to increase significantly so we have to find ways to protect is as we

can.

The Internet of Things includes a lot of applications that require the Cloud in
combination with tools to run. These tools are vital to ensure that network
compliance is controlled and to ensure early warning of abnormalities including user

access, network traffic, system failures, and change management activities.

Although the loT has to harness a lot of difficulties, it’s here to stay, as its popularity
is going to grow significantly as all of us have as purpose a more patient-centricity
environment and a quality of healthcare. The Internet of Things in health care is
linked to connectivity, ensuring that information is available to anyone and
anywhere. Therefore, it is planned to be increased in hospitals, in the houses and

everywhere even difficult is it.

Figure 15

Threats of Internet of Things
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6.2.1 Attention for people data

A big challenge for the using of the loT in the Healthcare has to do with the personal
data. Health care information is a very personal and sensitive issue and the
collection of data required must be done very carefully. The point is to improve the
patients' lives and organize health care in various aspects, such as the ability for
physicians, specialists, nurses and staff to make better and more efficient decisions

faster.

This is why; designing a very security and privacy system is very important and must
be part of every case of using the project, the work, or the development of the

Internet.

We have to have always in our mind that the aim of IoT is improving the well-being,
saving money and off course improving the quality of healthcare and not using it for

wrong reasons.

This is why, personal healthcare data should be treated differently from the point of

view of safety and compliance.

Particular attention should be paid to the personal data required for loT health
programs. Various arrangements around the world lead to a compliance agenda, but

data security for healthcare needs to go beyond compliance.

At the same time, healthcare organizations must pay greater attention to
compliance, certainly in areas where stricter regulations exist, such as the EU GDPR,
where personal health data, as well as genetic and other medical and biological data

pay particular attention and is considered as very personal and sensitive.

It is clear that any loT project that includes personal health data should take account
of these rules and the terms of legality, intent, consent and dissemination. In fact,
every loT project must have security and privacy when planning when it comes to

personal data.
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However, the positions of every country on protecting and leveraging health data

are very different if we compare the initiatives and regulations around the world.

6.2.2 Security

When referring to the health; a hacker could even be a murderer.

Goals and methods are usually agnostic for the industry, from health care to the
bank to intelligence. Attackers always want the same things: steal information,
manipulate data, disrupt the service with attacks, and use ransom to achieve their
goals. However, while in other industries the risks are economic and rumors, human

health is at stake in terms of health services and Internet-connected devices.

And as healthcare becomes more complex, the risks are intensifying. Take for
example the mechanical learning have already entered into medical practice as they
automate some basic medical decision-making processes. Hackers are well aware of
this, which frames the intention of assault as "manipulation of the medical decision".
In other words, imagine an attack that handles training data by providing false inputs
into the system that eventually lead to the wrong medical decision. A hacker can
change inputs to the algorithm - for example, deforms the results of a blood test and
the “computerized medical advisor” could prescribe medication that can harm or

even kill the patient. This could even lead to death.

These systems should be supervised by expert systems and rules (medical expert
rules) that provide a level of control and mark suspicious activities that may
represent malicious behavior.

Again, remember that the players behind the attacks on health care do not differ
from other industries. Hackers, national actors, criminal organizations are all likely

murderers, each one of their own motives and intentions.

Moreover if we are thinking of the industry which is fragmented, the risk is

increasing. loT healthcare devices, such as wearables, implantable sugar monitoring
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devices, and blood pressure monitors are part of a complex computer ecosystem
that presents a major threat area for attackers to exploit.

These devices are based on communication between different databases, storage
and control on different networks, and operated by different people with different
levels of confidence and knowledge in cyberspace, including at the patient's home,
hospitals, clouds, and so on.

These complex relationships make every element and system more vulnerable. This
was evident in the 2017 attack on the UK healthcare system, which was essentially
forced to close a complete system. Functions were canceled, ambulances were bred
and documents, such as patient records, were not available in England and Scotland.
Because of the fact that the attacks are various and very difficult to locate them

directly, we have to create a security ecosystem that:

»  Detects suspicious movements effectively
> Carries out investigations to confirm the intention

»  Automates the prevention or mitigation actions

These three steps are complex. This security architecture must learn how to receive
safely signals from various devices, servers, and services at home, hospitals and
patient clouds and then analyze them centrally in real time, while at the same time
"connecting the dots" to reveal possible malicious intentions. Only in this way, we

could improve safety and take active measures.

One very important issue we have to deal with is to protect the privacy of the health
care of the elderly and the disabled.
° People with disabilities should know who owns their health data.
° Permission of disabled people to use a relative/ a doctor or a caregiver
their personal data.
° Anonymity or pseudonymization to hide real identities of people with
disabilities by hiding a person's identity into sub-identities.

° Privacy of the site to keep the user’s locations, devices, etc. private.
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o Privacy for loT devices.

° Emphasis on privacy by the beginning of the design of the application.

In order to be active, this ecosystem must be at the center of cooperation and
coordination of all the stakeholders. Once a new advanced attack has been
identified and analyzed, the appropriate defense strategy has to be shared and
implemented in various environments, including all the hospitals. These do not
necessarily have the same security tools and are probably not operated by the same
security vendors. Therefore, sharing defense models requires a new level of
"defense strategy translators" so that they can adapt quickly and well to any relevant
environment.

Solving these issues requires a global effort that defines healthcare as a "critical
infrastructure" and applies security technologies that include advanced security
analyzes, orchestration and automation capabilities. These new systems are called
next-generation event information and management systems.

The world of 10T, especially in healthcare has to create security systems because

although we are vulnerable, we don’t have to be victims. (Chesla Avi, 2017)
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7 Conclusion

Given the concerns about the privacy and the data security, it is necessary to have a
secure environment of the scope of the requirements that need to be adapted to
work successfully in the field of the healthcare. The data is available in the Cloud
and gives the ability to the doctors/ nurses in real-time to reduce the risk of medical

treatment and general liability concerns.

Apart from the advantages the 10T offers to the patients and their families, it also
plays an important role for the hospitals helping them to reduce the costs and

increase the profitability.

For patients and their families, that means that their doctors will know much more
about their treatment to get the best the best decisions for any procedure whether
it’s a cardiac bypass, a surgery, a heart transplant or even a simple blood test. These
decisions affect the quality of life of the patients, their wider family and society in

general.

In order for the proposal to be implemented, it is important for all the parties
involved, to work together, to collaborate with many departments which were
functioning until now in solo rather than team players, (as well as bringing forth new

win-win strategies). All the parties have to work together as a market value chain.

It is logical that there will be some reactions as old habits and old culture have to
change for the shake of progress, but this is something expectable and we can deal

with it through the culture change program.

Simultaneously, for reducing bureaucracy, it is necessary to upgrade the information
systems; in order to supply a valuable set of information relevant to all the

stakeholders (patients, medical and nursery stuff, and health insurance) regardless
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their current location, thus reducing the time of waiting and appropriate medical

planning for both patients and their families.

Change for all of us is often scary, and robotics in healthcare is a big innovation
because it has the potential to do so much good: to bring medical care to regions
where even today there is none to be found, to make the production and
distribution of pharmaceuticals cheaper and more efficient, to lighten the load of
medical professionals, to help people walk again. But if we want to gain all these
benefits and avoid the potential dangers of such a technological revolution we have
to be aware of every step that science does so we can be better prepared and adapt
ourselves to the not-so-distant future where robots play a crucial role and work

closely with us.

The Processes we described are like productions line in an industry (human
resources, resources, technology, RND etc.). At the same time, however, it is
different in terms of the desired result, which is not just maximizing profit and
minimizing or eliminating waste (including unnecessary delays, re-work,
inappropriate procedures and errors) but above all, maximizing the level and the
quality of the healthcare provided to patients, improving the quality of processes
and maximizing the adding value to patients. The key to achieve that goal is viewing
the whole process from the patient’s perspective and improving an end to end

process.

Applying the 1oT in the healthcare in Greek hospitals could bring many benefits, by
helping to provide the required services in a timely and orderly manner, using the
needed materials by targeting economy of usage and utilizing human resources with
the least effort, giving value to both patients’ and medical providers’ time and fewer

costs.

In few years from now, we could imagine a surgery room where there are only a few
screens and all the devices speak to each other and thousands of medical systems in

and out of the hospital walls which are all connected. All this innovation will
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increase our quality of healthcare and in general quality of our life and at the same

time will reduce hospital’s costs and will increase health outcomes.

The consequences of the knowledge we have gained and the positive health
outcomes are so apparent that we can hardly imagine from this early stage of loT all
the possible benefits that we could have in the near future. However, the sooner loT
Analytics is adopted in the hospitals, the earlier patients could expect better quality

of healthcare and better and healthier lives. This is only the beginning of a new era.

TolwoUvia Akatepivn 2017-2018 83



“Athens MBA” “THE 10T IN HEALTCARE”

References

Latha K., Ambika M. (2015). Intelligence Based Recommendation System for
Healthcare: A Patient centered Framework. Conference Paper. DOI:

10.18797/CAASR/ICIET/2015/11/27/19

Jubi R., Abhijeet B. (2015). HealthCare Monitoring and Alerting System Using Cloud
Computing. International Journal on Recent and Innovation Trends in Computing and

Communication ISSN: 2321-8169, 3 (2), 102-105

Raid L,Ji Zhang, XiaohuiTao, YanlLi, VincentS.Tseng. (2016). An Intelligent
Personalized Recommender System for Heart Disease Patients in a Tele-Health
Environment. Conference paper. Part of the Lecture Notes in Computer Science book

series (LNCS, volume 10086)

Stepaniak, P. S., Heij, C., Mannaerts, G. H., Quelerij, M. de & Vries, G. de. Modeling
(2009). Procedure and Surgical Times for Current Procedural Terminology-
Anesthesia-Surgeon Combinations and Evaluation in Terms of Case-Duration
Prediction and Operating Room Efficiency: A Multicenter Study. Anesth. Analg. 109,
1232-1245.

Scholefield, H. Embedding quality improvement and patient safety at Liverpool
(2007) Women’s NHS Foundation Trust. Best Pract. Res. Clin. Obstet. Gynaecol. 21,

593-607

TolwoUvia Akatepivn 2017-2018 84


https://link.springer.com/bookseries/558

“Athens MBA” “THE 10T IN HEALTCARE”

Sungyoung Oh, BS, Jieun Cha, BS, Myungkyu Ji, MS Hyekyung Kang, BS, Seok Kim,
MS, Eunyoung Heo, MS, Jong Soo Han, MS,3 Hyunggoo Kang, MS,4 Hoseok Chae, MS,
Hee Hwang, PhD, and Sooyoung Yoo, PhD . (2015). Architecture Design of Healthcare
Software-as-a-Service Platform for Cloud-Based Clinical Decision Support Service.

Health Inform Res. 21(2): 102-110.doi: 10.4258/hir.2015.21.2.102

The Health Foundation. (2013). Improving patient flow. How two trusts focused on
flow to improve the quality of care and use available capacity effectively? Learning

report, pp. 22-30.

Akash Miriyala. (2013). How Hospitals Can Map the Patient & Family Experience.

Accessed September 26, 2017.  Available on: http://epatientexperience.com/how-

hospitals-can-map-the-patient-family-experience/

Chesla Avi, (2017). When an attack means murder: The loT healthcare security
vulnerability. loT Agenda. Accessed December 30, 2017. Available on:

http://internetofthingsagenda.techtarget.com/blog/loT-Agenda/When-an-attack-

means-murder-The-loT-healthcare-security-vulnerability

Cousin M, Castillo-Hi T.,Snyder G, (2015). “Devices and diseases: How the loT is
transforming medtechThe Internet of Things in the medical devices industry”. Article.
Accessed November 29, 2017. Available on:

(https://www?2.deloitte.com/insights/us/en/focus/internet-of-things/iot-in-medical-devices-

industry.html)

TolwoUvia Akatepivn 2017-2018 85


https://www.ncbi.nlm.nih.gov/pubmed/?term=Oh%20S%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Cha%20J%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Ji%20M%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Kang%20H%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Kim%20S%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Heo%20E%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Han%20JS%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Kang%20H%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Chae%20H%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Hwang%20H%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pubmed/?term=Yoo%20S%5BAuthor%5D&cauthor=true&cauthor_uid=25995962
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4434058/
https://dx.doi.org/10.4258%2Fhir.2015.21.2.102
http://epatientexperience.com/author/akash-miriyala/
http://epatientexperience.com/how-hospitals-can-map-the-patient-family-experience/
http://epatientexperience.com/how-hospitals-can-map-the-patient-family-experience/
http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/When-an-attack-means-murder-The-IoT-healthcare-security-vulnerability
http://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/When-an-attack-means-murder-The-IoT-healthcare-security-vulnerability
https://www2.deloitte.com/insights/us/en/authors/c/mathias-cousin.html
https://www2.deloitte.com/insights/us/en/authors/c/tadashi-castillo-hi.html
https://www2.deloitte.com/insights/us/en/authors/s/glenn-snyder.html
https://www2.deloitte.com/insights/us/en/focus/internet-of-things/iot-in-medical-devices-industry.html
https://www2.deloitte.com/insights/us/en/focus/internet-of-things/iot-in-medical-devices-industry.html

“Athens MBA” “THE 10T IN HEALTCARE”

Dave Evans, (2011). The Internet of Things. How the Next Evolution of the Internet is
Changing Everything. Accessed December 12, 2017. Available on:
https://www.cisco.com/c/dam/en _us/about/ac79/docs/innov/IoT IBSG 0411FINAL.

pdf

Deloitte. No appointment necessary. How the loT and patient-generated data can
unlock health care value. Accessed November 20, 2017. Available on:

https://www?2.deloitte.com/tr/en/pages/life-sciences-and

healthcare/articles/internet-of-things-iot-in-health-care-industry.html

Deloitte. Devices and diseases: How the loT is transforming medtech. Accessed

November 20, 2017. Available on :

https://www?2.deloitte.com/tr/en/pages/life-sciences-and-

healthcare/articles/internet-of-things-iot-in-health-care-industry.html

Greenstein B., (n.d.). How Watson loT may transform your next hospital stay? Article

in IBM. Accessed November 22, 2017. Available on:

https://dupress.deloitte.com/dup-us-en/focus/internet-of-things/iot-in-medical-

devices-industry.html

i-SCOOP. Internet of Things (loT) in healthcare: Benefits, use cases and evolutions.

Accessed September 26, 2017. Available on: https://www.i-scoop.eu/internet-of-

things-guide/internet-things-healthcare/

IMF. Robotics in Healthcare. Accessed December 6, 2017. Available on:

http://medicalfuturist.com/robotics-healthcare/

TolwoUvia Akatepivn 2017-2018 86


https://www.cisco.com/c/dam/en_us/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf
https://www.cisco.com/c/dam/en_us/about/ac79/docs/innov/IoT_IBSG_0411FINAL.pdf
https://www2.deloitte.com/tr/en/pages/life-sciences-and%20healthcare/articles/internet-of-things-iot-in-health-care-industry.html
https://www2.deloitte.com/tr/en/pages/life-sciences-and%20healthcare/articles/internet-of-things-iot-in-health-care-industry.html
https://www2.deloitte.com/tr/en/pages/life-sciences-and-healthcare/articles/internet-of-things-iot-in-health-care-industry.html
https://www2.deloitte.com/tr/en/pages/life-sciences-and-healthcare/articles/internet-of-things-iot-in-health-care-industry.html
https://www.ibm.com/blogs/internet-of-things/author/bret/
https://dupress.deloitte.com/dup-us-en/focus/internet-of-things/iot-in-medical-devices-industry.html
https://dupress.deloitte.com/dup-us-en/focus/internet-of-things/iot-in-medical-devices-industry.html
https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/
https://www.i-scoop.eu/internet-of-things-guide/internet-things-healthcare/
http://medicalfuturist.com/robotics-healthcare/

“Athens MBA” “THE 10T IN HEALTCARE”

Jayan Cm., (2016). loT Enabling Smart Hospitals. Nibodha. Accessed December 18,

2017. Available on: http://www.nibodha.com/blog/iot-enabling-smart-hospitals/

Kevin Stevens. (2011). “Smart Bed” Could Improve Efficiency. Article in “The

Hospitalist”. Accessed November 29, 2017. Available on:

https://www.the-hospitalist.org/hospitalist/article/124917/smart-bed-could-

improve-efficiency

Maksimovic M., Vucjovic V., Perisic B. (2015). A Custom Internet of Things Healthcare
System. Conference Paper. Accessed October 1, 2017 Available on

file:///C:/Users/Katerina/Downloads/ACustomInternetofThingsHealthcareSystem%20(1).pdf

Mathias C., Tadashi C., Glenn H. (2015) Devices and diseases: How the loT is
transforming medtech The Internet of Things in the medical devices industry. Article
in  Deloitte Insights. Accessed October 20, 2017. Available on:

http://www.slate.com/blogs/the eye/2013/12/04/emergency room design can di

gital updates reduce patient frustration.html

Nordlinger C., (2015). The Internet of Things and the Operating Room of the Future
Accessed October 12, 2017. Available on:

https://medium.com/@chrisnordlinger/the-internet-of-things-and-the-operating-

room-of-the-future-8999a143d7b1l

TolwoUvia Akatepivn 2017-2018 87


http://www.nibodha.com/blog/iot-enabling-smart-hospitals/
https://www.the-hospitalist.org/authors/kevin-stevens
https://www.the-hospitalist.org/hospitalist/article/124917/smart-bed-could-improve-efficiency
https://www.the-hospitalist.org/hospitalist/article/124917/smart-bed-could-improve-efficiency
../../Downloads/ACustomInternetofThingsHealthcareSystem%20(1).pdf
https://www2.deloitte.com/insights/us/en/authors/c/mathias-cousin.html
https://www2.deloitte.com/insights/us/en/authors/c/tadashi-castillo-hi.html
https://www2.deloitte.com/insights/us/en/authors/s/glenn-snyder.html
http://www.slate.com/blogs/the_eye/2013/12/04/emergency_room_design_can_digital_updates_reduce_patient_frustration.html
http://www.slate.com/blogs/the_eye/2013/12/04/emergency_room_design_can_digital_updates_reduce_patient_frustration.html
https://medium.com/@chrisnordlinger?source=post_header_lockup
https://medium.com/@chrisnordlinger/the-internet-of-things-and-the-operating-room-of-the-future-8999a143d7b1
https://medium.com/@chrisnordlinger/the-internet-of-things-and-the-operating-room-of-the-future-8999a143d7b1

“Athens MBA” “THE 10T IN HEALTCARE”

Patient journey app, (n.d.). Accessed December 18, 2017. Available on:

https://patientjourneyapp.nl/

Readwrite. 6 benefits of IoT for hospitals and healthcare. Accessed December 12,
2017. Available on:
https://readwrite.com/2016/07/18/top-6-benefits-internet-things-iot-hospitals-

healthcare-facilities-ht1/

Ryerson N , Writer S., (2014) . "Smart beds" improve safety. Issue of DOTmed
HealthCare Business News magazine. Accessed November 29, 2017. Available on:

https://www.dotmed.com/news/story/22656?p begin=0

Scranton M, (2017). Why Most Hospital Apps Fail? Medical web experts. Accessed
December 12, 2017. Available on:

https://www.medicalwebexperts.com/blog/why-most-hospital-apps-fail-but-yours-doesnt-

have-to/

Technavio, (2016). Smart Healthcare — Technavio Publishes Top Market Drivers and
Trendshttps. Accessed January 11/01/18. Available on

https://www.businesswire.com/news/home/20161227005146/en/SmartHealthcare-

%e2%80%93-Technavio-Publishes-Top-Market%20

The Eye. Can Digital Updates on Emergency Room Wait Times Reduce Patient Rage?
Accessed October 1, 2017. Available on:

http://www.slate.com/blogs/the eye/2013/12/04/emergency room design can di

gital updates reduce patient frustration.html

TolwoUvia Akatepivn 2017-2018 88


https://patientjourneyapp.nl/
https://readwrite.com/2016/07/18/top-6-benefits-internet-things-iot-hospitals-healthcare-facilities-ht1/
https://readwrite.com/2016/07/18/top-6-benefits-internet-things-iot-hospitals-healthcare-facilities-ht1/
https://www.dotmed.com/news/search.html?search_author=196459&key=Nancy+Ryerson
https://www.dotmed.com/news/story/22656?p_begin=0
https://www.medicalwebexperts.com/blog/why-most-hospital-apps-fail-but-yours-doesnt-have-to/
https://www.medicalwebexperts.com/blog/why-most-hospital-apps-fail-but-yours-doesnt-have-to/
https://www.businesswire.com/news/home/20161227005146/en/SmartHealthcare-%e2%80%93-Technavio-Publishes-Top-Market
https://www.businesswire.com/news/home/20161227005146/en/SmartHealthcare-%e2%80%93-Technavio-Publishes-Top-Market
http://www.slate.com/blogs/the_eye/2013/12/04/emergency_room_design_can_digital_updates_reduce_patient_frustration.html
http://www.slate.com/blogs/the_eye/2013/12/04/emergency_room_design_can_digital_updates_reduce_patient_frustration.html

“Athens MBA” “THE 10T IN HEALTCARE”

Fujitsu. Panasonic and Fujitsu Begin Joint Testing of an In-Home Monitoring Service

for the Elderly. Accessed October 16, 2017. Available on:

http://www.fujitsu.com/global/about/resources/news/press-releases/2015/0625-

01.html

Abbreviations

loT = Internet of Things

ERP = Enterprise Resource Planning

ETA = Estimated Time of Arrival
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MapapTtnua
Ektetapévn NepiAnyn otnv EAANnVIKA

Zovoyn
1.1 Elcaywyn

H vyela 6ev anotelel mpovouo Alywv, oAl Sikailwpa Kat avaykn OAwv. Anmotelel to
Baowko otolyelo yla TNV avamtuén tou atopou, aAd kal Tou TepPLBAANOVIOG OTO
omoio avikel. Opapa eival va Kataotel £€va MPOTUTIO oUOTNHO UYELQG YE AUEDN
avadopd otov avBpwmo kat Tn {wn Kal Bacikd atova tnv avtiAnyn otL n mapoxn
upnAol emumédou umnpecwwv Uyelag Sev elval TMOAUTEAElD aAAQ avaykn Kot
Sikailwpa kaBe aobevolg. Autog elval o AOyog yla Tov OTolo TIPETEL va PBpoUpe
Tpomoug va efaodpadicoupe TNV KATAANAN Uyelovouikn meplBaAn Paoel
napakoAouOnong 24/7 kal Aupeong latplkng PBonbelag. H avamtuén véwv
TEXVOAOYLWY, OIWG Tou ALaSIKTUOU Kal TwV acUPHATWY alontipwy, YVwotr wg
“Internet of Things” (loT), emtpémnel o GUVOALKH TIPOCEYYLON oth BeAtiwon Tou
OUOTNUATOG UYELOVOULKAG TepiBaAng. Auto odnyel oto ocuoTnUA NAEKTPOVIKNAG
uyelag mou mapExel TMOAUTIUEG TANpodopiec yla OAoug toug evlladePOUEVOUG

(aoBeveig, LaTpLKO KAl TAPATATPLIKO TIPOOWTIKO, SNUOCLA KAl LOLWTLKA VYEla).

1.2 Zkomog

JKOTIOC TOU TaPOVTOC gyypadou €ival va SLEPEUVIICOUE AEMTOUEPWE TO POAO TOU
loT otnv uyelovoukn mepiBaAdn, va avaAUCOUUE TIG XPHROEL TOU, TI( EUKALPLEG
KaOwGg Kal TIG TTPOKANOELG TTIOU EVOEXETAL VO AVTLUETWTTIOOUUE. MapOAo mou n xpron
tou «Internet of Things” Bploketal akéun os mpwipo otadlo otov EANadIkO xwpo

WOoTOO00 UTIOOXETAL HeyaAn avamtuén, WSlaitepa otov KAAdo NG uyeiag.

1.3 MeBoboloyia
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Mpokelpévou va peletnOel eldikotepa katd moco to loT Ba BeATIWOEL TNV OLOTATA
TNG UYELOVOULKAG TtepiBaAdng mou mapéxetal otnv EAAGda kat pe molov tpormo, Ba
Kataypdpoupe TG Sladlkaoileg¢ mou TPEMEL va akoAouBnoel €vag umoyrdlog

aoBevAg :

4. O omnoilog €LOEPXETAL OTO VOOOKOMELD yla €va Tutikd check up kaBwg kat
€VOG OTOLOU TIOU TIACXEL ATTO L0 XPOVLA A0OEVEL KOl ETILOKETTETOL TOKTIKWG

TO VOOOKOE(O.
5. O onoiog Ba untoPAnBel oe xelpoupyeio

6. Kot tého¢ n dadilkaoia mou MPETMEL Vo aKOAOUBNOEL KATIOLOC LETA Ao [

XEPOUPYLKN eMEUPBaON 1) voonAeia.

OMw¢ oupPaivouv Twpa otn xwpa pag (Staypappota pong as-is) kot Ba nwg Ba
urmopovuoav va BeAtiwBouv pe T oupPoAn tou loT (Staypdupota pong to-be).
Kaveic 6ev pmopel va katavoroel OAEC TIC EPWTNOELG KOL T OVNOUXIEC €VOG
000gvoUG Kal TNG OLKOYEVELAG TOU. MPOKEWWEVOU va avayvwplotolVv ol SLadopeg
omataAeg - wastes, mou sudavilovral otig dtadikaoieg pon¢ kot Suoxepaivouv tnv
katdaotaon enupépovtag kabuotepnoelg, ducavaoxetnon, AdOn kal pn tpnon Tou
TPOYPAUHOTOG, €TUBANAETAL N Kataypodr) Twv UMoPXouowv Oladlkacwwyv o€
Staypdupoata  pong . Emiong péow tNG TOAUKPLTPLOKAG avdluong mou Ba
oakoAoubBnoel peteneita Oa aflodoynBei n ouvelopopd tou loT otnv BeAtiwon Twv
TIAPEXOUEVWV UTINPECLWV LYElag Kal Ba cuykplBouv mepattépw ot Sladikacieg as-is

Kal to-be n omnola Baociletal oto loT.

1.4 KOpLa Zupnepaopata

H edappoyn tou loT otnv uyelovoukn nepiBaAn oto EAANVIKO ZUotnua Yyeiag Ba
uropouoe va anodEpel ToANA odEAn, BonBwvtag otnv €ykatpn Kal cwotr Bepaneia
Twv aoBevwv otoxevovtag otnv eEATOULKEVUEVN Oepareia, PELWVOVTAC TO KOOTOG

Kal a€LoToLwvTag Toug avBpwrivoug mépoug e Tn Alyotepn duvartr) mpoomnabela.
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Ooco mio ypnyopa adopolwwBel to IoT oto eA\nVIKO oUOTNUO UYElOC TOCO TILO
YPAyOopQ UMOPOULE VA OVOUEVOULE KAAUTEPN TOLOTNTA UYELOVOULKAG TepiBaAdng

Kall eV yEVeL KaAUTepn {wn.

1.5 AldpOpwon tnG epyaciog

H O&utAhwpatiky epyacia meplapPfdavel 6 kKeddAala, KATA TNV OEPA  TOU
T(PAYUATOTOLRONKAV Ol AmapaiTtnTEC Yo TNV OAOKANPWON TNG EPYOOLOG EVEPYELEG,
HE OKOTO TNV €€aywyr TwV TEAKWV CUUMEPACUATWY yLa TN cUBOAR tou «Internet
of Things» otn BeAtiwon Twv MAPEXOUEVWV UTINPECLWV UYELQG Kot L8IKOTEPA TNV
opaAotepn Sle€aywyn Twv Sladlkacwwy oTov Topéa TG Lyeiag otov EANaSIKO Xwpo
KaBwg Ko Twv KvdUVwWV mou evdéxetal va epdaviotolv. H StapBpwaon Tou KELPEVOU
EXEL WG €€NC:

Kedalawo 1

MNapouotaletal To MAALOLO OTO OToio KvABNKE N SUTAWHATIKY gpyacia.

KedbaAaio 2

Mapouataletal n évvola tou “Internet of Things” MPOKEWWEVOU VO KATAVON GOULLE TLG
XPNOELC TOU OTNV KABNUEPLVOTNTA Kol €LOIKOTEPA OTOV TOMEQ TNG UYELOG Kal
OVOAUETAL TIEPALTEPW N XPNON TWV EEUTIVWV CUCKEUWV.

KedbdAawo 3

Kataypadovtat ot Siadlkacieg mou mpémel va akolouBnoel €vag umondlog

a00evig, OMwc cupPaivouv Twpa otn xwpa Hag (Ataypappata pong as-is).

KeddAaio 4

Kataypagovtat ot Stadikaoieg, PeATlwpeveg TTAEoV e TN cupBoAn Tou “Internet of
Things” (Alaypdupoto pong to-be) kal yilvetal kol TOAUKPLTLPLOKY avAaAuon
6£60UEVWV TIPOKELUEVOU va PeAETOOUE TNV enidpacn Tou loT otnv moldtnTa TWV

TIAPEXOUEVWV UTINPECLWV UYELOC.

KedaAaio 5
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MNapouaotalovtol EKTEVWG Ta KUPLOTEPA 0dEAN Tou 10T 0TO GUOTNUA UYELOVOULKAG
neplBoAPng KabBwg Kol OplopEVEG TPOKANCELS Kol KivduvolL Tou €eVOEXOUEVWC
eudaviotoLv.

Kedalaio 6

AnoteAel TO TeEAeutaio kepdAalo TNG OSUTAWHATIKAG €pyaciag oto omoio

napatiBevral Ta TEAIKA CUMMEPACHATA OTa ool KATtEANEE n epyaocia.

2 Eloaywyn otnv évvola tou “Internet of Things”

210 Aladiktuo Twv mpayuatwy (loT), 0Aeg oL cuokeUEG GUAAEYOUV TTANPOdOpPLEG oL
omole¢ potpalovtol HETAEU TwWV «EEUMVWV» OUCKEUWV KOl amoBnkelovtol oto
Cloud. Ag efetacoupe TOV TPOMO HE TOV Omoio oL AavBpwrol GUAAEyouv,
kataypadouv kot avaAvouv debopéva OxL HOVO 000 avodopd OTOV TOPEX TNG
UYELOVOULKNAG TeplBaAPNG aAAd o OAeg oxedOV TIG Blopnxavieg onuepa. Tooo ol
UTIOAOYLOTEG 600 Kal Tto Aladiktuo efaptwvtal oxebov €€ oAokApou amo Toug
avBpwmoug yia T cuAdoyn Twv mAnpodoplwy. To TpoPAnUa sivat OtL ol avBpwrot
€XOUV TIEPLOPLOUEVO XPOVO, CUYKEVIPWON Kal OKPiBela Kal KOTA CUVEMELa €lval
SUaokoAo va yivel kataypadr oAwv Twv dedopévwy mou cupPaivouv. H Avon yia va
pUnv xavetat 6An auti n mAnpodopia eival va ouvbeBolv OAEC TIG CUOKEUEG

anevuBelog wote va ouAAéyovtal ol TAnpodopieg, xwpig avBpwrivn mapeupaon.
H Snuwoupyia tou loT ivatl onuavtikn yla 0o Aoyouc:

1. OL mpoobdol otnv teEXVoAoyia aloBNTAPWY KOl CUVSECIUOTNTOG ETLTPENMOUV OTLG
OUOKEUEG VOl GUAAEYOULVY, va Kataypadouv Kal va avalUouv SeSopéva o €wg Twpa
6ev ATav MPooLTd. TNV UyElovoulk TepiBaAdn, autd onuaivel OtL n ouAloyn
6ebopévwyv oe Babog xpovou oe €vav aoBevry pmopel va xpnowpomnolnBel otnv
T(POANTITIKA UYELOVOULKN TeplBaAdn, va emtpéPel tnv €ykalpn Stayvwon ofEwv
ETUTAOKWV KoL va BonBnosL otnv Katavonaon Tou TPOToU E TOV OTolo pia Beparmeia

BonBa otn BeAtiwon tng vyeiag evog acBevouc.
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2. H Kovotnta TWV CUOKEUWV VA CUANEYOUV SeSOUEVOL HELWVEL TNV avBpwrvn
napéuBaon, meplopilovtag onuaviika Ta AdBn. Awyotepa Adbn onuaivouv
HeyoAUtepn akpifela, aunuévn amoTeAEOUATIKOTNTA, XOUNAOTEPO KOOTOG Kal

HELWVETAL 0 Kivéuvog odpaApatog.

3. Aladikaoieg Yyeiovoukng Nepi®aAPng otov EAAadiko Xwpo

Ta emopeva XpOvia, 0 MOYKOOMULO KAlpaka kaBwg kat otnv EAAGda, Ba umapiel
avénon tou aplBpol Twv SlacuVOESEUEVWV CUOKELWVY KABWCE KAl TwV AELTOUPYLWV
miou Ba ektedolv. Q¢ ek ToUTOU avapévovtal UPNASTEPNG TTOLOTNTAG TTOPEXOUEVWY

UTINPECLWYV LYELQC O€ TIOAU ULKPOTEPO XPOVLKO SLACTNHA KOL PE PLKPOTEPO KOOTOG.

Ye omnitia, ypadeia kat GAAoug xwpoug epyaciag, ol atobntripes 6a napakoAouBouv
TG {WTLKEG Aettoupyileg KaBevog wWOTE va UTIAPEOUV EYKALPEG TIPOELSOTIOLNCELS Qv
oupPel katt acuvnbloto otnv uyeia. Ta &edopéva mou Ba culéyovtal Ba
Xxpnotgormnotovuvral yla tn BeAtiwon tng motdtntag {wng Hog, ylo Tov pocdloplopo

TWV QVAYKWV KAl yLoL TNV TopoxH ELOIKWY QmaLTAOEWV.

Mpokelévou va peAetnBel eldikotepa katd moco to loT Ba BeATIwaoEL TNV oLoTNTA
TNG UYELOVOULKAG TtepiBaAP g mou mapéxetal otnv EAAGda kat pe molov tpormo, Ba
kataypapoupe T Sadlkaocieg mou mpémel va akoAouBroel €vag umoyndlog

aoBevig

I. O omoilog €l0€pXETAL OTO VOOOKOUELO yla €va TUTikO check up kaBwg kat
€VOG OTOOU TIOU TIACXEL QTTO L0 XPOVLAL A0OEVELD KOl ETILOKETTETOL TOKTIKWG

TO VOOOKOLEL(O.
II. O omnoiog Ba umoBAnBel oe xelpoupyeio

[Il. Kot téAog n Stadikaoia Tou MPEMEL Vo AKOAOUBONOEL KATIOLOG UETA QO HLa

XELPOoUPYLKA eMéUPacn 1 voonAeia.
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OMw¢ oupBaivouv Twpa otn xwpa pag (dtaypappata pong as-is) kat Ba mwg Oa

unopouoayv va BeAtiwBouv pe tn cupBoAr tou loT (Staypdppata pong to-be).

Kavelc 6ev umopel va katavoroel OAEC T €PWTNOELS KAl T OVNOUXIEG €VOC
000evoUG Kal TNG OLKOYEVELAG TOU av O umel otn Béon tou. Mpokelpévou va
avayvwpLotouv ot dladopes onataleg - wastes, ou gpudavilovral oTig SLadLKAoLES
pONG kat Suoxepaivouv ™V Katdotaon, emnupépoviag KabBuoTteprnoelg,
ducavacyxEtnon Kal pn tTenon Tou Mpoypaupatog, emPBAAAETAL N Kataypadn TG

unapyouoog dtadikaaoiag oe Staypdppata Pong .

Awaypappota Pong

Eav xaptoypadroovpe OAe¢ Tig Sladkaoieg kal OAa Tto BrpoTo TTOU TPEMEL vVa
Slavioouv ol aocbeveic o €vao VOOOKOUELO, OUVELONTOMOLOUUE OTL OTO TEAOG O
000gvng TPEMEL va eTKowvwvAoel e 10-12 atopa (tnAedpwviko kévipo, umodoxn,

LATPLKO KOl TIAPATOTPLKO TIPOCWITLKO).

O XpOVOG aVapOoVAG TIOU 0 aoBEVAC TIPETEL VAL OTIATAANCEL Yo val OAOKANPWOEL pia
Stadkaoia gival peydlog koL og OAn autr tn ouvOetn Stadikaoia urtipxav MOAAEG
dopég omou o acbevr¢ awoBavetal dyxog, ouyxuon n aBola. Emiong oplopéveg
dopég dev umdpxel emikowvwvia PETOED OAWV TWV EUMAEKOUEVWY KAl 0 aoBevi¢
TPEMEL va emavalappavel Eava kal Eava tig idleg mAnpodopieg KAl va GUUTMANPWVEL

TIOAATAEG POPUEG e 1OLEC MpoowTIKEG MANpodopled.

H oupPBoAn tou loT oe OAeg tig dadikaoieg Ba BeAtiwve mMOAU tnv BeAtiwon Twv

TIAPEXOUEVWV UTINPECLWV KOl TAUTOXpova Ba pelwve OnUOVTIKA TO KOOTOG.

3.1 Awadikaoio evog acBevolg MoOU ELOEPXETOL OTO VOOOKOUELO yLal £va TUTILKO
Check-up kKaBw¢ koL acBevoug pe XpoOvia MAONON MOU EMLOKEMTETOL TOUKTIKA TO

VOOOKOUELO
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ElS1kOTEPQ Yla TA ATOMA TIOU TIACYXOUV QMo XpOvieg mabnoelg, iy diaBntn, mieon,
ATOMQ TOL OTOlO TIPETEL VO ETILOKETITOVTOL OUXVA TO VOOOKOME(D, N Pelwon Twv
XPOVWV QVOHOVAG amoTeAel Eva onuavtikd B€éua to omoio mpémel va AuBel dueoa.
Ag xaptoypadrooupe TIG KUpLeg kaBuotepnoelg otn Stadikacio evog acBevoug mou
£€PXETAL OTO VOOOKOWELD yla €va TuTikd check up i yla évav aoBevi mou MACXEL Ao

HLa xpovia mabnon Ko EMLOKEMTETOL CUXVA TO VOOOKOWELO.
o KaBuotépnon kAewoipatog paviefoul
o Apyn e€untnpétnon
o KaBuotépnon twv S10KNTIKWV UTINPECLWV
o Meydlog xpdvo avapovig yla va 8L 0 agBevnG To yLatpo
o Mn cadng katavonon tou Bepareutikol TTAAVOU Kot TNG ARYng papuakwv.

o latpko, VOONAEUTIKO Kol SLOLKNTIKO TIPOOWTILKO VEUPLKO, TIVEULOTLKA KOl

OWMOTLKA KOUPOOUEVO

Méow tnG xaptoypddnon Tou TpExovtog Staypdupatog pong Ba dtaxwpiocoupe ta

BrApata avaloya pe tnv ala tou dnuloupyolv og OAn tn Stadkaoia:
» Y€ aUTA TIOU TIPOYHATIKA dnpoupyolv afia yla tov meAdtn-acBevn.

» e autd Ta omoia av kot 6ev dnuloupyouv afla, ival amapaitnTta yla T
Stadkaoia, omwe my ta Brpata Omou o acBevrC MPEMEL VA CUUTIANPWOEL
TIPOCWTILKEG TIANpodopieg pmopel ywa tov iblo tov aocBevy va punv sivat

xpnotua , aAAd eival oAU Xprioleg MANPOdOPLEC YLO TO LATPLKO TIPOCWTTLKO.

» Kot og ekeiva ta prpata mou Sev dnuoupyoulv Kapia aflo KoL TPEMEL va

e€alelpBolv (avapovee/ kabuotepr oL/ AOKOTIEG LETAKIVAOELS)

O kaBuotepnoelg iy Sev mpoodépouv kKapia afia kot mpemel va e€aleidpBouv
eudavilovral pe KOKKLVO xpwia. Z& auth tn Sladikacia, o xpOvog avapovng eivat to

HEYAAUTEPO MPOPBANUA KaL TIPETIEL VO LELWOEL ONUAVTLKA.
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Ta BApata mou dev mpoodépouv afia aAld dev pmopolv va mapaieidpBOolv TG
Stadkaoiag epdavilovral pe Kitpvo xpwpa Kal to Bripata mou mpooBEétouv atia
eudavilovtal pe mpacvo, Oonwg Ba SoUHE OTO TMAPAKATW SLAYPAUA PONG. (BA.

Ewkova 5).

Ol napayovteg mou kaBuaotepouv tn Sladikacia ival dtadopot:
e H&wadikaoia kpdtnong tou pavtePfou kabuotepel.
e To pavtePou kabuotepel omoTe 0 0OV TTAAL TIPETEL VAL TIEPLUEVEL.

e EmavalapBavovtol ol (6leg epwtoelg otov 00Bevr) OXETIKA ME Ta

TIPOOWTILKA Tou edopéva (ov/po, NAkia, LoToptkd KA)

e OL xpovolL avapovng yo tn dle€aywyn Twv dlayvwoTlkwy eEETACEWV Elval

emniong peyaiot.

e Ta atopa HeyoAUTEPNG NAKiOG OUOKOAEUOVTAL OTN CUUTANPWON TWV

EYYPAPWV.
e KaBuotépnon yla tn CUUMARPWON TWV EyYpadwy.
e EMewpn Sedopévwy o LaTpLlka apyeia.

e MeydAeg AmMoOOTAOELC Yla ToV a.0Bevn va HeTaklvnOel and To €va TUAUA Tou

VOOOKOUELOU 0TO GAAO.
e 0O aoBevric dev pumopetl va katavoroet TL AEVe oL ylatpol

e To VOONAEUTIKO KOl TO SLOLKNTLKO TIPOOWTILKO £lval Koupaopévo Kot dev eival

EUYEVIKO.

3.2 Awadikaocia sloaywyng acBevolg oTo XELPOUPYELD

JTO XWPO TOPOXNAG LOTPIKWY UTINPECLWY UYELAG, OL XELPOUPYIKEC ETMEUPAOCELC

QIOTEAOUV pia amod T MTOAUTIAOKOTEPEC KOl KPLOLUOTEPEG TIPALELG TOU VOOOKOUELOU.
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E€umnpetouvtal adevog Ta MPOYPAUUATIOUEVA TIEPLOTATIKA OO KAOE XELPOUPYLKNA
KAWIKN (opBomedikn, YEVIKA XELPOUPYLKN, KAPSLOXELPOUPYLKI), VEUPOXELPOUPYLKNA
KATT) oUpdwva pe Ta omola £xel StapopPpwOEL Kol TO MPOYPAUMUA TWV XELPOUPYELWY,
adetépou TA emelyovta Tt omoia mapepParlovrat  euBoAiua  oto  nén

SlapopdpwpéEvo TPoypaaL.

H avénuévn Intnon oe cuvbuaopo pe TNV EANAeLdN TIOpwV (VALKWY, VOONAEUTLKO Kal
LATPLKO TIPOOWTILKO KATT) KOl Tn YpadELOKpATIO TOU €MIKPATEL, KaBLoTOUV TN

Sladkaoia plag XepoupyLlkAG EMEUBAONG OPKETA TTOAUTIAOKN.

H Suadpoun mou akoAouBel o aoBevr¢ mou mMpOKeltal va xelwpoupynBel, amo tn
otlyun mou Ba petadepbel and tnv KAWLIKA otnv omola BploKeTal oTa XELPOUPYELQ,
Ba umoPAnBel otnv Xxelpoupyikn emépuPaocn kot Ba emotpéPel 0TO SWUATIO TNG
KAWVIKNC i otn Movada Evtatikng Beparmeiag av 1o emBAANEL N KATACTAGCH, OMOTEAEL

v dladikaoia elcaywyng tou acBevoug oTo XELPOUPYELD.

Méow tng xaptoypddnon Tou TpEXovTog Staypappatog pong Ba Staxwplooupe Katl
otn dadlkaoia Tou Xelpoupyeiou Ta Bripata avaioya He TN agio mou dnuioupyouv

og OAn tn dadikaoia: (BA Elkova 6)
Metagpopd aoGevoUc oto xeipoupyeio.

e 'EAAewdn mpoowIKOU yla TNV MPOETOLHacia Tou aoBevoug

e Mn tpnon vnoteiag acBevolc mou emBAAAETAL TIPLV ATtd KAOE XELPOUPYLKNA
enéupaon

e Mn €ykalpn mapddoon Twv e€eTACEWV ATIO TA APUOSLA TUAHATA OTNV KALVLKA
Tou aoBevouc.

e Mn Sle€aywyn Tou CUVOAOU TWV ATTALTOUUEVWV EEETACEWV.

o EkTéAeon e€eTA0EWY MAPATIAVW ATT OCEG E(val amapaitnTeC.

e Mn éykalpn dtabeon tpavpatiopopéa

e Mn éykalpn dtaBeon katadAAnAou dopeiou yla Tn peTtadopd tou aobevouc.

e H apyltektovikn Twv Xwpwv Slakivnong eival tétola wote duoxepaivetal n
Slakivnon twv ¢popeiwv Kat n peydAn mukvotnta mAnBuopoL mapeumodilel

Vv Slakivnon twv dopeiwv.
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e MeydAn amootacn amno To XELPOUpYEiLo.
e Avemadpkela aplOpol aveAkuotpwv petadopds dopeiwv.

e Xpron aveAKuoTHPwWVY TIOU aneuBUvovTal oToug POoPELG KOl Ao TO KOLWO.

Ewoaywyn AodevoUcg oto xelpoupyeio.

e KaBuotépnon AvaloBnaoloAoyou

e  MakpookeAn éyypada mou MPEMEL val CUUTIANPWOOUV TIpLV TNV LYWy

e Avtetwrnion SuokoAlag eyypddwyv and atopa NALKLWUEVA

e KobBuotépnon oupmAnpwong eyypadwv mou Ba €mpemne va sival nén mpo
CUUTMANPWHEVA.

e 'EA\ewpn otolxeiwv otov LaTPLKO dAKeAO.

Metapopd aoGevoUc eVvtoc ¢ XELPOUPYIKNC aifouoac

e Mn €yKalpn EVNUEPWON yLa TNV OAOKANpwWON TNG mponyoL hevng Stadikaociog

e Mn éykalpn 8aBeon anapaitntou €£OMALOUOU KAl UAIKWV TTOU amaltouvTal
yla tTnv gyxeipnon.

e KobBuotépnon ouvepyeiou kabBaplopol yla KaBaplopod TOu TMPOonyoUEVO

XELpoupyeio.

Xopriynon Avaiodnoiog

e Mn éykalpn dtaBeon avalobnoloAdyou

e BAdBeg oto oUOTNUA TTAPOXNG AVOLOONTLKWY OEPLWV

Extedean Xeipoupyiknc EmeuBaonc

e [lpoBAnuata oToug XwPOoUug Tou xelpoupyeiou (bBopEg)
e 'EA\ewdn xelpoupylkwyv atbouowv
e Mn enapkela aplOpoL Kal el6IKEVONG TPOCWITLKOU

e EAewpn mopwv, LATPKWV epyoreiwv, e€omAlopoU.
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Metapopda aoGsvoug otnv avavnyn

e EAAewpn ouvtoviopoU Petall xewpoupyeiou kat avavnng.
e EMewdn tpavpatiodpopéa
e EMewdn dopeiou yla petadopd oto Ywpo tnhg avavndng

Mapapovn otnv avavnyn Ewc otou avaviPel mANPpw¢

o METEYXELPNTIKEG ETUTAOKEG TTIOU €TLBAAAOUV EMAVELCAYWYT) TOU a.cBevouc.
e [lpoBAnuata otnv avavnyn tou acBevolg TOU EMUNKUVOUV TO XPOVO

TIAPALOVAG TOU OTO XWPO.

Metapopd tou acdevoug oto dwudatio n otn MEG, av auto emBaAetad.

e Mn £€ykaipn SLaBeon tpavpuatiodpopéa

e Mn éykaipn S1aBeon popeiov yla petadopd acBevols oto SWHATLO

e Jtnv nepimtwon tng ME® un éykaipn &tdBson KAlvng yla tn voonAeia tou
oo0Bevoug

e MeydAn anootacn KAlvng amnod 1o xelpoupyeio

e [lUKVOTNTO EMIOKEMTWYV KOl CUYYEVWY 0ToUuC Stadpopoug mou napepunodilouvv

Vv Sltakivnon twv dopeiwv.

KaBiotatat Aoutov davepd OTL oL TMAPAYOVIEC TOU MMOpPel va emupépouv
kaBuotepnoelg kot Suoxépela otn Oe€aywynp tng opaAng Swadlkaociag Ttou
XEPOUpPYELOU Kal pmopel va odnynoouv PEXPL KAL OTNV aKUPWON TOU XELPOUpPYELOU
glval moAAol katl dnuioupyouv mpoPBAnuata agpevog otov acbevr) ou eivat Adn os
emBapupévn katdotaon adou €xel Umel AdN oe pla Sladlkaoia MPOEYXELPNTIKOU
eAEyXOU KOl Of KATAOTOON AyXoug, OPETEPOU AMO OLKOVOULKNAG OKOTILAC, Ol
kaBuotepnoelg petadpalovtol o UTIEPWPLEG yLa TO TIPOCWTILKO, OTIATAAN UALKWVY,
oe unepBoAikr amobnkeuvon VALKwY KaBwg ol cuvOnkeg Asttoupyiag dev emTtpEnouy

TNV EKTLUNON TWV TIPOYUOTIKWY QVOYKWV.
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Ye meplmtwon 6 akUPwWONG XELPOUPYELOU, TIPOKUTITEL EMUMAEOV emIBapuvaon Tou
VOOOKOUELOU adoU ETUNKUVOVTAL Ol PEPEG VOONAELOG Tou aoBevoUG oTNV KALVLKN

Kall KBUOTEPNON TOU EMOUEVOU XELPOUPYELOU.

Am 6o To MOPATIAVW CUVETIAYETAL OTL N 0pBn Slaxeiplon tng porg aocbevoug oto

XEPOUPYELO ATOTEAEL ETUTAKTLKI) AVAYK.

KaBe popdn omatdAng xpovou, xwpou, UAKwY, avBpwriivou Suvapikou, Ba mpenel
vVa EAQXLOTOTIOLELTOL WOTE VA €XOUUE TO BEATIOTO AMOTEAECUA KOOTOUG - TIOLOTNTAC

TIAPEXOUEVWV UTINPECLWV.

3.3 Aladikaoio evog acOevoUg METEYXELPNTLIKA / LETA amd voohAsia

‘Eva aM\o pépog ¢ dtadikaoiag, omou o aoBevig AapuPavel TOAEG MANPodopLeg
Kal aloBavetal ouyxuon Kat ¢poption sival n dtadikaoia mou akoAouBel peta amnod
€val XeElpoupyeio, n PeTeyxelpntikny Sladikacia 1 HeTA amod tn voonAsia o éva
voookoueio. (BA Ewkova 7)

Autég elval TLY. Ootav évag aoBevig etowudletal va GUyEL amd TO VOOOKOWE(O,
Slepwtatat:

- MoV mpémeL va maw Twpa;

- TumpEmeL va KAvw;

- Note mpémnel va emokedpBw Eava Tov ylatpo;

- Moleg elvat oL AemtopépeLleg Tou BeparmeuTikol pou oxediou;

- TLodnylec mpémel va akoAoubnow;

- Note Ba emotpePw oOTNV KABNUEPLVOTNTA KOl OTL( TIAALEG HOU OUVNADOELEG;
OAeg auUTEG oL epwTnoell Ba pmopouoav va KAvouv Tov acBevr) va alobdavetoal
OKOUQ TILO VEUPLKOC KAl avioUX0oG 0To UPnAoU Ayxoug evOC VOOOKOUELOU. MOAAEG
dopég, Eexvael va PWTNOEL TOV YylOTPO VYid TO GAPHOKO TIOU TOU EXEL
ocuvtayoypadnBel yla TIG EMOUEVEG NUEPEG 1 OTAV O yLATPOG €€nyel mw¢ 0 acBevng
TPETIEL VA TIAPEL TO cuvtayoypadoUpevo GAPUAKO, 0 00BEVAG SEV ETUKEVTPWVETAL

O£ 0UTO TIOU AEEL 0 YLOTPOG YLATL Elval 0lV)OUXOC KOl VEUPLKOG.
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4 Xposlg Twv «Big Data analytics» and «Cloud» wote va BeAtiwOolv

OL TLOLPEXOEVEG UTINPECLEG UYELQG

3TN ouvéxela Ba SoUpe MwG HmopoUpe va BeATlwooupe To «Tagibl-6ladikacieg»
€VOG aoBevoug, xpnouomnolwvtag to “Internet of Things”. Zkomog ivat n BeAtiwon
NG ToLOTNTAG TWV UTINPECLWV UYelag Ue Apeon avadopd otov avBpwrmo Kal

Toutoxpova n e€0LKOVOUNGN XPNUATWV.

Ma TNV EMTEVEN AUTWY TWV OTOXWV ATTALTE(TAL:
»  BeAtiwon tng agilag kabe PrApatog

»  Anoaloidn 6owv Bnudatwyv Sev mpoodEpouv atia

4.1 BeAtiwvovtag tn Sladlkaocio evog acBevoug Mou ELOEPXETAL OTO VOOOKOUELD

ywa éva Check-up

MpwTta am '6Aq, yla Toug a.oBeveic TOU £pYOVTOL OTO VOOOKOUELD YLO TAKTLKO EAEYXO
f yLoL QUTOUG TIOU TIACXOUV aTtd XPOVLIEG TTABNOELS, VTl VoL €PXOVTAL OTO VOOOKOUELD
TOOO CUXVA KOl va oTtataAoUV XPOVO Kol EVEpyELa, Ba pmopoloav va XpNoLLOToLo UV
pLo KatdAANAn epappoyn mou neptAapBavel OAa ta Brpata Kal tig dtadlkaoieg mou
elval amopaitntec.

O oxeblaouog kat n avantuén pag epapuoyns eEATOUKEUIEVNG OTLC AVAYKEG TOU
KaBe acBevolc Ba cuvEBalAe TOAU GTOV MAPATIAVW OTOXO.

Ektog amd tn xpron Mag eboappoyng HoOvo yla kabnuepwvry xprion, Omwg o
TIPOYPAUUATIONOG A N aAlayn pavieBou, eival anapaitntn n dtacuvdeon OAwv Twv
£€EUTIVWV CUOKEUWV PETAEL TOUG, ouVOEOoVTaG £TOL OAEG TIC XPNOLUEC TTANpOodopie
mou oxetilovtal pe tov aocbevy kot TOo TEPLBAAAOV TOu. Xpnoiuomolouvral
owoBntApeg ywo T ouloyn Oebopévwv Tou oxetilovtal PE TN GUCLOAOYLIKN
Katdaotoon &vog aobevoulg, amootéAAovtal autég ol mAnpodopieg oto Cloud yla

ovaAuon KoL avaokomnnon Kot otn cuvéxeta StapiBalovrat ta avaluBevta Sedopéva
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OTOUG TTOPOXOUG LATPLKWY UTINPECLWV KOL OTNV CUVEXELO QUTA XPNOLULOTIOLOUVTAL yLo

NV Apeon f Hakpoxpovia dpovtida tou acBevouc. Ot edapuoyéC ota smartphones

—smart watches napakoAouBouv Tnv vyeia Twv acBevwy 24/7 o€ MPAYUATIKO XPOVO.

AUTO avtikaBlotd tnv avaykn twv acBsvwv va OLleEvEPyoUV OUVEXELG LOTPLKOUG

€ANEyXOUG N TOUuG aoBevelG e XPOVIEC TAONOELG va ETMLOKEMTOVIAL CUXVA TO

VOOOKOUELO.

Ac SoUpEe AemTopEpWG WG N epappoyn auth Ba pmopouoe va npocBEoel afia otn

Sladlkacia TnG vyelovouLKAG epBaAdng:

To nmpwto Brua eivat n dnuoupyia plag Bacng Se50UEVWY TIPOKELUEVOU VA
€XOUUE €va TIANPWC EVNUEPWHEVO LOTPLKO LOTOPLKO yla kaBe acBevr). Ot
awobntnpeg Ba ouAAéyouv Sebopéva  aoBevwv  OMWG:  TIPOCWTILKES
nmAnpodopie¢ (6voupa, emwvupo, nAwkio kat ¢uAlo tou kABe aoBevoug),
LOTOPLKO, PAPUAKA KOL E€PYACTNPLAKA ONMOTEAEOMOTA, TPOTO IWNG Kol
oTolXEla TwV ouyyeVWY PwWTou Babuou, otolxeia mou Ba xpnoLUeVOOUV yLo
va €XOuv €va TIANPEC LOTOPIKO yla KAaBe aocbevr). Mepikol amd ToUuC
aloOntrpeg Ba cuAAéyouv dedopéva amd to mepBAarlov Tou acBevoug, 1ol
wote n Baon 6ebopévwv va meplhapBavel mMAnpodopieg OXETIKA HUE TOV
TPOmo {wnN¢ Kal TIg SpaotnplotnTEG EVOC 0loBeVOUG KaBwWEG Kol LETPAOELS yLa
TIC {WTLKEG TAPAUETPOUG TOU aoBevolg, Omwg Bepupokpaoia, oduypoug,

Tileon, OAKYAPO KATL.

Mpokelévou va elvalt mANpng n Pdaon debopévwv kal va umdap&ouv
KOAUTEPEG TipoPAEYELG, Xpnotuomnotlouvral HULKPO-EAEYKTEG TIou
enegepyalovral, ovaAUoUV KOl ETILKOWVWVOUV acUppata pe Ta dedopéva.

Edv BéAoupe va BeAtlwooupe v PoPAedn kat tnv €ykalpn Beparmeia Twy
aoBevelwy, Oa Ta Atav OKOTILUO va  YIVEL gt opadomoinon-
Katnyoplomoinon. Yrnapxouv moAAd mAnpodopLakd oTOLXELQ TTOU ATIOKTWVTOL
OTa OCUCTHUOTO UYELOVOULKNG TeplBaAPng, wotdéoco umapxel €Aewdn
«kpudwv» cuoxeTioewv avapeoa ota dedopéva. To Mo onuavTkd gival va
npoPAéPoups TA ATOHA TOU TAOXouv amo Slddopec aoBéveleg. H

opadornoinon eivat n dtadikacia katnyoplomoinong apxeiwv dedopévwy oe
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éva amo Ta TpokaBoplopéva cUvola yla TNV efaywyr] Kavovwv Ko

npotunwv Sebopévwyv mou Ba pmopovoav va xpnowuonownBolv yla tnv

npoBAeYn.

I, Enewta pe tn Ponbela UKPOEMEEEPYOOTWY EVEPYOTIOLOUVTAL Ol YPOADLKES
Slemadeg xprnotn. Autég oL SlemadEg anookomouv otn SLAKPLON EVOC XpnoTn
oo tov @ANo. Ie mepIMTwon mou umapxeL Non éva mpodiA xpriotn, tote Ba
evnuepwOel autd. Movo e autdv Tov Tpomo, Ba pnmopoloe va emiteuxOet

e€atoulkeUUEVN TANpodOpPNOoN yLla TNV Lyeia kKaBe acBevoulc.

H mpotewvopevn edpappoyn mapxeL pia por) mMAnpodoplwv Tou acBevol g AEMTO P0G
Aento. Anoteleital anod éva cvotnua ¢idtpwv mou Aappavel ta SeSopéva uyeiag
TOU 00BevoUG Kal Ta ouyKpivel pe tn Baon dedopévwy mou meplhapBavel ta cuvrnon
dedopéva Twv dladopwv mapapeTpwy Lyelag kabe aoBevoug. Eav StamiotwOel otL
Ta eloepyopeva dedopéva eival aocuvnBilota, tote amootéAAetal éva SMS oto
yLatpO/ OUYYEVEIG LE TOUC omoiloug cuvdestal o acBevic Kal €va avtiypado tou
apxelov amootéAAetal eniong oto Cloud pe to cuotnua ERM mou Slatnpeital anod 1o
voookouelo. (BAéme Ewkova 8)

O aoBevn¢ umopetl va Bploketal o€ KATAOTAON EKTAKTNG AVAYKNG KOL UTOPEL vaL NV
£€XEL OUVELSNTOTIOLOEL OTL UTAPXEL Kivouvoc. To didtpo avayvwpilel 0tL 0 acBevrg
Umopet va KWvOUVEUEL e BAON TLG LOTOPLKEG KOL TPEXOUOEG TIUEG TwV SeSoUévwy TTou
aviyvevovtal. Eav to ¢piAtpo kaboplosl TNV KATACTOON W KPLOLWN, KO AVOAUTIKN
avadopd amootéAAeTal OTOV ylatpd péEow SMS, pall pe tnv tomoBecia Tou
a0Bevoug, ou yivetal aodntr anod tov awodntipa GPS mou €xeL To smartphone tou
a0Bevoug Kol Tautoxpova KoAsital éva acBevodopo ylo va Tasl 0 aoBevig oTo
TIANGCLECTEPO VOOOKOUELO TO omoio pmnopet va Bepaneloestl Tov acBevr) ypnyopotepa.

(BA€me Ewkova 9)

AUTO TO ouUOTnua, OMwG PBAEMOUPE OTO SLAYPAUUO PONG, ETKEVIPWVETOL OTN

ouAloyn {wTlkwv onUelwv yla tnv uyeia tou acBevolg Kol ylo TOUG ylaTpoug Tou

eldomolovvtal aueca va AdaBouv Spdon Ot TEPUTTWON EKTAKTNG OAVAYKNG. 2TN
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ouvéxela amooteAovtal ta dedopéva oto Cloud, £€toL wote ta dsdopéva va eival

npooBactpo pEow tou Aadiktuou amo omoudnmoTe Kal onoteSAMOTE.

Autn n ouvexng mopakoAouBnon Sedopévwy BeATIWVEL TAUTOXPOVA TNV TTOLOTNTA
™G mepiBaAPng oe kABe Atopo ToU amaltel LaTPLIKA ePIBaAYn, ival MPOANTITIKO

otnv nopoxn epovtidag HECWw CUCTNUATWY CUVAYEPUOU LELWVOVTAC £TOL TO KOOTOG

NG LaTPLKN G epBaAPng.

4.2 BeAtwiwvovtog tn Stadikaocia evog acbevoug nou Oa untoBAnOei o Xxelpoupykn

enéupaon

Ta kataAnAa PApata ywa tny e€dAeupn twv omatoAwv kot tn PeAtiwon twv
TIAPEXOUEVWV UTINPECLWV lval Ta €€NC:

¢ H BeATiwon TNG EMUKOWVWVIOG TOU TIPOCWTILKOU, N CUVEPYAOIa METALY KALVIKWV KOl
N KaAUTEpPn TposTolpacio Tou aoBevol¢ Ba BeAtiwoouv TOAU TNV afia g
UYELOVOULKAG TtepiBaAPng, aAAd n kaAutepn Avon Ba ntav va tumonownBolv ol
Sladkaoleg kal va yivouv yvwotéG otoug aoBevel¢ pEow TOU KwNToU TOUG
tnAedwvou. Auto Ba emuteuxBel pe tn dnuloupyia pag epappoyng mou Ba epLEXEL
OAeg TIg amapaitnteg mAnpodopieg mou Ba mpénel va cuvodevouv Tov aoBevh oe
OAn tn dladikaoia, eMITpENMOVTAC 0TOUC 0.0DeVEIG va yWwpil{ouv TL TIPEMEL VA KAVOUV
o€ KaBe Briua.

H mpotewopevn edpapuoyn mopexel OAe¢ TIC TAnpodopieg mou xpelaletol va
yvwpilel o acBevng ylwa tnv oAokAnpwon pog Stadlkaoiag oto VOCOKOWE(o.
Anoteleital anod €va cuotnua EEUNMVWV CUOKEUWV Ttou AapBavel ta dedopéva twv
VOOOKOUEIWY, wote o acBev¢ va yvwpilet ta PApoata n omola TPEMEL va
akoAouBnost oAOkAnpn tn dtadikacia kat va £xel KaAUtepn Stayvwon Kal Bepameia,
HE TNV TPoUmOBeon OTL UTIAPXEL LOXUPOTEPN ETIKOWVWVIA Twv evlladepopEVwWY
HEPWV.

‘Exovtag po €€uttvn edpappoyn OV EVNUEPWVEL TOUG AoBEVELC yLa To TwG AstTtoupyetl
KAOE TUAMO EVOC VOOOKOUELOU Kal Ta BrilaTa Tou HUmopouV va TIEPLUEVOUV KATA TNV

enefepyaoia kal tn Bepamneia Toug, Oa pnopovoav va BEATLWOOUV TNV EUMELPLO TOUC
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KOL Vo TOUG KAvouv va atocBdavovtol 1o e€olkeElwpEvVol Pe TO TeplBAAAov Tou

VOOOKOUELOU KoL He OAn tn Stadikaoia.

* Melwon Twv MEPLTTWV KWVACEWV TOU TIPOCWTILKOU

A avaAoyloToUpe TL Ba ONUOLVE yld TOUG VOONAEUTEG va €XOUV POUTIOTLKOUG
BonBoUg ylwa OAeg TIC QMAEC €pyaoieg, WOTE va UMOPOUV Vo ETUKEVTPWOOUV
TIEPLOCOTEPO OTNV Ttapo)r BorBelag otoug aobeveic.

OL voonAeutég/Tpleg katavaAwvouv Tepimou 3 wpeg amd To wPAPLO TOUG yla
YPadELOKPATIKEG Sladikaoieg Twv aobevwy Kat OxL yla toug aobeveic. H cuxvotepn
oAnAenidpaocn katda tn OSldpkela TNG voonAeiag eival petafl aoBevwv Kot
VOOOKOUWV. To mapaiatplkd MPOooWILKO maipvel aipa, eAéyxel ta {WTIKA onuela,
€ANEYXEL TNV KaTAOTAON Kot ¢ppovTilel yla TNV UYLELV Tou aoBevolg, av XPELOOTEL
Elval ouxva cwHATIKA KoL TIVEUUOTIKA €EAVTANUEVOL KAl TO QIMOTEAECUA Elval ouXVA
Ha SUCAPEDTN EUMELPLA yla OAOUC TOUG EUTIAEKOUEVOUG. Exovtag upia €€umvn
ouOoKeun mou Ba cuvdéel Tov aoBevh Toug Kal e TIOANATIAEG LATPLKEG CUOKEUEC Ba
AUoel 10 mpoPAnua. Auth n éEumvn edoppoyn Ba €xel pla dacuvdeon Tou
ETUTPEMEL OTI( VOOOKOUEG va TopoakoAouBolv ta dedopéva Twv aocBevwv
omnotednmote kot omoudnmote. Me éva povo kALK Ba €xel mpoofacn ota {WTKA
onuadla tou aoBevoug otnv o0Bovn. Ml OUuVEXAG QUTOMATOTIOLNHUEVN pPON
mAnpodoplwv Ba emTPEPEL OTN VOOOKOUO Vo TopakoAouBel meplocdtepoug
00BeVELG, AMOTEAECUATIKA.

OL POUTIOTIKEG VOOOKOUEC Ba pmopouoav emiong va PonBroouv OTIG TUTIKEC
epyaciec. Me autov Tov TpOTo, TO TPOCWITILKO Ba €XEL TEPLOCOTEPN EVEPYELA YL VA
OVTIHETWITIOEL {NTAMATA TIou amattouv avBpwriivn AnPn anodpdoswv. Oplopéva

poumot Ba prmopoloaV AKOUN KAl Vo TTAPOUV TO Selypa alpatog KATT.

e Emapknc kat KataAAnAn ¢pUAagn, anobrkeuon Kal arnobnKeuon TwV XELPOUPYLKWV
opxelwv €tol wote 0 oaplBuog, o0 TUMOG KoL oL  LOLaLTEPOTNTEG  TWV
TIPOYPOULOTIOUEVWY  XELPOUPYIKWY EMEUBACEWV va  €lval TAVIOTE yvVWOTA,

EMOUEVWG UTIAPEE KOAUTEPOG TIPOYPAUUATIOUOG TWV XELPOUPYLIKWV
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ErutAéov, aiBouoeg avapovn 6a pmopouvacav va spdavifouv XpOvoucg oVapovhg yLo
kKaBe aoBevry avaloya pe tn cofapdtnta tn¢g Beparmeiag Toug KAt va Toug xwploouv
oe "oofapolG TPAUUATIOMOUC", "HETPLOUC TpaUMATIOMOUG" kal "oxt cofapoulg
TPaUOTIOHOUC".

Me autd tov Tpomo ol acBeveig Ba pmopouoav va UMoOAoyloouv TO XPOVO TOU
xpeLtalovtal yla va oAokAnpwoouv tn Stadikacia kot Ba atobavovtav ot idtol kat n
OLKOYEVELA TOUG TILO PEUOL.

H kaAUtepn Auon eival n dnuouvpyia plag edbappoyng mou Ba eEunnpetel OxL Lovo
Toug aoBeveic mou PBpilokovtal Nén oto voookoueio, aAAA Kal Toug aoBeveic mou
TIPOKELTOL VO TIAVE OTO VOOOKOWELD, ETUTPEMOVIAG TOUG va AEYEOUV ATIO TO KLVNTO
TOUC TO TOTILKA VOOOKOMELQ Tplv dpUyoUV amod TO OTitL Toug Kal va douv ol Ba
g€unnpetnBouyv 1o cuvtopua.

H mpotewopevn edapuoyrny oamoteAsital amd éva ovotnua Tou AapPdvel ta
debopéva Tou aoBevoug Kal To oTEAVEL otn Baon dedopévwy mou mephapBavel Ta
Sebopéva paypatikol XpOvou TIou CUAAEyovTal amo To LOLWTIKA Kal Ta Snuoolo
VOOOKOUELO TIPOKELWEVOU O 00BeVG va TUAEEEL O TTOLO VOOOKOUELD Ba €xeL TNV
TaXUTEPN Beparmeia Kol To VOoOKopELo SLabEtel meploootepa Swpedv KpeBaAtia. TN
OUVEXELQ, OL CUYYEVELC TTOU XPNOLUOTIOLOUV TO GUOTNHO TTAONYNONG TOU QUTOKLVITOU
Toug Bplokouv tnv taxutepn Stadpoun KukAodopiag yla va ¢pTtdoouv kel Kal PECW
™mM¢ edappoyng Ba pmopouoav OKOUN Kal vo evnuepwBolUv mou pmopolv va

otaBuevoouv.

e Tumormoinon XElpoupylkwv gpyadeiwv ava Asttoupyia, mou odnyel og kaAUtepn
amooteipwon Kal ghaylotonoinon twv kabuotepioswv. Kot maAL éva poumot Ba
UMopoUoE va OUPBAAEL o autd ylatl ta popmndt Sev xpetdlovral SLAKOTEC,
gekovpaon, peonueplava StaAeippata i UTvo. Mmopouv va epyalovtatl 6An tnv

wpa KoL KABe pépa xwpig Stakomn.

e Epappoyn mpwtokoAlou kabaplopol dwuatiwv mou Bonda otnv e€acdalion tou
amattoupevou uPnAol Pabuol efuyiavong kal toautdoxpova OUPBAAAEL oTnv
gh\aylotomnoinon Tou XpOVoU TOU ATALTELTAL Yo Tov KaBaplopo tou dwuatiou. Kat

TLAAL €éval poumoT Ba umopoloe va AMOAUAVEL OTIOLOSHTIOTE XWPO O€ WLa povada
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UYELOVOULKAG TeplBaAng ypriyopa Kol OTOTEAECUATIKA  XPNOLLOTIOLWVTOG
uneptwdn aktvoBolia uPnAng évtaong. Eival éva akoun mapadelypa tou mwe n
POWUTIOTIKA OTNV UYELOVOULKN TtiepiBaAdn BonbBa To MPOowWTKO va LELWOEL TO $OPTO

epyaociag kal Ba 06nynoetL o éva MOAU TiLo PpLALKO Kal aopaAéatepo meplBaiiov.

e Ta YXelpoOupylkd pounmdt Oa umopovoav va oupBalouv o KaAUTepa
amoteAéopata. H xelpoupyikn emépPaocn eival pa Suocdpeotn eumelpio otnv
KaAUTepn mepinmtwon. Ol KATAAoyoL avapovng HmopolV va gival peydlol avaloya
HE Toug SlaBéaiuoug avBpwmvoug TOPOUG Kot TTOPoUG. Eva poumoT mou ovopdletal
"Da Vinci" BonBa otnv emiluon tou mpoPAnuartog. Exel xpnowuonownBel o pa
gupela TIOWKIAIQL TOHEWV OO TN VEVIKN XELPOUPYLKH HEXPL TNV OUPOAOYLKNA
XElpouUpyLKN. Ta xewpoupylka cuotrpata Da Vinci €xouv oxedlaotel yia va Bonbouv
TOUC LOTPOUC VO EKTEAOUV XELPOUPYLKEG EMEUPACELS HEOW HLAC TPLOSLACTATNG
KOVOOAQG amelkoviong uPnAng avaAuong. OL pouToTIKEG TexvoAoyieg BonBouv Toug
ylatpoUG val KAvouv KOAUTEPECG SLAyVWOELG KOL VA TTOPEXOUV UTINPECIEG AVWTEPNG
TIOLOTNTAG. ATIO TIC XELPOUPYLKEG EMEUPBAOCELC WG TIG Bepameieg amokataotaong, Ta
pouUmoT €xouv Nén apxioel va ektehoUv mMoAUTAoke¢ Sladikaoieg, oL omoleg o€
TIOAAEG TTEPUTTWOELG SV Umopouoav va EMITEVXOOUV HE «YUVA» avBpwriva XEPLA.

e MpooBaon oToug HayvnTikoug Topoypaddoug OmoTe To Xpeldlovtal oL ylatpol. Autd
ONUAIVEL ONUAVTLKN UELWON TOU KOOTOUC YLOL TO VOOOKOUE(D, EAV OKEPTOUE TTOCO
KOOoTI{oUV aUTEC oL e€eTAOELG. Av Kal ivat TIOAU damavnpEg TGO yLa Toug acBeveig
000 KOL ylo TO VOOOKOUELD, €lval amapaitnteg yla tn owotn Sldyvwon Kol Tnv

KatAAANAn Beparmeia.

To loT emITPEMEL OTIG LATPIKEG CUOKEUEG - ALoONTAPEG va EMIKOWVWVOUV HETOED TOUC
Kal pe AAAe¢ cuokeuég oto Cloud. Me autdv tov Tpodmo otav €pxovial véa adounta
6ebdopéva oto Cloud, pmopouv va cuvduactolv pe alAa Sedopéva mou umAapPXouV
nén oto Cloud kat pe t Xprion Aoylopikou BonBouv otnv avixveuon omolwvonmote

OVWUOALWV.

QG amotéAeopa, XPNOLULOTIOLWVTOG OAQ aUTA Ta Kpiowwo deSopéva Tou mpoEpxovTal

arno tov aodnthipa, Ba UMopoUCALE VO ATTOVTOOUE O€ TIOAAEG EPWTAOELG:
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Mwg Aettoupyel autr n cuokeun;
J€ TIOLEG TIEPLMTTWOELG AELTOUPYEL AUTH N CUOKEUN;

MNoon wpa KPATNOE N XELPOUPYLKN eEMEUPaon;

AN NI N

MoloL xelpoupyol TO €KkOvav TILO QTOTEAECHATIKA Kol €iyav kKaAutepa
anoteAéoparta;

v' Tlolol Xelpoupyoi TIPETEL val EKTTALSEUTOUV TTEPLOOOTEPO;

4.3 BeAtwiwvovtag tn Stadikacia evog aoOevoUg METEYXELPNTIKA / UETA amo

voonAeia

Mta amod Tig mio nepimAokeg Stadikaoieg yla tov aobevr eival autr) mou akoAouBeil
HETA OO MO XELPOUPYLKN eMEUPaon | META amd voonAeia emeldn elval apKeTa
SUoKoAo yla €vav ylatpo va eEnynoeL TN BEPATTEUTIKO TAAVO KATA TN SLAPKELA ULAG
ouvavtnong &éka Aemtwv Tou €xeL ouvnBwg pe tov acBevr) , evw elval Eioou
SUokoAo yla Tov acBevr va Katavonoet Kol adopoLwoeL auTeG TG MAnpodopies. To
amotéAeopa eivat ott to 80% twv mMAnpodoplwv Tou Sivovtal otov acBevn
Staypadovtal and tn PvAun Toug otav ¢evyouv amd To Voookouelo. MNa auto to
AOyo elval oAU xpriotpo va dnuoupynBet pia epappoyn mou e€nyet otoug aobeveig
KOl TOUG OUYYEVELG Toug Bripa mpog PBua 1o taibl Tou aobevolg péoa K EKTOC
VOOOKOUELOU, 8LOTL oL ai0BeveiG Ba TPEMEL TAVTO VOl UITOPOUV va £XOUV pocBaon os
TAnpodopleC OXETIKA e TN Oeparmeia Toug omotednmote Kal omoudnmote. AvTti ol
ylatpot va divouv oeAideg kat duAadla otoug acBeveig yla tn Beparmeia toug mou
Ba prmopouoav va Ta XAOOUV LETA OO UEPLKEC WPEC, Ba ATav TIOAU EUKOAOTEPO Kall
OTTOTEAECUOTIKOTEPO KOl Yyl TG OUo mAeupéc (aoBevelc kal ylatpol) va
Pndlomorjoouv Ti¢ MAnpodopieg mepi Bepaneiag, wote ol acOeveig va pmopouv va
€xouv mpocoPaocn otav Tto Xpeldlovral kol omoudnmote kL av Bplokovral Mua
epappoyrn mou evnuepwVeL Toug acBeveic ylia 0Aa 6oa xpelalovtal Toug KAVEL va

awoBavovtal fpepot. (BA. Zxnua 11)
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A¢ SoUpE AsTtTOMEPWG TIWCE N epappoyn autr Ba pmopouos va mpocBéosl afia otn
Stadkaoia Tng vyelovoukng mepiBaAdng:

e Xpnowomnowwvtag £va MANPWS SUVOULKO XpovoSildypaupa, auty n epapuoyn Ba
UMOPOUCE VA YVWOTOTIOLEL 0TOUG aloBeVelG Ta emdueva Brpata otn Bepamneia Touc.

e H amootoAr el60MONOEWY yLa TNV apox XPNoLwyv Anpodoplwv Ba Bonboloe
TIOAU Toug aoBeveic. Ta cuvnOn mapadelypata yvwotonolcewv neplapBavouy tn
VNOTELQ PETA TN XELPOUPYLKA EMEUPAOT, TNV TIPOETOLUACLO OTO OTITL | TIG OLOKNOELG
000gvVwWV TIOU TIPETEL VA KAVOUV PETA ATIO XELPOUPYLKA EMEUPOON.

e H edbappoyn Ba €xel éva moAU GIALKO TPOOWTIO XpHoTtn Tou Ba pnopel eUKoAa va

XpnotuomnotnBel and 6Aoug Toug aobeveig.

Eniong pe tnv tnAeiatpikn ol acBeveig &g xpelalovral va PEVOUV TIAEOV TIOAAEG
HUEPEC OTO VOOOKOE(O.

Q¢ amotéAeopa OAWV TWV MAPATAVW, oL EPpapuoyEC Ba cuvbEouv Toug aoBeveig pe
TOUC LOTPOUC TOUC. MNa mapAadelypa, HUETA Ao XELPOUPYLKN eMEUPacn oTo yovaro,
am\ol aloOntrpeg TomoBetnuévol HEoa OTO TTEAPATA TWV MAMOUTOLWY Ba mapdyouv
Sebopéva mou UETPOUV TNV Tleon Tou aokel KABe MOSL katd TV KaBnuepivr BoOAta,
puBUSO 1 BnuaTopd. EKTOC amd To ouvduaopo QUTWV TwV alodnTipwv HE Ta
TIECOUETPA TIOU HETPOUV TO PuUBUO TOUu aoBevoug Ba TmopEXouv ETMAPKELS
mAnpodopleC yla TNV aviyveuon avicoppormwv n actdbelag, Ba cupfarlouv otnv
eKTipnon twv aMaywv ota enineda Spaotnplotntag¢ Twv acBevwv Kat Ba

a§LoAoyoUV TNV ANMOTEAECUATIKOTNTA TOU TIPOYPAUMOTOG OTTOKATACTAONG.

Emiong, ywa tov €Aeyxo twv 0oBevwv €dv maipvouv T ocuvtayoypodoUpeva
dApUaKA TOUC PETA amo acBévela r xewpoupylkn emépPacn, Ba swodyetal €va
€€uTvo XarL otov acBevr Kal Ba EVNUEPWVEL TOV YLATPO OXETIKA LIE TOV TPOTIO LLE TOV
omoio o acBevng maipvel To ocuvtayoypadolpevo Gpapupako. Auta tomoBetolvral
XELPOUPYLKA KATW amd to dépua tou aoBevoug yla va mapakoAouBoulv edv ol
00Beveic mailpvouv Ta GAPHAKA TOUG O0TNV KATAAANAN oTlyun kot aAha dedopéva
uyelag kot Ta oTEAVOUV OTOV LATPO TOoU 0oBEVOUG £TOL WOTE VOL TOUG ELOOTIOLCEL AV
éva papuako Eexaotel, 1 va yivel umepdoooloyia Kkal tnv emibpacn autol Tou

dapudakou otov acBevr).
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Eival B€Bato otL autr) n texvoloyia Ba ocuvexlotel otn dlayvwon Kot tn Bepamneia
TwV 00Bevwy, OMwe amatteitat kat onoladnmote popdn onatdAng xpoOvou, Xwpou,
UALKWV Kal avBpwriivou Suvaulkou Ba Tpemel va eAayxlotomnolnBel mpokeluévou va
emutevxBel 0 otOXOC MaG; N KaAutepn MPoOcoPBacn oTnV LYELOVOULKA TepiBaAdn, n
BeAtiwon TWV TAPEXOMEVWV UTNPECLWVY UYELAG KAl TO XOUNAOTEPO KOOTOC TNG

UYELOVOULKAG TepBaAngG.

4.4. NMoAukpltiptaky AvaAlucn mPoKeLpévou va afloAoynOei n ZupfoAn tou loT

otn BeAtiwon Twv MAPEXOUEVWV UTINPECLWV UYELQ.

Y€ auto 1o unokepaAalo Ba avallooupe Eva mpotumo afloAoynong cuvdualovtag
™ Sladkaoio povielomoinong Stadikaowwy Kal TTOAUKPLTIPLOKNG avaluong(AHP),
TIPOKELEVOU va UeTPNBel n ocuvelodhopd tou loT OTIG UTNPEGCLEC UYELOVOULKNG
nepiBoAPne. H Swadikaoia tng Xelpoupylkng emépPaong Oa amoteAécel tnv
TeplmTwon HeAETNG. AuTtog ival o Adyog yla tov omolo, pe Baon tn Sdadikaoia
XEPOUPYLKNG €eMEUPacng mou meplypaape o€ mponyoupevo keddAato, Ba
T(POOTIOO)COVUE VO LETPIOOULE TOV OVTIKTUTIO TOU ALaSIKTUOU XPNOLUOTIOLWVTAG

Sladopa kpLtrpla.

Xpnowuoroteital n dtadikaoia TnG TOAUKPLTLPLAKAG AvAAUONG WOTE:

¢ No kaBopilooupe molo amd Ta KPLTAPLA €lval TO TILO CNUAVIKO KAl MOCO TILO
ONUAVTLKO;

e EmutAéov, xpnowomowwvtag fava to AHP, va ouykpivoupe t OSladikaoia
XELPOUPYLKNG eMEUPAONC OMWC udloTatal CAUEPO KAl TN XELPOUPYLKN Stadikaoia

TO-BE, Baolopévn oto loT.
Mévte  xewpoupyol e moAuety eumelpla, 2 Tlevikoli Xewpoupyol, 1

KapdLoBwpPaKoXELPOUPYOG Kol 2 ayyeloxelpoupyol afloAoynocav tn onpacia twv

Kpttnpiwv.
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KaBe xepoupyoc evnUEPWONKE €K TWV TIPOTEPWV OXETIKA LE TOV OKOTIO OQUTAC TNG
€pEuVOG, TNV Evvola KABE KpLtnpilou Kot T SLAPKELA TNG CUVEVTEUENG.

Ta 6ebopéva OAwV Twv epwtnuatoloyiwv cUAAEXBNKav Kol avaluOnkav MepaLTEPw.
Ma tn Xelpoupylkn eméupaon, n aflomotia, n avranodkplon, o XPOVOG ylo TV

€loaywyr Tou aoBevoug Kat n akpifela tng dLayvwong emAEXBnKav wg KpLTrPLa.

To povtélo AHP mapouoialetal otnv Ewkéva 12. Ta Bapn kat n onuaocio kabe
KpLtnplou Kal umokpltnpiwv mapouactalovtal otov MNivaka 2. MapatnpoUpe OTL N
akpiBela tng ddyvwong elval To MO ONUAVIIKO KPLTHPLo Otav avadepOUaoTe oTn
CUMBOAN TOU OTNV MOLOTNTA TWV UTINPECLWV UYELOVOULKNG TtepiBaAPng. AkoAouBel n
alomiotia Kal o xpovocg yla tnv oAokAnpwon tn¢ anodoxnc. Eva moAl onpaviko
KPLTNPLO €lval €miong n aoddAlela, n omoia, av Kot €ival MOAU CNUAVIIKA OTN
Stadkaoia, Sev NTav éva amnod ta KpLtripla mou erAExOnkav Adyw Tou yeyovoTog OTL
Sev umnpxav mpayudatikd Oedopéva. H emloyn twv TEVIE KpLtnplwv Atav

€VOELKTLKN.

Av cuykpivoupe tn Stadikaoia wg mpog tn Stadikacio Omwe udilotatal Twpa Kal ™
Stadikaoia pe Baon to loT mMAPATNPOUUE TNV TTPOTIHNON OAWV TWV XELPOUPYWV yLa
™ Stadikaoia tou loT Adyw TG BeTikng emibpaong mou €xeL n loT oTnv moLoTNTA TWV

UTINPECLWYV UYELOVOULKAG TtEpiBaAnC.

Av umopéooupe va enwdeAnBolpe amd oAa ta opEAn mou mpoodEpet To loT, Ba

€XOUUE €val VEO ocUOTNUA, €va cUOTNUA PACLOUEVO OE TIPAYHOTIKEG AVOPWIILVEG

OVAYKEC.
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5 Od£€An ko SuokoAieg and tn xprion tou “loT”

5.1 OdéAn

To loT aMalet ouvexwg t™n Twn Hag kol mpoodépel véeg peBOSou,
OUTOLOTOTIOLNUEVEG POEC epyaciag Kol véa epyaleia mou ouuPaAlouv otnv
EVOWMUATWON OAWV TwV SLadLKaolwV 0TO CUCTNUA UYELOVOULKNG TtepiBaAng, otnv
KaAUTePN Pppovtida Twv acbevwy, KABWE Kal otn Lelwan Tou KOGTOUG TOCO YL TOUG
000eveiG 600 KalL YLO T VOOOKOUELQL.

Ta kuplotepa odpéAn Tou loT oTA CUOTAMATA UYELOVOULKNG TepiBaAng sival ta
akoAouBa:

»  BeAtlwpéveg AUoelg uyelovoulkng mepiBaAdng péow tou Cloud ol omoieg
€xouv tn duvatotnta npocPacnc o mMAnpodopieg oe MPAYUATIKO XPOVO TTOU
TOUG emuTpEneL va AapBavouv KaAUTepeg amodacels. Auto StacdaAilel OtTL n
UyElovouLKA TeplBaAPn elval éykalpn kol BeATiwvovtal Ta amoteA£éopaTa
¢ Beparneiag.

»  BeAtlwpévn AqYPn amoddoswv ywo T vooco adol ol aocBeveig
napakoAouBoUvTtal CUVEXWCE KOl OL yLatpol / voonAeuTég €xouv mpodoPaon o€
bebopéva o€ TPayUATIKO XPOVo.

»  Awotepa AAaBn onuaivouv akpifela, auénuévn AMOTEAECUATIKOTNTO
XOUNAOTEPA KOOTN KAL LELWVETAL ONUAVTLKA 0 Kivéuvog opaApatod.

»  XopnAotepo kootog yla acBbeveic kot voookopeia. H mapakoholBnon twv
a0Bevwy Umopel va YivEL 0€ TTPAYUATIKO XPOVO, HELWVOVTAS ETOL ONUAVTIKA
TLC TIEPLTTEC ETUOKEPELG TWV YLOTPWV. ELSIKOTEPQ, LEOW TNE TNAEIATPLKAC, TWV
€furmvwv omtiwy/ KkpeBotiwv Kal TOAWV AAWV CUCKEUWV HELWVETOL
ONUAVTLKA N Slapovr) 0To VOCOKOUELD

»  INUOVTIKA HElwon TwWV UALKWV Kol WC €K TOUTOU TILO TIPOOLTEC TLUEG yla
Toug aoBeveic.

»  BeAtiwon Twv ouvOnkwv gpyaciag Kal wg ek ToUTou UYPNAOGTEPN TtoLOTNTA
TIAPEXOUEVWV UTINPECLWY OTOUC aoBeveic adol TO MPOCWTIKO , LATPLKO ,

VOONAEUTLKO Kal SLOLKNTLKO, gival o KaBpEPTNE TOU VOOOKOUELOU.
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»  KoAUtepn ouvepyaoio pe cadry Tmpoodloplopd Kot oploBétnon Twv

KaBNKOVTWV Kal Twv ulteuBuvoTATWY Tou KaBeVoG.

»  MeyaAutepn aLOTLOTIO TOU VOOOKOUELOU.

MNa va emupepel To loT ta opEAN ou avapévovtal Ba PEMEL VoL GUVEPYAGTOUV OAOL
oL EUMAEKOEVOL PE adooiwan, ot KoL TPOoAPUOOTIKOTNTA 0TN VEQ Sladikaaoia.

Eneldny otadloka Oa emipépel kot oAAayr VOOTPOTOC KOl KOT ETMEKTOON TNG
KOUATOUpaG, €lvat moAU mubavov va umapfouv OPLOUEVEC QVTIOPAOEL( TOU
TIPOCWTILKOU OL OToieg pmopoUlv  va amnodeuxbolv HEOwW TNG Katavonong tng
BeAtiwong twv ouvBnkwv epyacia¢ kabwg kat tnv PeAtiwon tou nBwkou TOU
avBpwrtivou duvapikol. To KAELSL yla TV emituyia amoteAel n eumiotoouvn LETAEL
OAWV TWV gUTAEKOUEVWY Kal n SLopKAG avampooapuoyn ota véa dedopéva. Oa
elval évag aévaog kUkAog BeAtiwong (kaizen). @a mpémnel va Kataypadetal n onola
MP60d0o¢ onUELWVETAL KABWG KoL T onUeio Tou uotepolV Kal Suoxepaivouv tnv
opaAn Swadkaoia wote va Slopbwbolv Kal vo UTAPXEL TTAVTA TO OPOHO KOL O

oTOX0G Yla av€naon TN agiag Twv MAPEXOUEVWV UTINPECLWY UYELQC

5.2 KivSuvot

Mapolo mou 1o loT amoteAel v €€EALEN TNG UYELOVOULKNG TiepiBaAng, €xel Kat
OPLOUEVEG TIPOKANCELG AOYW TOU YEYOVOTOG OTL N UYELA ATTOTEAEL EvVa TIPOCWTTILKO Kall
oAU euvaiocbnto {ntnua. H aoddalela twv dedopévwy amoteAel to mo coPfapo

{NTNUA KOL TIPETIEL VOL TIPOOTATEUTEL.

EmutAéov, n yYnodlomoinon OAwv autwv Twv OeO0O0UEVWV KOl N CUVEXAG
mapoakoAouBbnon twv acBevwv Omou kal av Pplokovtal, £6KA Yyl TOUG AoBEeVELS
TIOU TIAOYXOUV OO XPOVIEC aoOévele¢ oe ouvduaopo He TNV auénuévn xpnon
€Eumvwyv ouokeuvwyv, auvfavouv tn INTnon yla meplocotepa kévipa Sedopévwy Kal

e€elSlkevpéva atopa ylo va epyalovtol o€ auTd.
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To Internet of Things meplapBavel MoAEG edappoyeg mou armnattouv to Cloud oe
ouvbuaouo e epyaleia ylo va AEITOUPYNROEL Kal va eMIPEPEL TA QAVAUEVOUEVA
anoteAéopata. Autd ta epyaleia gival {wTkng onuaciag yla va dtaopaAlotel o

€Aeyxoc katL n aodpalela. ( y hacking)

Mapoho mou to loT €xel va avtipeTtwriost MOAEG SuoKoAieg, slval €dw yla va
BeATLWOEL TIC MAPEXOUEVEC UTINPECLEC TOU TIOAUTILOTEPOU Hag ayaBou, Tng uyeiag

Hag.

6 ZupnepacpotTa

Ot SLadikaoieg mou meplypAPope MOPATTAVW HOLAIOUV HE ULOL YPOUUA TIOPAyWYNG
oe g Bopnyavia (avBpwrivol mopol, mopol, texvoAoyia, RND k.Am.), wotdoco
Sladépel onUavVTIKA TO €MBUUNTO QTMOTEAECUA, TO omolo dev eival amAwg n
HeyloTtonoinon tou képdoug kal n ehaxlotonoinon N n €€aAewn Twv OMATOAWVY),
oM@ KUplwG N HEYLOTOMOLNON TNG TOLOTNTAC TNG UYELOVOULKAG TeplBaAPng mou
TIAPEXETOL 0TOUG aoBeveig pe KEvtpo avadopdg Tov AvBpwTto Kal TV LUyEia Tou.

H edappoyn tou loT otnv uyelovouiky mepiBaAPn ota eAAnVIKA voookopeia Ba
propouoe va anodEpel ToANA odEAN, BonBwvtag otnv €ykalpn Kal cwoth Beparmneia
TwV aoBevwv otoxevovtag otnv eEATOULKEVUEVN Beparmeia, PELWVOVTAC TO KOOTOG
Kall a€LOTIOLWVTAC TOUG avOpWTILVoUG TOPOoUG e TN Alyotepn poomtabeLa.

Ooco mio ypnyopa adopowwdel to loT oto eA\nViKO oUOTNUO UYElOG TOCO TILO
YprAyopa UMOPOUHE VA QVOUEVOUUE KOAUTEPN TOLOTNTA TNG UYELOVOULKNAG

neplBaAPng kat v yével KaAUTePNG {WAG.
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