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Iepiinyn

Amotelel TpaypaTiKOTTA TO YEYOVOG OTL dtavhovpe pio petafatikn mepiodo
OGOV apopd TIg TEYVOLOYiEG OLOKTOOL KOl TO TPOTOKOAAN OCQUAEiag TV
emkowvoviov. To vrdpyov status quo givor vd EexdBapn apeiofrnon. Eueic, og
HUNYOVIKOTL TOL KAGOOV EYOVE TNV LTOYPEWMOT) TOGO ATEVAVTL GTO OVTIKEILEVO OGO Kol
OEVOVTL GTOVG €0VTOVG HOG Vo EEMEPACOVUE TNV OVOCPAAEIDL OV TPOKOAAEL 1)
adpdvela ™ aAlayNG. Xe avtd T0 TANIG10 amoTeEAel avaykn N evacyOAnoT, LE To
KMVIKO  BAEpHa, TV TEYVOAOYIOV TOL Awdiktoov tov Ilpaypdtov kot tov
Blockchain.

Mmnopobpe TAEOV VO, OPOUOTICTOVHUE £va Ol Kol TOCO WHOKPWVO UEALOV GTO
omoio kdBe ocvokevn Oa amotehel KOUPO €VOC TEPAGTIOL OIKTVLOV AVTOAAAYNG KO
AmoONKEVONG TANPOPOPIDV, TOL YVHOGTOL Kot ¢ Atadiktvov tav [payudtov (I0T).
H ocvvoeoipudmrta o¢ cvvénelo g vVmapéng avtov Tov SIKTOLOL YeEVVA Lo, TANBmpa
TPOOTTIKOV PerTioong TG eumelpiag Tov HEGOV avOpOTOL GTNV ETAPT) TOL HE OAO TO
epyoieio software kot hardware.

H véa avty mpoaypatikdtro, 0100, peavifeTol Le 10 ovTioToyo KOGTOG
™G aAlayng. H vmapén avtov tov diktvov yevvd éva tAnboc véwv {ntmudtov 6cov
aeopa TIg dopég amobnkevong mAnpogopiog kot v acediewn. Ta vrapyovta
TPOTOKOAAO Ogv apKoLV (GTe v KaADWouv TiIC véeg avaykec. H pnéuéievdn
teyvoroyia Tov Blockchain givon moALG vwooyOpevn Yoo va KOAOWEL TOL KOPUATIO TOV
puzzle g acPAAENG TOV AEITOLV.

To xivntpo avtig g SwmAopatikig epyoaciog vmpée , Katd mpdTov, M
emMoKOnMon 10V Awdiktoov tov llpaypdtov xkou tov Ospdtov aceaieiog mov
TPOKVTTOLV OO TNV VAOTOINGCT TOL KOl KATO dELTEPOV, TMG 1) VEX TEYVOAOYIOL TOV
Blockchain pmopei va mpoc@épetl AMoelg og kdmota amd ovTd.

AEEE1C KAELOW,

Awdiktvo tov [paypdtov, loT, acediewn, diktvo, anetiéc, blockchain



Abstract

It is a fact that we are in a transition period with regard to Internet
technologies and communications security protocols. The existing status quo is
clearly under discussion. We, as engineers in the industry, have a duty both to object
and to ourselves to overcome the insecurity caused by the inertia of change. In this
context, it is necessary to engage, with a more clinical look, on the Internet of Things
and Blockchain technologies.

We can now envision a not too distant future in which each device will be a
hub of a huge network of information exchange and storage, known as the Internet of
Things (IOT). Connectivity as a consequence of the existence of this network
generates a wealth of prospects for improving the average man's experience in
touching all the software and hardware tools.

This new reality, however, appears with the corresponding cost of change. The
existence of this network raises a number of new issues regarding information storage
structures and security. Existing protocols are not enough to meet new needs.
Blockchain's groundbreaking technology is promising to cover the pieces that are
missing from the security puzzle.

The motivation for this diplomatic work was, first of all, the review of the
Internet of Things and security issues that emerged from its implementation, and
secondly, how Blockchain's new technology can offer solutions to some of them.

Key words

Internet of Things, 10T, security, network, threats, blockchain



Evyaprotieg

H nopodoa dumhopatikny epyacio ekmovidnke 610 TAAIGLO TOV TPOTTLYIAKOD TPOYPALLLATOS CTOVOIMDY
™mg Xyxolg HAexktpoldyov Mmyovikov & Mnyovik@ov Ymoloyiotodv tov Efvikod Metsofiov
[olvteyveiov. Méow avtg elya ™ dvvatdrta va Sevphive TIG YVAOGELS LoV TAVD 610 AlodikTvo TV
Tpoypdtov kabong kot t Asttovpyia tov Blockchain. To yeyovdg avtd amotédece to Pacikd epédiopa
YO, TOV EMOYYEAMLOTIKO HOV TPocavatoMopd. @o Mbgka va evyapiotiom Oeppud tov kabnynt pov
I[Ipotovotdpio Eppoavoun, yio v duvatodTnTa Tov OV TPOCEPEPE VO EPYACTH TAVHO GTOV TOUEN TG
AoPAAEOG TOV SdIKTOOV TOV TPAYLAT®V, KAODS Kol Yo TIG TOAVTILESG CLUUPOVAES TOV KaBOAN TN
dudpkeln TOV HoBNUATOV Kot TG EKTOVIONG TG SWTA®UOTIKNAG Hov epyaciag. [TapdAinia o 10ela va
EVYOPIOTNC®  TOLG kK. Xvpeov Ilomapacireiov, Kabnymm EMII, mmv @gododpa
BapBapiyov,Kabnynirpie E.MLIT, ko v Iodvva Povosodkn, Kabnyntpia E.M.IL, mov pe tipnoav pe
TNV TOPOLGIK TOVG OTNV EMTPONY| e£€TaoNG TNG SMAMUATIKNG gpyaciag. Oa 10eha va vyaploTHCM
Eeympiotd kat Tov K. Nikoroo Mrdakaro, E.ALIT E.MLIL. yio tqv moAdTiun fonbeta tov oty ekmovnon
™mg ovyKekpiévng epyaciog. O xpdvog TOL APEPMCE, 1 EMIGTNUOVIKY OGO KOl 1| TVELHATIKY TOV
opEn NTav 1Woitepa ONUOVTIKEG KATA TN dudpkelo avthg ¢ mopeiag. Téhog, pe e&icov peydin
0épun 0EA® va gVYAPICTNOW TNV OKOYEVELD, OV KOl TOVG PIAOVG LoV, TOV NTav Simha, LoV o€ OAN T
SLapKeLo TG OKOOMUAIKAG LoL opeiag, o Kabévag pe tov Eexmplotd Tov Tpdmo. Id1tépmg gvyoploTd
TOV TOTEPO [LOV, TOV NTOV 0 AOYOG TOL emEAEEN QLTI TN GYOAN KoL TNV UNTEPO OV, TOL NTOV 0 AOYOG
OV KATAPEPQ VO, UIT® GE QUTN T GYOAT.

T'empylog K Blayodnuntpoémovrog,
Abnva, 29n Tovviov 2018
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1 Internet of Things

1.1 To IoT

H paydaio texyvoroywn e&EMEN TV TEAELTAIOV ETAV, GE GLVOLOCUO HE TNV
evpeia 01ad0on TOL AOIKTVOV, 0ONYNOE OTNV OVATTLEN OG VENS PLAOGOPIOG
tov Internet of Things (IoT). Xmv ovcio mpdketor  ywoo T  SvvoTdTNTA
OlloVVOEON G ATOU®V, UNXOVOV, OIKIOKMOV GCGUOKELMV, OTAMV OVIIKEWEVOV Kol
JdKACIOV, (OOTE PECH NG METAdd TOLg emKOW®VING Kot GAANAETidpacNg va
EMTVYYAVETOL OVTOUATIGUOG Kol OVTOAAQYT OEOOUEVOV, HE TEAIKY] KATAANEN TNV
alomoinon OA®V AVTAOV TOGO GE TPOCOMIKO, GE EMYEPNUATIKO OCO KOl OF
enayyehpatikd eminedo. [TAéov, ot véeg katevBuvoelg eivar mpog amelevBepopévn
OTOwon and v avlpomivn mapéuPoocn.

I[Ipwv Vv avoivtikdtepn mapovciaon Tov, kpivetoaw okomipo va Eekabopicovpe
0Tl evd opiopévol e&lom@vouy TN véo auT TEXVOAOYiOL HE TNV EMKOW®ViL
unyavng pe pmyovry (M2M), po tétol tavtion o0ev givol cworth.

H emxowovio petad ocvokevmv opiletar o¢ ol TteXVOAOYiEG MOV EMITPEMOVY GE
UNYOVES,  TUTIKA (LUKPOVG) VTOAOYIGTIKOVUG aicOntipeg mov  eKTEAOVV  E101KE
kafnkovia (svevic), vo EMKOWVOVOOV 1] VO OVOUETAOIO0VY TANPOQOpieg TOV
amo1TovLVTOL, GLVNOMG HEC® OMADV TPOTOKOA®Y OALL T0 TPOHSEATH TAVED amd
10 Ilpotéxorro Awdwtdoov (IP) péow oacvppaNg M EVOLPUATNG EMIKOWV®VING,
okOpo Kot pécw Ymnpeoiag Xoviopov Mnvopotog (SMS).

Opwg to Awdiktvo tov Ilpaypdtov eivor oAb mepiocotepo amd v M2M
teyvoloyio. A@opd v oAAniemidopocn pe Ta ovTikeipeva yOpo pHog, oKOun kot
pe otatikd pn-évmvo avtikeipeva kot v advénon TETolv aAANAETIOPACEWY OE
TAoiclo. TOL TOapPEYOVTOL Omd TN YEOYPAPIKN BEom, To xpoévo Kol ovT® KaBeENC.
AKOpO Kot PN-€VQLEIC/ UN-CLUVOEOEUEVEG GUOKEVEG UTOPOVV VoL EVTOYOOLV O©TO
[oT péow my. evoég €Evmvov TAedvov TOL Agltovpyel ¢ TOAN Yy TO
Awdiktvo. ‘Exet va kdver, yio mopddetypa, pe v aAinieniopaon pécm barcode
(ypoppikod kddwa) pe T0 PifAio mov dwPalovue, péow NFC (Near Field
Communication —Emikowvovio xovtivod mediov) pe o oeica, 1N HE o
Swenuon oe gpnuepida pécm pkpod kmoka. Etol, m M2M  teyvoloyia dev
ouwviotd 10 Awdiktvo tov Ilpoaypdtov, adid eivor vwoocvvoArd tov.( Evppocivn
0. Zotov, 2012)
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1.1.1 Ewcaywyn oto [oT

To Internet of Things (IoT) eivor 1o diktvo TOV TPAYUdTOV dNAAOY TO OIKTLO TTOL
OmOTEAEITOL OO  OIKIOKEG OVOKEVEG, (QUOIKEC OULOKEVEG, OYNUATO, Kol OAAQ
avTIKElpEVO ota omoia £xovv evompatmbel aodntpeg, evepyomomtéc, software, Kot
npocPacn 610 SdiKTVO, YEYOVOG TTOV EMTPEMEL TNV JACHVOEST OADV OVTOV TOV
OVTIKEWEVOV Kol TNV ovtoAdayr oedopévov petald tovg. Kabe avtikeipevo eivor
HOVOOIKE avayVOPIGUEVO AOY® TOL KO TOV EVOMUATMOUEVOD OIKTVOV OAAL EXEL TN
duvatotTa vo. aAANAETdpd péca oto vrdpyov diktvo. To Internet of Things eivon
po. AEEn-kAedl yoo Tov 6po "ouVOESEUEVEG CLOKEVEG", TTOV YPNGILOTON|COUE TO
terevtaio 15 ypovia yio va Teptyplyovpe TV TAGT CUVOECNG TOV EVOOUATOUEVOV
ocvotnudtov. [Ipowbeital amd v avaykn HETOPOPES TG YPNONG EVOOUATOUEVDV
OLOKEVMOV O©T0 €mOUeVo  emimedo amoddoone. Evepyomoidviag tnv ampOcKOTTH
emKOVOVia HETAED OA®MV TOV EVOOUATOUEVOV GUGKELMV, GUAAEYOVUE TEPIGCOTEPQL
dedopéva oyeTkd pe ™ ovveylopevn dadkocio Kol LTopovE Vo ETNPECGOVUE T
owdwkacio  Pertiotomoinong. H viomoinon g ompdoKomTnNG GLVOEGIUOTNTOG
evvoeitan amd Vv evpeia dwbeoyotnta Ethernet kot acOppatng emkowvmviag.
AKOUN KO Ol OTTOLTOELS GE TPOAYHOTIKO YPOVO KAAVTTOVTOL O €10KA Bropmyovikd
npotdékorra Ethernet, ta omoio gival apketd ypnyopo MGTE Vo, 00NYOVV GUGTILLOTO
eLEYYOL VYNANG cLYVOTNTOGS LE Eval LIKPO TOGO PIGKOU.

Ot ewdwol extyodv ot péxpt o 2020 1o IoT Oa amoteieiton and tovAdyiotov 30
dloekaToppplo 6uokevéG. EmmAiéov vroroyiletatl 01t | a&ia g mayKOoUIG aryopds
tov [0T Ba @tdoet ta 7.1 tproekatoppvpo doAdpia péxpt To 2020.

To IoT emrtpénel v €€ amOCTAGEMG LETAYEIPIOT TOV AVTIKEUEVOV TOV OVI)KOVV GTO
dounpévo diktvo divovtag £T61 TN SLVOTOTNTA TV EVEOUATMGT TOL PLGIKOV KOGIOV
0T0 GUOTNUO TOV VTOAOYISTMV. To yeyovog awtd av&dvel TV amodoTiKOTNTa, THV
akpifelo KoM KOl TO OWKOVOLIKA OQEAT €V UEIOVETAL 1 avAyKn ovOp®OTIvNg
napéuPaonc. Kabmg to IoT opyavdveral pe oAoéva Kot TEPIGGOTEPOVG OIGONTPESG
KOl EVEPYOTOMNTEG 1) TEXVOAOYiO TTaipveL Hio LOPON TTLO YEVIKEVLUEVT).

H onuepwvn emavdotoon oto Atadiktvo, To KIvnTd, To acOPUOTE OiKTLo, Kot Ol
M2M teyvoroyieg pmopobv va Bewpnbovv wg n mpotn ¢don tov loT, n omoia
gvepyomombnke oamd TG TeAevtaieg efelilelg ota  akdAiovba: avayvopion
padocvyvotitov (Radio Frequency IdentificationRFID), éEvmvor  aucOntpeg,
TEYVOAOYIEG  EMKOIVOVIOV, TPMOTOKOAAN AldKTOOL Kot 0  ow&avopevog aplfuog
QLOIKAOV AVTIKEWWEVOV OV GLVOEOVTAL 6TO AadikTvOo HE TPOTOYVEOPOLS puhpove.
To IoT kabiotd wavd ta @Quowd aviikeipevo va “BAEmovve”, va “akovve”, vo
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“oKEQTOVTOLU KOl VO EKTEAOVV gpyaciec, €xovtdg To vo HAoLV HETaED TOLG Yo
va  popdlovior  mAnpogopiec Kot va cvvroviCouv amogdoels.  OvclocTikd
LETAPOPPOVEL OVTA TO. OVTIKEIHEVH omd KAooKA Tapadociokd oe €Evmva. Ta
¢umva  avrikeipeva poall pe TG “omooTOAEG TOVS AMOTEAOVV TOV TOUEN EOIKMV
epappoydv (Kdabeteg ayopég), evd ot mavtayod mopoVGES LTOAOYIGTIKEG Kot
OVOAVTIKEG  VNPECIEC  OOUOPOAOVOVY  TOV  TOMED  EQOPUOYNG  aveEapTnToV
vampectav (Opiloviies ayopéq).

H mopoaxdto ewova ansikovilet v ovvoAikn avtiinym tov loT, omv omoia
KéOe ToUENG EWOIKAV EQUPUOYDOV OAMNAETIOPA pe TOov Topén oveEdptnrov
VINPECLOV, €VO 0€ KAOe Topén, OCONTNPEG KOl EVEPYOTOMTES EMKOWVMVOLV
amevbeiog peta&y tovg.Ia mapdderypo, 1o €Eumvo omitt Ba avoiel avtdpOTA TO
yrapal 0tov or €volkotl avtoy @Tdvovy 6to omitt, Oa gtoydlel Tov kaé Tovg, Ha
&xel Tov €Aeyyo Tov KMpatog-0epuokpaciog, g TMAEOPAONG KOl GAA®Y GUOKELDOV.
.(Al-Fuqaha et al., 2015)
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Av106 10 omoio mpoteivel 1o [oT gival va evempatdoetl TV texvoAroyio o KadnUeEPIVEG
OLGKEVEG, OMMG OMTIKOOKOVOTIKOVG OEKTEG, OVIXVEVTEC KATVOU, OKIOKES GUGKEVEG
K.0. Kol va TIG kavel «Onliney, emTpENOVTAG TEC VO ETIKOIVOVOUV HETAED TOVG KoL LE
GAAeg oLOKEVEG OKOUN Kol av OgV €lYaV apyIKE GYESNOTEL e QTN TNV IKOVOTNTA.
Mo GAAN peyddn eEehktikr] adhoyn mov vrosyeton 1o loT eivon ) eveopdrowon tov
OIKTO®V GTO OTTO10L EUTEPLEYOVTOL AVTEG Ol GUOKEVEG, KaoTOVTAG £T61 KABE GLOKELT
apeca tposPaoiun péow tov Atadiktoov. Tehwkd ot [IoT cvokevég Oa sivor Tavtoyov
napohoeg Kot context-awareness, Poacikég mpovimobicelg g mepPdAiovoag
vonuoovvnc-Ambient Intelligence. H mepifdAlovca vonuoohvn Ba emtpénel ota
avtikeipevo KaOnuepwng ypnong va kotaioPaivoov 10 mepPdAiov ©o10 omoio
Bpiokovtal, va oAAnAemdpodv pe TOLg avOp®TOLS Kol Vo AAUBAVOLV OTOPAGELC.
Kotd ovvérewn, évag xOcpoc yepdtog €€vmva  aviikeipevo VTOCYETOL UEYOAN
BeAtioon oTig emyyelpnuatikég oadkacieg kot m {on Tov avOpOToOV, 0ALL EpyeTon
eniong pe ooPapés amelég KOl TEYVIKEC TPOKANGES 7OV TPEMEL V.
EemepaoToV.(Whitmore, Agarwal and Da Xu, 2014)

Internet
Ty crmnithes iof}
Aumbirnt Dnteilgrnce
|’ 5
i i [SPT=
Sy Framiwing Frovowslmg iy i |
EILEIEE T nalravlems
4” -.'I I(.
1 srmm i 1 smammnh i
e Sale are e ture & pockagieg Sl mrohilbeiiere & packoagng | Sy
s - g ™
LYY ¥ orryg Fnewgy i
varleyy abremy aubaystenm wmbey ulmims =nbmy wleme

Kral morid oo iroamont

Object connected to Internet of Things and their three main challenging domains: Technologies —
Communication — Intelligence [15]

YroAoyiletar 6Tt avt T oTiypn vadpyovv 1.5 S1GEKATOUUIPLO VTOAOYIOTEG KO
mhveo amd 1 odloekaToppdplo KVNTA TNAEPOVO, TOYKOGHI®MG HE  duvatdTnTo
pdoPaonc oto AadikTvo. Ze avTég TIG dV0 KT yopieg cuoKeL®V Ba TpooTedel TOAD
peyaioc apBpdc evpumv ovtotnTev, dote 10 2020 vroloyiletor 6T1 Ba vdpyovy S50
¢ng 100 OoeKOTOUUVPIO. GUOKELEG GULVOEdEUEVEG OTO  AladiKTLO TOYKOGHIMG,
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vrepPaivovtog kabe mpocdokia epeuvnTdV Kot peAetntov. o va yivel aviiinmtd 1o
péyebog tv ocvokevmv, a&iler va avaeepbel pa épevva g CISCO (Apepkaviky
Etapeio Aictvowong YnoAloyiotomv), cbpewva pe tnv onoia to 2020 kdbe avOpwmog
otov TAovnn B pmopel va €xel €mg Kol 6 CLOKEVEG GLUVOESEUEVESG TAVTOYPOVO. GTO
A100TKTLO. (KahoBag Basirsioc)(Perera et al., 2014)

60

[Source: Cisco Internet Business Solutions Group (IBSG)]
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¥ Internet-connected devices per person

4

o

30

25

20

10

2003 2010 2015 2020

AvamTudn evguay oOvToTHToY GE oyfon pe Tov meykocuo manbuoud [16] [21]

1.1.2 To 6papa tov [oT

To 6papa tov 0T otnpiletan o tpeig (3) Pacikods TLADVEC:

1) Tepdotio €bpog kat TAN00¢ cuckevmv. H enkowvovia M2M Oa mepthapfavel TG0
OLGKEVEG YOUNANG TIUNG KOU KOTOVAAWMGONG EVEPYELNS, OGO KOl GUOKEVEG LYNADV
SVVATOTNTOV KOl TPOSLYPAPDV, OT®OG LPLN cvoTiuaTa dpacng (intelligent vision
systems), eEaptiuota eAéyyov unyavav (machine control modules), mhAeg petddoonc
dedopévov oe éEumva omitio (gateways in smart homes), KaOdG Kol KATAVAADTIKA
niektpovikd mpoiovta (m.y.smartphones, tablets, vmoloyiotég, smartwatches).

2) Efopetikd emextdoyn ovvosoyotnta. Avty eivor iowg M onpovtikotepm
nopbuetpog oty M2M emkowvovia, kabdg pio cuokevn mov dOgv givatl cuvoedepEvN
010 AwdikTvo dev pmopel va cuvepyaotel pe dAres. ‘Etot, n peyokdtepn mpoKAnon
OV OVTIHETOTILOVV Ol KOTAGKELAOTEG OIKTVMV EIval 0 GYeS0GHOG KOl 1] VAOTOINGN
L0 YOUNAOD KOGTOVG GUVOESIUOTNTOC, HETAED TOV TEPAGTION EVPOVS GUGKEVAOV TOL
avoeeépOnke  mpoNyoLHEVMOS, AQUPAVOVTAG LIOYN TS OTEPOTNTEG KOl  TIC
KOTOOKEVOOTIKEG OOLTT|GELS TOVG.

3) Awyeipion, €heyyoc kot mTPOGPOOT OTIC GUOKEVEG KOl TIC LINPECIES HECH TNG
teyvoroylag Cloud. H 13éa tov IoT dev agopd v avtdovoun Aettovpyio ke
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OLGKELVNG OALGL TN OLVEPYOSIO TOAA®DY GLOKELAOV peTa&D Tovg. Emopévemg, sival
aropaitnn N Ymapén KEVIPIKAOV HOVAO®MV JaXEIptong Kot AYNG amopicemy ava
peydio Tanon dwtdEewv 1 koupov M2M. Tlpoc 10 mopdv, avtd sivor ePKTd HOVO
péom tng teyvoroyiog Cloud.

Ocov a@opd otov emyepnuatikd topéa, 10 loT mpoceépel meplocOTEPES
dVVATOTNTES OTIC EMYEPNOELS Kat eumiovtilel Tov Topén vanpesiwv Cloud, Mobile
kot Big Data Analytics. Ot évvoleg avtéc a@opodV TG KIVNTEG EMIKOWMVIES, TIg
YNOKESG TANPOPOPIES, TO OOUOPAGHO TOVE, TNV OVAALGYN Kol TNV eEaywyn
ovunepacpudtov. H otpatnyin tov enyelpnoemv enavampocdlopiletoar doTe vo
alomoovy  0T0  €MOKPO  TIG  OLVATOTNTEG  OMOUOKPUGUEVOL — EAEYYOL KO
TAPOKOAOVONOTG TV S10POP®V TUNUATOV TOVS, SLVATOTNTES TOL TPOSPEPOLY T0 [oT
kol ou M2M emkowaoviec. o mopdoetypo, kabiotatalr duvaty 1 OTOUOKPLGHEVN
emTpNon Qoptiov oe @optNyd mAoia, O EAEyy0C TNG KOTAGTOONG KOl TOV
TEPLEXOUEVOV TOVS KOt O aKPIPNS TPOoIOPIGHOG TG ekdotote BEong tovg. Etot,
VOUTIMOKT EmLEipnon EEL TANPT EAEYYO TOV EUTOPEVUATOV TNG KAOE oTUyUn Kol vTd
0mO1EGONTOTE GYEGOV GLUVONKEG. (KakiBag Basiretog)

Onwg yiveton aviianmtd, to loT Ba €yel pio gupela yprion kot oty KabnuepvoTnTU
tov avOpomov. Opmg n xpnon Tov TPEmeL va yivel pe mpocoyn Kabmg amd avtv
pmopet vo, onpovpyndovv mpoPAnuota acediciag kot ehéyyov. Eival eoavepd 6t i
viomoinon tov loT dev pmopel va yiver pe 1o onuepvd eminedo eAéyyov Kot
acedAelag. Emiong, peydio (nmua yio v avamtuén tov omotelel Kot 1 1010TIKOTNTO
o0V avBpmmov. 'Etot tpénet va Ppebovv TpoOToL Yia Vo TPOGTUTEVOVTOL Ol TANPOPOPIEG
amd TUYOV AALOIMGELS KOl KATAGTPOPES KABMS Kot amd un e&ovslodotnuévn ypnon.
EminAéov, mpémel va mapéyel aSlomoteg mAnpopopieg, ot omoiec va eivor dtobéotueg
OTOVG YPNOTEG TOL TIC avalnTovv. AnAadr, mPEmel vo VIAPEEL JGPAAON TNG
OKEPOLOTNTAG KOl TNG EUMICTEVTIKOTNTOG TOV OEOOUEVOV OALL KOl TNG AOIAAETTNG
Aertovpyiog TOL VITOAOYIGTIKOV GLGTHUOTOC,.

Youmepacpatikd, n eroyn tov loT épyetan va tapdet Tig 160ppomieg TOV 15YVLOVY EMG
topa. Ot topeig otovg onoiovg Ba eoywpnoet to 1oT Ba BeAtudcovy v modTTaL
Lone tov avBpodmov kol Bo Bondnocel oA oty ££01KOVOUNGCT EVEPYELNG, ¥POVOL KOl
ypnpoatoc. To petafotikd otado eivar apketd d0voxoro kot yua va yivel o IoT owceio
otov GvBpomo Oa mpémer va Eemepaoctovv OAOL Ol Kivouvol Kot ot @Ofol mov
onpovpyet. Opmg amd v otryun mov 6Aot ool ot kivovvor Egnepactoiv, 1 (N Tov
avOpmmov Ba Exel OAALAEEL TTPOG TO KAAVTEPO.

H wropia tov [oT

To Awdiktvo twv Ipaypdtov (IoT) avaeépetor GTnV EIKOVIKY OVOTAPAGTOCT) EVOG
LOVOSIKG avVayVOPIGILOL OVTIKEWEVOD, G i S1OIKTVOKY LOPQN, GUVOEDEUEVO e
teyvoroyia Padio- cvyvotnrog (Radio-Frequency IDentification technology (RFID)).
O 6poc ypnowomombnke yu TpdT @opd omd tov Kevin Ashton 1o 1999 pe v
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OMUEPIVI] TOV EVVOLD, EVD VTTAPYOVY avapopég otnV PiAtoypagio ToVAdYIGTOV Ao TO
1991. H épevva mov yivetar méve oto [oT Bpioketon akdpa 6 Tpdo 6TAd10, Y10 TO
AOYO avTd Oev LVILdPYEL KATO10G KABOAKOG OPIGUOS TOL OPOV. ZVUPMVA, LE TOV OPIOUO
tov Kevin Ashton: “Znuepo ot LTOAOYIGTEG Kol MG €K TOUTOV Kot TO AladikTvo,
e€apTOVTIOL OYEdOV OMOKAEIOTIKG Oamd €UAG TOLG OVOPOTOVS OGOV APOPd TIC
TAnpopopieg. Lyeddv O6Ao 10 cuvoro Twv mepimov 50 petabytes (1petabyte = 1024
terrabytes) tov Sa0éciumv dedopévov oto AtadikTvo Onpovpyndnkav amd Tov
GvOpOTO, TANKTPOLOYADVTOS, EKYOPAOVTIOS L EYYPOON, AOUPAvVOVTOG Hio ymelokn
eoToYpapia | capmvovtag £va barcode ktA. Zvpupatikd doypdppoto Tov AldiktHov
nepapPdvouv  Stokopotéc (servers), dpopoAoyntég (routers) K.0.k, OAAG Ogv
TEPIAAUPAVOVY TOVG GNUAVTIKOTEPOVS dpoporoyntég, mov glvar ot dvOpwmotr. To
TpOPAnUa tvar, 6Tl 01 AVOP®TOL £YOVV TEPLOPIGUEVO YPOVO, TPOCOYN Kol akpifeta,
KOTA oLVERELW Ogv €lval TOAD OTOTEAECUATIKOL GTNV KOTOYPOPT) OEGOUEVAOV TOV
aQOPOVV TPAYLOTO TOL TPAYUATIKOD KOGHOV. ~ (Kevin Ashton,1999)

To IoT ocoppwva pe to IERC opileton mg "po Suvoptkn moyKoo o vrodopr Sktoov
HE OLVOTOTNTEG OLTO-OUOPPONG Pacilopevn o€ TPOTLTTAL KOl OLUAELTOVPYIKA
"Tpdyuata, mov £govv TOVTOTNTO
KOl YOPOKTNPIOTIKE Kot  €lvor KOV Vo XPNOUHOTOO0V  €VQLEIC  dlemapéc,
evoopatopéva oe éva diktvo mAnpogopiov". Ot AéEelg "Internet" wor "Things"
onuaivet éva  dtoovvoedepnévo  maykooulo diktvo Paciopévo oe  aoOnNTpES,
emkovovia, SIKTH®moN Kot Texvoroyia emeepyaciog TANPOEopLOVY, T0 omoio Umopet
va glvar n véa ékdoom g teYvoroyiog mAnpopopidv kol emkowvoviav (ICT).
Qo1660, 0 akppng opopog tov IoT eivar akdua ot dadikacioo oyNUATIGHOD TOV
VILOKELTOAL GTIG TPOOTTIKEG TOV AAUPAVOVTOL. (Shancang Li & Li Da Xu &Shanshan Zhao)

TPOTOKOAAO EMKOVOVIOG, PUOIKA KOl EKOVIKE

A dynamic global network have identities, physical

infrastructure \ J artriburtes, and virtual

personalities

with self configuring .

capabifftios und irteiigenl wilerfaces,
based on standard and

fritoroperalio and are seamlesshy
communication protocols infegrated
whare physical and wirtual mto the informalion
“things” netwark

O opropdig tov loT cdppova pe to IERC [18]
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1.1.3 Ta yopaxtnpiotikd tov loT

To Awdiktvo tev [paypdtov £yl Tpio ONUAVTIKA YOPOKTPLOTIKA:

o Awocvvoeoiuomta: Ocov agopd to I0oT, otdnmote pmopel voa eivon
OlIGVLVOEOEUEVO  HE TNV TOYKOGULOL TANPOQOPLOKT KOl  ETIKOVMOVIOKT
vrodopun).

e Things-related services: To IoT elvatl wkavd va mapéyel cuvageic vanpecieg
GUUG®MVO, UE TOVS TEPLOPIGUOVS TOV TPAYUAT®V, OT®MG 1 TPOCTAGIH NG
WOTIKOTNTAG KOl 1) CULOGLOAOYIKT] GLUVOYT] LETOED TOV PUGIKAOV TPOYUATOV
KOl TOV 0VTIGTOL®V EIKOVIK®Y TOVG,.

e Etepoyévewn: Ot ovokevég oto loT elvar etepoyeveis, kabmg Pacilovtal og
SPOPETIKES TAATPOPUES VAKOD Kol dikTua. Mmopohv va aAANAETIOpAGOLY
HE AALEC GLOKEVEG 1 TAATPOPLEG HECH OLOPOPETIKAOV SIKTH®V.

o Avvopkég oarayés: H katdotaon towv cvokevdv oAAdlel SUVOUIKE, Y.
umopet givarl o Katdotaon “Omvov” 1 oe Asrtovpyia, va givarl cuvoedepéveg
Kol / N omoovvoedepuéves. EmmAéov, o apBudg tov cvokevmv pmopet vo
OALAEEL OUVOIKAL.

o Tegpdhotieg wMpoka: O aplBUdc TV GLOKELAOV TOL TPEMEL Vo Eivat
Ol EPICIUES KO EMKOWVOVOLV UETOED TOVG, Ba elval TovAdyiotov pia Tdéng
peyébovg pEYOADTEPOG OO TIC CLOKEVEG TOL €ivol GLVOEOEUEVES GTO
Awdiktvo tdpa. H avoroyio g emkowvoviag mov mpokAndnke amd Tig
GLOKEVEG GE GUYKPLON UE TNV EMKOVOViO TOL TPOKANONnKe amd Tov avOpwmo,
B petaromotel oNUOVTIKE TPOG TV EMKOw@Viol Tov TPoKANOnke amd v
ocvokevn. Akoun mo kpiown Bo eivar n dwyelpion tov dedopévav Tov
Tapdyovtal Kot 1 epunveio toug. Avtd oyetiCeton pe v onpocloloyio Tmv
dedoUEVOV, KOOMC KOl LE TNV ATOTEAECUATIKT OLoYEIPIOT TV SEGOUEVOV.

Me Bdon v mapandve Oedpnon TOV «IPOyUATOV», EVaG TEPACTIOS OplOUog
OLOKELMV Kol Tpayudtov Ba cvvdéetar o010 Awdiktvo, mapéyovtag to Kabéva
dgdopéva kol TANpoeopieg Kot opiopéva, akopa Kot vanpecies. To opapo avtd
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EVIGYVEL TN oLVOESIOTNTA OO TO «k(Be- oTiyun|, oe kaBe-0Eom» Yo «KdBe-Evovy
o010 «KhBe-otryun, oe kdBe-0éon» yia «kdBe-t». To Awdiktvo twv Ipaypdtov Oa
UTOpoVGE Vo EMTPEYEL GTOVS aVOPOTOVE KO TAL TPAYUOTO VO €ivanl GLVOEdEUEVOL
mévto Kol TovTtoD, HE OTIONMOTE KOl OTMOLOVONTOTE, 1OGVIKA YPNCULOTOIDVTOS
omoladnmote dladpoun/diktvo kot kébe vanpeoia. (Ewc. 2.4) Kabe otryunq — Kdbe
0éon: Mépa, viyta, og Kivnom, o€ £®TEPIKOVG KOl ECOTEPIKOVS YDPOLS, ard 0 Pc 1
pokpld and avto. Kabe ti: Avaueoa oe PCs, avBpwmo mpog avOpwmo, avOpwmo mpog
TPAyLLOTO KOt TPAYLLOL TPOG TTPALYLLOLTOL.

Internet of Things

Connecting: Anitng

Anytime

Internet of Things — 6A connectivity [15]

Xmv ocvvéyewn Ba Tapovsidcovpe Ty €EEMEN Tov Atadiktvov Tev Ipaypdtov Ommg
anewkovieton mapokdto (Ewk.2.5) o didpopeg pacelc, oe oxéon pe v Teyvoroykn
e&éMEn kot tov Xpovo. To [oT Eekivnoe Omwg mpoavaQEPae e TN YPNOT NS
teyvoroyiag RFID, omoia ypnoipomoteiton 6Ao kou mepiocdTeEPO ota logistics, ot
TOPOYWYN QPOPUOKEVTIKOV TPOTOVTI®V, OTN AOVIKN Kot € SaQopeg Propmyovies.
Emumiéov, ot avadvdpeveg acOppateg teyvoroyies awcOntipwv €yovv emekteivel
ONUOVTIKA TIG IKOVOTNTES TOV GUOKEVMV OVTAOV Kol O EK TOVTOL 1) APYIKT £VVOLd TOL
IoT emexteivete oe mepipdAlovso vonuocvvn-Ambient Intelligence kot avtdévopo
éleyyo. Télog, teyvoroyieg OTmg acHppata diktva acOnmpwv (WSNs), ypoppmtois
kodweg (barcodes), éEvmvn aviyvevon, RFID, NFC, younAn xotavaioon evépyetag,
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acvpuateg emkovavieg, cloud computing kKot ovt® KabeENe, Bonbodv oty e&EMEN
KO TV TPOYLOTOTOINGT TOL 0papatog mTov ovopdletor Awadiktvo tov [paypdtov.

>

loT {2017 =)
= Advanced sensor fusion
-> Faster wireless connectiity
-= Predictne anahtics

Technolagy Evelution

Smart Things (2012~}

«> Mobde computing

-> Cooperating operations of objects
-> Connacted devices

WENs (2005~)
i->\Wirgless sensor networks
=» Clowd computing
-> Web 2.0
l=> Low energy communication |

sl Ability to sense physical warld

RFID (1999~}
-> Passie Identification | =" loT technclogy roadmap
J-> Wireless networks Related applications
=
2000 2005 2010 2018 2020 Tima

H &Zéhin tov loT [18]

1.2 H Apyrtektovikn tov [oT

To IoT Ba mpémer va givor oe Béon vo Tapéyel emkovovia e SIGEKATOUUDPLL 1)
TPIGEKOTOUUOPLO ETEPOKANTA avTikeipeva pHécm Tov Atadiktdov. 'Etol vmapyel pa
KpioUn avaykn yioo EVEAIKTN TOAD emimedn apyrtektovikny. O cuvexds avEavOrevog
aplOpdC TPOTEWVOUEVOV  OPYLITEKTOVIKAOV oKOUM Ogv oLYkAivel oe éva HovTELO
avaeopdc. Ev to peta&y, vtapyovv opiopéva Epya 6mmg IoT-A, to omoio mpoomabel
VO OXEQIACEL 0L KON apyLTEKTOVIKT Tov va. Baciletal otnv avdAvon Tov ovoyKov
TOV EPELVNTAOV KO TG Prounyoviog.

Am6 10 “pool” TtV TPoTEWVOUEVOV LOVTEL®V, TO PACIKO LOVTELO OPYLTEKTOVIKNIG fvart
avtd TV TPV emmédwv (3-layer), amotehovuevo omd TO GTPOUOTO EQPAPUOYNG,
OKTVOV Kal ovTIAnY”NG. Qotdc0, oty Tpdseatn PipAoypapia, Kamolo GAAL LOVTEAQ
éxovv mpotabel mov mpocsBétovv o mo apnpnuévn loT apyrrekrovikny. H Ew. 2.6
Oglyvel HepPIKEG KOWVEG OPYITEKTOVIKES, UETOED OAA®V KOl TO HOVIEAO TV TEVTE
emmédwv (5-layer) (dev mpénet va cvyyéetan pe ta TCP/IP otpopata). Xtnv cuvéyeta,
TAPEYOVLE 0L COVTOUT AVALPOPA GE OVTO KOl Y1oTi EMAEEAIE VO TO OVOADGOLLLE.
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Application Layer

e |

4) threelayer b middleware based ) 30A based d) five-layer

Pexveption L

H apptextovikn tov loT [13]

Objects/Perception Layer: To mpdto otpdpa, ta Aviikeipevo (CuoKELEG) | OTPOUO
Avtiinyng, avimpocmnedel TOVG PLGIKOVG aeOntpeg Tov 10T, mov GToyedovy 0N
ovAloyn Kot enegepyacio TANPOEOPIOY. Avtd T0 oTpdUe TEPLaUPdvel aicOnTipeg
KOl EVEPYOTONTEG, Ol OMOiol €KTEAOVV O1dpopeg Aettovpyieg, OM®G M LEWOPOAN
gpomuadtov  Bécemg, Oeppokpacioc, Pdapovg, kivnong, dd6vnong, emTdLVONG,
vypaciog, k.T.A  Tomomomuévolr  pnyoviopoi  plug-and-play  mpémer  va
xpNoonooHvTal amd ovtd To emimedo yw vo  pvbuilovror To £TEPOKANTA
avtikeipeva. To otpopa AviiAnyng ynoeromotel kot petapépet dedopéva oto Object
Abstraction layer pécm aGQAA®V KAVIAIDV.

Object Abstraction layer: To Object Abstraction layer petagépet to 0€d0pUEVA TOV
mopdyovtal amd To oTpOUN AvtiAnymg N AVTiKEWEVOY 610 oTpdpa Atayeipiong
Ynnpeowdv —Service Management pécm ac@almv kovolmv. Ta dedopéva pmopovv
va petapepfoiv pécw dapopmv texvoroyidv onwc RFID, 3G, GSM, UMTS, Wi-Fi,
Bluetooth Low Energy, infrared, ZigBee x.o. EmmAéov, dAheg Aertovpyieg dnwg 10
cloud computing kot ot dradikacieg dwaxeipiong dedopévav givar yeipiolpeg o€ ovTo
TO GTPOLLOL.

Service Management Layer: To otpopo Awyeipiong 1 Middleware cuvovalel o
VANPEGia HE TOV ouTovVTa OVTNG, Pdom devBuvong i ovopatog. Avtd 10 oTpO
evepyomotel toug [oT mpoypapHoTIoTEG €QUPUOY®DY VA SOVAEWYOLV LE ETEPOYEVN
avTikeipevo yopic vo Aappdvouy vaoéym Mo CLUYKEKPLUEVT] TAATQOPHO VAIK®OV.
Emutiéov, avtd to otpopa eneepydletor to AneOEvTa dedopéva, Taipvel amoPacelg
KO TOPOAOIOEL TIG OMOTOVUEVEG VINPEGIEG HECH TPOTOKOAAMY EVGVPUOTMOV OIKTVOV.

Application Layer: To otpopa E@appoyng mopéyet tig vanpecieg mov {ntovv ot
neddteg. Ta mapddetypo, 10 oTPOUE OVTO pmopel Vo TAPEXEL UETPTCELS
Bepuoxpaciog kol vypaciog aépo 6ToV TEAATN TOL PMOTA Yo avtd To dedouéva. H
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onpacio ovtod tov oTpdOpeTos Yo To [oT elvar 6tL €xel T duvatdHTTO VO TAPEXEL
¢Eumveg VIMPEGIES VYNANG TOOTNTAG Y10 TNV KAADYT TOV aVOYKOV TV TeELoTdV. To
otpoua Eeapproyng kohdmtel moAlég kabeteg ayopés OTmMG T0 £EVTVO OTiTL, KTNP1O,
petagopéc, Blrounyavikoi Avtopatiopol kot tnv €Eumvn vyelovopk Tepifoiyn.

Business Layer: To Entyeipnoioxo otpopo (management) dtoyeipileTon TIC GUVOMKEG
[oT dpactnpioTTeg Kot vanpecieg tov cvotNuatoc. Ot evBHveg aTOL TOV EMMEOOV
elvar  vo  owodouncel  €va  EMYEPNUOTIKO  HOVTELD, YPOPIKES TOPAUCTACELS,
Swypbupoto pong kAT, Pdoel tov AneBéviov dedouévev amd TO GTPOUN
Epappoync. Emiong, avaivel, oyedwdler, viomotel, a&oroyel, mopakorovdet,
avantoooel ovoyetiliopeva 1oT otorgela kot vmootnpiler ™ dwdikacio ARYNMg
amoeacewv, Le Pdorn v avdivon peydiov oykov osdopévav (Big Data). Emmiéov,
OVTO TO OTPOUN GLYKPIVEL TO OMOTEAEGUO TOL KAOE EMUTESOL HE TO OVOUEVOUEVO
OmOTEAEG O Y10 TNV PEATIOOTN TOV LANPECIDOV KO TH S10THPNOT TOV ATOPPNTOV TOV
YPNOTOV. (Al-Fugaha et al., 2015)

Ot apyrtekToviKég mov doveiloviol To GTPMUTA KOl TIS £VVOLEG TOVG amd GTOiIPEC
OKTOOV (OTT®G TO LOVTEAD TOV TPLOV EMITEIWV), OEV AVTUTOKPIVOVTOL GE TPOLY LTI
[oT mepifdArovta, dedopuévon OTL, T.Y., TO CTPOUO KOIKTVOVY OEV KOAADTTEL OAEC TIG
VTOKEIIEVEG TEXVOAOYiEG Ol omoieg petapépovy dedopéva oe o ToT mhateodppua.
Emumiéov, avtd 1o poviéda €xovv oyxedlaoTel Yo GLYKEKPIUEVOLS TOTTOVS UEGMV
emkowvoviag 6mwg to WSNs. To o onuavtikd ival 0tt ta otpopota Ba “tpéyovv”
0€ OVLOKEVEG TMEPLOPICUEVOV TOp®VY. [l To AdYo ovtd, dev eival amodekTd Eva
otpopo cav 1o Service Composition-X0otacn Yrnpeoiog ommv SoA ( Service
oriented Architecture) apyitektoviky, vo. katoAapPdvel éva peydlo KAAGHO TOV
YPOVOL KO TNG EVEPYELONG TNG CLOKEVNG Y10 VO EMIKOIVOVIGEL LE AALEC GUOKEVEG KOl
VO EVEOUOTAOGEL TIG ATOPAITNTEG VN PECIES.

210 HOVTEAO T®V TEVTE GTPOUATOV, TO oTpOUa EQappoydv givar n dtacvuvoeon Ue
NV omoio Ol TEAMKOL ¥PNOTEG UTOPOVV VO OAANAETIOPAGOVY LLE 0L GLGKELT Kol VOl
0étouv epotuarta. [Mapéyer emiong po demapr oto otpodpa Enyeipnoemv, 6mov
VYN0 emmESOL OVAAVLOT Kol avapopEc umopovv va mopayBovv. Ot unyavicpol
eléyyov g mpdsPaong ota dedopéva og eminedo E@appoyng, yivetar eniong oe avtd
10 oTpopa. Aoupdvovtag vroyn oA T TOPATAVE® OTO TNV MU0 TAELPA Kol TNV
AmAOTNTO TNG OPYLTEKTOVIKNG OO TNV GAAT, TO LOVIEAO TOV TEVIE-CTPOUATOV gival
10 7o £Papposipo yo tig loT epapuoyéc.

[Ipéner va onueiwbei, wo1600, TOS €Nl TOL TAPOVTOG, OEV LILAPYEL KATOLO EVPEWS
QTOOEKTN OPYLTEKTOVIKT TOL Atadktvov tov [payudtov. Apketd dpbpa mpoteivouv
OLAPOPES EVVOIOAOYIKES OPYLTEKTOVIKEG OYEOTAONC, EVED AAAN TPOTEIVOLY KPLTHPLOL Y10
™V aE0AOYNON TOV TPOTEWVOUEVOV OPYITEKTOVIKAOV, KAOMG KOl U EVVOIOAOYIKT
OPYLTEKTOVIKY| TTOV VAL OVTOTOKPIVETOL GTIC OOLTHGELS TOV EEVTVAOV OVTIKEILEV®V.
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1.3 Epappoyég IoT

1.3.1’E&vrva. Epyootéoia

‘E€unvn  mapoayoyn kot €Eumva €pyootdoto. amotelobv  pio yeViK©] €vvoln NG
TAPOYWYNS OV OmocKonel otV Pedtimon ¢ mopaymykng dadikasioc. H é&vmvn
mopayoyn sivor pio Odikacios. wov ypnolponmolel EAeyyo amd MAEKTPOVIKOVG
VTOAOYIOTEG, povteAomoinon, big data aAAd kot GAAOVG aVTOUATIGHOVS HE GTOYO TNV

0pYAV®OT] TNG TOPAYWDYNG.
H é&umvn mopaywyn oeeieitor and Tig VEES TEXVOAOYIEC GTOVE TAV® GTNV LETOPOPA
dedopévev Kol emkowvovia Tov unyovov. Extipdtor 6tt Oo amotelécel ) véa
Brounyavikn eravéotoo.

To wotitovto National Institute of Standards and Technology (NIST) opiler v
EEumvT TOPAY®YT] OC GLGTAHHATA TO. OTole Elvol TANPWS OAOKANPOUEVE GLGTLLATO
TOPOYOYNG TO. OTOI0 ATOKPIVOVTOL GE TPAYUATIKO ¥POVO MOTE VO IKOVOTOL00V ava
TAGo GTIYUN TG OMOLTHGELS KOl TIG GUVONKEG TOL JOUOPPDVOVTOL GTO EPYOGTACIO,
070 0ikTVLO dravopng aALd Kot oty {NTNON TOV KOTAVOAMTAOV.

O opyaviopodg Smart Manufacturing Leadership Coalition (SMLC) opiletl v €vmvn
TAPOYWYN O TNV KovOTNTA Vo UTopel va AOvel vdpyovto AL Kot HEAAOVTIKA
wpofAuato HEC® UioG ovOLYTHG LITOJOUNG 1) OTTOL0L EMLTPEMEL TNV EPAPLOYN AVCEDV
TOVTOYPOVO, LUE TNV TAPOYWYN EVO TOPAAANAA Tapdyetl Kot TAeovalovoa adia.

(Manufacturingtomorrow.com, 2018)
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[TAéov dev yperdletor Kaveic vo Kortdéel amd mOAD KOVIA TV TopAy®Yn OCTE Vo
KatoAdpel 6Tl 0 TPOTOG e TOV 0MOi0 AEITOLVPYOVV GNUEPO TO EPYOCTAGLN £E0PTATOL
aueoca amd v eEEMEN g texvoroyiag. H epappoyn tov vEwv texvVoAoYLOV KAVEL TN
dwdkacio TG TOPAY®YNS MO €LELN KOl SVVOWNIKY EMTPEMOVTAG TNV 10€0 TOV
¢Eumvav epyoctacinV va Yivel TpoyuaTikdTnTo.

Katavoovrtag to £Eumvo gpyostdcio

Apycd, o 6pog €ELTVO €PYOCTAGLO AVOPEPETAL G Eva TEPPAALOV OOV O1 UNYOVEG
Kot 0 e€omMopog eivar oe B€om v BEATIOGOVV TI TOPAYOYIKES JAOIKOGIES HEGM
avtopaTicpov Kot avtoPertioonc. Ta opéAn dev mepropilovior otV mapaymyN TOV
TPOIOVTIOV O0AAGL Kol oe ddikacieg Omwg m opydvoon Kot dwayeipion G
€POOIAGTIKNG AALGIOG AALA Kot TNV €EEMEN TV 101V TV TPOTOVTMV.

Qot600, 1N TWOPAYOYN TPOYUOTOTOIEITOL HEGOH OTOVS TECCEPLS TOIYOLG TOL
gpyootaciov. H doun evdg é&umvou epyootaciov pumopei va meptlapfavel cuvolospo
NG TOPAYOYIKDOV, TANPOPOPIOKAOV KOl ETIKOWVOVIOKOV TEYVOAOYIDV HE dLVATOTNTO
EVOOUATOONG 6€ OAOKANPN TNV 0ALGIOA £POOACHOD TNG Plropmyaviag.

Olo avtd tor EeYoPloTd PéEPN TG TOPAY®YNG Umopohv va cuvdehobv péow evig
dwrtoov Internet of Things (IoT) N péow dAA®V TPOYOPNUEVOV OALOKANPOUEVOV
KUKAOUATOV, TO OToio emTPEMOVY TNV PETPMOT, TNV aicOnon, tov éAeyyo Kot TNV
eMKOVOVia HETAED OAMV TOV TUNUATOV TOV GUUUETEXOVY GTHV TOPOYMYN.

Ov moOnT)peg emrpémovy to IoT
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Kevtpikd xoppdrt evog éEumvou epyostaciov amotelel 1 texvoroyia mov eMTPENEL TN
ovAhoyn dedopévav. Avtod Tov €id0Vg 1| TEXVOAOYiN GE GLVOLAGUO LE TOVG EEVTVOLG
o0 T PES, TAL UNYOVILLOLTO, KOL TN POUTOTIKY], GUVOETOVV T VPO TOPUYDYNG.

Ot awsOnmpeg Ponbovv oty mOPaKOAOVONGT CLYKEKPIUEVOV JOOIKAGIOV TNG
TOPOYOYNG UE OMOTELEGHAL VO, VITAPYEL ALENUEVN EMyvmoT 6To Tt aKpPdg cupPaivet
o€ O\ Ta eminmeda TG mopaymyNs. [a mapdaderypa, ot acOnTpec SovioEDY UTOPOLV
GUECOH VO EVILEPOVOLV Y10l TO TOLOL UNYOVALLOTO, POVAEUAY 1] KATOO0 GAAO €id0G
eEomhMopol yperaletar ovvtpnon. Avtod Tov €00VC Ol WIKPEG TPOEOOTON|OELG
OTOTPETOLV KIVOUVOLG Y100 TPOPANUOTA TOV UTOPOVV VO TPOKAAEGOLV (Nl 6TV
TOPOLYOYT).

[Tapopowa teyvoroyia aiwcOntipov pe avti tov SDVs (Self-Driving Vehicles)
ypnoonroleiton Kat kotd ) dwyeipion t@v vAKoOV. 'Etotl avédvetol n amrodotikotnta
Kot 1 ac@dreld KaBdg 1o TPoidv Kiveitol Héca 6To €PYOSTAGL0. AVTOV TOV €100VC 1M
POUTOTIKT €YEL TN OLVOTOTNTA VO OVEYVEVEL TNV TOPOVGia avOP®OTOL 1 KATOL0L GALOV
eumodiov mov Ba umopovice vo TapeUTodicel TNV opaAn Asttovpyia ™ mopaywyne. H
duVaTOTNTO TOL VO UTOPEIG Vo amo@eVyelg auTOHOTO TETOWOL €I00VG EUmOdL,
anotelel TEpAOTIO TAEOVEKTN LA KOODG TO €PYOSTAGLO Asttovpyel evpubpa.
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H enwcowovio kabdg Kot 1 duvatdtra xpnooroinong tov 0e00UEVOV Eitvat Kot o
Baocwkodg Adyog mov tomobetodpe mAEov Tov Opo “é€umvo” pmpootd amd TO
gpyootdoto. Ot véeg teyvoroyieg mov avadhovior GLUUPBAALOLY ATOPAGIGTIKG GTO
eyxeipnua tov €Euvmvav gpyoctaciov ta omoio amd TOAAOVG Bempodvtal ®¢ 1M
Bropnyavikn emavadoTocn TG ETOYNG LLOG.

OvclooTikd, gival 1 xpNnon TG EVEVING GTO EPYOGTACIO TOV EMITPENEL EVOL SVVOLIKO
Tapoy@ykd mepPAAlov Kol To EMBVUNTO OTOTEAEGLOTA, LELOVOVTAG TO, KOGTOG KOl
avédvovtog Ty modtnta kot v aglomotia.

[log Ba ennpeactoiv o1 B¢cerg epyaciog ota epyosTdora?

Kobong 1o é&umva epyootdoia Ba apyicovv vo mapovoidlovial, 0 poOAog ToOV
epyalopévav Ba apyicel k1 avtodg va aAhalel. Oa givon eEgMypuévog oe oyéom pe TV
topwvn Tov Béon. O gpyalduevog mhéov Ba avarapfdavel o chvOetovg porovg Kabmg
0 OQLTONOTIGUOC TNG TTapaywyns Bo katahdpet Tig emavalapPavopeveg epyaciec. Exet
amodeyel and Epevveg O6tL N &EMEN TG TEXVOLOYing dev peldver Tig Béoelg epyaciog
amAd aAAdCel o porog Tov KdOe epyaldpevov mAEov.

SOUTEPACHUATIKA, 1) EMEVOVON €VOG EEVTVOL £PYOCTAGION MQEAEL TOVE TOAPAYM®YOVS
KaBdg Onpovpyodv €va o ac@arég Kot aldmcGTo pYOsTAGLo

Hopadeiypota “£Evnvnc” mapaywyng
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Caterpilar

H etoupio unyovnuatov ko eEomiiopov Caterpilar onpocicvce cuvepyaoia pe v
Uptake, n omoia eivar pia etapio yio analytics, pe otoxo va fonbnoet tovg mehdteg
™G TPATNG VAL £YOVV UEYOADTEPT EMYVOON Yol TNV KOTAGTACT] TOV UNYOVIUATOV
TOVG, VO LTOPOVV dNANON VAL T TOPAKOAOLOOVV Kol VO OPYOVAOVOLY TOV GTOAO TOVG
660 T0 dvvaTdv Mo amodotikd. H etaipio vrootpilet 6TL 01 TEAATES YPNGYLOTOLOVV
NV TEXVOAOYiL 0VTH Yo va EMPAETOVY TOLG GTOAOLG TOV UNYOVIULATOV KOOMG Kot
aviyvebouv ta emineda Kovoipov oe KGO pnyovn. BéPara, vmootnpiletor otL M
ouvepyacio oVt oToYEVEL Vo avePfdoel Tic vampeoieg g Caterpillar oto enduevo
eminedo.

Doug Oberhelman, CEO of Caterpillar woyvpileton O6tL e v €@appoyn| tov véwmv
teyvoloylidv mov @épvel 1o [oT diveton pio véa TPOOMTIKY GTOLG TEAATEG KOOMG
A éov Eepehyovv amd T Aoyikn ‘repair after failure’ kot mAéov €yovv ) dvvaTdTNTA
tov ‘repair before failure’. Amotélecspo avtov eivor n peyistomoinom tov KEPAIOLS
TOV TEAUTAOV HECHO TNG KAADTEPNG OLOYEIPIONC TOV GTOAOD TOV UNXAVUATOV TOVG.

(Today's Motor Vehicles, 2018)
Airbus

H Airbus, pio and 11¢ M0 16)vpég €Taupieg OV AGYOAOVVTOL LE TNV KOTOGKELT KO
GUVINPNOT AEPOCKAPDOV ¥PNOIUOTOLEL TIG TEYVOLOYiec Tov [0T og peydro Babuo. Oyt
puovo glodyet TIg Kavovpleg teyvoroyiec Tov IoT ota mpoldvta g (aepomAdva) aAld
KOl T EPYOAELR TOV YPTGLUOTOLOVV Ol EPYATEG KATE TNV TOPOYMYIKT 1OOIKAGTA.
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[Na v Airbus, 10 gpyootéoilo Tov péAlovtog meptapavetl Evav £pydatrn o omoiog [e
™ xpNon evog tablet | smart glasses pmopel va opyavadcel pio GuYKEKPIUEYT Epyacio
Kol HETA va TN HETOOO0EL 6e €va poumoTikd epyoieio to omoio Oa extedécel v
epyacio pe emruyio. Zvpeova pe tov Jean-Bernard Hentz, head of PLM R&T &
Innovation at Airbus ICT, pe 1o va cuvdéglc Tovg avOpmmTovg Kot to. Epyareio TOV
ypnoonoovyv oe pio mAateopua [oT, oxt pdévo emroybvel TNV Tapoy®yn 0AAY Kot
av&avel kot v aglomotia.

(Anon, 2018)
(Drinkwater, 2018)

Siemens

Ot I'epuavol mhvta NTav oIV TPOTN YPOUU GE OTL QPOPA TNV KOVOTOMIO GTNV
Tapoywyn, dpo yuoti o arotelovce €idnon OTL YpNGILOTOOHY NN TIS TEXVOAOYiEG
tov [0T? Xg éva gpyootdolo oto Amberg, 10 yepuavikd mhOog Yo TEYVOAOYIKN
Kovotopion €ival TPOGMOTOTOINUEVO, Oxl UE avTd OV KAVOLV GAAL HE TO TAOS TO
Kévovv.
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To Siemens AG plant amotedel pépog TG GLVOMKNG TPOGTAOELNG TNG YEPUAVIKTG
KuoBépvnong vy TV avamTuEn TANPOS OVTOUATOTOUNUEV®Y, GUVOESEUEVMOV GTO
Tvtepvet éEumvov epyoctacimv.

To gpyootdoilo mov Kataokevdlel avtopato punyoviuata yioo tnv BMW oyvpiletan
otL etvar 10 AMyotepo 75% oavtopatomompévo pe tovg 1150 vroAiniovg vo
YPNGLOTOLOVV VITOAOYIGTES KO VO TapOoKoAOVBOUV TV Topaymyikn dadtkacio. To
yeYovog antd £xel avénoet v amdooon Kot £XElL LEUDOEL TAL KOGTN KATL TOL MGTOCO
TO TEPLUEVOLLE OO TNV YEPLOAVIKT Propmyovia.

pe¢ (Think Progress UK, 2018)

1.3.2"E€vnva avtokivnta

Ta avtokivnta tov péAAovtog Ba eival acEUAEcTEPO Kot Yio TOVG EMPATEG OAAG Kot
vy Tovg meCovs Kot B TPOSPEPOLY AGPAACTIKEG LANPEGIEG OMMG pay-as-you-go
insurance onAaodn, To ac@AaAlcTpo Bo vmoAoyilovion oavaioyo pe TOV TPOTO TOL
odnyel o KaBe odnydc. Tuvorikd, ta €Evmva avtokivnta Bo Tpoceépovy pia Mo
ocuvopraotikny eumepio odynonc. H Hewlett Packard copfdaiier otmv toaydtepn
aeiEn tov €ELTVOL CVTOKIVATOL HEG® TOV GULUVOVLOAGHOD TV TEXVOAOYIDV TTOL
TPOGPEPEL.

21ic dvo dekaetieg mpwv Aovoapiotel n texvohoyio OnStar 6e cvvepyasio peta&d
General Motors (GM), Hughes Electronics, kot EDS, 1 16éa tov é€vmvov avtokivijtov
mov Ba eivor ovvdedepévo oe €va diktvo kot Bo avioAAdosl TANpoopiec NTOV
eCapetikd  apeheyopevn. Ilépa amd v kevipikn 1W0€a TOV  GLVOESEUEVOL
avtoKwvftov pe mpOcPacn oto internet, avolyovv Kol vEEg ayopég, OTMG
Vehicle-to-Infrastructure(V2I), Vehicle-to-Vehicle(V2V), Vehicle-to-Cloud(V2C),
Vehicle-to-Pedestrian(V2P), and Vehicle-to-Everything(V2X).
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Mio mpocpatn £€psuva mov OSeENybet amd TO KEVIPKO TUNUA EPELVOG NG
avtokwnroPlopnyoaviag tOvice Ott éva péGo  owvtokivnto Tdpa mEPLEEL 60
pikpoenegepyaoté Kot Tavm omd 10 eKaToppvplo YPoUUEG KOSTKO EVE O OVTIGTOLYES
YPOUUES KOO Yo €vo agpomtAdvo Tomov Boeing Dreamliner airplane meplopifovran
o010 uoo. Ta avtokivinta £rovv apyicetl va yivovtor oAoéva Kot o EEumva Kot péEypt
10 1€A0¢ ToVv 2018, éva ota mévte avtokivnta Ba Exel yvdon yo TNV KoTdoToo TOV
kot Bo elvar wovod vo popaletal TANPOPOPIEG GYETIKA HE TNV UNYOVIKY| TOV
KaTAoTaon, TNV Tomobecia Tov KABMG KAl Vo, EVUEPDVEL Y10l TNV KATAGTACT] TOL
Y®pov otov omoio Ppiokerat. H wkavotta Tov avtokiviitov va avtonpocdlopiletat
o€ TPAyHaTIKO Ypdvo pall e v avaykn vo etvat cuveymg evepyod, amortel aglomaor
oLVOEST 610 J1adikTLO KaBMDG Kot Avcels Tomov Internet of Things.

H evpeia ypnion tov 4G LTE aArd kou n emepyduevn teyvoroyio tov 5SG diktowv Oa
aLENCOLVV TEPAUTEP® TIG SVVATOTNTES TOV EELTVAOV AVTOKIVATOV Kol Oa d1evKoAvVoLY
ypnyopoTEPN TOLTNTO UETAOOONG Kot HEYaALTEPO Gyko odedouévav. H etarpieg
EMKOWVOVIOV UTOPOLV EVKOADL VO TAPEYOLV oL TETOOVL €100Vg GHVOEST GTO
J1dikTVO EVA TV TOYPOVA YPELGLETOL KOt 1) GLUPBOAT EVOG akOpa £TipOV TOL B divel
Moelg péom g texvoroyiog Tov Internet of Things yo va tkavomotet Tig avérykeg g
avtoflopnyaviag.

Avtoxiwvnropropnyavia kor loT

Kabdg o aplBudg 1tV oLVOEOEUEVOV  OLTOKIVATOV — OVLEAVETOL, M
avtoktvnroflounyavia Oa kivnbel pe Baon mévte dEovec:

1) Poyoywyio: emkowvmvia 1yov, eEQTOUKEVUEVT] LOVGIKT

2) IThonynon: Evnuépwon yia tv kivnon otovg dpopovs, evpeon taxdTepns
Sl dpOUNG

3) Aocodlewn: 'E€umvn kinon SOS (eCall), ookr| fondeia

4) Amodotikdg  vmoAoylopog  €£00wv:  YTOAOYWOUOG  OCQOMOTP®V,  €§
OTOGTACEWMC UNYOVIKOG EAEYYOS, CUVTINPNON

5) Inpopés: Hiektpovikés mAnpopés dodimv, kpdtmon 0éong mépkivyk kot
TANPOUN

H e&éMén tov é&unvov avtokvitov and V2I e V2V, kot avavopevon V2X, divet
TN SVVATOTNTO GTOVG KOTOCKEVAGTEG OVTOKIWVATOV Vo dtapopomomBovy and tovg
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OVTOY®OVIOTEG TOVG, PaciOUEVOL GTIG NAEKTPOVIKES VINPEGIES OV TAPEXOVY GTOVG

TEAATEG. TNV TOPUKAT® KOV TOPOVGLALOVTOL LEPIKE GNUAVTIKE TOpadEly LT

o

o

Figues 1. Connectivity diffecentiatian

Advanced

Future cars will generase
thousands of data points per
spcond, providing both
customers and awso dealers
the information they need fo
predhict pofential vehice
kssues before shey happen.

Telematies.

Drwvers have a wide range of
seouity features that keep
them connected and safe in
e event of an emergency,
including awtomatic crash
natification, stoken wehide
tracking, and roadside
assisiance.

Remote services
Ciectomers can confrod thair
connected wehicie from their
wireless dewice. These remoe
servioes include locating ther
car im & parking lot, sending
directions to the vehick, and
starting it remabely

Rear seat inforainment
&5 LTE speeds avalable vwa
Built-in mobile hotspat
enahiles serdices such as
Internet radin, video

streaming, ‘Web browsing,
and mare.

Family tracker
Receive notifications and
track a young driver when
they have traveled beyond
predetermined boundaries
ar crassed a preset

speed limit.

D

Valee recagnition
Consextual vosce consrol
enabies hands-free senvices
and miane, helping 1o oreate
a safer driving expevience.

Autemotive app store
Connect and download
specialized autcmative
applications for all
enterfainment and
connected vehide needs.

Vehicle updates
Have the vehicle updated 1o
the latest frmware and
softwane without making an
appointment at the dealership.

Connected media
Pazsengers can purchase
mecka and download songs,
aischa books and maps, and
shream miusic on the go.

Global services

C5Ps are working with
automodive manufacturers fo
make conneching vehiches easy

Ini couniries aoross the wordd

[Mopdrho mov Tt é€umva awtoKivTO OWTN TN OCTIYUN OVIWIPOCMOTELOVLY £Va KPO
T0G00To NG etnotag ayopds (10%), extpdror 6Tt n {Rnon Oa entd-mlacactel ta

enOpEV YPOVIAL:

30



100

a2
a0 ” 88
a1
a0 78
” 75
. 59
0
50 47
40 12
30
22
20 g e
10 5 7 II
m | |
! 2013 2014 2015 2016 2017 2018 2019 2020

Global cars shipped B Shipped with connectivity Global

Figues 2. Global connected car growth'

Eivat avopevopevo Aomdv 41t 1 avamtuén autdv TV vE®V SLUVOTOTHTOV 6T £EVTTvaL
avtokivnto. odnyel o€ OAAAYN TIG POEC TOV €G00MV YL TOLG TOPAYWOYOVS TV
avtokwvftev. Extipdror 60tt péyxpt 1o 2020 10 70% OA®V TOV OVTOUATOTOUUEVOV
EVEPYELDV TOV KOTAVOAOT®OV Ba yivetar ymoetaxd. TEtoleg evépyeleg pmopet va etvou m
TPOAYLLOTOTOINGT EVIOADY GE TPAUYUOTIKO ¥pOVO amd To avtoKivnto ( yio mopddostypa
10 Vo KAgIGEL Amd POVO TOL £val pavTeROV Yo GuvTpNoN).

To avtokivnto tov péAiovtog Ba eivarl Kot €va o ac@arés PHEPOS Yo OAovG. 1déeg
Om®mG M epappoyn g e&umvadag tov ounvovg (Swarm Intelligence) divouv
dUVATOTNTO GTOVG 0dNYOVS VO €XOLV EVNUEPMOY] GE TPAYUATIKO YpOVO Yoo TNV
KATAOTOGT TOL 030GTPOUATOS KABMG Kot Yo TG Kopkég cuvOnKeg mov pmopel vo
Bpebovv avtipétomor amd GAAo avtokivito Tov PpicKovVIol GE GYETIKA KOVIIVEG
arootdoelc. [a mapdderypo, o 0dnyog dev B evnuepOVETAL HOVO Yo TNV TOPOVGia
Téyov 610 000GTpOLN CAAG Kot TV akpiPn BEom tov oty dadpopr). Ot emkovavieg
TOmov V2V kot V2X pécm SukTiov HEYOA®MV TOYLTHTOV Y10 TNV LETOPOPE SEGOUEVOV
Kaf1oTOLV £va TETO10 TAUVO EQIKTO.

Ot dvvatOTNTEG TOV £ELTVOL OTOKIVITOL dEV TTEPLOPILovTal HOVO GTO VO TANPDOVEL
avtopoto yroo ayafd kot vanpeoieg 6nwg to mETPEAAIO Kal ot Béoelg parking aAAd
neplhappdvouv kot 1o Béua g acediewnc. Ta acediotpo Bo vroloyilovrot
StapopeTikd kabmg Ba AappdveTor vIOYY Kol 0 TPOTOG OV 0dNYeElL 0 KABe 0dNYOC
(pay-how-you-drive insurance). H pébodoc avtn Oa emiPpafevet toug Karovg 0d1yong

31



LELOVOVTAG TOVS TO A0PAAMOTPA TOVG. AvtifeTa, o1 ampoOcekTol 0onyoi Ba kKinBovv va
TANpOCoOoVY Tapomdve. BAémovtag Odeg autéc TIc Kavotopieg mov gépvel to EEumvo
avtoKivnto €ivar TPoEavEg OTL M (PNOT VIOV TOV VEMV TEXVOAOYIDV KOVEL TNV
001 YNON U0 GLVOPTOCTIKTY EUTELPIQL.

[oT Platform

H apyrrektovikn yuo v mhoteoppa [oT mov ypnowonotei n HPE dwopopeopévn ot
enineda mapovoidleton mopakdte. H miatedppo avty dlvel m duvatdTnto oTIC
etapieg CSP (Communication Service Providers) va mapovcidcouvv kaivovpio use
cases Kot ypyopo vo, TETLYOVV EMTLYN OOTEAEGLOTA, T, OO TEPIAAUPAVOLV:

d Mewopévn molvmlokdmto AdY® NG YPNONG TPO-OAOKANPOUEVEOV LOVIEA®DV
Yo TV amOKINoN, EAEYYO KOt OVOALGT OEOOUEVMV

1 Mewwpévog kivouvog Adym TG GOUUOPPOoNG (e To oneM2M mpdtumo

A I'pnyopotepo time-to-value Ady® 1TNg YPNONG TOV HOVIEA®V TOTOL
“as-a-Service”

HPE Universal IoT Platform layered architecture:
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Enterprise-specific applications and use cases

Private network (RF, Wi-Fi...) CSP network (fixed/mobile)

loT gateways

loT devices and connected objects

1.3.3 Topéag EEvtvev Yrodopdv

H evoopdtowon £Eumvev avTikellévaov e QLGIKEG VTTOOOUES UITopEl Vo BEATIOGEL TNV
eveMéia, TV aSl0mToTIO KOL TNV OTOTEAEGUOATIKOTNTA GTN AEITOLPYIL TWV VITOSOUMDV.
AVTd o 0PEAT UTTOPOVV VO LELOGOLV TO KOGTOG KOl TIG OMOLTHOELS GE OvVOPAOTIVO
Suvopko, Kabmg Kot va eVIGYOGOVV TV ACQAAELL.

"E&umtvo Xmitu

21 onuepwn gmoyn, to E&umvo Zritt amotedel avadvoevn Qopuroyn Kot TPOGOEPEL
éva. ovotnua Sloyeiplong KOTOKIOV HE KOPLOL YOPOUKTNPLOTIKA TNV GVEST, TNV
€UKOAla, TNV efowkovounon evépyelng Kot TV oocediewn. O  opiopdc TOL
OLVOESEUEVOD OTITIOD Elval SLPOPETIKOG Yo SPOPETIKOVG avOpdmovg. Me omAdd
Aoy, éva €Eumvo omitt gival avTd GTO OTOI0 Ol GLGKEVEG £YOLV TN JLVATOTNTO VO
EMKOWVOVOUV PETOED TOVG KoOMG kol pe 10 “é€umvo” mepifaiiov Tovg. ‘Eva éEvmvo
onitt dlvel 1N dvvaTOTNTA GTOV WOOKTATN Vo TPocapuolel kot va eAEyyel 1o
neplpdAlov tov omtov. To ocvotua Béppovong pmopel vo TPOCAPUOCTEL OTIG
TPOTIUNGELS TOV OI0KTNTN Kol otov kopd. Ta eoota umopovv va, aAlalovv kot va
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TPOCAPHOCTOVV AVAAOYQ LE TNV DOPO TNG NUEPAG KoL TNG VOYTAS. Me TNV KaTdAANAN
TAPOKOAOVONOT KOU TO GUOTAMOTO GLVAYEPUOV, umopel vo pewwbovv 1 vo
amo@evyBovv meprotatikd dappnéng. To ko6cTOC ™G evépyelag umopel vo pelmdet,
offvovtag auTOHOTO TIC MAEKTPIKEG GUOKEVEG OTOV OVTEG OV YPNGULOTOLOVVTOL.
Yndpyovv mAéov morrég Swnbéoyeg teyvoroyiec IoT yio v mapakoAiovOnon kot
owodouNon TV £Eunvev omtidv. Kotaokevaotés KatavaimTik®y Tpoidviev Onmg
ot Belkin, Philips, Amazon kot Haier £€govv non xabopiotel og e&€yovoeg etarpeieg
GTNV ayopd avT).

Intermet Telephones

HAl Web-link § allows you Control your HAL

fo control and see ekatus  Syatermn and got

of your HA| Sysbem from - gistus via any
aryvabiese v ia B weels phone af home or
away. Aluo, gela
call o adyee on

e pedaliire, SecuTly

Motson Detoction
Serves a dusl puipose: Security bor
LR, GEoupatey b duleials iSRG

FPool & Spa

Conlial lillefs, Limars,
haating, lemperstures,
#dar conred and more

Be comboriabie @ horme.
Sanve anedgy whon you
are away. IndoorfOubioor
iempersiure and energy
e SgperTie il

spaalely Ul -lsbad
Securiy is buit
iin to Omni-lamily

Vahicle Detection

!

Announce Vislors. tun on  Lighting controben 11 zhllli-lﬂndlh Audio i

Eghts, and awitsh on TVis  Aschitectual gquality lighiing onlral misic selections

Wiy drhily,. G, eontrol, passive security far rrigation volums around the heuds wilh
i ™ el HAI controllers can your Ormo

comtral your Erigaton
soleneid vabees for
lawr Bprimkbers, plus
ingastn for raem sermng

Omnistat by HAal
CommunEating Hrermoslats
for hewling & coaling contnol,
Dispiays tene and oubdoor
LRt akui g,

21 ovvéyeln, Ba Teptypa@ovv ot KOpleg Agttovpyiec mov tpocepépet o 'E&umvo Xmitt
pe okomd t PeAtioon g morotrTag (NG Tov avOPOTOV Kol TN SIEVKOAVVGN TNG
KaOnUeEPVOTNTAC TOV: (KaibBag Basiretog)

1.3.4 ' E&vnveg EQappoyéc

"EAeyy0oc ¢OTIGNHOV

Ot évowkot Ba pmopovv vo EAEYYOLV TO POTIGUO TNG KaTotkiag, gite Ppickovtan vidg
elte extdg TG okiog. Mécm KATAAANAOL €£OTAIGHOD Kol EQPOPUOY®V o€ smartphone
1N tablet, o ypnotng OBa €xel T dvvaTOTNTA VAL EVEPYOTOLEL KOl VO ATEVEPYOTOLEL TOL
omOTo Ko va kKaBopilel v évtaon tove. Emiong, o pwtiopdg prnopet va puBpictel ek
TOV TPOTEPWV, DOTE VO TPOCAUPUOLETOUL OE GUYKEKPIUEVES KOTAGTAGELS TNG NUEPOS 1
avédloyo pe N Oudbeon Tov/TV evoik®mv. Oa TPooEEPETAL KOl 1) duvaTdHTNTO
OVTOHOTNG EVEPYOTOINGNC/AMEVEPYOTTOINGNS OTAV O YPNOTNG El0EPYETOVEEEPYKETOL
amd TV okio, avTicTolyd.
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"EAeyyoc Khmpatiopod (HVAC — Heating, Ventilating and Air-Conditioning)

Koaté mapdpoto tpodmo, o ypnomg Ba pmopet va eAéyyel to cvotnua OEppravong kot
Yyoéng g owiog, oKOHo Kol KOTé OTOROKPUOUEVO TPOMO HECH KATAAANA®V
EQUPUOYDV. BOa mopéyetal 11 OvVATOTNTO CLTONATNG PLOUIONE TOV GLOTNUATO®V
avteV Yo e€owovounon evépyelag, ovoAloyo He To emimedo Oepuoxpaciog Ko
vypaciog evtdg g katowkiag. Emiong, Oa mpayuatomoteital Kot aviyvevon mbavaov
emPAaPav aepimv péca 6To oKloKO TEPPAALOV.

"E€umtvn mapakoriovOnon

[Ipoxettat yio moAD yprioipo yapaktnpiotikd tov WHA, kabng diveton n dvvatdtnta
TAPOKOAOVONOTG, HECH KOUEPDY GUVIEIEUEVOV GTO AladiKTLO, TNG KOTAGTOONG LG
katowkiog dtav ot €voikol amovstdlovy, akoua Kot otav Ppiokoviot og dokonés. H
Boacwotepn xpnon Tov, GPOPE TNV OTOUOKPLGUEVN ETITNPNON OTOU®V HE EOKES
AVAYKEG, OVIMK®V TSIV KOl NMKIOUEVOV, DOTE GE TEPIMTOOT EKTUKTNG OVAYKNG,
va evtomiotel to mPOPANUa ko vo mapacyebel n KatdAAnAn Ponbewa eite amd
OVLYYEVELS €lte amd e€E1OIKEVUEVO 1UTPIKO TPOCOTIKO.

"E&uavo KAeldmpa Kol 60oTNHO CVTORATNG A6PAAELNS

H owtoxn acedieio armotedel mold onuovtikd (N Kol ®¢ €K TovTov, 0gv Ha
unopovoe va mapoarelpfei. Otav aviyvevbel andnepa mapafioons 1 KakOBovAng
eniBeong evavtiov piog Kotowkiog (T.y. plyn avTIKEWEV®V), TO GUGTNUO CVTOHOTNG
0CQAAELNG EWOOTOLEL APECMOC TO YPNOTN UE TNV AmOCTOAN e-mail | SMS o10 Kivntod
oV TMAEQPwVo. EmmAéov, vrdpyet n dvvotdtta avtOUATNS AcOAAIGNS TG KATOIKIOG
otav o £évowog eEépyetal amd ovT Kol OVTOUATNG OMEVEPYOTOINoNG TG OTav
EMOTPEPEL.

"EAgyy0g £EuAVOV GVGKEVOV

270 E0MTEPIKO TOV KATOKIOV aVOUEVETAL VO VITdpyel TANO0G EEVTVOV GLGKEVAV, TIG
omoieg ot évowol Ba givon oe Béon kdbe ypovikn otiyun va dwyepilovtal ond To
smartphone, to tablet 1| to laptop tovg, akdpa kot étav amovstalovv. Edikd otnv
nepintoon avtn, Oa VITAPYEL 1 SOLVATHTNTA CVTOUATNG OTEVEPYOTTOINGNG TV EELTVEOV
OLOKEVOV, TPOG eEotkovOunom MAEKTPIKNG evépyelag. TEtoleg cLoKeLEG eivan Ta
yoyeio, ot @ovpvoL, Ol TNAEOPAGCELS, TO GLOTAHOTO OEéppavong kot Wyoéng, ot
0epLOGTATES, TOL GUGTHLOTO POTIGHLOD KTA.
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"E&uaavn kKotaypagn nETPROE®Y

O évowog Ba Exel TV TANPN YVOOT TOV HETPNGEMVY TNG KOTAVAAMONG EVEPYELNS GTNV
owio Tov. Oa Tapéyoviar AemTOUEPT GTOLXEID KO YPOPNUOTO GYETIKA UE TIC DPES
Aertovpylog, TNV EVEPYENKY] KOTAVAAMOY, TO TPOPIA YpNoonoinong tov EEvTvav
GLOKEVOV KOl YEVIKOTEPO OAOL TOV EEOTMGHOD EVTOC TNG O1KING.

"EEumtvn poOpion Katavalmong evépyeLag

‘Exovtag, 0mm¢ avaeépOnke mponyovpévme, AETTOUEPELS HETPNOELS, O €volkog Ha
elvar mAéov oe Béom va pvOuilel ™ Asrtovpyio TV EEVTIVEOV GUOKEVAOV e GTOYO TN
petoon ¢ katavdiwong evépysag. Ao AapPavel amoPAGELS Y10l TO TOES GVCKEVES
Ba Aettovpyolv, Ge TOLEC MPES TNG NUEPOCS, YLl TOGO YPOVIKO SLAGTNHA, KOODS Kol o
ypedovtal avTIKaTAsTAoT).

"Eva kalo mapdderypo amoterel ) cuokevn Nest Learning Thermostat

Nest Learning Thermostat: Eivatl pia mpaypoticd [oT é&umvn cvokevn mov pobaivet
v Beppokpacicc mTov TPOTHE O WOKTATNG Wéso oto omitl. Aev ypsualetar vo
pvOuiletan m  Bepuoxpacio. Tov  dwuotiov/omTion  KAOe  EOpd, ovTE  Va
npoypappotiletor o Ogpupootdtng, O10TL €lvar TALOV  QWTOTPOYPAUUATICOUEVOG,
onAadnq pobaiver omd tOv  1OOKTATN Kol Tpoypoupatilel Tov  €ovtd  TOL
(autoSchedule). Agv (eotaivel | kpudvel Eva ddgl0 omitt, amAd Tpocapudlet (kieivel
N uewwvel) v OBeppokpacic  aeov adswdcel avtd (auto-Away). Awabétet
amopaKpLGHEVO Eleyyo kot pali pe v Nest epappoyn propel kaveig va aAAdEel v
Bepurokpocion TOL OMITION, VA JEL TO 1GTOPIKO TNG EVEPYELNG KOl VO TTAPEL ELO0TOINGT
edv 1o omitt elvar mohd (eotd N Kpvo. TELAOC oe evnuepdvel av €xel emheyel o
Oepurokpacio mov Kavel oukovopio EVEPYELOG .

(Internet Of Things Wiki, 2018)

1.3.5'E&vanva kripro

Ta éEumva ktiplo égovv TEPPOAAOVTIKT] GLVEIONOT, TPOGAPUOCTIKOTNTA OTIG
KMpatoAoyikés ocuvOnkeg, oéPovtar kar gpovtiCovv v vyela Tov ypnom. T va
yopaktnpofel éva ktipo og «EEumvo» mpémel vo KaAOmTovVTol TOLAGYIGTOV Ol EENG
TEPLOYES AELTOVPYIOG:
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[)AmodotikdTta.  cvotNUATog evépyswng  (éAeyyog kot eEotkovounon
evépyelag, EAeyyog KAatiopov, Béppovong kot eaeptopol, acVPUOTOL SLOKOTTES,
GUOTNO OOLAAELTTNG TOPOYNG EVEPYELQG)

[HXvomuota acedielng tOG0 Yoo T0 KTipto, 660 kot yioo ™ (N TV

avBponwv mov Ppiokovior o owtd (0CEAAELN, TLPACPAIAELD, OVTOUOTIGUOGC,
napakolovdnomn Katdotaong vysiog — health status monitoring) ko

[HXvotquata  TNAETIKOWOVIOV  (CLCTNUATO  ETKOWVOVIOG  OEGOUEVAV,
EIKOVAG, MYOV)

Smart Building Integration

ﬂ Energy Management High-speed Internet  ({FH

;i i: HWAC Wireless ﬂﬁ"ll‘lf:ﬂu'n"‘it'f b
e
T ¥

# Lighting L VPN Access ﬂ

Fi Elevators IP Telephony

/ Fire, Life-safety Smart Devices/Phones =

# Access & Security AV Conferencing

o Water Interactive Media e

B 24/7 Monitoring ] Digital Signage i

PEURIEEEE STRATIAIEN

"Evo."E€untvo Ktiplo mapéyel Tic mapandve dvvatdtnteg ypnoponoidvrog:[10]

Avtopotroromuéva cuotiuata eAEYYoL yio Béppavon, e€aepiopnd, YHén (cvotnuata
HVAC). Tha mopddetypo o xhpotiopds kor n 0éppovon tibBevior oe Asttovpyio
avaroyo pe v eEmtepikn Beppokpacio. Me avtd tov TpOTO eMTLYYAVETAL LEimon
KOTOVAA®ONG EVEPYELNS, TOLANYIGTOV KOTA TO MOV, GE GUYKPLIOT UE TOL CLUPOTIKA

KTiplo.

‘Eleyyoc kar efowkovounon evépyelog HEGO omd «oucONTplo» CLGTHHATO, OTMC
evELNG Beppootdreg, ol omoiol HETA amd PEPKEG NMUEPES LOBOIVOLY TO TPOYPOLLLLOL
TV ovOpOTOV OV PpicKovVTal GTO KTIPLO0 KO GTNV GLVEXEWN TO €PAPUOlovV HOvVOoL
tovc. EmumAéov, pmopeic pe v Ponbela pog epappoyng Kot evog £Eumvou
TNAEPDOVOVL, V. GLVIEDEIC 67 Evav BEPLOCTATY KOl VO OEIC TO IGTOPIKO EVEPYELNG, TOOT
evépyeln amonKevETOL DOTE VO EYES TOV OMOUOKPLOUEVO EAeyyd Tov. Télog, m
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g€umvn Swyeiplon evépyelog, dev mEPAOUPAVEL HOVO TTPOKTIKEG KOl HOVILO HETPOL
efowovounong evépyelag (M xobnuepwvd  pétpa  gpapuoldpevo  am’  TOLG
KOTOVOAWTEG), OAAG KOl OUVOUIKEG TOPAUETPOVS OTWG OUPIOpOUN EMKOIVOVIO
EMUEPOVG YDP®V — KTIPIOV Kol AVTIGTOLYN EXKOV®VIN TOL KTIpiov pe To diKTLO GTO
omoio glvat GVVIEdENEVO.

"EAeyyoc e6MTEPIKOD KAMUATOC

Métpnon kar éheyyo g Beppokpaciag, tov CO2, 100 EPECKOL O0EPO KOL TOV
ooTIopoD. Evdewtkcd avaeépovtal, m avéopeimon g €viaong Tov QOTICUOV
avVOAOYOL HE TNV QOTEWVOTNTO TOL YMOPOL, 1 dVVATOTNTO GEVOPI®V QMOTIGUOD, O
éleyyoc kivnong M omv mepintwon mov 1 ewtepikn] Oepuoxpacio apyiler va
av&averat, To Eumvo ktipo BEtel avtopdtmg oe Asttovpyio To KALOTIGTIKE.

[vpaviyvevon

YHomuo pe oawsntpeg pétpnong Kamvos Kot povoéewdiov tov avOpaka, divovtag
€101 €YKOIPEG TPOELOOMOIGELS, EVEPYOMOLDOVTIOS GUVAYEPUOVG KOl HIADVTOG LE
avOpoOTvn v AEyovtdg cov mov Ppioketal 0 KAmVOC 1 OV TO EMIMESN TOV
povo&ediov Tov avOpako avéavovral.

Aviyvevon kivnonc

Awcnmpeg xivnong, ot omoiot pmopovv Vo XPNGIULOTO0VV TOGO GTO TOUEN TNG
acQAAel0g OGO KOl GTNV OViYVELOT TAPOLGING HECH GTO KTiPlo, OOV TOPASEIYLLATOG
xopw edv elvar ZoaPparokdploko kot to Kripto elvar Gdswo, pmopel va khetvel
OLTOUOTO 1) TOPOYN TOL VEPOVL, VO OTEVEPYOMOLOLVTIOL OAN TA (QOTO KOt
ovykekplpéves mpileg M va AEITOLPYOVV HOVO GTOV YMPO/YDPOVG Tov evtomilovtal
avOpwmot.

Evtomouoc vro TANUUOP O

Aviyvevon vypov m.y. oe Ké€vipa dedopévev, amodnkes Kot evaicOnta owomeda Yo
™V aroevyn Prapdv kot dStafpwonc.

Téyvn xar [IpoidvTa Zuvinpnonc

[TapakoAoOOnon TOV ECOTEPIKMOY GLVONK®V GTO, LOVCELN Kol GTIC 0modnKeg TEXVNG.
210 povoeio avdroyo pe to exBépato, ot kabe aibovoo, pmopel to KMplo va
pLOuilet T1g cuvONKEG TNV AIBOVGO AGTE VO TPOGOUOLOVOVTAL LE TO EKOEOTAL.
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Yvotiuata nyov/swovag, H/Y, emkowvovieg, avtopaticpol ypageiov, aveAKuoTnpES,
dlpuyn oe mepimtmon KwvoHvov kot TEAOC peimorn Ttwv omofANToV sivor peEPIKA
aKOHO 0TTd TO YOPUKTNPIGTIKA TV £EVTVAOV KTIpimV.

IMa va yivouv 6Ao To Tapamdve GOOTAE Kot GLVTOVIGUEVE, TO KTipla yxpetalovTat Evav
"eyképaro", éva cOLOTNUO KEVIPIKNG Olaxeipiong, mov va eAéyyetl E&vmval To S1popa
vrocvoTHUATO. Me TNV €vOomoinom TV LTOGVGTNUATOV, To dEOUEVE GuVTOVILoVTaL
Kol HETOTPEMOVTIOL o€ TANpopopieg mov Ponbovv ot ANYN OTOEACE®V Kol
EVEPYELDV, Ol OTOIEG EVIGYDOLV TNV AmOS00T], TNV AVEST Kot TNV gveéia TV evoikwv
KOl TOV 1O010KTNTOV TOV KTIPiov.

1.3.6 'E&vaveg I16Aerg

"E&umvn mOAN" ovopdleton eketvn m wOAN mov a&lomolel GUYYPOVES TEYVOLOYIES, e
610Y0, APEVOS VA PEATIOCEL TNV KAONUEPIVOTNTA TOV TOATAOV TNG, TAPEXOVTAS OGO TO
dvvatdv koaAvTEPN TowdTNTO (NG, OPETEPOL VO EVIGYVGEL TN GLUUETOYN] TOVLG OTN
Mym amo@dcemv Yo, OEpoTa ToL TOLg aPOPOVY. AVTd oV TPAEN pETaEPAlEToL oL
VANPEGIES NAEKTPOVIKNG OlakvBEPVNoNG, dNUOCLO OEOOUEVE, OVOIKTA GTOVS TOALTEG,
®OoTE Kol 01 PACIKEG VANPESIES LOG TOANG VO KATAGTOVV TEPIGGOTEPO TPOCPACILES
KOl Ol TOMTEG VO GUVEICQEPOVY GTOV EVIOMIGUO OAAG Kou otnv  emilvon
npofAnudtov, o evpLlOVIKEG GUVOEGELS GTO O10dTKTLO, 0&LOTOINCT PIMKAOV TPOG TO
nepiarirov TIIE, €Eumvn mapakorovdnon, E&vmvo mAPKIVYK, VTOOOUES VYEioG,
¢bumva  eota, dlyelpon  okovmOY, £ELTVOL  OPOLOL,  ACQOAECTEPY] KO
OVTOHOTOTOMUEVT]  peTagopd, £Evmva  cvotnuato  dlayeiplong  evéPyelng Ko
nepBoiroviikng moapokoAovOnong. OAa ta avotépo &ivol Tapadeiypoto Tov
Awdtvoov tov Hpaypdtov yua tig EEumvec mOAELC.
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2 ovvéyewn, Ba avaivBodv kdmoleg Aertovpyieg mov mpoceépouvv ot E&umveg mOAELS
(IERC Cluster Book, 2014)

"E&umvo mhpKIvyK

[Hopakorovbnon ce mpaypatikd ypdévo g dbecipdtrag xdpwv otdduevong oty
TOAY|, EMTPEMOVTIOG £TOL GTOVG KOTOIKOLG Vo €vTomilouv Kol vo OeGUELOLY TNV
minociéotepn dwbéoun Béon mapkivyk. Mepkd amd to. o@éAN elvar,  peiwon g
KUKAOQOPLOKNG GLUUPOPNONG Kot 1 av&non Tov €600mV amd TNV SUVOUIKN
TILOAOYTOT| TOL TAPKIVYK.

Awoyelplon 6KOLTOLDY

Aviyvevon tov emESOL TOV GKOVTOIDV Yo TN PEATIOTONOINGT T®V OPOUOAOYIV
GLALOYNG TV OTOPPUUATEOV. KAdol amopplupdtov Kot avokOKAMONG UE ETIKETEG
RFID, gmtpémovv 6t0 mPos®mKd VYEWNS, v dovv Tdte doglace TerevTaio Popa O
kadoc. Towg éva mpoypaupa "Pay as you Throw” vo peudoel to oxovmiole Kot vo
EVTEIVEL TIG TPOOTAOEIEG TNG AVOKVOKAMONG,.

"E&umvo cvotuo LETAQOP®V

"E&umvot dpopot kot auToKivntdOpoprol HE TPOEWOOTOMTIKG UNVOLOTO KOl EKTPOTES
avdAoyo pe KAUATOAOYIKEG GLUVONKEG KOl OITPOGIOKNTO YEYOVOTO OTTMG OTLYNLOTA 1)
KUKAOQOPLOKY] cupeopnon. Pavaplo pe evoopatopévovg owcdntpeg Pivieo, mov
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UTOPOLV VO TPOGAPUOGOLV TO TPAGIVO, KOl TO. KOKKIVA, avAAOYQ LE TO oL givat T
OVTOKIVITO KO TNV OPOL TNG NUEPOS, LELDVOVTAG £TGL TNV KUKAOQOPLAKT GLUOOPN O
Kol TV aBalopiyAn, 0€00UEVOD OTL TOL OYNUOTO OTO PEAOVTL OTA KOKKIVO Qavdplo
kaive éog kat 17% amd to KaOGIUN TOV KATOVOADVOVTAL GE OGTIKES TEPLOYES, LAV
amotéhecpo Ba €yovpe AlyOTEPN KOTOVOAMOY KALGIH®V, Opo Kol peimon Tng
OTHOCOALPIKNG POTOVOTC.

"E&uavog Tovpropdg

Smartphone gpappoyég mov vrootnpilovror and Toug QR kddwkeg ko etikétec NFC
TOPEYOVY EVOLOPEPOVTCES KOL YPNOIUEG TOVPIOTIKES TANPOPOPieg e OAN TNV TOAN. Ot
mnpoeopieg Ba pmopovoav va mepthappdvovy povoeia, mvokodnkeg, Pipiodnkeg,
touptoTikd aglobéata, ypapeio Tovpiopol, ta pvnueia, To KOTOSTAHOTO, AE@EOpETa,
ta&i, KNmovg, KAT

AVo  «&&umvegy epapuoyés otdbuevong kot eoticpov Bo eykatactabodv oty
XoAxkioa, v tpdt TOAN otnv EALGOa, vrootnpilopeva amd pio evioio TAATGOPLLOL
¢€umyng moAng. Ot dvo gpappoyég avtég, 8o cLUBAAAOVY GTNV ATOGLUEOPNON TNG
KuKAOQOpiog Kot otn Helwon Katavdilmong evépyelag otnv mOAN ¢ XoaAkidog.
Xopupova pe avaxkoivoon tov Optdov OTE, oe 611 agopd v epapuoyn "Smart
Parking" ot10 mhaicio tov épyov Ba eykatactabovv, o KEVIPIKO onpeio g
XoAkidag, €wdkol aoOnmpeg £Evmvng otdOuevong, ol omoiol HECH EQAPLOYNG GTO
Kvntd, mov avartoydnke omd v OTS, Ba evnuepd®vovy TOVE 00MY0LG TOL
Bpiokovtar Elevbepeg BEoelg oTabpgLoNG Kol TG Bo pTacoVV EKEL.

(Néa, katdAoyog yioo AAANAEYyva, Kowvovik Owovopia enallaktikos.gr, 2018)

To Tel APP avrperoniler ) kiviion o©TOVG 7O TOAVGLYVACTOVS OPOLOVE,
eEaocparilovtag pio Awpida Kukhopopiog yio Aem@opeio Kot Taél, EMTPEMOVTOG OUMG
GTOVG OVUTTOLOVOLG 00N Y0VUE N 67 TS LE TIG PaBLEC TOEMES VoL XPTOLLOTOOVY TV
optobeica Awpida, pe To avaioyo avtitipo. AeOnmmpeg oV AoQAATO TOipVOLV TOV
aplud TG MVOKIdNG TOL OVTOKIVIITOV KOl YPEDVETAL OWTOUOTH GTNV TIGTMOTIKN
KAPTO TOL 1O10KTATN €VO TOGO, OV TOIKIAAEL avdAoyo LE TO TOCT KUKAOQOPLOKN
GLUPOPTOT TOPOVGLALEL O dPOUOG,.

IInyn(The Globe and Mail, 2018)

1.3.7 Topéag Evépyerag

To "E€unvo diktvo (Smart Grid) evoopatdvel SuvotdTnTES ETKOWOVIOG e T OTKTLO
KOWNG OPEAELNG (T NAEKTPIKY] EVEPYELD, PLGIKO AEPLO, VEPO) KO TIG VITOJOWES, YLo!
TNV OLTOUOTONOINGCT NG TopaKoAoLONoNg Kot Tov ehéyyov. Baoikéc epappoyég
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g€V SIKTOL®V givor ot £EVTTVOL HETPNTES, 1) AVTOUATOTOINGT TOV SIKTOOL SLUVOUTG,
N ovtamokpion oty {fnon, n ddyvoon egonhicpol kabhg Kot 1 Tapakorlohnon
KOl 0 EAEYYOG TNG KATAGTAONG TOL OKTVOL gvpeiag meployns. To é&vmvo dikTvo
pumopel avé maco otiypn vo yvopilel Tig petafAntég ¢ KatdoTtoong Tov, vo
BeAtidvel tov gviomiopd, TV OmOKPIoN GKOUN KOl TNV TPOPAEYN GCOOAUATOV Kot
KOTOOTPOPMV, UEUDVOVTOS £TOL TIG OMMOAEIES TOV TPOKAAOVVTOL OO GLTO KOl TOVG
YPOVOVS OLOKOTTAV TAPOYNG EVEPYELOG.

(Geng Wu et al., 2011) Ta x0pra oevapia epappoyns tov loT ota £€umva diktva givat:

® (Evppocivn O. Zdtov, 2012) ZTOV TOUEN TNG TOPOAY®YNG evEPYELNGS, TO [oT pmopel
va ypnotporomel yio v mwopakoAovdnon g Hovadag, TOV KATOVEUNUEVOV
OTOOUOV MAEKTPOTAPOUYWYNS, TNG TEPLOYNG TOV OTAOUDV TOPAY®YNG, TOV
POTOV KOl TOV EKTOUTAOV aePIOV, TNG EVEPYEINKNG KATAVAAMGNG, TOL LAIKOV
Tov AavOpako, TNG OWOMKNG HOVAONG TOPAYOYNS, TOV QOTOROATOIKMOV
OTOOUOV TOPUy®YNGS, TNG TAPUYWYNS NAEKTPIKNG evEpYelog amd Propala, g
amofnKevong evEPYELOG, TNG O10GVVOECTG NAEKTPIKNG EVEPYELNG KTA.

e To IoT eniong ypnoiponoteiton EVPEMS Yol TNV TOAPAKOAOVONGT TOV YPOUUDV
LETAPOPAC, TNV TPOCTAGIO TOV TOPY®V, TOLG £ELTVOVE VIOGTUOUOVS, TNV
OLTOLLOTOTTOIN G TNG SLOVOUTNC, TNV TOPAKOAOVON OGN TNG KATAGTAONG O10VOUNG
Kot yuo T dwoyeipton ¢ Asttovpyiog kot Tov eEomAioo.

e To IoT ypnoomoteiton Kupimg Yoo TOLG EEVTVOVG UETPNTES KOl TN LETPNON
KOTOVAA®ONG EVEPYELNG, TN OVYKAIGN TOL TOAV-OIKTUOV, TO MAEKTPIKA
oYNUOTO Kot TN @OPTIoN TOVG, TNV TOPOKOAOLONGT Kol Jdlayeipion NG
EVEPYEWKNG omOo0oNG Kol ywu T Olayeipton (nnong, m omoio. omotelel
onuovtiky €€otkovounon oty Kotavalmon Topwv Otov 1 Topoy] Toptalet
duvapukd pe m {nnon.

"E&uava cuetipoto kotapétpnong (Smart metering)

Meto&d TV EEUTVOV GUOTNUATOV KOTOUETPNONG TPAOTOS EPYETOL O UETPNTNG
KOTAVAA®MONG NAEKTPIKNG evépyelas. Extoc and 1o va kataypdeet mocec kWh €yovv
KOTOVOA®OEl amd v nAexTpikn eykatdotaon, Bo mpémel vo pmopel vo 610l Ko
dAheg mAnpoopieg OT®G Ot SLVOTOTNTEG AUECNS TNAEAVAYVAOONS TNG KOTAVAAMONG
oAAG Ko dMUovpYiag GTATICTIKOV ¥pNoNg Kot a&lomoincng Tovg and T0 EGMTEPIKO
tov kTipiov. H mAéov evdiapépovca duvatdTNTa TOv S1OETOL GTOV KATUVOAMTY Eivort
10 vo. umopel va eEAEYyel KABe oTIYyUn TV KOTAVAA®GT TOV, AP Kot TO KOGTOG TNG
EVEPYELOG OV KATOAVOAMVEL OO TO €0MTEPIKO TNG Katowkiag tov. Ot mAnpoopieg
OVTEG UTOPOVV VO, UETOOIOOVTOL OO TO PETPNTH TPOS TNV KATOKio (1€ HEG® TOV
dktvov (g mapoyng) M acvpupata pe v teyxvikn KNX-RF. O katavoilmtg 0o
pumopet (av Béher PéPora) va AapPdaver Tig TANpo@opieg Yoo TNV EVEPYELDL OV
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KATOVOA®VEL HEG® TOV VTOAOYIOTH TOL (He €06 modem) 1N péow €vOg €101KOD
panel. Avtictotyeg eEelifelg TpofAémovTal Yio TOVG LETPNTEG KOTAVAAWDGTG VEPOL Kot
aepiov.

"E€unveg AIIE

Me Vv ypnomn Tov TEXVOAOYIDOV TOL EEVTVOL SIKTVOL SIELKOAVVETAL 1| EVOMUATMON
eVOG HEYAAOVL €DPOVLE KOTOVEUNUEVOV TNYOV TOPAYOYNG, OO OVOVEDCIUEG TNYEG
EVEPYELNG, OMMOC QOTOPOATOIKE KOl OVEHOYEVVNTPLES, MEXPL LIKPNG KATLOKOG
OUCTNUOTO,  GUUTOPOY®YNG MNAEKTPIKNAG Kot Oepuiknig  evépyelag, Kabdg Kot
cvoTnuatev amodnkevong evépyelag. Méoa amd 1 ypnon eEeMyuévov epyoieiov
LOVTEAOTOINONG KOl OVAALONG TOV GLOTNUATOV, LTOCTAPIENS  OTOPACE®V,
TPOPAEYNS Kapol kot TPOPAEYNS KATAGTAONS POPTIOL PHEG® UNYaviKng pudbnong, n
EI0AYOYN TOV TNYOV avTOV 610 diktvo Bo pmopel va yivel pe moAd peyoivtepn
€VKOAln o€ ohykplon e To dikTvo TOV TOPEAOOVTOG. (Tlaviioka Asoviapsog,2016)

o dortofortaikés eykataoctdoelc: IlopakorovBnon kot PeAtictomoinon g
amddO06NC GTOV TOUEN TG NALIKNG EVEPYELAG.

e Avegpoyevvitpieg: TapakoiovOnomn kot avdAlvon g pong g evépyelag omd
OVELLOYEVVITPLEG KOl OUOIOPOUT EMKOWVOVIOL LLE TOVG EVQULEIS LETPNTEG TOV
KOTOVOA®TOV Y10 TV AVAADCT KOTAVIADTIK®V TPOTUTMV.

"E&uavol KatavaloTég

2T0 GLOTNUATO TOL EELTVOL SIKTVOV, O POAOS TOV KATAVAAMTMOV OALALEL KO TAEOV
amd madnTucol ¥pHoTEG YivovTal evepyol GUUUETEXOVTEG OTN dloElpLoN TG EVEPYELLS
touc. Me m ypnomn eEeMypévov LAIKOV, Omm¢ €EVTTVOl UETPNTEG Kol EELTTVEG
OUOKEVEG, AOYICUIKOV KOl TEXVOAOYIDV EMKOWMOVING, Ol KATOVOAWMTEG £YOLV o
TANOOPO TANPOPOPLOV 6T O1dBECT] TOVG, Ol omoieg Tovg Ponbovdv 61O Vo Taipvovy
OTOQAGELS KOU KOVOLV JUVOTH TNV EQOAPLOYN EVEPYEW®V, OMMG M TILOAOYNON
TPOAYLATIKOD ¥POVOL Kol 1] aOKPIoT GE OUTHUATO TOV ETAPELOV Y10 LElmoT QopTiov
OTIG MPEG OLYUNG TOV SIKTVOV, LE OIKOVOUIKA Kol TEPPAALOVTIKE OPEAT KO Yol TIC
etopeieg aALA KO Y10 TOVG KATAVOAMTEG. AKOUA, 6TO EEVTTVO NAEKTPIKO dikTvo KAOE
KOTOVOA®TNG Umopel va yivel kol mopaywyos, B€tovtag amid oy vanpecio Tov
OCLGTNOTOG TO, OEdOUEVA ¥PONG TOV OIKIOK®MV TOV GLUGKELMV, ONAMOT, TOTE KOl
OGN AP0 YPNGOTOLEL TTY, TO TAVVINPLO POVYWV, OCTE T GLUYKEKPEVN GTLYUN Vo
umopel 10 OIKTVLO VA PELDVEL TN TTOPOYN PEVUATOS GTO GLUYKEKPIUEVO GTITL KO VoL TN
dwbétel og Evav GALO xpNoTN, XOPIg KATL TETO10 Vo TPOKAAEl SuGAEITOVPYIEC.

"E&uavn petaxivnon
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Me v avéovopevn ypion MAEKTPIK®OV oynudtov pe okomd tn peioon tov
EKTOUTOV aePiV TOov GLUPBAAAOV GTO PUVOLEVO TOV Beppoknmiov, dnpovpyovLVTOL
KOWVOUPYIEG KOUTVUAEG POPTI®OV GTO OIKTVLO KOl VEEC aVAYKES SloyEIPIONG ALTOV TOV
omuatov. Ta €Evmva diktva Bo 0dNYNCOVY GTNV MO OUOAY EVEGOUATOON Kot
OTPATNYIKY Ol EIPIOT AVTAOV TOV QOPTiLV, KAOMG Kol 6TV EKUETAALELGN TOVS Y10
TNV TOPOYT] VINPECLOV OG GUOKEVES OMOONKEVGNG EVEPYELQG.

"EEumtvor Tapoy ol vanpeciOv

2V €noyn Tov £ELTVOL JIKTVOV Kol PE TNV OmEAEVOEP®ON TN ayopds eVEPYELNG, Ol
etapeieg NAEKTPIGHOL dev Ba etvar TAEOV o1 pdvot onpovtikol maikteg otig ayopéc. Ot
véeg Tervoloyleg odnyobv oty avdmtuEn VEOV Kol KOWOTOU®MV  EVKOUPLDV,
VANPECLDY, KOl TPOIOVI®V KOl ETOUEVMG ovoiyovv B€celg yia vEoug mapdyovs, He
oAhaypévn M telelwg véa HOPON EVEPYELNG GE GUYKPLON WE OLTH OV £XOVV GTO
onuepvd  mAektpikd dlktvo. Kdmoior mhpoyor vmnpecudv mov umopel  va
onuovpynBovv meprhapPdvouvv etaipeiec dtoyeipiong LETPNTIKOV OEOOUEV®V, POPEIS
OLYKEVIPMOOTNG KOATOVELUNUEVOV TTINYOV Kol eTopeieg dtoyelptong evépyelag KTipiov.
(Mavtioka Agovapdog,2016)
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2 10T Threats

O kVpLog 6TOYXOGC AVTOV TOV KEPAANiOL givol va TPoGdlopicel Kot Vo, OmopOUNGEL TIG
KUPLEC OMENEG Y10 TNV OCQPAAELN, TIC AOLVOUIES, TOVG TOPAYOVTEG KIVOHVOL Kol TO
oevapla eniBeong mov emnpealovv Tig cvokevég ko ta oiktva [oT, Aapupdvovtag ta
OPOPETIKA  eMIMESD  GTOVOAOTNTOG KOl KPGIWOTNTAG 7oV €0moay  O1dpopot
EUTEPOYVAOUOVEG G€ KAOE GeVAplo ameIAc Ko Kivovvov. EmmAéov, avantbccovtol
Aemtopepmg ta Tpio mo Kpioa cevdpla enifeons, TPOKEUEVOL VO VITOYPOUUIGTOVV
0l TOAVTAOKOTNTEG TOLG KOl VO TPOTAHOVV GUYKEKPIUEVA HETPO. ACPOAEIOG Yoo TNV
OVTILETOMION TOV OPVNTIKOV OTOTEAECUATOV TOVG KOl TOV OVOUEVDV EMMTOCEDV
TOVG.

2.1 Xvppavra acpareiog

O apBuds TV aneth®v Kot TG AoPAAELNS TOV aPopovV cLokeVEg [oT Exel avéndet
to tehevtaion xpovia. To mopoakdte oynuo amewkovifer pepwkd amd to Pacikd
TEPIOTATIKA OCPAAENS TOV AdKTOOV TOL £Yovv avakoAvedel 1 / kot €yovv
nmpaypatorombet and 1o 2009, cvuvenmg ®ote vo emonuoviel o TpOTOg e Tov 0moio
avéndnkay onpoavtikd ot embéoets. [pémel vo onueiwbdei 611 owtdg 0 KATAAOYOG deV
elvar e€avTAnTikdc kot mepthapPavetl Lovo ta kvpla mopadetypota. AedopévVov Tov 0T
oAoéva kot avEdvetor To edoua TOV KoOMUEPIVAOV dPACTNPLOTTOV GTO YDPO TOV
[oT, etvar dedopévn N avéntikn téorn mov B Tapovoidcel o aplBpds TV emBéce®V
oAAG Kot M yKApo ovtev . Asttopepéotepn meptypagn Kabe cvuPdvtog acpaieiog
BpiokeTon 6TO TOPAKAT® GYN LA
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& Puino Ricas Smant Meters hacked

Foscam | babrg-cam hijacked @0

cemessscm Taiged data braach

BNW's Connected Deive vulnerable (demaonstration]

leep car remsotely hijacked |demonstration) =i

T 1
-+om TrackingPoint's smart sniper rifle hack |{demorsctration|

Wlech Toymaker data breach #-eeseonaaed

Miral - DDoS on “Krebs on Security™ website

|- panEErae e # Miral - DDoS an OVH kacting prouider
|

|- 1ng Haffme

| oo

Miirai - DDaS on Dyn DNS provider  ges-cooscoosemaad
g x i Lo ODRSn building Blocks” cantral Buating sysism

Plirai - D05 on Deulache

syslBiginnlnie T——— r|.....:|,...|,- DB hedd for ransom

Homantik Seshotel Mgerwirt

Clowdpets and “Meine Freundin Cagla” - Inseoure -

Ble=toath 1
v | e
|

2.2 Ta&wvounon tov Kivodhvmv

Onwg mapoampndnke otnv mponyovpevn &votnto, 0 apliuog TV emBEcE®V TOL
oyetiCovtar dueco pe 10 dadikTLO TV TPayHdTOV £xel avéndel Katd To TeElgvTain
YPOVIOL PTAVOVTOC 6TO onueio 6mov £ytve o KUp1o apbpo ewdncewv 10 2016 pe T1g
Mirai botnet emiféoeilg. Avtéc ot embécelg, oy TAEloYNEeio Tovg oyetilovion pe
OLCGKEVEC M HE CLOTAUATO TTOV £YOVV TOPAPLOCTEL AVEAVOVTAG TAVTOYPOVO TOV
aplOud TV KvoHvemv Tov avTILETOTILEL TO JIKTVLO TOV TPAYUATOV. ZOUPOVO LE TN
tagvopnon tov anslhov yioo 1o [oT mov e£édwoe m ENISA dwopopedverar 1o
TOPOKAT® SLAYPOUILO TOV KIVOOVOV pall LE KOTOW0 TopadEly LT
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[Mopdha avtd, Sweopetikol Kivouvolr €xovv O10PopeTikd mOAVA OTOTEAEGHLOTOL,
kaBmg mowiAovv avaioya pe To use case scenario. Ot ol tov IoT divovv pia
oOQEOTEPN EIKOVOL YO TIS EMATOCELS TOV KwOOHvemv ovtdv. Ot mod oyetkol
TAPOLGLALOVTOL GTO TOPOUKATE® GYNLLOL.

__»;'-:-v-.

.5
-%\:
i Metwsrk Outage -::ll-:-‘-lu :;dpl_';lnlllul

Sensnes data beakige Walwars 0

odification of infmmation _5| % I
L § ]
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- lt.u.u
@ 0 ; Ez i @0

=¥

(] AN

Countertst by

LEL L]

J

TITT Y

Eawimudiopping

(5103

Weak paswornds

It

o 0

Finvarial Tt Bt

O emmtooelg kdbe KvOHVOL TPOGIOPIGTNKAV [LE TOV VTOAOYICUO £VOG GTAOUIKOV
HECOV MO TIC OMAVINGES TOV EWIK®V, 0l omoieg Paciletoanr o€ €va cVOTNUO UE
péytotn Pabuoroyio To 5 kot exteiveTon amd to KaBOAOL oNUAVTIKOG £WG TO HEYAANG
kpoomtog. Kabdg to moapamdve oynpo mopovstdlel To TPOYLATIKO OTOTEAEGLLOL
KkbBe KwoObVOv, TO EMOUEVO OYNUOL YPNOLUOTOlEl TO OaKPPES AMOTEAECUA TOL
VTOAOYIGHOV, Omov TIEg petald to 3 kot 10 3.5 ota 5 aviiotoryobv oe PETPLOG
onpaciog Kvduvovug, Tinég neta&y 3.5 ko 4 ota 5 avtietoyobv 6 peydAng onpaciog
KIVOUVOUG &V TIUEG UEYOAVTEPES TOL 4 OVIIGTOWYOLV GE KIVOUVOLG TEPACTLNG
KpoodmTog. Tég Katw amd 3 avTioToryobV o KIVOUVOUS YOUNANG ONUOCIaG £MG
kaBoAov onuaciog oAAd Ba mpémel va onuelwbel 0Tl dev vVILApyEL Kavévag Kivovvog
mov ovykévipwoe Paduoroyia pkpotepn tov 3. Emmiéov pmopel va onpelmdel ot
KOTA KOPLO AOYO, Ol TeEPLoGATEPOL Kivouvol a&loroyndnkov g PeYdAng onupaciog
a@ob 0 HEGOG OPOG TV amoteAEGHATOV Ppioketal oto 3.7 ota 5.
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2.2.1 Kvpuotepeg ametrég

sl | Tipact

e | T ECT AVETARE

O mopakdto wivakog divet pio kabapr eikovo KabOg Teptypdeet Kot Tagivouel OAa Ta
threats wov eivon mBovo va amacyoincovy éva diktvo loT

Threat

Th
Category reat
Nefarious Malware
activity  /
Abuse
Exploit Kits
Targeted
attacks
DDoS

Description

Software programs designed to carry
out unwanted and unauthorised
actions on a system without the
consent of the user, resulting in
damage, corruption or information
theft. Its impact can be high.

Code designed to take advantage of
vulnerability in order to gain access to
a system. This threat is difficult to
detect and in IoT environments its
impact ranges from high to crucial,
depending on the assets affected.

Attacks designed for a specific target,
launched over a long period of time,
and carried out in multiple stages. The
main objective is to remain hidden
and to obtain as much sensitive
data/information or  control as
possible. While the impact of this
threat is medium, detecting them is
usually very difficult and takes a long
time.

Multiple systems attack a single target
in order to saturate it and make it
crash. This can be done by making
many connections, flooding a

Specific
Threat/Attack

(Examples)
- Virus,
- Trojans,
- Ransomware,

- Scareware

- Rootkits

- Advanced
Persistent
Threats (APT)

- Service
spoofing,

- ICMP flooding,
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Counterfeit
by malicious
devices

Privacy
exposure

Modification
of
information

communication channel or replaying
the same communications over and
over.

This threat is difficult to discover,
since a counterfeit device cannot be
easily distinguished from the original.
These devices usually have backdoors
and can be used to conduct attacks on
other ICT systems in the environment.

This threat affects both the privacy of
the user and the exposure of network
elements to unauthorised personnel.

The objective is to manipulate the
information in order to cause chaos, or
acquire monetary gains (but not to
damage the devices).

Jamming,

Amplification/r
eflection,

Botnets

Manipulation of
hardware/softw
are,

Use of rogue
certificates

Abuse of
personal
data/identity
fraud

Abuse of
authorisations

Unauthorised
access to
information
systems

Unauthorised
installation of
software

Unauthorised
use of devices
and systems
Compromising
confidential
information
Social
engineering
Phishing
Untrusted links
Impersonation

Ultrasonic
sensor jamming

- Ultrasonic

sensor spoofing

Ultrasonic
sensor
cancelation

Loss of
information
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Eavesdropp
ing
Interception
/ Hijacking

Outages

Man in the

/ | middle

ToT
communicati
on protocol
hijacking

Interception
of
information

Network
reconnaissan
ce

Session

hijacking

Information
gathering

Replay of
messages

Network
Outage

Power
Outage

Active eavesdropping attack, in which
the attacker relays messages from one
victim to another, in order to make
them believe that they are talking
directly to each other

Taking control of an existing
communication session between two
elements of the network. The intruder
is able to sniff sensible information,
including passwords. The hijacking
can use aggressive techniques like
forcing disconnection or denial of
service.

Unauthorised  interception  (and
sometimes modification) of a private
communication, such as phone calls,
instant messages, e-mail
communications

Passively obtain internal information
about the network: devices connected,
protocol used, open ports, services in
use, etc.

Stealing the data connection by acting
as a legitimate host in order to steal,
modify or delete transmitted data.

Passively obtain internal information
about the network: devices connected,
protocols used, etc.

This attack uses a valid data
transmission maliciously by
repeatedly sending it or delaying it, in
order to manipulate or crash the
targeted device.

Interruption or failure in the network
supply, either  intentional  or
accidental. Depending on the network
segment affected, and on the time
required to recover, the importance of
this threat ranges from high to critical.

Interruption or failure in the power
supply,  either  intentional or
accidental. May target power supply
to any infrastructure component but
with a particular focus on IoT devices
and their internal components. The

- Man-in-the-mid

dle (MITM)

Active
eavesdropping

Protocol
hijacking

Roque hardware

Software
interception

Passive
reconnaissance

Session
hijacking
Cookie
hijacking
Footprinting
Social
engineering
Replay /
playback

DoS/DDoS on
DNS
infrastructure
(DNS outage)

Denial-of-sleep
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Damage /
Loss T
Assets)
Failures /
Malfunctio
ns

Failures of
devices

Failure of
system

Loss of
support
services

Data /
Sensitive
information
leakage

Software
vulnerabilitie
S

Third parties
failures

power source can be external and
wired or a battery integrated in the
device itself. In case of battery,
reduces sensor lifetime to minimum
possible.

Threat of failure or malfunction of
hardware devices.

Threat of failure of software services
or applications.

Unavailability of support services
required for proper operation of the
information system.

Sensitive data 1S revealed,
intentionally or not, to unauthorised
parties. Application/service reveals
sensitive data such as technical details
of web/server application,
environment, or user-specific data,
and used by an attacker to exploit the
target web application, its hosting
network, or its users. The importance
of this threat can vary greatly,
depending on the kind of data leaked.

The most common IoT devices are
often vulnerable due to weak/default
passwords, software bugs, and
configuration errors, posing a risk to
the network. This threat is usually
connected to others, like exploit kits,
and it is considered crucial.

Errors on an active element of the
network caused by the
misconfiguration of another element
that has direct relation with it. For
example, failures in Internal service
provider, Cloud service provider,

Physical
manipulation
(see physical
attacks below)
Software/applic
ation
manipulation

See Malware
threat and
attacks

See Exploit kits
threat and
attacks

See Network
reconnaissance
threat

See Information
gathering threat

See Exploit Kits
threat
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Disaster

Physical
attacks

Natural
Disaster

Environment
al Disaster

Device
modification

Device
destruction
(sabotage)

remote maintenance provider, security
testing companies, etc.

Includes events such as, floods, heavy
winds, heavy snows, landslides,
among others natural disaster, which
could physically damage the devices.

Disasters in  the  deployment
environments of IoT equipment and
causing their inoperability.

Tampering a device by for example
taking advantage of bad configuration
of ports, exploiting those left open,
etc.

Incidents such devices theft, bomb
attacks, vandalism or sabotage could
damage devices.

Table 1: Threats related to [oT ecosystems

2.2.2 Yvokevég mov emnpedlel kibe amein

IoT Asset presents what IoT assets are affected by the threats presented earlier.
IoT Asset
(affected by)

10T Devices

Threat Threat Category
Malware
Exploit Kits
DDoS . ..

) o Nefarious activity /
Coqnterfelt by malicious Abuse
devices

Privacy exposure

Modification of information

Man in the middle

IoT communication protocol

hijacking

Interception of information Eavesdropping /
Network reconnaissance Interception / Hijacking
Session hijacking

Information gathering

Replay of messages

Power outage

Failures of devices Outages

Failure of system
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Other IoT Ecosystem
(Interact/ Manage)
Devices

Communications

Infrastructure

Loss of support services

Data / Sensitive information
leakage

Software vulnerabilities
Third parties failures

Natural Disaster

Device modification

Device destruction (sabotage)
Malware

Exploit Kits

DDoS

Counterfeit by malicious
devices

Privacy exposure
Modification of information

- Failure of system
- Loss of support services

Data / Sensitive information
leakage

Software vulnerabilities
Third parties failures
Natural Disaster
Environmental Disaster
Device destruction (sabotage)
Man in the middle

IoT communication protocol
hijacking

Interception of information
Network reconnaissance
Session hijacking
Information gathering
Network Outage

Loss of support services
Device modification

Exploit Kits

Targeted attacks

DDoS

Counterfeit by malicious
devices

Damage / Loss (IT
Assets)

Failures / Malfunctions
Disaster

Physical attacks

Nefarious activity /
Abuse

Outages

Damage / Loss (IT
Assets)

Failures / Malfunctions

Disaster

Physical attacks

Eavesdropping /
Interception / Hijacking

Outage

Physical attacks

Nefarious activity /
Abuse
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Platform and Backend

Decision making

Management
Applications &
Services

Information
(use/transit/rest)

Network reconnaissance

Network Outage

Loss of support services
Software vulnerabilities
Third parties failures
Natural Disaster
Environmental Disaster
Device destruction (sabotage)
Malware

Targeted attacks

DDoS

Privacy exposure
Modification of information

Failure of system

- Loss of support services

Data / Sensitive information
leakage

Software vulnerabilities
Third parties failures
Natural Disaster
Environmental Disaster
Device destruction (sabotage)
IoT communication protocol
hijacking

Replay of messages

Loss of support services
Software vulnerabilities
Third parties failures

Loss of support services
Targeted attacks

Privacy exposure
Modification of information
Man in the middle

IoT communication protocol
hijacking

Interception of information
Network reconnaissance
Session hijacking

Information gathering

Eavesdropping /
Interception / Hijacking

Outage

Failures / Malfunctions

Disaster

Physical attacks

Nefarious activity /
Abuse

Outages

Damage / Loss (IT
Assets)

Failures / Malfunctions

Disaster
Physical attacks

Eavesdropping /
Interception / Hijacking

Outages
Failures / Malfunctions
Outages

Nefarious activity /
Abuse

Eavesdropping /
Interception / Hijacking
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- Replay of messages

- Loss of support services Outages

- Data / Sensitive information | Damage / Loss (IT
leakage Assets)

Table 2: Fields affected the most by threats

2.3 Avéivon Pacikdv cevapiov eniBeong

Ot Kivduvol oL KATOYPAPNKAY TOPATOVE® UTOPOVV VO YPNGLLOTONB0LY amd TOvG
emtifépevoug pe otdyo va TPOKAAECOLV Ui OAANAOLYIO OO KOTOGTPOQYES OE
JpopeTIKA emimedn oTig VTodopés. Ta dapopetikd cevapila emiBeong KabmG Kot M
Bapumnta kdébe emiBeong Exovv opyavmbel pe T Ponbeta mov mpocépepav ot e1d1Kol

EE%*T”@EQ .
@ _ @ -
*@\r.‘{.; tﬁ\. &"

8y f‘"‘ N

. Ml
41

Etvotl onpovtikd va avagepOet 6Tt emBEcEIG UTOPOVV VO TPOKVYOLV KOTA TN S1dpKELDL
OANG TG OdIKaciog Kol 0 avTikTumog mov umopet vo €xel KaOe enibeon oe kdabe
Koppatt g Swdwaciog €xel emiong avaivbel. To mwoécGo onuoviikd eivor ke
oevaplo emiBeong xopaiveror omd 10 AMyo onuaviikd £0¢ T0 €E0PETIKE GNUOVTIKO.
210 TopaKATO oyNua topovotdloviol opicpéva cevapla eniBeong pali pe to Padbuo
onuavTiKOTTOG TNG KAOE emibeomg.
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ATTACK SCENARIOS IMPORTANCE LEVEL

1. Against the network link between controllen(s) and actuators High — Crucial

2. Against sensors, modifying the values read by them or their threshold values and settings High — Crucial

3. Against actuators, modifying or sabotaging their normal settings High — Crucial

4. Against the administration systems of loT High — Crucial

5. Exploiting protocol vulnerabilities High

6. Against devices, injecting commands into the system console High — Crucial

7. Stepping stones attacks — High
8. DDoS using an loT botnet Crucial

9. Power source manipulation and exploitation of vulnerabilities in data readings - High
10. Ransomware — Crucial™

[T avaivtikd yio v kébe mepintoon:

1. Against the network link between controller(s) and actuators

H vroxlom eivon pia omelh] n omolo emitpémel otov emtifépevo va LIOKAEWEL
evaiocOnTteg oAAG Kot AEITOVPYIKES TANPOPOPIES TOV HUITOPOHV VO, xpNoLHoToin oy og
TOAAEG KOKOPBOVAEC eVEPYELEG, CLUTEPIAOUPAVOUEVOD KO UETOYEVESTEPES EMOECELG
ota ovotnuato loT. Xe embéceig tomov Advanced Persistent Threat (APT), n
VTOKAOTT KOl 1] CLYKEVIPMOT] TANPOPOPLOV ATOTEAEL TO TPMTO GTAS0 TNG EMiBeong
KaBdg pe avtd tov TpOTo ovaryveopilel advvapieg Tov GLCTHUATOS Kot £Tol EVTOTILEL
mhava onueio oto onoia Oa emitedel Ko va UmEL GTO GOGTN AL

o Amotéhecpo: To peyadvtepo omotéhespo givor 1 Sappon OESOUEV@V.
Avadroya pe To cHOTNUA, N EXKIVOLVOTNTA TNG ENifeong umopel va KopoiveTon
amd younAn €mg vYNAN oAl pmopel eniong vo onpotodotel v Evapén piog
UEYOAVTEPTG EMIOECTG GTO GUGTILLOL

e Yyetwol kivdvvor: Ymokhont| kot dioppon) vaicOnTmv dedopuévay.
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2. Against sensors, modifying the values read by them or their threshold values
and settings

O emmBéuevog eneéepydletar Tig puOicelc TV aeONTp®V, CAALALOVTOS TIG TUHES
KOTOQAIOL OV TOUG €YOVV OPIOTEl, HE OMOTEAECUO VO EMTPEMOVTOL TUUEC EKTOG
eUPéLelOG TOL KavoviKa Bo amayopedovtay TPOKOAMVTAS £T61 pHeydAo mpdPAnua ota
ocvotnuota kol eykotactacels. Kabdg peydreg eykotaotacel ocvvnbog €youvv
TOALOVG aveEdptnTovg ausOntnpec, o emtiBépevog Ba mpémel va mePaEel TOAAOVG
aoOnTpeg Yo vo TETOYEL TO OTOYO TOL KAOMDS av dev 10 KAvel TOTE AOY® TV
dedopévev amd Tovg VIOAOITOVG AN TNPES OV €lval €VKOAO VO AvVOYVOPLCTEL O
TEPAYUEVOS OGO T POC.

o Amotéhecpo: Emtpémovtag oe aicOntipeg va 0éxoviol Kot Vo GTEAVOLV
AavBaopévee Tipég, Paler to diktvo IoT oe kivovvo. ‘Evag asOnmmpag mov
dvolettovpyel pmopetl vor emrpéyel pio amdtoun avénomn ot1o TAATOg £vOg
ONHOTOG VA TEPAGEL KATAGTPEPOVTOG ETCL LEPOS TOV GUGTNLOTOG.

o Xystwol kivovvolr EmBécelg katd g wwotikdtrog kobmdg Kot deppong
€VO{oONTOV ESOUEVOV 1) OKOLO KO OAAXYT] TOV TANPOPOPLDV.

3. Against actuators,modifying or sabotaging their normal settings

Mertayeipion tov puOuicemy Kot TV TOPUUETPOV TOV EVEPYOTOUTMOV KAVOVTAG TOVG
vo  ypnowomowovy  Aovlacpéveg pvbuicelg, xatoeAMa 1M dedopévo Kol ETol
emnpedlovtag TNV QLGLOAOYIKN TOVG Agrtovpyio TaPEUPOivOVTOG GTIS PUGLOAOYIKES
pvouicelg Aertovpyiag Toug.

o Amotéhecpa: EEaptdtar amd TOvG £VEPYOMOMTEC 7OV £XOVV EMNPEACTEL.
Mmnopei va emnpedoetl mopaywyikésg S1od1Kucies.

o Yyetwol kivovvol: Atakomn Aertovpyiog Tov SIKTOHOL Kol TopamAdvnon ond
KOKOPOLAEG CLOKEVEG

4. Against the administration systems of [oT

‘Evag emtiBépevog mpoomabel vo mapel tov TANPN EAEYYXO TOL OlAYEPLOTIKOD
ovotnuatog €vog ovothiuatog IoT M plag ocvokevng, e mOavO amoTéAEGUA Vo
emnpedlel 6A0 10 cvotua. Mia tétoo emifeon pumopel vo givol OMOTEAEGUOTIKY
Kupimg dtav ypnoipomotovvtal adHvapotl 1| cuvnOepévol Kmdkoil. AvTov Tov €100VG
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n enibeon meprlapPavel doPopeTIKA GTASN/PAGELS Kot cuvBmG TpoyuaToToleiTol
pue kpo@o tpomo. Ilpémerl va onueliwdel 4t avtod Tov €ldovg 1 emibeon mpémel va
Aappaveror vedyy Yoo oAdKAN PO ToV KOKAO (NG PG GLGKELNC.

o Amotéhecpa: O kokOPovAOg YEPIOUOC N N SOKOTH €VOC CUYKEKPLUEVOL
ovotnuatog IoT pmopel va emnpedoel TOALOVG avOp®TOVG, VO TPOKAAECEL
neplParroviicd (nriuota kKot okOpo vo emNpedost Kol GAAC GLGTHLOTO
TAPEUPAALOVTOC GTO GUGTNLA ETKOVOVIOG TOVG.

® Xyetwkol kivovvolr advvapor Kmodwoi, emifeon oto TpwTd onueion TOL
ocvotiuatog (exploit kit), emifeon xotd ¢ 1010TIKOTNTAG, KAKOBOLAO
Aoylopko ko emBécelc tomov DDoS ( Distributed Denial of Service).

5. Exploit Protocol vulnerabilities

Av100 Tov €100VC 1 eKpETAAAEVOT XpNOHOTOLEiTAL cLVNOWE WG TPoBdAaLOC Yo VO
Eexvnoovv GALoL €ldovg emiBécelc. Me avtd Tov TPOTO O EMTIOEUEVOS TaipVeL
TPOVOLLOVYO TTPOGPaCT GTO GVGTNUA YWPiG va Tov £yl eEovolodotost kaveic. To
YEYOVOG avTO UTOPEL VO 001 YNOEL GTNV EYKOTAGTOGT KOvoUplov KokOBOovAOL DAKOV
N embéoelg and Vv micow wopta. Xpnowomoteiton ¢ pépog piag emiBeong
aveEdptnta av n enifeon agopd va GUOTNUA, IO GLGKELT 1| OAOKANPO TO OIKTLO.
Eivar dvokoro vo eviomiotodv tétoleg emBécelg kol glvar mOAD moO €OKOAO Vo
EVTOTIOELS EVEPYELEG TTOL £XOVV Yivel LETE TO TEAOG TG EMiBeOMC.

e Amotéhecpa: Av n enifeon sivor metuymuévn, onpovpyel éva TpwTd onueio
GTO GUGTNUO KOl GE UEPIKEC MEPUTTMOGELS ME TOAAG OIKAIOUOTA, OAMOS TO
ocvotua givar mhovod vo maber nuid M va yivel aotabés. Tétowov €idovg
embéoelg ovvnbwg amotelobv pépoc piog peyoAvtepng emibBeong m omoia
pmopet va givor amd pio amAr] amdmelpo KAomng Ocdopévav péxpt pio
moAvcoVuVOeT Tponyuévn enibeon dapkeiog (Advanced Persistent Threat).

o Xyetwkol kivovvol embBécelg tOmov exploit kits, kaxOBovio Aoyiouiko,
Advanced Persistent Threats)
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6. Against devices by injecting commands into the system console

Mia tétowa eniBeon AapPdver xdpa OTOV 0 EMTIOEUEVOC E10AYEL KOl EKTEAEL EVTOAEG
£XOVTOG OIKOUMUOTA GE VO TEWPAYUEVO CVGTNLO SOUECOD TNG KOVGOLAS TOV.

o Amotéhecpa: Av 0 emTBEpUEVOG EYEL TN OLVOTOTNTA VAL EIGAYAYEL IKES TOL
EVIOAEG o€ piol GLGKELN, UTOPEL €V SLUVAUN VO ETNPEAGEL KOl AALES UNYOVES
péca 6to cvotnua. Avtd Ba umopovce va mpokaAéoel pio aAiniovyio amd
EMATMOOELS OTO OLOTNUO, &vd o0 emTtféuevog Oa eivor oe Béomn va
YPNOOTOMGEL OAEG TIG GLOKEVEG Y10 KAKOBOVAOVG GKOTOVG,.

o Xystwkol kivovvor emBéoelg expoit kits, DDoS (Distributed Denial of
Service), kot dtakomn Asttovpyiog Tov diktHov (network outage)

7. Stepping stone attacks

Avtoh oL TOMOV eMBECELS YPNOUOTOOVVTAL EVPEMS YIB TNV EVapPEN OVAOVLU®V
embéoewv. Xpnoywomowvviol cvyva and cwofoleic oe éva dikTvo ®OTE VA
KPOTHGOLY KPUPT TNV TOVTOTNTE TOVG, 0pOoL EEKIVOUV TIG EMBESEIS OYL Ao TOV d1KO
TOUG VLTOAOYIOTH OAAG SHECOV GAAMV TOVG OMOIOVG £YOVV  TPOTYOLUEVMG
napofrdoet.
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o Amotélecpa: Eekivavtag pio tétolo enifeon, o emtifépevog mapafialet pia
oepd amd hosts, yPNOYOTOLOVTIOG TOVG TOV Evav UETE TOV GAAOV Yo Vo
LETAOMGOVV EVIOLEG emiBeoNC.

o Xyetwkoi kivovvol. Advanced Persistent Threats (APTs), Distributed Denial of
Service (DDoS), mapamidvnon amd kakOPOVAEG GLGKEVEC.

8. DDoS using an IoT botnet

Tétoleg embBéoelg Oev  OTOYXEVOLV OMOKAEIOTIKA o€ oLokeLEC [oT oAld TIC
YPNOLOTOOVV Yia va, emtebovv o€ dAlec, Oyt amapaitta [oT cvuokevéc. Apywd, Eva
KaKOPovVAO Aoyiopikd avtopatoa evromilel evaiwteg [oT cvokevés, LoADVOVTAG TEG
Kol eVTiooovTdg teg o€ éva dlktvo TOmOV botnet, To omoio pmopel o GLVEXEWD VO
ypnowonombet pe otoxo Vv mpayuatonoinon DDoS embBéocewv yepilovrag tovg
eEumMpeTES TOV GTOYOL pe KakOPovAn Kivnon.

o Amotéiecua: H ocvokeun otoyog Oa mAnupvpiotel amd KakoBovAn kivnon
omoia Bo TNV KATOGTNOEL AVEVEPYN.

o Xyetwol kivovvol EmBéceig tomov exploit kits, DDoS kot mapoamidavnon and
KAKOPBOVAEG CLOKEVEG.

9.  Power source manipulation and exploitation of vulnerabilities in data
readings

AVTEG 01 eMBECEIS EMKEVIPOVOVTIOL GTOV YEPIGUO TOV TNYADV EVEPYELNS KOL GTNV
aélomoinon Tev TpOTOV onueiov Yoo TNV Tpomomoinon tov mwg oaPalovion To
dedopéva mov otédvel M umatapio pog cvokevne. ‘Evag emrtiBépevog pmopetl va
mopoflacel TN pratapio TG GLGKELNG N TNV TPOPOJOGin PE KOAMILO ElTE LE TO YEPL,
elte yewpiloviag v O Vv 1y TPOoPOdOGioG HE KAKOBOLAO AOYIGHIKO,
YEWPWOUEVOG TOV TPOTO pe TOV omoio o cvokevn daPdlel Tig mAnpopopieg Tov
TPOEPYOVTOL OO TNV TNYY| EVEPYELNG, YOl TAPAOELYHQ, 1 oTdOun pumatapiog sivor
VYNAOTEPN 1 YouUNAOTEPN amd TO TPaypaTikd eminedo. Opiopévol tomol EEumvev
OLOKEVOV €VOEYeETAL va e€aptdvTal Oomd TIC UTOTOPIEG YL TNV KOVOVIKY TOUG
Aertovpyio. Avtd 10 YOPAKTNPOTIKO UTOPEL Vo Pavel cav Eva TAEOVEKTNUO £VOVTL
TV Ayotepo cuvnbiopuévoy kodlmdiov, aArd, pakpdy avtod, amottel vo Anedovdv
VILOYN OPICUEVEG TTTVYEG TNG OLOPAAELNG,.

o Amotéhecpa: H ouowm moapoPioon pog umatopiog pmopel vo mpokorécet
BAGPN, evoeyopévag va unv umopet v Agttovpynocet 11 cvokevn kaboiov. O
YEPIOUOG TOL TPOTOV LE TOV 0T010 ot GuoKeLT dtoPdlet To enimedo POpTIoNG
TOV TTPOEPYETOL OO TNV UTOTOPIiO LTOPEL VOL 00N YNGEL T GUGKELT VO TLGTEVEL
0Tt 1 otabun g umatopiog sivor vyMAOTEPN AmO TNV  TPOYUOTIKN,
TPOKOA®VTOG TN €EAVTANOT TG Umatopiog Kol TNV omevePyomoinon g M
YOUNAOTEPN Oamd TNV  TPOYUATIK Omov TOTE Umaivel o€ Agttovpyia
eE0KOVOUNONG EVEPYELOG ETNPEALOVTOS £TCL TNV OTOO0GT TNG GUOKEVTC.

e Yyetwcol kivdvvol: kaKOBoVAO AOYIGHIKO, PUOIKES EMBECELS.
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10. Ransomware

Avtég or embBéoelg emteAovvTol amd £vo. KaKOBOVAO AOYIGUIKO OV TOPAKMAVEL
ocuveymg TV mpocPaomn ota dedopévo Tov OBVPATOC EKTOG KOL OV TANPOVETOL M
apopn. Aedopévov O0tL ov embéoelg avtég Pacifovior oe kakOBOLAO AOYIGUIKO,
UTOPOLV Vo, amopevyBovv pe v evnuépwon / emdoplwon eVIAMTOV GLCKELDOV.
Avtd pmopet va yivel kol €KTO¢ Tov okoovotnpatog Tov loT, dnwg pe v enibBeon
WannaCry mov élafe xdpa tov Mdawo tov 2017, émov to patch yio v gumdbeia mov
expetalievtke n WannaCry omelevBepmOnke unveg mptv amd tnv emiBeon. To
npoPAnua oxetikd pe 1o IoT eivar  dvokoAior evnuépwong / emdopbwong tmv
OLOPOPETIKDY GUOKEVAOV - UEPIKEG Oamd OLTEG OEV €YOLV KAV TNV duvatodTnTo

evnuépmong 1 patch.

o Amotéiecpa: Ymapyovv moirol mBavoi otdyot yio enifeon ransomware péca
oe loT - évag ewoPoréag Ba pmopovoe va mapel tov €leyxo evog EEumvou
BeprooTdtn 6T HEGT TOL YEWUMVO Kol Vo {NTNCEL YPNUOTO TPOTOV EMTPEYEL
M cmotn Asuovpyion Tov.emiong Oa pmopovoe vo eAEyEel MAEKTPIKA TO
OLGTNUO MAEKTPIKNG EVEPYELNG €VOC VOooKouEloL Yoo AVTpa Palovtag Tovg
acBeveic o Kivouvo.

e Yyetwol kivdvvou: exploit kits, DDoS, malware, weak passwords

2.4 Kpiowpa cevapra enifeong

Katd 1t dudpkeln TV ovvevieLéemv HE  EUNEPOYVAOUOVEC KOl  GYETIKOVG
EVOLAPEPOLEVOVG POPELG, TO TAPATAVD GEVAPLO EMIOEONC GYETIKA pe Ta TEPIPAAAOVTAL
tov [oT meprypdonkav kot avaivOnkav Aemtopep®s. Ot UmEPOYVAOUOVEG KANONKOV
va Katataéovy ta 10 mapadetypata cevapiov eniBeong 6Gov agopd TV KPIotuodTnTo
Kol To akOAovBa Tpior NTOV TO MO AVNGLYNTIKA Yo TOLG GuvevievElalopevous. To
TapoKAT® oynuo omewoviCel T péon KPoWOTNTa €vOg Oedopévoy  GeEVaPiov
eniBeonc pe Paon TG TANPOPOPIEC TOV CLYKEVIPOONKAY A0 TIG CLVEVTEVEELS TOV
eunepoyvopovev. Kot mail, n npoéxinon €ykertal oto va Kabopicovpe 10 eninedo
Kplowomtag pog enibeong oe mepifdiiov loT 6tav 10 kdvovpe avtd pe oplovTio
TPOTO.
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88,89%

Against the administration systems of loT

Against sensors, modifying the values read by

i i 84,72%
them or their threshold values and settings

Against devices, injecting commands 81,94%
Against the network link between controller(s)

73,61%
and actuators

Against the information transiting the network 73,61%

Against actuators, modifying or sabotaging their
8 y 8 BINg 69,44%
normal settings

Exploiting protocol vulnerabilities 62,50%

Stepping stones attacks

58,33%

Power source manipulation 58,33%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Ta 3 ocevapia mov Eeympilovv eivar Ta €ENG:

1. Attack Scenario 1: [oT administration system compromise
2. Attack Scenario 2: Value manipulation in IoT devices
3. Attack Scenario 3: Botnet / Commands Injection

Attack scenario 1: IoT administration system compromise

Avtr n emifeon koAvmTel pio polvvon mov €xel oyedlaotel Yoo va avardpel Tov
Eleyyo wog M moAlamAdv cvokevwv [oT oe mepifdArov 10T, mpokeévonv va Tig
YEPAYOYNGEL 1 VO, TIG KOTOPPEVGEL KOL VO UTOPEGEL VO, TPOTOTOCEL TIG TIUES, VO
aAAGEeL ™ Aettovpyia / cvoumepipopd tovg N va. apvnbel v wpdsPoon oe avtéc.
Av16 10 oevaplo emiBeong Pacileton oe o emifeon Enterprise Gateway.(Armerding,
2018)(Jacoby, 2018)

Onwg amewovileton oto oynuo 12, to wpdto Prua givar 1 cvykévipmon
TANPOPOPLOY  6TO0  OlKTLO  OYETIKA pe TG Owpopeg ovokevég loT  mov
xpnoonoovvtar oty entyeipnon. Otav evromotel kKot emheyel pa cvokevn 10T, o
EMTIOEPEVOC CLYKEVTIPAOVEL GUYKEKPIUEVES TANPOQOPIES GYETIKA LE TIC EVTADELES TNC.
To emdpevo Prjpa etvarl vo a&lomomaoet Tig 016popec LTADELES TOV EVIOTIGTNKAY GE
OLTHV TN CLOKELN Kol Vo BEcel g Kivouvo To dikTvo. MeTd amd avtd, 0 emTifépevog
eEaopaiilel v dueon npdsPfacn oto cvotnua, pviuilovrog Eva backdoor. Xe avtd
10 onueilo, o emrBépnevog yperdletor PLOVO Vo EVIUEPDCEL TO CLGTNUA (TT.). HE €val
TPOTOTOMNUEVO AOYICUIKO) Yo va Ttopaflaletal cuveEXdS 1| GLOKELT. Mg aVTOV TOV
TPOTO, 0 EeMTIOEUEVOS OTOKTA TOV TANPYN EAEYYO TNG GLOKELNG - Kepdilel
dvvatomto va PAEmel Oha ta dedopéva Kol TIG TANpoopieg mov €xel GLAAEEEL M)
GLOKELT KOt £XEL ATOUOKPVOUEVT] TPOGPaOT) Yo ypnon OmoTe To BEAEL.
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Taking the control of devices Remote access Devices compromised Updating systems with Backdaor installation
modified firmware

RECOVERY TIME / EFFORT | GAPS AND CHALLENGES

it depends on the perimeter of the assets | Insecure design or development
compromised and on the number of assets infected. It ranges | Lack of proper product lifecycle management
from a few hours to up to several days if critical systems are

compromised.

COUNTERMEASURES

v" GP-TM-04: Sign code cryptographically to ensure it has not been tampered after being signed as safe for the device, and
implement run-time protection and secure execution monitoring to be sure malicious attacks do not overwrite code
afterit is loaded

v" GP-TM-05: Control the installation of software on operational systems, to prevent unauthenticated software and files
being loaded onto it

v" GP-TM-06: Enable a system to return to a state that is known to be secure, after a security breach occurs orif an upgrade
is not successful

v Hardening assets:

v' GP-PS-11: Identify significant risks using a defence-in-depth approach

V' GP-TM-22: Ensure default passwords and even default usernames are changed during the initial setup, and that
weak, null or blank passwords are not allowed

v' GP-TM-27: Limit the permissions of actions allowed for a given system by Implementing fine-grained authorisation
mechanisms and using the Principle of least privilege (POLP): applications must operate at the lowest privilege
level possible

v' GP-TM-23: Authentication mechanisms must use strong passwords or personal identification numbers (PINs), and
should consider using two-factor authentication (2FA) or multi-factor authentication (MFA) like Smartphones,
Biometrics, etc., and certificates

v GP-TM-38: Guarantee the different security aspects -confidentiality (privacy), integrity, availability and
authenticity- of the information in transit on the networks or stored in the loT application or in the Cloud

v' GP-TM-55: Implement a logging system that records events relating to user authentication, management of
accounts and access rights, modifications to security rules, and the functioning of the system

V' GP-TM-56: Implement regular monitoring to verify the device behaviour, to detect malware and to discover
integrity errors

Attack scenario 2: Value manipulation in IoT devices
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O yepiopuds tov mopapétpov Pabuovounong mov €xovv kaboplotel Yoo TOVG
oonTpeg emTPENEL TNV OMOO0YN AVETIOOUNTOV TIUAOV OTOV OV TPEMEL, TPAY O, TOV
arotehel cofapn ameln yo to kpicipwo cvotiuato. Avt 1 eniBeon otoyedel o
emineda enefepyaciag oo TpOV Kol HOVIEA®V YVMOONG TOV GUOTHUATOS EAEYYOL
evog Bropmyavikov pounot e éva tepifaiiov Industry 4.0.( Federico Maggi)

To oyfua 13 meprypdoeet avtyv v enibeon, n onoia apyilet pe tn fadpovounon evog
POUTOTIKOD €EOMMGHOD amd o aAloyn otig puOuicelc 1 0Tav cuvoéeTal oe €va
eleykt. Ta dedopéva Pabpovoumong mov amodnkevovial apyikd otov e£onAMouo
aviyvevong HeTadidovVTOl OTOV EAEYKTN] KOTA TN OWPKEW NG €KKIVIIONG TOL
oLGTNUATOG. Agdopévov OTL TO POUTOT YPNOHOTOLlEl T0 TomKd avtiypa@d Tov, O
emtifépevog pmopet va yeplotel T mapapéTpoug Padpovounons, TpoKaAmvToS TO
poumdT vo Kwveltor ampocsdoknta (Katd tn Ayn amo@idcemv, AovOAGUEVES TUUES
€16000V 001 Y00V 6€ AaVOAGUEVES OTOPAGELS).

dJd 4 . O . 010 o0l

91 | = O 1 LimtmnQ 1 Qi |,
\ i ° = 100 ol i
L

Robot programmer The robot is connected to a controller The sensing equipment Calibration data initially stored
uploads code to server is calibrated in the sensing equipment is
transmitted to the controller

- __z
P =9
¥ ]
<l
The robot moves Original and unmodified code is An attacker tampers with The controller uses its local

erratically or unexpectedly executed by the robot calibration parameters copy of the data

65



IMPACT

High — Crucial: By allowing the sensors to report and accept incorrect values, the loT environment is put at risk — a
malfunctioning industrial robot can cause severe physical damage to whatever it is working with, and in the worst case
scenario, to the people working with it.

EASE OF DETECTION CASCADE EFFECT RISK

Easy — its detection is between easy and medium The cascade effect risk is medium, but it can vary
since an operator can see whether the outcome and the | depending on the number of sensors compromised in the
robot’s behaviour are correct or not. robot, and on the number of robots involved.

ASSETS AFFECTED | STAKEHOLDERS INVOLVED

Sensors
Actuators

Decision making
Software

Sensitive information

ATTACK STEPS (SAMPLE BASED ON A REAL-CASE ATTACK SCENARIO)

. The robot programmer uploads code to aserver

The robot is connected to a controller or its configuration has changed

The sensing equipment is calibrated

The calibration data initially stored in the sensing equipment is transmitted to the controller during the system boot
The controller uses its local copy of the data

An attacker remotely or locally tampers with calibration parameters

Original and unmodified code is executed by the robot

The robot moves erratically or unexpectedly because the true error is different from the error that the controller knows

loT experts, software developers and manufacturers
IT/Security solutions architects

10T SYSTEM COMPROMISE

-l I ol

RECOVERY TIME / EFFORT GAPS AND CHALLENGES
— High: depending on the number of sensors, and | Insecure design or development
the robots involved, the recovery time can range from a few | Lack of awareness and knowledge
days to weeks.

COUNTERMEASURES

GP-PS-10: Establish and maintain asset management procedures and configuration controls for key network and

information systems

v GP-PS-11:Identify significant risks using a defence-in-depth approach

v" GP-TM-15: Design with system and operational disruption in mind, preventing the system from causing unacceptable
risk of injury or physical damage

v' GP-TM-31: Measures for tamper protection and detection. Detection and reaction to hardware tampering should not
rely on network connectivity

v' GP-TM-54: Data input validation (ensuring that data is safe prior to use) and output filtering

v' GP-TM-56: Implement regular monitoring to verify the device behaviour, to detect malware and to discover integrity
eIrors

v GP-OP-09: Ensure the personnel practices promote privacy and security — train employees in good privacy and

security practices

Attack scenario 3: Botnet / Commands injection

Av n eniBeon cvvendystal TV EKUETAALELON KATOLO0V TPOTOL GNUEIOV HEGH GE Lol
GLGKELN YO TNV €YYVOT EVIOADV Kol TN ANYN TPOVOUI®V Sl EPIoTY, e OKOTO T
onuovpyia evog botnet mov amoteieitan amd avTég TIC eVdAmTEG cLokevég 1oT. 'Eva
botnet &ivar éva  OIKTLO OVTOUATOV GLUOKELMOV TOL OAANAETIOPOVV YO VO
OAOKANPOGOLV  KATOW  Kotavepmuévn gpyacio. Ady®m ™G  YOPOKTNPLOTIKNG
dtaovvoeong TV cvokevav [oT Kat ™ KaKNG SIUOPPMOTG TOVGS, 1] TPOYLOTOTOINoN
pog térowng emifeong etvoar amhn. Avtd 10 cevaplo emibeong Pacileror oTo
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botnet(Enisa.curopa.cu, 2018) Tng Mirai, T0 0moi0o £yl TPOYUATOTOUOEL APKETEG OO TIG
oyvpotepes embécelg DDoS oty mpodcpatn 1otopian Kot £xel amoderydel wkovo va
emtebel oe mowciha €idn otdy®V, amd Vv wtocerida tov KrebsOnSecurity £wg v
TNAETIKOVOVIOKT] DITOSOUT] OAOKANPNG XDPOG.(Energycollection.us, 2018). ¢ €K TOVTOV,
pe mBovods oTdYOoVG, OTMS Lo EMKIVOLVN EVEPYELOKT LTOOOUY, O AVTIKTLTOG TNG
enifeong tov Mirai umopel va @tacel o€ eEPETIKA KPIGIUA ETITED L.

Ta Prpota mov Tpénel va akoAovONcETE Yoo Vo eKTEAEGETE aVTO TO €idog emifeomg
eoivovtol oto mopakatw oynuo. To mpoto eivor m cdpwon avoytdv Bupdv oe
ovokevég [oT mov eivol mposPdoipeg péow tov Atadiktbov, ol omoieg cuvnBmG etvat
KOKOG TPOGTOTEVUEVEG OO TPOETIAEYUEVO, OVOLLOLTA YPNOTT KOl KWOKOVG TPOGPaong
oV 01 XPNoTeS TOTE dev aAAdlovv. MOAG o emtBépuevog amoktoel TpdsPacn ot
GLOKEVT, OVTOG 1 ot o €16AYEL EVIOAEC GTNV KOVGOAO TNG GLOKELNG YO VO
amoKTNoel dtkoumpata dwyeptot. Edv o emtifépevog emtvyet va amoktioel ovtd
T SIKOLOUATO, 0VTOG N vt Bal Kdver T cvokevt| va cuvdebet oe évo Command and
Control (C & C) vnd 1oV éleyyd TOV, Yo v KOTEPACEL KO VO EKTEAEGEL KOKOBOVAO
script. Ztn ocuvéyela, o ekteleotel To script, To omoio Ba darypaeel Kot Ba TpEyel 6N
pviun. X ovvéyewa, Ba apyiocel va e€amidvetar, kdvovtoag enifeon pe tov 1010
TPOTO KOl GE AALEG EVAAMTEG GUOKEVES, TPOKELEVOD VO, GUYKEVIPMGEL EVOV GTPATO
eEomhopov 10T, Tomobetdvtog ta o va botnet, To onoio o emrtBépuevog Ba givar og
0éon va eléyyet amd éva kévtpo C & C, de€dyovtog embéaelg pe xpnon tov botnet.

T—

Scan open ports Access to the loT device Code and commands

injection

(@] [

Spread and attack other The script deletes itself and Execution of the

vulnerable devices LS IN-Memary malicious scrigt
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IMPACT

High — Crucial: The impact of the attacks carried out by a botnet ranges from high to critical, depending on the volume of
the distributed attack, which is directly related to the number of compromised assets that are part of the botnet, and the
criticality of the target.

EASE OF DETECTION | CASCADE EFFECT RISK

Hard: due to the ignorance about the characteristics and | Critical: this type of attack has a tremendous cascade effect.
configuration of these devices, these attacks tend to be hard | Once a device is infected, the goal is to identify other
to detect and identify the source, which allows them to pass | vulnerable devices to extend the network.

undetected for long periods of time, and they are also

complex to investigate and recover from.

ASSETS AFFECTED | STAKEHOLDERS INVOLVED

Devices to interface with things
Devices to manage things

Device and network management
Communications

Software

laT experts, software developers and manufacturers
Information security exparts

IT/Security solutions architects

Chief Information Security Officers (C150s)

ATTACK STEPS (SAMPLE BASED ON A REAL-CASE ATTACK SCENARIO)

|0T SYSTEM COMPROMISE

. The attacker scans open ports in devices belonging to an loT network
If there are any open ports, the attacker tries to gain access to the device using weaknesses such as weak or default
passwords, or through exploiting the test/debug modes

Once inside, the attacker injects commands in order to obtain administrator privileges

With these permissions, the attacker tries to connect the device to the Command and Control of the botnet

The attacker downloads and executes a malicious script

The script deletes itself and runs in-memory

Then, it will begin to spread, attacking other vulnerable devices in the same way, in order to gather an loT device army,
conscripting them into a botnet.

8. The attacker can now control the botnet from a Command and Control [C&C) centre, from where he or she will launch
distributed attacks conducted by the botnet.

RECOVERY TIME / EFFORT GAPS AND CHALLENGES

High: the main issue is the amount of time it takes to detect | Insecure design or development
that the system that has been manipulated, which can take | Lack of proper product lifecycle management
several days/weeks, or even months in extreme cases

N

N W

COUNTERMEASURES

¥ GP-TM-04: Sign code cryptographically to ensure it has not been tampered after being signed as safe for the device, and
implement run-time protection and secure execution monitoring to be sure malicious attacks do not overwrite code
afteritis loaded

¥ GP-TM-05: Control the installation of software on operational systems, to prevent unauthenticated software and files
being loaded onto it

¥ GP-TM-06: Restore Secure State - Enable a system to return to a state that is known to be secure, after a security breach
occurs or if an upgrade is not successful

¥ GP-TM-08: Enable security by default. Any applicable security features should be enabled by default, and any unused or
insecure functionalities should be disabled by default

¥ GP-TM-09: Establish hard to crack device individual default passwords

¥ GP-TM-22: Ensure default passwords and even default usernames are changed during the initial setup, and that weak,
null or blank passwords are not allowed

¥ GP-TM-50: Ensure only necessary ports are exposed and available

¥ GP-TM-56: Implement regular monitoring to verify the device behaviour, to detect malware and to discover integrity
errors

68



3 Blockchain

3.1 Iotopikd onueiopa
(BlockchainTech)

To 2008 pio opdda M amimg évo dropo vmd to dvopo Satoshi Nakamoto
onuocievce éva paper pe titho: “Bitcoin: A Peer-To-Peer Electronic Cash
System”. Xe oavt) 11 dnpocievon mapovctdletal Evag TPOTOS NAEKTPOVIKNG
TANPOUNG LE XPNOT TNG TEXVOAOYING TNG OUOTIUNG GVVIEST G TOV Ol EMITPEMEL
v anevbeiog ocvvordayr peta&d TV VO  EVOLPEPOUEVOV YOPIG TN
OLOLEGOAAPNON OTTOIOVAINTTOTE YPMUATOTICTOTIKOD 1OPVUATOC. TNV TopEio
onpovpynOnkav kot dAlo niektpovikd cuvaAldyuato (cryptocurrencies). O
Juyypagéag NG TPAOTNG  ONUOGIELONG TOPEUEIVE OVAOVOUOS KOl O
amotélecua Kaveig 0ev yvopilel tov Satoshi Nakamoto w¢ orjuepa.

Méoa oto 2008: OSmuovpynbnke 10 domain name “bitcoin.org” (18
Avyobotov). Anpootedtnke T10 oyedootikd poviédo tov Bitcoin (31
OxtoBpiov)

To bitcoin project kataypdotnke oto SourceForge.net (9 Noguppiov)
Méoa oto 2009: Eykafidpvonke 1o genesis block (3 Iavovapiov)
To Bitcoin v0.1 avaxowvdbnke oto cryptography mailing list (9 Iavovapiov)

[IpaypatomomOnke n mpodtn cuvaArayn o€ bitcoin and tov Satoshi otov Hal
Finney (12 Tavovapiov)

A short bitcoin/blockchain history

2008: Bitcoin: A

Peer-to-Peer 2015: Ross Ulbricht sent to jail

Electronic Cash Now: Cryptmarketcap
System. 150 Billions of USD
Satoshi Nakamoto

! 2016: Enterprise
Ethereum Alliance 90+ |

members 1
2015: Ethereum F
e Iaunches |
2010: Laszlo Hanyecz paid | 2014: MtGox collapses i
10,000 bitcoins Feb 2011: Silk road i
to get two pizzas delivered (drug market) June zu:s a
from Papa John's launches / The DAO is hacked [

2012: Wordpress i
accepts brl:coln ¥ e
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To bitcoin dpyroe va yivetor 1aitepa ONUOPIAES UE TO TEPAGLA TOV YPOVOL
Kot glvan 1 o dadedopévn epappoyn tov blockchain. Qotéco 1o blockchain
Bpiokel mpdspopo €£d0pog Kol Ge €PAPUOYES TOL dev oyetilovtonl pe To
OIKOVOUIKGL.

BLOCKCHAIN

Free. Secure. Easy to Use.

3.2 Tt eivon to blockchain

To blockchain eivor po xkotavepnuévn Pdaon dedopévov amd UTAOK KOTAYpOQ®OV
OA®V TOV GLVOALOYDV 1] TOV YNOLIK®V YEYOVOT®V TOV £X0VV TPAYLOTOTOm Ol amd
OAOVC  TOVG ovppetéyovies oe  avtd. Kdbe ovvariayn mov  mpodKertonr  vo
npaypotonom0el mpénel mpata vo eykpdel amd v mAsloyneio TOV GUUUETEXOVI®V
o010 ocvomuo. Eva and va Pacwd yopaxtnpiotikd tov blockchain eivar 61t kébe
YeYOVOG Tov KaTaypdgeTal, dev umopel moté va daypapel. AnAaodn, oto blockchain
VILAPYEL YPAUUEV] T TANpOPOpio Yt OAQ T YEYOVOTO OV £XOLV TPOYLLOTOTOINOel
010 TOPeABOV yopic vo vrdpyer M dvvatdTTo CAAYNG TG GAANAOvYiag TV
yveyovotov. H peyohdtepn kawvotopion tov blockchain eivar 6t1 m Agrtovpyo tov
Baciletar omnv opogwvia OAmv TV cvppeteyxdvtov (distributed consensus) yio v
Tpoypotonoinon omolovdnmote yeyovotoc. To blockchain Mdn ypnoyomoteitat
eVPEMG o€ éva TOAD peyaho apBpd epappoydv. To md Tpavd Tapddetypo EpopUOYNG
g texvohoyiog ovtng omoteAel to Bitcoin. To Bitcoin amotelel ko v mod
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OUQIAEYOUEV EQOPUOYN KOOMG CLUUPBAAAEL 6T dnovpyic LG YNELOKNG 0yopds
TOAAL®V OloeKkaToppLPiV dodapiov Yopig va VILAPYEL KEVIPIKOG EAEYXOG 1 KATOL0
TPamelIKO GLGTNLO TOV VO, ATOTEAEL TNV PLOCTIKY apyN.

(Reference: Blockchain for securing 1oT)

Kobdg 10 ovompa givor katoveunuévo, dev vrdpyel £vol KEVIPIKO VTOAOYIGTIKO
OUOTNUO 7OV VO KPOTAEL TNV GUVOAIKY] TANPOQOPi. TOV GULVOAAAYDV Kol TNV
aAinAovyia tov block otnv aivcida aAld kdbe KOUPOG TOL cLoTAATOS (GTON TOV
YPNOOTOVY TNV TAATEOPHO Tov bitcoin) €xel €va avtiypo@o TNG GLVOAKYG
minpogopiag. Emiong n aAvcida cuveymg avédvetal, dgv vdpyel SuvatdTnTo AAANG
dpactnpromrag (mapéuPfacn pe aAlo tpdémo oty olvcida Tov blockchain). Avo givan
1o Poowkd otoyeion Tov blockchain, ot cuvvolAiayég mov mpoypaTOTOOVV Ol
OCUUUETEXOVTEG TOL OLOTAHOTOG kKot To. blocks ota omoion Kataypdeovior ot
OUVOAAOYEG avaAAOIOTEG HE O®OTN Ypovoroywkn oepd. T va eykpifel pia
OLUVOALOYT TTPETEL OAOL Ol GLUUETEXOVTEG OHOPOVO VO GUUPOVIGOLV KOl TO 7O
oNUOVTIKG, elval ac@aAés. ‘Eva 6eT amd cuvollayég mov Exovv eykplBel cuykpotel
éva block. To block avtd amootélietor e GAOVS TOLG GLUUETEXOVTES KO VTOTL LE TN
oelpd toug gykpivouv to véo block. Kébe block mepiéyet éva kmdkd (hash) o omoiog
amoTeEAEL TO OOKTLALKO ATOTUTTMO TOV AUECWHS TPonyovuevov block otnv alvoida.

3.3 Tt eivon T smart contracts;

Ta smart contracts eitvotr copporaia Tov Kataypapoviorl o £va cuatnua blockchain.
[T avolvtikd, o0tav dvo pepLEg BELOVY var dnUovpyNGovy Eva GUUPOANIO HETOED
TOVG, T0 GVUPOra0 avTd Kataypdeetal oto blockchain og popen kmdwa. Ta péin
OV EUMAEKOVTAL 6TO GLUPOAto givar avdvopa dpmg To cvpforato eivar onuodcio
owbéoo o OAOVG TOVG KOUPOVUG TOV  OAMOKEVIPOUEVOL ocLOTHUOTOC. Eva
nmpokafopiopévo yeyovdg OmmG Mol muepounvie M €va mocO oL TANP®ONKE
TVPOJOTEL TNV EKTEAECN TOV CLUUPOVNOEVTOV OTMG aVTA £XOVV KOTOYPAPEl He ™
popon Kodka. Ot puBuotés (cvppetéyovreg) ypnoyonoovv to blockchain yua va
KOTOVOT|GOLV TNV Kiv|on TG 0yOpas Kot THDVTOYPOVO VO KPOTOOV TV VOVU U0 TOVG.
[Ipdtog mov dSatvmmwaoe v 10€a Yo To, smart contracts tav o Nick Szabo 1o 1994
otav kol dpvoe v gpappoyn “Smart contracts”. Qotdc0 M €papUoyn OV glye
W0I0ATEPT YPNOUOTNTA HEYPL TNV ECOYMYN] TOV MAEKTPOVIKOV GLVOALLYLATOV
“crypto currencies”. ITAéov éva mpdypappa, éva smart contract kot to blockchain
pumopodv  va.  ouvepyactolv Yyt vo  mpaypotonombovv  mAnpopés otav  pia
TPOYPOUUOTICHEVT] cLuvONKN Tov €xel cvppwvnbel oto cvuPforato viomombei. H
epappoyn Smart Contracts givor mpoypatikd n wd orovdaio LEYPL GTIYUNG TOL EXEL
QEPEL 0 KOGLOG TOV KPLTITOYPOUPTULEVOV GUVIALXYLATOV.
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An option contact between A triggering event |ike an Regulators can use the blockchain
parties is written as code into the expiration date and strike price is to understand the activity in the
blockchain, The individuals hit and the contract executes itself market while maintaining the

nvolved are anonymous, but the according to the coded terms, privacy of individual actors’ positions

contact is the public ledger.

‘Eva mapdderypo smart contract. '‘Ectm 011 €vag ypnotg 0éler va vokidoel éva
dopdatio kou mAnpover pe bitcoin. ITlaipver wiow pio amddeEn n omoia eivon
KOTOYEYPOLUUEVT] GTO €KOVIKO GLpPOAato. O xpnotng mov €yl GTNV KATOYN TOL Ta.
doudTio, oTEAVEL TO YNEoKO KAEWL €16600V €vtdg oG nuepounviog. Av to KA1
dgv pTacel oty ®pa tov toTe T0 blockchain amolnuidvel Tov evolapepouevo. Av 10
KAeWl prdoetl eykaipmg TOTE N XPEWON YIVETOL KAVOVIKA VD EVIILEPDOVOVTOL OAES O1
HEPLEC YL TNV APIEN TOV KAEW100. AV @TAcel TO KAEWl 10TE €lvol Giyovpo OTL 0
WKt TNG Oa TANpwOel. Av 0 evdlopepOUEVOG TANPAOCEL TO CWGTO TOcH o€ bitcoin
t61e Bo mapet To kAeWi. To apyeio akvpdveTor pe T AMEN TG GLVAALAYNG Kol KOvelg
dev umopel va mapéupel oe avtd koD B yivel avTIANTTOC amd T0 GUVOAD T®V
YPNOTOV.

O1 md yvowotéc etoupeieg avoryytod kmoKa mov vrootnpiovv to Smart Contracts
xpNOoTOI®VTaG TNV TEXVOoAOoYion Tov blockchain eivar m Etherium kot n Codius.
[MoAAég  etopeieg mov  Aertovpyobhv mdve oto bitcoin kot oto  blockchain
vrootnpiCovv to Smart Contracts. YmoBéoelc mov oa@opodhv TNV UETOPOPA
TEPLOVOIOKAOV oToLElmV Vo mpobimobécelg, o1 omoieg omaitovv TNV TOPOLGial
Sknydpov yio va cvvtoydel éva copforato kabmg kot Tpdmelec mov Ba Tapéyovv
YPNUOTIKES EYYVNOELG UTOPOVV TAEOV VA avTikaTocTafovv and Smart Contracts.

H Ethereum £&yet dnuovpynoetl moAd evOOLGLOGHO LE TIG SOLVATOTNTEG TOV TPOCPEPEL.
To mo Paocwod eivor 0Tl emtpénet 6e OAOVLG Vo SNUOVLPYHGOLY TO OIKO TOVLG
KPLTTOYPAPNUEVO VOUUGHO KOl VO TO YPNCLLOTON|GOVY Y10, TNV EKTEAECT] KOL TNV
minpoun tov smart contracts. H Ethereum omd poévm g €xer 10 dkd g
kpurtovopopo  (ether). H Ethereum mnon tpoeodotel pio peydAn ykdpo omd
EQUPUOYEG oE TOpElg Ommg M dakvPEpvnomn, ot avtovoueg tpimelec, N mpdsPaocn
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yopic kiewdi (keyless access), n ypnuatoddtnon amd to mAnbog (crowdfunding)
GUVOALOYEG LLE PN LOTOOTKOVOLULKEL TTOPEYmYO Kot GAAL.

Emumhéov vmapyet moAld blockchains ta omoior vmootnpilovv pio peydin ykapo
EQAPUOYDV Kot Oyt UOVO KPLTTOYPOUPNUEVO CUVOAAGYUATO. AVTA TN OTIYUY| TPELS
elvor ov Poaocwkéc mpooeyyioelc oty Propnyovic o1 0moieg OMOGKOTOVV OGNV
vrootpiEn GAA®V e@appoymv KaBdg emiong Kol TNV LAEPTNONGCN OVTIAEUTTOV
neploptop®v tov Bitcoin blockchain:

1)

2)

3)

Alternative Blockchains civou évo cuotnua mov ypnoiponotel tov aiyopifpo
tov blockchain yw va metdyer xotaveunuévn opoewvia mive oe €va
GLYKEKPLUEVO yMolako Bépa. Mropel va popdaletat kot miners pe £va Yovikod
diktvo O6mwg tov Bitcoin (owtd amokoAieitar merged mining). Ta alternative
blockchains éyovv mpotabel dote va epappoctodv oe pappoyég 6mmg DNS,
SSL apyn motomoinong, amobrjkevon apyeiov kabmg eniong Kot yneopopiec.

Ta Colored Coins to omoio meptypagovv o kAdorn pebddwv yo v
AVOTOPACTACT, Kol OloyEIPION TEPLOVCLOKADV GTOLYEIOV TOL TPOYLOTIKOD
koopov mhve oto Blockchain tov Bitcoin. Ilapd to yeyovog 6t o Bitcoin
oYedoTNKE Yoo vo yivel cuvdAhayua, mn scripting language tov Bitcoin
EMTPENEL TNV AOONKELGON IKPAOV TOCOTHTOV HETadEdOUEVOVY 6To blockchain
TOL OTTO10L LTOPOVV VOL OVOTTAPLGTOVV EVIOAES Y10 TNV Ol0YEIPION TEPLOVGIOKAOV
otoyeiov. o Tapdadetypo, HUmTopovIE Vo KOTAYPAWOLUE GE Uio. GCUVOAANYT
ot 100 povadeg evog avtikelpnévou Exovy motmbel e pia dedopévn dievbuvon
Bitcoin.

Sidechains sivar evailaxtikég blockchains ot omoieg vrootnpilovrot and to
Bitcoin péocw 7tov Bitcoin Blockchain 6mwg 10 SoAdpro kor 1 Adpa
vrootpilovior and to ¥pvcd. ‘Evag pmopel va £xel 6TV Katoyn Tov yiadeg
sidechains ovvdedeuévec pe 1o Bitcoin, KkdBe pio pe  OPOPETIKA
YOPAKTNPIOTIKA Kol XPNOILOTNTO EVD OA0 EKUETAAAEDOVTOL TNV OTOVIOTNTO
Kot TV glaotikotnto mov e€acearilel o Bitcoin Blockchain. To Bitcoin
Blockchain pmopet pe ™ oeipd tov va vrootpiel emmALov YaUpOKTNPIOTIKA
yio mepopotikés  sidechains, oa@ov  éyovv  mpdTO  SOKMOOTEL KO
eleyyOel.Etapieg 6nwg ot IBM, Samsung, Overstock, Amazon, UBS, Citi,
Ebay, Verizon Wireless avalntodv evaAlaKTIKEG KOl KAVOTOUES XPNOELS TOV
Blockchain yia ti¢ d1Kég Tovg eappoyéc.
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«Traditional» contract

Imemaction bswean human and objecls
Possibha application of punishmants

Defnitons can be interprated (trisl)

Execution

{semi-) manual

Paper data recollection

| Contract

yl' Definition ’mﬂ;‘“"g“

Smart contract

Prisgram execution
{Only one interpretation)
Mat reversble, autonomaus

Software Real time
program Immutable

- Contract

Definition Audit

(Control) ' l

To bitcoin givar £éva smart contract.

1) Etvow mpoypopipiol

2) H extéleon tov ivon avtdvoun ( €meldn 1o SikTvo ivol amoKeEVTPOUEVO)

3) Oleg ot GuvaALOYEG TPOYUATOTOLOVVTOL dNUOGLO
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4) Aev vmdpyer dvvatdmro va petafindel to 16Topkd TV GLVOAAAYOV (
ONAadN M EKTELEST OEV UTOPEL VO OVOTTPAPET)

Kdanow dAra yapaktnpiotikd tov givo:
1) Aev pmopodv va vdpEovy cuvorikd v amd 21.000.000 bitcoins
2) 'Eva véo block mapdystot kéBe 10 Aemtd

3) H dvokora e£0pvéng bitcoin efaptdtar queca omd v €vEPYELR TOL
GLOTNLOTOG

4) Mobvo éva vmochHvoro TV THUVOV GUVIALAYDV YIVOVTOL OEKTEG

58 = An Ethe = act to
L save - B :"l':f' put Oxtal26 T 3009

8 save - EURRWEBSITE_ADMIN JIT NINSSRPC e

spend | contract LEETTRR 10 1 gata ot 0D shot ¢ EE3NIS;

S

3.4 Ileprypaoen tov Framework

Ot owovopkég ocvvordayég mov AopPdvovv yopo oto SadikTvo glval oTeVA
GUVOEOEUEVEG e KATOLO YPNUATOTIOTOTIKO oTitovto. Avtd cvpPaivel 6101t 6To
NAEKTPOVIKO EUTOPLO VLAPYEL PEYAAOG Kivouvog amdtng. Qotdc0, 1 eEAPTNON TOV
SLUVOALOYDV amd kamoto Tpdmela 1 KATOOV GAAO €yyuntn £XEl MG OMOTEAEGLO TNV
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avénon tov ko6cTovg KéBe cuvaAlayng. H kawvotopio tov blockchain (péow tov
bitcoin) £yKetton TNV OMOOEGUEVCT] TOL EUTOPIOL Ao TPONECIKE GLGTHLOTO KOL TV
EUMIOTOOLVY] TAEOV OTO AOYICUIKO OVOLYTOV KOOI KOl TOLG VOUOUS TMV
podnpatikov. Kabe cuvailoyn tpoostatedetor and pio nAektpovikn vroypaen. Kabe
GUVOALOYT OTEAVETOL GTO OMNUOGLO KAEWDL TOL OEKTY YNOLKA VITOYEYPOALUEVO LE TO
WIOTIKO KAWL Tov amootodéa. T va Eodéyel kamolog bitcoin mpémel TpmdTU VL
amodeifel ™V kaTtoy TOL WIOTIKOD KAEWWL. O dEKTNG TG CLVOALOYNG HE TO
NAEKTPOVIKO VOGO, ETOANOEVEL TNV YNEOLoKY vToypaen (dpo Kot ToV KATOXO TOL
O1OTIKOV KAELD100) XPNOILOTOIDOVTAG TO ONUOGLO KAELSL TOV ATOGTOAEN.

broadcast toavery

online as a “black”™ party in the network

A wants to send The transaction isrepresamted The binck 5
maoney to B

oo The block then can be added

Those in the network i hial hich id Th
the t it ik to the chain, which provides EICHIEY. moVEs.
o e . 6 an indalible and transparent from Ato B
&

record of transactions

Evtovtolg, éxet omuiovpynfel 10 epdtmua yioo to g o dwtnpeitor 11 OO
YPOVOLOYIKN] GEPA TOV GUVOALNYDV TOL ATOCTEAAOVTAL GE OAOVG TOVG KOLBOLG TOV
oLoTNATOG TOL bitcoin. Ot cuvorAiayés oev gival dgdopuévo 0Tt Ba eTdcovy e ™)
oepd pe v omoio dnpovpynOnkav kot yu avtd 10 AOY0 LEAPYEL AVAYKY GTO
oUGTNUO 1 ATOPLYY] TOL Qatvopévov double-spending, SnAadn TO Vo KOTOPEPEL
Kdmolog KakOPovAog ypnotg va Eodéyel €va mocd oe bitcoin 2 @opés. Avtod
ovpPaivel d10tL N TANpoYopia TG cLVOALAYNG Tepvhel and kKOpPo o kOuPo pe
amoTEAEG O, OV0 GUVAALNYEG TTOL «YEVVIONKOV» LE KATOL0 XPOVIKT GEPE, VoL OTAGEL
TpOTN o€ Kdmolov kOpUPo ekeivn mov mapdydnke teAevTaia.
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Double spending due to propagation delays in peer-to-peer network.

I't avtd 0 AOYO VILAPYEL AvhyKkn Vo avamTuyOel Evog UnyovicHog doTte OAOKANPO TO
diktvo tov Bitcoin va pmopel vo coppovel oxeTikd pe v aAiniovyio TV
GUVOAAAYDV, KATL TOL €lval 101aiTEPA OmalTNTIKO o€ £vol Kotaveunuévo cuotnua. To
bitcoin Avvetl avtd 10 TPOPANUA YPNCYLOTOIDVTAG TNV TEYVOAOYia Tov Blockchain. To
bitcoin ta&ivopel T1g cuvariayég o opddeg mov ovoudlovtal blocks katl otn cuvéyeia
ouvdéel peta&d toug avtd ta blocks kot étot onpovpyel to blockchain, dnAadn pio
alvcida amd blocks. OAeg ot cvuvariiayég mov €xovv ta&wvounbel oe éva block
Bewpeitar 0TL Exovv cupPel v 0o ypovikn otryun|. Ta blocks pe ™ oepd Tovg givon
Kol 0T TaSIvopnUEVA LE TN GMOOTH ¥POVOAOYIKY oelpd kot KaOe block mepiéyet Tov
K®dkd Tov mponyovuevov block.

block n block n+1 block n+2
“hash of | © “hash of | T hash of
soe L blockn-1 L _blockn_ L block n+1 oo
transactions transactions transactions

Mopapével dpmg éva mpoPinua. Kabe képupog tov cvotiuatog umopet vo cuilriéEet
ocuvaAAayég mov Oev €yovv eykpifel kol va onuovpynoet €vo block kor vo to
TPoTeivEl 6TO GVoTNUO ®C TO €mouevo block mov Ba wpémel va pmel otV ahvcida.
[Mwg 10 ovomua emdéyel mowd block Bo mpémetl va pmel emdpevo otV aAvcioan; Oa
umopovcsav mwoArd blocks mov éxovv dnovpyndel and dapopeTikovg KOUPovg TV
01 ypovikn otiyun. [pogavmg dev umopode va amopacicovpe pe Bdon tn oepd
mov €ptacay o€ €vov KOUPo Kabw¢ pmopel vo OTACOVV LE JOPOPETIKY] GEPE GE
StapopeTikd onpeia tov dktvov. To bitcoin AVvel kol avTd T0 TPOPANUA EIGAYOVTAG
éva, podnuatikd puzzle: kdbe block Ba yiveron amodektd oto blockchain pe v
npobmoOheon OTL €xel TN AVom Yo KAmowo €01KO padnuatikd mpdPAnua. Avtd sivor
eniong yvowotd kot g “proof of work” oniadn amddeiEn 611 0 VWOAOYIGTNG
KEPYASTNKEY» KATAVOADVOVTAG VITOAOYIGTIKOVG TOPOVE MGTE Vo AOGEL TO Lafnpotikd
npoPAnua. Otav évag vmoAoywotig koatackevdler éva block, oto Téhoc avTOD
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povtedeL Kat T Aon evog cuykekplévov padnuatikod tpofAnuatos. To TpdPinua
avtd eivor Tomov cryptographic hash, dnAadn o vroAoyloTIG HavTELEL EVvav apBd o
omoiog mepva amd pia cvvaptnon hash yo va Byet 1o 1eMkd omotélecpo OOTE Vo
ereyyBel av m Aon eivar cowot. ‘Eva anAd mopdaderypo eivar 6Tt petd to hash, to
OmOTEAEG O, cLYKpiveTal pe évav oplBud kot avaioyo to Tt {ntdet To TPOPANUa M
Abon onuewwvetol ©¢ oot N g AavOacuévrn. Ilpénelt va onuewwbel 6t 1M
oLVAPTNON oL Ypnotpomotet 1 dudwkacio Tov hash eivar n SHA-256"2. Emumdéov, 1)
OVOKOAO GLYKEVIPMOVETAL GTNV €MIALGON TOL TPOPAHATOS KABDS Olot ot kOpPol
umopovv dueca vo eAEyEouy TNV EYKLPOTITO LLOG ATAVTNONG, OTOTE UITOPOVV OUECHC
va emainbsvcovy av éva block givar éykvpo oA dev pmopel vo poavtéyel mold nTov
to input ™¢ hash.(ICCS-NTUA, January 2018)

=
, s

find x such that
f(block + x) < t
(crytographic hash)

Figure 5 Mathematical race to protect transactions-I".

‘Exel vroloyiotel 6t 10 pobnpoatikd TpoPAnua mov KoAsitor vo AVoel vag amAdg
VROAOYIGTAG (OMAOY] HEXPL VO HOVTIEYEL GOOTA TN AVo™), omoutel kato pEGo Opo
Kémown ypovia. 1o dikTLo OU®G TOL bitcoin évag vroioyiotig Ba Ppickel Avom kabe
10 Aemta mepinov. 'Etor Aowmdv dev umopel o kabévag vo mpoteivel omoladmote
oTyun 1o dkd Tov block cuven®g N TLYOTNTA TOV VIKNTA TPOGdideL a&lomatio 6To
ocvomnua. EmumAéov, 10 ovotua mpoomabel va kpatdel ovtd 10 ddotnue tov 10
Aemtdv. OGO PEYOADVEL TO GUOTNUO GE TOGOTNTO (TEPIGOTEPOL VTOAOYIGTESG) OAANL
kot eedMocetar 1 amdO0o TOV EMEEEPYOOTAOV, OV KPATOLGOUE otabepn TV
TOAVTAOKOTNTO TV Lo uaTik®v TpofAnudtoy Tov blockchain tdte 0 avapevopevog
xPOVOG emiAvong Tov mpoPfAnpaTog amd Kamwolov KOpPo tov diktov Ha pelwvortav.
Ondte avaAoyo e TNV LRTOAOYIOTIKY OUVOUN TOL JIKTLOL TNV Kd&be otiyun,
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TPocapproleTar 1 TOALTAOKOTNTO (OOTE 0 Ypdvog Twv 10 Aemtdv va Topapével
TPOUKTIKA oTafepOs.

Koaveig 6pmg dev pmopet va amokAieicel 1o vogyOUEVO 2 1] TOPATAVE® VITOAOYIGTEG VO
Bpovv ) Abon tavtdypova (] TOAD Kovtd ypovikd). Avtd onuaivel 6Tt Ta block mov
wpoteivouy givar O o amodektd. Otav Aowmdv 3 vtoloylotég Bpovy TavTdYpova Abon,
tdTE KO o1 TpEig otéAvouv ta block mov dnpovpyncay 6To GLGTNUA, LE ATOTELEGLOL
oAot ot kopPor va AdPovv 3 blocks. Apov Aowmdv kot T 3 blocks eival amodektd,
oVTO oNpaivel 0Tt 1 aALGida oL £yl 0 KABe KOUPOS O1OKANUODVETOL.

branches

TIME
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O emopevog kOpPoc mov Ba Avcel 1o enduevo pobnuatikd tpdfinua Bo cuveyicet to
ytiowo g aAvoidag tov Tdve oto block mov Tov Mpbe TpdTO O TAL TPONYOLEVE 3
evdd to GAAa 2 block Ba koatapynBodv evd ta transactions mov mepiEyovv Oa
TEPUEVOLV €K VEOL VoL €YKplBovV kat vo, opyavmbBolv ce kKdmoto emdpevo block. ‘Etot
Aowov aveEaptmro pe to mowd and ta 3 block eprace mpwto o kdbe kOUPO, N
aAvcida ov Ba vicBeTooLY amd £d® Kot 6To €£NG OAOL ot kOpPot Ba gival avth Tov
TPOTEVE O EMOUEVOS VIKNTNG TOL LAONUATIKOV Sloy®VIGHOV. YTAPYEL TEPIMTMOOT KO
OTNV EMOUEVI] (QACN VO VLTAPYOLV TAVE omd 2 VIKNTEG OmdTe 1 dlodikacio Ha
ovveylotel OmMm¢ meprypdonke. Qotdco N TOAVOTNTA TO VO LAGAPYOLY TAV® OTd dVO
Moelg tavtdypova givarl TOAD HIKPN Kol OG €K TOVTOL 1 TBavoTTa Vo GLUPEL avTd
0€ GUVEYOUEVOLG OOYOVIGHOVG vl aKOUO LUKPOTEPN, LE OTOTEAEGLO TO CUGTNLLO
va otafepomoteitol GYETIKA YP1YOPO.

Ot k6ppot Tov ¥PNGIUOTOI0VV TOVG VITOAOYIGTIKOVS TOVS TOPOLG Y10 VAL ELAVGOLY TO
ponpatikd mpofAnue kot va dnuovpyncouvv éva kawvovpto block amokaAiovvrot
“miners” Kot apeifovror owovopkd (o€ bitcoin) yio tv cupfoin Tovg.

To diktvo amodéyetor v peyoldtepn oAvcidoo ¢ amodekty. To yeyovog avtd
Kaf1oTd oXeddV adHVATO Yo OTOOVONTOTE KAKOPBOVAO VO TPOTEivEL piol AmaTnAn
ouvoALoyn Aoy Yo vo To TpdEetl ovtd dev mpémel povo va mapdéer Eva véo block
EMAVOVTOG TO HoONUatikd TpoOPANUe AL TPEmeL Kol vo To TPacel Tnv 1o oTiyun
mov avtayoviletar 6Ao 10 cvotnua yoo va mopaget OAa to. petayevéotepa blocks.
Movo €1t Ba pmopécet va meicel OGAOVG TOLG LTOAOUTOVS KOUPOLS VoL deXTOVV TIg
ocvvalayég kot ta block ta omoia ekeivog €xel mpoteivetl. To €pyo tov KakodBoviov
kOppov yivetar akoun wo dvokoro kabmg ta blocks oto blockchain cuvoéovtan
petalh Toug HEG® KPLTTOYPAPioGC.
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Prabability Distribution of Block Salving Time

probability

(¥] time to solve a block
lime attacker must outpace
or "out luck” the network.
- B
g
- - ] i — — - | — -
maore secure less secure

[
=

TIME

4 Blockchain yw IoT Security

Evo elvar axopa ota mpdto otddio ovimtuéng tov, 1o loT amoteieiton g eni to
mielotov  amd teYVOAOYlEG TOL  emTpEMOLY TN GLAAOYN dedopévav, TNV
OTOLLOKPLGUEVT] TOPOKOAOVON O Kal ToV EAeyy0 TV cvokevdv. Kabmg 1 teyvoroyia
npoympaet, To 10T Oa eEelybel o €va dikTLO AVTOHVOLMY GLGKELAOV TOV UTOPOVV VOl
OAANAETIOPOVYV HETOED TOLG KOl HE TO TEPPAAAOV TOLG KOl VO KAVOLV EEVTTvVeEC
amoeacels xopig avOpomivn mapépuPacn. Edd to blockchain pmopet vo Adpyet kot va
amoterécel ) Paorn mov Ba vmootnpiter o kown owkovopio mov Paciletor oTnv
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punyoavi-to-machine (M2M) emikowvovia. H Blockchain teyvoloyia givatl o cuvoetiKog
Kpikog ywoo vo Otevbetioel TIg avnovyieg mpootacio g WIOTIKAG (NG Kol TV
aSlomotic tov IoT. Mmopel va ypnowomomBel Yo Vv  moapakorobOnon
OlGEKATOUUDPLO. GUVOEEUEVOV GLOKELMY, TOL EMITPENEL TNV emeepyoacio TV
GUVOAAQYDV KOl TOV GUVTOVIGHOU HETAED TMV GLUOKELMOV. AVTO EMITPEMEL GNLUOVTIKN
e€okovoun o Yo TOVG KOTAOKELAOTES TNG Propnyaviag IoT. Avti ) anokevipopévn
npocéyyion Oa efalelyel eviaia onueion g amotvyiog, OMUOLVPYOVTAG £va MO
avOeKTIKO owocVoTNUO Yoo oLOKELEG mov Ba Tpééovv maveo o avtd. Ot
KPLTTOYpaPIKOl alyopifuol mov ypnoyomolovvioar ota blockchains Oa kdver Ta
O0edoUEVO TOV KOTAVOAMTOV 7o OTIKE Kol ac@air.. To kaboiukd (ledger) tov
blockchain givor amoapafioccto kot dev umopet va yepaywyndel amd kokdfoviovg
mapdyovteg, 010TL dev vmdpyel oe pio poévo Béom, Kot emBEcelg dev Umopovv va
opyavwBovv eneld] dev VIAPYEL va EVioio VLA TNG EMKOWVOVING TOV UTOPOEl va
vrnokhamel. To blockchain kabiotd dvvary aceolr, peer-to-peer ovtaAioym
UNVOUATOV Ko £XEL

4.1 Introduction

. Blockchain Technologies will have a great impact on our lives in the
near future. It was initially introduced to make Bitcoin work and since
then the idea behind the Blockchain is being used in many deferent areas.
There is currently a lot of market speculation about Blockchain and its
possible use-cases on securing [oT ecosystem.

. IoT Security is an open issue. There have been proposed many deferent
ways in order to find solutions, although there are still many difficulties.
There are many different ways to attack an IoT system and none of the
solutions that have been already proposed are able to offer catholic
protection. In this report, three different reasons are introduced to explain
why Blockchain is an attractive technology to use in IoT solutions.
Blockchain can also help operators increase the IoT value chain by
enabling new business models.

What 1s Blockchain?

A blockchain is essentially a distributed database of records or public ledger of all
transactions or digital events that have been executed and shared among
participating parties. Each transaction in the public ledger is verified by consensus of
a majority of the participants in the system. And, once entered, information can
never be erased. The blockchain contains a certain and verifiable record of every
single transaction ever made. Bitcoin, the decentralized peer-to-peer digital currency,
is the most popular example that uses blockchain technology. The digital currency
bitcoin itself is highly controversial but the underlying blockchain technology has
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worked flawlessly and found wide range of applications in both financial and
nonfinancial world.

The new concept behind blockchain is that establishes a system of creating a
distributed consensus in the digital online world. This allows everyone
participating in a specific blockchain to know for certain that a digital event
happened by creating an irrefutable record in a public ledger. It is the first step to
a more democratic open and scalable digital economy from a centralized one.
There are tremendous opportunities in this disruptive technology and revolution
in this space has just begun.

4.2 Securing [oT Systems with Blockchain Technology

Is IOT the new cash cow? Not as simple as it seems

The estimated value of loT On the other hand, monetization
connectivity constitutes a small becomes more complicated when
percentage of the total value of there is a need in a collaboration

the loT ecosystem, and it is between an ecosystem of

Moreover to lift up the value
chain and be successful in loT
market companies need to offer

possible to decrease in the future LHLREE EQE
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4.2.1 Why blockchain may be vital for iot systems?

Every single information that has been written in the chain is perishable

* Lack of security constitutes the main reason why loT is not widespread yet

| » The more the number of connected devices increases the more we need to find a way to secure the information they share

* Data integrity can be ensured in a blockchain system and what is more, it enables a wide variety of new use-cases. For example,
device-to-device payments are no longer a problem.

Constitutes a distributed database model

o All participants in a blockchain have access to the real ledger and see any changes. This becomes more attractive when multiple
parties share datain an ecosystem

) | » In contrast with a centralized system, there isn't a risk of losing data as every node in the blockchain has a real copy of the

mozilla

o @ Plone

opensource  (Qen

ledger since the very first information that was added

It is open source

* This is more attractive than being tied-in a private solution, especially in an ecosystem environment

* Being able to use an open-source security solution, makes it easier for operators to design and develop their loT solutions and
bring them to market in less time.
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4.2.2 The 10t revolution has begun. The world is moving rapidly in a
new era of hyper-connection and automation

What’s next?

In 2025 “things” are going to
communicate and share date
autonomously.

Now we use our smartphones
to monitor and control
gadgets via smart apps

85



How this idea is going to become a reality if data shared between
any component are not secure?

Smart
government Senart health
'Sﬁlll"t Smart grid/
T apietare bt 4
@ Smart @ h S
N gl buildings

é‘ii -

Smart city components share information autonomously
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4.3 Smart cars and the necessity of a secure [oT ecosystem

-By sending and receiving information, a
car can communicate  with its
environment seamlessly. So it bhecomes
possible to automatize operations such as
paying road tolls and parking fees, share
insurance details in case of an accident.
These operations don’t demand real time
transactions so there is no need for an
ultra-low latency network.

Autonomous car in a smart city

Can blockchain play the role of a regulator?
. It is unlikely that a city would choose ONLY ONE network provider

. Cities are more likely to build these capabilities gradually using more than one
network providers

. On the other hand blockchain can provide a trusted platform for data sharing

How blockchain’s audit trail enhances 1ot

device security
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*  Blockchain becomes a part of an IoT device since its manufacturing
stage

. The details of the device’s configuration is compressed into a hash
code and connected to the blockchain network while an individual
public/private key is created

*  Now the device is uniquely identified in the Blockchain

. A smart contract is embedded in the device and determines who has the
authority to change its configuration

Security specifics

. Every different configuration of the device is continually
logged as a transaction in the blockchain

*  Any minimal change of the hash code is detected and raises an
incident alert

*  Any change of the device’s configuration by the owner requires:
-The device to validate the identity of the owner through public/private keys
-The device to identify the information. The software update is hashed by the owner
and placed in the blockchain. Once the device receives the update information it
automatically creates a hash. The match of the two hashes provides the evidence of

compatibility. After this condition is fulfilled the device installs the new software
update and logs the new hash of its new configuration o the blockchain

Use-cases
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Securing loT devices via
Blockchain and biometric
data

Protecting cargo and
logistics industry from
potential fraud

Telstra experimenting with blockchain
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»  Telstra has been experimenting with using blockchain to
prevent smart home device fraud using the protocol explained
above

*  Implements the usage of biometric data to ensure that any
modification to the device’s configuration can be authenticated via
fingerprint

*  Any attempt to violate the
blockchain-protected device’s configuration
is detected in less than a second

Minimizing financial loss in the logistics industry
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*  Cargo and logistics industry experiences significant losses due to
goods being damaged, lost, stolen or delayed in transit every year

* Installing an IoT chip to track goods, sharing data describing
the condition as well as the location of the products enables:

-The identification of the place and time of a potential
theft -Liability when goods are lost or damaged
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4.4 Human intervention can be excluded from device-to-device networks

We are moving in a world of f 0
hyper-connection and hyper- Q e . o
automation. In order for that . 0 .
vision to become a reality, a : e ]
dlStrlbUtEd C|0ud platform |S O Desmptmngenaratedwithvaryh\gh(unf\damei
essential so that loT devices can 0 5 ﬁ
share data securely. § ﬁ 0 1 sl -
1= & O
Q/ .\ T
A
%
: [ ] [ ]
. 0]
0 9 b—e 0

‘ \
* by Unknown Author is licensed under

Imagine a car with a smart contract and a cryptocurrency wallet
embedded

* Possibilities:

2l
ie

-The smart contract enables the
device to share or sell information
with appropriate timing

-A cryptocurrency wallet allows
the device to make and receive
payments
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Use-cases

Device-to-device payments

Granting location access through
smart locks

‘$ Sharing
economy

Enabling the ‘sharing economy’

L ¥

D2D payments

Smart cars (smart contract + crypto embedded) to make payments
without human intervention can increase user convenience. It could also
be very useful with shared vehicles.

The car can make transactions using its cryptocurrency wallet:

-In some cases a city may want to introduce a crypto-token system tied
to the dollar, for instance, to be used for payments made to city
infrastructure

93



-These payments can then be settled with “real money” at the
end of the month, like a credit card.

smart locks allowing exclusive location access

* Blockchain introduces the smart locks. Smart locks allow access only to
those who meet certain criteria, which is securely stored on a blockchain

* Access can be given to anybody by sending an encrypted key

* The user is uniquely identified and the access can be time limited

eg. You could use a smart key to grant a healthcare worker access to your
elderly relatives’ home for two hours — the key would only be useable during
that time period

The “death” of possession

*  Assets can be shared
and not owned privately eg.
cars and expensive
equipment

. One of the challenges of that vision is what happens when damage or loss
occurs

-the assets’ location and condition can be
connected to a blockchain which provides liability

-the user can be uniquely identified by using smart
keys or biometric data.
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Blockchain can contribute significantly but it

doesn’t consist a panaceA

*  Blockchain doesn’t prevent attemps to tamper data
although it quickly identifies such attemps

*  High computing power is massively required

. Time-sensitive applications can take a hit due to the
increasing latency of the blockchain network

*  Itis not clear which party is going to be charged with the extra costs of
the D2D transactions

MY FUTURE 13 50

BRIGHT

60TTA WEAR
SHADES
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