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Abstract

Anomaly Detection is a field of Machine Learning used by systems to identify

observations that differ from the majority of data and are often linked directly to

unexpected behaviour, errors, and other forms of novelties.

Common applications of Anomaly Detection include but are not limited to cre-

dit card fraud detection, machinery or computer behaviour monitoring, network

intrusion detection, real-time analytics, etc.

In this thesis we study algorithms and methods for Anomaly Detection that

enable identification of outliers both in real-time, in order to prevent unwanted

events as soon as possible, and at a big scale, since the volume of data in our era is

growing exponentially.

Keywords

Machine Learning, Anomaly Detection, Real-Time Systems, Distributed Stream

Processing, Big Data
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Chapter 1

Introduction

1.1 Motivation

Anomaly Detection (or Outlier Detection) is a field of Machine Learning with

many important applications. It is used by systems to identify items or observa-

tions with peculiar characteristics, which cause them to differ from the majority of

data. The detection of such anomalies translates directly to detection of unexpected

behaviour, errors, and other forms of novelties.

The applications are endless; credit card fraud detection, machinery or computer

behaviour monitoring, network intrusion detection, analytics, etc.

However, when applying Anomaly Detection, it is crucial to leverage computation

methods and engineering principles that enable detection at a big scale, as nowadays

the amount of data produced daily is massive and the growth rate is exponential.

Also, the nature of Anomalies (which are directly related to unwanted events),

compels us to minimize the latency of Anomaly Detection Systems, so that action

can be taken as soon as possible. This requirement has led to the development

of algorithms and systems that operate in real-time, and process the data in an

“online”, or “streaming” manner, meaning that processing is done on-the-fly, as

soon as data is collected, in contrast to the more classic “batch” way of processing,

which requires a-priori knowledge of the whole dataset.

1.2 Objectives

The objective of the current thesis is to study anomaly detection methods and

algorithms, then implement the most suitable of them to operate in real-time and

in an on-line manner, and finally perform tests and examine the characteristics and

capabilities of each of them, in the context of Big Data.

11



12 Chapter 1. Introduction

For the implementation we have to make use of a Distributed Stream Processing

Framework (Apache Flink), which will enable us to perform our computations on a

computational cluster of machines instead of a single processor, and also process the

data as a stream. This way we are able to achieve high throughput (thanks to the

high parallelization of distributed computing) while also keeping the system latency

to a minimum.

1.3 Thesis Outline

In Chapter 2 we will define the fundamental terminology and conventions used

throughout this work. We also briefly present some of the most well known al-

gorithms for Anomaly Detection, what stream and batch processing is, and what

stream processing framework we will use. In Chapter 3 we present the four algo-

rithms that met our requirements, we explain why we chose them and what are their

characteristics, and we also provide some implementation details. In Chapter 4, we

carry out experiments using the algorithms, and examine how they behave on differ-

ent datasets, both synthetic and real, and what is their performance when executed

on a single machine and on a cluster. We also present a convenient way we used to

automate the deployment of our cluster. In the final Chapter, 5, we summarize the

current work’s findings and recommend some possible extensions that would make

the project an integrated production-ready Anomaly Detection system for Big Data.



Chapter 2

Background

2.1 Machine Learning and Anomaly Detection

Machine learning, a subset of Artificial Intelligence, is the study of algorithms

and statistical models that computer systems use, to effectively perform a specific

task without being explicitly programmed [5]. Machine learning algorithms build

a mathematical model based on sample data, and make predictions or decisions

relying on patterns and inference.

The process of the mathematical model creation is called training, and the sample

data used for this cause are called training data.

The most commonly used “structure” to represent data, and the one we will

use throughout this thesis, is that data are comprised by a number of examples or

instances, the total number of which is the length or size of the dataset, which are

basically vectors (one-dimensional arrays). These vectors are of the same length m,

also called the dimensionality of the dataset. The values of the elements of each of

these vectors correspond to the values of the respective example , for each of a total

of m features. Therefore, we can say that our data forms a matrix with dimensions

n×m, n being the size of the dataset.

There are three Machine Learning paradigms, regarding the way of “learning”

or training:

• Supervised Learning, in which the ML model adjusts its parameters by getting

feedback using a labelled dataset, .i.e. a training dataset whose examples are

accompanied by a “correct” or “expected” value,

• Unsupervised Learning, for when the dataset is unlabelled,

• Reinforcement Learning, that uses a different learning approach involving soft-

ware agents and actions in an environment in order to maximize a cumulative

13



14 Chapter 2. Background

reward.

The most common applications of Machine Learning are Classification and Re-

gression, which use Supervised Learning methods, Clustering, which uses Unsuper-

vised Learning methods, and Anomaly Detection, for which there are Supervised,

Semi-Supervised and Unsupervised methods.

One of the goals of the current work is to explore one of these particular cate-

gories, Anomaly Detection.

Anomaly Detection, as the name suggests, is the identification of observations

that deviate from normal ones. These deviating observations are called anomalies

or outliers. According to Aggarwal [4], an outlier is an observation which deviates

so much from the other observations as to arouse suspicions that it was generated

by a different mechanism. We care about identifying anomalies as soon as possible,

because they are almost always linked to unwanted events.

2.2 Overview of Anomaly Detection Algorithms

According to [8], the Anomaly Detection techniques are:

• Classification based

– Neural Networks-based

– Bayesian Networks-based

– Support Vector Machine (SVM)-based

– Rule based

• Nearest-Neighbor-based

• Clustering-based

• Statistical

• Information theoretic

• Spectral

, to which we will add the Ensemble-based algorithms.

In the next few subsections, we will explore the characteristics of some algo-

rithms, and choose those that seem the most promising according to our goals and

we will later implement and evaluate in Chapters 3 and 4.
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Neural Networks-based methods

Neural Networks are widely used nowadays mainly for Classification purposes, and

have also been studied in the context of Anomaly Detection. They are very effective

for problems with complex non-linear hypotheses and many features.

A Neural Network consists of layers of interconnected artificial neurons, like the

ones shown in figure 2.1. Each neuron receives the inputs to the system (or inputs

from neighboring neurons, in the case of neurons found in deeper layers), applies

some weights to each input, aggregates them, and maps them to an output through

an activation function.

Figure 2.1: Artificial Neuron, the building block of a Neural Network

A Neural Network gives predictions by propagating its inputs through all its

layers of neurons and hence produces one (or more) outputs. This process is called

feed-forward. The training of a Neural Network is basically the adjustment of its

weights according to a (labelled) training set. One common method for this task

is by defining a cost function, for estimating how far are the outputs or predictions

of the Neural Network compared to the actual ones, and then by readjusting the

weights “following” the gradient of this cost function, with respect to the weights.

This gradient is found by computing the errors, .i.e. the distances of the predicted

outputs from the actual ones, and propagating them back through the network,

towards the input. This process is called back-propagation and the optimization

method is called gradient descent.

To apply for Anomaly Detection, the most simple way would be to use an out-

put layer of one neuron, the output of which would be a binary descriptor, 1 for

anomalies, 0 for normal observations, but there more effective methods that this

one.

An interesting method was proposed in [12]. The authors used an “Elman Recur-

rent Network”, which showed better results compared to the standard multi-layered

perceptron we described above. The Elman RNN, is a three-layered Neural Network,

which, additionally to the neurons, has a set of context units. Each context unit’s

inputs are the outputs of the neurons of a layer, and the nodes’ outputs are fed
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back to the same neurons of the same layer. This recurrent layout allows the RNN

to retain information between inputs. The measure of anomaly of each sequential

event is the difference between the output at time i and the input at time i + 1.

This approach yields good experimental results, but it suits better for time-series

Anomaly Detection, i.e. for Anomaly Detection in series of data whose sequence

and ordering matters, and not for all cases.

Another method proposes the use of a Replicator Neural Network [13], a variant

of the classic multi-layered perceptron, where the input and output layers have the

same size, but the hidden layers have smaller sizes. During training, the Replicator

Neural Network is fed with normal data, and is required to reproduce the input

at the output layer, which forces the hidden layers to learn a compressed version

of the input. Then, during inference, the MSE (mean square error) between the

produced output and the input is calculated. If the MSE is low, then the example

was probably normal. But if the MSE is high, the data point is most likely an

anomaly.

The downside of using Neural Networks though is that they require a lot of data

to be trained at a satisfactory degree, and most importantly, they have notoriously

heavy computational costs, which have even led to introduction of new special hard-

ware.

Bayesian Networks

A Bayesian Network is a probabilistic graphical model, that represents a set of

variables and their conditional dependencies via a DAG (directed acyclic graph)

and conditional probability tables (CPT). Due to their ability to represent causal

relationships, they can be used to predict consequences of actions.

Bayesian Networks have been employed for Anomaly Detection, mostly in the

form of dynamic Bayesian Networks, whose difference is that they “evolve” over

time. In [14], the authors deployed a dynamic Bayesian Network for this cause but

their approach is constructed for two streams, and they state that adding more

streams is a non-trivial task. Hence, the approach is not really suitable for handling

a large amount of streams.

Ensemble-based algorithms

This category includes algorithms that employ an ensemble of weak classifiers based

on random number generation, which are then averaged. If the ensemble is big

enough, the negative effects of randomness are cancelled out and the classification

capabilities are strong.

Such algorithms are the Isolation Forest, Half-Space Trees, and the Lightweight
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On-line Detector of Anomalies, all of which were selected and implemented, with

details in Chapter 3. The reasons why they were selected are presented in the same

chapter.

Nearest-Neighbor-based methods

Nearest-Neighbor methods are data-centric methods, meaning that they don’t use

a model. The most popular in this category is the KNN algorithm, k-nearest neigh-

bor, which has been used extensively for Classification, and has later been used in

outlier identification [18]. The anomaly scores assigned to a sample is based on the

distance to its k-th nearest neighbor.

KNN It has received criticism for not being able to detect outliers in data with

clusters of different densities. Later, LOF [6] was introduced (Local Outlier Factor),

which solved this problem, and yielded better results. Another notable method

falling in this category is the Stochastic Outlier Detection algorithm [15].

However, despite being quite effective sometimes, KNN-based methods have a

major drawback; the anomaly score they assign to samples is driven by the nearest

neighbor search, which is an operation with O(n) time, making the algorithms have

a total time complexity of O(n2). Such complexities are absolutely forbidding for

large scale applications.

Support Vector Machine (SVM) methods

Support Vector Machines is a powerful Machine Learning method used mostly for

Classification, but it has also been applied to Anomaly Detection, especially the

One-Class SVM (or 1-SVM).

The original SVM is a solution to the two-class classification problem. It works

by using two parallel hyperplanes that separate the data in two classes, so that

the distance between them is as large as possible. The region bounded by these two

hyperplanes is called margin, and the maximum-margin hyperplane is the hyperplane

that lies halfway between them. Finding this maximum-margin hyperplane, which is

then used to classify data points, is an optimization problem solved using Lagrange

Multipliers.

The linearity of the hyperplane can be relaxed and non-linear kernels can be used

too. Nevertheless, the kernel needs to be picked beforehand and it can be difficult

to decide which kernel suits the data best. Also, SVM methods are super-linear,

with complexities of O(n3d), n being the size of the dataset and d the number of

features.

Statistical techniques
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In statistical based approaches, the aim is to learn a statistical model for a normal

behaviour of a dataset. Thereafter, the observations that are not (or have low prob-

ability to) fit into that model are marked as outliers. Usually the statistical model

is a particular distribution, the parameters of which are estimated using Maximum

Likelihood Estimates (MLE).

The downside of these algorithms is that a priori knowledge regarding the un-

derlying distribution of the dataset is required, which is not always available [24].

In terms of data streams, the authors of [28] have used a Gaussian Mixture Model

to assign anomaly scores to the incoming data points.

An algorithm from this category (Multivariate Gaussian) was selected and all

the relevant details are presented in Chapter 3.

Spectral techniques

Spectral techniques try to find an approximation of the data using a combination of

attributes that capture the bulk of the variability in the data [8]. Such techniques

are based on the assumption that data can be embedded into a lower dimensional

subspace in which normal instances and anomalies appear significantly different.

Thus the general approach adopted by spectral anomaly detection techniques is

to determine such subspaces (embeddings, projections, etc.) in which the anomalous

instances can be easily identified. Such techniques can work in an unsupervised as

well as a semisupervised setting.

Several techniques use Principal Component Analysis (PCA) for projecting data

into a lower dimensional space. A normal instance that satisfies the correlation

structure of the data will have a low value for such projections while an anomalous

instance that deviates from the correlation structure will have a large value.

These techniques however are only useful when the features of the dataset are

actually correlated, and projection to a lower dimensional space is therefore feasible.

Also, the complexity of their training is often O(nd3) or O(nd4), where d is the

number of features, making the techniques unusable to highly dimensional data.

When not used for Anomaly Detection by themselves, PCA and other related

algorithms are very useful for supporting other algorithms by reducing the dimen-

sionality of the data, which not only speeds up the program execution (for all algo-

rithms), but can also make some algorithms detect anomalies with greater precision.

2.3 Batch vs Stream Processing

Now there are two ways of data processing, batch processing and stream pro-

cessing, each one having advantages and disadvantages and being more suitable to
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some applications, when compared to the other.

Batch processing is the more “traditional” way, in which the dataset usually

“sits” in a database (or storage system in general), and is processed “as a whole”.

This allows for more flexibility to build complex algorithms, which are usually the

most effective. Nevertheless, it is generally slow, and unavoidably adds a big “lag”

between the time the data is collected, until the time that they have been processed

and meaningful results have been extracted from them.

On the other hand we have stream processing. A stream of data is a continuous

flow of data instances, that theoretically never ends (has infinite length), and passes

only one time through a stream processing system, before a prediction or decision is

made based on this particular example and the model. The model may have been

built on batch data first and loaded for inference, or built entirely on-line. On-line

models are updated by every instance passing through.

With this way of processing, the time required to extract information from the

data, since their acquisition, also know as latency, is minimized to the point where

we can talk about “real-time” processing. Stream processing is absolutely manda-

tory for some types of applications because of their very nature, such as real-time

analytics, event processing, machine monitoring, network intrusion detection, credit

card fraud detection, sensor networks, fleet control etc. In such scenarios we want

insight as fast as possible, from infinite flows of data, and multiple sources, using

finite processing resources such as computational power and memory. There are

also cases that may not have minimum latency as a necessary requirement, but

the sizes of the datasets we handle are so enormous that force us to process the

data in a streaming-like manner, because the we cannot afford algorithms with time

complexity worse than O(n).

2.4 Distributed Stream Processing

In modern applications, where having reliable and at the same time fast systems

is crucial, the industry is quickly adopting the paradigm of distributed computing. A

distributed system is a computing system whose components are located on different

networked computers, which communicate and coordinate their actions by passing

messages to one another, in order to achieve a common goal.

The advantages of using distributed systems over single computers, are numer-

ous:

• Better Performance, i.e. greater amount of useful work accomplished, com-

pared to the time and resources used
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• Better Scalability, i.e. the ability to handle a growing amount of work in a

capable manner or be enlarged to accommodate that growth.

• Higher Availability, i.e. The proportion of time a system is in a functioning

condition.

• Fault Tolerance, .i.e The ability of a system to behave in a well-defined manner

once faults occur

• Cost-effectiveness, as distributed systems use commodity hardware, which is

a lot cheaper than supercomputers.

In our case, where we want to process streams of data, using distributed systems

to do so has two extra benefits:

• Lower Latency, i.e. shorter period between collection of data and output,

• Higher Throughput, i.e. greater volume of data processed per unit of time.

However, not all algorithms can be implemented (at least efficiently) to run on

distributed platforms and definitely not all can be used to process streams. In this

thesis, we have chosen to implement and assess only algorithms that can run in a

distributed way and process data on-line.

2.4.1 Comparison of relevant Frameworks

When building applications to run on distributed systems, it is preferable to

use a suitable framework because it offers great abstraction taking care of all the

consensus and coordination processes a distributed system needs to implement in

order to be functional and reliable. By using such frameworks, a programmer only

writes relatively high-level code, and the framework with its distributed runtime

takes care of the rest.

The most popular, open-source software frameworks used for distributed stream

processing are Apache Spark, Apache Storm, and Apache Flink. After a short pre-

sentation of each of them, we will select one to use and explain the reasons that led

to this decision.

Apache Spark

Spark is a distributed general-purpose cluster-computing framework, that was ini-

tially created as a faster alternative to Hadoop MapReduce. Leveraging in-memory

computation, instead of the disk-intensive computation that Hadoop uses, it is more

“memory hungry” than Hadoop but also hundreds of times faster. This fact led to
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the quick adoption of Spark in the industry and growth of its popularity. The core

data abstraction for Spark is the “RDD”, Resilient Distributed Data store. It has

libraries for Graph Processing, Machine Learning and can process data in batch

“and” on stream. However, it processes streaming data in micro-batches, and for

this reason it cannot achieve very low latencies (near real-time).

Apache Storm

Distributed, (purely) stream processing computation framework. It uses custom

created “spouts” and “bolts” to define information sources, and manipulations (also

known as transformations) to allow distributed processing of streaming data. It was

inspired from Hadoop MapReduce as well, and was initially seen as the streaming

alternative to Hadoop, at a superficial level. It uses a similar general topology struc-

ture to a MapReduce job, with the main difference being that data is processed in

real time. The downside of Storm is that it a bit old, and is not very functional with-

out its library called “Trident”. Trident adds many features and abstractions that

other computational engines offer by default, them being stateful stream processing,

distributed querying of the data in the streams, joins, aggregations, grouping, func-

tions, and filters. In addition to these, Trident adds primitives for doing stateful,

incremental processing on top of any database or persistence store. Trident also has

consistent, exactly-once delivery semantics 1.

Apache Flink

Flink is a distributed stream processing framework. While built mostly for streams,

Flink’s runtime supports the execution of batch programs and iterative algorithms

natively. It provides a high-throughput, low-latency streaming engine as well as

out-of-the-box support for event-time processing and state management. Flink ap-

plications are fault-tolerant in the event of machine failure and support exactly-once

delivery semantics. Moreover, it has libraries for graph processing, machine learning

and a rich collection of data transformations and aggregations.

According to [16], who carried out a series of experiments and benchmarks to iden-

tify the strengths and weaknesses of each of these engines, Flink is the processing

framework with the best performance in most cases, so we decided to use this one.

The choice of framework though is not restrictive, as they all use very similar APIs

and they all run on the Java Virtual Machine.

1We define these terms in the following pages
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2.4.2 Apache Flink

In this section we will go through the features of Apache Flink [2], an overview

of its distributed runtime and how it works under the hood, and also an overview

of its programming model and APIs.

Zookeeper

First of all Flink in highly available setups depends on Apache Zookeeper, like other

distributed engines of the Apache Foundation, to monitor the state and health of

cluster. Zookeeper, which we will use and deploy in our cluster along with Flink, is

a centralized service for distributed systems similar to a hierarchical key-value store,

used to provide a shared distributed configuration service, synchronization service,

and naming registry for large distributed systems. Zookeper can be viewed as an

atomic broadcast system, through which updates are totally ordered. It is based on

the Zookeeper Atomic Broadcast (ZAB) coordination protocol.

Programming Model

Concerning the Flink’s programming model, Flink offers access to many layers of

abstraction. The layers are from low to high:

• Stateful Stream Processing: The lowest level which contains Flink’s basic ab-

stractions and building blocks, the stream, the state and time. It allows users

to freely process events from one or more streams, access the consistent fault

tolerant state and register callbacks at event time or processing time (we dis-

cuss the Flink’s time concept later).

• DataStream/DataSet APIs: Expressive core APIs for bounded/unbounded

data streams and bounded data sets respectively. They offer lots of common

building blocks for data processing like joins, aggregations, windows, state,

etc. The DataSet API offers additional primitives on bounded data sets, like

loops/iterations.

• Table API: Declarative DSL centered around tables, follows the relational

model (schema, comparable operations etc). Goes through optimizer before

execution.

• SQL: Closely interacts with the Table API to execute SQL queries.

For our implementations and experiments we will interact exclusively with the

DataStream API, as it offers all the tools and expressiveness we need.

To write a program for Flink, one needs to be aware of its Dataflow Model. The

Dataflow Model can be visualized as a DAG (directed acyclic graph), of which the
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edges are streams and the nodes are transformations on these steams. Each Dataflow

DAG has one or more source nodes and one or more sink nodes, from which the

data enter the computational graph and leave from respectively. Sources and sinks

can be files from the local filesystem or persistent systems such as Amazon Kinesis,

Apache Kafka, HDFS, Apache Cassandra, ElasticSearch and more, for which Flink

provides ready-to-use connectors.

These Dataflows are inherently parallel. Each stream breaks in stream parti-

tions according to the parallelism (number of operator subtasks) of corresponding

operators. Streams can transport data between two operators in a one-to-one (or

forwarding) pattern, or in a redistributing pattern. All this terminology is presented

intuitively in figure 2.2 in page 25, which was compiled by images found in [2].

Distributed Runtime

Now we will see how the Dataflow model looks like in the distributed runtime of

Flink. For distributed execution, Flink first optimizes the flow by chaining operator

subtasks together into tasks if possible. A parallel instance of a task is called a

subtask. Each subtask is executed by one thread. Chaining is important, because

it reduces the overhead of thread-to-thread handover and buffering, and increases

overall throughput while decreasing latency. In addition, execution is of course

pipelined, meaning that operators start executing as soon as the previous ones have

produced output, and obviously they don’t wait for them to finish their execution

on the entire stream first. In figure 2.2, the sample dataflow is executed with five

parallel threads, because it has five subtasks.

These threads are executed in the Flink runtime, which consists of two types of

Processes:

• The JobManagers (or masters), coordinators the distributed execution. A

highly-available setup requires a quorum of JobManagers, on of which is the

leader and the others are standby.

• The TaskManagers (or workers), who execute the subtasks in task slots, for

which it is a good practice to set their total number equal to the number

of CPU cores of the machine. A TaskManager is actually a JVM process.

Tasks in the same process (thus in the same JVM) share TCP connections

and may also share data, further reducing the per-task overhead and allowing

for better resource utilization. Flink needs exactly as many task slots as the

highest parallelism used in the job. If no parallelism is specified explicitly in

a program, Flink will run it with the maximum value.

The distributed runtime can be seen in figure 2.3, taken from [7]. The client
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is the interface to the runtime, used to submit programs for execution and receive

reports.

Figure 2.3: Flink’s Distributed Runtime [2]

Flink can be deployed in a standalone cluster, which is the method we chose for

the experiments in this thesis, or deployed using cluster resource managers such as

YARN or Mesos.

Guarantees

• Exactly-once Delivery Semantics: Contrary to at-most-once semantics which

can lead to lost messages and at-least-once semantics which can lead to dupli-

cate processing, exactly-once semantics guarantee that each message will be

processed exactly one time and no message is lost, even if nodes in the cluster

die unexpectedly.

• Fault Tolerance: Flink implements fault tolerance using a combination of

stream replay and checkpointing, which enable the system to recover from

failed nodes.

Flink offers many more guarantees and abstractions, but they are out of the

scope of the current work.
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Figure 2.2: Flink’s Dataflow Model [2]





Chapter 3

Implementation of Selected

Algorithms

In this Chapter we present four algorithms that we chose for Anomaly Detection,

describe their models, their characteristics, and we also provide some implementa-

tion details and define their parameters, which we will later use in the evaluation

phase in Chapter 4.

We also provide all the possible distributed settings for each algorithm, for which

we will use the following convention; “distributed” training or inference (or “on-

cluster”) is the respective action when executed, well, on the cluster, and “local”

training or inference means “on a single computer”.

3.1 Multivariate Gaussian Model

Anomaly Detection using a Multivariate Gaussian Model [21] is one of the sim-

plest statistical-based anomaly detection techniques, yet it is often the most simple

ones that are the most effective. It is based on the hypothesis that data are fol-

lowing the Gaussian (Normal) distribution. The idea is to create a model from the

observations using this assumption, and apply it to newer observations to determine

whether they are anomalies or normal.

Concretely, given an example x ∼ N (µ,Σ), x ∈ Rd, x = [x1, x2, . . . , xd]
T , its

probability density function is

p(x;µ,Σ) =
1

(2π)d/2|Σ|1/2
exp

(
− 1

2
(x− µ)TΣ−1(x− µ)

)
[10],

where µ ∈ Rd is the mean and Σ ∈ Rd×d is the covariance matrix.

27
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Now assuming that variables xi ∼ N (µi, σ
2
i ) are all independent, we get:

p(x) = p(x1, x2, . . . , xd) = p(x1;µ1, σ
2
1)p(x2;µ2, σ

2
2) . . . p(xd;µd, σ

2
d) =

d∏
j=1

p(xj;µj, σ
2
j ),

where:

p(x;µ, σ2) =
1√
2πσ

exp
(
− (x− µ)2

2σ2

)
To train the model ([21]) (which actually consists of the values µi, σ

2
i ,∀i ∈

[1, . . . , d]), one needs to:

• Calculate µi = 1
n

∑n
j=1 x

(j)
i , where n is the number of training examples (the

size of the training dataset),

• Calculate σ2
i = 1

n

∑n
j=1 (x

(j)
i − µi)

2

Then, in the evaluation phase, given a new example x, we compute:

p(x) =
d∏

i=1

1√
2πσi

exp
(
− (xi − µi)

2

2σ2
i

)
,

and we flag x as anomaly is the value of p(x) is smaller than a threshold value ε

(hyperparameter).

3.1.1 Features

The assumption that all dataset features are independent is of course a strong

hypothesis, but it leads to a model which offers great computational benefits, .i.e.

it scales much better in large datasets, plus it can be easily implemented with func-

tional operators, which are present in the APIs of all modern Big Data frameworks.

It is also applicable to datasets with a large number of features and/or few training

examples, whereas for the full Multivariate Gaussian model, the number of training

examples must be greater than the number of features, otherwise the covariance

matrix Σ is non-invertible and therefore we cannot use the model.

Also, we can reduce whatever negative effects this decision may have, simply

by identifying (computationally or even intuitively), which features are related to

each other, and add to our datasets extra features to express this correlation. For

example, in a dataset in which we know that feature x1 grows in value “together”

with feature x2, we can add the values x1

x2
as an extra feature and the algorithm will

perform as expected.

To train the model, a relatively small number of unlabelled data is needed. Then

both training and inference can be performed on batch data, or on-line.
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3.1.2 Implementation

This algorithm can be implemented in a Big Data framework in a very straightfor-

ward way, if the functional operators map and reduce are available. Assume that our

training data are n d-dimensional vectors x(j) = [x
(j)
1 , x

(j)
2 , . . . , x

(j)
d ]T , j ∈ [1, . . . , n].

Then the values of vectors µ and σ2 can be computed by:

// Scala

dataSet

.map { x => (x, pow(x, 2), 1) }

.reduce { (x1, x2) => (x1._1 + x2._1, x1._2 + x2._2, x1._3 + x2._3) }

.collect()

This way, by having the tuple T =
[∑n

j=1 x
(j),

∑n
j=1 (x(j))

2
, n
]

available at any

point of the computation (when training or evaluating, in batch or on stream), we

have access to all parameters of the model µ and σ2 at any time by calculating:

µ =

∑n
j=1 x

(j)

n
=
T [0]

T [2]
, σ2 =

∑n
j=1 (x(j))

2

n
− µ2 =

T [1]

T [2]
− (

T [0]

T [2]
)2

We have chosen to implement this algorithm with batch training and of course

on-line deployment (because of some particular characteristics of the framework

used). We also added a function that suggests automatically a good threshold value

to use, by using a labelled dataset and finding the value ε that maximizes the F1

score of the results.

Parameters

This algorithm does not have any parameters of its own. We only added a hyper-

parameter which we will call Iter (integer), which will be the number of iterations

it will do over a labelled evaluation dataset, in order to find a good threshold value.

By default it has a value of 100.

Distributed Settings

This algorithm’s both training and inference routrines can be programmed easily to

run in a distributed way. One option is to train on-cluster (or locally for smaller

datasets) and then employ the same model in all parallel instances (mappers) for

on-line inference, and the other option is to not use training at all, and make the

algorithm run purely on-line. In the latter each parallel instance will build its own

model.
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In our experiments we implemented on-cluster training and then on-cluster in-

ference1.

3.2 Isolation Forest

Isolation Forest [19] utilises the concept of isolation to detect anomalies in the

dataset. It takes advantage of two quantitative properties that anomalies have:

• Anomalies are the minority, consisting of fewer instances, and

• They have feature values which are very different from those of normal in-

stances.

These two characteristics make anomalies susceptible to isolation, meaning that they

are more likely to be isolated from other instances when the dataset is randomly

partitioned.

This algorithm works by recursively randomly partitioning the dataset until it

reaches a particular depth or isolates a point. To represent the partitions, it uses

a special kind of binary search tree (BST) called iTree. The idea is that anoma-

lies, since they lay further from the rest observations, will require a lower number

of random dataset partitions to become isolated, whereas normal observations, will

need a higher number, as they are close to other normal points. This translates

to respectively shorter and longer path lengths (or distances from the root node) in

each iTree. The anomaly score that is inferred for an example during the evaluation

stage is based on this path length value. For example, in fig. 3.1, we can see that

point xo requires on average fewer “cuts” to be isolated, than point xi.

The model of Isolation Forest is composed of an ensemble of iTrees. Each iTree

is built on a subsample of the original dataset. The use of subsamples has some very

useful properties (see section 3.2.1). Each subsample is formed by randomly picking

instances from the whole dataset without replacement.

The anomaly score for a data point is the average value of the path lengths

acquired by “passing” the data point from each iTree.

3.2.1 Features

Most model-based anomaly detection algorithms construct a profile of normal

observations, and then identify as outliers the instances that do not conform to this

normal profile, like the Gaussian-based algorithm we described earlier. However,

1The on-cluster training has only one layer of “reducers”, which creates a bottleneck. When

used in enormous datasets one may want to use multiple layers of reducers.
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Figure 3.1: Example of data partitioned by the Isolation Forest algorithm [19].

this approach often causes a high computational complexity for data of higher di-

mensionality, and, because the model is optimized to profile normal points, and not

to detect anomalies, it often ends up with too many false positives, or few true

positives (not to mention that most of the times a labelled dataset is mandatory for

the training phase). Isolation Forest is different from such algorithms because its

model isolates anomalous instances instead of profiling the normal ones, requires no

labelled dataset (it is an unsupervised algorithm) and is also robust when applied

at data with high dimensionality.

Also, most distance-based and density-based methods do not handle the effects

of swamping and masking [20] well, having poor performance in such cases. Swamp-

ing is the when normal instances are too close to anomalies, causing them to get

incorrectly flagged, and masking is the situation in which too many similar anoma-

lies form a small cluster, concealing their presence. Isolation Forest alleviates the

effects of these two situations by operating on random subsamples of the original

dataset.

Another great feature of Isolation Forest is that it has a linear time complexity.

Specifically, a complexity of O(tψ logψ) in the training phase and O(nt logψ) in the

evaluation stage, where ψ is the subsampling size (256 is the recommended value), t

is the number of iTrees in the forest ensemble (around 100 is a good choice) and n the

size of the dataset. In addition, it has a relatively small memory footprint because

of the subsampling, making it able to handle extremely large and high-dimensional

datasets without requiring much memory.
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3.2.2 Implementation

Despite being a great algorithm, it has a downside. Isolation Forest is not effi-

ciently parallelizable for clusters of machines. This is due to a number of reasons:

• During the training phase, each subsample (from which the corresponding

iTree is built), has to be created by randomly picking instances from the whole

dataset, without replacement, and all the subsamples must be of equal size.

In the case that the dataset is stored centrally, the source node in the DAG

of computation has to do all the subsampling and then pass the subsamples

to the worker nodes so that each parallel slot can build one or more iTrees.

The subsampling at the source node creates a bottleneck. In the case that the

dataset is stored in a distributed way (e.g. in HDFS), the creation of equally-

sized subsamples is painfully difficult and inefficient because each source node

that loads some blocks from the distributed storage has to be aware of how

many instances each other source node has picked for the formation of the

same subsample. A naive approach to this would be, instead of picking random

instances to form a subsample, to use the whole block from the distributed

storage as a subsample for training. This is wrong, as the subsamples are not

random anymore and the trees become “biased”, leading to incorrect results.

• During the inference phase, if each tree “lives” in a different node, each example

from the input stream, in order to be evaluated, has to be broadcast to all

worker nodes, and then the result of each of them has to aggregated with

the rest, so that the average path length (and thus the anomaly score) can be

calculated, which again, creates a bottleneck, leading to limited scalability.

Then one might wonder, “why even chose the algorithm then?”. Well, it has a

remarkable characteristic; Contrary to existing methods where large sampling size

is more desirable, isolation method works best when the sampling size is kept small

[19]. Large sampling size reduces iForest’s ability to isolate anomalies, as normal

instances can interfere with the isolation process and therefore reduces its ability to

clearly isolate anomalies. The anomaly detection capabilities also cap at a subsample

size of around ψ = 256, and thus, there is no need to increase it further. In addition,

as it shown in [19], the model converges quickly even with a small ensemble size, so

there is no need to increase the number of trees too much (fig. 3.2).

These qualities (small subsample size, few trees) allow us to train the model cen-

trally, in a single machine, and then export the trained model. The saved model is

then loaded by all parallel instances of the cluster, and then the evaluation stream

can be partitioned, achieving on-line inference with maximum parallelism and max-

imum throughput.
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Figure 3.2: Average path converges quickly [19].

One advantage of training centrally, is that there is no network overhead in the

training procedure. Network I/O would cause a big delay, to process rather small

subsamples (a job that does not require a whole node to be involved). Obviously

the tradeoff is not worth it. In addition, while training centrally, since the trees are

independent from each other, their creation can still be done in a parallel manner

(if the machine has more than one core).

They way we serialize the model is by traversing in a preorder fashion each tree,

forming an array of nodes, ordered by the way they were visited. Then we put these

arrays in a meta-array, and export this as a JSON. Deserialization then follows the

same process in reverse.

Parameters

Our implementations of IForest have a number of parameters:

• Auto (boolean): If set to false, contamination mode is used.

• Contamination (float): Contamination is a value between 0 and 1, indicating

the expected percentage of anomalies. If we know for example that in our

dataset, 5% of the observations are anomalies, we can use this fact to yield

better predictions. By default IForest flags every point with score > 0.5. In

Contamination mode, it will flag the top n scores, where n is the number of
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anomalies calculated with the contamination parameter.

• NumTrees (integer): The number of trees present in the ensemble

• SubsampleSize (integer): The subsample size

Distributed Settings

This algorithm, as we clarified earlier, cannot be efficiently trained on-cluster, but it

also doesn’t need to. The model is trained centrally (using multiple threads for the

trees is possible), then the created model is exported, and loaded by each parallel

instance of the cluster. Then on-line inference is possible efficiently on-cluster.

3.3 Half-Space Trees

This algorithm [25] is quite similar to the Isolation Forest, in the sense that its

model is an ensemble of trees too. However, it uses a different approach to rank

anomalies, a concept called “mass” [26], and, contrary to the Isolation Forest, it can

be trained and deployed on-stream, as it is mainly an online algorithm.

The trees that this algorithm uses closely resemble full binary search trees (well-

balanced BSTs). Each internal (non-leaf) node represents a random partitioning of

the data. More specifically, HS-Trees selects a random feature every time and cuts

the data recursively, right at the mid-point of the range of the selected feature.

Now the training and the inference is done using two windows, namely a “refer-

ence” and a “latest” window. Every new example that is fed to the algorithm by

the data stream, is used to make a prediction (to yield an anomaly score), using

the model built in the reference window, and is also used to update the model by

updating the model in the latest window. Obviously when the latest window is full,

the reference window is discarded, the latest becomes the reference, and a new latest

is created.

Each arriving example goes through each node of the model in the latest window,

by following the comparisons made with the corresponding splitting feature and

value. For example, if the 2-featured example [0.1, 0.3] goes through a node with

splitting feature 2, at value 0.5, the feature will follow the left node, because 0.3 <

0.5. This continues recursively until a leaf-node is reached. Each leaf-node keeps

counter that is incremented as soon as an example “falls” into this leaf (we can

think of them as buckets). The value of this counter is referred to as mass. As

it is evident, data points which fall into leaf-nodes with low mass, are likely to be

anomalies, since a low mass profile is caused by a “sparse” area of the data space.

This behaviour is demonstrated in figure 3.3.
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Figure 3.3: Example of data partitioned by a simple HS-Tree [25]

Afterwards, the example goes through the reference window, so that an anomaly

score can be calculated. With the same procedure, we find out in which leaf-node

the example belongs, and we use the mass in that leaf-node to calculate the anomaly

score. This is done for every tree in the ensemble, and the final anomaly score is

calculated as the total sum of these scores.

3.3.1 Features

HS-Trees is a powerful algorithm, as it achieves high detection rates while using

constant memory to process infinite data streams. It has an amortized time com-

plexity of O(t(h + ψ)) [25], where t, h, ψ are all small-valued hyperparameters, and

of course there is no dependence on the size of the input.

It requires no previous knowledge of the dataset, although, to bootstrap the

algorithm properly, an approximate range of each feature needs to be provided,

in order to estimate the range in which the splits need to belong. Also, because

its performance is contingent on the diversity of each randomly created tree, these

ranges need to be a bit randomized before the creation of each tree. The original

paper [25] though, recommends that the data are normalized in the range [0, 1].

One key characteristic of HS-Trees, is that it has the ability to adapt to evolving

streams. Some data streams may change slowly over time, causing a “shift” of the

normal observations. Due to the windowed nature of this algorithm, it is able to

keep its model up-to-date and not suffer from concept drift, which can cause other

algorithms to flag everything as outliers.

If the algorithm is used on evolving streams, it is recommended that it doesn’t

update the model after the end of every window, but after a fixed number of changes,

where a change is defined as a difference in the number of anomalies found during

a window session. For example, if we are identifying 3 anomalies on every window,

and they suddenly become 0 for one window, it is not recommended to update the
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model immediately, but instead increase a counter of changes by 1 and only update

if the behaviour continues in the upcoming windows.

Concerning the randomizations, as with Isolation Forest and other ensemble

based algorithms, the negative effects of using random number generation is can-

celled out by aggregations (e.g. summations to calculate the mean).

3.3.2 Implementation

The algorithm is not hard to implement, especially if recursion is used, as de-

scribed in the original paper [25]. However, the recursive implementation is slightly

slower because of the amount of function calls. An implementation with iterations

over an array that represents the full binary tree (with node i having its children at

positions 2i+1, 2i+2), is somewhat faster (array-structured data often make better

use of the CPU caches too, leading to faster executions).

Also, there is no need for two windows. One window can be used (basically a

counter), with each leaf-node having two variables, namely r and l, corresponding

to the values that each window would have. We infer scores based on the r value,

and at the same time update the l value.

Parameters

The parameters of HSTrees in our implementations are the following:

• NumTrees (integer): Number of trees in the ensemble.

• SizeLimit (integer): Optimization parameter used to stop access to nodes

with too small mass.

• MaxDepth (integer): Maximum depth of each HSTree

• WindowSize (integer): Size of the window

We also used a hyperparameter to help with the estimation of a good threshold value.

Because this algorithm is purely on-line, we had to come up with a way to estimate

a good threshold automatically so that we could perform the experiments with the

other algorithms, some of which don’t even require always a threshold (IForest).

This hyperparameter is called EstNumAnomalies and is used in Chapter 4.

Distributed Settings

With HSTrees being purely on-line, the best option here is to let every parallel in-

stance build its own ensemble of HSTrees, and this is what we did. Another option

would be to have only one universal ensemble, a central model, and infer all the

streams from this but this of course is not scalable.
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3.4 LODA (Lightweight On-line Detector of Anoma-

lies)

LODA [22], as the name suggests, is a lightweight, model-based, ensemble-based

detector that can operate to identify deviating samples on both batch and streaming

data.

The model of LODA is comprised of a collection of k one-dimensional histograms

(denoted hi, i = 1, ..., k), each approximating the probability density of input data.

Input data (e.g. x ∈ Rd) is projected into each histogram via k projection vectors,

denoted wi ∈ Rd, i = 1, ..., k [22]. The output of the algorithm, the anomaly score

for data point x, is proportional to the negative log-likelihood of the sample, and

given by:

score(x) = −1

k

k∑
i=1

log p̂i(x
Twi)

The closest the score is to zero, the more likely it is that x is an anomalous example.

The sparse projection vectors wi are the means to diversify individual histograms,

and are created at the algorithm initialization, by generating a set of k d-dimensional

vectors with
√
d non-zero elements drawn from N (0, 1).

Now the histograms can be of three types, namely fixed-bin, equi-width and on-

line histograms [23]. Each of these options has different properties and drawbacks

which are presented in table 3.1.

3.4.1 Features

LODA, like HS-Trees, can keep its model updated when deployed on-line with-

out suffering from concept drift. LODA however does not require any preliminary

operations on the data, (unlike HS-Trees, which requires normalization in the range

[0, 1] of each example), and only requires features to have approximately the same

scale [22], which is a more relaxed condition.

LODA is also robust against data with missing values meaning that it delivers

satisfactory results even when some variables are absent. This is done by calculating

the output only from those histograms whose projection vector has a zero one the

place of missing variables [22].

The time complexity of LODA is O(kd) and the space requirements are constant

(actually when using the equi-width histograms they can in theory grow indefinitely,

but this can be prevented by either discarding bins that have not been updated for

a long time (after a concept drift for example), or by redefining the widths of the

bins and some sort of merging).
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Histogram type Advantages Disadvantages

Fixed-Bin Constant space require-

ments and O(1) time for

updates and access to the

probability estimate value

For a good choice of num-

ber of histogram bins it is

required that the range of

the data is at least approxi-

mately known beforehand

Equi-Width O(1) time for updates and

access to the probability

estimate value, does not

require knowledge of the

range of the data

Required space is not re-

stricted and can theoreti-

cally grow infinitely

On-Line Constant space require-

ments, does not require any

knowledge of the data range

or distribution beforehand

Not as fast as the fixed-bin

or equi-width histogram

Table 3.1: Comparison of types of histograms for LODA

3.4.2 Implementation

In [22], it is shown that the equi-width histogram delivers by far the best results,

and is also the best choice for on-line deployment. If some sample data are available,

a value for the bin-width can be easily determined. The data structures we used to

represent the histograms are simple hash-maps with keys k = b x
∆
c, where x is the

value to be inserted.

Parameters

LODA has the following parameters in our implementations:

• NumFeats (integer): Must equal the number of features of the dataset

• BucketWidth (float): The width of the bins (or buckets)

• NumVectors (integer): Number of projection vectors in the ensemble

Two extra hyperparameters which we had to add like in previous algorithms: TrainSize

(integer), which is the number of instances in the beginning of the stream that should

update the model but not be used to infer anomaly score, since the model will not

be ready yet, and ProbSumBorder (float), the threshold.

Distributed Settings
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LODA, thanks to its similarities with HSTrees, has the same exact distributed set-

tings.





Chapter 4

Experiments

4.1 Infrastructure

For the following experiments, we used two types of infrastructure, a personal

laptop and an ensemble of Virtual Private Servers which formed the actual compu-

tation cluster we used to run Apache Flink and the distributed environment on.

The experiments that were conducted in order to compare the detection capabil-

ities and efficiency of the algorithms, both on synthetic datasets and real ones were

done on the personal machine, using implementations in Python v3.6 (based on the

NumPy scientific computing library).

The other experiments we did to study how the algorithms can perform at scale,

when deployed in a distributed environment on top of a distributed stream processing

framework, were of course conducted on the cluster, using implementations in Scala

v2.11 and the APIs of Apache Flink v1.6.1.

This cluster comprised of 4 “worker” nodes, and 1 “master” node, each one being

a VPS, a Virtual Machine essentially, created on the OpenStack platform. Due to

the abstraction that OpenStack offers, we cannot be sure if the VMs were hosted

on the same physical machine or not, but this is of minor importance as small

differences in the latency will fade out as the cluster becomes bigger.

Each node has 2 vCPUs (2 cores of a physical CPU), and 4GB of RAM, and

40GB of storage space (HDDs), running Ubuntu 16.04. These resources may seem

quite limited but they are more than enough for the JVM to run the JobManager

and TaskManager processes of the Flink runtime.

With these settings, we can achieve a maximum parallelism value of 2 ∗ 4 = 8.

This should be enough to determine the throughput of the system in relation to the

amount of parallelism.

41
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4.1.1 Computation Cluster Automation

When dealing with distributed platforms, i.e. when deploying systems across mul-

tiple machines, one can immediately understand the difficulties that emerge when

it comes to setting the correct system environment and framework configurations.

To face these problems, we decided to use an open-source provisioning, deployment

and configuration management tool, Ansible [1].

Ansible is incredibly useful, because with the use of simple modules that it pro-

vides, declarative YAML files, variables and templating, one can fully automate

the whole process of application deployment and configuration, and restore every

system’s state in the case of an event that causes changes.

The main reason we selected Ansible over other provisioning tools, is the ease

of use and the fact that the only requirement for the target machines is an SSH

connection. Other tools usually require the installation of client software, but with

Ansible, it is possible to create a VM from OpenStack and have it directly and

automatically install all the packages needed and run our services, without even

logging in to the machine.

Ansible works by checking the system state we define via some special instruc-

tions, and restoring this state when needed (idempotency). For example, if we need

a package installed in a group of nodes, we will use the Ansible module that corre-

sponds to the package manager of our target OS, and then declare that this package

should be in the state present. Then, every time we run Ansible, it will log via SSH

into every node belonging in this group (defined in an Ansible hostsfile) and make

sure that the package is indeed installed. If it is not, it will install it and inform us

about it at the end of the run.

In our use case, our Ansible Playbook as it is named, firstly downloads, config-

ures, installs and runs Apache Zookeeper, a dependency of Flink, as a service (with

systemd) and then does the same steps for Apache Flink itself. But besides the

obvious benefits of such great automation, less perplexity and complexity, easier

management, time efficiency, smaller probability of making mistakes etc., there is

also something we gain which is far more important: Abstraction.

The cluster setup is not longer dependent on which and how many nodes we

want in our ensemble. By editing the Ansible hostsfile, we can specify directly the

hostnames (or IP addresses) of the nodes we want to belong in the group that runs

for instance Zookeeper, and in the group of nodes running Flink, and then run

Ansible, which will take care of the rest.

More specifically, Ansible will firstly log into every node and gather informa-

tion from each machine, and then store that information in a JSON object called

hostvars. Then it will go ahead and use the templates that we have written and
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by using these along with the information collected and some variables we have

specified, it will generate all the necessary configuration files, check if the corre-

sponding ones in the VPSs are different, and update them if they are. For exam-

ple, in our setup, the configuration files of Apache Flink have a property called

maxParallelism, which has to be set manually. With Ansible and hostvars, we

find out how many vCPUs we have in the cluster, sum them up, and set this pa-

rameter automatically. So even if we add a new node with a four core CPU, ansible

will update this parameter correctly in the configuration files.

Also, in case that something goes wrong with the VMs or say, for industrial

deployments, we want to change cloud provider, this change is a matter of a few

Ansible commands.

4.2 Datasets

To assess the performance and gain some insight on the behaviour of each algo-

rithm in relation to the type of data it is fed with, we used both artificially created

datasets (synthetic) and real ones.

For the synthetic ones, we created datasets formed by clusters of data points and

other points scattered around these clusters. The rationale for this decision comes

from the definition of anomalies and normal observations; Since normal observations

are the norm, they lay close to each other usually creating dense areas, which we

will refer to as “blobs”, while novelties fall outside of these areas.

The number of clusters present in our dataset is a characteristic we later examine,

and we will refer to it with the term clusterization.

These clusters are each comprised by data points following a Gaussian distri-

bution. So on the one hand we generate the normal observations (the inliers) to

form these clusters, and then generate the outliers from the uniform distribution

(representing the noise), randomly scattered across an area slightly larger than the

area the blobs cover (possibly included in the blobs too).

The outliers make up a percentage of 5% of all observations, a quite realistic

scenario. The total number of observations, along with the total number of features

and the clusterization number are “variables” for our performance measurements.

For a real world dataset, we used the KDD Cup 99 dataset from the UCI ma-

chine learning repository, which is well-known in the field of Anomaly Detection,

Classification, and especially Network Intrusion Detection, and used very often in

relevant benchmarks.

We chose this dataset because it is labelled, it contains about 4.9 million exam-

ples, and it also has a high number of features, 41, out of which 7 are categorical
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and 34 continuous.

For the accuracy and efficiency experiments running in a personal computer,

we did not use the whole dataset. We used a reduced version (10% of the origi-

nal) and only the HTTP and SMTP components. More specifically, we created a

dataset from the observations of SMTP observations with a size of 9723, 125 of which

(1.2%) are observations connected to network attacks (anomalies). We removed 3

non-numerical features (strings), which leaves us with 38 features, and used 0-1 as

labels instead of the original labels (strings describing the type of the corresponding

attack). We will refer to this dataset as the SMTP dataset. The second dataset

created from the HTTP rows, has 64293 rows with 2407 being anomalies (3.7%).

In this HTTP dataset we did not include many features, and only chose the 3 most

important for the kinds of attacks relevant to HTTP according to [17], and also the

most accessible (in a real world application) which are the connection duration, the

number of source bytes and the number of destination bytes.

Finally, for the measuring of throughput in the distributed environment, we used

the full KDD dataset (4,940,210 examples) as we needed a good amount of data to

stress the distributed setup for the experiments.

4.3 Measurements

4.3.1 Evaluation Metrics

In the field of Machine Learning, especially when the application is Classification,

which is similar in a sense to Anomaly Detection, the most simple metric used to rank

the performance of the algorithm is the ratio of the number of correct predictions,

to the total number of predictions. However, this approach is not very suitable for

Anomaly Detection applications, because in such cases, the number of outliers is

usually very small in relation to the size of the dataset (about 1-5%).

A simple example to understand the inapplicability of this metric for our cause

would be the following; Suppose we have an algorithm that classifies our observations

correctly 95% of the time. In most classification applications this is considered a

good accuracy score, but in the context of Anomaly Detection, where we can have

for example a dataset with 5% of the total points being outliers, this algorithm may

completely fail to flag any anomaly as such, and still deliver a 95% classification

accuracy.

Thus, we will have to use a different metric. Popular options include [11] Loga-

rithmic Loss, which works well for Multi-Class Classification (which is not our case),

Mean Absolute Error and Mean Squared Error, good for Regression (again, not our
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case), and metrics based on the numbers of True Positives (TP ), True Negatives

(TN), False Positives (FP ), and False Negatives (FN), such as the F1-Score (or

balanced F-Score) and AUC (Area Under Curve) methods. Generally, F-Scores

and AUC scores are good for Anomaly Detection algorithm evaluation because they

penalise mispredictions based on their type, and not only on their numbers.

To define the metrics, we will to define first 4 key ratios:

• Sensitivity = TP
TP+FN

• Specificity = TN
TN+FP

• Precision = TP
TP+FP

• Recall = TP
TP+FN

(same with Sensitivity)

Intuitively, expressed with the terms of Anomaly Detection, Sensitivity (or Re-

call) measures the proportion of actual anomalies that are correctly identified as

such, Specificity measures the proportion of actual normal observations that are

correctly identified as such, and Precision measures the ratio of correct classifica-

tions as anomalies (positives) to the number of all observations labelled as anomalies

by the detector.

The choice of what measure to use depends on the type of the application. For

example in applications such as fraud detection, where it is crucial to not mislabel

an actual fraudulent transaction as normal, we want to have a model with high

Sensitivity (or Recall), whereas in applications where the cost of having a false

positive is high, we want to increase the model’s Specificity and Precision. For

example, in email spam detection, labelling a non-spam email as spam has a greater

cost than the opposite.

Now based on these ratios, we have:

• F1 Score = 2 Precision∗Recall
Precision+Recall

, the harmonic mean of precision and recall, and

• AUC Score, which is of two types:

– AUC ROC, or AUROC which stands for Area Under Receiver Operating

Characteristic curve, and

– AUC PR, for Area Under Precision Recall curve.

The F1 score keeps a balance between Precision and Recall, giving equal im-

portance to both. This is why it is used quite often as a good ranking method

for Anomaly Detection algorithms. However, as we emphasized before, evaluation

should be consistent with the actual application and requirements. In the current
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work, since we are performing a more generalized evaluation and comparison, it is

not improper to use the F1 score as a metric.

Another fact that favours the selection of this metric is that it can be used to

evaluate an Anomaly Detection system in an on-line manner.

The downside with the F1 score however is that it is dependent on the threshold

value selected for classification (which is basically a hyperparameter and requires

tuning for every dataset the algorithm is applied onto). The absense of a good

threshold value leads sometimes to poor F1-Scores, failing to provide a more hollistic

view of an algorithm’s effectiveness.

This problem is solved with the use of the AUC metrics. These do not depend

on the setting of the threshold hyperparameter, as they average over all possible

thresholds. It has two types: AUC ROC and AUC PR. The AUC ROC (or AUROC)

metric is the area under the ROC curve [27], which is the curve formed by plotting

the Sensitivity (or True Positive Rate - TPR) against the False Positive Rate (FPR),

defined as FP
FP+TN

. The AUC PR is the area under the curve formed by plotting

Precision against Recall.

Between these two metrics, we chose the first, AUROC, because AUC PR is,

according to [9] best for skewed datasets, i.e. datasets suffering from the class im-

balance problem. The class imbalance problem appears when the total number of a

class of data (positives in our case) is far less than the total number of another class

of data (negatives). Since the datasets we have used, both synthetic and real have

a decent percentage of anomalies (around 5%), there is no need to use the AUC

PR metric, which is more “limiting” in the sense that it does not account for true

negatives at all.

Finally, as a measure of the performance in the cluster we used the throughput,

as it is commonly used in such cases. The throughput of a system is defined as the

rate at which the system can process data.

4.3.2 Detection Accuracy

The first characteristic we are going to examine is the number of “clusters”

present in the dataset.

Each dataset used consists of 1000 data points, 5% of which are outliers. For the

number of features, we created datasets with 2 features because with that setting,

it is possible to create scatterplots in 2D and visualize in a very intuitive way the

performance and behaviour of each algorithm.

The settings for each algorithm are shown in table 4.1. The explanation of each

of these settings can be found in Chapter 3.

For the Multivariate Gaussian algorithm, judging by the scatterplots in figure 4.2,
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Algorithm Settings Algorithm Settings

Gauss Iter: 1000 IForest Auto: True

NumTrees: 100

SubsampleSize: 256

HSTrees NumTrees: 50

SizeLimit: 25

MaxDepth: 5

WindowSize: 256

EstNumAnomalies: 50

LODA NumFeats: 2

BucketWidth: 1

NumVectors: 100

TrainSize: 500

ProbSumBorder: -4.1

Table 4.1: Parameter settings for the Clusterization Experiments

we can see that it is very effective for the dataset containing only 1 cluster, which

is expected, since the algorithm’s model is created from the exact same distribution

from which the inliers are drawn. However, we can see that as the clusterization

number increases, the algorithm fails to flag some outliers as anomalies, in particular

those that lie in between the blobs. This is happening because in order to determine

if a data point is an anomaly, a probability threshold is used, as described in Chap-

ter 3, and this threshold corresponds to the border of an area in the contour plot of

the Gaussian Model, outside of which everything is flagged as an outlier. This can

be visualized by the red curve in figure 4.1.

Figure 4.1: Visualization of the probability threshold of the Gaussian Model

Obviously, the observations that lie between two or more blobs, will have a

probability value greater than the threshold and therefore cannot be flagged. This is

a weakness of the Multivariate Gaussian algorithm, which may limit its applicability

to some datasets.

For the Isolation Forest performance in relation to the number of clusters in

fig. 4.3, we can see that there may be a connection between the number of clusters

in the data and the “aggressiveness” of the algorithm towards the outliers. For
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(a) 1 cluster (b) 2 clusters

(c) 3 clusters (d) 4 clusters

Figure 4.2: Multivariate Gaussian performance vs. Clusterization

instance, when having 4 clusters, the algorithm is labelling too many negatives as

positives (we have a high number of False Negatives).

Next, we have the Half-Space Trees in figure 4.4. Despite being an online al-

gorithm, it does a good job detecting anomalies in general, though it takes some

time to bootstrap the model (a certain number of instances equal to the WindowSize

parameter to be exact).

We observe however that, it misses some outliers, those that lie in lane-like areas

extending from a blob vertically and horizontally, especially those that lie in the

crossing of two such areas (from two different blobs). This weakness probably has

to do with the fact that the splits of the plane that the algorithm uses to profile the

mass of an area are vertical to the axes.

The phenomenon is observed less frequently when the number of the features of

the dataset is high, or when the number of HS Trees used in the ensemble is high.
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(a) 1 cluster (b) 2 clusters

(c) 3 clusters (d) 4 clusters

Figure 4.3: Isolation Forest performance vs. Clusterization

(a) 1 cluster (b) 2 clusters

(c) 3 clusters (d) 4 clusters

Figure 4.4: Half-Space Trees performance vs. Clusterization
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Concerning the LODA algorithm, by observing the figure 4.5 one can infer that

LODA is quite robust, but requires, like the HSTress, some initial data streamed

in order to bootstrap its model (the more the better) and begin giving correct

predictions.

Also, its hyperparameters need fine tuning, especially the threshold used and the

BucketWidth. The author of the original paper [22] claims that the hyperparameters

BucketWidth and NumVectors of LODA can be determined automatically, however

this is true only for when sample data of reasonable size are available a-priori.

(a) 1 cluster (b) 2 clusters

(c) 3 clusters (d) 4 clusters

Figure 4.5: LODA performance vs. Clusterization

The results of each algorithm’s performance is evaluated via measuring the F1

scores and Area Under ROC curve scores (AUROC), and are summarized in the

graph 4.6.

In the graph 4.6 we can see that all algorithms exhibit a “drop” in the their

accuracy scores, when the number of clusters in the dataset increases. Only Isolation

Forest and LODA manage to keep a somewhat high AUROC score. The F1 scores

are quite low in the case of hstrees and loda because of the bootstrapping time they

need, which can cause them to miss some anomalies. The Mult. Gaussian algorithm
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Figure 4.6: Detection metrics of different algorithms vs. Clusterization

also faces a drop because as we mentioned before, misses some positives (therefore

since FP↑ =⇒ F1↓, together with the Isolation Forest, that ends up flagging too

many inliers as anomalies (FN↑ =⇒ F1↓).
The next characteristic we are going to experiment on is the accuracy as a

function of the number of features in the dataset. The synthetic datasets used

are comprised of 1000 examples, 5% of which are anomalies, have clusterization

number of 1, and the number of features ranges from 5 to 100 features.

The results of this experiment are shown in the graph in figure 4.7. The settings

of the algorithms are the same as before (table 4.1), changing only the NumFeats

parameter of LODA (which is necessary, since the model can’t be built if NumFeats

does not equal the actual number of features in the dataset).

As we can see, IForest and HSTrees have no issue with datasets of high dimen-

sionality (they perform even better). LODA however seems to “struggle” with high

dimensional data when it comes to prediction accuracy, but further investigation is

needed in order to conclude, because it may be because of improper hyperparameter

settings (especially BucketWidth). Finally, it is quite evident in the graph that the

Mult. Gaussian algo is inadequate for high dimensional data. The F1 scores drop
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dramatically at approximately 20 features in our synthetic dataset. This happens

because the probability calculated (which is a product of m factors, m being the

number of features), becomes an extreme number (either too small, or too big, de-

pending on the data), causing the process of finding a good threshold to be a difficult

task. If for example we have a normalized dataset, in the range [0, 1], and m = 20,

the probability values can easily reach 10−20.

Figure 4.7: Detection metrics for different algorithms vs. Number of Features

4.3.3 Overall Time Efficiency

In this section we will compare experimentally the time complexity of each al-

gorithm, both for the training phase and the inference phase.

The first experiment will be the measurement of the total time elapsed, in relation

to the size of the dataset. For this comparison we used synthetic datasets, with one

cluster, five features and the number of examples ranging from 1000 to 100000. The

results are shown in figure 4.8.

For the Mult. Gaussian, the measured time is the sum of the seconds needed for

training, inference, and evaluation (in order to find a good threshold value). For
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the IForest, it is the sum of seconds elapsed again for training and inference (the

threshold value is constant, no need for calculation), and for the HSTrees it is the

time for inference (since the “training” is done concurrently), plus the time to find a

good threshold based on the scores of the predictions. Finally, for LODA the times

shown are the times for inference (and also training which, like HSTrees, is done at

the same time on-line).

In figure 4.8, it is obvious that all the algorithms have linear time complexity,

and this characteristic is what makes them very scalable. Especially LODA and

HSTrees require only one pass on the data for both updating their model and giving

predictions, when deployed for on-line evaluation.

Figure 4.8: Total execution times for different algorithms vs. Size of Dataset

Next, we will examine how the number of features in the dataset affects the

execution time. In figure 4.9 we can see that no algorithm is affected by the number

of features, as the time needed stays constant when the number of features is growing.
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Figure 4.9: Total execution times for different algorithms vs. Number of Features

4.3.4 Evaluation on KDD Cup 99 Dataset

The synthetic datasets are good for understanding the behaviour of each algo-

rithm, but when it comes to choosing an algorithm for a specific task or real world

application, it is very important that we put our algorithms to the test and, using

the correct metrics, decide which one performs best.

In our case, we have narrowed down our initial choices of Anomaly Detection

algorithms by selecting those that are suitable for large scale on-line inference, and

now we will investigate how they perform against the KDD Cup 99, a real dataset.

As we mentioned in section 4.2, for the accuracy and efficiency tests we will use the

HTTP and SMTP parts of this dataset.

For the HTTP dataset, we used the settings presented in table 4.2, and the

measurements from the experiments are shown in table 4.3.

We can see that the Multivariate Gaussian algorithm achieved very high F1

and AUROC scores (0.97 and 0.99 respectively) and is also the fastest. This big

difference in time of execution is because of many reasons:

• The Mult. Gaussian algorithm has a small model, as it doesn’t use big ensem-
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Algorithm Settings Algorithm Settings

Gauss Iter: 1000 IForest Auto: True

NumTrees: 100

SubsampleSize: 256

HSTrees NumTrees: 100

SizeLimit: 500

MaxDepth: 10

WindowSize: 5000

EstNumAnomalies: 3000

LODA NumFeats: 3

BucketWidth: 1

NumVectors: 200

TrainSize: 30000

ProbSumBorder: -8.65

Table 4.2: Parameter settings for the HTTP KDD Experiments

Algo F1 Score AUROC Score Total Time (s)

Gauss 0.9707 0.9900 2.566

IForest 0.5709 0.9716 46.425

HSTrees 0.8344 0.9907 86.458

LODA 0.1333 0.7667 35.856

Table 4.3: F1, AUROC Scores and execution times for each algorithm, on the HTTP

KDD dataset

bles like those of the other algorithms,

• It is not recursive, like the IForest or HSTrees, and therefore it does not have

the negative impact of the overheads that slow repetitive function calls intro-

duce,

• Was entirely implemented with NumPy, which is optimized for matrix-based

numerical computations at a low level, while the others, despite leveraging

NumPy whenever possible, they suffer more from the high level and therefore

slower Python runtime.

The results of HSTrees are quite satisfactory as well. LODA on the other hand

performed very poorly, but it may be because of incorrect hyperparameter settings.

If this is the case, the difficulty of setting the hyperparameters of LODA correctly

in before, especially without having sample data (which is common is some appli-

cations), should be added to the negative characteristics of the algorithm.

Next we run the same experiments on the SMTP dataset. The algorithm param-

eters were set to the same values with those shown in table 4.2, with the only differ-

ences being the parameter EstNumAnomalies of HSTrees which was set to 170, and

the parameters NumFeats, and thresholding values TrainSize and ProbSumBorder
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of LODA, which were set to the values 38, 1000 and -4.79 respectively. respectively.

The results are visible in the table 4.4.

Algo F1 Score AUROC Score Total Time (s)

Gauss 0.6833 0.9861 1.217

IForest 0.9626 0.9640 7.623

HSTrees 0.6891 0.9044 15.159

LODA 0.7123 0.8814 6.073

Table 4.4: F1, AUROC Scores and execution times for each algorithm, on the SMTP

KDD dataset

In this dataset the best results are achieved with the Isolation Forest algorithm,

which scores 0.96 for the F1 metric and 0.96 for the AUROC metric. Notable are

also the results of Multivariate Gaussian.

4.3.5 Execution with Apache Flink

For our last experiment, we will measure the rate at which data can flow through

our distributed Anomaly Detection system, also known as throughput. We executed

each of the four algorithms on the cluster, using implementations in Scala, for various

amounts of dataset size and cluster parallelism.

For the streaming process, a node reads the dataset stored as a file in its filesys-

tem, and forwards each line of the file representing a data point, to the other parallel

instances (which may be hosted in the same machine or across the network on an-

other machine), the mappers. The mappers will then map every point they receive

to their model (and also update it in the case of HSTrees and LODA), and then

make a prediction based on this model anomaly or not). After that, they write

their predictions on their local filesystems. The actual topology is the one shown in

figure 4.10.

Because for our experiments we used a file as data source, the action of reading

the file from the disk is done with parallelism 1. This fact, along with the fact that

network I/O is faster than disk I/O, especially for this particular cluster that uses

HDDs instead of SSDs for storage, leads to the creation of a bottleneck in our setup,

restricting the max throughput.

To find out what is the max throughput value, we measured how long it takes

for the whole dataset file (4898431 lines) to be read by a program. This action was

timed at 23 seconds, therefore the max achievable throughput is about 212975 lines

(or datapoints, since each line represents one example), per second.
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Figure 4.10: Topology used for on-line inference in Flink

The execution of our experiments in Flink was pipelined, meaning that the dat-

apoints were streamed by the time they were read from the disk. Thus, the times

measured to calculate the throughput were actual computation times, and the disk

I/O operations did not affect the result in a negative way.

Concerning the first experiment, with variable dataset size, we kept the paral-

lelism at the max possible value that could be achieved in a cluster of four nodes,

with 2 vCPUs each, i.e. 8, and measured for each algorithm how much time it takes

to process a stream created from the KDD dataset, using each time a different per-

centage of the dataset size (25%, 50%, 75% and 100%). Then we divided the number

of tuples included in this dataset portions by the time the execution lasted to get the

throughput, and we plotted the findings, which are shown in figure 4.11. The pa-

rameters of HSTrees were NumTrees:50, MaxDepth:10 and WindowSize:1000, and

LODA’s parameters were set to BucketWidth:10 and NumVectors:100. IForest

used an ensemble of NumTrees:100, created with SubsampleSize:256.

We observe that the best throughput is accomplished with the Multivariate Gaus-

sian, which manages to reach the maximum possible throughput we calculated ear-

lier, about 212975 rows per second. LODA reaches 100000 rows second, HSTrees

70000 and IForest 96000. Again, the success of Multivariate Gaussian is because of

the extremely small model size, and because it does not have to make any initializa-

tions. The other algorithms need more time to update their models, and also need

some time to initialize it in the first place, especially IForest which has to load its

model from an external file, as we described in Chapter 3 and build it.

By looking at figure 4.11, we also notice that the throughput is increasing along

with the size of the dataset, while one might expect it to be constant. This increase is

because the parallelism for this experiment was kept constant and at the maximum

possible amount. As more nodes are added to the cluster, the total initialization

time increases, and if the dataset is not big enough, a big amount of parallelism may

add so much overhead that may not be worth it. In the realistic case where the data
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Figure 4.11: Throughput of different algorithms on Apache Flink vs. Size of KDD

Subset

streams are infinite this is not a problem though, as the data never ends, but it is

good to keep it under consideration when dealing with batch data at scale. In this

experiment, where the stream was finite, if the dataset is small, the total overheads

(mostly caused by the network I/O) increased the total time of execution, making

the calculated throughput value drop. That is why we chose the last throughput

measurement as the closest to the true throughput for each algorithm, because it

corresponded to the largest dataset streamed through the system.

Next we will measure how parallelism affects the throughput. The settings are

the same as before. The only change in the execution is the amount of parallelism

in the cluster, that is essentially the amount of parallel mappers to use. The results

are demonstrated in figure 4.12.

It is evident, and also expected, that by increasing the parallelism, the through-

put of all algorithms also increases.

In conclusion, we can also perform a rough estimate of the latency of our system,

i.e. the seconds needed for an example to go through and “come out” as a prediction

from the models. For the Mult. Gaussian, this time would be about 4.7µs, for the



4.3 Measurements 59

Figure 4.12: Throughput of different algorithms on Apache Flink vs. Parallelism

IForest 10.4µs, for HSTrees about 14.5µs and for LODA 9.2µs.





Chapter 5

Conclusions

5.1 Discussion

5.1.1 Comparison with Other Implementations

By the time of writing this thesis, no open-source implementations for Half-Space

Trees and LODA exist, according to our best knowledge.

Concerning the Isolation Forest, a good open-source implementation is present

in the scikit-learn Machine Learning library for Python. In terms of performance,

when compared to the scikit-learn implementation, ours is slower, but yields the

same ROC AUC scores. However, scikit’s IForest does not offer a way to export

the model in some form, while our IForest can export the trained model as a JSON

that can be loaded by a Flink’s (or other framework’s) parallel instance to perform

inference on streams of data. In addition, no implementation of IForest could be

found in Scala.

For the Multivariate Gaussian algorithm, since it is a very versatile algorithm,

implementations can be found in various forms, but no implementation exists using

the DataSet or DataStream APIs of Flink. Also there is no implementation of the

pure on-line version.

Flink does offer out-of-the-box some Machine Learning algorithms, in the Flink-

ML library, but only one is for outlier detection, the SOS algorithm (Stochastic

Outlier Detection), which is only implemented for batch processing and has a super-

linear complexity of at least O(n2).

The code written for this thesis will be open-sourced in the near future.
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5.1.2 Possible Extensions

Anomaly Detection System Improvements

When writing programs to run on a framework, one needs to be aware of the specific

framework’s features and the way these can be leveraged in order to achieve the best

possible result. In the case of Flink, its official documentation [2] mentions a few

ways that can make the execution run faster. The first way is by using function

annotations that give Flink important high level information such as which fields of

the tuples representing the data are forwarded unchanged during transformations,

or not forwarded at all. Other optimizations include the use of tuple indexes instead

of field names, reusing Flink object to relieve pressure on the garbage collector and

more [3].

Also, in all our Flink experiments we used a single source and sink for our

streams. In a realistic scenario, the streams of both input and output data are

numerous. In stream processing applications, raw data are often collected in a

message queue, then they are fed in a parallel manner into the stream processor,

and after processing they are rewritten (also in parallel) in the message queue for

persistent storage (historical data) and/or consumption by the actual application.

Thus, a nice addition that would make our setup a realistic system would be a

message queue. A widely distributed message queue is Apache Kafka.

Another addition that would complete our system would be a distributed key-

value store such as Apache Cassandra or Redis. Depending on the application, a

join with historical data may be required. For example, in the case of Credit Card

Fraud Detection, some necessary features the system would make use of would be

the distance from the last executed transaction, or the time elapsed since then. This

information must be acquired for each individual transaction, and the best way this

can be done in a fast and scalable manner is through a low latency distributed

key-value store.

Finally, a useful addition for large scale assessment would be the calculation

of evaluation metrics online, directly in Flink. For example, the F1 Score can be

calculated with the following transformations:

// Scala

labelledDataSet

.map {

row =>

val flag = if (applyModel(row._1) < epsilon) 1 else 0

val actual = row._2

// (truePositives, falsePositives, falseNegatives)
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(flag & actual, flag & (~ actual), (~ flag) & actual)

}

.reduce { (x1, x2) => (x1._1 + x2._1, x1._2 + x2._2, x1._3 + x2._3) }

.map { x => f1Score(x._1, x._2, x._3) }

.collect().head

, where epsilon is the threshold, row. 1 is the example vector and row. 2 is the

label with the actual value.

Algorithm Improvements

A good practice before running any of the four algorithms would be to do a PCA

first (Principal Component Analysis), in order to find relevant features. This can

lead to a decrease in the number of featues, making the algorithms run faster and be

more precise in identifying outliers, especially the Mult. Gaussian algorithm, which

was built on the hypothesis that features are independent. While this is almost

never true in practice, a PCA run first would help us find all correlated and only

use those that are actually unrelated.

For the HSTrees and LODA algorithms, there are some things that can be stud-

ied. For example a non-windowed version of HSTrees, or a windowed version of

LODA following the paradigm of HSTrees might be interesting. One other addition

to these two would be a Contamination parameter, like the one of IForest. If the

percentage of anomalies in the dataset is known or at least possible to be estimated

beforehand, then maybe a mechanism for adjusting automatically the threshold for

both algorithms may be feasible.

5.2 Concluding Remarks

In this work, we explored Anomaly Detection, in the context of Big Data. Our

requirements were on-line inference of anomaly scores, so that we could achieve

detection in real-time, and also distributed, so that we could identify outliers at a

big scale.

We chose four algorithms, namely Multivariate Gaussian, Isolation Forest, Half

Space Trees and LODA, each having its own strengths and weaknesses:

• Multivariate Gaussian: Best scores in most synthetic and real datasets, super

lightweight model, very fast, reached the maximum possible throughput when

run on-cluster, easy to estimate a good threshold. Not very good for data in

more than one clusters, high dimensional data, or data with non-independent

features. (PCA recommended)
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• Isolation Forest: Very robust, very good scores on real datasets, has “auto”

mode -no need for estimating threshold-, strong against swamping and masking

and has no problem with high-dimensional data. However, it can’t be trained

in a distributed manner efficiently, and also, showed a high number of false

negatives on multi-clustered data.

• Half-Space Trees: Purely on-line algorithm (model is updated on-the-fly), op-

erates in windows. Good performance on real datasets. Suitable for evolving

streams, has no problem with high-dimensional data. Hard to find a good

threshold value, needs sample data (or at least a good estimation of the ranges

of the values of each feature) or normalized data. Exhibited a bit high latency

on-cluster when compared to the other algorithms, because it has a big model.

• Lightweight On-line Detector of Anomalies: Also purely on-line, but not win-

dowed and runs slightly faster on-cluster than HS-Trees. Suitable for streams

with missing values and for streams with concept drift. Nevertheless, without

sample data it is very hard to find a good threshold and parameters. Not very

good scores on the real datasets. Also, requires features to have approximately

the same scale.

We also explored a promising engine for distributed stream processing, Apache

Flink, and also Ansible, a tool that helps with the infrastructure when dealing with

large clusters. Lastly, we suggested some possible extensions to our system and some

improvements to the algorithmic setups.
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Περίληψη

Η Ανίχνευση Ανωμαλιών είναι πεδίο της Μηχανικής Μάθησης που χρησιμοποιείται

από συστήματα για τον εντοπισμό δεδομένων που αποκλίνουν από τις κανονικές παρα-

τηρήσεις, και συνήθως συνδέονται άμεσα με απρόσμενη συμπεριφορά των συστημάτων,

σφάλματα, και άλλου τύπου προβλήματα.

Συνήθεις εφαρμογές αποτελούν η ανίχνευση κλοπών πιστωτικών καρτών, παρα-

κολούθηση λειτουργίας μηχανών ή υπολογιστών, ανιίχνευση δικτυακών επιθέσεων,

αναλύσεις πραγματικού χρόνου κ.α.

Στην παρούσα διπλωματική εργασία μελετάμε αλγορίθμους και μεθόδους για Α-

νίχνευση Ανωμαλιών που επιτρέπουν τον εντοπισμό των ιδιάζοντων στοιχείων αφ΄ ενός

σε πραγματικό χρόνο, ώστε η αντιμετώπιση ανεπιθύμητων γεγονότων να είναι άμεση,

και αφ΄ ετέρου σε μεγάλη κλίμακα, αφού ο όγκος των δεδομένων στην εποχή μας

αυξάνεται με εκθετικούς ρυθμούς.

Λέξεις Κλειδιά

Μηχανική Μάθηση, Ανίχνευση Ανωμαλιών, Συστήματα Πραγματικού Χρόνου, Κα-

τανεμημένη Επεξεργασία Ροών Δεδομένων, Big Data
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Κεφάλαιο 1

Εισαγωγή

1.1 Κίνητρα

Η Ανίχνευση Ανωμαλιών είναι πεδίο της Μηχανικής Μάθησης με πολλές και σημα-

ντικές εφαρμογές. Χρησιμοποιείται από συστήματα για τον εντοπισμό παρατηρήσεων

με ιδιάζοντα χαρακτηριστικά, που συνήθως σχετίζονται με ανεπιθύμητες εξελίξεις. Συ-

νήθεις εφαρμογές είναι ο εντοπισμός κλοπών πιστωτικών καρτών, ανίχνευση επιθέσεων

σε δίκτυα υπολογιστών κ.α. Θέλουμε όμως η διαδικασία αυτή να μπορεί να γίνει σε

μεγάλη κλίμακα, και σε πραγματικό χρόνο.

1.2 Επιδιώξεις

Οι στόχοι της παρούσης εργασίας είναι η μελέτη μεθόδων και αλγορίθμων για Α-

νίχνευση Ανωμαλιών, αφ΄ ενός σε πραγματικό χρόνο και αφ΄ ετέρου σε κλιμακώσιμο

περιβάλλον. Για τους λόγους αυτούς θα ασχοληθούμε με Ανίχνευση Ανωμαλιών σε

συνεχείς ροές δεδομένων (“streams”) και εκτέλεση αυτών σε κατανεμημένα συστήμα-

τα.

1.3 Οργάνωση Κεφαλαίων

Στο κεφάλαιο 2, παρουσιάζουμε την θεμελιώδη ορολογία και τους πιο γνωστο-

ύς αλγορίθμους για Ανίχνευση Ανωμαλιών, καθώς και το προγραμματιστικό πλαίσιο

(framework) που θα χρησιμοποιήσουμε για την εκτέλεση των πειραμάτων. Στο κε-

φάλαιο 3, παρουσιάζουμε τους τέσσερις επιλεχθέντες αλγορίθμους, ενώ στο κεφάλαιο

4, μελετάμε τη συμπεριφορά τους σε πραγματικές και αυτοσχέδιες συλλογές δεδο-

μένων (datasets). Τέλος, στο κεφάλαιο 5 προτείνουμε μερικές επιπλέον προσθήκες

στο σύστημα ώστε αυτό να αποτελέσει ολοκληρωμένη λύση για σύστημα Ανίχνευσης

11
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Ανωμαλιών και εξάγουμε κάποια συμπεράσματα για τους αλγορίθμους.



Κεφάλαιο 2

Θεωρητικό Υπόβαρθρο

2.1 Μηχανική Μάθηση και Ανίχνευση Ανωμα-

λιών

Η Μηχανική Μάθηση είναι πεδίο της Τεχνητής Νοημοσύνης που ασχολείται με τη

μελέτη αλγορίθμων και στατιστικών μοντέλων που τα υπολογιστικά συστήματα χρη-

σιμοποιούν για την εκτέλεση μιας εργασίας χωρίς να χρειάζεται να προγραμματιστούν

αναλυτικά [4]. Τέτοιοι αλγόριθμοι χτίζουν αρχικά ένα μαθηματικό μοντέλο (προπόνη-

ση) με δείγμα δεδομένων και ύστερα το χρησιμοποιούν για να δώσουν προβλέψεις σε

νέα δεδομένα.

Τα δεδομένα αυτά αποτελούνται από διανύσματα, στα οποία θα αναφερόμαστε με

τον όρο examples, τα πεδία των διανυσμάτων θα λέγονται features, και το μήκος των

διανυσμάτων ‘διάσταση’ των δεδομένων ή dimensionality.

Υπάρχουν τρεις κατηγορίες Μηχανικής Μάθησης:

• Supervised Learning, με dataset που φέρει τις αναμενόμενες ενδείξεις,

• Unsupervised Learning, με dataset χωρίς ενδείξεις,

• Reinforcement Learning, μια διαφορετική προσέγγιση που δεν θα μελετήσουμε

στα πλαίσια της παρούσης εργασίας.

Για Ανίχνευση Ανωμαλιών υπάρχουν μέθοδοι που εμπίπτουν κυρίως στις δύο πρώτες

κατηγορίες.

Σύμφωνα με τον Aggarwal [3], η Ανίχνευση Ανωμαλιών ασχολείται με τον εντο-

πισμό παρατηρήσεων που είναι τόσο ιδιάζουσες ώστε να κινούν υποψίες για το ότι

δημιουργήθηκαν από εντελώς διαφορετικό μηχανισμό από τις κανονικές.

13
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2.2 Σύνοψη διαθέσιμων αλγορίθμων

Σύμφωνα με την πηγή [7], υπάρχουν οι εξής κατηγορίες αλγορίθμων Ανίχνευσης

Ανωμαλιών:

• Βασισμένοι σε Classification

– Βασισμένοι σε Νευρωνικά Δίκτυα

– Βασισμένοι σε Bayesian Networks

– Βασισμένοι σε Support Vector Machine (SVM)

– Βασισμένοι σε Rule

• Βασισμένοι σε Nearest-Neighbor

• Βασισμένοι σε Clustering

• Στατιστικοί αλγόριθμοι

• Φασματικοί

, στις οποίες θα προσθέσουμε και τους βασισμένους σε Ensemble.

Νευρωνικά Δίκτυα

Τα Νευρωνικά Δίκτυα χρησιμοποιούνται ευρέως για Classification, και έχουν εφαρμο-

στεί επιτυχώς και στο χώρο της Ανίχνευσης Ανωμαλιών.

΄Ενα Νευρωνικό Δίκτυο αποτελείται από διασυνδεδεμένους ‘Νευρώνες’ όπως ο ει-

κονιζόμενος στην εικόνα 2.1.

Σχήμα 2.1: Τεχνητός Νευρώνας

Για Ανίχνευση Ανωμαλιών έχουν προταθεί διάφορα μοντέλα, όπως τα “Elman Re-

current Networks” [11] και τα Replicator Neural Networks [12].

Το αρνητικό αυτών των μεθόδων (και ο λόγος που δεν τα επιλέγουμε εν τέλει)

είναι το μεγάλο υπολογιστικό κόστος τους.
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Bayesian Networks

΄Ενα Μπαϋζιανό Δίκτυο είναι ένα πιθανοτικό γραφικό μοντέλο που έχει χρησιμοποι-

ηθεί επιτυχώς και για Ανίχνευση Ανωμαλιών, αλλά δεν υπάρχει τρόπος να χειριστεί

πολλαπλές ροές δεδομένων εισόδου, παρά μόνον δύο [13].

Αλγόριθμοι βασισμένοι σε Ensembles

Αυτή η κατηγορία περιλαμβάνει αλγορίθμους με μοντέλα που αποτελούνται από ένα

σύνολο ασθενών classifiers. Τέτοιοι αλγόριθμοι είναι οι Isolation Forest, Half-Space

Trees, Lightweight On-line Detector of Anomalies, οι οποίοι έχουν όλοι επιλεγεί και

οι λόγοι που οδήγησαν στην επιλογή τους παρουσιάζονται στο κεφάλαιο 3.

Αλγόριθμοι βασισμένοι σε Nearest-Neighbor μεθόδους

Τέτοιες μέθοδοι περιλαμβάνουν κ-νεαρεστ νειγηβορ [17], Λοςαλ Ουτλιερ Φαςτορ [5]

και Στοςηαστις Ουτλιερ Δετεςτιον [14], που παρά την αποτελεσματικότητά τους έχουν

πολυπλοκότητα τουλάχιστον O(n2), επομένως είναι απαγορευτική η χρήση τους σε

μεγάλο όγκο δεδομένων.

Support Vector Machine (SVM) μέθοδοι

Ειδικά το 1-SVM είναι πολύ γνωστό στο πεδίο της Ανίχνευσης Ανωμαλιών, αλλά οι

καλύτερες μέθοδοι είναι πολυωνυμικού χρόνου (O(n3d)), πράγμα που καθιστά αδύνατη

τη χρήση τους σε μεγάλα datasets.

Στατιστικές μέθοδοι

Οι στατιστικές τεχνικές χρησιμοποιούνται όταν η κατανομή των δεδομένων είναι γνω-

στή [23]. Παραδείγματα τέτοιων μεθόδων είναι τα Gaussian Mixture Models [27]. Από

αυτή τη κατηγορία επιλέξαμε έναν αλγόριθμοι βασισμένο στην Πολυδιάστατη Κανονική

Κατανομή, που αναλύεται στο κεφάλαιο 3.

Φασματικές τεχνικές

Σε αυτήν την κατηγορία εμπίπτουν αλγόριθμοι όπως ο PCA (Principal Component

Analysis), που μπορούν σε κατάλληλο πλαίσιο να χρησιμοποιηθούν για Ανίχνευση Α-

νωμαλιών. Δυστυχώς όμως τέτοιες μέθοδοι είναι πολυωνυμικού χρόνου ως προς τον

αριθμό των features (συνήθως O(nd4)), που καθιστά ανάρμοστη τη χρήση τους για

δεδομένα μεγάλης διάστασης.
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2.3 Batch και Stream Επεξεργασία δεδομένων

Ο Batch τρόπος επεξεργασίας απαιτεί όλο το dataset να είναι διαθέσιμο από πριν,

ενώ με τον Stream τρόπο επεξεργαζόμαστε τα δεδομένα καθώς αυτά ‘ρέουν’. Η ε-

πεξεργασία πάνω σε stream δεδομένων έχει σαν συνέπεια την εξαγωγή των αποτελε-

σμάτων σε πολύ μικρό χρονικό διάστημα, ουσιαστικά σε πραγματικό χρόνο, κάτι που

επιζητούμε, γι΄ αυτό και επιλέγουμε αυτή τη μέθοδο επεξεργασίας.

2.4 Κατανεμημένη επεξεργασία ροής δεδομένων

Χρησιμοποιούμε κατανεμημένα συστήματα γιατί προσφέρουν:

• Καλύτερη απόδοση

• Καλύτερη κλιμακωσιμότητα

• Διαθεσιμότητα (availability)

• Ανοχή σε σφάλματα

• Μικρότερο κόστος

Για τις απαιτήσεις μας, προσφέρουν επιπλέον:

• Μικρότερη καθυστέρηση (Latency)

• Καλύτερη Ρυθμαπόδοση (Throughput)

2.4.1 Σχετικά frameworks

Για τον σκοπό μας ταιριάζουν τα προγραμματιστικά πλαίσια Apache Spark, Apa-

che Storm, Apache Flink, από τα οποία επιλέγουμε το Flink γιατί σύμφωνα με την

πηγή [15] έχει την καλύτερη απόδοση για τις περισσότερες εφαρμογές.

2.4.2 Apache Flink

Προγραμματιστικό Μοντέλο

Το API του Flink αποτελείται από τα εξής στρώματα:

• Stateful Stream Processing

• DataStream/DataSet APIs
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• Table API

• SQL

Εμείς θα χρησιμοποιήσουμε το 2ο στρώμα για τα πειράματά μας, DataStream/DataSet

APIs.

Για να γράψει κανείς ένα πρόγραμμα για το Flink, πρέπει να γνωρίζει το μοντέλο

ροής δεδομένων του (Dataflow Model). Αυτό παρουσιάζεται εκτενώς στην εικόνα 2.2

στη σελίδα 19, που φτιάχτηκε από εικόνες που βρίσκονται στην πηγή [2].

Κατανεμημένη Διάταξη

Το Flink πριν προβεί σε εκτέλεση της τοπολογίας που υποβάλλουμε, κάνει κάποιες βελ-

τιστοποιήσεις και μοιράζει τις απαραίτητες διεργασίες και μετατροπές που θα γίνουν

στο stream σε νήματα threads του συνόλου των μηχανημάτων που έχουμε στο κατα-

νεμημένο μας περιβάλλον. Νοω ωε ωιλλ σεε ηοω τηε Δαταφλοω μοδελ λοοκς λικε ιν

τηε διστριβυτεδ ρυντιμε οφ Φλινκ.

Τα νήματα αυτά εκτελούνται στο Flink runtime σε δύο τύπους διεργασιών:

• “JobManagers”.

• “TaskManagers”.

Η κατανεμημένη διάταξη φαίνεται στην εικόνα 2.3, από τη πηγή [6].

Σχήμα 2.3: Το κατανεμημένο περιβάλλον του Flink [2]
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Το Flink μπορεί να στηθεί σε κατανεμημένο σύστημα είτε μόνο του είτε με τη

βοήθεια προγραμμάτων όπως το YARN.

Εγγυήσεις

• Exactly-once Delivery Semantics

• Ανοχή σε σφάλματα, που επιτυγχάνεται με διάφορους μηχανισμούς που προ-

σφέρει το Flink
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Σχήμα 2.2: Το μοντέλο ροής δεδομένων του Flink [2]





Κεφάλαιο 3

Υλοποίηση Επιλεγμένων

Αλγορίθμων

3.1 Πολυδιάστατη Κανονική Κατανομή

Πρόκειται για στατιστικό αλγόριθμο [20]. Υποθέτουμε ότι τα δεδομένα μας ακο-

λουθούν τη Πολυδιάστατη Κανονική Κατανομή.

Για μια παρατήρηση x ∼ N (µ,Σ), x ∈ Rd, x = [x1, x2, . . . , xd]
T
, η συνάρτηση

πυκνότητας πιθανότητας είναι

p(x;µ,Σ) =
1

(2π)d/2|Σ|1/2
exp

(
− 1

2
(x− µ)TΣ−1(x− µ)

)
[9],

όπου µ ∈ Rd
είναι η μέση τιμή και Σ ∈ Rd×d

είναι ο πίνακας συνδιακύμανσης.

Αν οι xi ∼ N (µi, σ
2
i ) είναι όλες ανεξάρτητες, παίρνουμε:

p(x) = p(x1, x2, . . . , xd) = p(x1;µ1, σ
2
1)p(x2;µ2, σ

2
2) . . . p(xd;µd, σ

2
d) =

d∏
j=1

p(xj;µj, σ
2
j ),

όπου:

p(x;µ, σ2) =
1√
2πσ

exp
(
− (x− µ)2

2σ2

)
Για να προπονήοσυμε το μοντέλο ([20]) (με παραμέτρους µi, σ

2
i ,∀i ∈ [1, . . . , d]),

πρέπει να υπολογίσουμε:

• µi = 1
n

∑n
j=1 x

(j)
i , όπου n είναι ο αριθμός των παρατηρήσεων στο dataset, και

• σ2
i = 1

n

∑n
j=1 (x

(j)
i − µi)

2

Κατά το στάδιο της εκτίμησης (evaluation), για μια νέα παρατήρηση x, υπολογίζου-

με:

p(x) =
d∏

i=1

1√
2πσi

exp
(
− (xi − µi)

2

2σ2
i

)
,

21
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και ‘μαρκάρουμε’ το x ως ανωμαλία, αν η τιμή p(x) είναι μικρότερη από ένα ‘κατώφλι’

ε (υπερπαράμετρος).

3.1.1 Χαρακτηριστικά

Μπορεί η υπόθεση της ανεξαρτησίας να είναι ισχυρή, αλλά οδηγεί σε τεράστια

υπολογιστικά πλεονεκτήματα. Επίσης ό,τι αρνητικά μπορούν να προκύψουν από αυτήν

την απόφαση, αντιμετωπίζονται με την βοήθεια ενός PCA πριν την προπόνηση.

3.1.2 Υλοποίηση

Ο αλγόριθμος αυτός υλοποιείται σχετικά εύκολα με οποιοδήποτε framework παρέχει

Map-Reduce ενέργειες. Συγκεκριμένα, αν έχουμε δεδομένα που αποτελούνται από n

διανύσματα διάστασης d, με x(j) = [x
(j)
1 , x

(j)
2 , . . . , x

(j)
d ]T , j ∈ [1, . . . , n], τότε ανά πάσα

στιγμή έχουμε διαθέσιμο το διάνυσμα T =
[∑n

j=1 x
(j),

∑n
j=1 (x(j))

2
, n
]
με τον εξής

τρόπο:

// Scala

dataSet

.map { x => (x, pow(x, 2), 1) }

.reduce { (x1, x2) => (x1._1 + x2._1, x1._2 + x2._2, x1._3 + x2._3) }

.collect()

΄Υστερα, όλες οι παράμετροι του μοντέλου µ και σ2
υπολογίζονται ως εξής:

µ =

∑n
j=1 x

(j)

n
=
T [0]

T [2]
, σ2 =

∑n
j=1 (x(j))

2

n
− µ2 =

T [1]

T [2]
− (

T [0]

T [2]
)2

Παράμετροι

Iter, που χρησιμοποιείται για εκτίμηση ενός καλού threshold.

Ανάπτυξη στο κατανεμημένο σύστημα

Στα πειράματα μας κάνουμε κατανεμημένα προπόνηση, batch, και ύστερα εφαρμογή σε

νέα δεδομένα στο stream.

3.2 Isolation Forest

Το Isolation Forest [18] χρησιμοποιεί την ιδέα της απομόνωσης για τον εντοπισμό

των ανωμαλιών.
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Ο αλγόριθμος αυτός δουλεύει χωρίζοντας αναδρομικά τυχαία τον χώρο παρατηρήσε-

ων μέχρι ένα συγκεκριμένο βάθος ή μέχρι να απομονώσει κάποιο σημείο. Χρησιμοποιεί

μια συλλογή ένος είδους δυαδικού δέντρου που λέγεται iTree.

Η λειτουργία βασίζεται στο γεγονός ότι τα ανώμαλα σημεία, όντας πιο απομονωμένα

από τα υπόλοιπα, θα χρειάζονται λιγότερες διαμερίσεις του χώρου για να απομονωθούν,

πράγμα που αντιστοιχεί σε μικρότερο ύψος των δέντρων του μοντέλου, ενώ τα κανονικά

σημεία θα χρειάζονται περισσότερες τομές και άρα μεγαλύτερα μήκη μονοπατιών.

Παράδειγμα υπάρχει στην εικόνα 3.1.

Σχήμα 3.1: Παράδειγμα εκτέλεσης Isolation Forest [18].

3.2.1 Χαρακτηριστικά

Το Isolation Forest είναι ισχυρό έναντι σε περιπτώσεις που είναι έντονα τα φαινόμε-

να swamping, masking [19]. Η πολυπλοκότητά του είναι γραμμική. Το κάθε δέντρο

του μοντέλου χτίζεται από ένα τυχαίο υπο-δείγμα του συνόλου των παρατηρήσεων.

3.2.2 Υλοποίηση

Δυστυχώς ο αλγόριθμος αυτός δεν μπορεί να προπονηθεί αποδοτικά με κατανεμη-

μένο τρόπο. Ευτυχώς όμως, επειδή τα υποδείγματα επιβάλλεται [18] να είναι σχετικά

μικρού μεγέθους, μπορούμε να δεχτούμε να προπονείται κεντρικά και ύστερα να ανε-

βάζουμε το προπονημένο μοντέλο στο κατανεμημένο σύστημα για να δίνει αποτελέσμα-

τα πάνω στα σημεία των streams.

Αυτό ακριβώς κάναμε και στα πειράματα σε επόμενο κεφάλαιο, προπονώντας το μο-

ντέλο κεντρικά και ύστερα σειριοποιώντας το ως JSON, με μια preorder προσπέλλαση

του κάθε δέντρου, και ύστερα φορτώνοντας το μοντέλο σε κάθε παράλληλο instance

του συστήματος μας για εφαρμογή.
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Παράμετροι

Οι υλοποιήσεις μας χρησιμοποιούν τις εξής παραμέτρους:

• Auto (boolean)

• Contamination (float)

• NumTrees (integer)

• SubsampleSize (integer)

3.3 Half-Space Trees

Αυτός ο αλγόριθμος [24] λειτουργεί κατευθείαν πάνω στο stream. Για κάθε πα-

ρατήρηση που εισέρχεται, αυτή χρησιμοποιείται αφ΄ ενός για να ανανεώσει το μοντέλο

και αφ΄ ετέρου για να δώσει πρόβλεψη. Χρησιμοποιεί ‘παράθυρα’, και το μοντέλο του

είναι ένα σύνολο από δυαδικά δέντρα.

Κάθε δέντρο από αυτά χτίζεται ως εξής: Τα δεδομένα διαχωρίζονται αναδρομικά

και τυχαία, κόβωντας κάθε φορά τον χώρο παρατηρήσεων στη μέση (τιμές ακραίων

παρατηρήσεων δια δύο). Τα φύλλα των δέντρων αντιστοιχούν σε περιοχές του χώρου,

και ο αριθμός των παρατηρήσεων που πέφτουν σε αυτές αποτελούν τη μάζα [25] της

περιοχής.

Η μάζα αυτή στη συνέχεια χρησιμοποιείται για την εκτίμηση του βαθμού ανωμαλίας

των παρατηρήσεων. Η συμπεριφορά του αλγορίθμου φαίνεται στην εικόνα 3.2.

Σχήμα 3.2: Παράδειγμα εκτέλεσης αλγορίθμου HS-Trees [24]

3.3.1 Χαρακτηριστικά

Χρειάζεται μόνο ένα πέρασμα από τα δεδομένα, οπότε προφανώς είναι γραμμικού

χρόνου. Επίσης μπορεί να χειριστεί δεδομένα που αλλάζουν ανά διαστήματα (evolving



3.4 LODA (Lightweight On-line Detector of Anomalies) 25

streams), δηλαδή δεν έχει πρόβλημα αν εφαρμοστεί σε streams με concept drift.

Ωστόσο έχει ένα αρνητικό, πρέπει από πριν να δωθεί μια εκτίμηση για το εύρος

τιμών του κάθε feature των δεδομένων μας, ή να έχουμε κανονικοποιημένα δεδομένα

στο εύρος [0, 1].

3.3.2 Υλοποίηση

Ο αλγόριθμος αυτός δεν είναι δύσκολος στην υλοποίηση, ειδικά αν χρησιμοποιηθεί

αναδρομή. Ωστόσο μια υλοποίηση με χρήση πίνακα για κάθε πλήρες δυαδικό δέντρο

θα ήταν πιο γρήγορη.

Παράμετροι

Το μοντέλο χρησιμοποιεί τις εξής παραμέτρους:

• NumTrees (integer)

• SizeLimit (integer)

• MaxDepth (integer)

• WindowSize (integer)

Για την εκτέλεση των πειραμάτων χρειάστηκε μια επιπλέον υπερ-παράμετρος: EstNumAnomalies.

Ανάπτυξη στο κατανεμημένο σύστημα

Στο κατανεμημένο σύστημα, κάθε παράλληλο instance χτίζει το δικό του μοντέλο

HS-Trees.

3.4 LODA (Lightweight On-line Detector of Anoma-

lies)

Ο αλγόριθμος ΛΟΔΑ [21], είναι καθαρά on-line αλγόριθμος. Το μοντέλο του απαρ-

τίζεται απο k μονοδιάστατα ιστογράμματα hi, i = 1, ..., k, που το καθένα προσεγγίζει

την πυκνότητα πιθανότητας των δεδομένων εισόδου.

΄Ενα δεδομένο εισόδου x ∈ Rd
προβάλλεται σε κάθε ιστόγραμμα μέσω ενός δια-

νυσμάτος προβολής wi ∈ Rd, i = 1, ..., k [21]. Ο βαθμός ανωμαλίας δίνεται από τη

σχέση:

score(x) = −1

k

k∑
i=1

log p̂i(x
Twi)

΄Οσο πιο κοντά στο μηδέν, τόσο πιο πιθανό είναι η παρατήρηση να είναι ανώμαλη.

Τα ιστογράμματα είναι τριών τύπων, fixed-bin, equi-width και on-line [22].
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3.4.1 Χαρακτηριστικά

Ο LODA δεν έχει πρόβλημα με δεδομένα που παρουσιάζουν ςονςεπτ δριφτ, η μόνη

του απαίτηση για τα δεδομένα εισόδου είναι να έχουν τιμές των φεατυρες περίπου στην

ίδια τάξη μεγέθους.

Επίσης είναι αποτελεσματικός σε δεδομένα που δεν είναι πλήρη, και έχει γραμμική

πολυπλοκότητα.

3.4.2 Υλοποίηση

Στο [21], αποδεικνύεται ότι τα equi-width ιστογράμματα είναι τα πιο αποτελεσμα-

τικά, οπότε χρησιμοποιούμε αυτά, και τα υλοποιούμε με hash maps.

Παράμετροι

Χρησιμοποιεί τις ακόλουθες παραμέτρους:

• NumFeats (integer)

• BucketWidth (float)

• NumVectors (integer)

Ορίζουμε δύο έξτρα υπερπαραμέτρους για εκτίμηση του threshold: TrainSize (inte-

ger), ProbSumBorder (float).

Ανάπτυξη στο κατανεμημένο σύστημα

Ομοίως με τον HS-Trees.
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Πειράματα

4.1 Υποδομή

Χρησιμοποιήθηκε σύνολο υπολογίστων (cluster) αποτελούμενο από τέσσερις κόμ-

βους, ο καθένας εκ των οποίων έχει τα εξής χαρακτηριστικά: 2 vCPUs, 4GB RAM,

40GB HDD. Από λογισμικό χρησιμοποιήθηκαν Python 3.6, NumPy, Scala 2.11,

Apache Flink 1.6.1.

4.1.1 Παραμετροποίηση cluster

Για την παραμετροποίηση, αυτοματοποίηση και διαχείρηση των ρυθμίσεων (config-

uration management) χρησιμοποιήσαμε Ansible [1].

Το βασικότερο πλεονέκτημα της χρήσης του εν λόγω εργαλείου είναι η ‘αφαίρεση’

(abstraction) που προσφέρει στην υποδομή. Χρησιμοποιώντας το μπορούμε εύκολα να

προσθαφεραίσουμε όσους και όποιους κόμβους θέλουμε και με το πάτημα ενός κου-

μπιού παράγονται αυτόματα τα αρχεία ρύθμισης και εγκαθιστώνται στους απαραίτητους

κόμβους όλου του cluster.

4.2 Δεδομένα

Τα datasets που χρησιμοποιήθηκαν για τα πειράματα ήταν δύο ειδών: τεχνητά και

πραγματικά.

Τα τεχνητά είχαν μεταβλητό αριθμό clusters (1-4), αριθμό features (5-100) και

αριθμό παρατηρήσεων (1,000- 100,000). Για πραγματικό dataset επιλέξαμε το KDD

Cup 99 από το οποίο επιλέξαμε τα εξής ‘κομμάτια’ του:

• Πλήρες (χωρίς τα categorical features και με σωστές ενδείξεις-labels): ΄Εχει

μέγεθος 4.9 εκ. παρατηρήσεις και 34 features

27
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• SMTP: Μέγεθος 9723, 38 features, 1.2% ποσοστό παρουσίας ανωμαλιών

• HTTP: Μέγεθος 64293, 3 features, 3.7% ποσοστό παρουσίας ανωμαλιών

Τα clusters στα τεχνητά σύνολα κατασκευάστηκαν ακολουθώντας την Κανονική

Κατανομή, και οι ανωμαλίες την Ομοιόμορφη κατανομή. Τα features επιλέχθηκαν

λαμβάνοντας υπ΄όψιν και τη πηγή [16].

4.3 Μετρήσεις

4.3.1 Μετρικές

Συνήθεις επιλογές είναι [10]:

• Sensitivity = TP
TP+FN

• Specificity = TN
TN+FP

• Precision = TP
TP+FP

• Recall = TP
TP+FN

(ίδιο με Sensitivity)

και βασισμένες σε αυτές είναι οι:

• F1 Score = 2 Precision∗Recall
Precision+Recall

• AUC Score, δύο τύπων:

– ROC AUC

– PR AUC

Από αυτές επιλέγουμε να χρησιμοποιήσουμε τις F1 score γιατί δίνει ίση σημασία

σε Precision, Recall και ROC AUC, γιατί δίνει εικόνα των αποτελεσμάτων χωρίς να

εξαρτάται από την τιμή κατωφλίου για τις προβλέψεις [26] [8].

4.3.2 Ακρίβεια προβλέψεων

Το πρώτο στοιχείο που εξετάζουμε είναι ο αριθμός των clusters στο dataset. Τα

αποτελέσματα φαίνονται στην εικόνα 4.2.
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Σχήμα 4.1: Διαισθητική προσέγγιση της λειτουργίας του μοντέλου της Πολυδιάστατης

Κανονικής Κατανομής

Σχήμα 4.2: Μετρικές για διάφορους αλγορίθμους συναρτήσει αριθμού Clusters

Στην εικόνα 4.2 παρατηρούμε ότι όλοι οι αλγόριθμοι χάνουν σε απόδοση, όσο το

μέγεθος των clusters αυξάνεται στα δεδομένα μας. Συγκεκριμένα, η απόδοση του μο-

ντέλου Καν. Κατανομής αποδίδει χειρότερα γιατί καταλήγει να ‘κυκλώνει τα clusters’,

χάνοντας όλα τα ενδιάμεσά τους. Το IForest καταλήγει να σημαδεύει πολλά σημεία

που δεν ειναι ανωμαλίες (False Negatives), ενώ ο HS-Trees, χάνει και αυτός επειδή

του ξεφεύγουν τα ενδιάμεσα σημεία, επειδή το συγκεκριμένο dataset έχει μόνο δύο
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features και τα κόψιματα του είναι στη μέση. Τέλος ο LODA δεν χάνει τόσο, είναι

κάπως αποδεκτή η απόδοσή του, δεδομένου ότι είναι καθαρά on-line αλγόριθμος.

Στην εικόνα 4.3, φαίνονται οι αποδόσεις των αλγόριθμων συναρτήσει του αριθμού

features.

Σχήμα 4.3: Μετρικές για διάφορους αλγορίθμους συναρτήσει αριθμού Features

Ο Gauss δίχνει να δυσκολεύεται σε πολυδιάστατα δεδομένα, γιατί γίνεται πολύ

δύσκολη η εύρεση σωστής τιμής κατωφλίου, καθώς και ο LODA, λόγω δυσκολίας

εύρεσης σωστών παραμέτρων. Απεναντίας, οι άλλοι δύο αλγόριθμοι δεν έχουν κανένα

πρόβλημα με πολυδιάστατα δεδομένα.

4.3.3 Χρόνος εκτέλεσης

Κοιτώντας την εικόνα 4.4 είναι προφανές ότι όλοι οι αλγόριθμοι είναι γραμμικού

χρόνου.

4.3.4 Μετρήσεις στο KDD Cup 99 Dataset

Τα αποτελέσματα για το HTTP dataset φαίνονται στον πίνακα 4.1 και για το SMTP

στον πίνακα 4.2.
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Σχήμα 4.4: Χρόνοι εκτέλεσης συναρτήσει μεγέθους dataset

Algo F1 Score AUROC Score Total Time (s)

Gauss 0.9707 0.9900 2.566

IForest 0.5709 0.9716 46.425

HSTrees 0.8344 0.9907 86.458

LODA 0.1333 0.7667 35.856

Πίνακας 4.1: F1, AUROC Scores και χρόνοι εκτέλεσης στο HTTP KDD dataset

Algo F1 Score AUROC Score Total Time (s)

Gauss 0.6833 0.9861 1.217

IForest 0.9626 0.9640 7.623

HSTrees 0.6891 0.9044 15.159

LODA 0.7123 0.8814 6.073

Πίνακας 4.2: F1, AUROC Scores και χρόνοι εκτέλεσης στο SMTP KDD dataset

Και στα δύο σύνολα ξεχωρίζει ο Gauss γιατί πετυχαίνει πολύ καλές αποδόσεις σε

πολύ μικρό χρόνο. Οι λόγοι που αυτό συμβαίνει είναι επειδή έχει το πιο μικρό μοντέλο,
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δεν έχει αναδρομικά βήματα στην υλοποίησή του, και είναι υλοποιημένος με framework

που βελτιστοποιεί υπολογισμούς με πίνακες (τους οποίους χρησιμοποιεί πολυ).

4.3.5 Εκτέλεση στο Apache Flink

Στο πείραμα αυτό μετράμε throughput στο cluster. Η τοπολογία φαίνεται στην

εικόνα 4.5.

Σχήμα 4.5: Τοπολογία για την εκτέλεση στο Flink

Στην εικόνα 4.6 φαίνεται η αύξηση της ρυθμαπόδοσης συναρτήσει της παραλληλίας,

που είναι προφανώς αναμενόμενο.

Αξιοσημείωτο είναι το γεγονός ότι ο Gauss αγγίζει τη μέγιστη δυνατή ρυθμαπόδο-

ση, όπως υπολογίζεται βάσει της ταχύτητας των δίσκων των μηχανημάτων και της

τοπολογίας.
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Σχήμα 4.6: Ρυθμαπόδοση αλγορίθμων στο Apache Flink συναρτήσει Παραλληλίας





Κεφάλαιο 5

Σύνοψη

5.1 Συζήτηση

5.1.1 Σύγκριση με άλλες υλοποιήσεις

Γενικά δεν υπάρχουν ανοιχτού κώδικα υλοποιήσεις των εν λόγω αλγορίθμων, εκτός

από το IForest, που υπάρχει στο scikit-learn. Η ήδη υπάρχουσα αυτή υλοποίηση όμως

δεν έχει τρόπο σειριοποίησης του μοντέλου, ώστε να μπορεί να φορτωθεί ύστερα για

on-line inference, ενώ η δική μας υλοποίηση το υποστηρίζει αυτό.

5.1.2 Πιθανές επεκτάσεις

Σε ένα ολοκληρωμένο σύστημα θα μπορούσε κανείς να χρησιμοποιήσει ένα message

queue για να πετύχει παραλληλία των source operators μεγαλύτερη από 1.

5.2 Αποτελέσματα

Οι αλγορίθμοι που εξετάσαμε ήταν οι εξής:

• Πολυδιάστατη Καν. Κατανομή: Είχε τα καλύτερα scores και στα τεχνήτα αλλά και

στα πραγματικά datasets, τους μικρότερους χρόνους εκτέλεσης και κεντρικά και

στο cluster, και έπιασε το μέγιστο δυνατό throughput. Ωστόσο δεν είναι πολύ

καλή επιλογή για πολυδιάστατα δεδομένα ή μη-ανεξάρτητα δεδομένα (προτείνεται

PCA).

• Isolation Forest: Πολύ καλά scores στα πραγματικά datasets, δυνατό εναντίως

περιπτώσεων swamping, masking , αυτόματη επιλογή threshold, πολύ καλή α-

πόδοση με πολυδιάστατα δεδομένα. Τα αρνητικά του είναι ότι προπονείται μόνο
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κεντρικά και σε δεδομένα με πολλά clusters κάνει flag πολλές κανονικές παρατη-

ρήσεις.

• Half-Space Trees: Καθαρά on-line αλγόριθμος, λειτουργεί σε παράθυρα. Πολύ

καλή απόδοση στα πραγματικά datasets. Κατάλληλος για evolving streams, και

δεν έχει πρόβλημα με δεδομένα μεγάλων διαστάσεων. Ωστόσο είναι δύσκολο να

εκτιμήσει κανείς ένα καλό threshold, και χρειάζεται κανείς να δώσει εύρος τιμών

του κάθε feature, έστω στο περίπου. Είχε λίγο μεγάλο latency γιατί έχει μεγάλο

μοντέλο.

• Lightweight On-line Detector of Anomalies: Επίσης καθαρά on-line αλγόριθ-

μος. Τρέχει λίγο πιο γρήγορα από τον HS-Trees, κατάλληλος και για μη πλήρη

δεδομένα, με ή χωρίς concept drift. Πολύ δύσκολο να βρει κανείς τις κατάλληλες

παραμέτρους.

Πέρα απο τους αλγορίθμους εξετάσαμε επίσης το Apache Flink και την Ansible.

Τέλος, προτείναμε κάποιες πιθανές επεκτάσεις.
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