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ITepiAnyn

H Swayeipion epappoyov amodrkevong dedopévwv tav avékabev éva SGKoAo Kot
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ormola ypnopomoteiton pe emituyio, €8 kat TOAAX xpovia, e production meptBa-
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Abstract

In this thesis, we present the design and implementation of Cassandra-Operator, a
management layer for Apache Cassandra which leverages the Kubernetes platform
to achieve cross-cloud compatibility and benefit from existing Kubernetes primi-
tives. The proposed design is based on the Operator Pattern [1], in which the man-
agement layer uses the Kubernetes API to control the infrastucture and the etcd
database of Kubernetes for persistent storage. Our case focuses on Apache Cassan-
dra, because of its popularity, difficulty to manage and lack of good open-source

solutions.

The Cassandra Operator leverages the best-of-breed patterns to provide Cassandra
with automated deployment, scaling, self-healing, monitoring, backups and restores.
In the last years, the amount of data produced has grown exponentially into un-
precedented scale. This brought the need for scalable storage systems, capable of
handling the ever-growing amount of new data and enable users to quickly query,
process and analyze them. A new paradigm emerged, one that was designed to
run in a distributed and fault-tolerant way. That paradigm was NoSQL and it has
since made huge advances, both in scientific literature as well as real-world systems.
While the technology powering these systems is mature, there is still much manual

work involved in managing such a complex system.

Each database requires its own set of actions to perform the creation of a new cluster,
scaling up or down, replacing a dead member, monitoring, health checks, backups
and restores. In addition, those actions require provisioning and management of
machines and because each cloud provider has its own commands for these actions,
it means management software made for one cloud-provider will not work on an-
other. Kubernetes is a platform that abstracts the underlying infrastructure and also
provides us with helpful primitives to run stateful workloads. Kubernetes gives us
the ability to develop a management layer, called a Kubernetes Operator, which will
run as a regular Kubernetes workload, interface with the Kubernetes API to leverage

built-in primitives and use the Kubernetes etcd database for persistent storage.



Keywords
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Avti IIpoAdyou

>0 onpeio ovtd O e a va ekPpAow TNV EVYVWIOGVVI HOV TPOG TOLS AVOPDITOVG

OV GUVEDPOHAV TNV OAOKANP®CT] QLTHG TNG SLITAWHATIKNG epyaoiag, aAAd ko

otV evplTepn akadnpoikn pov mopeio. Apyikd, Oa el va evyaploTiow Tov
emPAémovta kaBnyntn pov k. Nektapro Kolopn, mov péoa amd tig Stadé€elg Tov
KOAALEPYNOE TO eVOLAPEPOV POV YLt TOV TOHEQ TV YITOAOYLOTIKOV ZUGTNHATOV.
Emiong, evxoprotod Beppd Tov Stddktopa BayyéAn Kovkn yia tnv epmietoovn ov

pov €8el€e, ylow Tov peTadOTIKO evOOLOLAGHO TOV KO TIG TOADTIHEG YVAOOELS OV
QUITOKOHLOO KOTA T SLAPKELXL TNG EKTTOVIOTG VTG TG epyaciog xapr otn Porfeid

tov. EmumAéov, B¢ Aw va ekppiow TNV eVYVOHOG UV HOL TTPOG OGES KL 6G0VG LTTOG TN PilovY
EUTTpaKTo TNV eEAeVOEPT) KO dWPEAV SLOKIVIOT) TNG YVOOTC, AVAPEPOVTOG XAPAKTIPLOTLKA
™ ovvdpopr| tng Arrikto, Tng kowvotntag tov Rook kai tng ScyllaDB. Télog, evyaplotd
aTtd KopOLAG TNV OLKOYEVELX HOL KOL TOVG OLYOITNHEVOLG HOL PiAovg yio T oThpLEn,

TNV KOTOVONGT) KL TNV AVEKTIHNTI GUVTPOPLL TOUG.

Iwavvns Zapxdadoag
Mdpriog 2019
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0.1 Ewayoyn

0.1.1 Xxomog & Kivnrpo

H Swayeipion epappoywv amobnikevong dedopévwv rav avékabev éva dGKoAO Kot
akplPo mpoPAnpe. Ot epappoyég amobnikevong dedSopévwy KoL GLYKEKPLHEVA OL Kot-
Tavepnpéveg Paoelg dedopévav, amartovv Wlaitepr Tpocoxn otr dayeiplor Toug,
KoBwg mepLéxouvv moAitipa dedopéva kot AdBog xeLpLopol Hopovy vor atoteAécouv
autior atdAELdG Toug. Aev elvar Tuyaio OTL €xovv avortTuy el TOAAK ey ELpHOTLKA
HOVTEA QL YOPW OUITO TNV TTAPOYT] LINPEGLOV atoBkevon G deSopEVWVY XWPLS TNV oviL-

ykn Sayelplong tov cvoThpatog, To Aeyopevo Software as a Service (SaaS).

>to mAaioto awtd, ) Apache Cassandra eivor pioe katovepnpévn Baomn dedopévov, 1
omola ypnoomoleiton e emituyio, €6 kat TOAAX xpovia, e production meptBah-
Movta (my Netflix). H dwoyeipion tng opwg, mopoapével SOOKOAN KoL amattel mpo-
OEKTIKEG KLVIOELG KoL KaAr] yvooT tov dwxelpiotr]. Exovv vapEel mpoomdbeteg
avtopatonoinong tng dixyeiptong tng Cassandra, ahAd péxpL topa elvort eite KAel-

0TO EUTOPLKO AOYLOHLKO, eite dovAevovy povo ot cuykekpipévoug Cloud Providers.

Amd v GAAn, o Kubernetes eivor pia mAateoppa dixyeipiong epyaciodv oe Containers,
7oL TpéxeL o€ omolodnmote meplPaiiov (Cloud, On-Prem) ko mpoc@éper apketn

ETOLUN AELTOVLPYLKOTNTA Yio Sl eiplon epappoy®dV amobnkevong dedopévwv.

O¢Aovpe Aowmov va ptia€ovpe éva Aoylopikd dioyeipiong tng Apache Cassandra,
70 omoio Ba eivor avolyTod Kwdka kot B propel vo Aeltovpyroel e omoLlodnoTe
neptpairov. T tov Adyo awtd, Ba mtpoomabricovpe va avarttoEoupe To AOYLOHLKO
dwayeipiong tng Cassandra mévw otnv mAateoppa Kubernetes. Oa a€loloyricovpe
TIG éTolpeg Aboelg mov tpooépel o Kubernetes yio tn dioyeipion Aoyiopikot orto-
Bnkevong dedopévwv, Ba dodpe ylati dev prmopovv va xpnoomrotnBoidv 6mwg ei-
vou yux Tnv Cassandra ko Qo TIg emeKTEIVOUHE OOTE VO TPEEOVHE HLOL AELTOVPYLKT]

Cassandra pe TANpwG aLTOPATOTOLNHEVT dtayeipLon.
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0.1.2 Yrnapyovoeg IIpoceyyioeig

Ov vtapyovoeg pooeyyioelg ywpilovtal oe dV0 KATNYOpLeG: G€ AVTEG TTOL XPNOL-

pomotovv TNV TAatoppa tov Kubernetes kot e autég wov dev TV ¥pnoiorolovv.

To Netflix Priam eivou pio mpooéyyion amd tn Netflix, yio avtopoatn droyeipion
g Apache Cassandra, wov 6pwg Aettovpyel povo otnv mAat@oppa Amazon Web
Services, avaykalovtog 66ovg OEAoLVY var TO XPTGLHOTOLGOLY Vo eivo TEAATES TNG

Amazon.

>tov Kubernetes, ot ertionpeg 0dnyleg cupfouvAiedovy va Tn XprjoT TOL HIXOVIGHOD
StatefulSet yio epappoyéc amobrkevong dedopévov dmwg n Cassandra. Opwc, 6mwg
Bot vaADGOVLE, O PNXOVIOHOG ALTOC deV VO ETTOPKTG KOIL TTPETIEL VOL TOV ETTEKTEL-

VOUE.

Télog, ot o kovTLVEG ot dikN poG AVGeLg, apopolv enéktaoct tov Kubernetes.
Tétoleg mpoondBeteg eivon o Cassandra Operator o6 Instaclustr ko o Navigator
amno Jetstack. Ze oxéon pe avtég Tig AboeLg, doepoporToloVacTE GTOV oXESLAGHO
HOG, 0 0Tolog TLoTEVOVHE TG eEacPaAilel kKaAUTEPT KoL VKOAOTEPT dlayeiplom

tng Cassandra.
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0.2 YmoPabpo

Sy evotnta avtr B mapovoidcovpe T Paoikd BewpnTikd oToyeio Tov eivat
ATOPOULTN T YL TNV KXTAVONOT) TNG EPYaciog Hog, divovTag EHQocT) oTnv opyLTe-

KToviKn kat ot Aettovpyia Tov Kubernetes ko tng Cassandra.

0.2.1 Apache Cassandra

H Apache Cassandra eivon pio faon dedopévwv, mapoporo pe proe SQL Paorn de-
dopévwv. Avtd onpaivel 0TL xprioteg ypagouv kot diefdlovv dedopéva amd tnv

Cassandra, oe HOp@PT) YPOHP®OV TLvorKa.

0.2.1.1 Kotavepunpévn ApxLTteKTOVIKN

H Cassandra eivau pia katavepnpévn Baon dedopévwv. Ot évvoleg mov xproipormotet

n Cassandra ywa va eprypdajet tnv tomoAloyio evog Cassandra Cluster etvau:

« MéAog: 0 Paocikdg dopkdg Aibog evog Cassandra Cluster. Evag Mélog eivor

ovvNnBwg évag LITOAOYLOTHG.

« Rack: IToAAG MéAn oxnpatiCouv éva Rack. To Rack cuviBwg avtiotoryileto
oe éva Availability Zone (y ABfva, BepoAivo, eu-west1-b).

« Datacenter: I[ToAA& Racks oynpartiCovv éva Datacenter. To Datacenter cuvi)-

Bwg avtiotoryiletar oe éva Region (ty EAA&Sa, T'eppavia, eu-westl).

« Cluster: IToAA& Datacenters oxnpoatiCouv éva Cassandra Cluster. To Cluster
elval Torykoo Lo, apov autotedeiton oo Datacenters wov Bpickovtal oe ToA X

onpeio Tov KOGHOUL.

0.2.1.2 Koatavopn towv Aedopévwv

H Cassandra, 0Twg avopépagie, X Pr)CLHLOTOLEL L KOLTAVEUTILEVT) ApXLTEKTOVLKT]. Tpé-

XEL O€ TTOAAK PEPT) TAVTOX POV KL £TCL AVTEXEL OTLG OLAPOPEG VALKES KATATTPOPEG
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- /
Y

-~ Datacenter 427
~#*~ Cluster

~ RRRTC T A~
- -

7OV PIToPOoLY var GLHPOLV. Ml ep®TNOT TTOL TTPOKLITEL E0KOAX elvat 1) €NG: TG

potpalovtot ta dedopéva avapeco oo péAN evog Cassandra Cluster?

O¢Aovpe Ta dedopéva va eivat potpacpéva, Kabwg dev yivetar Oha T péAN va €xouvv

oAa ta dedopéva. Avth 1) Sradikacio Tpémet va eiva:

« Aikoun, dnAadn k&Oe pélog va éxet epimov idlo Oyko dedopévwv.

« 2ZtaBepn}, SnAadn n katacTpoen evog Méhovg v 0dnyel povo otV avorka-

TAVOT) TV dedopéVeV TOL cuyKekpLpévov Méloug.

« Avtopartn, dniadn ta dedopéva Bo katavépovtat xwpig trn cvpfoAr Tov xpn-
otn, oe avtifeon pe pnyaviopovg sharding mov vapyovv oe dAdeg Paoelg

dedopévav.

Avto eivan éva mpoPAnpa mov éxel peletnOel extetapéva otn PipAloypapio ko 1
Cassandra emiAéyel va To AOoel pe pio texvikr mov ovopdleton Consistent Hashing

Kot Aettovpyeil wg e€ng:

« ‘Eva e0pog apBpmv, to[—2%3 203) aekovileton mévew oe éva SoryTulidi.

« K&Be péhog maipvet évav aplBpd tave oe avtod to SaytuAidi. Avtoi o aplBpog
ovopaletor token tov Méhovg (k&Be pédog éxel Tapartdve amod 1 tokens, aAA&

ed® T aetcoviCoupe pe 1 yia Adyoug Aot Tog).
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« Otav mpémel va TpoomeAdCOVE PLal YPOppT, TTOULPVOUHE TO TPWTEVOV KAELL
NG YPOUUNG KOLL TO TTEPVApLE QTTd it GLVAPTNOT) KATAKEPUATIONOV (GUVHBWG

Murmur3), ) omoia pog divet évav oplBpo mave 6to dorTuALSL.

« I'vopilovtag ta tokens twv MeA®v kot tov aplbpod g ypoppnc, Ppiciovpe

oe mtoto Mélog avrjkel.

Token Range: -2% to 2%-1
primary 220
key

Row: id name address phone

Hash Function
(Murmur3)

Member

3

Ixnpa 2

0.2.1.3 Meyalovovtag éva Cassandra Cluster

Agpo? eldape pepikd Pacikd xapoaktnplotikd tng Cassandra, Oa deifovpe mog mpé-
TIEL VAL YLVOVTOL GUYKEKPLUEVES SLoXeELPLOTLKEG evépyeleg. T'vwpilovtag Tov oweTd
TpoTo, O Sovpe yrati ta StatefulSets Tig exteAovv AavBaopéva ko Bo eekteivoupe

tov Kubernetes dote va yerpiletar cwoté ta Cassandra Clusters.

H dwaxdicacio yia va peyodoow éva Cassandra Cluster eivou 1) e€ng:

1. O dwayeprotng Béder va Padet éva véo MéLog. Emkotvovet pe kdumoto MéAn
tov Cassandra Cluster, mov Aéyovtou Seeds ko Tov tar Sivel o dixyelplotng, yiox
va to fahovv pésa. Eivar Aoutdv onpovtiko, v viapyouvv mavta Stabécipa

MéAn mov va eivon Seeds.

2. Ta Seeds emukovwvooy pe o vitdAowa péAN kot atopacilovv mola tokens,

dnAadn) moro pépog Tov dorytuAdio, Ba dwcovv oto véo Méhog.

3. To véo Méhog maipvet o dedopévar TOL TOL AVTLETOLYOUV aUTtd TOL LITOAOUTAL

MéAn ko eivor TAéov kavovikd Mélog Tov Cassandra Cluster.
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0.2.1.4 Miwkpaivovtag éva Cassandra Cluster

H dwadikacio yiox vo pikpove éva Cassandra Cluster eiva 1) e€ng:

1. O dwxyepiotng BéAer va Pydher éva Mélog. Tou divel tnv evtoln va Pyet

(nodetool decommission).

2. To Mélog Aéel ota dA o péAN OTL BéleL va @OYeL. Tiveton avokatavopun twv

tokens kot Ta Sedopéva oTéEAVOVTOL GTar MEAT ToL elval Tpa vTevBvva Y

aUTA.

3. To Méhog PByaiver amd to Cassandra Cluster.

e Want to leave
nodetool decommission

e Stream data

e Leave

Cassandra Ring /,,g)'

member-8

member=1

member-2

member-3

member-4

0.2.2 Kubernetes

0.2.2.1 Containers

up

up

Up

Up

Up

220

Txnpa 3

Onwg avagépape mponyovpévwg, o Kubernetes eivar puoe mhatgdppa dworyeipiong

epyacLov mov tpéyxovv oe Containers. Tt eivat o0pwg éva Container?

Axppog 6mwg ot Etkovikéc Mnyavég (Virtual Machines) tpoo@épouvv éva atopove-

pévo meplBaAdov yia vo Tpéet o epappoy, To 1dio etvyaivouy kot Ta Containers.
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Xpnopomotdvtog pnyaviopots tov Linux tnpdva kat cuykekpLpuévae Tovg namespaces
Kot cgroups, Tao Containers Snpovpyodv Eva ATOPOVWHEVO KoL EAeYYOpEVO TePLBGA-

Aov Tov propet va TpéEel pua diepyacia.

H diepyaoio mov tpéxel péoa oe éva Container BAémel povo Siepyocieg, avTamTopeg
dkTOOUL Kot GOOTNHA apyeiwVy oL avTigToL oLV oto Container tng, OTwWG okpPLP®G
oe pioe Etkovikr) Mnyavr). Emtiong ol mépol tng, 6mtwg enepyootikn 1oy vg kot péyefog

HVAENG, elvar kaboplopévol.

Apa ta Containers dnpiovpyodv v ATOPOVOHEVO Kol EAEYXOHEVO TEPLBAANOV,
omwg akplPag Ba éxave pio Etkovokr) Mnyoavr, xwpig OpeG Tov emutAéov vitoAo-
YLOoTLKO OpTO TTOUL emipépel 1) dadikaoia Tposopoinwong evog Guest Aettovpytkoo
Yvotipoatog. Avtd cvpfaivel emeldn) ta Containers xpnoLpoolobyv Tov TnpvVA TOL

Host Aettovpytkot ZuoTripatog.

App 3

Container Engine

Infrastructure Infrastructure

Machine Virtualization Containers
Txnpo 4

To Aoyiopucd Docker eivar avtd mov ékave Sidonpo tov pnyoaviopod twv Containers
Ko tpdobece pia oML onpavtiky Aettovpyia, ta Images. Eva Image eivan éva ma-
KETAPLOHA VOGS GLVOAOL apyelwv, Tov eivol immutable ko étol pmopel v avor-
nopoyBet amd 6morov éxel To Image. ‘Etol, ol epappoyég maketdpovror pali pe Tig
BipAobrikeg wov xperdlovtor o éva Image, To omolo mapayel Eva meptBdAlov yio
va Tpé€eL ) epoppoyn. To weptfpariov avto eivan idro avefaptnta pe To O TPEXEL N
epappoyt, Abvovtag £tol To TpoPAnpa tov reproducibility kot emiTpémovTag 6TOLG

developers va €xovv To 1810 meptparov oe dev, staging ko production.

Svvoyilovtag Aowmov, 1 1déa eivat Ot éxw Images mov mepLéyovv pia epoppoyn pe

1S BLpALoOnKeg TNG KoL TNV TPEX ™ GE EVa ATTOPOVWEVO, eEAeYYOHEVO Ko reproducible
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neplPaAlov.

0.2.2.2 Avtwceipeva tov Kubernetes

O Kubernetes avtimpocwmetel TIG epyacieg Kol TOVG TOPOLS TOL CLGTHHATOS X PT)-
owomowdvtag avtikeipeva. Eva Kubernetes avtikeipevo eivon amAodg éva Koppdrt

keévou ypoppévo otn yhodooo YAML. Eva Kubernetes avtikeipevo éxet Sbo pépn:

+ To xopp&ti Spec, To omoio yp&@eL 0 XpPrjoTNG KL AVTLITPOCWITEVEL TNV ETTL-
fuuntn katdotaon tov cuotpatog. a Tapadeypa, ¢0Tw OTL 0 XPHOTNG
OéleL va tpéEel éva Web Server pe tnv egappoyrn Nginx. To avtikeipevo tov
Kubernetes mov tpéxer Containers ovopdleton Pod. Etol o xpriotng yphoet

TO TTOPOUKAT® OVTLKELLEVO:

Pod Example

apiVersion: vi
kind: Pod
metadata:
name: web-server
spec:
containers:
- name: nginx
image: nginx:1.15
ports:

containerPort: 80

O Kubernetes aroBnietel avtd To ovTikeipevo ko tpoomabdel GLVEXNDS OOTE

Vo EKTTANPOOEL TNV emBupioe Tov XprHoTn.

« To xoppartt Status, To omoio avavedvel o Kubernetes kot exppaletl tnv mpory-
HOTIKT KATAGTAOT) TOL GLGTHHATOG. 2XT0 Tapadetypo Tov Pod, to medio Status
Bo wepLéxel mAnpogopio oxetikd pe To av o Pod tpéyel, av éxel Spoporoyn-

Ocl, kKA.
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0.2.2.3 To IIpotumo Xxedioong Controller

Avagépape 6Tt 0 Kubernetes avtimpocwredel TIg epyacieg kol TOUG TOPOLS TOV
OLOTNHATOS X PNOLHOTOLOVTAG avTikeipeva. O ypriotng dnAdvel tnv embopuntn Ko-
Totact Tov avtikelpévov (Spec) kar o Kubernetes kdévet 0, pmopel yioo vor tnyv

npoypotomnolnoetl. IIog to katapépvel Opwg avtd?

OMAn n Aoywkr} otov Kubernetes vAomoteiton artd kdmoteg Siepyacieg mov Aéyovron
Controllers. Eva mopadetypo Controller eivou to kubelet, o mpdypappo mov tpéyet
oe k&Be kopPo tov Kubernetes Cluster kau eivor vetBuvo yio va Srayetpileton ta

Containers mov mpémet va TpéEovv 6TOV cLYKEKPLHEVO KOpPPO.

Ot Controllers tov Kubernetes ekteAoOv cuvexmg tnv ak6Aovdn eavaAnym:

« Hapatnpovv v embounty katdotaocn tov xpnotn (Spec) yio Tov TOMTO
avTikelpévav ov drayelpifovral. o mapadetypa, to kubelet mapatnpel o
Spec tov web-server Pod ko PAémer 6TL mpémel va Tpéet éva container pe to

image tov Nginx.

« YroAoyiCouv TNV TPayHATIKY) KATAGTOOT TOL cvoThipatog (Status) pAo-
VTOG pe puotkovg Topovg. o mapaderypa, To kubelet emikovewvei pe To Docker
runtime otov kOpPo tov ko PAémel 6TL To container yio To Pod web-server

dev Tpéxel aKOpaL.

+ Extedobv evépyeleg OO TE 1) TPAYHATLKT) KATACTAOT Vo €pOEL TTLO KOVTX GTNV
emBupntr. lNa tapdderypa, to kubelet emikowvwvet pe to Docker runtime ko

dnpiovpyet éva véo container wov Tpéyel To image tov Nginx.

0.2.2.4 StatefulSet

To Pod eiva évae oAb xpropo avtikeipevo tov Kubernetes, mov xpnoupomoteitot
G dopLkog ABog yia va Tpé€ovpe SLapopeg epappoyés. Movo tov, eivo dbokolo va
xpnopomoinBet yio var Tpé€et pua epoppoyr amobrkevong dedopévwv. Xperdleton
K&IoLog vae cuvtovilel T dnpovpyio Twv Pods, va Toug divel amobnievtid xwpo
KBS kan poe otaBepr) diktvakn tavtotnta. H Adon tov Kubernetes oe avtr) tnv

nepintwon eival To StatefulSet.
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/ Controller \ Kubernetes

[ Objects
Observe —
I Spec  _|
(desired)
) I Status
Calculate </ (real)
; -
K Reconcile ; Physical Resources
Txnpe 5

To StatefulSet eivai ovolraotikd éva Ovoro amd Pods, ta omoio o Kubernetes yet-
pieton pe ovykekpyévo tpomo. To StatefulSet eivar 1 mpdtaon Tov Kubernetes oe
omolov BéAeL va TpéEel pa epoappoyr) aobrkevong dedopévav, 6w elvar ) Apache
Cassandra. I tnv akpifeia, otov emionpo 0dnyo xpnong tov Kubernetes, vrdapyet
mopadetypa xpriong tov StatefulSet yia tnv dnpovpyio evog Cassandra Cluster. So-

vomTikd, To StatefulSet divel otov xpriotn 115 e&ng eyyvrioelg:

« Aiokog: K&Be Pod evog StatefulSet maipvel tov Sikd tov dioko yia va orobn-

KeLeL Ta dedopéva Tov.

« Awktvakn Tavtotnta: Kabe Pod evog StatefulSet éxer tn Sikry tov Stktvakn
TavtoTnTA VIO TN pop@T) €vog DNS record. T mapaderypa, To DNS Record

“member-0.default.svc.cluster.local” Oa deiyver mévta oto Pod "member-0”.

« ITpooektikn Awxyeipion: To StatefulSet eivar mpooektikd 6t0 THOG droyet-
piletar ta Pods tov. Otav dnpovpyeitan éva StatefulSet, ta Pods tov dev
dnpovpyovvton OAa poli, AR Eva TPOG EVar KoL Ao OAQL TOL TTPOTYOUHEVAL
elval vy ko étopa. To 1dto ko OTav avavemvetol To Spec evog StatefulSet,
ot acdMayég epappolovtat oe éva Pod tn @popd, o pia dtadikacio mov Aéyetan

Rolling Update.

0.2.2.5 EMAeipeig Tov StatefulSet

O Kubernetes mpoteivel v tpé€ovpie tnv Cassandra oe éva StatefulSet. MdAiota, o

emionpog 0dnyog tov Kubernetes divel mopadetypo tov va tpéxelg tnv Cassandra
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cassandra-2.cassandra.

a default.svc.cluster.local
2 cassandra-2
Various S
Pod
Controllers /)
new StatefulSet API

Server
StatefulSet |, 7
Controller

Controllers

kubelet kubelet
Node 1 Node 2

Master

cassandra-0.cassandra. cassandra-1.cassandra.
default.svc.cluster.local default.svc.cluster.local

kubectl

Pod 9 Pod @
write kubelet kubelet
W’ Node 3 Node 4
3

spec.replicas: 3 status.replicas:
status.readyReplicas: 3

Txnpa 6

oe éva StatefulSet. Eved to StatefulSet mpaypatt mpoo@épel kamolor oAb yprioipn

AeLTovpykoTnTa, dev elvat opketod wote va dayelpileton cwotd tnv Cassandra.

Oa mtapovsidcovpe 3 Pacikd TpoPAnpata Tov StatefulSet:

« Advvapia Teoypagiknig Katavoung: Onwg avagépape, n Cassandra ko-
TOLVEPETOL YEOYPAPLKA DOTE VA AVTEXEL G€ DALKES KATAOTPOPEG. Opwg pe to
vo Tpéxovpe tnv Cassandra oe 1 StatefulSet, tnv meplopilovpe oe 1 Availability
Zone. Avto cupfaivel emeldn) propovpe va kAeldwoouvpe ta Pods tou StatefulSet
o€ Kamolo ovykekpipévo topology domain, dev prmopovpe va wovpe dniadn

0é w 2 Pod otnv ABnva kou 2 oty Becoarovikn.

« AdBog Awadikacior Zpikpovong: ZTnv TponyoOHeVH LITOEVOTNTA, TTEPLYPA-
Yope tn dradikacion mov mpémel var akoAovBnoel évag SLoxeLpLoThG Yo vou
pikpovel éva Cassandra Cluster. Xpeialeton va ddaoel evtoAn) 6to Mélog va
@OUYeL, va TepLpével péxpt To MéLog va éxel oteldel OAa Tov Ta dedopéva ot
aAla MéA xou petd va to apopécet. To StatefulSet dev acolovBel avtr) n
dwadikacio ko dev pog divel Tn dSLVATOTNTA VO ELGAYOVHE XLTH TN AELTOLP-
ywotnta, iowg pe tn popen kamorov hook (onpeiov mov kakel Tov KOILKA
pog). Me dAda Aoyia, To StatefulSet dev Aéer ot Siepyacio av pedyet yioo ma-
VIO, OTAG OTL TTPETTEL VOL GTOOATIOEL, TO OTTOL0 pitopel v cupPel yior ToAA0DG

aAAov Aoyoug.

« Awktvakn Tavtotnta pe DNS Records: H Cassandra eswtepiicd amoBnkevet
o MéAn tng pe tnv StevBuven IP toug ko éva povadicd adgapiBuntikd UUID

(host_id) to omoio mapdyel 6tav o Mélog praiver oto Cassandra Cluster.
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Opwg otov Kubernetes dev éxovpe otabepég IP SievBivoelg, aAld povo ota-
Bepd& DNS Records. Auto onpaivel 6tL dev yvwpilovpe Tnv TaevtdOTNTR TOUL ME-
AOLG TIPLV TO €LGAYOLHE, TO omolo eival mpoPAnpa av cupPet koo PAGPN
KoL TO péNOG peta mpémel va Ppet av eivon 10N Mérog tov Cassandra Cluster
N oxt. F'evikd, Oa Tpotipodoope va éxovpe otabepéc IP dtevbivoelg kabwg B

amAomolovoe TOAD Tig StadLkaoies.

Ext6g amd avtd vapyovv kat apketd dAAa ota ool dev Bo povpe oe Aemtopé-

peLo:

« Backups & Restores
« Multi-Region Cassandra Clusters

« EA\ewyn MeAhovtikng Enektoopotnrog

0.3 Xxediaon

310 kepahaio avtd, O oxedidiooupe pia Abomn mov Ba dixyelpiletar avtopaTa TNV
Apache Cassandra otov Kubernetes. Xto mponyodpevo ke@dAono, pHeAeToopLE TLG
eAelfelc Tou StatefulSet ko Tovg Adyoug ov dev pPmopel amd POVO TOL Vo ATTOTE-

AéoelL Tn Ao mov Yo Voulle.

0.3.1 Operator Pattern

Smnv avalitnon Hog yioe ADGT], VOTPEXOVHE GTLG OYEDLAOTIKEG QLTTOPATELS TOV
Kubernetes. Ztov Kubernetes ta mévta avtitpocwmebovtal pe avTikKeipeva, oTo
ormoia 0 XproTng ypageL tnv embupntn katdotaot, o Kubernetes tn dwaxfalet ko
LTTOAOYLLEL TNV TPAYUATIKT KATAOTOOT KoL eKTEAEL EVEPYELEG OOTE VX PEPEL TNV
TPOYHATIKY KATAGTHGT) Lo Kovtd oTtnv emtbupntr. To mtpdtumo awtd ovopdletal
Controller Pattern ko ypnopomoteitar mavtod otov Kubernetes. Ta tpoypappota

TTOL LAOTTOLOVVY TNV eavaAnymn mov meptypaope Aéyovton Controllers.

Oa prropovoape Aoutdv va ackolovBricoupe To TpdTLTTo 6)Xedicrong Tov Kubernetes?

AnAodn, va avamapactioovpe To Cassandra Cluster wg éva Avtikeipevo Tov Kubernetes.
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O xpriotng Ba cvpmAnpwvel tnv emBupnth katdotoon (Spec) tov Cassandra Cluster
Ko évag O1kog pag Controller O vtoloyilel Tnv mpaypatikn Katdotoon, Oa tnv
OULYKPLVEL HE TNV TPOYHOTLKY Ko ol exTeNeL EVEPYELEC DOTE VAL PEPEL TNV TTPOLYHOL-

TIKT) KATAGTOGT) TTLO KOVTA G TNV emBupnt).

Avtr) 1 Tpocéyyior ovopdletatl Operator Pattern, emeldn evowpatdvel tnv yvoon
TOL avOPOTTOL SLaXELPLOTH € Eva TPOYPAPHA TTOL Sl ELPLLETOL COGTA TNV EPap-

poyn oobrjkevong dedopévwv.

Operator = Controller(s) + CRD(s)

: cassandra.rook.io/vlalphal

Controller : Cluster

l ' : my-cassandra-cluster

Observe '
Calculate

Reconcile —

Txnpe 7

[Mopopéver Opwg to TpoPAnpa tng avartapaotacng tov Cassandra Cluster wg éva
Avtuceipevo tov Kubernetes. Ilog Oa mobpe otov Kubernetes va amoOnketoet ta
ducd pog Cassandra Cluster Avtikeipeve, yio Too omola givart virevBuvvog o Stkdg pog
Controller; H anavtnon Pploketal otov pnyovicpod enéktaong Custom Resource

Definition (CRD).

To CRD eivon éva Avtikeipevo tov Kubernetes, o omoio avtutpoowsetet tn d1-
Awomn evog dikov pag, custom Avtikepévov. O Kubernetes dnpovpyet REST HTTP
Paths yio vae Stafalovpie kot va amoBnkevouvpe Ta custom Avtikeipeva poc. T o-

paderypa, To CRD yua ta Cassandra Cluster avtikeipeve eivan to e€ng:

Cassandra Cluster CRD

# Cassandra Cluster CRD
apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition

metadata:
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name: clusters.cassandra.rook.io
spec:
group: cassandra.rook.io
names:
kind: Cluster
listKind: ClusterList
plural: clusters
singular: cluster
scope: Namespaced

version: vilalphail

0.3.2 Baoikég Xxedraxotikég ATOPACELG

[l Tovg AOYOULG TTOL aVOLPEparjie GTO TTPOTYOUHEVO KePaAato, 1) artAn] xprjom StatefulSet
dev pag e€umnpetel Apwe. Etol, enekteivouvpe tov Kubernetes yprnoiponotovtag

to Operator Pattern, yio va @Tid€ovpe Aoylopo avtopatng diayeipiong tng Cassandra.

M cuvomTik) Tapovoioct Tng oxedlaong HOG PALVETAL OTNV TOPAKAT® ELKOVAL:

Cluster write

watch
Controller [ Custom Q
Resource

T communication through Labels / Annotations

Rack 1, Datacenter 1

I JMX/HTTP)
—/»W Sidecar
cassandra

Pod

Rack 2, Datacenter 1 Rack N, Datacenter M

IMKZHTTP |

JMX/HTTP
Sidecar

Pod

/—»i"z? Sidecar
cassandra [ ]

cassandra

Statefulset / statefulset / StatefulSet /

Ot Baoikég oxedLaoTIKEG ATTOPATELS TTOV T POpE elvaL:

« Xpnorn tov Operator Pattern yio eméxtoon tov Kubernetes.
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« Emavaypnoyomnoinon tov StatefulSet kaBdg mpoopéper apketr) Aettovpyt-
kotnTa mov xpetalopacte. Aev Ba éxovpe 1 StatefulSet yia k&Be Cassandra

Cluster, acAA& 1 StatefulSet yio k@Be Rack tov k&Be Datacenter.

« Ytatikég dievBvvoelg IP, Tig omoleg vAomoLlovpe pe Toe AvTikeipeva Thov Service

tov Kubernetes.

« Eva pukpd Sikod pog mpodypoppa (sidecar) mov Ba tpéxer pali pe tn diepyaoio
tng Cassandra oe k&0 Méhog kot Oa pog Ponbael oe Aertovpyieg mov aort-

ToUV TPOGPaot) oTo GUGTNHA ap)ELwV.

Oa avalboovpe KobepLd Ao AUTEG TIG ATTOPATELS.

0.3.2.1 Xpnon tov Operator Pattern

Operator Pattern ovopdletot To TpodTLTTO GXESIAGNG GTO OO0 TO AOYLGHLKO QTTO-
Bnkevong dedopévwv avarapiotato pe éva Avtikeipevo tov Kubernetes, to omolo
dnAiwvovpe otov Kubernetes pe yprion Custom Resource Definitions, oe cuvdvacpod
pe évav Controller mov kwducormotel Tn yvooTn Tov avBpomov Sayelploth yio o

WG TTPETEL VO dLoXELPLLETOL CWATA TO AOYLOMLIKO QUTO.

To Cassandra Cluster Avtikeipevo wov ypaget o xpriotng yio va {ntrjcel éva Cassandra

Cluster, eivou To mapakdTo:

Napadeiypa Avtikelpévou Tunou Cassandra Cluster
apiVersion: cassandra.rook.io/v1alphal

kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
repository: my-private-repo.io/cassandra
mode: cassandra
datacenter:

name: us-east-1
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racks:
- name: us-east-1la
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: my-storage-class
resources:
requests:
storage: 200Gi
resources:
requests:
cpu: 8
memory: 32Gi
limits:
cpu: 8
memory: 32Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/region
operator: In
values:
- us-east-1
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- us-east-1a
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0.3.2.2 Enavaypnoipornoinon tov StatefulSet

To StatefulSet Avtukeipevo dev pog tkavorotel OTwG eivat, THPOAX AVTA OPWG TTe-
PLEXEL pKETT AeLTOLPYLKOTNTA TTOL X petalopaote. [a Tov Adyo awtd, Ba To xpnot-
pomotjoovpe cav doptkd Aibo otnv mpooéyyior pac. H avtiotoiyion evvolodv mov

kavoupe amod tnv Cassandra otov Kubernetes eivau 1 e€ng:

Cassandra Kubernetes
Member Pod
Rack StatefulSet
Datacenter | Pool of StatefulSets
Cluster Cluster CRD

AnAodn) Aéov dnpovpyotpe 1 StatefulSet avd Rack yia k&Be Datacenter. Avto pog
eMLTPETEL VO KoToveipovpe Ta péAn tng Cassandra yewypa@ikd, KATL oL dev pag

emétpene To amAd StatefulSet.

0.3.2.3 Xratikég IP

Onwg avapépope o€ TPONYOLHEVO KePaAo, 1) Xprion kataywpfoewv DNS pag dn-
povpyel mpoPAnpota ko dSuokoledel Tnv drayeipion tng Cassandra, apot 1 Cassandra
amoOnkevel o MéAn pe tnv IP StevBuver) Toug kou 1 StevBuven avtr) aAAdlel cuxva

otov Kubernetes.

To pdypoata Oo amAomotobvtay apketd, av Katapépvope va eExc@alicovpe ota-
Tikcég IP SrevBvvoelg yio ta MéAn tov Cassandra Cluster. Xtnv avalftnor pog, mo-
patnproope 0t éva Avtikeipevo tov Kubernetes popet va pog e€aopaiioel oto-

Tikég IP. Autd To Avtikeipevo Aéyeton Service.

To Services mapakorovBoiv éva cbvoro amd Pods, To omolo emAéyetal péow Ko-
molwv Levyoplodv key-value mov Aéyovtou Labels kot amoteAotv petadedopéva tovw
oe Avtikeipeva tov Kubernetes. ITapaAinia, mopayouvv piax IP StevBuven, mov ovo-
paleton ClusterIP, n omoio dev adAdlel. Omoladrimote kAo EPXETOL GE QLTH TN

devBuver, Tnv petaPipalovv oe éva amtd ta backend Pods.

Kavoviké ta Services mtpoopilovtat yia xprion omtd éva cbvoro Pods. T var e€v-

TN PETNOOVHE TNV TePInTwoT] poag, Oa dnpovpyodpe éva ClusterIP Service avé Pod,
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dnAadn to k&Be pérog Tng Cassandra Ba el tn ducid Tov ootk IP, tnv ClusterIP

Tov Service.

H npocéyyion awtr) pedetnOnke wg mpog ta petovekTrpata tng, ahAd dev fpébniav

avatpentikol Adyot. IIBavd petovekTRpaTo pioe TETOLG TPOGEYYLOTG Elva:

« Mewwpévn Antodoon: Ta ClusterIP Services vAomotoOvta pe kavoveg iptables
Kot dev opovotaovy GNUAVTIKY Helwon oty artddoct Tov dkTOoL péEXPL
pepuiég exatovtadec. o peyaddtepoug aptBpotc, vtapyet vAomoino pe IPVS
1 omola eivo otaBepn kat propet va xpnotponoinBel oe production mepLPai-

AovTo.

« EE&dvtAnon IP AwevBdvoewv: KaBe Kubernetes Cluster tumikd diobétel éva
/12 TP Block, Sniady 212 = 4096 IP SievBidvoelg yia va Sdoel oe ClusterIP

Services. Jvvenwg, 1 e€dvtinon tov IP dievBbvoewv dev B amoteléoel mpod-

PAnpar.

0.3.2.4 Sidecar

Apketég evépyeleg amontovv TpocsPact 6To choTnpa apyeiwv Tov Mélovg. Tétoteg

EVEPYELEG ALTTOTEAOVV:

+ Anpovpyia kou eme€epyacio twv pubpicewv tng Cassandra mov Bpickovro

péoo o€ apyelor KeWpévou.
« Eyxataotaon plugins.

« Backups kou Restores.

I Tov AOyo avtod emAéEope v mepthdPfoupe pia pikpn Siepyacio wov O Tpéxet
podi pe tnv Cassandra ko O PonBael oe avtég Tig evépyetec. H Siepyasio avtr

ovopdaletoun sidecar, yioti tpéxel pall pe tnv kOpla diepyacio kar tnv Bondiet.

0.3.3 Xxediaopog Evepyerwv

Agpo? kabopicape Touvg Paoikodg TUADVEG TOL oxedLGHOD pag, N)pOe n dpa va mte-
prypaouvpe Tig akolovbieg evepyelov mov Ba yivovtor wote v eEacpalicovv T

owaotr dnpovpyia kar Aettovpyio evog Cassandra Cluster.
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Oa e€etdcovpe Ta e€ng:

« Anpovpyio ko peyévBvor evog Cassandra Cluster
+ Zpikpuvon evog Cassandra Cluster

+ Xprion Tomkadv Alokwv

0.3.3.1 Anpovpyia kar peyévlvon evog Cassandra Cluster

[IpoTa amd 6Aa, B oyedidoovpe Tnv akolovBia evepyeldv mov xpetdlovtal yio Tnv
dnpovpyia ko T peyéBuvomn evog Cassandra Cluster. Tn dnpovpyia evog Cassandra
Rack pe n MéAn, propovpe va tn oke@ToVpe WG TN dnpovpyia evog Rack pe 0 Méin
KoL T peyévBuot] tov, éva pog éva, oe n MEAT.

Me Bdaon avto, n akolovBio evepyelwdv mov akolovbei o Cassandra Operator goi-

VETOL GTO TOPOKAT® SLOYPOHHLOL:

Cluster Creation

m Kubernetes API rook-controller § Cassandra Instance (Main Container) Sidecar (Main Container) InitContainer

kubect! apply f cluster.yaml

Read new Cluster CRD

create Headless Service

«_ceate StatefulSet (replicas=0)

Statefulset created

Seale-Up Loop 1

| q5cale Statefulset (replicas=1)

| Cre2te ClusterIP Senicas (static 17)

Statefulset creates Pod .

Copy rook binary (sidecar) and relevant filas
o /mnt/shared/

Start main container.

- Clientset: get Pod Object

‘ Retrieve the service with the same name as this Pod. ﬁ

[mitjshared/defaut

N
Edit config files with custom values.

‘ (optional) Merge custom config with user-provided cw«gmaﬁ

< Start Cassandra.

New Instance stai st.

Repeat from Scale-Up Loop 1

m Kubemetes AP rook-controller § Cassandra Instance (Main Container) W Sidecar (Main Container) InitContainer

www.websequencediagrams.com

Txnpe 9

Enegnynon:

1. O Xpnotng dnprovpyet éva Cassandra Cluster Avtikeipevo, Sniovovtog tnv

emBupntn katdotaon yix to Cassandra Cluster tov.
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apiVersion: cassandra.rook.io/vlalphal
kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
mode: cassandra
datacenter:
name: us-east-1
racks:
- name: us-east-la
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: my-storage-class
resources:
requests:
storage: 200Gi
resources:
requests:
cpu: 8
memory: 32Gi
limits:
cpu: 8
memory: 32Gi
placement:
nodeAffinity:

requiredDuringSchedulingIgnoredDuringExecut

ion:
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nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- us-east-1a

2. O Controller svnpepoveton 6T vapyet éva kavovpro Cluster Avtikeipevo.

[N k&Be Rack oe k&Oe Datacenter, dnpiovpyet:

(@) 1. Av dev umdpyel, éva StatefulSet pe 0 MéAn yix to Rack.
ii. Avumapyel To StatefulSet, eAéyxet av o emBupuntog apldOpog MeAwv
TOU elval LOOG e TOV TTPAYHATLKO. AV X PeLAleTOL TTEPLOTOTEPQL HEAN
Kot OAa To vioAowtar MéAn touv Cluster eivan vy kot éTolpa, o-

Eqvel Tov aplOuo Pods tou StatefulSet kot 1.

(b) Eva ClusterIP Service yia k&Be Mélog tov Cassandra Cluster. Ta Services
avta éxouvv tapéyouvy pix otatikh IP StevBuven kot éxouvv idto dvopa e

T0 Mé\0og 670 0TTOl0 ALVTLETOLYOVV.

O Controller emiong dnpiovpyei éva Headless Service, To omoio dnpiovpyet
Hoe katayopnon DNS otnv omoio propodv va cuvdéovtal XprioTes yloo vo

kotevBovovtal oe éva LYLEG Ko £Topo MéLog Touv Cassandra Cluster.
3. To Méhog (StatefulSet Pod) Eexiva ko tpéxet éva init container:
(a) To init container Eekivd kot avtiypagel to sidecar binary ko GAAo ao-
paitnta apyeia (6mwg plugins) ot éva potpalopevo akelo (/mnt/shared).

(b) To Container ov Ba tpé€el tn Siepyaoio tng Cassandra Eekivd, Tpéyo-

vtog 1o diko pog sidecar binary. entrypoint.
(c) To Sidecar Eexivaer xan eme€epyaletar ta apyeio puBpicewv Tov Méhovg
HE TIC CWOTEG TLUEG.

(d) To Sidecar Eexivael tn diepyacio tng Cassandra.

Me avtév tov oxedraopd, prropoivpe va peyodwoouvpe éva Cassandra Cluster eite ov-

Eavovtag T MéAn evog Rack, eite mpooBétovtag emumAéov Rack oe éva Datacenter.
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0.3.3.2 Xpikpuvon evog Cassandra Cluster

Onwg mepLypdope kKo 6To TTPONYoUHeEVO Ke@ahalo, 1) opikpuvor evog Cassandra

Cluster eivou pia dupepng dradikacio:

1. O dwxyepiotrg Oérel va Pyddel éva Mélog. Tov divel Tnv evtoAn va Pyet

(nodetool decommission).

2. To Mélog Aéer ot dAAa péAn 0TL Bedel va pUyeL. Tiveton avakatovopr Twv
tokens ko T Sedopéva otéAvovTon otae MéAN movu eivat Tdpo vevBLVA Yo

aUTA.

3. To MéAog PByaivel oo to Cassandra Cluster.

Scale Down

a Kubernetes API rook-controller Cassandra Instance (Main Container) Sidecar (Main Container)

Cluster Running with Rack: 3 members

Cluster with Rack:2 members

cluster object updatad

Recondliation Loop:
Spec.Members < Status,Members => Scale Down

Set " cassandra.rook.io/decommissioned” label on
ClusterIP Service of last running member.

add " cassandra.rook  label

member service updated o

nodetool decommission.

N
.. time passes ...

nodetool decommission returns. 1
s

reconciliation loop:
* cassandra.rook.io/decommisioned set on my Service.
Bxect

Confirm member Is decommissioned by checking the
cluster status from another member.

Set " cassandra.rook.lo/decommissioned” label on menmber'
Service to true.

set " cassandra.rook.io/decommissioned " label to true

service_ updated

Lt

Reconcillation Loop:
Found " cassandra. rook.lo/decommissioned’ => scale down
is In progress.

Found " cassandra. rook.lo/decommissioned” set to true =>
decommission has finished.

Scale statefulset to 1 less replica.

=1

A A

delete puc

delete member service

‘ Cluster Running with Rack: 2 members ’|

ﬁ Kubernetes API rook-controller J§ Cassandra Instance (Main Container) Sidecar (Main Container)

Www.websequencediagrams.com

XxnApo 10

[Ipémer Aowmdv, pe kamolo TpOmo, va movpe oto MéAog otTL BéAovpe var @OyeL. Tlog
Ba to K&voupe OPKOG AVLTO?
M Aoon eivoun 1) xpnomn evog HTTP API oe k&Be Méhog, mov Ba propel va apet

evtolég amd tov Controller. Opwe, pia tétowx Adon mapovodlel didpopa Bépara,

koBwg 1 opikpuven evog Cassandra Cluster eivon pia ypovoPopa diadikaoio ko
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av oupPoiv evdidypeceg diakorég mpémel va OUHOpXGTE OTL TO GLYKEKPLEVO MEAOG

TPETEL VO PUYEL KoL va OAOKANpwBel 1) Stadikacia.

T Tov AOyo avTd, XPNOLHOTOLOVHE £VaV TPOTTO ETMLKOLVWVING TILO KOVTA 6T TTPO-
tuna tov Kubernetes. ' v modpe 6to MéXog va poyet, Ba ypaoupie pioe LOVIUN Kot
taxwpnon mov B SnAovel avth v embupio pag. Avtr n poviun katayopnor o
eivon éva label, To “cassandra.rook.io/decommissioned”:’true”, mévw oto ClusterIP

Service mov avtioTolyel oto Méhog.

Me Baon avtd, 1 Sadikacio evepyeLdV TOL kOAOVOEITAL PALVETOL GTO TAPAKAT
duyporppon:

Scale Down

w Kubernetes APL Cassandra Instance (Main Container) Sidecar (Main Container)

Cluster Running with Rack: 3 members

Cluster with Rack:2 members'

Reconiliation Loop:
Spec.Members < Status.Members => Scale Down

Set " cassandra.rook.io/decommissioned” label on
ClusterIP Service of last running member.

|add " cassandra.rook.io/decommisioned " label

reconciliation loop:
" cassandra.rook.io/decommisioned" set on my Service.
Execute nodetool decommission.

nodetool decommission returns.

Confirm member is decommissioned by checking the

duster status from another member.

Set " cassandra.rook.io/decommissioned” |label on member's
Service to true.

" set ' cassandra.rook.io/decommissioned " label to true

Reconciliation Loop:

Found " cassandra.rook./o/decommissioned’ => scale down
is in progress.

Found " cassandra.rook./o/decommissioned’ set to true =>
decommission has finished.

Scale statefulset to 1 less replica.

¢ statefulset.replicas -= 1
delete pvc
delete member service

-+
‘ Cluster Running with Rack: 2 members

@ Kubernetes API rook-controller Cassandra Instance (Main Container) Sidecar (Main Container)

www.websequencediagrams.com

<
al

Yxnpe 11: Cluster Scale Down Sequence Diagram

Enegnynon:

1. Controller: Ilapatnpei 6Tt éva cvykekpiévo Cassandra Rack mpémer va p-

kpuvel (Rack[i].Spec.Members < RackStatus.Members).

2. Controller: I'pagel oto ClusterIP Service tov MéAovg mov mpémel va gpOYeL TO
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label ”cassandra.rook.io/decommissioned”:’false”. Avtd exppdaler tnv emibo-

pioe pag vo dudEouvpe To ovykekppévo Méog.

. Sidecar: Ilapatnpet to label 6to ClusterIP Service tov Mélovg kot Tov Aget

va @UyeL oo to Cluster Tpéxovtog tnv evtoAr) nodetool decommission.

. Sidecar: Apot n evtoAn emoTpéPel, emiPePoicdvel 6TL To MéLOG Exel pUYEL Kot

ypayet to label “cassandra.rook.io/decommissioned”:"true” oto Service Tov

Méloug.

. Controller: ITapatnpei 0Tt To MéAOG €xeL O WPTOEL KL PITOPEL e T PA-

Aeto va petdoet tov aplbpo Pods tou StatefulSet, to omolo pe n oelpd Tov to

dwxypapet.

. Controller: Awxrypéaper ertiong to ClusterIP Service kot tov dicko (Persistent

Volume Claim) mov avtiotoryel 6to Mélog.

0.4 YAomoinon

Y& ovTO TO KePAAo B dOOOLpE Pia VAALTIKTY TTEPLYPOPT) TNG LAOTOLNGNG TOV

Cassandra Operator, pe ekTeTopé VA TOHPASELYHATA TTNYXLOL KOILKAL.

0.4.1 Software Stack

Mio amd TIG TPOTEG ATOPACELS TTOV ETTPETE VAL TAPOVHE NTAV T ePYOAeio TTOL

Ba ypnowomotjooupe yioe v ypayovpe tov Cassandra Operator, dnhadn emloyn

YAwooag mpoypappaticpo, BipAtodnkdv kot frameworks.

« TAwooo npoypappatiopov: aogacicaye vo xpropomnolcovpe TNV Go wg

N yAdooa cvyypaeng tov Cassandra Operator. Avth n amogoct mopOnike
eneldn 6Aog o Kubernetes eivor ypoppévog oe Go, oL tepiocodtepol Operators
etvor ypoppévor oe Go ko OAeg oL kodég BLAtodnieg yio va ypaperg Controllers

elvau emtiong oe Go.
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« Libraries: @a xpnowomotjoovpe tnv client-go BipAtodnin tov Kubernetes, n
omolo pog mopéyel évav client yix v piddpe oto Kubernetes API addd ko

L0 TTPOXWPTHEVEG DLVATOTNTES TTOL Bl OvaLPEPoupe oPyOTEPOL.

« Frameworks: Tn otiypn ovyypaeng tov Cassandra Operator dev vrrpye k&-
oo koAd framework yio v ypayelg évav Kubernetes Operator. H kotd-
otoon oTh €xeL PeATiwOel atd TOTE Ko TAEoV LTTAPYOLY 2 TTOAD KaAd frameworks
ylo va X prioLpomotroel kdurotog wov ypdapet Operators, to kubebuilder ko to

operator-sdk.

« Collaborations: Amtogpacicope tnv dovAeld Tov k&vope otov Cassandra Operator,
VO TT) GLVELGPEPOLLE GTO project avolytol Aoylopikod Rook.io. To Rook eivau
éva Snpo@LAéc Aoyiopiid yio tn Stayeiplomn epoppoy®v orobrjkevong dedopié-
vov otov Kubernetes, mov meptlopfavel Aooeig yio to Ceph, tnv CockroachDB

Kot dAAa. ATtogacicope va cuvepyaotovpe pe o Rook emeidr) Siébete:

Yy kowotnta xpnotaov kot developers.

Testing Framework pe evowpdtwon yua Jenkins.

Code reviews a6 emary yeAHOTieEG LN AVIKOUG AOYLOHLKOD e HEYRAT) EPTTEL-
pla 6TO var TpéYoLvV cLoTNpaTA atofnkevong dedopévwy TAVK GTOV

Kubernetes.

Kodika ov prtopoiyie va emorvary prjoLlomotjoovpe yix tov ok pag Operator.

0.4.2 Eowtepikn Apxitektovikn Evog Controller

Aot amopacicape ol YAwooa, BLpAtodnkn kot framework Oa xpropomotjcouye,
NpOe n opa va vAomocovpe tov Controller pag. Apyikd, B mtapovsLdcouvpie To KL-
pilopyo mpoTLTo Y TNV vAomoinon Controllers, To omoio eiva avtd oL Bt oLko-

AovOnoovupe.

H yevikn 10éa twv Controllers eiva 60TL mapakoAovBodv Ta AvTikeijeva Tov Toug ev-
Stopépouv, eLO0TOLODVTOL OTAV QLT TAL AVTLKEIHEVH XAAREOLY KoL EKTEAOVV eVEp-
YELEG MOTE 1) TPAYHATLKT] KATAGTAOT) TOV CUGTHHATOS VO TALTLOTEL pe TNV emtbv-

HNTH KATAOTOGT) TOL XPTOTN).
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SV TPAEN, XPOLHOTOLODVTOL HEPLKEG OtkOHA PEATIOTOTOLNGELS. ZUYKEKPLUEVQL, T
BipAobnkn client-go, ypnowomoidvrtag tn dopn Informer, kpatdel Tomikég caches
TV AVTIKEWHEVOV TTOV TToporkoAoLOEL TIG 0TTOLEC KPATAEL LYY POVIGHEVECS e Tt AVTL-

keipeva otov Kubernetes.

1. Xpnoomolodpe auTéG TLG SOEG YL va torparkoAovBolpe Ta Avtikeipeva Cassandra

Cluster kaBog kar ta Avtikeipevo StatefulSet ko Service wov @Tidyvoupe.

2. Otav al\ale éva Cassandra Cluster, gtidyvoupe éva kAewdi otd To avtikei-

HEVO, TNG HOPPNG <namespace>/<name> kot 70 falovpe o€ pia ovpd (workqueue).

3. Otav aAM&lel éva StatefulSet, Service 1§ &Alo Avtikeipevo mov mapakolov-
Bovpe, Bpiokovpe To Cassandra Cluster 6to omoio avrjket ko falovpe To kAeLdi

avtov tov Cluster otnv ovpd.

4. Amo TV QAN pEPLA TNG OVPAG, LITAPYOLV TTOAAEG Slepyacieg-vipata (goroutines)
oL 0TToleg aPaPOV KAEWSLX otd TNV oLPA& KoL EKTEAODV TIG EVEPYELEG TTOV

xperdlovtar. OAn n Aoyikr} Tov Controller pag Ppicketan oe avtd TO ONpEio.

Relevant Object
etcd Local Cache Changed

-1 Get Owning Cluster

(Informers)
Cassandra

Cluster

Cluster
Changed

Get Cluster Object Key
<namespace>/<name>

Pop key and
Push Workqueue Rt e

Object Key <namespace>/<name> Cluster Object
Worker
(Custom
Logic)

_IAPI Watch
Clusters and
relevant Objects

Controller Pod

Master

Xxnpo 12

0.4.3 YMAomoinon Tov XkeAetov tov Controller

Me Baon v ecwtepikn apyltektoviky evog Controller, mov meprypaope mapa-

Tavw, Ba vAomotoovpe éva okeleto yix tov Cassandra Cluster Controller.
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0.4.3.1 Opopog tov Cassandra Cluster Avtikeipévoo

[Ipota ot’oAa, o ypayovpe oe kOSka TN Sopr) mov Tpémel var okoAovBel éva
Cassandra Cluster Avtikeipevo. Tow avtikeipeva tomov Cassandra Cluster Oa avo-

noploTavtal pe avtod To struct.

pkg/apis/cassandra.rook.io/vi1alphal/types.go
package vialphal

import (
rook "github.com/rook/rook/pkg/apis/rook.io/vialpha2"
corevl "k8s.io/api/core/v1"

metavl "k8s.io/apimachinery/pkg/apis/meta/v1"

const (
APIVersion = CustomResourceGroup + "/" + Version
— ER R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

// IMPORTANT FOR CODE GENERATION
// If the types in this file are updated, you will need to run

// ‘make codegen' to generate the new types under the client/clientset

< folder.
< kkhkkhkhkkhkhkhkhkkhkhkhkhkhhkhhkhkkhkkhkhkhkhkhhkhkhkhkkhkhkhkhkhhkhhkhkkhkhkhkhkhhkrkhkhkkhkkhkdhkkx*

// Kubernetes API Conventions:

//
— https://github.com/kubernetes/community/blob/af5c40530f50c3b36c13438187b311102093e

// Applicable Here:

// * Optional fields use a pointer to correctly handle empty values.
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// +genclient
// +genclient:noStatus

// +k8s:deepcopy-gen:interfaces=k8s.1o/apimachinery/pkg/runtime.0Object

type Cluster struct {
metavl.TypeMeta  “json:",inline""
metavl.ObjectMeta “json:'"metadata"®
Spec ClusterSpec “json:"spec"’

Status ClusterStatus “json:"status"®

// +k8s:deepcopy-gen:interfaces=k8s.1io/apimachinery/pkg/runtime.0Object

type ClusterList struct {
metavl.TypeMeta “json:",inline"’
metavl.ListMeta " json:"metadata"’

Items []Cluster “json:"items"®

// ClusterSpec is the desired state for a Cassandra Cluster.
type ClusterSpec struct {

// Version of Cassandra to use.

Version string "json:"version"’

// Repository to pull the image from.

Repository *string "json:"repository,omitempty""

// Mode selects an operating mode.

Mode ClusterMode 'json:"mode,omitempty""

// Datacenter that will make up this cluster.

Datacenter DatacenterSpec "json:"datacenter"®

// User-provided image for the sidecar that replaces default.

SidecarImage *ImageSpec " json:'"sidecarImage,omitempty"’
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type ClusterMode string

const (
ClusterModeCassandra ClusterMode = "cassandra"
ClusterModeScylla ClusterMode = "scylla"

// DatacenterSpec is the desired state for a Cassandra Datacenter.
type DatacenterSpec struct {

// Name of the Cassandra Datacenter. Used in the

< cassandra-rackdc.properties file.

Name string " json:"name"®

// Racks of the specific Datacenter.

Racks []RackSpec “json:"racks"®

// RackSpec is the desired state for a Cassandra Rack.
type RackSpec struct {
// Name of the Cassandra Rack. Used in the
— cassandra-rackdc.properties file.
Name string " json:'"name"®
// Members is the number of Cassandra instances in this rack.
Members int32 “json:"members"®
// User-provided ConfigMap applied to the specific statefulset.
ConfigMapName *string " json:"configMapName,omitempty"’
// Storage describes the underlying storage that Cassandra will
< consume.
Storage rook.StorageScopeSpec "json:'storage"’
// Placement describes restrictions for the nodes Cassandra is
— scheduled on.
Placement *rook.Placement "json:"placement,omitempty"’
// Resources the Cassandra Pods will use.

Resources corevl.ResourceRequirements " json:'"resources"’
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// ImageSpec is the desired state for a container image.
type ImageSpec struct {

// Version of the image.

Version string “json:"version"®

// Repository to pull the image from.

Repository string "json:"repository"®

// ClusterStatus is the status of a Cassandra Cluster
type ClusterStatus struct {

Racks map[string]*RackStatus "json:"racks,omitempty""

// RackStatus is the status of a Cassandra Rack
type RackStatus struct {
// Members is the current number of members requested in the
< Specific Rack
Members int32 “json:"members"®
// ReadyMembers is the number of ready members in the specific Rack

ReadyMembers int32 "json:'"readyMembers"’

0.4.3.2 Anpovpyia pag Eappoyng I'pappng EvioAov

O Cassandra Controller avrket o€ pio epappoyr] tng ypoppnig evroiov (CLI application)
ToU rook. Atgpopetikég vIToevToAég Eektvouv Toug dudpopoug controllers (ty "rook
cassandra operator”, "rook ceph operator”, “rook ceph agent”). Epeig 6a opicovpe
tov Controller pag dote va tpéxet pe Tnv evtolr] “rook cassandra operator”. T'ia tn

dnpovpyia tov CLI xpnowpomoreitar 1 ftfAtoOnkn cobra.
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cmd/rook/cassandra/operator.go

import (
"github.com/rook/rook/cmd/rook/rook"
rookinformers
< "gilthub.com/rook/rook/pkg/client/informers/externalversions"
kubeinformers "k8s.io/client-go/informers"
"github.com/rook/rook/pkg/util/flags"
"github.com/spf13/cobra"

const resyncPeriod = time.Second * 30

var operatorCmd = &cobra.Command{
Use: "operator",
Short: "Runs the cassandra operator to deploy and manage cassandra
< 1n Kubernetes",
Long: ‘Runs the cassandra operator to deploy and manage cassandra
— 1in kubernetes clusters.

https://github.com/rook/rook",
}

func init() {

flags.SetFlagsFromEnv(operatorCmd.Flags(), rook.RookEnvVarPrefix)

operatorCmd.RunE = startOperator

func startOperator(cmd *cobra.Command, args []string) error {

kubeClient, _, rookClient, err := rook.GetClientset()

if err !'= nil {
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rook.TerminateFatal(fmt.Errorf("failed to get k8s clients.

<  %+v\n", err))

kubeInformerFactory :=

— kubeinformers.NewSharedInformerFactory(kubeClient,
< resyncPeriod)

rookInformerFactory :=

< rookinformers.NewSharedInformerFactory(rookClient,

< resyncPeriod)

c := controller.New(
rookImage,
kubeClient,
rookClient,
rookInformerFactory.Cassandra().Vialphai().Clusters(),
kubeInformerFactory.Apps().V1().StatefulSets(),
kubeInformerFactory.Core().V1().Services(),
kubeInformerFactory.Core().V1().Pods(),
kubeInformerFactory.Core().V1().ServiceAccounts(),
kubeInformerFactory.Rbac().V1().Roles(),
kubeInformerFactory.Rbac().V1().RoleBindings(),

// Create a channel to receive 0S signals

stopCh := server.SetupSignalHandler()

// Start the informer factories
go kubeInformerFactory.Start(stopCh)
go rookInformerFactory.Start(stopCh)

// Start the controller

if err = c.Run(1, stopCh); err != nil {
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logger.Fatalf("Error running controller: %s", err.Error())

return nil

Otav Eexivaer Aowdv o Cluster Controller, dnpiovpyel éva véo ClusterController
struct To omoio pvBuilel tovg Informers wote va mapakorovboldv Tar avtikeipeva

OV HOG eVOLXPEPOLY Kal Vo kpaTdve Tomikég caches yio avtde:

pkg/operator/cassandra/controller/controller.go
// ClusterController encapsulates all the tools the controller needs

// in order to talk to the Kubernetes API

type ClusterController struct {

rookImage string

kubeClient kubernetes.Interface
rookClient rookClientset.Interface
clusterLister listersvialphal.ClusterLister
clusterListerSynced cache.InformerSynced
statefulSetLister appslisters.StatefulSetLister

statefulSetListerSynced cache.InformerSynced

servicelister corelisters.ServicelLister
servicelListerSynced cache.InformerSynced
podLister corelisters.PodLister
podListerSynced cache.InformerSynced

// queue is a rate limited work queue. This is used to queue work
- to be

// processed instead of performing it as soon as a change happens.
— This

// means we can ensure we only process a fixed amount of resources
-~ at a

// time, and makes it easy to ensure we are never processing the

- Ssame item
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// simultaneously in two different workers.

queue workqueue.RateLimitingInterface

// recorder is an event recorder for recording Event resources to
— the Kubernetes API

recorder record.EventRecorder

// New returns a new ClusterController

func New(
rookImage string,
kubeClient kubernetes.Interface,
rookClient rookClientset.Interface,
clusterInformer informersvialphal.ClusterInformer,
statefulSetInformer appsinformers.StatefulSetInformer,
servicelnformer coreinformers.ServiceInformer,
podinformer coreinformers.PodInformer,
serviceAccountInformer coreinformers.ServiceAccountInformer,
roleInformer rbacinformers.RoleInformer,
roleBindingInformer rbacinformers.RoleBindingInformer,

) *ClusterController {

// Add sample-controller types to the default Kubernetes Scheme so
— Events can be

// logged for sample-controller types.
rookScheme.AddToScheme(scheme.Scheme)

// Create event broadcaster

logger.Infof("creating event broadcaster...")

eventBroadcaster := record.NewBroadcaster()
eventBroadcaster.StartLogging(logger.Infof)
eventBroadcaster.StartRecordingToSink(&typedcorevi.EventSinkImpl{Interface:
< kubeClient.CoreVi().Events("")})

recorder := eventBroadcaster.NewRecorder(scheme.Scheme,

< corevl.EventSource{Component: controllerName})
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cc := &ClusterController{
rookImage: rookImage,
kubeClient: kubeClient,

rookClient: rookClient,

clusterLister: clusterInformer.Lister(),
clusterListerSynced: clusterInformer.Informer().HasSynced,
statefulSetLister: statefulSetInformer.Lister(),

statefulSetListerSynced:

— statefulSetInformer.Informer().HasSynced,

podLister: podinformer.Lister(),
podListerSynced: podInformer.Informer().HasSynced,
servicelLister: serviceInformer.Lister(),
servicelisterSynced: serviceInformer.Informer().HasSynced,
queue:

< workqueue.NewNamedRateLimitingQueue(workqueue.DefaultControllerRateLimiter
— clusterQueueName),

recorder: recorder,

// Add event handling functions

clusterInformer.Informer().AddEventHandler(cache.ResourceEventHandlerFuncs{
AddFunc: func(obj interface{}) {
newCluster := obj.(*cassandravialphal.Cluster)
cc.enqueueCluster(newCluster)
s
UpdateFunc: func(old, new interface{}) {
newCluster := new.(*cassandravlalphal.Cluster)

oldCluster := old.(*cassandravialphail.Cluster)
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// If the Spec is the same as the one in our cache, there

- aren't

// any changes we are interested 1in.

if reflect.DeepEqual(newCluster.Spec, oldCluster.Spec) {
return

}

cc.enqueueCluster(newCluster)
s
DeleteFunc: func(obj interface{}) {
// TODO: handle deletion
s
1))

statefulSetInformer.Informer().AddEventHandler(cache.ResourceEventHandlerFuncs{
AddFunc: cc.handleObject,

UpdateFunc: func(old, new interface{}) {

newStatefulSet := new.(*appsvil.StatefulSet)

oldStatefulSet :

old. (*appsvl.StatefulSet)
// If the StatefulSet is the same as the one in our cache,
— there
// 1s no use adding it again.
if newStatefulSet.ResourceVersion ==
< oldStatefulSet.ResourceVersion {
return
}
// If ObservedGeneration != Generation, it means that the
« StatefulSet controller
// has not yet processed the current StatefulSet object.
// That means its Status is stale and we don't want to
— queue 1it.
if newStatefulSet.Status.ObservedGeneration !=
< newStatefulSet.Generation {

return
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}
cc.handleObject(new)
s
DeleteFunc: cc.handleObject,

i)

serviceInformer.Informer().AddEventHandler(cache.ResourceEventHandlerFuncs{
AddFunc: func(obj interface{}) {
service := obj.(*corevl.Service)
if service.Spec.ClusterIP == corevl.ClusterIPNone {
return
}
cc.handleObject(obj)
s
UpdateFunc: func(old, new interface{}) {
newService := new.(*corevl.Service)
oldService := old.(*corevil.Service)
if oldService.ResourceVersion == newService.ResourceVersion
- {
return
}
cc.handleObject(new)
s
DeleteFunc: func(obj interface{}) {
// TODO: investigate if further action needs to be taken
s
1))

return cc

Onwg eimope, av adldEel éva Cassandra Cluster Avtikeipevo B&lovpe To kAewdi Tov

otnv ovp& (enqueueCluster) evd av alddel éva mopeppepéc Avtikeipevo mov mo-
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pakoArovBotpe, PBpiokovpe to Cluster Avtikeipevo oto omoio avrkel ko Palovpe

avt6 otnv ovpd (handleObject).

pkg/operator/cassandra/controller/controller.go
// enqueueCluster takes a Cluster resource and converts it into a

< namespace/name
// string which is then put onto the work queue. This method should not
— be
// passed resources of any type other than Cluster.
func (cc *ClusterController) enqueueCluster(obj
<, *cassandravilalphail.Cluster) {
var key string
var err error
if key, err = cache.MetaNamespaceKeyFunc(obj); err != nil {
runtime.HandleError(err)
return

}
cc.queue.AddRatelLimited(key)

pkg/operator/cassandra/controller/controller.go
// handleObject will take any resource implementing metavl.Object and

— attempt
// to find the Cluster resource that 'owns' it. It does this by looking
— at the
// objects metadata.ownerReferences field for an appropriate
< OwnerReference.
// It then enqueues that Cluster resource to be processed. If the
< object does not
// have an appropriate OwnerReference, it will simply be skipped.
func (cc *ClusterController) handleObject(obj interface{}) {

var object metavi.Object

var ok bool

if object, ok = obj.(metavi.Object); !'ok {
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tombstone, ok := obj.(cache.DeletedFinalStateUnknown)
if lok {
runtime.HandleError(fmt.Errorf("error decoding object,

< invalid type"))

return
}
object, ok = tombstone.Obj.(metavl.0bject)
if lok {
runtime.HandleError(fmt.Errorf("error decoding object
< tombstone, invalid type"))
return
}

logger.Infof("Recovered deleted object '%s' from tombstone",
— object.GetName())

}

logger.Infof("Processing object: %s", object.GetName())

if ownerRef := metavl.GetControllerOf(object); ownerRef != nil {
// If the object is not a Cluster or doesn't belong to our
< APIVersion, skip 1it.
if ownerRef.Kind != "Cluster" || ownerRef.APIVersion !=
-, cassandravialphal.APIVersion {

return

cluster, err :=
«— cc.clusterLister.Clusters(object.GetNamespace()).Get(ownerRef.Name)
if err !'= nil {

logger.Infof("ignoring orphaned object '%s' of cluster

« '%s'", object.GetSelfLink(), ownerRef.Name)

return

cc.enqueueCluster(cluster)



40 0.4. YAOIIOIHXH

return

0.4.3.3 H EnavdAnyn tov Controller

Agob dnpovpynOnke to ClusterController struct kou o Cluster Controller topoko-
AovBel Ta avTiKElpEVa TTOL TOV EVOLAPEPOLY, KadeiTal 1) cuvaptnon Run ko apyilel

1 enavaAnym tov Cluster Controller:

pkg/operator/cassandra/controller/controller.go
// Run starts the ClusterController process loop

func (cc *ClusterController) Run(threadiness int, stopCh <-chan
« struct{}) error {
defer runtime.HandleCrash()

defer cc.queue.ShutDown()

// Start the informer factories to begin populating the
< informer caches

logger.Info("starting cassandra controller")

// Wait for the caches to be synced before starting workers
logger.Info("waiting for informers caches to sync...")
if ok := cache.WaitForCacheSync(
stopCh,
cc.clusterListerSynced,
cc.statefulSetListerSynced,
cc.podListerSynced,
cc.servicelisterSynced,
); ok {

return fmt.Errorf("failed to wait for caches to sync")
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logger.Info("starting workers")
for 1 := 0; 1 < threadiness; i++ {

go wait.Until(cc.runWorker, time.Second, stopCh)

logger.Info("started workers")
<-stopCh

logger.Info("Shutting down cassandra controller workers")

return nil

func (cc *ClusterController) runWorker() {

for cc.processNextWorkItem() {

}

func (cc *ClusterController) processNextWorkItem() bool {

obj, shutdown := cc.queue.Get()

if shutdown {

return false

err := func(obj interface{}) error {

defer cc.queue.Done(obj)

key, ok := obj.(string)

if lok {
cc.queue.Forget(obj)
runtime.HandleError(fmt.Errorf("expected string in queue
— but got %#v", obj))

}

if err := cc.syncHandler(key); err != nil {

41
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cc.queue.AddRateLimited (key)
return fmt.Errorf("error syncing '%s', requeueing: %s",
« key, err.Error())

}

cc.queue.Forget(obj)

logger.Infof("Successfully synced '%s'", key)

return nil

}(obj)
if err = nil {

runtime.HandleError(err)

return true

return true

// syncHandler compares the actual state with the desired, and attempts

—

to

// converge the two. It then updates the Status block of the Cluster

// resource with the current status of the resource.

func (cc *ClusterController) syncHandler(key string) error {

// Convert the namespace/name string into a distinct namespace and
< name.
namespace, name, err := cache.SplitMetaNamespaceKey(key)
if err !'= nil {
runtime.HandleError(fmt.Errorf("invalid resource key: %s",

~ key))

return nil

// Get the Cluster resource with this namespace/name
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cluster, err := cc.clusterLister.Clusters(namespace).Get(name)
if err != nil {
// The Cluster resource may no longer exist, in which case we
— Stop processing.
if apilerrors.IsNotFound(err) {
runtime.HandleError(fmt.Errorf("cluster '%s' in work queue
< no longer exists", key))
return nil
}
return fmt.Errorf("Unexpected error while getting cluster

— object: %s", err)

logger.Infof("handling cluster object: %+v", spew.Sdump(cluster))
// Deepcopy here to ensure nobody messes with the cache.

old, new := cluster, cluster.DeepCopy()

// If sync was successful and Status has changed, update the

< Cluster.

if err = cc.Sync(new); err == nil && !reflect.DeepEqual(old.Status,
< new.Status) {

err = util.PatchClusterStatus(new, cc.rookClient)

return err

Me avto, o okeletdg Tov Cluster Controller eivor étoipog.

0.4.4 YAMAomoinon tng Aoywkng tov Cluster Controller

Metd tnv olokAfpwon tov okeletod tov Cluster Controller, apyilovpe v vAo-

TTOLOUE TIG KOAOVOLEG EVEPYELOV YLOL TOL GEVAPLAL TTOV TTEPLYPAYOILE TAPATAV®.



44 0.4. YAOIIOIHXH

0.4.4.1 Anpovpyia kar MeyévBuon evog Cassandra Cluster

Cluster Controller:

O xoKAog emavaAnyng tov Cluster Controller cuvoyileton otnv cvvaptnon Sync.

Etol oe k&b x0KAO emavdAnyng, k&vouvpe Tig e€NG evépyeLeg:

« Anplovpyia, av dev vrtapyet, tov Headless Service mov Oa cuvdéovton ol clients.
« Anpovpyia, av dev vtapyovv, Twv ClusterIP Services yix k&Be Mélog.
« Yrmoloyiopog tov Cluster Status.

« 20yKpLomn Tov Spec kot Status koL eEKTEAECT) TOV AUITAPALTN TV EVEPYELOVY. AUTH)

n dtdikaoio yiveton péoa ot cuvaptnon syncCluster.

pkg/operator/cassandra/controller/sync.go
// Sync attempts to sync the given Cassandra Cluster.

// NOTE: the Cluster Object is a DeepCopy. Modify at will.

func (cc *ClusterController) Sync(c *cassandravialphal.Cluster) error {

// Sync Headless Service for Cluster
if err := cc.syncClusterHeadlessService(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageHeadlessServiceSyncFailed,

)

return err

// Sync Cluster Member Services
if err := cc.syncMemberServices(c); err != nil {
cc.recorder.Event(
c,

corevl.EventTypeWarning,
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ErrSyncFailed,
MessageMemberServicesSyncFailed,

)

return err

// Update Status
if err := cc.updateStatus(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageUpdateStatusFailed,
)

return err

// Sync Cluster
if err := cc.syncCluster(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,

MessageClusterSyncFailed,

)
return err
return nil

Ag eotiloovpe TOpa TNV Tpocoxn pog otn ovvaptnon syncCluster, n omoio Oa

ovykpivel To Spec pe To Status ko Bo TapeL TIC ATAPALTNTEG EVEPYELEG.
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pkg/operator/cassandra/controller/cluster.go
// SyncCluster checks the Status and performs reconciliation for

// the given Cassandra Cluster.
func (cc *ClusterController) syncCluster(c *cassandravialphal.Cluster)

— error {

// Check if any rack isn't created
for _, rack := range c.Spec.Datacenter.Racks {
// For each rack, check if a status entry exists
if _, ok := c.Status.Racks[rack.Name]; !ok {
logger.Infof("Attempting to create Rack %s", rack.Name)
err := cc.createRack(rack, c)

return err

// Check that all racks are ready before taking any action

for _, rack := range c.Spec.Datacenter.Racks {
rackStatus := c.Status.Racks[rack.Name]
if rackStatus.Members !'= rackStatus.ReadyMembers {

logger.Infof("Rack %s is not ready, %+v", rack.Name,
< *rackStatus)

return nil

// Check if any rack needs to scale up

for _, rack := range c.Spec.Datacenter.Racks {

if rack.Members > c.Status.Racks[rack.Name].Members {
logger.Infof("Attempting to scale rack %s", rack.Name)
err := cc.scaleUpRack(rack, c)

return err
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return nil

I teplocOTEPEG AETTTOPEPELES KOIL AVOAVTIKO KOSLKO TWV ETHEPOVS GLUVAPTITEWV,
TPOTPETOVHE TOV avayvwoTh va aevBuvOel oto github repository Tov Rook, 6mov

éxovpe ovvelopépel Tov Cassandra Operator.
Sidecar:

Ago0 viomowjoape tn Aoyikr) tov Cluster Controller, pOe n dpa vo vAoTotjcovpe
ko T Siepyacio tov Sidecar. To Sidecar Ba Eekivael emiong wg vtoevtoAr Tov Rook
binary, cuykekpiyéva pe tnv “rook cassandra sidecar”. Otav Eekivéer maipvel To de-
dopéva ov ypetaletal o6 to API tov Kubernetes, Oa ypagel i cwotég Tipég ota

apyeia puBpicewv Tng Cassandra, ko Eekivael T diepyacio tng Cassandra.

pkg/operator/cassandra/sidecar/sidecar.go
// onStartup is executed before the MemberController starts

// 1ts sync loop.

func (m *MemberController) onStartup() error {

// Setup HTTP checks

m.logger.Info("Setting up HTTP Checks...")

go func() {
err := m.setupHTTPChecks()
m.logger.Fatalf("Error with HTTP Server: %s", err.Error())
panic("Something went wrong with the HTTP Checks")

10

// Prepare config files for Cassandra
m.logger.Infof("Generating cassandra config files...")

if err := m.generateConfigFiles(); err != nil {
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return fmt.Errorf("error generating config files: %s",

— err.Error())

// Start the database daemon
cmd := exec.Command(entrypointPath)

cmd.Stderr = os.Stderr

cmd.Stdout = os.Stdout

cmd.Env = os.Environ()

if err := cmd.Start(); err != nil {
m.logger.Errorf("error starting database daemon: %s",
— err.Error())

return err

return nil

0.4.4.2 Xpikpuvon evog Cassandra Cluster

Cluster Controller:

[ voe vAomoioovpe TV akolovBio evepyeldv mov ypeldleTal yla T copikpuvon

evog Cassandra Cluster, emekteivouvpe tn ovvaptnor syncCluster.

pkg/operator/cassandra/controller/cluster.go
// SyncCluster checks the Status and performs reconciliation for

// the given Cassandra Cluster.
func (cc *ClusterController) syncCluster(c *cassandravlalphal.Cluster)

— error {

// Check if any rack isn't created
for _, rack := range c.Spec.Datacenter.Racks {

// For each rack, check if a status entry exists
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if _, ok := c.Status.Racks[rack.Name]; !ok {
logger.Infof("Attempting to create Rack %s", rack.Name)
err := cc.createRack(rack, c)

return err

// Check if there is a scale-down in progress
for _, rack := range c.Spec.Datacenter.Racks {
if util.IsRackConditionTrue(c.Status.Racks[rack.Name],
<, cassandravlalphal.RackConditionTypeMemberLeaving) {
// Resume scale down
err := cc.scaleDownRack(rack, c)

return err

// Check that all racks are ready before taking any action

for _, rack := range c.Spec.Datacenter.Racks {
rackStatus := c.Status.Racks[rack.Name]
if rackStatus.Members != rackStatus.ReadyMembers {

logger.Infof("Rack %s is not ready, %+v", rack.Name,
< *rackStatus)

return nil

// Check if any rack needs to scale down
for _, rack := range c.Spec.Datacenter.Racks {
if rack.Members < c.Status.Racks[rack.Name].Members {
// scale down
err := cc.scaleDownRack(rack, c)

return err
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// Check i1f any rack needs to scale up

for _, rack := range c.Spec.Datacenter.Racks {

if rack.Members > c.Status.Racks[rack.Name].Members {

logger.Infof("Attempting to scale rack %s", rack.Name)

err := cc.scaleUpRack(rack, c)
return err
}
}
return nil

pkg/operator/cassandra/controller/cluster.go
// scaleDownRack handles scaling down for an existing Cassandra Rack.

// Calling this action implies all members of the Rack are Ready.
func (cc *ClusterController) scaleDownRack(r

< cassandravilalphal.RackSpec, c *cassandravialphal.Cluster) error {

logger.Infof("Scaling down rack %s", r.Name)

// Get the current actual number of Members

members := c.Status.Racks[r.Name].Members

// Find the member to decommission

memberName := fmt.Sprintf("%s-%d", util.StatefulSetNameForRack(r,
< ), members-1)

logger.Infof("Member of interest: %s", memberName)

memberService, err :=

< cc.servicelister.Services(c.Namespace).Get(memberName)



0.4. YAOIIOIH>H 51

if err !'= nil {
return fmt.Errorf("error trying to get Member Service %s: %s",

< memberName, err.Error())

// Check if there was a scale down in progress that has completed.
if memberService.Labels[constants.DecommissionlLabel] ==

— constants.LabelValueTrue {

logger.Infof("Found decommissioned member: %s", memberName)

// Get rack's statefulset

stsName := util.StatefulSetNameForRack(r, c)

sts, err :=

— cc.statefulSetLister.StatefulSets(c.Namespace).Get(stsName)

if err !'= nil {
return fmt.Errorf("error trying to get StatefulSet %s",
< stsName)

}

// Scale the statefulset

err = util.ScaleStatefulSet(sts, -1, cc.kubeClient)

if err != nil {
return fmt.Errorf("error trying to scale down StatefulSet
<  %s", stsName)

}

// Cleanup is done on each sync loop, no need to do anything

— else here

cc.recorder.Event(
C,
corevl.EventTypeNormal,
SuccessSynced,

fmt.Sprintf(MessageRackScaledDown, r.Name, members-1),
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)

return nil

logger.Infof("Checking for scale down. Desired: %d. Actual: %d",
< r.Members, c.Status.Racks[r.Name].Members)
// Then, check if there is a requested scale down.

if r.Members < c.Status.Racks[r.Name].Members {

logger.Infof("Scale down requested, member %s will
— decommission", memberName)
// Record the intent to decommission the member
old := memberService.DeepCopy()
memberService.Labels[constants.DecommissionLabel] =
- constants.LabelValueFalse
if err := util.PatchService(old, memberService, cc.kubeClient);
o~ err !=nil {
return fmt.Errorf("error patching member service %s: %s",

< memberName, err.Error())

cc.recorder.Event(
C,
corevl.EventTypeNormal,
SuccessSynced,
fmt.Sprintf(MessageRackScaleDownInProgress, r.Name,

< members-1),

return nil
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Sidecar:

Yt diepyacia tov Sidecar, ypeialetar va tapakorovBoovpe to ClusterIP Service Tov

Méloug kot pOALG evTomicovpe To TpocLppwvnpévo label, v aparpodpe to Mélog

amntd To Cassandra Cluster ko vao adAélovpe to label.

T tov AOyo awtd, ytilovpe éva okeletd avdhoyo pe avtdv Tov Cluster Controller.

H ocvvaptnon Sync eivon 1) e€ng:

pkg/operator/cassandra/sidecar/sync.go

func (m *MemberController) Sync(memberService *vi1.Service) error {

// Check if member must decommission

if decommission, ok :=

—

memberService.Labels[constants.DecommissionLabel]; ok {

// Check if member has already decommissioned

if decommission == constants.LabelValueTrue {
return nil

}

// Else, decommission member

if err := m.nodetool.Decommission(); err != nil {
m.logger.Errorf("Error during decommission: %s",

— err.Error())

}

// Confirm memberService has been decommissioned

if opMode, err := m.nodetool.OperationMode(); err != nil ||
— opMode != nodetool.NodeOperationModeDecommissioned {

return fmt.Errorf("error during decommission, operation
< mode: %s, error: %v", opMode, err)
}
// Update Label
old := memberService.DeepCopy()
memberService.Labels[constants.DecommissionLabel] =

— constants.LabelValueTrue
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if err := util.PatchService(old, memberService, m.kubeClient);
o err !=nil {
return fmt.Errorf("error patching MemberService, %s",
— err.Error())
}
}

return nil

0.4.5 IIeipapatiki AEloAoynon kot AoteAéopata

Ye autod to kepdharo Oa afloloyrcovpe mepapatikd tov Cassandra Operator, do-

Kipalovtag tov oe éva Kubernetes Cluster.

0.4.5.1 MeOoloyia, [Tep1fdArov ko Epyoleio

To Kubernetes Cluster mov Oa ypnoipomoijcovpe O dnptovpynOei amd tnv wAot-

@oppa Google Kubernetes Engine. To script mmov xpnoipomototpe yio th dnpovpyio

ToU elvan To €€Ng:

gke-setup-script.sh

#!/bin/bash

set -e

GCP_USER=${1:-"yanniszarkadas@gmail.com"}

GCP_PROJECT=${2:-"gke-demo-226716"}

gcloud beta container clusters create "cluster" \

--project "SGCP_PROJECT" \

--region "europe-west1" \
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--node-locations "europe-westl-b,europe-westl-c" \
--cluster-version "1.11.5-gke.5" \

--machine-type "ni1-standard-4" \

--image-type "UBUNTU" \

--disk-type "pd-ssd" --disk-size "20" \
--local-ssd-count "1" \

--num-nodes "4" '\

--no-enable-autoupgrade --no-enable-autorepair

# gcloud: Get credentials for new cluster
echo "Getting credentials for newly created cluster..."

gcloud container clusters get-credentials cluster --region=europe-westl

# Setup GKE RBAC
echo "Setting up GKE RBAC..."
kubectl create clusterrolebinding cluster-admin-binding --clusterrole

< cluster-admin --user "$GCP_USER"

echo "Checking if helm is present on the machine..."

if ! hash helm 2>/dev/null; then
echo "You need to install helm. See:
< https://docs.helm.sh/using _helm/#installing-helm"
exit 1

fi

# Setup Tiller

echo "Setting up Tiller..."

helm init

kubectl create serviceaccount --namespace kube-system tiller
kubectl create clusterrolebinding tiller-cluster-rule

< --clusterrole=cluster-admin --serviceaccount=kube-system:tiller
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kubectl patch deploy --namespace kube-system tiller-deploy -p

— '"{"spec":{"template":{"spec":{"serviceAccount":"tiller"}}}}"

# Wait for Tiller to become ready
until [[ S$(kubectl get deployment tiller-deploy -n kube-system -o
< 'jsonpath={.status.readyReplicas}') -eq 1 ]1];
do
echo "Waiting for Tiller pod to become Ready..."
sleep 5

done

# Install local volume provisioner
echo "Installing local volume provisioner..."
helm install --name local-provisioner provisioner

echo "Your disks are ready to use."

To script avtd dnpovpyei éva Kubernetes Cluster pe 4 kopPouvg oe 2 Availability

Zones (eu-west1-b, eu-west1-c) ko ypnoiposnolei Tomikovg dickoug.

Oa aAAniemidpovpe pe to Kubernetes Cluster péow tng evroing kubectl kot pe to

Cassandra Cluster péow tng evtoAng nodetool.

>t ovvéyela, eykaBiotodpe tov Cassandra Operator pécw tng evroAng kubectl
apply -f operator.yamlnomoio eykaBiotd tov Cassandra Operator oto Kubernetes

Cluster pe tn dnpovpyia TV e€Ng AVTIKEHEVOV:

cassandra-operator.yaml
# Namespace where Cassandra Operator will live

apiVersion: vi
kind: Namespace
metadata:

name: rook-cassandra-system
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# Cassandra Cluster CRD
apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: clusters.cassandra.rook.io
spec:
group: cassandra.rook.io
names:
kind: Cluster
listKind: ClusterList
plural: clusters
singular: cluster
scope: Namespaced
version: vilalphal

# openapi validation omitted for brevity

# ClusterRole for cassandra-operator.
apiVersion: rbac.authorization.k8s.io0/v1
kind: ClusterRole

metadata:

name: rook-cassandra-operator

rules:
- apiGroups:
resources:
- pods
verbs:
- get
- list
- watch

delete
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- apiGroups:
nn
resources:

- services
verbs:

o Mgn

- apiGroups:
resources:
- persistentvolumeclaims
verbs:
- get
- create
- delete
- apiGroups:
resources:
- nodes
- persistentvolumes
verbs:
- get
- apiGroups:
- apps
resources:
- statefulsets
verbs:
L
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:

- Create
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- apiGroups:
- cassandra.rook.io
resources:

Mgt

verbs:

Ny nt

- apiGroups:
resources:
- events
verbs:
- create
- update
- patch
# ServiceAccount for cassandra-operator.
— identity.
apiVersion: vi
kind: ServiceAccount
metadata:
name: rook-cassandra-operator

namespace: rook-cassandra-system

Serves as 1its authorization

# Bind cassandra-operator ServiceAccount with ClusterRole.

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.i0/v1
metadata:
name: rook-cassandra-operator
roleRef:
apiGroup: rbac.authorization.k8s.1io0
kind: ClusterRole
name: rook-cassandra-operator

subjects:
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- kind: ServiceAccount
name: rook-cassandra-operator
namespace: rook-cassandra-system
# cassandra-operator StatefulSet.
apiVersion: apps/vi
kind: StatefulSet
metadata:
name: rook-cassandra-operator
namespace: rook-cassandra-system
labels:
app: rook-cassandra-operator
spec:
replicas: 1
serviceName: "non-existent-service"
selector:
matchLabels:
app: rook-cassandra-operator
template:
metadata:

labels:
app: rook-cassandra-operator

spec:

serviceAccountName: rook-cassandra-operator

containers:

- name: rook-cassandra-operator
image: yanniszark/rook-cassandra-operator:meetup-presentation
imagePullPolicy: "Always"
args: ["cassandra", "operator"]
env:

- name: POD_NAME
valueFrom:

fieldRef:
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fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace

0.4.5.2 Amoteléopata

Anprovpyia kot MeyévBuon evog Cassandra Cluster:

Apxka, voparovpe otov Kubernetes to e€rc Cassandra Cluster, pe 3 MéAn oo

Availability Zone europe-west1-b:

cluster.yaml
# Cassandra Cluster

apiVersion: cassandra.rook.io/v1alphal
kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
mode: cassandra
datacenter:
name: europe-westl
racks:

- name: europe-westl-b

members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:

storageClassName: local-disks
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resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2
memory: 8Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- europe-westil-b

>tn ovvéyela, o Cassandra Operator eldomoteitar 6t vtapyet éva véo Cluster Object
KoL apyilel va exTelel evEpyeLeg TTPOKELPUEVOL VO TO dNILOVPYT|CEL KOL VAL TO HEYO-

AOoeL.

Me 1o epyadeio kubectl TapakorovBovpe ta Avtikeipeva ov dnpovpyei. Etot Aé-

movpe To StatefulSet ov dnplovpyet yio to Rack europe-west1-b:

yannis@dev-pc:~$ kubectl get statefulsets
NAME DESIRED CURRENT AGE

rook-cassandra-europe-westl-europe-westi-b 3 3 1h

To Pods ov dnpovpyovvton amd to StatefulSet:

yannis@dev-pc:~$ kubectl get pods
NAME READY STATUS RESTARTS

AGE
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rook-cassandra-europe-westl-europe-westl-b-0 1/1 Running O
rook-cassandra-europe-westl-europe-westi-b-1 1/1 Running O
rook-cassandra-europe-westl-europe-westi-b-2 1/1 Running 0

To ClusterIP Services mov dnpovpyet yia To k&Be MéAog:

yannis@dev-pc:~$ kubectl get service

NAME TYPE
rook-cassandra-client ClusterIP
rook-cassandra-europe-westl-europe-westl-b-0 ClusterIP
rook-cassandra-europe-westl-europe-westi-b-1  ClusterIP

rook-cassandra-europe-westl-europe-westi-b-2  ClusterIP

To Status ko ta Events mov avavewvel o Cassandra Operator:

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra

Status:
Racks:
Europe - West 1 - B:
Members: 3
Ready Members: 3

Events: <none>

CLUSTER-IP
None
10.31.255.200
10.31.241.133
10.31.243.96

>1tn ovvéyela, TpooBétovpe 1 akopun Rack, oto Availability Zone europe-west1-c, pe

TNV evtoAr] kubectl edit clusters.cassandra.rook.io rook-cassandra

cluster.yaml
# Cassandra Cluster

apiVersion: cassandra.rook.io/vialphail
kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:

version: 3.11.1

1h
1h
1h

EXTERNAL-IP
<none>
<none>
<none>

<none>
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mode: cassandra
datacenter:
name: europe-westl
racks:
- name: europe-westl-b
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2
memory: 8Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:

- matchExpressions:

YAOIIOIH>H

- key: failure-domain.beta.kubernetes.io/zone

operator: In
values:
- europe-westi-b
- name: europe-westl-c

members: 2
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storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2
memory: 8Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- europe-westl-c

Ao to Status ko Tt Events tov Cluster Avtikeipévou, mapakorovBoovpe Tnv eEEAEN

TOV QUTHHATOS HOG:

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra

Status:
Racks:

Europe - West 1 - B:
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Members: 3
Ready Members: 3
Europe - West 1 - C:
Members: 2
Ready Members: 2
Events:
Type Reason Age From Message
Normal Synced 5m15s cassandra-controller Rack europe-westl-c created
Normal Synced 5m15s cassandra-controller Rack europe-westl-c scaled up to 1 members

Normal Synced 4m36s cassandra-controller Rack europe-westl-c scaled up to 2 members

Anprovpyrioope Aowtov éva Cassandra Cluster mov ekteivetan oe 2 Availability Zones,

EemepvdvTOg TOV TTEPLOPLOPO TTOL potg eméPade To oo StatefulSet.
Ypikpvvon evog Cassandra Cluster

Agpo? peyaldoope to Cassandra Cluster poag oe 5 MéAn, Bo aparpécovpe 2 yio va
TO HLKPOVOULE. ZuykekpLéva, Bo apoipécouvpe 2 MéAn amd to Rack europe-west1-b.
Oa xpnoyLomol)oovpe ko téAL v evtoln kubectl edit clusters.cassandra.rook.io

rook-cassandra.

Aol aAldEovpe Tov aptBpd Meddv, tapatnpovpe kot éAt 6Tt o Operator ava-
vewvel To Status tov Cassandra Cluster AVTIKEWHEVOL KoL HOG EVIHEPDOVEL YLOL TNV

KOTAGTOOT QXUTH T1) CTLYHT):

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra

Status:
Racks:

Europe - West 1 - B:

Members: 1

Ready Members: 1

Europe - West 1 - C:

Members: 2

Ready Members: 2

Events:
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Type Reason Age From Message

Normal Synced 16m cassandra-controller Rack europe-westil-c
Normal Synced 16m cassandra-controller Rack europe-westl-c
Normal Synced 15m cassandra-controller Rack europe-westl-c

Normal Synced 9m32s (x3 over 9m53s) cassandra-controller Rack europe-westi-b
Normal Synced 8m52s cassandra-controller Rack europe-westi-b
Normal Synced 8m29s (x8 over 8m52s) cassandra-controller Rack europe-westil-b

Normal Synced 7m51s cassandra-controller Rack europe-westil-b

vtiotolya, tapotnpovpe otL to ClusterIP Service tov MéAovc mov agopelton £yel
A ClusterIP S MéA

to label "cassandra.rook.io/decomissioned”:"false”. MoALg oteilel Tar dedopéva Tov
ota vtoAouta MéAN, To Mélog alAdlel to label o¢ "true” ko o Operator to apopet

oo to Cluster.

Ev télel, 0mwg PAémoupe koL amd TV ecwTeplkn katdotaot tng Cassandra pe tnv

evtoAn) nodetool status, Ta MéAn éxouv apoaipebel.

YAomowoope Aowrdv n dradikacio opikpuvong evog Cassandra Cluster cwotd ko

Omwg Bor yivoTtay amd évav avBpwo dioxelploth.

0.4.6 Emiloyog

0.4.6.1 Xvpmepdopotol

JUVOALKA, 1) 6XeSLOGT) KoL 1) LAOTTOLNGT) HaG KATAPEPE Vo vTaokpLOel oTig Tpoo-
doxieg mov Béoaype. Eved Sev mpoldPape va vAomoijoovpe OAN TN AeLTOLPYLKOTNTO
mov Oa Oéhayie, £xovpe OAOKANPOGEL TN oXESLAOT) TOV TEPLGGOTEPWVY AELTOVPYELDOV
KoL Kotopépope 1) SovAetd pog va yivel amrodektr) oe €va peydAo open source project,
to Rook. Emiong, n dovAewd pag tpomomoOnke kot cvvelopépOnke otn Scylla, wg

o emionpog Scylla Operator.

Méoca and v enagn pog pe tov Kubernetes, peAetioape oe fabog tovg meplopt-
OHOVG TTOL LITAPYOLY YL TN SLaYELPLOT) CLOTNHATWVY aoBrkevENG dedopEvmV Kot
Bpnkope tpdmTOLS va Toug vitepPovpe yioe Tnv Cassandra, Tov OpH®G elva XpricLpoL

KoL Yyl Ao svotipata arobnikevong dedopévev. O Kubernetes eivor pioe oAb

cre
sca
sca
sca
sca
sca

sca
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KOAT TAXTQOpHO Sty elpLlonG EpYOCLOV, £XEL TN dLVATOTNTA VO TPEXEL G€ OTTOLOdT)-

oTe TEPLPAALOV KO TLGTEVOVE TTWG 1) eTLAOYT TOoL arodelyOnke cwoTt).

0.4.6.2 MeAlovtikég AvvatoTnTEG

>to apeco péALov, Ba Bédaje vor LAOTTOLGOUE EMLTAEOV AELTOVPYIKOTNTA YIX TOV
Cassandra Operator ®ote vor aotedetl pia o ohokAnpwpévn Avon. Ilo cuykekpt-

péva, Oa BéAaype va tpocBécovpe:

Backups & Restores
« Web Ul

« Avtopatomowpéva Repairs pe tov Cassandra Reaper

Multi-Region Clusters

Avtég oL tpotdoelg £xouvv dpoporoyndet ko Ba vAoronBoiv 6To TAaicto tov Rook

project.

Ext6g avtov, eivar ToAl onpovtikd va yivouv Bedtidoelg otov ido tov Kubernetes
yla vo vtooTnpilel kaAbTepa cuoTHpaTa amodnkevong dedopévwy. ZuYKeKPLIEVA,

Bo Nty Kaho vo vt pye:

« KoadOtepn Yoot pi€n yia Tomikotg Aickoug

« Yrootnpi€n yix Multi-Region Kubernetes Clusters
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Introduction

In this chapter, we outline the scope of our work. We first provide a quick overview
of the problem at hand. Next, we illustrate our proposed solution and mention some
types of applications that can benefit from it. We move on to briefly describe some
existing solutions and their shortcomings. Finally, we present the structure of the

document.

1.1 Problem Statement

From the early years of computing to the exponential datasets of today, storage sys-
tems have always played a central role. The first systems ran on a single node, so
operating them was manageable. However, the needs have since changed and now
storage systems are mostly distributed, with multiple instances running across a
number of nodes. To make matters worse, a company will usually run multiple of
those distributed systems, ie for different environments (dev, staging, production),
clouds (on-prem, AWS, GCP, Azure) and geographic locations (US, Asia, Europe).
This complexity can no longer be handled manually and requires automation of the

usual management processes.

Apache Cassandra is a distributed, scalable, and fault-tolerant NoSQL storage system
that combines DynamoDB’s architecture with BigTable’s data model. Cassandra is
a robust and effective storage system, used at scale in many companies like Apple,

Netflix and Facebook.

Kubernetesis a cross-cloud, extensible open-source platform for managing container-
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ized workloads and services, that facilitates both declarative configuration and au-

tomation.

In this work, we leverage the Kubernetes platform to create an robust management
layer for Cassandra, which works across clouds and facilitates complex manage-
ment operations that were previously done by hand. In Kubernetes, programs that

manage Stateful Services running in the cluster are called Operators.

1.2 Motivation

In this section we highlight the value of our contribution by mentioning specific
types of use cases that could benefit from it. In other words, we construct an indica-

tive list of example use cases that could leverage a self-managed Cassandra cluster.

« Write-Heavy Applications: the internal mechanism of Apache Cassandra
(LSM trees) favors write-heavy applications and provides huge write through-
put. Those applications include user metadata, IoT, logging and archiving.
Our work enables those applications to easily have a Cassandra cluster avail-

able on-demand.

« Cassandra DBA: nowadays companies need to run their workloads across
multiple clouds (on-prem, AWS, GCP, Azure) and environments (dev, stag-
ing, production). Managing all of this complexity manually is very tiring and
repetitive work that is cloud-provider specific. Using our work, much of the
repetitive tasks a DBA has to do are automated leaving time for more essential

work.

« Automation for other storage providers: using our work and the problems
we faced as a guide, other storage providers (ie MongoDB, Redis, Kafka) can

leverage Kubernetes to create a management solution for their software.

In a time that companies run on multiple clouds and need multiple instances of
Cassandra for different environments, there is a need for a cross-cloud, easy-to-use,
robust and open-source management layer, which will automate the deployment,

scaling, disaster recovery and backups/restores for Apache Cassandra.



1.3. EXISTING SOLUTIONS 73

1.3 Existing Solutions

Our implementation is not the first attempt to automate management operations for
Cassandra. In this section we briefly describe other such approaches and mention

their similarities and differences from our own.

1.3.1 Netflix Priam

Priam is a process/tool that runs alongside Apache Cassandra to automate the fol-

lowing:

Backup and recovery (Complete and incremental)

Token management

« Seed discovery

Configuration

Support AWS environment

Priam uses SimpleDB, a proprietary, managed AWS database, to store its data and
supports multi-datacenter clusters by using public IPs in AWS. Priam has been used
in production at Netflix for many years, making it a very robust solution. However,

because it’s primarily used at Netflix, it has the following downsides:

« Lack of Documentation: The documentation for deploying and managing
Priam is very lacking, almost non-existent. In addition, there are no archi-
tecture or other documents that would help a developer get started with the

project.

« Vendor Lock-In: Priam can only run on AWS. The database it uses for stor-
ing state, SimpleDB, is only available as an AWS offering. In addition, Priam
requires auto-scaling groups (ASGs) to function correctly, which is an AWS-
specific APL. All of these restrict the project and make it very difficult for it to

run on multiple vendors.
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« Old Cassandra Standards: Priam was developed when the Cassandra project
was still at a very early stage. Because of this, it needs to manage the ring
tokens on its own. This adds a lot of complexity and a big limitation: in order
for data to remain balanced between nodes, scaling the cluster means doubling
or halving its size, which is overkill most of the times. A PR has been opened

to add vnode functionality to Priam, but hasn’t been merged for over a year’.

All of these reasons make Priam a less-than-ideal solution for running Cassandra in

production (unless you are Netflix).

1.3.2 Datastax OpsCenter

Datastax was the main contributor of the Cassandra project, offering OpsCenter, its
management solution, for free until a few years ago. After that, Datastax released its
own proprietary version of Cassandra, DSE, and OpsCenter now only works with

that.

DataStax OpsCenter is an easy-to-use visual management and monitoring solution
for DataStax Enterprise (DSE), the always-on data layer for real-time applications.
With OpsCenter, you can quickly provision, upgrade, monitor, backup/restore, and

manage your DSE clusters with little to no expertise.

OpsCenter is certainly a very well-tested, production-ready solution for running
Cassandra. However, it is proprietary software and not something that can be used

and extended freely by everyone.

1.3.3 Jetstack Navigator

Navigator is a Kubernetes Operator for managing common stateful services on Ku-
bernetes. Itleverages Kubernetes primitives to build a management layer for databases
and has support for Apache Cassandra. The model introduced by Navigator was a
major inspiration for the model we decided to follow, albeit more complex. While

Navigator has very well-written code by people that are contributors in the Kuber-

'Priam PR for adding vnodes: https://qgithub.com/Netflix/Priam/pull/623
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netes project, it hasn’t been maintained since the July of 2018. In addition, it includes

less functionality than our work.

1.3.4 Instaclustr cassandra-operator

cassandra-operator is also an effort to build a management layer for Casssandra
on top of Kubernetes. It is maintained by Instaclustr, the main company behind
Cassandra development at the moment. It is written in Java, so it misses on the more
advanced functionality of go libraries targeted specifically at Kubernetes Operator.
In addition, there are differences in the architectural decisions made compared to
our solution. Still, this is a very promising project by a company with a high level

of influence over the development of Cassandra.

1.3.5 Vanilla Kubernetes Approaches

Kubernetes provides very powerful primitives, so there have been tries to run Cas-
sandra using only core Kubernetes objects, like StatefulSets. However, these ef-
forts soon hit a wall when trying to accomodate more complex and database-specific
functionality like deploying multi-zone clusters, orchestrating a correct scale down,

backups and restores.

1.4 Thesis Structure

The rest of the document is organized as follows:

« Chapter 2: presentation of the theoretical background and concepts that our

work is founded upon.

« Chapter 3: analysis of the architecture of our solution and design decisions

from a higher-level perspective.

« Chapter 4: demonstration of the focal points of our implementation, refer-
ence to the problems we faced during the development process, as well as the

proposed workarounds, optimizations and testing.
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« Chapter 5: experimental evaluation of our solution.

« Chapter 6: concluding remarks, suggested future improvements and alterna-

tive approaches.



Background

In this chapter we provide the key theoretical elements for the understanding of our
work. First, we explain several fundamental principles from the area of containers,

distributed and storage systems.

2.1 OS-Level Virtualization & Containers

2.1.1 Definition

Operating-system-level virtualization, also known as containerization, refers to an
operating system feature in which the kernel allows the existence of multiple iso-
lated user-space instances [2]. Those instances are generally called containers and
there have been various implementations, from BSD and chroot jails, to LXC' and

Docker?, which made the concept popular.

2.1.2 Docker

2.1.2.1 Intro

Docker is the software that made commoditized containers and made them popu-
lar, by offering advanced capabilities with a familiar and easy-to-use user interface.

Docker builds on two kernel features:

'LinuX Containers: https://linuxcontainers.org/
*Dockerhttps://www.docker.com/
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« Namespaces: Namespaces are a feature of the Linux kernel that partitions ker-
nel resources such that one set of processes sees one set of resources while an-
other set of processes sees a different set of resources. Examples of resources

include pid, ipc and network.

« CGroups: Cgroups are a feature of the Linux kernel that limit the usage of
certain resources for specified processes. For example, using cgroups, a user

can limit a process’ CPU and Memory allocation, network and I/O bandwidth.

Those two features work together to give an isolated, flexible environment for a

process to run. Docker builds on that and adds the concept of images.

2.1.2.2 Images

A Docker Image is a file usually containing a program (eg Cassandra, MySQL) with
all its dependencies. Using a Docker image, a user can launch a Container from it.
Essentially, Docker took the concept of images from the world of Virtual Machines

and applied it to containers.

A Docker Image is made of several read-only layers that are stacked on top of each
other, using a union-capable file system®. This way, common layers are reused be-

tween different images and a Copy-On-Write strategy is applied.

Union mount
point

Container
layer

91e54dfb1179 AUFS branch ==>> /var/lib/docker/aufs/diff/...

d74508fb6632 AUFS branch ==>> /var/lib/docker/aufs/diff/...

€22013c84729 AUFS branch ==>> /var/lib/docker/aufs/diff/...

Image layers

(™~ (®/0)

d3alf33e8a5a AUFS branch ==>> /var/lib/docker/aufs/diff/...

Image

Figure 2.1: Visualization of Docker Image Layers

To create a Docker image, users can write a Dockerfile, which is a file with instruc-

tions of how to build an image written in a simple DSL*. For example:

*https://en.wikipedia.org/wiki/Union mount
*https://en.wikipedia.org/wiki/Domain-specific lanquage
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FROM ubuntu:latest

RUN apt-get update
RUN apt-get install -y python python-pip wget
RUN pip install Flask

ADD hello.py /home/hello.py

WORKDIR /home

This Dockerfile uses the ubuntu:latest image as a base image, installs Flask and adds
a Flask application. Each one of those commands will propose a intermediary image

layer and all of the layers will be stacked together to form the final image.

2.1.2.3 Docker Hub & Image Registries

After Docker introduced the concept of an image, it went even further by adding
sharing and versioning capabilities by creating an image registry, Docker Hub. Much
like how developers use Github to version code, they use Docker Hub to do the
same for images. An image is versioned using tags, which are like git branches.
For example, the ubuntu image can be found with the xenial tag or the bionic tag

(ubuntu:xenial and ubuntu:bionic respectively).

2.1.2.4 Immutability & Reproducibility

By introducing the concept of immutable images containing a single application
with its dependencies, Docker achieved true reproducability and cross-compatibility
between different environments. If a computer has Docker, an image will run exactly
the same way on it as any other computer with Docker. This enabled developers to
have the same environment in their computer, to testing, staging and production.
In addition, Docker Hub enables users to quickly find images for the software they
want to use (eg Cassandra, Postgres) and developers to save, version and share their

images.
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2.1.2.5 Containers vs Virtual Machines

Many of the features listed so far also exist in virtual machines. However, virtual
machines need to emulate a guest operating system, which is a big performance
cost. On the contrary, containers reuse the host’s kernel. This makes containers
ideal, as they have instantaneous start time and can run on a range of machines,

from low-resource development laptops as well as production servers.

App 1 App 2 App 3

Bins/Lib Bins/Lib Bins/Lib

App1 App 2 App 3

Bins/Lib Bins/Lib Bins/Lib

Container Engine

Hypervisor Operating System

Infrastructure

Infrastructure

Machine Virtualization Containers

Figure 2.2: Docker vs Virtual Machines Comparison

Finally, the powerful and easy-to-learn DSL for Dockerfiles as well as the sharing
and versioning features of Docker Hub, played a big role in making containers and

Docker the standard way to deploy applications.

2.2 Kubernetes

2.2.1 Overview

With the rise of containers, apps run inside isolated, immutable, reproducible en-
vironments. Starting a new container is a very easy process that many developers
go through on a regular basis. What happens though, when you have a lot of apps
you want to run? You will need multiple physical nodes to run them all and some-
one needs to schedule containers on nodes and start them, execute health checks
and restart unhealthy containers, scale apps by adding more containers, configure
the network so containers can find each other easily and attach disks for storage

requirements. Kubernetes is a platform for managing containerized workloads, a
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system that solves all of the above problems and more.

2.2.2 Architecture

Kubernetes is designed with a Master-Follower architecture and is comprised of the
Kubernetes Master and the Kubernetes Nodes. The Kubernetes Master, or Control
Plane, contains the etcd database as well as the API server. The Kubernetes Nodes
contain a number the kubelet for running containers and the kube-proxy for con-
figuring Services. The Nodes run Pods, which are a wrapper around containers and
the most basic building block of Kubernetes. The networking model of Kubernetes
dictates that all Pods see themselves with the same IP as others see them and can

contact each other and the Nodes without any form of NAT.

e

/\ ~
. kuoecl/ [

Worker node

Master node
» Kubalet kube-proxy
4 1 ‘l
d

\*\* h ’7 Po _F'od 1‘ docker
AP| server —
— e (=
( schaduler ]
\

controller-manager
replication namesoace.
SenvicRaccou s,

Worker node

> kubelet kube-prosy

1

—t ) = mi=
= [ESTES

Figure 2.3: Kubernetes Architecture Overview

Let’s take a closer look at what each component does:

Master:

1. etcd: The storage backend of Kubernetes. Every piece of data that must be
persisted goes in etcd. etcd is a distributed key value store that provides a
reliable way to store data across a cluster of machines. Even though Kuber-
netes uses a Master-Follower architecture which inherently represents a Sin-
gle Point Of Failure (SPOF), it can achieve fault-tolerance by running multiple

master nodes and using the distributed nature of etcd.
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2. API Server: Kubernetes API server is the central management entity that re-
ceives all REST requests for modifications to Kubernetes Objects, serving as
frontend to the cluster. Also, this is the only component that communicates

with the etcd cluster.

3. controller-manager: Runs controller processes (explained below), which mon-

itor Kubernetes Objects and regulate the cluster.

4. scheduler: Determines which Pod (group of containers) goes on each Node

based on resource utilization.

Node:

1. kubelet: The main service of a Node, the kubelet watches the Kubernetes API
Server to see if it needs to start/stop/resize any Pods. It also performs health-
check on containers and restarts them if they’re unhealthy. This component

also reports to the master on the health of the host where it is running.

2. kube-proxy: Exposes the deployed container workloads to the end users/-
clients.Each node runs a kube-proxy process which programs iptables rules to

trap access to service IPs and redirect them to the correct backends.

2.2.3 Kubernetes Objects

Kubernetes Objects are persistent entities in the Kubernetes system, expressed in
yaml® and stored in etcd. Kubernetes uses these entities to represent the state of
the cluster. A Kubernetes object is a “record of intent” — once the user creates an
object, the Kubernetes system will constantly work to ensure that object exists. By
creating an object, you're effectively telling the Kubernetes system what you want

your cluster’s workload to look like; this is your cluster’s desired state.

2.2.3.1 Structure of an Object

Every object in Kubernetes has a set of common fields. Those fields are:

*https://vaml.org/
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« spec and status: every Object in Kubernetes has a spec and a status object
field. The spec describes the desired state of that object, while the status
expresses the current state of an Object. For example, if the user deploys 3
instances of an web server but only 1 is created at the moment, the spec will
show 3 while the status will show 1. This idea of spec and status in fundamen-
tal to Kubernetes and permeates all its design decisions, as we will discover

later on.

- apiVersion: specifies the version of the Kubernetes API we’re using to create

the Object.
« kind: the kind of Object we want to create (eg. Pod, Deployment, Service).

- metadata: data that helps uniquely identify the Object. It includes the follow-
ing subfields:

uid: A Kubernetes system-generated string to uniquely identify objects.
Every object created over the whole lifetime of a Kubernetes cluster has a
distinct UID. It is intended to distinguish between historical occurrences

of similar entities

— name: the name of the Object. It is unique for the specific kind and

namespace.

— namespace: namespace the Object belongs in. Namespaces are essen-
tially virtual clusters inside our Kubernetes cluster. They are used for

multitenancy and they provide a scope for names.

— labels: labels are arbitrary key-value pairs that are attached to objects.
Labels are intended to be used to specify identifying attributes of objects
that are meaningful and relevant to users, but do not directly imply se-
mantics to the core system (eg. “release”:”stable”, "environment”:’dev”,
“tier”:"backend”). Labels enable users to map their own organizational
structures onto system objects in a loosely coupled fashion. Labels are
not unique and multiple Objects may have the same labels. The Ku-
bernetes API allows users to group objects together using a label selec-
tor. For example, a user can request all the Service Objects with label

“tier”:"backend”.
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— annotations: annotations are arbitrary key-value pairs that are attached
to objects. The difference with labels is that selectors cannot be used
on annotations, so Objects cannot be grouped together based on their
annotations. In addition, annotations can hold much more data than
labels, which have a 63 characters limitation. Example uses are build
timestamps, image hashes, contact information of the person responsi-

ble, pointers to logging and analytic repositories.

Putting it all together, the basic structure of a Kubernetes object looks like the fol-

lowing:

apiVersion: vi
kind: Service
metadata:
name: webserver
namespace: default
labels:
app: nginx
annotations:
image-hash: e5sd4f6sd1f51sf8s4d1c5sf
uid: s9oré6nb5s2f64sd8f4th84
spec:

status:

After examining the common functionality across Kubernetes Objects, we introduce
the core Kubernetes Objects and explain how the previous concepts materialize into

code.

2.2.3.2 Pods

Pods are the smallest deployable objects in the Kubernetes API and the basic building

blocks for many more complex Objects. A Pod is a wrapper around one or more
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container(s), which form an application (eg Cassandra). A Pod also encapsulates

storage, network identimintedty and runtime options for its containers.

Containers in the same Pod are automatically co-located and co-scheduled on the
Node in the cluster. The containers can share resources and dependencies, com-
municate with one another, and coordinate when and how they are terminated. To

better understand what a Pod is, let’s see an example of a simple Pod:

apiVersion: vi
kind: Pod
metadata:
name: web-app
spec:
initContainers:
- name: setup
image: yanniszark/setup:1.0
containers:
- name: nodejs
image: nodejs:8.0
ports:
containerPort: 7500
- name: Database
image: mongoDB:3.0
ports:
containerPort: 7501
readinessProbe:
httpGet:
path: /healthz
port: 8080
readinessProbe:
httpGet:
path: /healthz
port: 8081
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In this example, we declare a Pod, named nodejs, with a nodejs web server container
running alongside a MongoDB container. Nodejs is exposed on port 7500 and Mon-
goDB on 7501 of the Pod’s IP. Because containers on the same Pod are in the same
network Linux namespace, they can communicate with each other using localhost,

which creates a convenient and secure setup.

The MongoDB container also has two http probes. The kubelet will use those probes

to find out if the container is alive and ready.

« Liveness Probe: A liveness probe determines if a container is alive, meaning

the process is not dead or frozen.

« Readiness Probe: A readiness probe determines if a container is ready, mean-

ing the process is running normally and is ready to serve requests.

Liveness and readiness probes can be HTTP probes, executables in the container or

TCP sockets.

Before any of the two containers start, the initContainer setup will run first to do

some configuration.

« Init Containers: InitContainers are containers that are run to completion be-
fore the main containers start. They are commonly used to do some setup

before the main containers begin.

This very simple example illustrates the basic functions of a Pod.

After the Pod is created, it is given its own IP address, which other Pods in the cluster

can use to contact it.

2.2.3.3 Services

Pods are ephemeral entities. They can die and not be resurrected, or their number
may change. For example, we may have a nodejs server Pod that died and we recre-
ated it. In this scenario, we want users and other Pods to still be able to find the new

instance, without having to tell them explicitly.

In other words, someone has to keep track of the endpoints of our nodejs server,

which can dynamically change over time. But the users of a Service shouldn’t be
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the ones responsible for keeping track. The Service Object is Kubernetes’ solution

to enable this decoupling. For example

kind: Service
apiVersion: vi
metadata:
name: my-service
spec:
clusterIP: 10.96.1.128
selector:
app: nodejs
ports:
- protocol: TCP
port: 80
targetPort: 9376

This Service Object tells Kubernetes that requests to the IP ”10.96.1.128” must be

» 9

routed to Pods with the label "app”:"no

dejs”. The label constraint is specified by

using a selector, which defines what constraints labels should satisfy. The selector

is evaluated continuously and tracks the endpoints of the target Pods.
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The Service also specifies a port. Whenever a request is made to the Service’s clus-
terIP using the TCP protocol and port 80, it is redirected to port 9376 of the selected
Pods. The Pods to which the Service will redirect our requests are also checked to

be healthy and ready, as determined by the liveness and readiness probes.

2.2.3.4 Persistent Volumes, Claims and Storage Classes

Managing storage in Kubernetes is done with a couple of separate, complementary
Objects. Kubernetes introduces an abstraction layer that allows for the decoupling
of the implementation details of the storage layer (eg. local, NFS, GlusterFS, EBS,
Ceph).

« PersistentVolume: A Persistent Volume (PV) is a piece of storage in the cluster
that has been provisioned by an administrator. This API Object exposes fields
common across storage providers as well as vendor-specific details about the
implementation of the storage (eg GCEPersistentDisk, CephFS, Glusterfs). It
has a lifecycle independent of the Pod(s) that uses it.

apiVersion: vi
kind: PersistentVolume
metadata:
name: pv0003
spec:
capacity:

storage: 5Gi
volumeMode: Filesystem
accessModes:

- ReadWriteOnce
persistentVolumeReclaimPolicy: Recycle
storageClassName: slow
mountOptions:

- hard

- nfsvers=4.1
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nfs:
path: /tmp
server: 172.17.0.2

« PersistentVolumeClaim: A Persistent Volume Claim (PVC) is a request for
storage by a user. It is similar to a pod. Pods consume node resources and
PVCs consume PV resources. Pods can request specific levels of resources
(CPU and Memory). Claims can request specific size and access modes (e.g.,

can be mounted once read/write or many times read-only).

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: myclaim
spec:
accessModes:

- ReadWriteOnce
volumeMode: Filesystem
resources:

requests:

storage: 8Gi
storageClassName: slow
selector:

matchLabels:

release: "stable"

Persistent Volume Claims allow users to consume abstract storage resources, with-
out caring about the underlying implementation. However, many times users want
these resources to have varying properties regarding QoS, like performance and
availability. For partitioning the storage resources of a cluster arbitrarily accord-

ing to specific properties, the StorageClass Object is used.

« StorageClass: A StorageClass provides a way for administrators to describe
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the “classes” of storage they offer. Different classes might map to quality-of-
service levels, or to backup policies, or to arbitrary policies determined by the
cluster administrators. Kubernetes itself is unopinionated about what classes

represent.

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: standard
provisioner: kubernetes.io/aws-ebs
parameters:

type: gp2
reclaimPolicy: Retain
mountOptions:

- debug

volumeBindingMode: Immediate

To better understand how PersistentVolumes (PVs), PersistentVolumeClaims(PVCs)
and StorageClasses(SCs) interact, we examine the lifecycle of a Persistent Volume,

after the user creates a PVC:

1. Provisioning: Provisioning of PVs can be either static or dynamic:

« In Static provisioning, the PV Objects are created by an administrator

and exist before the PVC is created by the user.

+ In Dynamic provisioning, the PVC is created and cannot be fulfilled, so
a new PV is created to bind to that PVC. The StorageClass specified by
the PVC must support dynamic provisioning for this to happen.

2. Binding: Once a PV with the requested capacity and access mode is provi-
sioned, Kubernetes will bind it to the matching PVC. Once a PVC is bound, it
is exclusive for the lifetime of the PVC. The PV to PVC binding is a one-to-one

mapping.
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3. Using: After the PV is bound to a PVC, it is mounted to Pods as a Volume.

Once a user has a claim and that claim is bound, the bound PV belongs to the

user for as long as they need it.

. Reclaiming: When the user has finished using the PV and no Pods are running
that use the PVC, the user can delete the PVC Object to allow the reclamation
of the PV resource. The PV is then reclaimed by Kubernetes, depending on its
Reclaim Policy. The Reclaim Policy can be Retain or Delete, to keep the PV or
delete the PV Object and the underlying asset (eg EBS volume, GooglePersis-
tentDisk).

2.2.4 Controllers

We have explored the basic Kubernetes core primitives, which provide powerful ab-

stractions and allow Kubernetes to work regardless of the underlying environment

or cloud-provider. However, those primitives aren’t very useful on their own. That’s

where Kubernetes Controllers come into play.

« Controller: A Controller is a piece of software that is responsible for a specific

Kubernetes Object. It runs continuously and ensures that the status of an
Object matches its spec, or that its actual state matches the desired state. The
concept of Controllers is integral to the Kubernetes architecture. Kubernetes

is actually a composition of loosely coupled programs, called Controllers, each

responsible for an Object.

In other words, controllers are control loops that follow the general logic of:

1. Observe the current Status of the object

» _»

2. Analyze differences from desired Spec (eg. Pod ”a” should be running but is

not)

3. Act to reconcile the differences and achieve the desired Spec

Everything in Kubernetes is a Controller. Some examples include:
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+ Scheduler: The Kubernetes Scheduler is a Controller. It all watches the Pod
Objects stored in etcd. If it finds any Pods that haven’t been scheduled (the
“nodeName” subfield of the spec is empty), then it will examine the Node Ob-
jects and try to find a proper fit for the Pod to run. Once it does, the scheduler
creates a Binding Object, a record of intent to run the specific Pod on that

specific Node.

« kubelet: The kubelet is a Controller. We could actually call it the Node Con-
troller. Every kubelet in the cluster watches for Pod Objects in etcd that have
nodeName equal to the node the kubelet is responsible for. If the kubelet finds
such a Pod, it checks if it is running that Pod and if not it starts the Pod.

« kube-proxy: The kube-proxy is a Controller. We could call it the Service Con-
troller. It watches for Service Objects in the etcd and creates ip-tables entries

redirecting the traffic from the Service’s Endpoints to the specified ClusterIP.

Besides using Controllers for the core functionality, Kubernetes uses them to pro-
vide extra functionality. Pods on their own are of little use, but when paired with
Controllers, Kubernetes can provide extra functionality to cover a variety of work-

loads.

« ReplicaSet: ReplicaSet is the one of the most basic of Kubernetes Controllers.
The ReplicaSet Controller has a very simple goal: to ensure a certain number
of Pod replicas are running at any given time. Here is an example manifest

for a ReplicaSet:

apiVersion: apps/vi
kind: ReplicaSet
metadata:
name: frontend
labels:
app: guestbook
tier: frontend

spec:
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# modify replicas according to your case

replicas: 3
selector:
matchLabels:
tier: frontend
matchExpressions:
- {key: tier, operator: In, values
template:
metadata:
labels:
app: guestbook
tier: frontend
spec:
contatiners:

- name: php-redis

: [frontend]}

image: gcr.io/google samples/gb-frontend:v3

resources:
requests:
cpu: 100m
memory: 100Mi

93

The ReplicaSet controller works by watching ReplicaSet Objects. For every

ReplicaSet it finds, it checks how many Pod replicas are running by using the

specified Label Selector. If the number of Pod replicas is different than the

number of desired replicas, the ReplicaSet creates or deletes Pods to ensure

that the actual state matches the desired state.

+ Deployment: Deployment is a higher level Controller that builds on ReplicaS-

ets to provide advanced functionality, like Rolling Updates. Deployments are

meant for running stateless applications that can scale without consideration

for data safety.

apiVersion: apps/vi
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kind: Deployment
metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx

image: nginx:1.7.9

ports:

- containerPort: 80

CHAPTER 2. BACKGROUND

As we can see, the Spec of a Deployment is very similar to that of a ReplicaSet.

The two controllers have similarities in their functionality, but Deployment is

a more complete solution that provides the option to update the Spec of the

Pod replicas or perform a rollback. Under the hood, Deployment leverages

ReplicaSets to achieve that.

The Deployment Controller works in a similar fashion to the other controllers

we have seen. It watches for Deployment Objects and for each Deployment

found, it will take actions to ensure that the specified Spec matches the actual

Status.

« StatefulSet: StatefulSets are the standard way of deploying stateful applica-

tions on Kubernetes. StatefulSet manages Pods based on a identical Pod Spec,
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like Deployments. However, unlike Deployments, a StatefulSet maintains a
sticky identity for each Pod. These Pods are created from the same Spec, but

they are not interchangeable. The guarantees that StatefulSets provide are:

Stable, unique network identifiers (A records, powered by a Headless

Service).

Stable, persistent storage.

Ordered, graceful deployment and scaling.

Ordered, automated rolling updates.

To better understand how a StatefulSet works, let’s take a look at a StatefulSet

manifest:

# Headless Service for network identity
apiVersion: vi
kind: Service
metadata:
name: nginx
labels:
app: nginx
spec:
ports:
- port: 80
name: web
clusterIP: None
selector:
app: nginx
# StatefulSet
apiVersion: apps/vil
kind: StatefulSet
metadata:

name: web
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spec:
selector:
matchLabels:
app: nginx # has to match .spec.template.metadata. labels
serviceName: "nginx"
replicas: 3 # by default is 1
template:
metadata:
labels:
app: nginx # has to match .spec.selector.matchlLabels
spec:
terminationGracePeriodSeconds: 10
containers:
- name: nginx
image: k8s.gcr.io/nginx-slim:0.8
ports:

- containerPort: 80

name: web
volumeMounts:
- name: Www

mountPath: /usr/share/nginx/html
volumeClaimTemplates:
- metadata:
name: www
spec:
accessModes: [ "ReadWriteOnce" ]
storageClassName: "my-storage-class”
resources:
requests:

storage: 1Gi

We can spot many similarities with Deployments, like the Pod Spec. However,

with StatefulSets, each Pod has its own persistent identity. StatefulSet Pods
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are named with ordinal numbers appended to the name of the StatefulSet. For
example, the StatefulSet "web” with N replicas will create Pods "web-0”,"web-

1”,..., "web_N-1".

Regarding storage identity, we have the ability to add persistent storage to our
Pods through the volumeClaimTemplates field. The StatefulSet controller will
read the volumeClaimTemplates list and create a PersistentVolumeClaim per

Pod for each list entry.

For network identity, we use the nginx Service, called a Headless Servuce
because it doesn’t have a clusterIP, which watches for Pods containing the
“app”:"nginx” label and creates DNS entries for them. This way, each Pod of
the StatefulSet has a persistent network identity (eg for Pod "web-0” in names-

pace “default” the DNS entry will be "web-0.default.svc”).

2.2.5 The Operator Pattern

We established that Kubernetes works with control loops called Controllers. Those
Controllers watch Kubernetes Objects and observe the user-defined spec, calculate
the real status and take actions to reconcile them. What if we could use the same

pattern for an application management layer?

The Cassandra Cluster would be represented as a Kubernetes Object with a spec and
a status. Then, we would create our own Controller, which would be responsible for
Cassandra Cluster Objects. This is called the Operator Pattern, because the knowl-
edge of a human operator about how to manage an application is put into a custom

Controller which automates the whole process.

This still leaves us with a problem. How will we represent the Cassandra Cluster Ob-
ject? Can we tell Kubernetes to store our custom Objects that we will be responsible

for?
The mechanism that enables us to do this is called CustomResourceDefinition.
2.2.5.1 CustomResourceDefinition

CustomResourceDefinition is a Kubernetes Object that enables us to store our cus-

tom Objects in Kubernetes. This is the CustomResourceDefinition Object for the
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Cassandra Cluster Objects:

Cassandra Cluster CRD

# Cassandra Cluster CRD
apiVersion: apiextensions.k8s.io/vlbetal
kind: CustomResourceDefinition
metadata:
name: clusters.cassandra.rook.io
spec:
group: cassandra.rook.io
names:
kind: Cluster
listKind: ClusterList
plural: clusters
singular: cluster
scope: Namespaced

version: vialphal

CHAPTER 2. BACKGROUND

2.3 Apache Cassandra

2.3.1 Overview

Apache Cassandra is a free and open-source, distributed, wide column store, NoSQL

database designed to handle large amounts of data across many commodity servers,

providing high availability with no single point of failure. Cassandra was initially

developed in 2008, at Facebook, by Avinash Lakshman and Prashant Malik, before

being released and becoming an Apache Incubator project. It combines the data

model of Google’s BigTable and the replication model

2.3.2 Peer to Peer Design

of DynamoDB.

Cassandra is a distributed database that uses a Peer-to-Peer, or masterless model.

This means that every member in the cluster is equal to all other and there are no
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special members. The Peer-to-Peer design of Cassandra makes it robust and removes

any single point of failure from the system.

2.3.3 Data Model

In Cassandra, data is inserted and represented as rows. Rows are indexed by a pri-
mary key and organized into tables. Multiple tables form a keyspace. This data model
is very close to what SQL provides, but in a Cassandra table, different rows may have
some different rows. Because of this, Cassandra is often called a wide column store

but that isn’t exactly correct, because data isn’t stored as columns on the disk.

Despite the data model resembling SQL very much, Cassandra doesn’t support joins
or sub-queries. Instead, it advocates for data denormalization, which means that data
should be stored in the form it will be queried. This makes designing for Cassandra a

unique problem, as you need have a good idea what your queries will be beforehand.

2.3.4 Topology of a Cassandra Cluster
A Cassandra cluster organizes members into the following topologies:

« Datacenters: A Cassandra cluster contains one or more Datacenters. A Dat-

acenter is usually mapped to a region (eg. us-east-1).

« Racks: A Datacenter contains one or more Racks. A Rack is usually mapped

to an availability zone (eg. us-east-1a).

« Nodes(Members): A Node is the indivisible unit and building block of a Cas-
sandra cluster. It represents a single computing unit in the Cassandra cluster.
Because the name Node is the same as a Kubernetes Node, we will refer to

Cassandra Nodes as Members.

2.3.5 Data Distribution Model

In a Cassandra cluster, data is distributed among members of a Datacenter. But how
does a member know which pieces of data it should store? Cassandra solves this by

using consistent hashing to achieve automatic sharding of its data.
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Before a row is inserted, a subset of fields from the row, called the partition key, is
given as input to a hash function that outputs a number in the range 0 — 2'27~1. This
range is called the ring because it is visualized as circle containing all the values.
Each Cassandra member has tokens, which are points on this ring. The member
owns the data from the hash value of its token to the start of another member’s

token.

Token Range: -2% to 2%-1
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key
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. Hash = 42
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Figure 2.6: Cassandra Data Partitioning with Tokens

With that in mind, we can describe the procedure to insert a new row to a Cassandra

cluster:

1. A subset of fields from the primary key of the table, called the cluster key, is
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given as input to a hash function that outputs a number in the range 0 — 2271,

2. Given the tokens of each member, we walk the ring and find out which mem-

ber is responsible for the particular hash.

3. The row is sent to the correct member to be persisted in the right partition.

The process followed to read a row follows a similar pattern:

1. A subset of fields from the primary key of the table, called the cluster key, is

given as input to a hash function that outputs a number in the range 0 — 2271,

2. Given the tokens of each member, we walk the ring and find out which mem-

ber is responsible for the particular hash.

3. The member searches the partition for the specified primary key and returns

the requested row.

2.3.6 Replication, High Availability and Consistency

Cassandra replicates its data multiple times in order to provide fault tolerance. Each
keyspace in Cassandra has a replication factor, which tells Cassandra how many

replicas of the data it should keep.

Each Datacenter has a complete copy of the ring and as such contains all of the data.

Inside a Datacenter, Cassandra replicates the data across members and racks.

Because of its peer-to-peer architecture, Cassandra can tolerate member failures and
network partitions. In a split-brain scenario, each part of the cluster would operate

independently of each other and reconcile when connectivity is returned.

Regarding consistency of the data, it is well known from the CAP Theorem that a
distributed stateful system must choose between availability and consistency in the
face of a network partition. Cassandra provides tunable consistency per operation,
meaning that we can choose for each read/write operation how many replicas should
answer to achieve the desired consistency level. This means that Cassandra can work

as a CP or an AP database for different operations.
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2.3.7 Internal Architecture

We have a high level view of how Cassandra distributes data across the cluster and
how it handles a request to read/write data. However, we haven’t said anything
about the internals of how Cassandra writes and reads data, once a request arrives

to a member.

Cassandra achieves high write throughput by making all writes of data be sequential

writes. When a write request arrives, it is written to the following structures:

1. Commit Log: The Commit Log is an append-only log file that is written se-
quentially each time a write request arrives. It contains data in the order they

were written.

2. Memtable: The memtable is an in-memory data structure. The data is written
to the memtable in addition to the commit log. The memtable sorts the data
written to it, so it always contains data in a sorted order and not the order

they were written. The memtable also serves as a cache for read requests.

3. SSTable: After the Memtable has accumulated enough data, it is flushed to
a structure called an SSTable, which exists on disk. The memtable is already
sorted and is written sequentially on disk, which means it achieves high write

throughput

After the SSTable reaches a big enough size, a new SSTable is created. SSTables
are immutable structures that isn’t changed once it is written. The SSTables
are organized into a structure called a Log Structured Merge Tree (LSM-Tree),
which is a very popular data structure for turning random writes into sequen-

tial.



Design

3.1 Overview

In this chapter we thoroughly analyse the fundamental design decisions we made
prior to the implementation of our solution. At first, we mention the expectations
we want our final system to meet and present the architecture of the Cassandra
Operator. We analyze the reasons behind the design and explore alternatives and

why they were not selected.

Kubernetes Operators are a pattern for integrating Stateful applications in Kuber-
netes. The application is represented as a Custom Resource, a native Kubernetes
Object, containing a Spec and Status field. The operator executes a control loop
which get the desired Spec, observes the current Status and takes actions, much as

a human operator would, to make sure that they match.

Our goal is to create a Kubernetes Operator for Apache Cassandra, which will auto-

mate the following common actions:

« Deployment of Cassandra clusters across availability zones

Scaling Up

Scaling Down

Monitoring
« Recover from loss of a member

103
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Our design also accommodates solutions for:

« Minor Version Upgrades

Backups
o Restores

« Automated Repairs for Cassandra

3.2 Collaborations

3.2.1 Rook

When starting to design a solution for the Cassandra Operator, a decision had to be
made: the operator would exist either as a standalone project or we would collabo-
rate with an already existing project. After reviewing several projects, we decided

to collaborate with the Rook project. [3]

Rook started as an Kubernetes Operator for running Ceph [4] on Kubernetes. It later
expanded its scope to become a framework for creating Kubernetes Operators for

storage providers. Collaborating with rook offered many advantages:

Design for the Cassandra Operator will be peer reviewed by industry experts.

A healthy community and userbase that will embrace, use and test the Cas-

sandra Operator.

« End to end testing framework with Jenkins integration, which will help us

easily add tests.

« Common reusable functionality to be leveraged by all storage providers.

The Rook community welcomed the effort from the beginning and has constantly
provided help and guidance. We are especially grateful for the continuous help of

Jared Watts, Bassam Tabbara, Travis Nielsen and Alexander Trost.
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This chapter is heavily based on the design documents published publicly at the Rook

project .

3.2.2 ScyllaDB

Scylla [5] is a close-to-the-hardware rewrite of Cassandra in C++. It features a shared
nothing architecture that enables true linear scaling and major hardware optimiza-
tions that achieve ultra-low latencies and extreme throughput. It is a drop-in re-
placement for Cassandra and uses the same interfaces, so an operator for Cassandra

should work for Scylla with little changes.

With this thought in mind, we made an attempt to approach the Scylla community
and see if there is an interest in our effort. The Scylla community responded with en-
thusiasm and helped us with testing and technical questions. We want to especially

thank Moreno Garcia and Juliana Oliveira for their continuous support.

3.3 Design Goals

While designing our solution for the Cassandra Operator, we always had certain

goals in mind. The Cassandra Operator should:

« Belevel-based in the Kubernetes sense, immune from edge-case race-condition

scenarios.
« Provide a UX consistent with the Kuberneter APIL

« Leverage the existing Kubernetes API Objects to offload as much work as pos-

sible. We don’t want to reinvent the wheel.

« Provide an all-in-one production-ready solution to run Cassandra on Kuber-

netes.

« Allow for easy manual intervention when needed.

!Cassandra Operator Design Documentshttps://github.com/rook/rook/tree/
df73f142bfa390e8b9cc8b24eb3a8d8058425dda/design/cassandra
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3.4 Mapping of Concepts

As stated in the Background section about Cassandra (2.3), Cassandra abstracts re-

sources in the following order:
Cluster -> Datacenter -> Rack -> Member (Node)

We map those abstractions to Kubernetes in the following way:

Cassandra Kubernetes
Member Pod
Rack StatefulSet
Datacenter | Pool of StatefulSets
Cluster Cluster CRD

We make the decision to map each Rack to a StatefulSet because that way, we can
guarantee the placement of the Pods on the desired availability zone, with the use

of the NodeAfinity feature of Kubernetes.

3.5 High Level Overview

Our design makes use of the operator pattern: a Custom Resource Definition is used
to expose a Cassandra Cluster Kubernetes Object to the user and a Controller is

deployed to make sure the actual state, for each Cluster, matches the desired state.

However, there are some operational actions in Cassandra that are hard or impossi-

ble to do remotely. Some of these actions are:

« Initial Setup: On each member’s startup, we need to edit config files with the
correct options in order to allow the member to correctly join the cluster and

tune performance settings.

« Backups/Restores: For backups, we need to issue commands to the J]MX ad-
ministrative interface [6] of the member and then upload the backup to a re-
mote location. For restores, we need to pull data from a remote location and

place it in the correct paths.
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To support these scenarios that require interaction with the local process and filesys-

tem, we have two options:

1. SSH-Tunneling: The first option is to connect to an instance remotely via SSH.

This option isn’t preferable for the following reasons:

(a) Difficult to handle programmatically. Instead of using native language
functions, we have to use direct commands and parse output from std-
out and stderr, making it difficult to correctly handle errors and to write

simple, comprehensible code.

(b) Fragile and easy to disrupt, especially for longer procedures like backup

which may take a long time to complete.

2. Sidecar: Instead of trying to issue commands via SSH remotely and dealing
with the aforementioned drawback, we propose adding a lightweight process,
a sidecar, that will run alongside Cassandra and help with editing configura-
tion files, taking backups, performing restores and execute health checks by
talking to the JMX API that each member exposes. This has the following

advantages over SSH tunneling:
(a) Direct access to each member’s filesystem, so it can edit configuration
files easily.

(b) Low latency, no-overhead, stable access to the Cassandra JMX API and

the local filesystem.
(c) Scales naturally along with the Cluster.

(d) Able to handle complex failure scenarios.

After those observations, we decided to enrich the Operator pattern with a sidecar
running alongside each Cassandra process. The following diagram is a visualization

of the Cassandra Operator’s design:

3.6 Controller-Sidecar Communication

A question that immediately arises from our decision to include a sidecar process

alongside each Cassandra member, is how each sidecar will communicate with the
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Figure 3.1: Operator Design Overview

Controller so it knows when to perform backups, restores, decommission of the

member and other actions.

A solution that immediately comes to mind is to set up a REST HTTP API on the

sidecar, which the Controller will use. This is the approach used by Netflix Priam.

However, this includes some extra complications. Remember that, according to our
goals we are designing a level-based system. Many operations in Cassandra, like
backups and decommissions, may take a long time to complete. Backup, for example,
might take hours to complete. That means our operator must have an open TCP
connection for all this time. If it gets interrupted, which we do expect to happen
eventually, this connection will be lost and we won’t have any record that it ever

happened.

This doesn’t seem like the Kubernetes way of doing things. The kubelet does a sim-
ilar job of helping containers run in Nodes, so let’s observe how the kubelet com-

municates with the Scheduler to know which Pods it has to run:

+ Question: Does the scheduler ping the kubelet each time it schedules a Pod

and then wait for an answer?
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« Answer: No, it writes the nodeName field on the PodSpec. In other words,
it writes a record of intent. No matter how many times the kubelet or the

scheduler crashes it doesn’t matter. The record of intent is there permanently.

Based on this observation, we will design a method of communication that is in-line

with the Kubernetes philosophy:

When the Controller wants to invoke a functionality in a sidecar, it should write a
record of intent in the Kubernetes API Objects (etcd). The sidecar will be watching

the Kubernetes API and respond accordingly.

We examine two approaches to represent the record of intent:

1. Labels: When the controller wants to communicate with a sidecar, it will write
a predefined label in the ClusterIP Service Object of the specific instance. For
example, to communicate that we want an instance to de- commission, we
could write the label ’cassandra.rook.io/decommission’. The sidecar will see
this and decommission the Cassandra instance. When it is done, it will change
the label value to a predefined value. Then the controller will know to delete

that instance.

Advantages

(a) Reuses the Kubernetes built-in mechanisms.
(b) Labels are query-able.

(c) Simple solution.
Disadvantages

(a) Doesn’t support nested fields.
(b) Labels don’t benefit from the strongly typed nature of Go.
(c) Method of communication must be documented very clearly, as it isn’t

obvious how it works.

2. Member CRD: Each member will have a corresponding Member Custom Re-
source, which presents the Cassandra member as a Kubernetes Object, with a

Spec and Status. Each sidecar will watch its Member Object and work to make
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sure that requirements specified in the Spec are met. The Controller will write
the Spec of each member to communicate the desired state, while the sidecar

will update the Status and try to reconcile the two.

Advantages

(a) More expressive and natural.
(b) Supports nested fields.

(c) Only our operator touches it, which means less chance of a user acci-
dentally changing an Object and affecting the Operator, compare to the

Labels solution which will write Labels on a Service Object.
Disadvantages

(a) Over-complicated solution to have for a few fields.
(b) Induces an extra burden on etcd because we store more Objects.

(c) More complicated to implement in code.

After considering the advantages and disadvantages of each approach, we decided
to start implementing the Cassandra Operator with the Labels approach, avoiding
the extra complexity of the Member CRD approach. If in the future it becomes clear
that the Member CRD approach is superior, the operator will be modified to follow
that approach.

3.7 Member Identity

Mapping Racks to StatefulSets allows us to leverage much of the existing functional-
ity of Kubernetes for running stateful workloads. This includes a stable storage and
network identity, meaning they persist across Pod restart or deletion. The persistent
network identity provided by StatefulSets is in the form of a DNS entry. For example,

the “member-1.default.svc” DNS entry will always point to the Pod "member-1”.

In Cassandra, a Member’s identity is a UUID, called Host-ID, that is generated when
the Member joins the Cluster. However, to replace a lost Member in a Cassandra

Cluster, you have to specify the Member’s IP. The problem is that IPs in Kubernetes
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are ephemeral and Cassandra doesn’t accept a hostname. In addition, getting the
Host-ID of a Member when it starts is prone to race-conditions. A Member can

register with the Cluster and fail before we get a chance to know its Host-ID.

In other words, we need each Member to have an identity that we can specify before-
hand, so in every case we can know which Member to replace. Doing bookkeeping
with Host-IDs is possible but complicated and prone to the race-condition we spec-
ified above. While that race-condition isn’t expected to be common, we believe it

will happen eventually for big clusters.

Instead, we explore the possibility of having static IP addresses for Members. This
would solve the problem of the Member identity, since each Member’s identity
would be its IP which we know beforehand. In addition, many Cassandra adminis-
trative commands work with IPs, it would be very convenient. With this in mind,

we explore the following solution:

Service Per Member: Normally, a Service is used to expose a static IP (ClusterIP)
that others can use to reach a set of Pods (eg Pods running web servers for a site).
So Services already have what we need, a static IP, they are just meant to be used

with multiple Pods.

What if we leveraged the static IP of a Service and created a ClusterIP Service per
Pod? That would provide each Member of the Cluster with a static IP and thus a static
identity that we know of beforehand. Each Service will select its corresponding Pod
using the label “statefulset.kubernetes.io/pod-name” that is set by the StatefulSet

Controller.

Before taking the decision, we contemplate the possible drawbacks of such an ap-

proach:

1. Exhausting Service IPs: Most clusters have a /12 IP block to utilize for giv-
ing out ClusterIPs, so IP space exhaustion isn’t something that is expected to

happen as a result of this approach.

2. Performance: A question that immediately comes to mind is how much over-
head do the extra Services incur. To answer this, we look at how the Service
functionality is implemented. According to the Kubernetes documentation

[7] the default implementation is using IP-Tables. This type of implementa-
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tion starts to suffer in the 1000s of Services. However, this high of a number
is not very common and another implementation using IPVS doesn’t suffer
from this scalability issue, so we can conclude that there isn’t any meaningful

performance overhead.

While Services were not meant to be used that way, after careful investigation we

decided that they are a good fit for our use case without any serious drawbacks.

3.8 Example Cluster CRD

After detailing the design for the Cassandra CRD, we can now write up an example

Cassandra Cluster Custom Resource, the Object that our users will interact with:

apiVersion: cassandra.rook.io/v1alphal
kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
repository: my-private-repo.io/cassandra
mode: cassandra
datacenter:
name: us-east-1
racks:
- name: us-east-1a
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:

storageClassName: my-storage-class
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resources:
requests:
storage: 200Gi
resources:
requests:
cpu: 8
memory: 32Gi
limits:
cpu: 8
memory: 32Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/region
operator: In
values:
- us-east-1
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- us-east-1a

The Object structure follows the pattern of Kubernetes as well as the guidelines set

by Rook. We briefly explain the various settings for a Cluster CRD:

Cluster Settings:

- version: The version of Cassandra to use. It is used as the image tag to pull.

« repository: Optional field. Specifies a custom image repo. If left unset, the

official docker hub repo is used.
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« mode: Optional field. Specifies if this is a Cassandra or Scylla cluster. If left

unset, it defaults to cassandra. Values: scylla, cassandra

In the Cassandra model, each cluster contains datacenters and each datacenter con-
tains racks. At the beginning, the operator will only support single datacenter se-

tups.

Datacenter Settings:

- name: Name of the datacenter. Usually, a datacenter corresponds to a region.

« racks: List of racks for the specific datacenter.

Rack Settings:

- name: Name of the rack. Usually, a rack corresponds to an availability zone.

- members: Number of Cassandra members for the specific rack. (In Cassan-
dra documentation, they are called nodes. We don’t call them nodes to avoid
confusion as a Cassandra Node corresponds to a Kubernetes Pod, not a Ku-

bernetes Node).

. storage: Defines the volumes to use for each Cassandra member. Currently,

only 1 volume is supported.
« resources: Defines the CPU and RAM resources for the Cassandra Pods.

« placement: Defines the placement of Cassandra Pods. Has the following sub-

fields:

- nodeAffinity: Pin the Members of the Rack to specific Nodes *

— podAffinity: Define rules to affect the scheduling of Members in the
Rack with respect to other Pods (eg run as many Members as possible

on the same Node).?

*https://kubernetes.io/docs/concepts/confiquration/assian-pod-node/
#affinity-and-anti-affinity

*https://kubernetes.io/docs/concepts/confiquration/assign-pod-node/
#affinity-and-anti-affinity
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— podAntiAffinity: Define rules to avoid the scheduling of Members in the
Rack with respect to other Pods (eg. don’t run more than 1 Member on

each Node) *

— tolerations: Define rules to allow scheduling on Nodes with taints. This
feature can be used along with taints to mark specific Nodes to only be

used for Cassandra.’.

3.9 Workflow of Individual Actions

After finalizing our general design principles and decision, we begin planning the
workflows and sequencing of events for individual actions, like Cluster creation,

scale up, scale down and monitoring.

3.9.1 Cluster Creation & Scale Up

First of all, we describe the sequence for creating and scaling up a Cassandra cluster.
The procedure of Cluster creation can be seen as starting from a Rack of 0 members

and then scaling up one-by-one the Rack to the number of Members requested.

With that thought in mind, we plan out the sequencing of events for the creation of

a Cassandra Cluster:

Explanation:

1. User creates a Cluster Custom Resource, requesting a Cassandra Cluster:

apiVersion: cassandra.rook.io/vlalphal
kind: Cluster
metadata:

name: rook-cassandra

namespace: rook-cassandra

*https://kubernetes.io/docs/concepts/confiquration/assign-pod-node/
#affinity-and-anti-affinity
*https://kubernetes.io/docs/concepts/confiquration/taint-and-toleration/
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Figure 3.2: Cluster Creation and Scale-Up Sequence Diagram

spec:
version: 3.11.1
mode: cassandra
datacenter:
name: us-east-1
racks:
- name: us-east-1a
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: my-storage-class
resources:

requests:
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storage: 200Gi
resources:
requests:
cpu: 8
memory: 32Gi
limits:
cpu: 8
memory: 32Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:

- us-east-1a

2. Controller is informed of a new Cluster CRD instance. For each (dc,rack) it

creates:

(a) i If a StatefulSet for the Rack doesn’t exist, create it with 0 replicas.

ii. If a StatefulSet for the Rack exists, check if the number of replicas
equals the number of desired Members. If it needs more Members,

increment the number of replicas in the StatefulSet Spec.

(b) ClusterIP Services that serve as static IPs for Pods, labeled accordingly

if they are seeds. Each Service is named after the Pod that uses it.

The Controller also creates a Headless Service for the Cluster that clients will

use to connect to Ready Members of the database.
3. Member (StatefulSet Pod) starts and runs an init container:

(a) Init container starts and copies our custom sidecar binary and other nec-

essary files (like plugins) to the shared volume /mnt/shared/, then exits.
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(b) The Cassandra container starts with our custom binary (sidecar) as its

entrypoint.

(c) Sidecar starts and edits config files with custom values applying to Ku-

bernetes.

(d) Sidecar starts the Cassandra process and its own control loop that watches

its ClusterIP Service.

With this design, we can scale up either by adding a new Rack or by adding Members

to an existing Rack.

We decided to run the sidecar in the same container as the Cassandra process, by in-
jecting the sidecar binary via an init container. This approach provides the following

advantages:

1. Sidecar has direct access to the filesystem of the Cassandra Member, in order

to edit config files in-place.

2. Separate containers means users need to define cpu and ram requests for the
sidecar. This fragments the resources of a Node and provides a bad UX (ie if a
Node has 16 cores, you want to give 16 to Cassandra, not 15.9 to Cassandra and
0.1 to the Sidecar). It also doesn’t integrate well with the CPU Manager feature

¢ for cpu affinity, that users may want to use for increased performance.

3.9.2 Scale Down

Scaling down a Cassandra Cluster is a two part procedure:

1. Issue a decommission command on the instance that will shut down. Once the
instance receives this command, it will stream its data to the other instances
and then shut down permanently. This process can be very lengthy, especially

for large datasets.

2. Once the instance has decommissioned, the StatefulSet can be safely scaled

down. The PVC of the deleted Pod will remain (default behaviour of State-

‘Kubernetes CPU Manager for core pinning https://kubernetes.io/blog/2018/07/24/
feature-highlight-cpu-manager/
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fulSet), so we need to clean it up or it may cause problems in the future (if the

StatefulSet scales up again, the new Pod will get bound to the old PVC).

We remind that, in Cassandra operator, each Pod has a corresponding ClusterIP Ser-
vice, that serves as a static IP and thus its identity. We also use labels on those objects
to communicate intent in our operator. For example, the “cassandra.rook.io/seed”
label communicates that the instance is a seed. For database management and op-
erations, Cassandra uses a Java RPC Interface (JMX). Since Go can’t talk to JMX, we
use an HTTP<->JMX bridge, Jolokia. This way, we can operate Cassandra though
HTTP calls.

With that in mind, the algorithm we use for scaling down a Cassandra Rack is:

1. Operator: Detect requested scale down (Rack[i].Spec.Members < RackSta-

tus.Members).

2. Operator: Add label cassandra.rook.io/decommissioned to the ClusterIP Ser-
vice of the last pod of the StatefulSet. This serves as the record of intent to

decommission that instance.

3. Sidecar: Detect the cassandra.rook.io/decommissioned label on the ClusterIP

Service Object.
4. Sidecar: Run nodetool decommission on the Member.
5. Sidecar: Confirm that decommission has completed on the Member.
6. Sidecar: Update label to "cassandra.rook.io/decommissioned”:”true”.
7. Operator: Detect label change and scale down the StatefulSet.

8. Operator: Delete PVC of the now-deleted Pod.

The following sequence diagram visualizes the aforementioned process:

3.9.3 Monitoring

Cassandra provides monitoring metrics through the JMX RPC interface. However,
we want to use a modern monitoring solution, Prometheus, which is the standard

way of monitoring applications on Kubernetes.
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Figure 3.3: Cluster Scale Down Sequence Diagram, as seen in subsection 3.9.2

To expose Cassandra metrics in a Prometheus friendly way, we investigate open

source solutions. We consider the following solutions:

1. cassandra-exporter by Instaclustr: Provides superior performance compared
to other solutions. It is an early project, but is backed by the main company
behind Apache Cassandra development. Can run as a javaagent or standalone

(with decreased performance).

2. cassandra-exporter by criteo: A fork of jmx-exporter, focused on Cassandra
metrics with advanced features like caching of expensive metrics. It is used in
production by criteo and comes with its own Grafana dashboard. It is meant

to be run as a standalone process, which leads to a decreased performance.

3. jmx-exporter: The oldest and most mature software. It has a broader scope
and isn’t limited only to Cassandra. Because of this, it may be harder to inte-

grate. Can be run as a javaagent or standalone.
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After careful consideration, we decided to go with cassandra-exporter, to take ad-
vantage of its superior performance and the fact that it is backed by a company with
extensive knowledge of Apache Cassandra, that also uses it in its own Kubernetes

Operator.

3.9.4 Anti-Entropy Repairs

Cassandra is designed to remain available if one of it’s nodes is down or unreachable.
However, when a node is down or unreachable, it needs to eventually discover the
writes it missed. These inconsistencies are fixed with the repair process. Repair syn-
chronizes the data between nodes by comparing their respective datasets for their
common token ranges, and streaming the differences for any out of sync sections

between the nodes. It compares the data with merkle trees, which are a hierarchy

of hashes. [8]

Orchestrating repairs in a Cassandra Cluster is not a simple task. One cannot sim-
ply repair all data at once, because the increased load can bring the Cluster down.
Fortunately, there is a good open-source solution that we can aim to integrate with

our Kubernetes Operator, which can take care of repairs.

Cassandra Reaper: [9] is a centralized, stateful tool for running Apache Cassandra
repairs against single or multi-site clusters. It was originally developed by Spotify ’
and is now maintained by The Last Pickle * , a company doing consulting for Apache

Cassandra.

3.9.5 Local Disks

For the most part of its history, Kubernetes has focused on using Network Attached
Storage solutions that provide replication and fault-tolerance of the Persistent Vol-

umes. This fault-tolerance however, comes with a reduction in performance.

On the other hand, we have the solution of using fast, local disks with much better

performance and cost. These local disks are ephemeral and not replicated.

"Spotify Company https://www.spotify.com/
#The Last Pickle Company http://thelastpickle.com/
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Cassandra handles replication in the application level. Because of this, it is unneces-
sary to use slower and more expensive Network Attached Storage. Instead, we will

try to use Local Storage with Kubernetes.

Local Storage can fail in the three following ways:

« Disk Malfunctions: using the disk gives block errors, performance is de-

creased but the Pods can still run.

« Disk Fails: Mount point of the volume / block device disappears. The Pod

cannot start.

« Node with Local Disk Fails: The Pod cannot start.

We will tackle the third case, which is the most common case in the cloud, where

VM migrations, upgrades and other things often cause data loss in local disks.

Let’s see how a Node Failure would play out. Assume a Kubernetes environment
with a Cassandra Cluster of 3 Members using local disks, each Member on a different

Node. Node of member-1 fails, bringing the local disk down with it.

Administrator:

« Knows that the Node is failed and deletes the corresponding Node Object from

Kubernetes.

Cassandra Operator:

« Detects that a Member’s PersistentVolume has NodeAffinity for a Node that

does not exist.

« Deletes the Member’s PVC and recreates it, in order to give that Member a

new empty disk.

« The member-1 Pod starts again.

The Cassandra Sidecar:

« Contacts another Member and finds out that member-1 is bootstrapped.
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« Starts Cassandra with the JVM option -Dcassandra.replace_address_first_boot=<dead_-

node_ip>.

« Cassandra detects that bootstrap data is missing, assumes the failed member-

1’s tokens and streams its data back from other Members.

Local Disks

? Kubernetes API rook-controller § Cassandra Instance (member-1) Sidecar (member-1) Other Members
N
member 1 mnmng

Node with member-1 disk fails

delete failed Node

Member not Ready, check PVs

Found Mambar PV it Nodeafity for
Node that does not exist.

delete member-1 PVC

recreate member-1 PVC

member-1 PVC binds to a new PV|

l member-1 Pod starts
nodetool status: Get Cluster membership information

| member-1is bootstrapped Bl

I
|;ran with MV option ‘eass.sndra,yeuace,admss,ﬂrsgbeaﬁ

start Cassandra process

Detect bootstrap infomation is missing.|
Assume tokens of falled member-1.
stream data for member-1 tokens

Kubernetes API Cassandra Instance (member-1) Sidecar (member-1) Other Members
www.websequencediagrams.com

Figure 3.4: Disk Loss Sequence Diagram

Using this design, we can enable the use of local storage in many cloud environ-

ments.
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Implementation

In this chapter, we give a detailed description of the development process for the
Cassandra Operator, using the proposed best practices for developing Kubernetes
Operators. We analyse the obstacles encountered while trying to put our design
decisions into practice and the steps we took in order to overcome them. We describe
methods and tools used to test and confirm the correct functionality of the Cassandra
Operator. Finally, we discuss code refactorings used when developing the official

Scylla Operator, a Kubernetes Operator for managing ScyllaDB.

4.1 Software Stack

4.1.1 Programming Language

One of the first decisions we had to make before we could start developing the Cas-
sandra Operator, was to select a programming language to write it in. Theoretically,
a Kubernetes Operator can be written in any language, as the only thing needed is a
Kubernetes client to communicate with the Kubernetes API. Practically, the vast ma-
jority of open source Operators, as well as Kubernetes-related projects, are written

in Go. [10]

Go is an open source, strongly typed programming language that focuses on concur-
rency. It features a syntax that is similar to C and boasts similar performance. All in

all, Go is a popular language with no serious drawbacks for the specific application.

Choosing Go as our programming language provides the following advantages:
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1. Many Operators and Kubernetes-related projects, that we could use to learn
about developing software for Kubernetes, are written in Go. Kubernetes itself

is written in Go.
2. Better libraries and frameworks for writing Kubernetes Operators.
3. A vibrant community and large growth over the last years.

4. Excellent documentation and good standard libraries.

As we saw, Go provides many advantages is overall a good fit for writing a Kuber-
netes Operator. Choosing a different language would not provide any clear advan-
tages but would lack the support that Go enjoys from the Kubernetes community.
Considering this, we make the decision to use Go for developing the Cassandra Op-

erator.

4.1.2 Libraries and Frameworks

After choosing Go as our programming language, we look at libraries and frame-
works that will help us develop a Kubernetes Operator. To explore such tools, we
look at the source code of existing Kubernetes Operators. Navigator by Jetstack,
[11] MySQL Operator by Oracle [12] and sample-controller in the official Kuber-
netes GitHub account [13] all use the client-go library [14] for communicating with
the Kubernetes API. The client-go library includes several performance enhance-
ments to the basic client library, mainly client-side caching of Kubernetes Objects.

We will go into more details about the internals of client-go later in this chapter.

While searching for the existence of frameworks for writing Kubernetes Operators,
we quickly realized that there were few solutions. At the time we started developing
the Cassandra Operator, an up-and-coming Operator framework was operator-sdk
by Red Hat. It was a promising project with a big company behind it, but it lacked
maturity, adoption and breaking changes to the API happened very often. Because
of this, it was decided that the operator-sdk was not a good fit for our development
needs. In hindsight, it was a good decision as the operator-sdk underwent major

refactors that would require us to constantly struggle in order to keep up.
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Finally, we came upon the Rook project, which claimed to offer a framework for
integrating storage providers with Kubernetes. Seeing that Rook is a very successful
project and its contributors have a lot of experience working with stateful systems
on Kubernetes, it immediately picked our interest. We explored its codebase and the

integration of CockroachDB [15] to examine the benefits Rook had to offer.

After careful consideration, we decided to leverage the Rook framework, because of

the following advantages:

« A set of common guidelines for CRDs to follow, in order to ensure uniformity

across Operators of different storage providers.
+ A complete and comprehensive testing framework, integrated with Jenkins.

+ A nice build system, without external dependencies and based on make, en-

ables the developer to quickly get started building an Operator.
« A vibrant community that will test and use Cassandra Operator.

« Our work will be peer reviewed by industry experts with experience on inte-

grating storage systems with Kubernetes.
Summing up the above sections, our technology stack is comprised of:

1. Go as the programming language.
2. client-go as the Kubernetes API client library.

3. Rook as the framework to write our Operator in.

4.2 Implementation Architecture

Having selected our software stack, it is now time to plan the code architecture
of our implementation. To get an idea of the best practices for writing a custom
Controller, we look to the sample-controller [13] repository, which includes simple

custom Controller using the best practices.
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First, we need to explore the mechanisms that client-go offers and how we will lever-
age them in a custom Controller. The following is a pictorial representation of the

client-go components and how they are used by a custom Controller.

client-go
1) List & Watch
2) Add Object
Kubernetes server-side
Delta Fifo
queue
3) Pop Object
€ /) Add Object
Res Event Handlers
reference //’
//% 6) Dispaich Event Handler functions
(Send Object toiCustom Controller)
Indexer 74—
e el
Event
Handlers 9) Get Object for Key
A 8) GetKey | process Handle
Item Object
7) Enqueue
Object Workqueue
Key

Custom
Controller

Figure 4.1: client-go components, image from sample-controller repository

4.2.1 client-go Components

+ Reflector: The Reflector talks to the Kubernetes APIL It initially lists every
Object for a particular resource (eg Pods) and then watches for changes to
Objects of that kind. It reflects changes to a Store, which in our case is the
DeltaFIFO queue. The DeltaFifo queue stores Deltas, which are structs con-
taining the new Object and the type of change that happened (Added, Updated
or Deleted). !

+ Informer: The Informer pops items from the DeltaFIFO queue and saves it
for later retrieval. It usually uses an Indexer, for high performance retrieval.
Most importantly, the Informer provides hooks called EventHandlers where a
developer can run a custom function every time an Object is Added, Updated

or Deleted.

*https://github.com/kubernetes/client-go/blob/5b8ea8e61cb840f5c6f6baacd67ae93fe30a3027/
tools/cache/delta fifo.go#L596-L615



https://github.com/kubernetes/client-go/blob/5b8ea8e61cb840f5c6f6baacd67ae93fe30a3027/tools/cache/delta_fifo.go#L596-L615
https://github.com/kubernetes/client-go/blob/5b8ea8e61cb840f5c6f6baacd67ae93fe30a3027/tools/cache/delta_fifo.go#L596-L615
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« Indexer: The Indexer provides indexing functionality over the Objects of a
Store. A typical indexing use-case is to create an index based on object labels.
Indexer can maintain indexes based on several indexing functions. Indexer
uses a thread-safe data store to store objects and their keys. A default func-
tion of Indexer is MetaNamespaceKeyFunc, which generates an object’s key

as “<namespace>/<name>".

4.2.2 Idiomatic Controller Components

From the many details of the client-go components, we focus on two main points.

Using client-go informers, we can:

1. Register our own functions to run whenever an Object resource we watch is

changed (Added, Updated, Deleted).

2. Read Objects from a local Store efficiently using Indexers, which prevents ex-

pensive network traffic.

With these building blocks, we go on to describe the architecture of a sample con-

troller:

« Resource Event Handlers: These are the callback functions that Informer
provides. The idiomatic pattern is to read the changed Object’s MetaNames-
paceKey, formed as "<namespace>/<name>", and enqueue that key in a Workqueue

for further processing.

« Workqueue: This is a queue we create in our controller code, in order to de-
couple delivery of an object from its processing. As mentioned, resource event
handler functions are written to extract the delivered object’s key and add that

to the work queue.

« Process Item: This is the function that pops items from the Workqueue and
process them. Remember that the item we extract from the Workqueue is
simply a key ("<namespace>/<name>"). After extracting it, we can retrieve

the actual Object from the Store using an Indexer.
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4.2.3 Summary of the Workflow

Having seen all components in detail, let’s sum up the workflow our code is going

to follow:

1. Create an Informer for each Object kind of interest and a Workqueue.

2. Setup the Cassandra Cluster Informer’s Resource Event Handler callback funcs

to extract the Object key (*<namespace>/<name>") and push it in the Workqueue.

3. A sync function will pop items from the Workqueue, get the Cassandra Cluster
Object, that has changed, through the Indexer and proceed with our custom

process logic.

4.3 Cluster Controller Scaffolding

4.3.1 Cluster Object Definition

In the previous section, we laid out a plan for the general workflow of our controller.
Based on that and on the code of sample-controller, we create the scaffolding for our

controller, the general structure without our custom processing code.

First of all, we have to define the struct that will hold our Cassandra Cluster Objects,

as we described it earlier in the Design chapter.

package vialphail

import (
rook "github.com/rook/rook/pkg/apis/rook.io/vialpha2"
corevl "k8s.io/api/core/v1"

metavl "k8s.io/apimachinery/pkg/apis/meta/v1"

const (
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APIVersion = CustomResourceGroup + "/" + Version

//

—

// IMPORTANT FOR CODE GENERATION

khkkkhkhkkhkhkhkhkhhhhkhkhkhkhhhkhkhkhkhhhhkhkhkhhkhhkhkhkhhhhkhkhkhhhhkhkhkhkhhhkhkhkhkhhhkhkhkhkhkkkhkhkhkhkkxk*

// If the types in this file are updated, you will need to run

// ‘“make codegen' to generate the new types under the client/clientset
- folder.

//

< hhkhhkhhhhhhkhkhhhhhkhkhhhhhkhrhhhhhdhrhkhhhhhrkhhhhhkhkhhhhhhhkhhhhhkhkhhhhhdhkhkrrkkhdhrkrrrsd*®

// Kubernetes API Conventions:

//

< https://github.com/kubernetes/community/blob/af5c40530f50c3b36c13438187b311102093e
// Applicable Here:

// * Optional fields use a pointer to correctly handle empty values.

// +genclient
// +genclient:noStatus
// +k8s:deepcopy-gen:interfaces=k8s.1io/apimachinery/pkg/runtime.0Object

type Cluster struct {
metavl.TypeMeta  “json:",inline"’
metavl.ObjectMeta “json:'"metadata"®
Spec ClusterSpec  “json:"spec"’

Status ClusterStatus “json:"status"®

// +k8s:deepcopy-gen:interfaces=k8s.1io/apimachinery/pkg/runtime.0Object

type ClusterList struct {

metavl.TypeMeta "json:",inline"’
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metavl.ListMeta " json:"metadata"’

Items []Cluster “json:"items""

// ClusterSpec is the desired state for a Cassandra Cluster.
type ClusterSpec struct {

// Version of Cassandra to use.

Version string "json:"version"®

// Repository to pull the image from.

Repository *string "json:"repository,omitempty""

// Mode selects an operating mode.

Mode ClusterMode "json:"mode,omitempty""

// Datacenter that will make up this cluster.

Datacenter DatacenterSpec "json:"datacenter"®

// User-provided image for the sidecar that replaces default.

SidecarImage *ImageSpec " json:'"sidecarImage,omitempty"’

type ClusterMode string

const (
ClusterModeCassandra ClusterMode = "cassandra"
ClusterModeScylla ClusterMode = "scylla"

// DatacenterSpec is the desired state for a Cassandra Datacenter.
type DatacenterSpec struct {

// Name of the Cassandra Datacenter. Used in the

< cassandra-rackdc.properties file.

Name string " json:"name"®

// Racks of the specific Datacenter.

Racks []RackSpec “json:"racks"®
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// RackSpec is the desired state for a Cassandra Rack.
type RackSpec struct {
// Name of the Cassandra Rack. Used in the
— cassandra-rackdc.properties file.
Name string "json:'"name"®
// Members is the number of Cassandra instances in this rack.
Members int32 “json:"members"®
// User-provided ConfigMap applied to the specific statefulset.
ConfigMapName *string " json:"configMapName,omitempty"’
// Storage describes the underlying storage that Cassandra will
< consume.
Storage rook.StorageScopeSpec "json:'"storage"’
// Placement describes restrictions for the nodes Cassandra is
— scheduled on.
Placement *rook.Placement "json:"placement,omitempty"’
// Resources the Cassandra Pods will use.

Resources corevl.ResourceRequirements " json:"resources"’

// ImageSpec is the desired state for a container image.
type ImageSpec struct {

// Version of the image.

Version string “json:"version"®

// Repository to pull the image from.

Repository string "json:"repository"’

// ClusterStatus is the status of a Cassandra Cluster
type ClusterStatus struct {

Racks map[string]*RackStatus "json:"racks,omitempty""
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// RackStatus is the status of a Cassandra Rack
type RackStatus struct {
// Members is the current number of members requested in the
< Specific Rack
Members int32 “json:"members"®
// ReadyMembers is the number of ready members in the specific Rack

ReadyMembers int32 “json:"readyMembers"®

This code must be put inside the "pkg/apis/cassandra.rook.io/v1alphal/types.go” file.
The “pkg/apis/cassandra.rook.io” and “pkg/apis/cassandra.rook.io/vlalphal” pack-
ages contain some boilerplate files that are standard and won’t be included here for

brevity.

As we can see, the fields of the structs contain json tags, which specify the name of
the field when they get unmarshalled to json text. In addition, there are some special
comments like ”// +k8s:deepcopy-gen:interfaces=k8s.io/apimachinery/pkg/runtime.Object”
and ”// +genClient”. These comments are commands for a code-generator [16] that

will parse our struct and generate a client and an informer for our custom Objects.

4.3.2 Entrypoint Command

After specifying our custom Object’s structure, we need to create Informers for the
Object kinds we are going to keep watch and keep local caches for. We use the
factory methods, provided by client-go, to create SharedInformers, that is Informers

that can share their cache with multiple controllers.

import (
"github.com/rook/rook/cmd/rook/rook"
rookinformers
« "gilthub.com/rook/rook/pkg/client/informers/externalversions"
kubeinformers "k8s.io/client-go/informers"

"github.com/rook/rook/pkg/util/flags"
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"github.com/spf13/cobra"

const resyncPeriod = time.Second * 30

var operatorCmd = &cobra.Command{
Use: "operator",
Short: "Runs the cassandra operator to deploy and manage cassandra
< 1in Kubernetes",
Long: ‘Runs the cassandra operator to deploy and manage cassandra
— in kubernetes clusters.

https://github.com/rook/rook",
}

func init() {
flags.SetFlagsFromEnv(operatorCmd.Flags(), rook.RookEnvVarPrefix)

operatorCmd.RunE = startOperator

func startOperator(cmd *cobra.Command, args []string) error {

kubeClient, _, rookClient, err := rook.GetClientset()
if err != nil {
rook.TerminateFatal(fmt.Errorf("failed to get k8s clients.

-  %+v\n", err))

kubeInformerFactory :=
— kubeinformers.NewSharedInformerFactory(kubeClient,

< resyncPeriod)



136 CHAPTER 4. IMPLEMENTATION

rookInformerFactory :=
— rookinformers.NewSharedInformerFactory(rookClient,

< resyncPeriod)

Every operator in Rook is essentially a CLI application, made with a CLI library
called cobra. This is what the “var operatorCmd” and "init()” func are for. Rook is
compiled into a single binary which includes all operators, available with different
subcommands. [17] Our custom Controller is executed by running "rook cassandra

operator’.

The kubelnformerFactory creates Informers for the Object kinds included with Ku-
bernetes. The rookInformerFactory creates Informers for the custom Object kinds
(CRDs) introduced by rook. The rookinformers package ("pkg/client/informers/ex-

ternalversions”) is actually generated by the code-generator we mentioned.

Now that we have created the Informer factories, we can initiate our custom Con-

troller and pass it the Informers it needs.

c := controller.New(
rookImage,
kubeClient,
rookClient,
rookInformerFactory.Cassandra().Vialphai().Clusters(),
kubeInformerFactory.Apps().V1().StatefulSets(),
kubeInformerFactory.Core().V1().Services(),
kubeInformerFactory.Core().V1i().Pods(),
kubeInformerFactory.Core().V1().ServiceAccounts(),
kubeInformerFactory.Rbac().V1().Roles(),
kubeInformerFactory.Rbac().V1().RoleBindings(),

// Create a channel to receive 0S signals

stopCh := server.SetupSignalHandler()



4.3. CLUSTER CONTROLLER SCAFFOLDING 137

// Start the informer factories
go kubeInformerFactory.Start(stopCh)
go rookInformerFactory.Start(stopCh)

// Start the controller

if err = c.Run(1, stopCh); err != nil {

logger.Fatalf("Error running controller: %s", err.Error())

return nil

We create a new instance of the ClusterController struct, start the Informer factories
in new goroutines and finally start running the controller. All of this code is included

in the "cmd/rook/cassandra/operator.go” file.

4.3.3 Reconciliation Loop

In the previous section, we wrote the code for registering our “rook cassandra op-
erator” command and creating the necessary Informers. Now we start building the
controller. The package we will use is "pkg/operator/cassandra/controller” and the
file containing the basic scaffolding for the controller is "pkg/operator/cassandra/-

controller/controller.go”.

Let’s take a look at the controller.New function we saw earlier:

// ClusterController encapsulates all the tools the controller needs
// 1n order to talk to the Kubernetes API

type ClusterController struct {

rookImage string
kubeClient kubernetes.Interface
rookClient rookClientset.Interface

clusterLister listersvialphail.ClusterLister
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clusterListerSynced cache.InformerSynced
statefulSetLister appslisters.StatefulSetLister

statefulSetListerSynced cache.InformerSynced

servicelister corelisters.ServicelLister
servicelisterSynced cache.InformerSynced
podLister corelisters.PodlLister
podListerSynced cache.InformerSynced

// queue is a rate limited work queue. This is used to queue work
— to be

// processed instead of performing it as soon as a change happens.
— This

// means we can ensure we only process a fixed amount of resources
-~ at a

// time, and makes it easy to ensure we are never processing the
< same 1item

// simultaneously in two different workers.

queue workqueue.RateLimitingInterface

// recorder is an event recorder for recording Event resources to
— the Kubernetes API

recorder record.EventRecorder

// New returns a new ClusterController

func New(
rookImage string,
kubeClient kubernetes.Interface,
rookClient rookClientset.Interface,
clusterInformer informersvialphal.ClusterInformer,
statefulSetInformer appsinformers.StatefulSetInformer,
serviceInformer coreinformers.ServiceInformer,
podInformer coreinformers.PodInformer,

serviceAccountInformer coreinformers.ServiceAccountInformer,
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roleInformer rbacinformers.RoleInformer,
roleBindingInformer rbacinformers.RoleBindingInformer,

) *ClusterController {

// Add sample-controller types to the default Kubernetes Scheme so
— Events can be

// logged for sample-controller types.
rookScheme.AddToScheme(scheme.Scheme)

// Create event broadcaster

logger.Infof("creating event broadcaster...")

eventBroadcaster := record.NewBroadcaster()
eventBroadcaster.StartLogging(logger.Infof)
eventBroadcaster.StartRecordingToSink(&typedcorevl.EventSinkImpl{Interface:
< kubeClient.CoreVi().Events("")})

recorder := eventBroadcaster.NewRecorder(scheme.Scheme,

— corevl.EventSource{Component: controllerName})

cc := &ClusterController{
rookImage: rookImage,
kubeClient: kubeClient,

rookClient: rookClient,

clusterLister: clusterInformer.Lister(),
clusterListerSynced: clusterInformer.Informer().HasSynced,
statefulSetLister: statefulSetInformer.Lister(),

statefulSetListerSynced:

< statefulSetInformer.Informer().HasSynced,

podLister: podInformer.Lister(),
podListerSynced: podInformer.Informer().HasSynced,
servicelister: serviceInformer.Lister(),

servicelisterSynced: serviceInformer.Informer().HasSynced,
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queue:
- workqueue.NewNamedRateLimitingQueue(workqueue.DefaultControllerRateLimiter(),
— clusterQueueName),

recorder: recorder,

// Add event handling functions

clusterInformer.Informer().AddEventHandler(cache.ResourceEventHandlerFuncs{
AddFunc: func(obj interface{}) {
newCluster := obj.(*cassandravialphal.Cluster)

cc.enqueueCluster(newCluster)

s

UpdateFunc: func(old, new interface{}) {
newCluster := new.(*cassandravlalphal.Cluster)
oldCluster := old.(*cassandravialphal.Cluster)

// If the Spec is the same as the one in our cache, there
- aren't
// any changes we are interested 1in.
if reflect.DeepEqual(newCluster.Spec, oldCluster.Spec) {
return

}
cc.enqueueCluster(newCluster)

s

DeleteFunc: func(obj interface{}) {
// TODO: handle deletion

s

1)

statefulSetInformer.Informer().AddEventHandler(cache.ResourceEventHandlerFuncs{
AddFunc: cc.handleObject,
UpdateFunc: func(old, new interface{}) {
newStatefulSet := new.(*appsvl.StatefulSet)
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oldStatefulSet := old.(*appsvil.StatefulSet)
// If the StatefulSet is the same as the one in our cache,
< there
// 1s no use adding it again.
if newStatefulSet.ResourceVersion ==
< oldStatefulSet.ResourceVersion {
return
}
// If ObservedGeneration != Generation, it means that the
— StatefulSet controller
// has not yet processed the current StatefulSet object.
// That means its Status is stale and we don't want to
< queue 1it.
if newStatefulSet.Status.ObservedGeneration !=

< newStatefulSet.Generation {

return
}
cc.handleObject(new)
3
DeleteFunc: cc.handleObject,

)

serviceInformer.Informer().AddEventHandler (cache.ResourceEventHandlerFuncs{
AddFunc: func(obj interface{}) {
service := obj.(*corevil.Service)
if service.Spec.ClusterIP == corevil.ClusterIPNone {
return

}
cc.handleObject(obj)

s
UpdateFunc: func(old, new interface{}) {
newService := new.(*corevl.Service)

oldService := old.(*corevl.Service)
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if oldService.ResourceVersion == newService.ResourceVersion
- {
return

cc.handleObject(new)

s
DeleteFunc: func(obj interface{}) {
// TODO: investigate if further action needs to be taken

3
)

return cc

The controller.New function returns a pointer to a ClusterController struct. First, a
new ClusterController struct is created and it is filled with the Informers passed to
the New function. Afterwards, we setup the Event Handler callback functions for

the ClusterInformer, StatefulSetInformer and ServiceInformer.

Cassandra Clusters are enqueued in the workqueue by calling cc.enqueueCluster:

// enqueueCluster takes a Cluster resource and converts it into a
< namespace/name
// string which is then put onto the work queue. This method should not
- be
// passed resources of any type other than Cluster.
func (cc *ClusterController) enqueueCluster(obj
< *cassandravilalphal.Cluster) {
var key string
var err error
if key, err = cache.MetaNamespaceKeyFunc(obj); err != nil {
runtime.HandleError(err)

return
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}
cc.queue.AddRateLimited(key)

We can clearly see the pattern we talked about earlier. Our Event Handler functions
are being called by the ClusterInformer and are placing the Object’s key ("<names-

pace>/<name>") in a workqueue.

For the StatefulSetInformer and ServiceInformer, we also want to sync a Cassandra
Cluster when one of its created StatefulSets of Services changes. But how do we
know which Cluster the Service or StatefulSet belongs to ? We simply look at the
OwnerReferences field in the Object’s metadata. We set this field when we create
Objects for a Cluster and then we can use them to find out which Cluster the Object
belongs to.

This is what the cc.handleObject function does. It takes an Object and checks if
it belongs to a Cassandra Cluster. If it does, then it enqueues the corresponding

Cluster Object key, using :

// handleObject will take any resource implementing metavil.0Object and
— attempt
// to find the Cluster resource that 'owns' it. It does this by looking
— at the
// objects metadata.ownerReferences field for an appropriate
< OwnerReference.
// It then enqueues that Cluster resource to be processed. If the
— object does not
// have an appropriate OwnerReference, it will simply be skipped.
func (cc *ClusterController) handleObject(obj interface{}) {

var object metavil.Object

var ok bool

if object, ok = obj.(metavl.Object); !ok {

tombstone, ok := obj.(cache.DeletedFinalStateUnknown)

if lok {
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runtime.HandleError(fmt.Errorf("error decoding object,

< 1invalid type"))

return
}
object, ok = tombstone.Obj.(metavl.Object)
if lok {
runtime.HandleError(fmt.Errorf("error decoding object
< tombstone, invalid type"))
return
}

logger.Infof("Recovered deleted object '%s' from tombstone",
— object.GetName())

}

logger.Infof("Processing object: %s", object.GetName())

if ownerRef := metavil.GetControllerOf(object); ownerRef != nil {
// If the object is not a Cluster or doesn't belong to our
— APIVersion, skip 1it.
if ownerRef.Kind != "Cluster" || ownerRef.APIVersion !=
—, cassandravlalphal.APIVersion {

return

cluster, err :=
< cc.clusterLister.Clusters(object.GetNamespace()).Get(ownerRef.Name)
if err != nil {

logger.Infof("ignoring orphaned object '%s' of cluster

< '%s'", object.GetSelfLink(), ownerRef.Name)

return

cc.enqueueCluster(cluster)

return
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We have completed the first two steps of the Cluster Controller workflow. Informers
watch Objects and call our Event Handler functions when a change happens. Event
Handler functions then enqueue the associated Cluster Object in the workqueue.
Now, we move to the processing function, which will pop items from the workqueue

and process them.

This whole procedure is started with the Run function of the ClusterController:

// Run starts the ClusterController process loop
func (cc *ClusterController) Run(threadiness int, stopCh <-chan
« struct{}) error {

defer runtime.HandleCrash()

defer cc.queue.ShutDown()

// Start the informer factories to begin populating the
— informer caches

logger.Info("starting cassandra controller")

// Wait for the caches to be synced before starting workers
logger.Info("waiting for informers caches to sync...")
if ok := cache.WaitForCacheSync(
stopCh,
cc.clusterListerSynced,
cc.statefulSetListerSynced,
cc.podListerSynced,
cc.servicelisterSynced,
); tok {

return fmt.Errorf("failed to wait for caches to sync")

logger.Info("starting workers")
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for 1 := 0; 1 < threadiness; i++ {

go wait.Until(cc.runWorker, time.Second, stopCh)

logger.Info("started workers")
<-stopCh

logger.Info("Shutting down cassandra controller workers")

return nil

func (cc *ClusterController) runWorker() {

for cc.processNextWorkItem() {

}

func (cc *ClusterController) processNextWorkItem() bool {

obj, shutdown := cc.queue.Get()

if shutdown {

return false

err := func(obj interface{}) error {

defer cc.queue.Done(obj)

key, ok := obj.(string)

if lok {
cc.queue.Forget(obj)
runtime.HandleError(fmt.Errorf("expected string in queue
< but got %#v", obj))

}

if err := cc.syncHandler(key); err != nil {

cc.queue.AddRateLimited(key)
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return fmt.Errorf("error syncing '%s', requeueing: %s",
< key, err.Error())

}

cc.queue.Forget(obj)

logger.Infof("Successfully synced '%s'", key)

return nil

}(ob3)
if err != nil {

runtime.HandleError(err)

return true

return true
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// syncHandler compares the actual state with the desired, and attempts

—

// converge the two. It then updates the Status block of the Cluster

to

// resource with the current status of the resource.

func (cc *ClusterController) syncHandler(key string) error {

// Convert the namespace/name string into a distinct namespace and

— name.
namespace, name, err := cache.SplitMetaNamespaceKey(key)
if err != nil {

runtime.HandleError(fmt.Errorf("invalid resource key: %s",

~ key))

return nil

// Get the Cluster resource with this namespace/name

cluster, err := cc.clusterLister.Clusters(namespace).Get(name)
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if err !'= nil {

// The Cluster resource may no longer exist, in which case we

< Stop processing.

if apilerrors.IsNotFound(err) {
runtime.HandleError(fmt.Errorf("cluster '%s' in work queue
< no longer exists", key))
return nil

}

return fmt.Errorf("Unexpected error while getting cluster

- object: %s", err)

logger.Infof("handling cluster object: %+v", spew.Sdump(cluster))
// Deepcopy here to ensure nobody messes with the cache.

old, new := cluster, cluster.DeepCopy()

// If sync was successful and Status has changed, update the

— Cluster.

if err = cc.Sync(new); err == nil && !reflect.DeepEqual(old.Status,
— new.Status) {

err = util.PatchClusterStatus(new, cc.rookClient)

return err

The Run method waits for the Informers’ caches to sync for the first time and then

starts the workers which will pop items from the workqueue and process them.

Each worker then enters an infinite loop processing items with the syncHandler
function. Inside syncHandler, the Cluster Object is retrieved (cluster, err :=
cc.clusterLister.Clusters(namespace).Get(name)) and the Sync function is called,
which contains the logic of our Controller. After that, we check if the Cluster Status

changed during the sync. If it has, we update the Cluster Object in the API Server.
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This concludes the basic scaffolding of the Cluster Controller, based on the sample-

controller [13] repository.

4.4 Build

Having our basic scaffolding ready, we can proceed to define the image for our Op-

erator. The image is defined by the following Dockerfile:

FROM alpine:3.8

ARG ARCH
ARG TINI_VERSION

ADD rook /fusr/local/bin/

# Add files for the sidecar
RUN mkdir -p /sidecar

RUN mkdir -p /sidecar/plugins

ADD rook /sidecar/

# Jolokia plugin for JMX<->HTTP

ADD

< "http://search.maven.org/remotecontent?filepath=org/jolokia/jolokia-jvm/1.6.0/jolol

< [sidecar/plugins/jolokia. jar

# Run tini as PID 1 and avoid signal handling issues

ADD

< https://github.com/krallin/tini/releases/download/${TINI_VERSION}/tini-static-S${AR
« [sidecar/tini

RUN chmod +x /sidecar/tini && chmod +x /usr/local/bin/rook

ENTRYPOINT ["/sidecar/tini", "--", "/usr/local/bin/rook"]
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CMD [ nn ]

The image includes the statically compiled rook binary, the jolokia javaagent for the

sidecar and tini ?, a minimal init to avoid running our process as PID 1.

The same image is used for both the Cluster Controller and the Sidecar, albeit with
different arguments. The Cluster Controller is started with "rook cassandra opera-

tor” while the Sidecar is started with “rook cassandra sidecar”.

The image for the Cassandra Operator can be built using make images="cassandra"

build

4.5 Deployment

Having the Docker image of the Operator, we can now deploy it. The Cluster Con-
troller will run in a StatefulSet with 1 replica. We choose a StatefulSet instead of
a Deployment, because they guarantee that at most 1 Pod will ever exist for each

replica.

First, we create the CRD Object to register our custom endpoint:

cluster/examples/kubernetes/cassandra/operator.yaml
\begin{minted}[breaklines,label=cluster/examples/kubernetes/cassandra/operator.yaml]{yaml}

# Cassandra Cluster CRD
apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:
name: clusters.cassandra.rook.io
spec:
group: cassandra.rook.io
names:
kind: Cluster
listKind: ClusterList
plural: clusters

singular: cluster

*tini https://qgithub.com/krallin/tini
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scope: Namespaced
version: vilalphal
validation:
openAPIV3Schema:
properties:
spec:
type: object
properties:
version:
type: string
description: "Version of Cassandra"
datacenter:
type: object
properties:
name:
type: string
description: "Datacenter Name"
racks:
type: array
properties:
name:
type: string
members:
type: integer
configMapName:
type: string
storage:
type: object
properties:
volumeClaimTemplates:
type: object
# TODO: Check if we can ref the already

« existing schema
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required:
- "volumeClaimTemplates"
placement:
type: object
resources:
type: object
properties:
# TODO: Check if we can ref the already
— existing schema
cassandra:
type: object
sidecar:
type: object
required:
- "cassandra"
- "sidecar"
sidecarImage:
type: object
required:
- "name"
- "members"
- "storage"
- "resources"
required:
- "name"
required:
- "version"

- "datacenter"

After the CRD is created, we create the StatefulSet for the Cluster Controller along

with the necessary RBAC objects, to give it the needed permissions:

cluster/examples/kubernetes/cassandra/operator.yaml
# ClusterRole for cassandra-operator.
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apiVersion: rbac.authorization.k8s.1i0/v1
kind: ClusterRole
metadata:
name: rook-cassandra-operator
rules:
- apiGroups:
resources:
- pods
verbs:
- get
- list
- watch
- delete
- apiGroups:
resources:
- services
verbs:

- Myt

- apiGroups:
o
resources:
- persistentvolumes
- persistentvolumeclaims
verbs:
- get
- delete
- apiGroups:
"
resources:
- nodes

verbs:
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- get
- apiGroups:
- apps
resources:
- statefulsets
verbs:
L
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- create
- apiGroups:
- cassandra.rook.io
resources:
o M
verbs:

- Mgt

- apiGroups:
resources:
- events
verbs:
- create
- update
- patch

# ServiceAccount for cassandra-operator.

« 1identity.
apiVersion: vi
kind: ServiceAccount

metadata:

CHAPTER 4. IMPLEMENTATION

Serves as 1its authorization
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name: rook-cassandra-operator
namespace: rook-cassandra-system
# Bind cassandra-operator ServiceAccount with ClusterRole.
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: rook-cassandra-operator
roleRef:
apiGroup: rbac.authorization.k8s.1o
kind: ClusterRole
name: rook-cassandra-operator
subjects:
- kind: ServiceAccount
name: rook-cassandra-operator
namespace: rook-cassandra-system
# cassandra-operator StatefulSet.
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: rook-cassandra-operator
namespace: rook-cassandra-system
labels:
app: rook-cassandra-operator
spec:
replicas: 1
serviceName: "non-existent-service"
selector:
matchLabels:
app: rook-cassandra-operator
template:

metadata:
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labels:
app: rook-cassandra-operator

spec:

serviceAccountName: rook-cassandra-operator

containers:

- name: rook-cassandra-operator
image: rook/cassandra:master
imagePullPolicy: "Always"
args: ["cassandra", "operator"]
env:

- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace

4.6 Reconciliation Logic

We have defined our Cluster Custom Resource in code and have set up a reconcili-

ation loop that is executed each time a Cluster or Cluster-related Object changes.

Now that we have the Controller scaffolding ready, we can begin to write the code
that will run on each Cluster reconciliation. The function implementing this is the
Sync method of the ClusterController struct, inside "pkg/operator/cassandra/con-

troller/sync.go”

// Sync attempts to sync the given Cassandra Cluster.
// NOTE: the Cluster Object is a DeepCopy. Modify at will.

func (cc *ClusterController) Sync(c *cassandravialphal.Cluster) error {
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// Sync Headless Service for Cluster
if err := cc.syncClusterHeadlessService(c); err != nil {
cc.recorder.Event(
C,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageHeadlessServiceSyncFailed,

)

return err

// Sync Cluster Member Services
if err := cc.syncMemberServices(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageMemberServicesSyncFailed,

)

return err

// Update Status
if err := cc.updateStatus(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageUpdateStatusFailed,
)

return err
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// Sync Cluster
if err := cc.syncCluster(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,
MessageClusterSyncFailed,

)

return err

return nil

As we can see, the Sync function reconciles a number of Objects. We will analyze

how they relate to the action workflows we defined in the design chapter (3).

4.6.1 Cluster Creation & Scale Up

First of all, let’s remember the design we created in subsection 3.9.1. The sequence

diagram of the Cluster Creation and Scale Up workflow is the following:

Following the sequence diagram, our Controller needs to create a Headless Ser-
vice for the Casasndra Cluster, which clients will use to connect to a healthy Cas-
sandra instance. In addition, the Cluster Controller should create ClusterIP Ser-
vices for existing Members of the Cluster, which we will call those MemberSer-
vices. This functionality is implemented with the syncClusterHeadlessService and

syncMemberServices functions, called from the Sync method:

pkg/operator/cassandra/controller/service.go
// SyncClusterHeadlessService checks if a Headless Service exists

// for the given Cluster, in order for the StatefulSets to utilize it.

// If it doesn't exists, then create it.
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Cluster Creation

User. Kubernetes API rook-controller Cassandra Instance (Main Container) Sidecar (Main Container) InitContainer

kubect! apply 'fcl\.:‘.her‘ﬂmll

Read new Cluster CRD l

create Headless Service
< create StatefulSet (replicas=0;

StatefulSet created R

Scale-Up Loop

¢ scale StatefulSet (replicas=1

g Create ClusterIP Services (static IP)
<

StatefulSet creates Pod

.

Copy rook binary (sidecar) and relevant files
to /mnt/shared/

Start main container.

4
Clientset: get Pod Object

A

‘ Retrieve the service with the same name as this Pod. ﬁ

/mnt/shared/default created

Edit config files with custom va\ues

‘ (optional) Merge custom config with user-provided ConﬁgMapﬁ

New instance starts. '

Repeat from Scale-Up Loop

m Kubernetes API rook-controller Cassandra Instance (Main Container) Sidecar (Main Container) InitContainer

www.websequencediagrams.com

Figure 4.2: Cluster Creation & Scale Up Sequence Diagram, as seen in subsection 3.9.1

func (cc *ClusterController) syncClusterHeadlessService(c
— *cassandravialphal.Cluster) error {
clusterHeadlessService := &corevl.Service{

ObjectMeta: metavl.ObjectMeta{

Name: util.HeadlessServiceNameForCluster(c),
Namespace: c.Namespace,

Labels: util.ClusterLabels(c),
OwnerReferences:

< []metavl.OwnerReference{util.NewControllerRef(c)},
s
Spec: corevl.ServiceSpec{

ClusterIP: corevl.ClusterIPNone,

Type: corevl.ServiceTypeClusterIP,

Selector: util.ClusterlLabels(c),

// Necessary to specify a Port to work correctly

// https://github.com/kubernetes/kubernetes/issues/32796
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// TODO: find in what version this was fixed
Ports: []corevi.ServicePort{
{
Name: "prometheus",
Port: 5180,
},
3,
s

logger.Infof("Syncing ClusterHeadlessService "%s’ for Cluster

< %s'", clusterHeadlessService.Name, c.Name)

return cc.syncService(clusterHeadlessService, c)

// SyncMemberServices checks, for every Pod of the Cluster that
// has been created, if a corresponding ClusterIP Service exists,
// which will serve as a static ip.

// If it doesn't exist, it creates fit.

// It also assigns the first two members of each rack as seeds.
func (cc *ClusterController) syncMemberServices(c

< *cassandravialphal.Cluster) error {

pods, err := util.GetPodsForCluster(c, cc.podLister)
if err !'= nil {

return err

// For every Pod of the cluster that exists, check that a
// a corresponding ClusterIP Service exists, and if it doesn't,
// create 1it.

logger.Infof("Syncing MemberServices for Cluster "%s'", c.Name)
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for _, pod := range pods {
if err := cc.syncService(memberServiceForPod(pod, c), c); err
— = nil {
logger.Errorf("Error syncing member service for '%s'",
— pod.Name)
return err
}
}
return nil

// syncService checks if the given Service exists and creates it if it
— doesn't

// 1t creates it

func (cc *ClusterController) syncService(s *corevi.Service, c

< *cassandravialphal.Cluster) error {

existingService, err :=
— cc.servicelister.Services(s.Namespace).Get(s.Name)
// If we get an error but without the IsNotFound error raised
// then something is wrong with the network, so requeue.
if err != nil && !apierrors.IsNotFound(err) {
return err
}
// If the service already exists, check that it's
// controlled by the given Cluster
if err == nil {

return util.VerifyOwner(existingService, c)

// At this point, the Service doesn't exist, so we are free to
— create it

_, err = cc.kubeClient.CoreVi().Services(s.Namespace).Create(s)
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return err

func memberServiceForPod(pod *corevl.Pod, cluster

<, *cassandravlalphal.Cluster) *corevi.Service {

labels := util.ClusterLabels(cluster)
labels[constants.DatacenterNamelLabel] =
—» pod.Labels[constants.DatacenterNamelLabel]
labels[constants.RackNameLabel] =
< pod.Labels[constants.RackNameLabel]
// If Member is seed, add the appropriate label
if strings.HasSuffix(pod.Name, "-0") || strings.HasSuffix(pod.Name,
o1y |

labels[constants.SeedLabel] = ""

return &corevil.Service{

ObjectMeta: metavl.ObjectMeta{

Name: pod.Name,
Namespace: pod.Namespace,
OwnerReferences:

< []metavl.OwnerReference{util.NewControllerRef(cluster)},
Labels: labels,
Annotations:
< map[string]string{endpoint.TolerateUnreadyEndpointsAnnotation:
-  "true"},
s
Spec: corevl.ServiceSpec{
Type: corevl.ServiceTypeClusterlIP,
Selector: util.StatefulSetPodLabel(pod.Name),

Ports: []corevl.ServicePort{
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{
Name: "inter-node-communication",
Port: 7000,
+s
{
Name: "ssl-inter-node-communication",
Port: 7001,
+s
{
Name: "jmx-monitoring",
Port: 7199,
}s
{
Name: "cql",
Port: 9042,
+s
{
Name: "thrift",
Port: 9160,
}s
{
Name: "cql-ssl",
Port: 9142,
}s

1,
PublishNotReadyAddresses: true,

3

After syncing the Headless Service and MemberServices, we update the Cluster Sta-

tus in-memory.
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pkg/operator/cassandra/controller/cluster.go
// UpdateStatus updates the status of the given Cassandra Cluster.

// It doesn't post the result to the API Server yet.
// That will be done at the end of the sync loop.
func (cc *ClusterController) updateStatus(c *cassandravialphal.Cluster)

— error {

clusterStatus := cassandravialphal.ClusterStatus{

Racks: map[string]*cassandravialphal.RackStatus{},
}

logger.Infof("Updating Status for cluster %s in namespace %s",

< c.Name, c.Namespace)

for _, rack := range c.Spec.Datacenter.Racks {

status := &cassandravialphail.RackStatus{}

// Get corresponding StatefulSet from lister

sts, err := cc.statefulSetLister.StatefulSets(c.Namespace).
Get(util.StatefulSetNameForRack(rack, c))

// If it wasn't found, continue

if apilerrors.IsNotFound(err) {
continue

}

// If we got a different error, requeue and log it

if err !'= nil {
return fmt.Errorf("error trying to get StatefulSet %s in
< namespace %s: %s", sts.Name, sts.Namespace,

< err.Error())

// Update Members

status.Members = *sts.Spec.Replicas
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// Update ReadyMembers

status.ReadyMembers = sts.Status.ReadyReplicas

// Update Status for Rack

clusterStatus.Racks[rack.Name] = status

c.Status = clusterStatus

return nil

We have the Cluster Spec, written by the user. We also have the actual Cluster

Status, which we just calculated. The next step is to compare the Cluster Status with

the Cluster Spec and take any necessary actions to reconcile them. This is what the

syncCluster method does:

pkg/operator/cassandra/controller/cluster.go

// SyncCluster checks the Status and performs reconciliation for

// the given Cassandra Cluster.

func (cc *ClusterController) syncCluster(c *cassandravialphal.Cluster)

—

error {

// Check if any rack isn't created
for _, rack := range c.Spec.Datacenter.Racks {
// For each rack, check if a status entry exists
if _, ok := c.Status.Racks[rack.Name]; !ok {
logger.Infof("Attempting to create Rack %s", rack.Name)
err := cc.createRack(rack, c)

return err

// Check that all racks are ready before taking any action
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for _, rack := range c.Spec.Datacenter.Racks {
rackStatus := c.Status.Racks[rack.Name]
if rackStatus.Members != rackStatus.ReadyMembers {

logger.Infof("Rack %s i1s not ready, %+v", rack.Name,
< *rackStatus)

return nil

// Check if any rack needs to scale up

for _, rack := range c.Spec.Datacenter.Racks {

if rack.Members > c.Status.Racks[rack.Name].Members {
logger.Infof("Attempting to scale rack %s", rack.Name)
err := cc.scaleUpRack(rack, c)

return err

return nil

As shown in the sequence diagram, the Controller takes one action on each sync
loop. First it checks if all the Racks defined in the Spec exist. If one doesn’t, then it

creates a new StatefulSet with 0 replicas for that Rack:

pkg/operator/cassandra/controller/cluster.go
// createRack creates a new Cassandra Rack with 0@ Members.

func (cc *ClusterController) createRack(r cassandravialphal.RackSpec, c

< *cassandravialphal.Cluster) error {

sts := util.StatefulSetForRack(r, c, cc.rookImage)
existingStatefulset, err :=

< cc.statefulSetLister.StatefulSets(sts.Namespace).Get(sts.Name)
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if err == nil {

return util.VerifyOwner(existingStatefulset, c)

}
if err != nil && !apierrors.IsNotFound(err) {
return fmt.Errorf("Error trying to create StatefulSet %s in
< namespace %s : %s", sts.Name, sts.Namespace, err.Error())
}
_, err =

« cc.kubeClient.AppsV1().StatefulSets(sts.Namespace).Create(sts)

if err == nil {
cc.recorder.Event(
C,
corevl.EventTypeNormal,
SuccessSynced,

fmt.Sprintf(MessageRackCreated, r.Name),

)

}

if err != nil {
logger.Errorf("Unexpected error while creating rack for cluster
<  %tv: %s", c, err.Error())

}

return err

The StatefulSet specification is defined in the "pkg/operator/cassandra/controller/u-

til/resource.go” file:

_ pkg/operator/cassandra/controller/util/resource.go
func StatefulSetForRack(r cassandravilalphal.RackSpec, c

< *cassandravialphal.Cluster, rookImage string) *appsvil.StatefulSet {
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rackLabels := RackLabels(r, c)
stsName := StatefulSetNameForRack(r, c)

return &appsvl.StatefulSet{
ObjectMeta: metavl.ObjectMeta{

Name: stsName,
Namespace: c.Namespace,
Labels: rackLabels,
OwnerReferences:

< []metavl.OwnerReference{NewControllerRef(c)},
s
Spec: appsvl.StatefulSetSpec{
Replicas: RefFromInt32(0),
// Use a common Headless Service for all StatefulSets
ServiceName: HeadlessServiceNameForCluster(c),
Selector: &metavl.LabelSelector{
MatchLabels: rackLabels,
3,
PodManagementPolicy: appsvl.OrderedReadyPodManagement,
UpdateStrategy: appsvl.StatefulSetUpdateStrategy{
Type: appsvl.RollingUpdateStatefulSetStrategyType,
3,
Template: corevl.PodTemplateSpec{
ObjectMeta: metavl.ObjectMeta{
Labels: rackLabels,
+s
Spec: corevl.PodSpec{
Volumes: []corevi.Volume{
{
Name: "shared",

VolumeSource: corevl.VolumeSource{
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EmptyDir:

— &corevl.EmptyDirVolumeSource{},

+s
3,
s
InitContainers: []corevl.Container{
{
Name: "rook-install",
Image: rookImage,
ImagePullPolicy: "IfNotPresent",
Command: []string{
"/bin/sh",
e,
fmt.Sprintf("cp -a /sidecar/* %s",
< constants.SharedDirName),
+s
VolumeMounts: [Jcorevl.VolumeMount{
{
Name: "shared",
MountPath: constants.SharedDirName,
ReadOnly: false,
s
+s
3,
s
Containers: []corevi.Container{
{
Name: "cassandra",
Image: ImageForCluster(c),

ImagePullPolicy: "IfNotPresent",

Ports: []corevil.ContainerPort{

{

Name: "i{ntra-node",
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ContainerPort: 7000,

3,

{
Name: "tls-intra-node",
ContainerPort: 7001,

s

{
Name: "gmx",
ContainerPort: 7199,

s

{
Name: "cql”,
ContainerPort: 9042,

s

{
Name: "thrift",
ContainerPort: 9160,

s

{
Name: "jolokia",
ContainerPort: 8778,

s

{
Name: "prometheus”,
ContainerPort: 9180,

s

s
// TODO: unprivileged entrypoint

Command: []string{
fmt.Sprintf("%s/tini",

< constants.SharedDirName),
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fmt.Sprintf("%s/rook",

—

3

constants.SharedDirName),

Args: []string{

"cassandra",

"sidecar",

3

Env: []Jcorevli.EnvVar{

{

Name: constants.PodIPEnvVar,
ValueFrom: &corevl.EnvVarSource{
FieldRef:
—, &corevl.0bjectFieldSelector{
FieldPath: "status.podIP",
+s
}s

Name: k8sutil.PodNameEnvVar,
ValueFrom: &corevl.EnvVarSource{
FieldRef:
« &corevl.0ObjectFieldSelector{
FieldPath: "metadata.name",
+s
3

Name: k8sutil.PodNamespaceEnvVar,
ValueFrom: &corevil.EnvVarSource{
FieldRef:
< &corevl.0bjectFieldSelector{
FieldPath:

— "metadata.namespace",
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}s
}s
s
{
Name:
— constants.ResourceLimitCPUEnvVar,
ValueFrom: &corevl.EnvVarSource{
ResourceFieldRef:
— &corevl.ResourceFieldSelector{
ContainerName: "cassandra",
Resource:
"limits.cpu”,
Divisor:
< resource.MustParse("1"),
+s
}s
3,
{
Name:
- constants.ResourcelLimitMemoryEnvVar,
ValueFrom: &corevil.EnvVarSource{
ResourceFieldRef:
< &corevl.ResourceFieldSelector{
ContainerName: "cassandra",
Resource:
"limits.memory",
Divisor:
< resource.MustParse("1Mi"),
+s
}s
s

1

Resources: r.Resources,
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VolumeMounts: volumeMountsForRack(r, c),
LivenessProbe: &corevil.Probe{
// Initial delay should be big, because
— scylla runs benchmarks
// to tune the IO settings.
InitialDelaySeconds: int32(400),
TimeoutSeconds: int32(5),
// TODO: Investigate if it's ok to call
— Status every 10 seconds
PeriodSeconds: int32(10),
Handler: corevi.Handler{
HTTPGet: &corevl.HTTPGetAction{
Port:
< 1intstr.FromInt(constants.ProbePort),
Path:
< constants.LivenessProbePath,
}s
s
+s
ReadinessProbe: &corevil.Probe{
InitialDelaySeconds: int32(15),
TimeoutSeconds: int32(5),
// TODO: Investigate if it's ok to call
— Status every 10 seconds
PeriodSeconds: int32(10),
Handler: corevi.Handler{
HTTPGet: &corevl.HTTPGetAction{
Port:
< 1intstr.FromInt(constants.ProbePort),
Path:
<, constants.ReadinessProbePath,
}s
s
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s
// Before a Cassandra Pod is stopped,

« execute nodetool drain to
// flush the memtable to disk and stop
— listening for connections.
// This is necessary to ensure we don't
< lose any data.
Lifecycle: &corevi.Lifecycle{
PreStop: &corevl.Handler{
Exec: &corevil.ExecAction{
Command: []string{
"nodetool",
"drain",
+s
+s
s
},
}s

s
// Set GracePeriod to 2 days, should be enough even

< for the slowest of systems
TerminationGracePeriodSeconds:

< RefFromInt64(200000),

ServiceAccountName:

< ServiceAccountNameForMembers(c),

Affinity: affinityForRack(r),
Tolerations:

— tolerationsForRack(r),

1
3

VolumeClaimTemplates:

< volumeClaimTemplatesForRack(r.Storage.VolumeClaimTemplates),

3
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As we can see, the StatefulSet Pods include an InitContainer that will copy the rook
binary to a shared volume. Then the Cassandra Pod will start and execute the rook

binary from the shared volume.

After that, we check that all Racks are in good condition, meaning all of their Mem-
bers are Running and Ready. This is because we don’t want to initiate an operational

action if the Cluster is not in good health.

Having confirmed that all Racks are in good health, we compare the requested Mem-

bers with the actual Members for every Rack to see if any Rack needs to scale up:

pkg/operator/cassandra/controller/cluster.go
// scaleUpRack handles scaling up for an existing Cassandra Rack.

// Calling this action implies all members of the Rack are Ready.
func (cc *ClusterController) scaleUpRack(r cassandravialphal.RackSpec,

< C *cassandravlalphal.Cluster) error {

sts, err :=

< cc.statefulSetLister.StatefulSets(c.Namespace).Get(util.StatefulSetNameForRack

o Q)
if err !'= nil {
return fmt.Errorf("error trying to scale rack %s in namespace

— %s, underlying StatefulSet not found", r.Name, c.Namespace)

logger.Infof("Attempting to scale up Rack %s", r.Name)

err = util.ScaleStatefulSet(sts, 1, cc.kubeClient)

if err == nil {

cc.recorder.Event(

C,
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corevl.EventTypeNormal,
SuccessSynced,
fmt.Sprintf(MessageRackScaledUp, r.Name,

< *sts.Spec.Replicas+1),

return err

This concludes the reconciliation loop for the Cluster Controller. However, we also

have to implement the sidecar logic, as depicted in the sequence diagram.

As in the case of the Cluster Controller, the Sidecar is build into the rook binary as

a subcommand, specifically "rook cassandra sidecar”.

// scaleUpRack handles scaling up for an existing Cassandra Rack.
// Calling this action implies all members of the Rack are Ready.

func (cc *ClusterController) scaleUpRack(r cassandravialphal.RackSpec, c¢ *cassandravilalpha

sts, err := cc.statefulSetLister.StatefulSets(c.Namespace).Get(util.StatefulSetNam
if err != nil {

return fmt.Errorf("error trying to scale rack %s in namespace %s, underlyi

logger.Infof("Attempting to scale up Rack %s", r.Name)

err = util.ScaleStatefulSet(sts, 1, cc.kubeClient)

if err == nil {

cc.recorder.Event(

C,

corevl.EventTypeNormal,



4.6. RECONCILIATION LOGIC 177

SuccessSynced,

fmt.Sprintf(MessageRackScaledUp, r.Name, *sts.Spec.Replicas+1)

return err

The sidecar starts and gets the Pod’s name and namespace from environment vari-
ables we defined earlier in the StatefulSet specification. After that, it creates a Mem-
berController struct which contains information about the Member and clients to
communicate with the Kubernetes API. It also includes a client to communicate
with the Cassandra process via the Jolokia HTTP interface. This client is part of
the go-nodetool [18] library that we wrote as way to programmatically issue ad-
ministrative operations to Cassandra clusters, without having to use the nodetool

CLI application.

pkg/operator/cassandra/sidecar/sidecar.go
// MemberController encapsulates all the tools the sidecar needs to

// talk to the Kubernetes API

type MemberController struct {
// Metadata of the specific Member
name, namespace, ip string
cluster, datacenter, rack string

mode cassandravilalphal.ClusterMode

// Clients to handle Kubernetes Objects
kubeClient kubernetes.Interface

rookClient rookClientset.Interface

nodetool *nodetool.Nodetool
queue workqueue.RateLimitingInterface

logger  *capnslog.Packagelogger
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// New return a new MemberController
func New(
name, namespace string,
kubeClient kubernetes.Interface,
rookClient rookClientset.Interface,

) (*MemberController, error) {

logger := capnslog.NewPackagelLogger("github.com/rook/rook",

< "sildecar")

// Get the member's service
var memberService *corevl.Service
var err error
for {
memberService, err =
< kubeClient.CoreVi().Services(namespace).Get(name,
— metavl.GetOptions{})
if err !'= nil {
logger.Infof("Something went wrong trying to get Member

< Service %s", name)

} else if len(memberService.Spec.ClusterIP) > 0 {
break

}

// If something went wrong, wait a little and retry

time.Sleep(500 * time.Millisecond)

// Get the Member's metadata from the Pod's labels
pod, err := kubeClient.CoreVi().Pods(namespace).Get(name,

< metavl.GetOptions{})
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if err !'= nil {

return nil, err

// Create a new nodetool interface to talk to Cassandra
url, err := url.Parse(fmt.Sprintf("http://127.0.0.1:%d/jolokia/",
« constants.JolokiaPort))
if err !'= nil {
return nil, err

}
nodetool := nodetool.NewFromURL(url)

// Get the member's cluster

cluster, err :=

— rookClient.CassandraVialphal().Clusters(namespace).Get(pod.Labels[constants.Cl
< metavl.GetOptions{})

if err != nil {

return nil, err

m := &MemberController{
name: name,
namespace: namespace,
ip: memberService.Spec.ClusterlIP,
cluster: pod.Labels[constants.ClusterNameLabel],
datacenter: pod.Labels[constants.DatacenterNamelLabel],
rack: pod.Labels[constants.RackNameLabel],
mode: cluster.Spec.Mode,
kubeClient: kubeClient,
rookClient: rookClient,
nodetool: nodetool,
queue:

— workqueue.NewRateLimitingQueue(workqueue.DefaultControllerRateLimiter()),
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logger: logger,

return m, nil

We notice that the structure of the Sidecar code is similar to a Controller. That is
because in the future, the Sidecar will essentially function as a Controller, commu-

nicating through labels on its MemberService.

After the MemberController is created, it is started using the Run method:

pkg/operator/cassandra/sidecar/sidecar.go
// Run starts executing the sync loop for the sidecar

func (m *MemberController) Run(threadiness int, stopCh <-chan struct{})

— error {

defer runtime.HandleCrash()

if err := m.onStartup(); err != nil {

return fmt.Errorf("error on startup: %s", err.Error())

<-stopCh
m.logger.Info("Shutting down sidecar.")

return nil

For the time being, the Sidecar only setups the configuration files on each Member

startup. This is done in the onStartup method.

pkg/operator/cassandra/sidecar/sidecar.go
// onStartup is executed before the MemberController starts

// 1ts sync loop.
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func (m *MemberController) onStartup() error {

// Setup HTTP checks

m.logger.Info("Setting up HTTP Checks...")

go func() {
err := m.setupHTTPChecks()
m.logger.Fatalf("Error with HTTP Server: %s", err.Error())
panic("Something went wrong with the HTTP Checks")

10

// Prepare config files for Cassandra
m.logger.Infof("Generating cassandra config files...")
if err := m.generateConfigFiles(); err != nil {

return fmt.Errorf("error generating config files: %s",

— err.Error())

// Start the database daemon

cmd := exec.Command(entrypointPath)
cmd.Stderr = os.Stderr

cmd.Stdout = os.Stdout

cmd.Env = os.Environ()

if err := cmd.Start(); err != nil {
m.logger.Errorf("error starting database daemon: %s",
— err.Error())

return err

return nil

The onStartup method first sets up the HTTP liveness and readiness checks that we
have defined:
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onStartup

After that, it sets up the configuration files with the correct values:

pkg/operator/cassandra/sidecar/config.go
// generateConfigFiles injects the default configuration files

// with our custom values.

func (m *MemberController) generateConfigFiles() error {

var err error

m.logger.Info("Generating config files")

if m.mode == cassandravilalphal.ClusterModeScylla {
err = m.generateScyllaConfigFiles()
} else {

err = m.generateCassandraConfigFiles()

return err

The sidecar checks if the Cluster is a Cassandra or Scylla Cluster and applies the
appropriate configuration files. The complete code for the editing the configuration
files can be found in the rook repository [3] and will not be included for brevity.

Instead, we will describe the options that we changed:

cassandra.yaml: the main configuration file for Cassandra, found under ”/etc/cas-

sandra/cassandra.yaml”.
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Option Description Our Value
cluster_name name from Cluster Object
metadata
listen_address The IP address or hostname | IP of the Pod.

that Cassandra binds to for

connecting to this node.

broadcast_address

The "public” IP address this
node uses to broadcast to
other nodes outside the net-

work or across regions.

MemberService’s ClusterIP

rpc_address

The listen address for CQL

connections.

IP of the Pod.

broadcast_rpc_address

RPC address to broadcast to
drivers and other Cassandra

Members.

A publicly accessible IP ob-
tained via a LoadBalancer
per Member, if Cassandra
needs to be accessible from
outside the Cluster. Other-
wise, same as broadcast_ad-

dress.

endpoint_snitch

Cassandra uses the snitch to
discover the Cluster topol-
ogy. The snitch will read
the Member’s topology in-
formation from a local file
and then gossip that infor-
mation around the Cluster

so other Members find out.

GossipingPropertyFileSnitch,
Also need to pass DC, Rack

values to Pod.

seed_provider

The addresses of hosts des-
ignated as contact points in
the cluster. A new instance
contacts one of the Mem-
bers in the -seeds list to join

the Cassandra Cluster.

The sidecar gets Mem-

berServices  with  “cas-
sandra.rook.io/seed”,

“cassandra.rook.io/cluster”
labels set accordingly and
ClusterIP

through the —seeds list.

provides their
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cassandra-env.sh:

« Load Jolokia for JMX <—> HTTP communication:

JVM_OPTS="$JVM_OPTS

< -javaagent:/mnt/shared/plugins/jolokia.jar=port=<agent_port>,host=<node_ip>"

« Specify the correct amount of RAM for Cassandra to use, by setting the MAX_-
HEAPSIZE and HEAP_ NEWSIZE environment variables, according to the rec-

ommendations in Cassandra * *

cassandra-rackdc.properties: File containing the Member’s topology, which in-

cludes Rack and Datacenter name. Used by the GossipingPropertyFileSnitch.

Option Our Value

dc Datacenter name, sidecar discovers it on
startup.

rack Rack name, sidecar discovers it on startup.

prefer_local This option tells Cassandra to prefer talking

through listen_address rather than broad-
cast_address, for Members in the same Dat-
acenter. Set to false, as the ephemeral na-
ture of IPs in Kubernetes can cause prob-

lems.

The configuration files for Scylla are very similar. After editing the configuration

files, the sidecar starts Cassandra in a new process:

pkg/operator/cassandra/sidecar/sidecar.go
// onStartup is executed before the MemberController starts

// 1ts sync loop.

*MAX_HEAPSIZE https://github.com/apache/cassandra/blob/
dccf53061a61e7c632669c60cd94626e405518e9/conf/cassandra-env.sh#L73
‘HEAP_NEWSIZE https://qithub.com/apache/cassandra/blob/

dccf53061a61e7c632669¢c60cd94626e405518e9/conf/cassandra-env.sh#L81-186



https://github.com/apache/cassandra/blob/dccf53061a61e7c632669c60cd94626e405518e9/conf/cassandra-env.sh#L73
https://github.com/apache/cassandra/blob/dccf53061a61e7c632669c60cd94626e405518e9/conf/cassandra-env.sh#L73
https://github.com/apache/cassandra/blob/dccf53061a61e7c632669c60cd94626e405518e9/conf/cassandra-env.sh#L81-L86
https://github.com/apache/cassandra/blob/dccf53061a61e7c632669c60cd94626e405518e9/conf/cassandra-env.sh#L81-L86
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func (m *MemberController) onStartup() error {

// Start the database daemon
cmd := exec.Command(entrypointPath)

cmd.Stderr = os.Stderr

cmd.Stdout = os.Stdout

cmd.Env = os.Environ()

if err := cmd.Start(); err != nil {
m.logger.Errorf("error starting database daemon: %s",
— err.Error())

return err

return nil

This concludes the Cluster Creation & Scale Up workflow.

4.6.2 Cluster Scale Down

First of all, let’s remember the design we created in subsection 3.9.2. The sequence

diagram of the Cluster Creation and Scale Up workflow is the following:

Following the sequence diagram, we first need to detect when a Cluster needs to
scale down in the Cluster Controller. We add the following code to the syncCluster

function:

pkg/operator/cassandra/controller/cluster.go
// SyncCluster checks the Status and performs reconciliation for

// the given Cassandra Cluster.
func (cc *ClusterController) syncCluster(c *cassandravlalphal.Cluster)

— error {
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Scale Down

Kubernetes APL rook-controller Cassandra Instance (Main Container) Sidecar (Main Container)

Cluster Running with Rack: 3 members

Cluster with Rack:2 rnemhers.

Recongiliation Loop:
Spec.Members < Status.Members => Scale Down

Set " cassandra.rook.io/decommissioned” label on
ClusterIP Service of last running member.

'add " cassandra.rook.io/decommisioned " label

reconciliation loop:
" cassandra.rook.io/decommisioned” set on my Service.
Execute nodetool decommission.

nodetool decommission returns.

Confirm member (s decommissioned by checking the

cluster status from another member.

Set " cassandra.rook.io/decommissioned" label on member's
Service to true.

set " cassandra.rook.io/decommissioned " label to true

Reconciliation Loop:

Found " cassandra.rook.io/decommissioned” => scale down
is in progress.

Found " cassandra.rook./o/decommissioned” set to true =>
decommission has finished.

Scale statefulset to 1 less replica.

replicas -= 1

<
<

< delete pve

delete member service

<
-+

Cluster Running with Rack: 2 members.

@ Kubernetes APL rook-controller § Cassandra Instance (Main Container) § Sidecar (Main Container)
www.websequencediagrams.com

Figure 4.3: Cluster Scale Down Sequence Diagram, as seen in subsection 3.9.2

// Check if any rack isn't created
for _, rack := range c.Spec.Datacenter.Racks {
// For each rack, check if a status entry exists
if , ok := c.Status.Racks[rack.Name]; !ok {
logger.Infof("Attempting to create Rack %s", rack.Name)
err := cc.createRack(rack, c)

return err

// Check if there is a scale-down in progress
for _, rack := range c.Spec.Datacenter.Racks {
if util.IsRackConditionTrue(c.Status.Racks[rack.Name],

<, cassandravilalphal.RackConditionTypeMemberLeaving) {
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// Resume scale down
err := cc.scaleDownRack(rack, c)

return err

// Check that all racks are ready before taking any action

for _, rack := range c.Spec.Datacenter.Racks {
rackStatus := c.Status.Racks[rack.Name]
if rackStatus.Members !'= rackStatus.ReadyMembers {

logger.Infof("Rack %s is not ready, %+v'", rack.Name,
< *rackStatus)

return nil

// Check if any rack needs to scale down
for _, rack := range c.Spec.Datacenter.Racks {
if rack.Members < c.Status.Racks[rack.Name].Members {
// scale down
err := cc.scaleDownRack(rack, c)

return err

// Check if any rack needs to scale up

for _, rack := range c.Spec.Datacenter.Racks {

if rack.Members > c.Status.Racks[rack.Name].Members {
logger.Infof("Attempting to scale rack %s", rack.Name)
err := cc.scaleUpRack(rack, c)

return err

187
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return nil

There are 2 possibilities:

1. The Rack has more Members than the Spec, so it needs to scale down. We

detect this by comparing the Cluster Spec with the Status.

2. The Rack is scaling down at the moment. We detect this with the "Mem-
berLeaving” Condition in the Cluster Status. Conditions represent the latest
available observations of an Object’s state. We have added the following code

to our Cluster struct definition to support them:

// SyncCluster checks the Status and performs reconciliation for
// the given Cassandra Cluster.

func (cc *ClusterController) syncCluster(c *cassandravilalphal.Cluster) error {

// Check if any rack isn't created
for _, rack := range c.Spec.Datacenter.Racks {
// For each rack, check if a status entry exists
if , ok := c.Status.Racks[rack.Name]; !ok {
logger.Infof("Attempting to create Rack %s", rack.Name)
err := cc.createRack(rack, c)

return err

// Check if there is a scale-down in progress
for _, rack := range c.Spec.Datacenter.Racks {
if util.IsRackConditionTrue(c.Status.Racks[rack.Name], cassandravialf
// Resume scale down

err := cc.scaleDownRack(rack, c)
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return err

// Check that all racks are ready before taking any action

for _, rack := range c.Spec.Datacenter.Racks {
rackStatus := c.Status.Racks[rack.Name]
if rackStatus.Members !'= rackStatus.ReadyMembers {

logger.Infof("Rack %s is not ready, %+v", rack.Name, *rac

return nil

// Check if any rack needs to scale down
for _, rack := range c.Spec.Datacenter.Racks {
if rack.Members < c.Status.Racks[rack.Name].Members {
// scale down
err := cc.scaleDownRack(rack, c)

return err

// Check if any rack needs to scale up

for _, rack := range c.Spec.Datacenter.Racks {

if rack.Members > c.Status.Racks[rack.Name].Members {
logger.Infof("Attempting to scale rack %s", rack.Name)
err := cc.scaleUpRack(rack, c)

return err

return nil
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The "MemberLeaving” condition is set by the updateStatus function:

pkg/operator/cassandra/controller/cluster.go
// UpdateStatus updates the status of the given Cassandra Cluster.

// It doesn't post the result to the API Server yet.
// That will be done at the end of the sync loop.
func (cc *ClusterController) updateStatus(c *cassandravlalphal.Cluster)

— error {

clusterStatus := cassandravialphal.ClusterStatus{
Racks: map[string]*cassandravialphal.RackStatus{},
}
logger.Infof("Updating Status for cluster %s in namespace %s",

< c¢.Name, c.Namespace)

for _, rack := range c.Spec.Datacenter.Racks {

status := &cassandravialphal.RackStatus{}

// Get corresponding StatefulSet from lister
sts, err := cc.statefulSetLister.StatefulSets(c.Namespace).

Get(util.StatefulSetNameForRack(rack, c))

// Update Scaling Down condition
services, err := util.GerMemberServicesForRack(rack, c,
— cc.servicelLister)
if err !'= nil {
return fmt.Errorf("error trying to get Pods for rack %s",

< rack.Name)



4.6. RECONCILIATION LOGIC 191

for _, svc := range services {
// Check if there is a decommission in progress
if _, ok := svc.lLabels[constants.DecommissionLabel]; ok {

// Add MemberLeaving Condition to rack status

status.Conditions = append(status.Conditions,

- cassandravilalphal.RackCondition{
Type:
< cassandravlalphal.RackConditionTypeMemberLeaving,
Status: cassandravialphal.ConditionTrue,

1))

// Sanity check. Only the last member should be

— decommissioning.

index, err := util.IndexFromName(svc.Name)

if err !'= nil {
return err

}

if index != status.Members-1 {
return fmt.Errorf("only last member of each rack
<~ should be decommissioning, but %d-th member of
< %s found decommissioning while rack had %d

— members", index, rack.Name, status.Members)

// Update Status for Rack

clusterStatus.Racks[rack.Name] = status

c.Status = clusterStatus

return nil
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When either case of Scale Down is detected, the scaleDownRack function is called:

pkg/operator/cassandra/controller/cluster.go
// scaleDownRack handles scaling down for an existing Cassandra Rack.

// Calling this action implies all members of the Rack are Ready.
func (cc *ClusterController) scaleDownRack(r

< cassandravilalphal.RackSpec, c *cassandravialphal.Cluster) error {

logger.Infof("Scaling down rack %s", r.Name)

// Get the current actual number of Members

members := c.Status.Racks[r.Name].Members

// Find the member to decommission
memberName := fmt.Sprintf("%s-%d", util.StatefulSetNameForRack(r,
< ), members-1)
logger.Infof("Member of interest: %s", memberName)
memberService, err :=
< cc.servicelLister.Services(c.Namespace).Get(memberName)
if err != nil {
return fmt.Errorf("error trying to get Member Service %s: %s",

— memberName, err.Error())

// Check if there was a scale down in progress that has completed.
if memberService.Labels[constants.DecommissionlLabel] ==

— constants.LabelValueTrue {

logger.Infof("Found decommissioned member: %s", memberName)

// Get rack's statefulset
stsName := util.StatefulSetNameForRack(r, c)
sts, err :=

— cc.statefulSetLister.StatefulSets(c.Namespace).Get(stsName)
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if err !'= nil {
return fmt.Errorf("error trying to get StatefulSet %s",
< stsName)

}

// Scale the statefulset

err = util.ScaleStatefulSet(sts, -1, cc.kubeClient)

if err != nil {
return fmt.Errorf("error trying to scale down StatefulSet
<  %s", stsName)

}

// Cleanup is done on each sync loop, no need to do anything

— else here

cc.recorder.Event(
C,
corevl.EventTypeNormal,
SuccessSynced,
fmt.Sprintf(MessageRackScaledDown, r.Name, members-1),

)

return nil

logger.Infof("Checking for scale down. Desired: %d. Actual: %d",
< r.Members, c.Status.Racks[r.Name].Members)
// Then, check if there is a requested scale down.

if r.Members < c.Status.Racks[r.Name].Members {

logger.Infof("Scale down requested, member %s will
— decommission", memberName)

// Record the intent to decommission the member
old := memberService.DeepCopy()
memberService.Labels[constants.DecommissionLabel] =

— constants.LabelValueFalse
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if err := util.PatchService(old, memberService, cc.kubeClient);
o err !=nil {
return fmt.Errorf("error patching member service %s: %s",

< memberName, err.Error())

cc.recorder.Event(
C,
corevl.EventTypeNormal,
SuccessSynced,
fmt.Sprintf(MessageRackScaleDownInProgress, r.Name,

< members-1),

return nil

The scaleDownRack function detects if the Rack is scaling down or needs to initiate

a scale down.

« Ifitis scaling down and has finished, it removes a replica from the StatefulSet.
o Ifit is scaling down and hasn’t finished, it does nothing.

« Ifit needs to initiate a scale down, it write the “cassandra.rook.io/decommissioned=false”
label on the MemberService of the Member with the highest index, which is
the one that will get deleted when the StatefulSet scales down.

Finally, for cleaning up the Persistent Volume Claim and Member Service of the
Member that was deleted, we check for remaining Objects on the start of each Con-

troller sync:

pkg/operator/cassandra/controller/sync.go
// Sync attempts to sync the given Cassandra Cluster.

// NOTE: the Cluster Object is a DeepCopy. Modify at will.
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func (cc *ClusterController) Sync(c *cassandravialphal.Cluster) error {

// Before syncing, ensure that all StatefulSets are up-to-date
stale, err := util.StatefulSetStatusesStale(c,
— cc.statefulSetLister)
if err != nil {
return err
}
if stale {

return nil

// Cleanup Cluster resources
if err := cc.cleanup(c); err != nil {
cc.recorder.Event(
c,
corevl.EventTypeWarning,
ErrSyncFailed,

MessageCleanupFailed,

pkg/operator/cassandra/controller/cleanup.go
// cleanup deletes all resources remaining because of cluster scale

« downs
func (cc *ClusterController) cleanup(c *cassandravilalphal.Cluster)

< error {

for _, r := range c.Spec.Datacenter.Racks {



196

CHAPTER 4. IMPLEMENTATION

services, err :=

cc.servicelLister.Services(c.Namespace).List(util.RackSelector(r,

<))

if err != nil {
return fmt.Errorf("error listing member services: %s",
— err.Error())

}

// Get rack status. If it doesn't exist, the rack isn't yet

—

created.

stsName := util.StatefulSetNameForRack(r, c)

sts, err :=

—

cc.statefulSetLister.StatefulSets(c.Namespace).Get(stsName)

if apierrors.IsNotFound(err) {

}

continue

if err != nil {

}

return fmt.Errorf("error getting statefulset %s: %s",

< stsName, err.Error())

memberCount := *sts.Spec.Replicas

memberServiceCount := int32(len(services))

// If there are more services than members, some services need

—

to be cleaned up

if memberServiceCount > memberCount {

maxIndex := memberCount - 1

for _, svc := range services {
svcIndex, err := util.IndexFromName(svc.Name)
if err != nil {

logger.Errorf("Unexpected error while parsing index
— from name %s : %s", svc.Name, err.Error())
continue

}

if svcIndex > maxIndex {
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err := cc.cleanupMemberResources(svc.Name, r, c)
if err != nil {
return fmt.Errorf("error cleaning up member

< resources: %s", err.Error())

}
logger.Infof("%s/%s - Successfully cleaned up cluster.",

< c.Namespace, c.Name)

return nil

// cleanupMemberResources deletes all resources associated with a given
< member.

// Currently those are :

// - APVC

// - A ClusterIP Service

func (cc *ClusterController) cleanupMemberResources(memberName string,

< r cassandravlalphal.RackSpec, c *cassandravialphal.Cluster) error {

logger.Infof("%s/%s - Cleaning up resources for member %s",
— c.Namespace, c.Name, memberName)
// Delete PVC
if len(r.Storage.VolumeClaimTemplates) > 0 {
// PVC naming convention for StatefulSets 1is
< <volumeClaimTemplate.Name>-<pod. Name>
pvcName := fmt.Sprintf("%s-%s",
— r.Storage.VolumeClaimTemplates[0].Name, memberName)
err :=
— cc.kubeClient.CoreV1i().PersistentVolumeClaims(c.Namespace).Delete(pvcName,

< &metavl.DeleteOptions{})
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if err != nil && !apierrors.IsNotFound(err) {
return fmt.Errorf("error deleting pvc %s: %s", pvcName,

— err.Error())

// Delete Member Service
err :=
— cc.kubeClient.CoreVi().Services(c.Namespace).Delete(memberName,
— &metavl.DeleteOptions{})
if err != nil {
return fmt.Errorf("error deleting member service %s: %s",
< memberName, err.Error())

}

return nil

4.6.2.1 Sidecar

We have completed the necessary changes in the Cluster Controller and now we

need to edit the Sidecar code. The Sidecar should:

1. Watch the Member’s Service.

2. If the “cassandra.rook.io/decommissioned=false” label is set, decommission

the Member.

To watch the Member’s Service, we use an Informer, as in the Cluster Controller. In
this case, we use a FilteredInformer to only watch the Member that is of interest to

us:

cmd/rook/cassandra/sidecar.go
func startSidecar(cmd *cobra.Command, args []string) error {
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// kubeInformerFactory watches resources with:

// namespace: podNamespace

// name: podName

kubeInformerFactory :=

< kubeinformers.NewSharedInformerFactoryWithOptions(
kubeClient,
resyncPeriod,
kubeinformers.WithNamespace(podNamespace),

kubeinformers.WithTweakListOptions(tweakListOptionsFunc),

)
mc, err := sidecar.New(
podName,
podNamespace,
kubeClient,
rookClient,
kubeInformerFactory.Core().V1().Services(),
)

The Sidecar Controller scaffolding is very similar to the one for Cluster Controller:

pkg/operator/cassandra/sidecar/sidecar.go
// New return a new MemberController

func New(
name, namespace string,
kubeClient kubernetes.Interface,

rookClient rookClientset.Interface,
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serviceInformer coreinformers.ServiceInformer,

) (*MemberController, error) {

logger := capnslog.NewPackagelLogger("github.com/rook/rook",

< "sildecar")

// Get the member's service
var memberService *corevl.Service
var err error
for {
memberService, err =
< kubeClient.CoreVi().Services(namespace).Get(name,
— metavl.GetOptions{})
if err != nil {
logger.Infof("Something went wrong trying to get Member

< Service %s", name)

} else if len(memberService.Spec.ClusterIP) > 0 {
break

}

// If something went wrong, wait a little and retry

time.Sleep(500 * time.Millisecond)

// Get the Member's metadata from the Pod's labels

pod, err := kubeClient.CoreVi().Pods(namespace).Get(name,
< metavl.GetOptions{})

if err != nil {

return nil, err

// Create a new nodetool interface to talk to Cassandra
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url, err := url.Parse(fmt.Sprintf("http://127.0.0.1:%d/jolokia/",
<> constants.JolokiaPort))
if err !'= nil {

return nil, err

}
nodetool := nodetool.NewFromURL(url)

// Get the member's cluster

cluster, err :=

— rookClient.CassandraVialphal().Clusters(namespace).Get(pod.Labels[constants.Cl
< metavl.GetOptions{})

if err !'= nil {

return nil, err

m := &MemberController{

name: name,
namespace: namespace,

ip: memberService.Spec.ClusterlIP,

cluster: pod.Labels[constants.ClusterNameLabel],
datacenter: pod.Labels[constants.DatacenterNamelLabel],
rack: pod.Labels[constants.RackNameLabel],

mode: cluster.Spec.Mode,

kubeClient: kubeClient,

rookClient: rookClient,

servicelister: serviceInformer.Lister(),

servicelListerSynced: serviceInformer.Informer().HasSynced,

nodetool: nodetool,

queue:

— workqueue.NewRateLimitingQueue(workqueue.DefaultControllerRateLimiter()),

logger: logger,
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serviceInformer.Informer().AddEventHandler (cache.ResourceEventHandlerFuncs{
AddFunc: func(obj interface{}) {

svc := obj.(*corevl.Service)

if svc.Name != m.name {
logger.Errorf("Lister returned unexpected service %s",
< svc.Name)
return

}

m.enqueueMemberService(svc)

s
UpdateFunc: func(old, new interface{}) {

oldService := old.(*corevi.Service)
newService := new.(*corevl.Service)
if oldService.ResourceVersion == newService.ResourceVersion
- {
return
}
if reflect.DeepEqual(oldService.Labels, newService.Labels)
= {
return
}

logger.Infof("New event for my MemberService %s",
< newService.Name)

m.enqueueMemberService(newService)

s

DeleteFunc: func(obj interface{}) {
svc := obj.(*corevi.Service)
if svc.Name == m.name {

logger.Errorf("Unexpected deletion of MemberService

<  %s", svc.Name)

},
)
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return m, nil

// Run starts executing the sync loop for the sidecar
func (m *MemberController) Run(threadiness int, stopCh <-chan struct{})

— error {

defer runtime.HandleCrash()

if ok := cache.WaitForCacheSync(stopCh, m.servicelListerSynced); !ok

- |

return fmt.Errorf("failed to wait for caches to sync")

}
if err := m.onStartup(); err != nil {

return fmt.Errorf("error on startup: %s", err.Error())
}

m.logger.Infof("Main event loop")

go wait.Until(m.runWorker, time.Second, stopCh)

<-stopCh
m.logger.Info("Shutting down sidecar.")

return nil

func (m *MemberController) runWorker() {

for m.processNextWorkItem() {

}
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func (m *MemberController) processNextWorkItem() bool {

obj, shutdown := m.queue.Get()

if shutdown {

return false

err := func(obj interface{}) error {
defer m.queue.Done(obj)
key, ok := obj.(string)
if lok {
m.queue.Forget(obj)
runtime.HandleError(fmt.Errorf("expected string in queue

< but got %#v", obj))

}

if err := m.syncHandler(key); err != nil {
m.queue.AddRateLimited(key)
return fmt.Errorf("error syncing '%s', requeueing: %s",
<« key, err.Error())

}

m.queue.Forget(obj)
m.logger.Infof("Successfully synced '%s'", key)

return nil
}(obj)
if err != nil {

runtime.HandleError(err)

return true

return true
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func (m *MemberController) syncHandler(key string) error {

// Convert the namespace/name string into a distinct namespace and

< name.
namespace, name, err := cache.SplitMetaNamespaceKey(key)
if err !'= nil {

runtime.HandleError(fmt.Errorf("invalid resource key: %s",

return nil

// Get the Cluster resource with this namespace/name
svc, err := m.servicelLister.Services(namespace).Get(name)
if err != nil {
// The Cluster resource may no longer exist, in which case we
— Stop processing.
if apilerrors.IsNotFound(err) {
runtime.HandleError(fmt.Errorf("member service '%s' in work
< queue no longer exists", key))
return nil
}
return fmt.Errorf("unexpected error while getting member

— service object: %s", err)

m.logger.Infof("handling member service object: %+v",
< spew.Sdump(svc))

err = m.Sync(svc)

return err

Finally, the reconciliation loop for the Sidecar is very simple:
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pkg/operator/cassandra/sidecar/sync.go
func (m *MemberController) Sync(memberService *v1.Service) error {

// Check if member must decommission
if decommission, ok :=
< memberService.Labels[constants.DecommissionLabel]; ok {
// Check if member has already decommissioned
if decommission == constants.LabelValueTrue {
return nil
}
// Else, decommission member
if err := m.nodetool.Decommission(); err != nil {
m.logger.Errorf("Error during decommission: %s",

< err.Error())

}

// Confirm memberService has been decommissioned

if opMode, err := m.nodetool.OperationMode(); err != nil ||
— opMode != nodetool.NodeOperationModeDecommissioned {

return fmt.Errorf("error during decommission, operation
— mode: %s, error: %v", opMode, err)
}
// Update Label
old := memberService.DeepCopy()
memberService.Labels[constants.DecommissionLabel] =
- constants.LabelValueTrue
if err := util.PatchService(old, memberService, m.kubeClient);
o~ err !=nil {
return fmt.Errorf("error patching MemberService, %s",

< err.Error())
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return nil

This concludes the implementation of the Cluster Scale Down.

4.6.3 Local Disks

For the most part of its history, Kubernetes has focused on using Network Attached
Storage solutions that provide replication and fault-tolerance of the Persistent Vol-

umes. This fault-tolerance however, comes with a reduction in performance.

On the other hand, we have the solution of using fast, local disks with much better

performance and cost. These local disks are ephemeral and not replicated.

Cassandra handles replication in the application level. Because of this, it is unneces-
sary to use slower and more expensive Network Attached Storage. Instead, we will

try to use Local Storage with Kubernetes.
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Evaluation

In this chapter, we evaluate the functionality of our Cassandra Operator by running
itin a GKE Kubernetes Cluster and evaluating its response in the scenarios of Cluster

Deployment, Scale Up, Scale Down and Loss of a Local Disk.

5.1 Tools, Methodology and Environment

All of the experiments are conducted in a Kubernetes environment, provided by
the Google Kubernetes Engine service. To interact with the Kubernetes cluster, we
use kubectl, a command line interface for running commands against Kubernetes
clusters. It can perform various actions like getting and editing Kubernetes Objects,
accessing logs from Pods and providing shell access inside Pods. We also make use
of local disks that provide superior performance but are confined to the Node they

live on.

The command used to setup the environment is:

gke-setup-script.sh
#!/bin/bash

set -e

GCP_USER=${1:-"yanniszarkadas@gmail.com"}
GCP_PROJECT=${2:-"gke-demo-226716"}
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gcloud beta container clusters create "cluster" \
--project "SGCP_PROJECT" \

--region "europe-west1" \

--node-locations "europe-westl-b,europe-westil-c" \
--cluster-version "1.11.5-gke.5" \

--machine-type "n1-standard-4" \

--image-type "UBUNTU" \

--disk-type "pd-ssd" --disk-size "20" \
--local-ssd-count "1" \

--num-nodes "4" '\

--no-enable-autoupgrade --no-enable-autorepair

# gcloud: Get credentials for new cluster
echo "Getting credentials for newly created cluster..."

gcloud container clusters get-credentials cluster --region=europe-westl

# Setup GKE RBAC
echo "Setting up GKE RBAC..."
kubectl create clusterrolebinding cluster-admin-binding --clusterrole

< cluster-admin --user "$GCP_USER"

In addition, we use Helm to install the Local Volume Static Provisioner that will
expose the local SSDs as Kubernetes Persistent Volumes. The Storage Class that

contains those volumes is named “local-disks”.

gke-setup-script.sh
echo "Checking if helm is present on the machine..."

if ! hash helm 2>/dev/null; then

echo "You need to install helm. See:
< https://docs.helm.sh/using_helm/#installing-helm"

exit 1
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fi

# Setup Tiller

echo "Setting up Tiller..."

helm init

kubectl create serviceaccount --namespace kube-system tiller
kubectl create clusterrolebinding tiller-cluster-rule

< --clusterrole=cluster-admin --serviceaccount=kube-system:tiller
kubectl patch deploy --namespace kube-system tiller-deploy -p

« '"{"spec":{"template":{"spec":{"serviceAccount":"tiller"}}}}"

# Wait for Tiller to become ready
until [[ $(kubectl get deployment tiller-deploy -n kube-system -o
< 'jsonpath={.status.readyReplicas}') -eq 1 ]1];
do
echo "Waiting for Tiller pod to become Ready..."
sleep 5

done

# Install local volume provisioner
echo "Installing local volume provisioner..."
helm install --name local-provisioner provisioner

echo "Your disks are ready to use."

For the Cassandra Operator, we use the following manifest for a Cluster of 3 Mem-

bers in europe-west1-b:

cassandra-custom-resource.yaml

# Cassandra Cluster

apiVersion: cassandra.rook.io/v1alphal
kind: Cluster

metadata:

name: rook-cassandra
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namespace: rook-cassandra
spec:
version: 3.11.1
mode: cassandra
datacenter:
name: europe-westl
racks:
- name: europe-westil-b
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2
memory: 8Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In

values:
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- europe-westi-b

Along with the Custom Resource, we submit a Role, RoleBinding and ServiceAc-
count for the Cluster’s Members. Those Objects are needed in order to give Members

the necessary RBAC permissions to function correctly.

We also run the Cassandra Operator in a StatefulSet:

cassandra-operator.yaml
# Namespace where Cassandra Operator will live

apiVersion: vi
kind: Namespace
metadata:

name: rook-cassandra-system

# Cassandra Cluster CRD
apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:
name: clusters.cassandra.rook.io
spec:
group: cassandra.rook.io
names:
kind: Cluster
listKind: ClusterList
plural: clusters
singular: cluster
scope: Namespaced
version: vilalphal

# openapi validation omitted for brevity
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# ClusterRole for cassandra-operator.
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: rook-cassandra-operator
rules:
- apiGroups:
resources:
- pods
verbs:
- get
- list
- watch

delete

- apiGroups:
resources:
- services
verbs:

- Mgt

- apiGroups:
resources:
- persistentvolumeclaims
verbs:
- get
- create
- delete
- apiGroups:

resources:

CHAPIER 5. EVALUATION
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- nodes
- persistentvolumes
verbs:
- get
- apiGroups:
- apps
resources:
- statefulsets
verbs:
R
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- create
- apiGroups:
- cassandra.rook.io
resources:
o M
verbs:

- Mgt

- apiGroups:
nn

resources:

- events
verbs:

- create

- update

- patch
# ServiceAccount for cassandra-operator. Serves as its authorization

— 1ldentity.
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apiVersion: vi
kind: ServiceAccount
metadata:
name: rook-cassandra-operator
namespace: rook-cassandra-system
# Bind cassandra-operator ServiceAccount with ClusterRole.
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io0/v1
metadata:
name: rook-cassandra-operator
roleRef:
apiGroup: rbac.authorization.k8s.1o
kind: ClusterRole
name: rook-cassandra-operator
subjects:
- kind: ServiceAccount
name: rook-cassandra-operator
namespace: rook-cassandra-system
# cassandra-operator StatefulSet.
apiVersion: apps/vil
kind: StatefulSet
metadata:
name: rook-cassandra-operator
namespace: rook-cassandra-system
labels:
app: rook-cassandra-operator
spec:
replicas: 1
serviceName: "non-existent-service"
selector:

matchLabels:
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app: rook-cassandra-operator
template:
metadata:
labels:
app: rook-cassandra-operator
spec:
serviceAccountName: rook-cassandra-operator
containers:
- name: rook-cassandra-operator
image: yanniszark/rook-cassandra-operator:meetup-presentation
imagePullPolicy: "Always"
args: ["cassandra", "operator"]
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: POD_NAMESPACE
valueFrom:
fieldRef:

fieldPath: metadata.namespace

5.2 Results

5.2.1 Creation and Scale-Up of a Casssandra Cluster

In the beginning, we create a Cassandra Cluster with 3 Members in Availability Zone

europe-west1-b:

cluster.yaml

# Cassandra Cluster

apiVersion: cassandra.rook.io/v1alphal
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kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
mode: cassandra
datacenter:
name: europe-westil
racks:
- name: europe-westil-b

members: 3

storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2

memory: 8Gi

limits:
cpu: 2
memory: 8Gi

placement:

nodeAffinity:

requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:

- matchExpressions:
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- key: failure-domain.beta.kubernetes.io/zone

operator: In
values:

- europe-westil-b

The Cassandra Operator is notified that a new Cassandra Cluster Object exists and

starts taking actions to ensure that the Cluster is created and scaled up.

With kubectl, we watch for the Objects created by our Operator. First, we see the

StatefulSet created for Rack europe-west1-b:

yannis@dev-pc:~$ kubectl get statefulsets

NAME DESIRED  CURRENT  AGE

rook-cassandra-europe-westl-europe-westi-b 3 3

The Pods created by the StatefulSet:

yannis@dev-pc:~$ kubectl get pods

1h

NAME READY STATUS RESTARTS
rook-cassandra-europe-westl-europe-westi-b-0 1/1 Running 0
rook-cassandra-europe-westl-europe-westi-b-1 1/1 Running 0
rook-cassandra-europe-westl-europe-westi-b-2 1/1 Running 0

The ClusterIP Services created for each Member as well as the client service:

yannis@dev-pc:~$ kubectl get service

NAME TYPE
rook-cassandra-client ClusterIP
rook-cassandra-europe-westl-europe-westl-b-0 ClusterIP
rook-cassandra-europe-westl-europe-westi-b-1  ClusterIP

rook-cassandra-europe-westl-europe-westl-b-2  ClusterIP

CLUSTER-1IP
None
10.31.255.200
10.31.241.133
10.31.243.96

The Status and Events for the Cassandra Cluster are updated by our operator:

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra

Status:

AGE
1h
1h
1h

EXTERNAL-IP
<none>
<none>
<none>

<none>
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Racks:
Europe - West 1 - B:
Members: 3
Ready Members: 3

Events: <none>

To test scaling up, we add a new rack in availability zone europe-west1-c, with the

command kubectl edit clusters.cassandra.rook.io rook-cassandra.

cluster.yaml

# Cassandra Cluster
apiVersion: cassandra.rook.io/vlalphal
kind: Cluster
metadata:
name: rook-cassandra
namespace: rook-cassandra
spec:
version: 3.11.1
mode: cassandra
datacenter:
name: europe-westl
racks:
- name: europe-westil-b
members: 3
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi

resources:
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requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2
memory: 8Gi
placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone
operator: In
values:
- europe-westi-b
- name: europe-westl-c
members: 2
storage:
volumeClaimTemplates:
- metadata:
name: rook-cassandra-data
spec:
storageClassName: local-disks
resources:
requests:
storage: 350Gi
resources:
requests:
cpu: 2
memory: 8Gi
limits:
cpu: 2

memory: 8Gi
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placement:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: failure-domain.beta.kubernetes.io/zone

operator: In
values:

- europe-westl-c

From the Status and Events of the Cluster Object, we observe the progress of the

scale up action:

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra
Status:
Racks:
Europe - West 1 -

Members:

B

3
Ready Members: 3
Europe - West 1 - C

Members: 2

Ready Members: 2
Events:

Type Reason Age From Message

Normal Synced 5m15s cassandra-controller Rack europe-westl-c created

Normal Synced 5m15s cassandra-controller Rack europe-westl-c scaled up to 1 members

Normal Synced 4m36s cassandra-controller Rack europe-westl-c scaled up to 2 members

With this, we have created a Cassandra Cluster spanning multiple Availability Zones,

which was impossible using a StatefulSet.
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5.2.2 Scale-Down of a Cassandra Cluster

After scaling our cluster to 5 Members, we will scale it down to 3 Members again.
More specifically, we will reduce the Rack europe-west1-b to 1 Member. Once again,

we will use the command kubectl edit clusters.cassandra.rook.io rook-cassandra.

After changing the number of Members, we observe that the Operator once again
refreshes the Status of the Cassandra Cluster Object and informs us of the situation

at the moment.

yannis@dev-pc:~$ kubectl describe clusters.cassandra.rook.io rook-cassandra
Status:
Racks:
Europe - West 1 - B:
Members: 1

Ready Members: 1

Europe - West 1 - C
Members: 2
Ready Members: 2
Events:
Type Reason Age From Message
Normal Synced 16m cassandra-controller Rack europe-westl-c cre
Normal Synced 16m cassandra-controller Rack europe-westl-c sca
Normal Synced 15m cassandra-controller Rack europe-westl-c sca

Normal Synced 9m32s (x3 over 9m53s) cassandra-controller Rack europe-westl-b sca
Normal Synced 8m52s cassandra-controller Rack europe-westl-b sca’
Normal Synced 8m29s (x8 over 8m52s) cassandra-controller Rack europe-westl-b sca’

Normal Synced 7m51s cassandra-controller Rack europe-westil-b sca

After a while, we observe that the Cluster has scaled down. By running "nodetool
status” in one of the Members, we confirm that 2 Members have left the Cassandra

Cluster.

In conclusion, we implemented the scale-down sequence correctly, as it would be

done by a human administrator.
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5.2.3 Loss of a Local Disk

We remind that this particular Cassandra Cluster is using local disks. Following
from our design for coping with Node failures (which have local disks on them),
we will simulate the failure of a Kubernetes Node. To do so, we find a Node that a

Cassandra Member runs on and delete it from the Kubernetes API.

After deleting the Node and waiting a while, we will see informative Events in the
Cluster Object. In a while, a new Member will be up and running, which will replace
the fallen Member and stream its data from other replicas. Finally, we can look at the
new Member’s logs to confirm that the Member replaced the old one. In addition, the
"nodetool status” command will give us information and tell us if the replacement

was successful.



Conclusion

In this final chapter, we make an overall assessment of our implementation and out-

line a few directions for further improvement that we deem worthy of investigation.

6.1 Concluding Remarks

All in all, we have managed to meet the expectations of creating an open-source
vendor-neutral management layer for Cassandra. While there is still work to do,
mainly for Day-2 operations (backups, restores), many core features were designed

and implemented.

Kubernetes Operators were proven to be a very flexible way of extending Kuber-
netes to correctly manage a Stateful application. In this author’s opinion, they are
not equal to a managed offering and still require some attention from people with
knowledge of the app that’s running. However, they are still extremely useful at
automating a lot of the repetitive stuff and easing the workload of human adminis-

trators.

Generally, Kubernetes seems to be exploring its role as an platform for Stateful appli-
cations. It will be interesting to see where this soul-searching of the Kubernetes com-
munity will lead. Will Kubernetes decide to focus only on stateless, microservice-
like workloads which is what it got famous for, or will it evolve into a platform for
automating the deployment and lifecycle of Stateful applications? No matter the

outcome, the journey will be interesting!
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6.2 Future Work

In the near future, we would like to implement additional functionality for Day-2

actions in Cassandra Operator. More specifically, we would like to support:

Backups & Restores
« A Web GUI for Better UX

« Automated Repairs by Cassandra Reaper

Multi-Region Clusters

Many of these are proposals and are being actively design in the Rook project. [3]

We would also like to see better support for local disks in Kubernetes.

« Better Support for Local Disks: More specifically, Kubernetes should have a
way to monitor disks and take actions in case of a failure. An interesting

proposal in this direction is called "Persistent Volume Monitor”. [19]

« Better Support for Multi-Region Clusters: Some projects in this direction in-

clude federation-v2[20] and crossplane[21].



[1]

[10]
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