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“Science must begin with myths,

and with the criticism of myths.”

--Karl Popper






Euxapuotieg | Acknowledgements

OAokAnpwvovtag tnv napovoa epyacia, KAEIVEL kKot 0 KUKAOC TNG MEVTAETOUG QoIiTNONG UOU
otn oxoAn foAttikwv Mnxoavikwv E.M.M. Eva¢ KUKAOG ONUQVTIKOG OxL UOVO yla Ttnv
ektaibevon mMavw OTO €UPU AUTO avTiKeluevo, aAda mavw o’ oAa yla TG QUETPNTES
EUTELPIEC KOl Ta poBnuate {wrc ToU UOU TIPOCEPEPE O KATE KOUUATL TOU.

OAw apyika va euxaploTnow Ttov Kadnyntr 1ou K. MakpormouAo Xproto yLo TV EUTLoToouVn
ou pou gbetée va avalaBw Eva amaltnTiko aAAd kat tooo evéilapepov JEua Kal yla TIG
kaiplec ouuBouAéc Tou kata 'tn Slapkela tnc xpoviag. Ziyoupa Ga puou ueivel aééxaotn n
StaAeén tou oto 9° e€aunvo yLa Toug YeVETIKOUG aAyop(TUOUC KAl OL aVaPOPEC TTOU EKAVE OTN
@lAoocopia Tn¢ emoTHuUNC.

Erteita oeidw Eva tepaotio suyaptotw otov Atovuon NikoAomoulo, o omoio¢ ortadnke
TPAYUATIKG O KAUEe Brua NG SIMAWUATIKNC Epyaoiac S(mAa Lou, Kal dpLEPWOE TTOAAEG WPEC
BonBwvtag Ue Eumpakta e LOEEC Kal OKEWELC Mavw oTo avtikeiuevo. H ouuBoAn tou rtav
kaGoplotiky kad’ O0An tn SLOPKELX KoL ) OUVELOQPOPA TOU OVEKTIUNTN YlO TO MEPOC TNG
epyaoioc. Tov EUxapLoTw EMiONG YL TNV QY Oy CUVEPYAOTIO TTOU EIYAUE KAL ETILKOLVWVIA U0
O0Ao auto to Siaotnua.

AKkOun, Eva akoua Ueyado euxaplotw otov MNwpyo Mwpaitn yLa Ti¢ «UNTEPWPILEG» TTOU EUELVE
uadll pou uexpt va BpoUUE T UTTOAOYLOTIKA OQAAUQATA, YL TO EUOTOXX OXOALX TOU MTAVW OTO
QVTLKEIUEVO TNG EPYATIAC KAL VLA TNV EYKAPSLOTNTA TOU, TTOU TTAVTA TOV XAPAKTNPILEL.

TéAog, TO0 UEYAAUTEPO EUXAPLOTW TO OPEIAW O0TOUC SLKOUG UoU avIpwitoug, TNV OLKOYEVELX
UOU yla TNV QUEPLOTH UTTooTnpLén TOUG, TOUC (PIAOUC UOU yla TIC UOVAOLKEC OTIYUEG TTOU
{noaue oAa auta ta xpovia kat tTn Mavia mou Ntav navra kel otav xpelalotayv.

Nikog lMeAekavog

Adnva, Maptioc 2020
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ABSTRACT: This work contributes a modeling framework to characterize the effect of
deliberate organic contamination events on water distribution systems (WDSs). A bacterial
regrowth model and a first parallel chlorine decay model were combined to describe the
kinetics of organic carbon, flowing and attached bacteria, and chlorine during a deliberate
contaminant injection consisting of organic (TOC) and bacterial (Heterotrophic Plate Count)
load. Realistic network water quality conditions were achieved by a 30-day network operating
simulation, mainly aiming in the formation of biofilm to pipe surface. The attack was modeled
using EPANET-MSX through EPANET-MATLAB Toolkit, as a steady 30-minute injection
delivering 7000 g to a single node of the water distribution system. The same injection was
repeated in each node at all nodes of the pipe network. The impact of the attack in each case
was quantified by vulnerability indexes measuring the potential exposure of either TOC or
bacteria to consumers. Those vulnerability indexes were then used to construct empirical
probability mass function (PMF) and cumulative density function (CDF) diagrams in order to
interpret the results of total network response due to a contamination event. Two maps were
constructed to depict the ability of each node to expose downstream consumers at risk, as
well as, the likelihood of every single one of them to be affected by a contaminant injection. In
part Il of the investigation, a sensitivity analysis was carried out to determine the network’s
sensitivity to three dynamic network variables (mass injection, injection duration and organic
carbon concertation in water).The three mentioned variables appeared to have a significant
impact on bacterial regrowth levels, in contrast to exposure of total population, that was

slightly affected.

Key words: Simulation, Water distributions systems, Contamination events, Vulnerability,

Sensitivity analysis, Heterotrophic plate count bacteria, Bacterial regrowth






Exktetapévn NepiAnyn / Extended Summary in Greek

Elcaywyn

Ta diktua Slavoung vepou eivat {wTlkAG onuaoiog Sedopévou OTL £xouv oxedLaoTel yla TV
napoxn acdaAoulc kal aflOTOTOU VEPOU O KABE KOLVOTNTA YLO OLKLOKEC, EUTIOPLKEG KOl
Blopnxavikég xpnoels. H emeepyaocia kat n petadopd TOu MOCLMOU USATOG And TOUG
TOULEUTNPEG €WG TOV KATAVOAWTH OMOTEAEl pia OUOTNULKA TIPOOEyylon HE TOAAOUG
dpaypou¢ (Lindley kat Buchberger, 2002). Katd tn SLtdpKela TponyoUEVWY SEKOETLWY, QUTA
Ta umodla ouvnOwe mepAdppovay Hovo TNV MPooTacia Twv Hovadwy enefepyaoiog vepou
KaBwg kat Tnv e€aoddAion tng acharoug Asttoupyiag Tou SIKTUOU USPEUONG, TTOPEXOVTOAG
ETOPKEG QATIOAUUAVTLKO UTIOAELUUA O€ OAa Ta HEPN Tou SLKTUOoU Kot akopa e€aadaiilovtag
NV UTO Tiieon Slavopr vepol HEOWw TOu ouotApatog. MA£ov, €xeL avayvwploTel Twg ol
OUVETIELEG MLOG HOAUVONG oto Siktuo USpeuoNnG VEPOU, €lTE AMO OKOTILUN EVEPYELQ, E£lTe
okouola, Umopel va eival efapetikd ocoPfapég, KaBwg Sev UTIAPXOUV OPKETA epmodia
(texvoloyika i oxedlacpou) yLo tnv mpoAndn Kiag tEtolag Kataotpodnc. Zuepa eival mAéov
OMOSEKTO Ao HEYANO UEPOG TNG ETLOTNHUOVLKAG KOL TIOALTIKNC KOLWVOTNTAC WG N Umopén
KATAAANAwv urtodopwv UEpeuong, KABwWG Kal N KATACTPWON CUYKEKPLUEVWVY OTPATNYLKWY
yla TOV TIEPLOPLOMO KOl OVILHMETWIILON €&VOEXOUEVWY amelAwv HOAuvong Tou Siktlou,
dlaitepa amd pla TPOMOKPATIKY €VEpyela elval kaBoplotikig onuoaoiag (Clark kat

Buchberger, 2004- Danneels kat Finley, 2009° Gleick, 2006 Maiolo kat Pantusa, 2018).

Ta ouvotiuoata Stavoung vepol amoteAouvtal and ouvBeta Siktua aywywv, deapevwy,
avtAlwv kat BaABidwv, mou cuvnBwC eKTElVOVTOL OE EKTATEUEVN XWPLKN KAAUYN. To yeyovog
UTO, £XEL WG amoTéAeopa TV TBavr eUpeon MOAVAPLOUWY onueiwv MpocPacng, Ta omoia
elval blaitepa evdlwta oe pla anelAnp poAuvong. Yrapxouv Ladopeg attieg mou unmopouv
va 08NyNO0OUV OE TIEPLOTATIKA OKOTILUNG UTtoBabuLong evog Siktuou Stavoung vepou. OL o
OUXVEG amEeLNEC TTOU €Xouv Kataypadel elval n puoikn eniBeon otig UTTOSOUES LE OTOXO TN
6oAlodBopa toug, n Statapayn tou KuPBepvoxwpou (cyber-attack) oto cuotnua eAéyxou kat
anoktnong Sedopévwy tou Siktuou (SCADA) kal Omweg mponyoUpevwg avadepbnke n
mBavotnta Broxnuikng poAuvong (Nilsson et al.,, 2005). Ocov adopd tn TeAeutaia
neplmTwon, oL TBavotnTeC pLag avaloyng enibBeong avéavovtal alobntd, dedopévou OTL oL

OUVKEKPLUEVEC EVEPYELEG UMOPOUV VA TIPAYLATOTOLNO0UV XPNOLUOTIOLWVTOG OXETIKA ATAO
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€€OMALOO, TAPAKAUMTOVTAC £TOL, TNV Ttieon Tou Siktuou (Schwartz et al., 2014). Télog, mépa
OO EOKEUUEVEG EVEPYELEG UTIOPABOULONG €vOg Siktuou Slavoung, €vag pumog Umopel va
€l0éNBel oto O6iktuo, amo avbpwrmivn apéAela 1 umoPabuiopéveg umodopeg (..
EANQATTWHATIKEG SLACUVOEDELG, OPVNTLKEG TILECELG OE PAYLOUEVOUG OWANVEC), KOL QKOO OO

ENewdn ouvtrpnong n Blodoyilka actabég vepo (. eutpodlopdg).

OL péBobdol dabeong aoObnTPWV KATA PNKOG €VOC GUOTAUATOC SLOVOUAG MMOpoUV va
€dAPUOOTOUV, WOTE VA ETITPEMOUV TNV AVIXVEUON TUXOV PUTIOU OE TIPAYUATIKO XPOVO Kl O
Kplowpa onueia tou Sdiktvou. Map’ OAa autd, n ouykekpluévn péBodocg e€akoAouBel va
Bewpeital pun peaAotikl Adyw tou uPnAol kootoug avamtuéng kat Sudbeong Twv
awodnNTApwWyY, KABWE KoL TNG akopa avaflomotng texvoloylag ooov adopd TNV LKAvOTnTa
avixveuong kaBe eidoug pumou, n omoila PeAeTATOL OO PEYAAN MEPLOA TNG ETMLOTNUOVIKAG
Kowvotntag. Q¢ ek ToUToU, TIPEMEL va 500l peydAn Eudoon oTnv KATavonon Twv aduvapLlwy
€VOG OUOTAHOTOC KOL TNG OMOKPLONG TOUG OE TIEPUTTWOEL EOKEUMEVOU I HUN, YEYOVOTOC
HOAUVONG TIPOKELPEVOU va 80Bel poTepalOTNTA O0TO OXESLAOUO Yyl TNV TipodUAAEN Toug
OAAQ KoL TOV TIPOYPAUUATIOMUO YLOL TNV OVTLUETWITLON KATAOTACEWY £EKTOKTNG avaykng. Ot
TEXVLKEG OVAAUOELG KOL OL TIPOYPOUHUOATIOTIKEG SUVAULKEG TIPOCOUOLWOEL CUUBAAAOUV OTOV
EVTOTILOWO TWV MAEOV EVALCONTWV ONUELWV HOAUVONC, TG SUVNTIKEC GUVETIELEG, AAAA KOlL TOV
QVTIKTUTIO amo €val MOAUCHOTIKO YEYOVOG. Ze auth TNV KatevBuvon, n peAETn auth
neplypadel pa pEBodo yla tnv afloAdnynon TN amokpLong Kol TpWTOTNTOC TwV SIKTUWV

SLavoung vepoU O€ EOKEUUEVEG TIEPUTTWOELG ELOPONRG PUTIOU ATIO 0pYavLKo dopTtio.

Me0Bodoloyia

O oT10)0¢ TNG Mapouoag epyaciag eivat n mapoxr KOG AMOTEAECUATIKNG LEBOSOU eKTiUNONG
TWV EMUTTWOEWV KOl TILOAVWY CUVETELWV MLaG HOAUvVoNG amd opyaviko doptio oe Siktua
SLaVOUNG VEPOU, TTIOU TIPOEPXETAL ATIO ECKEUUEVN EVEPYELA. Ta cuoTAUaTo SLOVOUNRC vEPOU
elvat ouvBeta O&ilktua amotedoUpeva amod  aywyolG, TO oOmoio AETOUPYOUV WG
Boavtidpaotipeg, O0mou aAANAenSpa ouVeEXWG €vag HEYAAOC aplBuog amd SladopeTika
XNUIKA, BloAoyka kat puoikad €idn. Otav aut n wooppormia Staomactel Eadpvika Aoyw
e€wTtepPLKWV oUVONKWV (TL.X. armoTtopun avénon Tou opyavikou ¢dopTiou), n molotnTa Tou vepoU
Ba emnpeaotel coPfapd kat sival mBavd va TMPOKAAECEL COPBAPEG OUVEMELEG OTOUG

KOTOVOAWTEC.
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O MPWTOG 0TOXOC TNG HEAETNC adopd TNV avamtuén evog HOVTEAOU TOLOTNTAG VEPOU, TIOU
TieplypAddel TI¢ SUVAULIKEG KIVAOELG TWV KUPLlopXwV PBLOAOYLKWVY KAl XNHLKWV €W0WV Tou
ennpealovtal amo pwa advikn avénon tou opyavikou avBpaka. Ma va emiteuxBel auto,
vwoBeteitat anod tn BiBAloypadia (Zhang et al., 2004) éva povtéo avamtuéng Baktnpiwy, To
omolo mepAapPBavel Toug puBuoUg avamAacng Twv eAeUBepwv Baktnpilwv oTo VEPO, TWV
TIPOOKOAANUEVWYV Baktnplwy ota Tolywpata Twv aywywv (biofilm) kat tou Blodlaonwpevou
SlaAupévou opyavikou avBpaka (BDOC), dnAadn evog KAAGUATOC TOU GUVOALKOU 0pYaVIKOU
avBpaka (TOC). To OUYKEKPLUEVO HOVTEAO ULOBeTNONnKe, ylati topldlel amoAuta OTIg
ETUOUUNTEG TELPOLATIKEG TIPOCOUOLWOELG, 0OV TEPLEXEL KLVNTIKEG EELOWOELG BaKTNPLwV Kot
OpPYOVLKNC UANG, oL omoieg kaBopilovtal os peydlo Babuod amd tnv mapoucia 1 un,
UTTOAE LU OTIKOU YAwpiou. OLavadepBeioeg e€lowoelg epapuolovial xwplg Tpomonoinon oto
Hovtélo pe e€aipeon tnv e€lowaon kivnong tou xAwplou, n omoia sival mpwtou Babuou pe
OoTaO0epO HELWTIKO CUVTEAEOTH KOL QVTLKATAOTABNKE KABWG AmoTUyXOVE VOl EPUNVEVCEL TN

oupumnepldpopd tou xAwpiou o omoladnAmote PETABOAN TNG TOLOTNTAC TOU VEPOU.

MNna va cupnmAnpwOel To povtélo avantuéng Baktnpiwv mou meplypddnke MponyoULEVWG,
e€nxOn extetapévn BLBAoypadlk ovaoKOTNON E OTOXO TNV €UPECN €VOC EMAPKOUG
HovTéAlou amoolvBeong xYAwpiou, mou Ba emTpEP el PEAALOTIKEG TIPOCOUOLWOELS ELCBOANG
opyavikoU ¢optiou ota OSiktua Stavopng vepou. Kdta €va onuUavIkO MEPOG TNG
ETLOTNHOVLKAG KOLVOTNTOC ELvaL TTAEOV QMOSEKTO WG TO POVTEAD amoouvBeong xAwpiovu first
parallel order mapéxel ta kaAUtepa amoteAéopata TEePLyPAdnC TNG MPAYUATIKOTNTAG OF
ox€on pe umoAouna povtéAa (Brown et al., 2011; Haas kot Karra, 1984; Helbling et al., 2009;
Vieira et al., 2004). Katd cuvémnela to (6lo povtélo xpnotuomnoibnke otnv mapovoa epyaocia

(Mivakacg 1).
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MMivakag 1: Avoivtikég e€icmoeig Tov first parallel order poviélov anoctvieong yropiov

‘Ovopa Aopn AvoivTiki] oyéon HapapeTpor
dCrqst
df;ls = _klcfast
. dCslow
Parallel first ——— = —k,C
arzrderlrs dt zrstow C=Cyzexp(—kyit) + Co(1 — 2)exp (—kt) ke ke, 2
Co,rast = 2Cy

CO,slow =(1- Z)CO

OL TOPAUETPOL TOU HOVTEAOU TIOU TIPETEL VAL OPLOTOUV elval ki, k2 kat z. Autég oupBoAilouv
pLo toxelo otabepd amoouvBeong, pla Bpadeia otabepd amoouvBeong Kal T TLU TOU
TIOOOOTOU TNG OUVOALKNG CUYKEVTPWONG Tou XAwpiou, mou Ba pelwvVETAL PE TNV Taxela
otabepd, svw n umoAowunn (1-z) Ba pewwvetal pe tnv Ppadeia. Ol cuvteAeotég autol
umoloyiotnkav amo toug Vieira kat Nahas, (2005) oe epyaotnplakd TEPAUOATO TIOU
Tipaypatonol)tnkav og Selypata vepou e OKOMO TNV meplypadn Tng Helwong Tou YAwpiou,
otav (1) Bpiloketol o MeploOELO EVOVTL TWV UTIOAOIMWY XNUIKWV OTOLXELWV Kal (2) otav

npootiBetal opyavikn UAN (TOC).

Ta SVvo povtéla (Baktnplakng avamtuéng kol amoouvBeong xAwpilou) TpooapuooTnKav
KataAnAa kal ol e€lowaoelg Toug ypadtnkav o apxeio EPANET-MSX wote va emiteuxBoulv ot
TIPOCOUOLWOELG TWV eMLBEcewV. O 0ALKOG opyavikog avBpakag (TOC) dev oplotnke oto apyeio
MSX wg exwplotd €i60g, €MOMEVWG OL KLWVNTIKEG TOu eflowoelg Oev meplypdadovral
anevBelag. Na va emepaoctel auto, n ouykeévtpwon TOC peTpatal wg ocuykevipwaon BDOC,
adou to BDOC cuviotd éva kAdopa tou TOC og avahoyia 18%. To mooootd autd MPoEKUYE

amo tnv avaokomnnon tng BLBAloypadiag kat amo cuvSuacpod TtNywv.

TEAOG, QKON ONUAVTLKOTEPO £Vl TO EPWTNUA OXETLKA LLE TO TOTE TO TpootiBéuevo TOC
Bewpeltal oe emopKn MOCOTNTA £TOL WOTE VO EMNPEACEL TLG TIAPAUETPOUG TNG ATOCUVOEDNG
ToU YAwpiou. H amavtnon auty 600nKe MEPAUATIKA CUYKPLVOVTAC T TTAPALETPOUC YLa
Sladopeg TpEG Tou TOC Pe TIG avTioTOLXEG TLHEG TOU MOVTEAOU XwpLig TNV mpooBnkn TOC.
OswpnONKe MWE N CUYKEVIPWON TNG CUVOALKAC OPYAVIKAG UANG dvw twv 12.9 mg/L sivat

ETIAPKNG ETOL WOTE TO YAWPLO va apxioeL Lo ypriyopn oUVOALKA armoocUvOeon.
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H mewpapatikn ¢aon amnoteAeital ano dVo eni pépoucg otoxous. O MPWTOG 0TOXOG £lval va
avarntuxBet pla péBodog afloAdynong tng TPWTOTNTAG TwV SIKTUWV Kal va eEeTaOTEL N
OTOKPLON TOU CUCTAKMOTOC cUVUTIOAOYL{OVTAC TIG TILOOVEG CUVETIELEG TWV KATAVOAWTWY OO
TIC ETUOECELG EVOC BLOXNULKOU pUTIOU, amoteAoUpevou amo TOC kal BaKTrpLa, TTOU ELOEPXETAL
o€ dladopa onueia Tou Siktvou. O deUTePOC 0TOXOC €ival va StepeuvnBel n evatoBnaoia g
amoKpLoNG Tou SIKTUOU Ot TPELG SUVAULKEG HUETOBANTEC, €K TwV omoiwv oL Suo efaptwvtal
and tov eloforéa (pala pumou, SLAPKELD YEYOVOTOG) Kal n Teheutaia e€aptatal and tn
Aewtoupyia tng povadag enefepyaciog vepou (ocuykévipwan BDOC oto emefepyaopévo VepO).
H teAeutaia petafAntr Le TN CELPA TNG, EMNPEATEL TNV GUVOALKN TTOLOTNTA VEPOU TOU SIKTUOU

adou eival urtevBuvn yLa To oxnUaATopo Tou biofilm.

Itn mpwin ¢don n mpooopoiwon eniBeong oto Oiktuo €ywve pe Ta Sla akplBwg
xapoktnplotika (pala, Swapkela) oe kabe kopBo tou OSlKtuou £€vav mpoc €vav. Ta
amoteA£éopata ylo Kabe emiBeon avaluBnkav xpnotponowwvtag Seikteg evatodnoiag yia tnv
TIOOOTLKOTIOINON TWV ETIMTWOEWVY. ZUVOTTIKA oL SeIKTEC MapouUCLAloVTOL OTOV TIAPAKATW

miivako.

[Mivaxog 2: Agikteg evaicOnoiog yio TV TOGOTIKOTOINGT TV EMATOCE®V 0o Kibe emifeon

Ieprypaon ociktn gvarcOnoiog MoOnpatikn oyéon

N
[Mocoo16 tov TANBLG OV Tov eKTEBMKE GTOV POTO P, = Z fulkn
n=1

N

T'woépevo katavolmtdv el GUVOMKAE AenTd
CME), = teizn Y tepocn Y thactn X 1y

(Consumer-Minutes)

n=1
N
Méon ovykévipworn TOC (avrtictorya Baktmpinv) Arock = (Z Crocnk * 1n)/Mroc
n=1
Svvolkn paga TOC (avotiotoya Paktnpiov) Wrocnje = Z Croca(t) X Qn(t) x At
tTocn
N
YuvoAkn dudpketa pdAvvong Ty, = U tezn Y tepocn Y thactn

1

AnptloupynBnkav 7 Aloteg tTwv SelkTtwy gvaobnoiag pe 268 otolxeia (aplOpog kKoppwv) n

KaBe pwa. Mo kdBe Seiktn gvaloBnolag KATAOKELAOTNKAYV TA SLOYPAUUOTO KATAVOUNG

XV



mBavotnTac Kol aBpoLoTIKC CUVAPTNONG KOTAVOUNG LE OKOTIO TNV OXNUATLKI OTELKOVLON
NG anodkpLong Tou diktou o€ mepintwon eniBeong. AKOUA KATAOKEUAOTNKAYV SUO XAPTEC, O
XAPTNC ETILPPONG, O Oomoiog Seixvel og TL TOOOO0TO Tou MAnBuopoUL (P) Ba €xelL emippon U
eniBeon mou Eekvael anod kabes kOUPo KaL 0 xApTNG evaoBnaoiag, otov omolo yla KABe onueio

avtiotolyiletal n mbavoTnTa EMLPPONG TOU amo pla enibeon oto diktuo.

AnoteAéopata Kot OXOALOLOHOG

3to IxNua 1 daivetal o xaptng emppong ywa to Siktuo Stavoung tng Movieva. Ta
amoteAéopata €8el€av Mwe o MANBUOUOG TTOU EVOEXETAL VAL EMNPEACTEL OO €VAV OPYAVIKO
pUTO €§aPTATAL ONUAVTIKA Ao tnVv TonoBecia eLloBoARg. Ol KOUBOL LeyaAUTEPNG ETILPPONG

(kOKKvEG Ko TopToKaAl {wveg) BplokovTal KAatd BAcn KATAVTN TwV de€apevwy.

Zone Of Influence

]\ -~
/ ~
/ P>30%
/
/ 10%=<P<30%
/ 5%<P<10%

P<5%

/\f//

3 \(/

Zyquo 1: Xdaptng emppong yio to diktvo dtavopng s Movreva, Itaiio

AvtiBeta oL mpdolveg {wveg, OTLG omoileg 0 pUTIOG eV emLdpA o€ MAVW Ao T0 5% cuVoALkd

Tou mAnBuopou, Bpiokovtal Katd Baon mepidepelakd, evw o 17 koppoug o pumog dev
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Slaxéetal oto Siktuo aAAd AOyw TNG USPAUALKAG TieoNG MOAUVEL LOVO TNV CUYKEKPLUEVN
nieploxn (ouykekpLuévo KOpPBo). To péyebog Tou avTiKTUTIOU TOou PUTIOU OTOUG KOTOVOAWTEG
elval avtiotpodwg avaioyo Pe TIG {WVEG EMIPPONG. 2TIC MPACLVEG {WVEG Ol CUYKEVIPWOELG
opyavikoU ¢optiou Kat Baktnpiwv ¢tdvouv éwg 350 mg/L kat 1062 CFU/mL evw avtiBeta

OTLG KOKKLVEG LwVEG Ta avtiotolya mood Sev Eemepvouv ta 3 mg/L kat 133 CFU/mL avtiotolya.

210 80% TwvV enBécswv mapatnpnbnke To patvopevo ¢ avantuéng Baktnpiwv to omoio
oxetiletal LoYupa armo tn cUVOALKN SLAPKELA TNG LETADOPAG TOU PUTIOU OTIWCE AMOSELKVUETOL
ano 1o Ixnua 2. H avamtuén Baktnpiwv pmopel va amodobel oto yeyovog OtL oL UPNAEC
ouykevTpwoelg TOC mou eloépyovtal Katd tn Sldpkela pLag lofoAng, mpokalolv AUEDN
avtidpaon He To YAwpPLo, CUVTEAWVTAG OTNV Taxeia amoouvBeon tou. EMOUEVWE TO VEPO,
kaBilotatal evdAwto otnv Snuloupyla TwV HLIKPOOPYAVIOUWV KATA Tn HeTadopd TOu

dlaitepa o€ AMOUAKPUOUEVOUG KOUBOUC AOYW TNG LEYAANG SLapkeLag peTadopag Tou.
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Zyquoe 2: ATEKOvVion g oOAMKNG PakTnplakng Lalag Tov EPTUCE GTOVG KATAVOAMTEG G GYEON
LLE T1) GLVOAIKT OAPKELN TNG LOAVVOTG Y1 TIG 268 embécelg oto dikTvo g Mdvteva

210 ZxAua 3 mopoucldleTal o xaptng evalobnoiag mou amelkovilel moéoco mBavo eival va
ennpeoaotel évag KOpPoc amod pa enibeon oto Siktuo, KAvovtag Tnv mapadoxr mwg OAoL ot
KopBoL €xouv tnv bla mBavotnta va yivouv onueia €0foARG. ZUVOAWKA oxedOV n
TAELOVOTNTA TWV KOUBWV (126 kOpPOL) £xouv MIBavoTnTa va EMNPEACTOUV KATW arnod 4%, 39

KOouBol £xouv TBavotnta mavw and 10%, evw HOALS 2 mavw amod 20%. JUUMEPOOUOTIKA N
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mBavotnTa eMNPENCHOU Tou KABe KOpBou efaptdatal amo tnv Tonobecia Tou Kal amo tov
oplOuo Twv KOUPBwV nou Bpioketat otn StevBuvon petafl autou KoL tnG Se€aUEVH G oo OOV
ubpeveTal. Emopévweg ol kKOpBoL mou udpeliovtal amod TMEPLOCOTEPEC de€aévec, lval Kal oL

To evaAwrtol oto Siktuo (m.x. Képpog 266).

Zone of Exposure

40

30

20

10

Zynpoe 3: Xaptng evoioOnoiog yia To diktvo dtavoung g Movieva, Itaiia
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Tuunepacpota

To CUMUMEPACUATO TIOU TIPOKUTITOUV amd TNV avAAUCon TPWTOTNTAG Kal amokplong Ttou

Siktuou Slavoung vepou tng Movteva o€ eloBoAn pUTou amo opyavikr UAN ivat:

To €Upog tou duvntikoU MANBUCUOU Ttou umopel va ekteBel amd éva povo cupfav
HoAuvonc eival amo 106 katavalwtég (0.01%) €wg 112975 (57.8%) kal e€aptdtal o
peyaio Babuo amo t B€on tng ELoBOANAG.

Ano6 Toug cuvoAlka 268 kOpPoug, autol mou ennpedlouv To PEYAAUTEPO UEPOG TOU
SKTUoU Bplokovtal KATavTn Twv Vdpaywyeiwv (KOKKIVEG Kal TtopTokaAl {wveg), evw
avtioTtolya N MAELOVOTNTA TWV KOUPBWV avrkeL otn mpaotvn {wvn (160/268).
AvtiBeta, ol KATAVOAWTEG TTOU TMAARTTOVTOL amo €l0BOAEC O MPACLVOUG KOUPBOUG
ekTiBevtaL o€ MOAU TLO ONUAVTIKO ploko Adyw OTL 0 pUTtoG Hev SlaxEeTal o€ PEYAAO
HEPOC TOU SIkTUOU aAAa ETLSPA OTOUC YELTOVLKOUG KOUBOUC.

ATO TIC TIPOCOUOLWOELS OTOUG 268 KOPPBoUG Slamotwbnke OTL KATA TNV €L0BOAN
opyavikoU ¢optiou, N cuvoALkr Baktnplakn pala mou Ba pTacEL OTOUG KATOVOAWTEG
Ba auénBel onpavtikd oto 70% Twv MEPUTTWOEWV Adyw avamtuéng Baktnpiwv katd
™V petadpopd Tou pUTOU.

Ao tnv avaluon evalobnoiag mapatnpnOnke mMwg oL LETABANTEG TN TPOCOUOLWaNG
mou adopolv TNV eloBoAn (nala pumou, Sapkela €loBoAng) &g petafaiiouv
ONUOVTLIKA TOV CUVOALKO TANBUOoUO Tou Ba emnpeaoctel, aA\a Ba emnpedcouv Loxupa
™V BaKTnPLOKN OVATTUEN KL CUVENWE TNV Auénon tou piokou tn¢ pOAuvong Twv
KOTAVOAWTWV.

T€Aog, n kaBaplotnta tou Siktuou (pe Baon tn cuykévipwaon Twv Baktnpiwyv (biofilm)
OTOUG aywyoUS KoL KOTA CUVETIELD TN OUYKEVTPpWON Ttou BDOC oto vepo) anodeixOnke
AlyOTEPO ONMUOVTIK WE TPOG TO OUVOALKO OVTIKTUTIO TWV EMIBECEWV OPYyOVLIKOU

¢dopTiou 0TOUG KATAVAAWTEC.
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1 Introduction

1.1 Problem statement

Urban water distribution systems (WDSs) are of vital importance since they are designed to
supply safe and reliable freshwater to every community for domestic, commercial and
industrial uses. Treatment and transport of drinking water can be regarded as taking a multi-
barrier approach (Lindley and Buchberger, 2002). Over the decades, these barriers included
the protection of water treatments plants as well as securing the water supply network by
providing sufficient disinfectant residual throughout the pipes and assuring distribution
through a pressurized system. The consequences of a contamination event, occurred either
intentionally or unintentionally, can be severe, as not enough barriers (technological or
planning) exist to prevent such a catastrophe. Nowadays, the importance of securing water
infrastructure and strategizing about such contamination threats, caused particularly by
terrorist attacks, has been greatly raised (Clark and Buchberger, 2004; Danneels and Finley,

2009; Gleick, 2006; Maiolo and Pantusa, 2018).

Drinking-water distribution systems consist of complex networks of pumps, pipes and storage
tanks under a broad spatial coverage. This enormous distributed special expansion of the
water utilities results in finding numerous access points that are very susceptible in a
contamination threat. There are various causes that can lead to contamination incidents in
WDSs. Municipal pipe networks, for example, can be vulnerable to a range of terrorist threats,
including physical attack, cyber-disruption and biochemical contamination (Nilsson et al.,
2005). The likelihood of such occurrence is increased considering that these intrusions can be
carried out using relatively simple equipment, with only constrain to overcome the network’s
pressure (Schwartz et al.,, 2014). Furthermore, unintentional events, where a contaminant
may enter the network can occur by negligence, degraded infrastructure (e.g. cross-
connections, negative pressures in cracked pipes), lack of maintenance and biologically

unstable water (e.g. nutrients surplus) potentially leading to bacterial outbreaks.
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Sensor deployment methods can be applied to enable real-time pollution detection in critical
points across the pipes of a network. Nonetheless, this method is still considered unrealistic
because of the high deployment costs and the unreliability of current sensor technology, which
is profoundly studied by the scientific community. As a consequence, a major emphasis must
be given on understanding the susceptibilities of water distribution systems as a precaution
in case of a contamination event. Engineering analyses and pragmatic dynamic water
simulations can help to identify most susceptible to contamination points of the network and
estimate the consequences from a contamination event in order to prioritize emergency
response plans. To this direction, this study describes a method to assess the vulnerability of

WDSs in case of a deliberate organic contaminant intrusion.

1.2 Research overview

The overall aim of the present thesis is to provide an effective method of assessing the effects
and potential consequences of organic load contamination in municipal water distribution
systems, with a special focus on deliberate attacks. Water distribution systems are complex
pipe networks, which function as a bioreactor, where an ample of different chemical, biological
and physical species constantly interact. When this equilibrium is suddenly disrupted due to
external conditions (e.g. organic load injection) the quality of water is severely affected and

likely to cause serious after-effect to potential consumers.
To achieve this aim, the thesis has set the following three objectives:

1. The first objective of this study is to develop a water-quality model, that represents
the dynamics of the predominant species affected by a sudden surging in organic
carbon. To construct this, a bacterial regrowth model, including the kinetic rates of
free flowing bacteria, attached bacteria (biofilm), and biodegradable dissolved organic
carbon, which is a fraction of total organic carbon (TOC), is adopted from literature
(Zhang et al., 2004). In addition, a more complex chlorine residual model (first parallel
order decay), proposed by many studies (Brown et al., 2011; Haas and Karra, 1984;

Vieira and Nahas, 2005), is incorporated in order to describe chlorine reaction to
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sudden bulk organic quantity. The five (5) species’ mathematical model is incorporated
into EPANET-MSX, an extension of EPANET software for quality-water modeling, and
through EPANET-MATLAB toolkit (Eliades et al., 2016) contaminant injections into
WDSs are simulated.

The second objective is to achieve more realistic simulations by setting species’ initial
conditions for every point of the network before every injection. A simple code is
programmed to estimate the required chlorine residual exiting the sources in order to
avoid flowing bacterial regrowth. Eventually, the initial conditions are calculated by a
30-day simulation assuming that finished water from sources contains chlorine and a
small amount of bacteria and organic carbon (BDOC), which result in different
concentrations of biofilm regrowth in each pipe of the network.

The third objective regards the investigation of Modena’s water distribution system
response and is divided in two-parts. For the purposes of this study we assume a non-
conservative contaminant measured in TOC and bacteria. In the first part, we run a
base-case scenario of contaminant attack in each node of the network and quantify
the consequences using some proposed vulnerability indexes. Extending the work of
Khanal et al., (2006) a Zone of Influence and a Zone of Exposure are also constructed.
In the second part, a sensitivity analysis is conducted in order to investigate the
response of some dynamic variables separated in two categories, (1) those which are
determined on the contamination action (injection mass, injection duration) and (2)
water-quality parameters (BDOC concentration), measured at the exit of the water

treatment plant, impacting the bacterial growth in the system before the intrusion.
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1.3 Work structure

This study is structured into seven (7) distinct chapters, arranged in a logical sequence for

the understanding of the objective.

In this first chapter we present a general overview over the water distribution systems’
vulnerability to contamination threats, as well as a brief description of the research scope and

the steps for study’s implementation.

In the second chapter an extensive literature review about intentional and unintentional
contamination threats in water distribution systems is provided. We discuss vulnerability of
water infrastructure, mainly focusing on the most common causes of a potential
contamination event with a special refer to bacterial regrowth, while we also refer to the state-

of-art mitigation techniques.

In the third chapter we extensively present the computational tools used for the purpose of
this study. An introduction to water distribution system modeling software EPANET 2 and its
extension EPANET Multi-Species extension (MSX) is given, while emphasis is put on the
EPANET-MALTAB Toolkit, a software for interfacing EPANET with MATLAB computing

language, on which we based the undertake of this work.

The fourth chapter is a thorough analysis of the water quality model which consists of a
bacterial regrowth model and the incorporation of first parallel chlorine decay mechanism. We
present the water biological and chemical species involved in the model and assumed for this
study, analyze their kinetic rate equations and interactions and demonstrate the process of
adapting the theoretical model into an EPANET-MSX readable format to enable the dynamic

simulations.

In the fifth chapter the experimental methodology of the vulnerability assessment is
presented. At first, the case study topology is introduced and a contaminant injection is
demonstrated for a better understanding of the tool. Moreover, the rationale and calculation
of the initial conditions are analyzed. The chapter ends, by analytically describing the two-part
investigation of our case study and the construction of the vulnerability indexes and

demonstration tools used to extract the network’s vulnerability assessment.
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In the sixth chapter are discussed the results from both parts of the investigation. For the
first part, are presented: The Zone of Influence and Zone of Exposure maps, and statistical
graphs for each vulnerability index that gauge the likelihood of a contamination event
depending on its magnitude. In the second part, the differences in the total effect of the
contamination event are discussed, based on each examined variable of the sensitivity

analysis.

The seventh chapter is a summary of the entire research focused on the methodology used,
the objectives and the conclusions drawn from the experimental phase of modeling and
measuring the vulnerability of the water distribution systems. Finally, suggestions for future

research and enhancement of the studied model are provided.
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2 Contamination threats In water distributions
systems

2.1 Awareness of water infrastructure vulnerability

Water supply networks have always been an integral part of the social fabric as they ensure
that consumers are provided with clean water for domestic and industrial use. The health of
thousands of people daily depends directly on the quality of the water. Historically, the
contamination of water supply networks, whether deliberately or inadvertently, caused untold
damage to local communities. Examples of water mains contamination events have been
recorded for many years and continue to this day. A significant example of the impact of an
infection is the one that happened in Milwaukee in 1993, where 403.000 consumers affected,
a number of whom hospitalized or died while it was estimated that total financial cost was $
96.2 million (Eliades et al., 2014). More recently, in 2014 in West Virginia, it was estimated
that 300.000 consumers had been affected, 14 of those hospitalized when a crude MCHM
was accidentally spread into the drinking water distribution system (Qiu et al., 2020).
Moreover, in 2019 two incidents of waterborne deceases due to bacterial infection were
recorded in Norway and California, causing thousands of illnesses. These incidents are
completely unrelated to deliberate actions, but rather indicate the susceptibility of the water

supply systems and the magnitude of the disaster that an infestation can carry.

Terrorist acts in recent years have led to increase political and scientific awareness of the
safety of water facilities. In the United States, after September 11, 2001, the water industry
has really started to focus on the safety of water facilities. In 2002 the Bioterrorism Act into
law was signed which requires water utilities to prepare Vulnerability Assessments and
Emergence Response Plans (Clark and Buchberger, 2004). Similar methodologies and tools,
amongst many studies, have been also developed not only in the US but worldwide
(Association of Metropolitan Water Agencies, 2007; Centre for European Reform [CER],

2005; Instituto Superiore de Sanita, 2005).
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Water systems are vulnerable to a range of intentional threats including contamination,
damage or sabotage through physical destruction and cyber-attack (Maiolo and Pantusa,
2018). Physical damage is primarily related to service interruption and may also cause
significant economic damage. Most vulnerable parts of water systems include their physical
attributes, e.g. dams, tanks and pump stations (Maiolo and Pantusa, 2018). In WDSs, cyber-
attacks potentially involve a range of actions including stealing consumer data up to invading
water utility’s supervisory control and data acquisition system (SCADA), aiming in causing
water shortages or degrading water quality by turning pumps on or off, emptying tanks

inappropriately or causing water hammer events (Hakim and Blackstone, 2014).

In the last decades, major efforts have been devoted to study the vulnerability of water
systems due to deliberate contamination events caused by terrorist actions. Different aspects
of the subject have been analyzed e.g. types of contaminant (Burkhardt et al., 2017; Propato
and Uber, 2004; Schwartz et al., 2014), vulnerability assessment methodologies (Danneels
and Finley, 2009; Janke et al., 2012; Lindley and Buchberger, 2002; Kenneth A. Nilsson et al.,
2005), responding to the attacking threats and minimizing the consequences (Clark and

Buchberger, 2004; Gleick, 2006; Jeong et al., 2006).

2.2 Bacterial regrowth in water distribution systems

Although public’s perception is that water distribution systems’ microbial ecology is limited,
modern research has proved that WDSs are diverse microbial ecosystems with high bacterial
and fungal abundance and a variety of microbial life including viruses and protozoa (Douterelo
et al, 2014a). Water distribution systems act as a chemical and biological reactor where
water-quality constantly changes. Microorganisms may be found both in the water phase and
on the surface of the pipe walls in the form of biofilm. Waterborne illness and reduction of
water quality are often caused to bacterial cells (King et al., 1988; Lindley and Buchberger,
2002). The bacterial regrowth in WDSs is depended on several factors such as, the type of
disinfectants (chlorination, ozonation, chloramines), concentration of disinfectant, water

temperature, pH, oxidant residuals, the presence of corrosion, but primarily by nutrients
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(Prévost et al., 1998). A sufficient disinfectant usually acts as an inhibitory factor to bacteria
growth in the bulk water. In contrary, attachment of bacteria on the pipe materials has been
shown to increase disinfectant resistance (King et al., 1988; Zhang and DiGiano, 2002). Low
disinfectant residual usually occurred under long water residence times can lead to sufficient
bacterial. In this case, pathogenic bacteria found in the bulk water and those which are
detached from the surface of the pipes are not immediately neutralized causing potentially

consumers diseases.

2.2.1 Attached bacteria - Biofilm

The majority of microbial biomass in DWDs is found attached to inner surfaces of pipes
forming microbial consortiums (biofilm) rather than in the bulk water (Flemming, 1998).
These thin layers are protected from the environmental stress of water flow and pressure
fluctuations and are firmly anchored to support microorganisms to a network of exopolymers

composed of proteins and polysaccharides (Batté et al., 2003).

Figure 2-1: Biofilm structure sketch | Source: semanticscholar.org

Type of pipes, materials and sediment cover the bioreactor of the microbial life, thus
contribute significantly in the microbial regrowth. Literature has shown that water
distribution pipes with rough surface have considerably more possibilities for bacterial
regrowth (Flemming, 1998; Niquette et al., 2000). Rough surface creates larger area to shelter

bacteria and can accumulate elemental nutrients (e.g. phosphorous, iron, potassium) used as
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a bacterial substrate. The Table 2-1 shows different types of pipes with reported bacterial

population according to literature review.

Table 2-1: Literature review of bacteria population related to different pipe materials

Material of pipe Bacteria Population Reference
(cells/cm?)

Matt steel 4.06 x 108 Pedersen, (1990)

Polyvinyl chloride (PVC) 2.8 x 10° Pedersen, (1990)
Polyethylene high-density (PE-HD) 2.5x10° Schwartz et al., (1998)
Copper 1.3 x 10° Schwartz et al., (1998)

Electro-polished steel 3.3x10° Pedersen, (1990)
Smooth stainless steel 1.7 x 10° Percival et al., (1998)

2.2.2 Heterotrophic plate count

The microbiological quality of drinking water in municipal water distribution systems is highly
linked with the enumeration of heterotrophic bacteria. The characterization “heterotrophic”
signifies that these microorganisms use organic nutrients for growth opposed to autotrophs
like algae, that use sunlight. Heterotrophic plate count (HPC) measurements is an analytic
method and a useful operational tool for monitoring general bacteriological water quality. The
method assesses heterotrophic bacteria able to form colonies at specific conditions of
temperature. After a defined incubation time, a general estimation of the bacteriological load
can be made by counting the number of colonies growth (Douterelo et al., 2014b; Health
Canada, 2013). It is highlighted that while “heterotrophic bacteria” enumerates all bacteria
requiring organic nutrients for growth, HPC bacteria is a fraction only of heterotrophic

bacteria that can be monitored through the specific method.

Heterotrophic plate count methods is frequently used by treatment operators to provide
information concerning the microbiological and aesthetic quality of drinking water (Wolfe et
al., 1985). Examples of HPC methods and their respective considerations are described in

“Monitoring Heterotrophic Bacteria in Potable Water” (Reasoner, 1990). Low increases in the
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HPC baseline range may arise problems: (1) non-compliance with existing regulations, (2) low
quality drinking water, specifically .in taste and odor, (3) increased risk of gastrointestinal
illnesses and (4) increased corrosion rates (Prévost et al., 1998) whereas higher increases in

the HPC baseline could denote a serious contamination intrusion.

2.3 Mitigation measures

Water distribution systems are inherently vulnerable to both intentional and accidental
contamination. The potential impact of a contaminant intrusion is highly depended upon the
type and quantity of the contaminant substance, the site and duration of the intrusion, as well
as the current hydraulic and quality conditions of the water system (Grayman, 2013). The
maintenance of sufficient disinfectant (chlorine, chlorine dioxide or ozone) in potable water
ensures that potential smaller scale organic or inorganic chemical, or microbial intrusions
caused by e.g. low pressure, or pipe corrosion will react immediately, without causing harmful

consequences to consumers.

In contrary, large-scale water contamination events due to serious accidents or malicious
attacks, could potentially have severe health effects on a population and catastrophic
economic impacts. Water authorities typically perform manual water collection and chemical
analysis, routinely, in order to evaluate water quality in water distribution systems (Eliades et
al., 2014). Such methods can no longer be considered efficient as they cannot provide any
reliable information for a potential contaminant intrusion which will be detected after days or
after customers’ complaints. Consequently, the development and implementation of early
warning systems (EWSs) is essential in order to mitigating the impact of a potential threat

(Berry et al., 2005)

According to Seth et al., (2016), mitigation of contamination threats requires a three-part
approach The first is physical security in all surface infrastructure such as storage tanks and
surface water pipes. The second regards monitoring methods in order to rapidly detect an
intrusion in the WDS and third, a special system control where the contaminant will be

instantly isolated or neutralized (e.g. using valves, flushing network pipes or injecting
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decontaminant substances) and community plans in order to promptly inform to avoid using

tap water.

2.3.1 Chlorine residual

Disinfection of potable water functions in order to destroy pathogenic organism and suspend
microbiological incubation to prevent waterborne diseases. Chlorine is mostly used worldwide
as a disinfectant as its advantages include low cost, effectiveness in controlling water quality,
easy to handle, simple to dose and residual effecting (Brown et al., 2011; Vasconcelos et al.,
1997) The maintenance of a residual quantity of chlorine throughout the water distribution
system is of paramount importance in order to ensure the safety of drinking-water to
consumers. Chlorine residual prevents the regrowth of microorganisms that enter the water
distribution system from the treatment plant or during its transportation due to various
causes e.g. pipe breakage, low or negative pressure intrusions or the incursion of insects in
the water tanks. The chlorine dose concentration added at the treatment plant constantly and
gradually lowers as it reacts in the bulk phase of the water as well as at the surface of pipes
and tanks (Vasconcelos et al., 1997). Considering water high travel times in the spatial pipe
networks and high residence time in the water tanks, the risk is that the water will reach the
consumer without the required concentration of chlorine, leading them to potential infection.
As a consequence, modeling of chlorine residual is essential in controlling disinfectant

concentrations throughout the water distribution systems.

Chlorine reacts with both organic and inorganic substances in water, while controlling
microbiological regrowth. The species that are most reactive with chlorine are inorganic
substances such as sulfide, iron, manganese, bromide and ammonia (Brown et al., 2011). Also
bulk chlorine decay rates were observed to increase significantly with higher temperature and
higher total organic carbon (TOC) concentrations (Powell et al., 2000). Several rate laws for
chlorine decay were systematically examined over the years (Brown et al., 2011; Haas and

Karra, 1984) are presented in Table 2-2.
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Table 2-2: Summary of bulk chlorine decay kinetic models. | Source: Brown et al., (2011)

. Adjustable
Type Equation parameters
First order C = Coexp (—kpt) ko
Second order (with respect to Co
. C=——7— kp, Co
chlorine only) 1+ Cokpt
. U— Gy
Second order (with respect to C = 7 Uc
chlorine and another reactant C_OeXp[W(U — Cpy)t — 1] 0
n™ order C=[ky(n—1)+ ;D101 Con
Limited first order C=C"+(Cy— Cexp (—kpt) C", ko
Parallel first order C=Cozexp(—kprasct) + Co(1 — 2)exp (—Kpsiowt) Kofast, Kbsiow Z

e First order decay: The classic kinetic model derived from the theory of chemical
kinetics is included in most water quality analyses. The rate of reaction is proportional
to the concentration of the reactant and the decay constant 4.

e n™ order decay: The reaction velocity is proportional to the n* power of chlorine
concentration.

e Limited first order decay: This model assumes that a portion of the initial chlorine
residual C is persistent and the remainder is subject to decay.

e Parallel first order: This model assumes that decay proceed through two mechanisms
(Haas and Karra, 1984) each of first order. A component z with concentration Gz is
subject to first order decay with a rate constant of kues:and the remainder initial

chlorine residual with concentration C,(Z-z) with a rate constant of kssion.

Haas and Karra, (1984) reported that between all kinetic models, only parallel first order decay
model fitted to the data as correlation coefficients were in excess of 0.90. A more recent study
(Vieira et al., 2004) examined the same kinetic models in samples of water with added (1)
chlorine, (2) chlorine and TOC and (3) chlorine and iron. Once more, the parallel first order
model provided best fit with correlation (r?) between 0.810 and 0.999. In 74% of the

experiments, this model presented the most accurate results (Figure 2-2).
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Figure 2-2: Fitting of experimental results from a chlorine decay test | Source: Vieira and Nahas, (2005)

2.3.2 Monitoring methods in water distribution systems

Sensor placement strategies for contaminant detection has been studied extensively in the

frame of contamination early warning systems (EWSs) (Berry et al., 2005; Hart and Murray,

2010; Krause et al., 2008). According to Hou et al., (2013) the analysis of pollutions risks in

urban water supply systems must include five (5) basic interconnected elements, which are

Pollution Sources

(discharger, land-based or transportation spill, diffuse discharge, chemical storage site, intentional
attacks against distribution systems, operational accidents, natural hazards, other)

pollutants

Y

Water body

T\ raw

water

(river, stream, lake,
reservoir, other)

J

mitigation acts

water quality
h 4

pollutants
Ntreated
Water supply water
infrastructures
(intake, storage, WTP,
distribution system, etc.)
/

People who
depend on
drinking water

water quality

" mitigation acts
alarm information

reports

alarm information

Monitoring and administrative system
(upstream/intake/distribution-system monitoring station, early-warning system, SCADA system,
emergency notification agencies, coordinating center, management information system, etc.

Figure 2-3: Schematic of a generic urban water supply system vulnerable to pollution events | Source:

Hou et. al, (2012)
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referred in Figure 2-3. An EWS combines real-time signals from online sensors indicating
fluctuations in water-quality parameters (e.g. temperature, disinfectant levels, conductivity,
turbidity, pH) with other detections strategies, such as public health surveillance systems,
physical security monitoring, customer complaint surveillance, and routine sampling
programs, in order to enable rapid decision making in case of presence of a contaminant.
However, sensor placement still arises many questions concerning first, the ability to construe
changes in water-quality parameters to the potential presence of a contaminant (Berry et al.,
2005), and second, networks’ broad spatial coverage which influences the total cost of a

monitoring placement plan.

During the last decades a scientific area of simulation-optimization methods has been
developed, aiming in the systematic contaminant source and release history identification
problem (Di Cristo and Leopardi, 2008; Guan et al., 2006; Laird et al., 2005; Sankary and
Ostfeld, 2019; Zechman and Ranjithan, 2009). However, still little is known about the
advantages of each proposed algorithm method each human designer proposes. To explore
this issue, the Battle of Water Sensor Networks (BWSN) was undertaken as part of 8" Annual
Water Distribution Systems Analysis Symposium in Ohio. The main objective of BWSN was
to compare and evaluate all outcome designs and methodologies, based on some quantitative
indexes that indicate their performance. Participants were requested to place five (5) and (20)
sensors for two real water distribution systems of increasing complexity and for four
derivative cases (Ostfeld et al., 2008). The main conclusions drawn from this objective were
that the problem of sensor placements is multiobjective, and thus, none of the proposed
solutions could be characterized “best”. Quantitative analysis, on the other hand, shows that
sensors need not be grouped, and that positioning sensors at vertical sets (sources, reservoirs,

and pumps) is not a requirement (Ostfeld et al., 2008).
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3 Computational tools

3.1 EPANET 2

EPANET 2 is the most often applied software tool for simulating hydraulics and water quality
in water distribution networks. It was developed by the U.S. Environmental Protection Agency
to help water utilities to better understand the movement and transformations undergone by
water in WDSs and is in possession of the public domain as a free demand driven software.
The term “demand driven” indicates that in the model the demands will always be met,
regardless the pressure in the network, as opposed to pressure driven models that use
pressure as a constraint (Ricca, 2018). The network hydraulics solver employed by EPANET
2 uses the "Gradient Method" first proposed by Todini and Pilati, (1988) which is a variant of

Newton-Raphson method.

EPANET 2 can perform both snapshot (steady-state) or extended-period hydraulic analyses
of incompressible flow in pipe networks. It can handle various hydraulic units including
reservoirs, tanks, pipes, pumps and control valves. EPANET 2 can also model water quality by
simulating the behavior of chemical substances in the water distribution system with time.
The water quality capabilities of EPANET 2 are expanded to allow water age and source

tracing analyses to be performed (Zyl et al., 2015).

The most significant hydraulic capabilities of EPANET 2 are presented below as mentioned in

the User’s Manual:

e Modeling limitless size of network systems

e Friction headloss computing using the Hazen-Williams, Darcy-Weisbach, or Chezy-
Manning formulas

e Modeling constant or variable speed pumps

e Capability of pumping energy and cost computing

e Ability to explore different types of valves including shutoff, check, pressure regulating

and flow control valves
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e Allows storage tanks to have any shape

e Supports multiple diurnal curves at nodes, each with its own pattern of time variation

The scientific fields that EPANET 2 can be applied to are numerous as the user is able to run
the model multiple times. Consequently, network optimizations, rehabilitation planning, long-
term effect simulations, sensitivity and vulnerability analyses and groundwater modeling are

some examples of software’s potential applications (Burger et al., 2016).

Extensions to EPANET 2 are available with the existing software. EPANET-MSX (Multi
Species eXtension) which enables modelling of complex reactions between multiple chemical
and biological species and EPANET-RTX (Real-Time eXtension) a library of classes and
wrappers that provide an interoperable framework and extend the software into including

data acquisition and predictive forecasting.

This study is based in EPANET and EPANET-MSX as we take advantage of all hydraulic and
water-quality capabilities in order to perform complex calculations about water movement in
distribution systems. In each simulation all hydraulic data (e.g. flow, velocity, pressure in pipes

etc.) are computed in order to be utilized by EPANET-MSX for the quality analysis.

3.1.1 Epanet-MSX

EPANET-MSX is an extension to the original EPANET that allows it to model any system of
multiple, interacting chemical/biological /physical species. The software supports two physical
phases of species: bulk water species and species attached to pipe surface. Examples of bulk
species may involve individual compounds or ions, organic compounds such as TOC, and other
biological or chemical components such as microorganisms and forms of iron attached in

pipes.

In EPANET-MSX chemical reactions can be written as a single set of ordinary differential
equations (ODEs) that are integrated over time to simulate changes in species concentrations.
The program offers several choices of numerical integration methods for solving the reaction
system’s ODEs. These include a forward Euler method, a fifth order Runge-Kutta method, and

a second order Rosenbrock method (Shang et al., 2008a)
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[TITLE]

<title linex>
[OPTIONS]
AREA UNITS FT2/M2/CM2
TIME UNITS SEC/MIN/HR/DAY
SOLVER EUL/RES /ROS2
COUPLING FULL/NONE
TIMESTEP <seconds>
ATOL <value>
RTOL <value>
[SPECIES]
BULK <specielD> <units> (<atol> <rtol>)
WALL <specieID> <units> (<atol> <rtol>)
[COEFFICIENTS]
PARAMETER <paramID> <value>
CONSTANT <const <value:x
[TERMS ]
<termID> <expression>

[PIPES] or [TANES]

EQUIL <expression>

EATE <expression>

FORMULA <expression>

[SOURCES]

<type> nodeID <specielD strength (<patternID>)
[QUALITY]

GLOBAL value

NODE 1 value
LINK value
[EARAMETERS ]

FIFE pipelD <paramID value
TANK tankl <paramID valus
[PATTERNS]

<patternID> <multiplier> <multiplier> ...

[REPORT]

NHODES ALL

NODES <nodelID:> <node2ID:>

LINES ALL

LINES <linklID> <linkZID> .
SPECIES <speciesID> YES/NO (<precision>)
FILE <filename:>

PAGESIZE <lines>

Figure 3-1: EPANET-MSX input file template

In order to run a multi-species analysis, the user must prepare two input files. The first file is
a standard EPANET input file describing the hydraulic characteristics of the network being
analyzed. The second file is a special EPANET-MSX file (Figure 3-1) that describes all the
information is essential for a multi-species simulation. These include the import of species,
and their distinction in either physical phase (water bulk or fixed in pipe surface), coefficients
and parameters, chemical reaction differential equations that govern their dynamics for pipes
and tanks, nodes’ and pipes’ quality initial conditions, sources and computational options. This
file can be achieved using a plain text editor and following a specific format. The final step to

run a network simulation is by issuing some commands in the Command Prompt window in
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Windows. A text file with will be reported, providing the simulation results such as species

concentration or water age of each separate specie over time the intervals.

3.1.2 Epanet Programmer’s toolkit

EPANET can be used in two ways: 1) as a stand-alone executable program or, as well as 2) a
toolkit library of functions that programmers can use to build custom applications. As a shared
object, e.g. Dynamic Link Library (DLL) for Windows, the user can call EPANET functions
through a programming interface by external software in different programming languages
(such as C/C++, Python, MATLAB, Pascal, Visual Basic). Through Epanet Programmer’s
toolkit, the user is able to produce more complex operations and customize EPANET’s

computational engine for their own specific needs.

In the current thesis, we exploit EPANET’s and EPANET-MSX’s shared object library as we
used Epanet-MATLAB Toolkit through MALTAB programming interface to modify all system

parameters and control total simulation configuration

3.2 EPANET- MATLAB Toolkit

MALTAB is a programming platform designed specifically for engineers and scientists. It
integrates computation, visualization, and programming in an easy-to-use environment
(Figure 3-2) where problems and solutions are expressed in familiar mathematical notation.
MATLAB is an interactive system whose basic data element is an array that does not require
dimensioning. It allows you to solve many technical computing problems, especially those with
matrix and vector formulations, in a fraction of the time it would take to write a program in a

scalar noninteractive language such as C or Fortran.
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Figure 3-2: MATLAB user interface (version R2018a)

In this study, we take advantage of MATLAB’s design to operate primarily on matrices and
arrays. Large amount of data was included in numerous matrix formulations that allowed
effortless visualization through its friendly programming environment, as well as
uncomplicated matrix processes, such as concatenating matrices, expanding, re-arrange of the
rank of columns and rows and straightforward operations. In addition, we exploited MATLAB’s
optimized for interaction graphical output, as it offers multiple functions in order to plot the

data easily, and customize the colors, sizes or scales.

EPANET- MATLAB toolkit (Eliades et al., 2016) is an open-source software, developed by
the KIOS Research Center for Intelligent Systems and Networks of the University of Cyprus
which operates within the MATLAB environment, for providing a programming interface for
the EPANET and EPANET Multi Species Extensions, a with programming platform MATLAB.
The EPANET-Matlab Toolkit features easy to use commands/wrappers for viewing,
modifying, simulating and plotting results produced by the EPANET libraries. The toolkit
adopts an Object-Oriented Programming approach, providing a common data structure in

order to successfully share data between different function modules and applications.
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The toolkit is based on a MATLAB Class, which contains all properties of the input network
model, static properties and a sum of functions either addressed to MATLAB directly or
addressed to EPANET/EPANET-MSX (Eliades et al., 2016). The basic purpose of the class is
to define an object that encapsulates data and the operations performed on that data, epanet
object. The element d is an object that contains all the static variables of the water
distribution system such as: number of nodes and pipes, skeletonization, pipe size (D and L),
pipe roughness, dynamic variables such as: pump control, demand patterns, quality data, and

options about the simulation process.

[ Vvariables - d - m} X
VARILBLE 4 & eI

L E{ﬁ Open * | Rows Columns Frs e Transpose
New from Eapnm - Insert Delete 2.l Sort -
Selection
VARIABLE SELECTION EDIT =
d
8] 1x1 epanet

Property Value

| LinkPumpPatternl... [] A
| U LinkPumpPattern...  Tx0 cell

=7 LinkPumpPowerl)... '
| {}] LinkPumpType 1
1 LinkPumpTypeCo..
{ 1] LinkRoughnessCo...
|1} LinkType

I LinkTypelndex

I LinkValveCount
I LinkVahelndex

|1} LinkVahveMNamelD
=7 LinkVelocityUnits

| | LinkWallReaction... 1
|{}] ModeBaseDemands
|{}] NodeCoordinates
I MNodeCount

|1}] ModeDemandPatt... Tx7 cell
|1}| ModeDemandPatt... Ix
|=|n| ModeDemandUnits  'LP
| | NodeElevations 1x272 double

|- ModeElevationUnits  'meters’

| NodeEmitterCoeff  1x272 double [

Figure 3-3: Epanet object structured by epanet MATLAB toolkit in MATLAB interface

When the object is constructed the user can call numerous toolkit functions which allow
updating of all parameters in the network model, data visualization, hydraulic and quality
dynamics solving, and loading of an EPANET-MSKX file. The functions can be separated in two
main categories: those which are used to received data starting with word -get- and functions
used to change the set different factors of the simulation starting with -set-. During this
thesis, we use an ample of those toolkit functions in order to adjust the dynamic variables of

the system during multiple simulations. Some of these functions are provided in Table 3-1.
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Table 3-1:List of EPANET-MATLAB Toolkit Class functions

Functions

Description

getComputedHydraulicTimeSeries:

getNodeActualDemand

setOptionsPatternDemandMultiplier
setTimeQualityStep
setPatternMatrix

initializeMSXQualityAnalysis

setMSXPattern

getMSXComputedQualitySpecie

Computed Hydraulic Time Series

Retrieves the computed value of all actual
demands

Sets the value of pattern demand multiplier
Sets the quality step
Sets all of the multiplier factors for all patterns

Initializes the MSX system before solving for
water quality results in step-wise fashion

Sets all of the multiplier factors for a specific time
pattern

Retrieves the quality values for specific specie
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4 Development of water quality model

4.1 Model overview

To simulate realistic deliberate injections of organic load in water distribution systems we
integrate a chlorine decay model capable of interacting with organic compounds into a
bacterial regrowth model. In the current study the contaminant, which is assumed a mixture
of organic compounds (dissolved, suspended, biodegradable, non-biodegradable), is measured
in total organic carbon (TOC) and biomass (bacteria) and will rapidly diffuse into distribution
pipes from a starting point. In water supply systems, two situations may occur in practice: (a)
chlorine is in excess over the reactive compounds that can react with it; or (b) the reactive
compounds are in excess over chlorine (Vieira et al., 2004). At the moment where the organic
substrate disperses into the system, the chlorine residual will react in an rapid rate (Brown et
al, 2011; Haas and Karra, 1984) causing instant decay. The loss of the disinfectant
concentration levels combined with the entry of organic nutrients from the contaminant are

expected to accelerate microbial processes aggravating the total impact to consumers.

4.2 Bacterial regrowth model

The mathematical model used for describing bacterial regrowth in water distribution systems
during a deliberate injection of organic load is based, on the work of Zhang, et al.,(2004). The
model was adopted because it fits well for the particular experimental simulations since it
contains bacterial and biodegradable dissolved organic carbon kinetics equations, which are
highly determined by chlorine residual concentration. The bacterial regrowth model equations
are implemented unmodified, except its chlorine modeling kinetic equation, a first order kinetic
equation with a constant coefficient, that is replaced due to its failure to interpret any
alterations in bulk water composition. Main advantages of the model are: (1) the microbial

and chemical processes are linked with a hydraulic model and non-steady state hydraulic
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conditions, contrary to previous similar models (Bois et al., 1997), (2) the model contains a
simplified number of system constants (11) that strongly influence prediction of bacteria and
restricts secondary parameters that may lead to uncertainty and (3) there are separate
microbial processes for free and attached growth (biofilm). The processes are depicted in

Figure 4-1.
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o b,
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Figure 4-1: Conceptual diagram of bacterial regrowth within a pipeline. Solid arrows represent
transformation processes while dashed arrows represent reactions with chlorine. | Source: Uber,
(2011)

The dependent variables are free bacteria in the bulk water (X,), attached bacteria on the
inner surface of the pipe walls (X;), biodegradable dissolved organic carbon (S) and free

chlorine (CL>) in the bulk water. The model operates as detailed below:

The net growth of free bacteria and attached bacteria utilize the biodegradable dissolved
organic carbon as a growth substrate. The following rate equations, used to describe this

growth are based on Monod kinetics:

ax

dt growth

as

2 = _uX/JY (2)
Ir = X/

where X is the mass concentration of either free or attached bacteria, S is the mass
concentration of BDOC, v is the specific growth rate coefficient of bacteria and Yis the

bacterial yield coefficient. From literature it is known that many parameters affect bacterial
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growth rate p(Zhang et al., 2004). In the model are only considered the most important ones,
which are the organic substrate concentration, the chlorine concentration and the
temperature, consequently only these are considered in the model. It is essential to underline
that temperature and disinfectant contribution are inserted in the equations as empirical
approaches in order to describe laboratory observations, as they have not been studied
extensively so far. The following equations account for the effect of all three factors on the

specific growth rate:

2
S Cl, —Cl T . —T
Hmax ( ) exp <_ u) exp| — <L> , when Clz > Clz‘t

S+K cl Tope — T;
u= s 2,c , opt i (3)
S Topt - T
Umax (S n KS) exp| — m , when Clz < Clz,t

where p,..x is maximum growth rate coefficient of biomass, Ksis the half—saturation constant
Topr is optimal temperature for bacterial activity, 7; is a temperature dependent shape
parameter, 7 is in situ temperature; C/; . is threshold above which chlorine affects bacterial
activity, and C/; .is a characteristic chlorine concentration that scales the degree of specific

growth inhibition.

The bacterial mortality rate is accounted a first order rate

dX

— = —kyX (4)
dt decay ¢

where k, = a decay rate constant.

The interaction of bulk bacteria and attached bacteria is accounted a first order rate reaction.

dX,

— = —kgepX (5)

dt deposition aeph

dX

_dtb = KaeceXpU (€)
detachment

where equation (5) denotes the deposition of free bacteria cells on to the surface of pipe walls

while (6) is the detachment of attached bacteria into the bulk water with respect to flow
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velocity (U). Kz,and Kz.denote the deposition rate constant and detachment rate constant

accordingly.
Comments and notes of clarification are mentioned bellow:

1 Recent research has shown that bacteria utilize assimilable organic carbon (AOC), that is
only a fraction of biodegradable dissolved organic carbon (BDOC) as a growth substrate
(LeChevallier et al., 1988; van der Kooij et al., 1995; Volk and LeChevallier, 2000). In the
model, AOC is neglected for reasons of simplicity. This simplification is assumed
reasonable as AOC and BDOC show significant correlation in water samples according to
researches (Volk and LeChevallier, 2000). Moreover, the model also does not account for
other nutrients such as phosphorus and nitrogen as they are in a negligible amount with
respect to organic carbon.

2 The inhibition factors for chlorine in equation (3) are empirical and were used in the
SANCHO model (Laurent et al., 1997). Higher chlorine concentration leads to smaller
inhibition factor resulting in smaller bacterial growth rates.

3 Due to the fact that biofilms are more resistant to inactivation by chlorine, different
growth coefficients y are used for bulk bacteria and attached bacteria (Eq. 3). Therefore
C/; .for attached bacteria will be greater.

4 Temperature impact on bacterial regrowth rate coefficient i/ is denoted. Results showed
that temperature effect is insignificant in bacteria growth rate during a low timeframe
intrusion event. In situ temperature is assumed bacterial optimal. As a consequence, it is
neglected for simplicity and computability reduction.

5 Zhang'’s publication does not mention the type of bacteria being examined. In this thesis
we consider that the bacteria regrowth can be measured by heterotrophic plate count
(HPC) method, so as to be comparable in relation to the maximum allowable limit of the
legislative provisions.

6 Values of parameters used in the bacterial regrowth model are listed in Table 4-1 as
presented by Zhang et al., (2004). An exception is chlorine threshold concentration for
free bacteria (C/5.s) that was replaced from 0.03 to a more conservative value 0.08 mg/L

(Thegersen & Dahi, 1996).

51



Table 4-1: Values of all parameters in the bacterial regrowth model. Values revised by the author are
marked with an asterisk.

Parameter Symbol Value Unit Reference
Maximum growth rate of free bacteria Umax, b 0.20 ht Camper, (1996)
Maximum growth rate of attached bacteria Umax, a 0.20 ht Camper, (1996)
Chlorine threshold concentration for free Theggersen and Dahi,
bacteria * Clas 0.08 mg/L (1996)

Chlorine threshold concentration for attached

bacteria Clata 0.10 mg/L Laurent et al., (1997)
Characteristic chlorine concentration Closc 0.20 mg/L Laurent et al., (1997)
Monod half saturation coefficient Ks 0.40 mg/L Laurent et al., (1997)
First-order kinetic constant for detachment *  Kget 0.04 h Bois et al., (1997)

First-order kinetic constant for deposition Kdep 0.25 h"{(m/s) Zhang and DiGiano,

(2002)

Bacterial mortality rate Kq 0.06 ht (22%?2% and DiGiano,
Bacterial yield coefficient Yy 0.15 mg/mg Laurent et al., (1997)

4.3 Chlorine residual model

In order to complement the bacterial model described previously with a sufficient chlorine
decay model that will allow realistic organic load injection simulations in WDSs, an extended
literature review was conducted. Over the last decades, considerable research has been made
concerning the best fitting chlorine decay model by evaluating different kinetic models in
laboratory experiments. It is agreed by a significant part of the scientific community that first
parallel chlorine decay model (Table 4-2) provided the best results among different models
(Brown et al., 2011; Haas and Karra, 1984; Helbling and Vanbriesen, 2009; Vieira et al., 2004).

Consequently, the same model was used in the current thesis.
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Table 4-2: Parallel first order chlorine decay model

Model name Model form Analytical Solution Parameters
ACrast
dZS = _klcfast
. dCslow
Parallel first SOV — k. C
ozere " dt zrstow C=Cyzexp(—kit) + Co(1 — z)exp (—kt) ke ko, 2
Co,rast = 2Cy

Co,stow = 1-2)C,

4.3.1 Influence of water quality on chlorine decay

The parameters of the parallel first order model that must be defined are k;, k>and z These
symbolize a fast decay rate constant (k;) of a compound (2) of chlorine concentration, and a
slow rate constant (k2) of the remaining compound. These coefficients were estimated by
Vieira et al., (2004) in laboratory experiments performed on water samples. Vieira's research
was based on water samples collected upstream of chlorination in a water treatment plant
near the city of Almada (Portugal). Three series of bottle tests were carried out with the aim
of evaluating the influence of (1) chlorine initial dosage, (2) organic matter (TOC) addition,
(3) iron addition, and (4) temperature. Results showed existence of high correlation between
constants and those variables. Specifically, when chlorine was in excess and no other chemical

substance was added, k: and k; coefficients were found correlating well (r>0.79) with 1,/C,for

three different temperature conditions (24.5 C,20.0 Cand 14.6 C) (Figure 4-2).

53



O F oo
A 24.5°C « 20.0°c m 14.6°C
oo8 . A
T y =0.01x +0.0048 -
006 f I =L 2T IME O O0TEE 0004 - — - — - - -
£ F=07920 V=2 '
R 0.04 =" mm 2 ~ y =0.0064x + 0.0006
002 L -t R =0.9236 _
0 - :
0 2 4 6 8 10
1/Cy (mg 1)
0.0001 +-1{4245%C +20.0% n146°C |-
ooo008
e oooo0 {y=1EO5x+3E060 -~
E R*=0.
000004 -~ _+ Re_paa
'
0.00002 { -~ At == y=3E-06x+ 56807
2
O n T T T R \= 0 q%
0 2 4 6 8 10
1/C0 (mg |'1)

Figure 4-2: Decay constants as a function of the inverse of initial chlorine concentration, 1/Co
|Source: Vieira et al., (2004)

In our model, we used the linear relationships referred to 14.6 C as it meets more accurately
the annual mean temperature in Europe and specifically in Modena, Italy (13.4 C, climate-

dara.org) which is our case study.

In contrast, research has shown that when sufficient organic content (TOC) is added in water,
chlorine decay is directly correlated to TOC concentration due to immediate chemical
reactions. Linear relationships between TOC and kinetic constants were extracted for bottle
samples with initial chlorine concentration 2 and 0.2 mg/L for temperature conditions of
14.6 °C (Figure 4-3). In water distribution network systems, chlorine concentration should
range between 0.2 and 1 mg/L as expressed in Guidelines for Drinking-water Quality (World
Health Organization, 2003). Consequently, for our model implementation we adopted the
linear relationships extracted by experiments with initial chlorine concentration of 2mg/L as

a more realistic scenario.
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Figure 4-3: Influence of TOC on chlorine decay constants | Source: Vieira et al., (2004)

In order to estimate parameter z, we exploited the data provided by Vieira’s graphs showing
correlation between x and initial concentration Coin absence of any other substrate in excess
and between z with TOC when TOC is added. These graphs did not include any mathematical
relationships between fraction z and any compound. For this reason, we reproduced the
graphs in a spreadsheet and conducted a regression analysis. In case of no added TOC, a
second order polynomial trendline displayed the highest R-squared value (R?=0.95) where
fraction z decreases with initial disinfectant concentration (Figure 4-4). When organic matter
is in excess over the disinfectant, results depicted a slow increase of fraction zwith TOC, but

no regression model could determine strong relationship between the variables (Figure 4-5).
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Figure 4-5: Influence of organic content on the fraction z (temperature conditions: 14.6 C, Initial
chlorine concentration: 2.0 mg/L) | Data: Vieira et al., (2004)

Considering all above, it is noticeable that in case of an organic injection (TOC addition) in
water supplies, chlorine decay rates are increasing radically. An example is shown in Figure

4-6 where three different decay curves are illustrated in a sample of 0.7 mg/L

The first curve results from first order chlorine decay as presented by Zhang et al., (2004) in
bacterial regrowth model, the second results from parallel first order chlorine decay without
any added substances and the third one depicts chlorine decay when sufficient TOC addition

(50 mg/L) is injected in the sample. Decay rate values are shown in the following table:
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Table 4-3: Differences in parameter values among chlorine decay models. Chlorine initial
concentration is assumed 0.7 mg/L

Model Parameters Substance Values
depended on
First order decay model Ko - 0.020 (1/5min)
ki, 0.048 (1/5min)
First parallel order decay model Initial chlorine .
k . 0.00005 1/5
(no added substance) 2 concentration (1/5min)
z 0.212 -
ki, 0.70 (1/5min)
First parallel order decay model Total Organic .
k 0.017 1/5
(50mg/L TOC added) 2 Carbon (1/5min)
z 0.264 -
0.7 First order
0.6 .
- First parallel (no
? 05 TOC)
= e First parallel (TOC
T 04 added)
S
8
E 0.3
202
(@)
0.1
0

0 5 10 15 20 25 30 35 40 45 50 55 60
time (min)

Figure 4-6: Examples of chlorine decay curves for conditions described in Table 4-3

Finally, yet importantly, a question regarding when TOC addition is assumed in sufficient
quantity in order to impact chlorine decay rates. In other words, when we should consider
mathematical relationships between the parameters (43, &, z) and Co. (Figure 4-2 and Figure
4-4) and when between the parameters and TOC (Figure 4-3 and Figure 4-5). A practical

solution is given by detecting the lower bound of TOC concentration which equalizes the fast
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decay rate (k;) to the same value as when there is no TOC addition (see values in color in
Table 4-4). Because, the results differ with respect to (, a mean value was considered. The

following table shows the results:

Table 4-4: TOC sufficient concentration lower bounds.

Chlorine initial concen.

(ma/L) 0.5 0.6 0.7 0.8 0.9
No TOC addition -Parameters with respect to chlorine initial concentration

k1 (1/min) 0.0134  0.0113 0.0097 0.0086 0.0077

k2 (1/min) 0.000 0.000 0.000 0.000 0.000

fraction z 0.252 0.232 0.212 0.194 0.176

TOC addition- Parameters with respect to TOC

TOC (mg/L) 13.8 13.2 12.74 12.43 12.17 12.90
k1 (1/min) 0.0134 0.0113 0.0097 0.0086 0.0077

k2 (1/min) 0.000 0.000 0.000 0.000 0.000

fraction z 0.220 0.220 0.219 0.219 0.219

4.4 Model adaptation to Epanet-MSX

In order to run quality simulations using EPANET-MSX the next step is to prepare the MSX
input file that defines the individual water quality species of our model and the reaction
expressions that govern their dynamics. This can be done using a text editor and following the
format described in EPANET-MSX manual. The resulting MSX input file, named bacterial.msx,

will be expanded in the next lines.

[TITLE]

Contaminant injection model in water distribution systems

[OPTIONS]
AREA _UNITS CM2 ;Surface concentration Is mass/cm2
RATE_UNITS HR ;Reaction rate units are concentration/hour
SOLVER EUL

58



TIMESTEP 360 ;360 sec (6 min) solution time step
RTOL 0.001 ;Relative concentration tolerance

ATOL 0.0001 ;Absolute concentration tolerance

Area units are set to cm? as determined by the bacterial regrowth model. The forward
standard Euler integrator (EUL) was chosen for numerical integration method, since it is best
applied to non-stiff, linear reaction systems. All options can be modified using the EPANET

MATLARB toolkit, thus it is of minor importance to determine them in the MSX file.

[SPECIES]

BULK  CL2 MG ;chlorine

BULK S MG ;organic substrate

BULK  Xb UG ;bulk biomass (ug/l)

WALL Xa UG ;attached biomass (ug/(cm2))

BULK  Nb log(\N) ;number of free bacteria
WALL Na log(\N) ;number of attached bacteria

[COEFFICIENTS]
CONSTANT CLO 1 ; INITIAL CLO (mg/l)

CONSTANT CL2C

CONSTANT CL2Tb
CONSTANT CL2Ta
CONSTANT  MUMAXb

.20 ;characteristic CL2 (ng/L)

.08 ;threshold CL2 for Xb (mg/L)
.10 ;threshold CL2 for Xa (mg/L)
.20 ;max. growth rate for Xb (1/hr)
CONSTANT MUMAXa
CONSTANT Ks
CONSTANT Kd

.20 ;max. growth rate for Xa (1/hr)
.40 ;half saturation constant (mg/L)
.06 ;bacterial decay constant (1/hr)
CONSTANT Kdep
CONSTANT Kdet
CONSTANT  Yg

.25 ;deposition rate constant (1/hr)
.04 ;detachment rate constant (1/hr/((cm2)/s))

O O O O O o o o o o

.15 ;bacterial yield coefficient (mg/mg)

The species being simulated are, as mentioned, chlorine (CL;) in mg/L, biodegradable
dissolved organic carbon (S) in mg/L, bacteria in the bulk water (X,)in pg/L, and bacteria
attached in the pipe surface (X.) in pg/cm? In the MSX file we add Asand N, which represent

the total numbers of bulk bacterial cells and attached bacterial cells accordingly. Species are
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separated in BULK and WALL in order to define their units, mass per volume or mass per area,

respectively.

In the [COEFFICIENTS] section the parameters of Table 4-1 are placed, plus the CL,constant
with a default value of 1 mg/L. This value must be changed in every discrete simulation in
order to be equal with the water supply sources’ chlorine concentration value. This parameter
is used in the chlorine first parallel decay model, which uses this constant in order to adjust

the decay rates when no substance is added in the water system.

Next is presented the [TERMS] section which allows us to define intermediate mathematical
terms in the model’s description so that the rate equations can be expressed more clearly and

compactly and [PIPES] section for describing the rate equations.

[TERMS]

Ib EXP(-STEP(CL2-CL2Tb)*(CL2-CL2Th)/CL2C) :Xb inhibition coeff.
la EXP(-STEP(CL2-CL2Ta)*(CL2-CL2Ta)/CL2C) ;Xa inhibition coeff.
MUb MUMAXb*S/(S+Ks)*Ib ;Xb growth rate coeff.
MUa MUMAXa*S/(S+Ks)*la ;Xa growth rate coeff.
TOC 5.55*S

K1_TOC  (0.0035*TOC - 0.0349)*60 ; (1)

K2_TOC  (0.0001*TOC - 0.0012)*60 ; (i)

Z TOC (0.0012*TOC + 0.2039) i)

K1_CL2 (1/CLO*0.0064+ 0.0006)*60 ; (V)

K2_CL2 (3*10°(-6)/CLO +5*10"(-7))*60 )

Z _CL2 0.0545*CLO"M2 - 0.2653*CLO +0.3711 ; (vi)

K1 STEP(TOC-12.9)*K1 TOC + STEP(12.9-TOC)*K1 CL2 ; (vii)

K2 STEP(TOC-12.9)*K2_TOC + STEP(12.9-TOC)*K2_CL2 ; (viii)

Z STEP(TOC-12.9)*Z TOC + STEP(12.9-TOC)*Z_CL2 ; (ix)

The effect of chlorine on limiting the number of viable bacterial cells is modeled by applying

an inhibition factor | to the bacterial specific growth rates as:
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—(C-Cy)

C ) (7)

I = exp(

Here C is the chlorine concentration and C;, C.are the threshold and characteristic chlorine
concentrations accordingly. The special EPANET-MSX function STEP(x) is used in the
definitions of the inhibition factors |, and |, and is internally evaluated to 1 when x>0 and O

otherwise.

Equations (i)—(iii) calculate the chlorine decay constants with the respect to TOC, while
equations (iv)-(vi) calculate them with respect to initial chlorine concentration CL. Lastly, the
decision of which set of three parameters (43, k3 z) will enter the chlorine rate equation each
time step is determined in equations (vii)-(ix) considering whether current TOC concentration

is over 12.9 milligrams per liter.

Total organic carbon (TOC) is not defined in the MSX file as a specie, thus its kinetic equations
are not described directly. To overcome this, TOC concentration is measured as BDOC
concentration since BDOC consists a fraction of TOC with a ratio of 18%. This percentage
resulted from literature review and a combination of sources since no value was found for this
actual proportion. The calculation of the percentage and the sources we based on are shown

in the Table 4-5.
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Table 4-5: Literature review of carbon fractions ratios aimed in estimating the BDOC/TOC ratio.

Substances Ratio

Value Reference Description

DOC/TOC

BDOC/DOC

Consequently

In this study 22 domestic
wastewater treatment plants
0.50 were explored for TOC
Yang et al., (2014 '
(range: 21-70%) getal, (2014) DOC, BOD and COD by
monitoring the changes of

fluorescent components.

This paper demonstrated
that most DOC is not

0.35 biodegradable. For all the
Pierre et al., (1987) water samples (e.g. sewage,
(range: 11-59%) sea, river, forest stream and

tap water), BDOC were
observed to be 35%

BDOC/TOC 0.35x0.50 = 0.18

[PIPES]

RATE  CL2  -(Z*K1 + K2*(1-Z))*CL2

RATE S -(MUa*Xa*Av + MUb*Xb)/Yg/1000

RATE  Xb (MUb-Kd)*Xb + Kdet*U*Xa*Av - Kdep*Xb
RATE  Xa (MUa-Kd)*Xa - Kdet*U*Xa + Kdep*Xb/Av
FORMULA Nb LOG10(1.0e6*Xb)

FORMULA Na LOG10(1.0e6*Xa)

In the [PIPES] section all species are calculated under the equations described in the Bacterial

regrowth model except of N, and N.. For these, a simple expression is used to convert

micrograms of bacterial carbon to logarithmic cell counts. It is assumed that there are 10°

cells per microgram of carbon in the cell biomass (Shang et al., 2008b).

The variables U and A, are reserved symbols in EPANET-MSX that represent flow velocity

and pipe surface are per unit volume, respectively, and their values are automatically

computed by the program. Whenever the surface bacteria species appears in the expression

for bulk bacteria it is multiplied by A, to convert from areal density to volumetric
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concentration. Likewise, bulk bacteria are divided by A, in rate expression for attached bacteria

to convert it to an areal density.

Finally, the [TANKS] kinetic rate expressions do not include any terms involving X, since it is
assumed that surface species do not exist within storage facilities. The [SOURCES],
[QUALITY] and [PATTERNS] sections are left blank in the MSX file as they are defined
through EPANET MATLAB toolkit in the MATLAB interface.

[TANKS]

RATE  CL2  -K1*Z*CL2 - K2*(1-Z)*CL2
RATE S ~MUb*Xb/Yg/1000

RATE  Xb (MUb-Kd)*Xb

FORMULA Nb LOG10(1.0e6*Xb)
[SOURCES]

[QUALITY]

[PATTERNS]
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5 Case study

5.1 Methodology overview

In this case study we examine the vulnerability of municipal water distribution systems to
deliberate organic load contamination under realistic hydraulic and water-quality conditions.
The multispecies water-quality model introduced in previous paragraph is integrated to a
hydraulic water distribution network model and utilized to describe the movement and
interaction of water quality species (chlorine, biodegradable dissolved organic carbon, bacteria
in bulk water, attached bacteria) through the network pipes, before and during the simulation
injections. The contaminant is a soluble conservative substance consisting of organic carbon
(measured in TOC) and heterotrophic plate count (HPC) bacteria, assuming domestic
wastewater proportion 1.47x10° CFU/ gram TOC (Cyprowski et al., 2018). The release of this
substance in high amounts leads to significant water contamination by either high TOC or

bacterial concentration while at the same time chlorine reacts with TOC and decays rapidly.

The experimental phase has two objectives. The first objective is to develop and demonstrate
a vulnerability assessment to examine network’s response and potential consumers’ harm
under the biochemical contaminant assaults intruded in different points of the network. The
second objective is to investigate the sensitivity of network’s response to three (3) dynamic
variables, two of them depended on the intruder (injection mass, injection duration) and the
last one depended on the water operators (BDOC concentration in processed water). The last

variable in turn, influences the total water quality of the network.

5.2 Network topology

The water distribution network of Modena, Italy which was hydraulically modeled by Bragalli

et al,, (2008) is considered our study site. The input hydraulic data, which are provided by
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OpenWaterAnalytics®. were acquired from the web. The system provides a complex network
consisting of 272 nodes, 336 pipes that cover almost 72 km, and 4 source reservoirs (a main
source and three minor ones), all mainly serving residential users with an average systemwide
demand of 20 million L/day (243 L/s). It was mostly preferred due to its complex structure
and high variability of base demands, pipe lengths and water flows, creating this way a broad
reach of different hydraulic and water quality conditions available for experimental
simulations. The water consumption at any node is known and used to estimate numbers of
consumers connected to each node in the network (Figure 5-2). Assuming that people
averagely consume 180 litres per day (European Parliament, 2019), then approximately

195.000 consumers are served.

Figure 5-1: Network of Modena study site. Discontinuity in pipes denote the existence of

The layout of the Modena water distribution system consists of mostly closed-loop links with

main and sub-lines, while dead-end links do not exist. The network does not include storage

! https://github.com/OpenWaterAnalytics/EPANET-Matlab-Toolkit
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tanks for equalizing water supply, as the three minor reservoirs are spatially distributed in the
network, thus function to distribute the required volume in the most isolated areas. In
addition, the system is capable of transferring the flow capacity, without any water pumps

despite possible demand fluctuations.

200

Figure 5-2: Distribution of number of consumers at each network node of total 268, estimated from the
water demand at these nodes
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An EPANET hydraulic analysis was set under constant base demand for all nodes for 24 hours
to ensure that no errors such as negative pressures occur during the solution. The range of
main static characteristics and dynamic variables resulted from the simulation are presented
in Table 5-1. Exception is pipe roughness coefficient, which is invariable in all pipes of the
system with a value of 130 in terms of Hazen-Williams formula and indicates that pipe

material is cast iron (Rossman, 2000).
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Table 5-1: Modena network main characteristics and hydraulic parameters range for base-case
EPANET simulation under constant base demand for all nodes. *Roughness coefficient remains
invariable in all pipes.

Parameters Range Units
Nodes
Elevation 30.59 41.83 m
Base Demand 0.01 9.47 L/s
Reservoirs Elevation 72.00 74.50 m
Pressure 27.13 39.05 m
Pipes
Length 6.03 1094.73 m
Diameter 100 350 mm
Roughness* 130 -
Velocity 0.01 1.25 m/s
Flow 0.08 130.03 md/s

5.3 Contaminant event simulations

The objectives of this thesis are based on observations made on multiple contaminant event
simulations. The attacks are simulated as a deliberate injection of a soluble biochemical
substance pumped each time into a node on the trunk line of the Modena drinking water
distribution system. The injection is set using EPANET’s mass booster source option, which
allows to input a steady mass rate per minute. Since the contaminant substance consists of

TOC and bacteria, the mass booster option is used separately for the two substances.

An example demonstration of an attack scenario is presented below, providing some basic
steps for the construction of an organic load contamination event through EPANET-

MATLAB-toolkit. The complete source code is provided in the Appendix p. 113.

The EPANET Input and MSX file are loaded, constructing the epanet object d.
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inp_file = "MOD.inp~";
d = epanet(inp_file); %Load network and use the EPANET library

d.loadMSXFile("bacterial _kinetics.msx") % Load MSX file with reactions

The location (node 52) and the duration of the intrusion (30 minutes) are declared as:

intr_node = "52°7;
intr_node_index = d.getNodelndex(intr_node);

inj_time = 30; %(min)

The duration of the simulation is set to 4 hours and the pattern step to 1 minute. The pattern
step is used to define the duration of the intrusion by creating a matrix (“p1l”) of elements
equal to total pattern time step intervals. The matrix is filled with ones and zeros, one for time

intervals in which injection occurs and zero in the opposite case.

hrs = 4
d.setTimeSimulationDuration(hrs*60*60); %Set simulation duration
d.setTimePatternStep(30*60);% Set pattern step
pl=zeros(1l,hrs*3600/TimePatternStep); % pl matrix initialize
intr_start = 3; % start minute of intrusion
for i = 0:inj_time-1

pl(1,intr_start+i) = 1; % pl matrix filled
end

d.setMSXPattern("pl",pl) % Set pl matrix as the “pl” time pattern

Lastly, the intrusion source characteristics are defined. Assuming a total 6 kg biochemical
mass is injected in the network, then the contaminant enters the network with a steady rate
of 200 g/minute. The total bacterial and BDOC injected masses used as an input to the model

are calculated based on the assumptions previously described.

total_TOC = 6000; % Total mass of contaminant substance (Q)

TOC_inj = total _TOC/(inj_time); % (gr/min)
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BDOC_inj = TOC_inj/5.55; %(gr/min) TOC conversion to BDOC (18% BDOC/TOC

ratio)
xb_inj = 1.47*TOC_inj ; %(ug/min) microbial load per TOC grams
d.setMSXSources(intr_node, "S","MASS" ,BDOC_inj*10"3, "pl);

d.setMSXSources(intr_node, "Xb", "MASS*" ,xb_inj,"pl®);

After the injection, the biochemical substance is dispersed into the water distribution system
reaching other downstream nodes. The TOC and bacteria concentration of the polluted water
reaching each node depends on the hydraulic conditions (e.g. flow, velocity) in the downstream
pipes as well as the continual reactions occurring between the species involved. Figures 5-2
and 5-3 show the chlorine residual and BDOC concentration in two downstream nodes during
the simulation. Node 50 is placed 200 m after the intrusion and the contamination reached
the node only 12 minutes after the beginning of the injection. In contrary, node 104 distances
1.3 km from the injection point and the polluted water reaches it after 1:50 hours with almost

zero chlorine concentration due to its decay.
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Figure 5-3: Chlorine residual and BDOC concentration in node 50 (upstream) during the attack
demonstration example simulation
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Figure 5-4: Figure 5-5: Chlorine residual and BDOC concentration in nodes 104 (downstream) during
the attack demonstration example simulation

5.4 Initial conditions

Realistic water-quality conditions that exist in our site study water distribution system are
necessary in order to extract more accurate results about how organic load injections effect
in a case of deliberate intrusion. Under common conditions, bacteria entering the bulk water
are inactivated if the disinfectant residual is sufficient. However, bacteria that attach on the
surface of pipe materials still grow even in the presence of disinfectant. In this case, there is
no negative impact on the consumer even though bacterial regrowth occurs on the pipe
surface. On the other hand, if the loss of disinfectant residual in the bulk water is significant
(e.g. due to large water residence times), then bacteria that are released from biofilm will not
be inactivated quickly but they will grow in bulk water causing potential harm to consumers.
Considering all the above, firstly, we examine which is the lowest chlorine dose that ensures
that chlorine concentration does not drop below a certain target across the whole network
and secondary, we conduct a hydraulic and quality simulation, in which concentrations of
chlorine (CL2), biodegradable dissolved organic carbon (BDOC) and bulk bacteria (X,) enter
the system from the sources, interact across all the pipes combined with the hydraulic

conditions, and finally reach an equilibrium considering the establishment of biofilm in the

70



pipes surface. The final concentrations of chlorine residual, free bacteria, and attached
bacteria are inserted as initial conditions to each network element (nodes, pipes) for the

injection simulations.

5.4.1 Investigation of minimum chlorine dose

Many studies argue that a minimum chlorine level of 0.2 mg/L or more and its preservation
throughout the system is required to maintain good quality drinking water (Ridgway and
Olson, 1982; Vasconcelos et al., 1997). This opinion is debatable according to other studies
which demonstrated that disinfection of bacteria by 2 mg/L of chlorine might not be effective
enough under microbial load (LeChevallier et al., 1984). In this study, we set a minimum
chlorine target 0.3 mg/L throughout the system to ensure low bacterial activity. To determine
the chlorine level dose needed in the sources in order to preserve the chlorine target a
MATLAB program was created, of which the flowchart is presented in Figure 5-4. The chlorine
decay rate equations are described in the MSX file which is set as an input to the program and

are described in paragraph 4.3.

Table 5-2: Input parameters for minimum chlorine dose program

Features Details
Simulation Duration 100 hours
EPANET hydraulic step 1 hour
EPANET quality step 6 minutes
Chlorine residual target 0.3 mg/L
Start-up duration 20 hours
Initial chlorine decay parameter CL, 1 mg/L
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The program is based on two repetitive processes (loops). Initially we set the chlorine decay
parameter CLo to 1 mg/L, a value that actually represents the concentration of water while
exiting the sources. Then a chlorine source dose of 0.3 mg/L is set and EPANET investigates
if this dose is sufficient to cover the network with water of concentration greater than the
target (0.3 mg/L) after 100 hours of simulation. The target is only checked after a start-up
duration of 20 hours to ensure that chlorine concentration is equalized in all points of the
network. If the dose is not acceptable, then 0.05 mg/L is added to and the simulation runs
over until chlorine dose is sufficient. Afterwards, the decay parameter (CLy) is set equal to the
source dose and the simulations start over until chlorine source dose and chlorine decay

parameter (CLo) have equal values. The process is visualized in the following flowchart.
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decay parameter
CLO=1mg/L
e ———
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Figure 5-6: Flowchart of minimum chlorine dose program, used to investigate the sufficient chlorine
concentration exiting the sources in order to ensure chlorine residual greater than 0.3 mg/l throughout
the network.
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Results show that chlorine concentration dose of 0.6 mg/L set in all network sources is
sufficient to prevent any points with water of lower concentration than the target 0.3 mg/L.
The lowest chlorine concentration point is in Node 265 with chlorine residual concentration
of 0.32 mg/I. In total, 9 nodes have lower concentration of 0.4 mg/L, 146 nodes between 0.4-

0.5 mg/l and 113 nodes have greater than 0.5 mg/L.

5.4.2 Development of biofilm on pipe wall

The development of biofilm on pipe walls in water distribution systems is caused by a number
of factors including the nature of water transport mechanisms (e.g. the importance of
dispersion compared to advection), the existence and concentration of an electron acceptor,
the concentration of the disinfectant and the characteristics of a growth substrate (Zhang et
al., 2004). According to other studies (Bois et al., 1997; Servais et al., 1992) even low levels
of biodegradable organic matter are sufficient to support biofilm growth in water
infrastructure. In this case study, a simulation is conducted in which chlorine, biodegradable
carbon and bulk bacterial concentration enter the network from the sources. By the end of
the simulation the final values for each node and pipe (four species per element) will be saved
to a MATLAB file in order to be applied as initial conditions for the organic load injection

simulations in the first objective of the vulnerability assessment.

The simulation is conducted by setting only the species concentration (chlorine, organic
matter, bacteria) in the entrance of the network. The concentration of chlorine is set to 0.6
mg/L as the minimum dose needed to ensure that no system point’s chlorine concentration
gets lower than 0.3 mg/L. Biodegradable dissolved organic carbon concentration is set to 0.3
mg/L. This value is adopted from the study of Volk and LeChevallier, (2000), who monitored
BDOC concentration in finished water at 95 water plants across US and Canada and concluded
that the geometric mean for all the sites was 0.32 mg/l. Last but not least, bacterial
concentration value is based on legislation so it does not exceed the recommended limits.
Several countries, among which, Germany, Australia, the Netherlands and Japan include a limit
of 100 CFU/mL, while EU does not set numerical values for HPC bacteria (Chowdhury, 2012).

Therefore, the microbial value is set to 80 CFU/mL. Assuming there are 10° cells per
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microgram of carbon in the cell biomass (Shang et al, 2008b), 0.08 pg/L is set as the
concentration of bulk bacteria in the entrance of the water distribution system. Apart from
concentration in the sources, the initial conditions within all links of the network are zero for
any species (chlorine, BDOC, bulk bacteria, attached bacteria) and base demand in all nodes
is assumed invariable. The simulation lasted 30 days in order to reach a steady state with
respect to attached bacteria (biofilm) in all pipes of the network. Simulation’s hydraulic step
is set 1 hour, the quality step is 12 minutes and total computation time is 12 minutes using a

2.55 GHz CPU PC.

Results show that the geometric mean of bacteria in bulk water in all nodes of the network is
0.06 pg/mL (60 CFU/ml). As expected, the bacterial regrowth in bulk water has been
controlled under the disinfectant sufficient concentration in all points of the network. On the
other hand, sufficient bacterial growth has occurred in the surface of pipes. The geometric
mean of biofilm in pipes is 6.70 pg/cm? (6.70x10° CFU/cm?). Table 5-3 displays the four pipes
with most attached bacteria growth and the lower four pipes along with their hydraulic

characteristics.

Table 5-3: Pipes with greater and lower concentration of attached bacteria after 30 days of simulation

Pipe No. Biofilm (ug/cm?) Diameter (mm) Flow (L/s)
269 786.29 100 0.04

335 16.16 400 222.25
291 14.05 350 162.66
290 13.87 350 161.43
250 0.79 100 0.82

117 0.73 100 1.25

252 0.52 100 0.89

215 0.48 100 2.33
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The fact of extremely biofilm growth in pipe 269 can be justified by investigating the hydraulic
conditions in it. Precisely, pipe 269 constitutes a sub-line pipe transferring only 0.04 L/sec
with a velocity of nearly zero (0.0054 m/s) and low chlorine concentration 0.17 mg/L.
Therefore, detachment of attached bacteria is insignificant as water velocity does not produce
enough shear stress in the surfaces and that combined with low chlorine residual and water

stagnation, lead to higher growth rates.

Below are illustrated the time series of all species (chlorine, BDOC, bulk bacteria, attached

bacteria) for three nodes of different biofilm growth after 30 days simulation.
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Figure 5-7: Timeseries of chlorine, free bacteria, attached bacteria (biofilm) and BDOC in three
different nodes.

5.5 Investigation of network response to contamination events

In this chapter the two parts of the vulnerability assessment investigation are analyzed. The
concept of part | investigation has four main tasks: (1) Simulate a biochemical assault on the
pipe network and repeat the exact same attack scenario node by node at all 268 nodes in the
pipe network through EPANET-MATLAB toolkit as described in paragraph 5.3, (2) in each
case attack, measure the total effect of the intrusion, using different indexes for quantification
of impact (total population exposed, consumer-minutes exposure, TOC per consumer, HPC
bacteria per consumer, duration of water contamination), (3a) construct distribution
functions of exposures for demonstrating system vulnerability according to the indexes of
previous task and (3b) construct zone of influence (ZOl) and zone of exposure (ZOE) maps,
which categorize network injection nodes on the basis of their potential to expose
downstream consumers and, their likelihood of being exposed by injections of other nodes

respectively.

In part Il of the investigation, a sensitivity analysis is performed at the most influencing
injection node found from the previous part, to determine the sensitivity of network response
to four (4) dynamic network variables. The three variables denote different characteristics of
the contamination action that are determined by the intruder (total mass injected, duration
of the attack, water demand based on time of the attack). The fourth variable is determined

by water operators and is the concentration of biodegradable dissolved organic carbon
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(BDOC) in the end-use water exiting from the treatment plants (sources). This parameter
determines the total water quality conditions (biofilm accumulation, chlorine residual) of the
network, and it is investigated to gauge these conditions’ effect in a contamination event. Each

step of the investigation is outlined below.

5.5.1 Attack scenario

The attacks are simulated as a deliberate injection of the conservative soluble biochemical
substance consisting of organic carbon and heterotrophic bacteria. Organic carbon is
measured in TOC and bacteria in pg/| or colony-forming units (CFU/ml) assuming that there
are 106 cells per microgram of carbon in the cell biomass (Shang et al., 2008b). All network
simulations run a base-case event in which 7000 g of TOC and 10.3 mg of bacteria are injected
into a single node with a steady rate for 30 minutes. The demand multiplier is set to 1.0
assuming average consumption throughout the simulation, thus, the simulation start time is
not necessary to be defined as there are not fluctuations in the water demand. The total
simulation period is 4 hours, long enough to cover the whole contamination event as
determined by multiple trials. Before each simulation all nodes and pipes are set with initial
conditions of the four species: chlorine, BDOC, bulk bacteria and attached bacteria. The initial
conditions have been computed in a 30 days simulation, assuming chlorine, BDOC, bacteria
source of 0.6 mg/L, 0.3 mg/L and 0.08 pg/L respectively as already mentioned in chapter
5.4.2. The default EPANET and EPANET-MSX parameters used for each simulation are

summarized in Table 5-4. All 268 network nodes are selected one at a time as injection points.
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Table 5-4: Default EPANET and EPANET-MSX Input Parameters for Base-Case Simulation

Features Details
EPANET

Total simulation period 4h
Hydraulic time step 1h

Quality time step 6 min
Demand multiplier 1.0

Base demand 14.580 Lpm

EPANET-MSX

Differential equation solver
Pattern time step

Total chemical mass injected
Injection source type

Injection duration

Source species concentration

Initial conditions

Euler method

60 sec

7000g TOC

Mass booster

30 min

CL2: 0.6 mg/I
BDOC: 0.3 mg/l
Bacteria: 0.08 ug/I

In all nodes & links

5.5.2 Vulnerability assessment

For each injection point, the total downstream contaminated nodes are detected; hence total
consumers associated with the contamination event are counted. A node is labeled

“contaminated” when either of the three bellow conditions occurs:

e Chlorine concentration drops below 0.2 mg/L (World Health Organization, 2003).
e Any abnormal (higher)TOC concentration than sources’ (World Health Organization,
2017)

e Bacterial concentration is above 100 CFU/mL (Chowdhury, 2012).
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The percentage of population exposed due to a contamination event which started in the &

injection node is calculated as shown in Eq. 8

N
P = fnlk,n (8)

n=1

In Eq. (8), N= 268 total network nodes, £, is the fraction of the network’s population residing
at Node n, (328 f, = 1), and I, is a dummy variable, indicating whether a node n is
contaminated (/, =) or whether is clean (/,=0). In this point, it should be highlighted that it is
unlikely that all residents at a contaminated node will be exposed, as water can be used for
different reasons apart from drinking Thus this index represents the upper bound of the

fraction of the total population that would be exposed to the contaminant.

To get a more detailed perspective of the network’s response to contamination, some more
types of vulnerability measures are proposed. Although, percentage of total population
exposed is a key measurement to evaluate the consequences of an attack event, the
comparison of the percentages might not always indicate the most harmful intrusion. For
example, assume that the intrusion in two different nodes contaminate the same number of
customers. What if the intrusion in the first node affects them for longer time? To involve this
parameter, consumer-minutes exposure (CME,), as shown in Eq. (9) is proposed to get an

absolute value of consumers exposed multiplied by the time they are exposed.

N
CME) = z teizn Y tepocn Y thactn X I, ©)

n=1

In Eq. (9) t.z.is the total duration of time that water reaches 17 node undergoing the first
contamination condition. tgpoc,and t.,are total time durations for the second and third
contamination conditions accordingly. /1, expresses the total number of consumers that are
associated with node n. CME index offers an objective criterion, by comparing attacks of

seemingly different scale and revealing the real magnitude of a contamination event.

Organic carbon and bacteria cause different effects on human health if consumed. For this
reason, each contamination event is examined in terms of how many consumers are affected

from the two substances separately (Mrock, Msacci) as well as it is calculated the weighted
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average TOC exposure (Arock) measured in mg/L per consumer and bacterial exposure (Asac:x)

measured in CFU/mL per consumer from the &” injection node. (Eq. 10-11).

N
Arock = (Z Crocmk * n) /Mroc (10)
n=1
N
Abact,k = (Z Cbact,n,k * Hn)/nbact,k (11)
n=1

where Ciocnx and Cpaceni are average TOC and bacterial concentrations reaching 7 node during
the tgpocsand tr.c, total time durations respectively and Mrock, MMescek are total consumers
exposed to TOC and bacteria respectively. The total contaminant loads Wroca«cand Whserni are

calculated by using Eq. (12-13)

Wrocnk = Z Crocn(t) X Qn(t) X At (12)
trocn

Wbact,n,k = Z Cbact,n(t) X Q,(t) x At (13)
tppocn

where Q,(t) = corresponding nodal demand (L3/T) and A¢(T) is the quality time step.

Lastly, the total contamination event ( 7) is measured by defining and summing all the distinct
simulation time steps in which at least one node was exposed for at least a contamination

condition (Eq. 14).

N
T, = U teizn Y tepocn Y thactn (14)
1

The indexes P, CMEi, Wrock, Whactk, Arock, Asacek and Trare calculated for each of the injection

nodes (4), producing seven (7) arrays of 268 values.
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5.5.3 Construction of demonstration tools

Statistical graphs

To allow the inspection of the results of the total system response, the vulnerability indexes
Py, Arock, CME, As.cceand Ti introduced in previous chapter are plotted in an empirical relative
frequency distribution diagram (histogram) and its corresponding cumulative distribution
function (CDF) diagram. In each data array, a Weibull distribution is fitted in order to
generalize and conclude the total outcome of this experimental method. For the construction
of the histogram, array values of each vulnerability index, are split into intervals (classes) of
equal width and in each class, are corresponded the total number of data points whose value
is beneath the width. The exposure CDF was introduced by Propato and Uber, (2004) to gauge
the effectiveness of a disinfectant residual against a pathogen intrusion. In this study, the
exposure CDF is generated by plotting the ranked values of the arrays of the vulnerability
indexes on the x-ax/s against a point estimate of the nonexceedance probability on the y-axis.

The nonexceedance probability is given by the empirical distribution function (Eq. 14).

number of elements in the sample < x
K+1

F(x) = (14)

where K'is the total number of data points (K'= 268 injection nodes in this case). The Weibull
fitting distribution parameters for each fit curve are retrieved using MATLAB curve fitting

toolbox.

Zone of Influence

The zone of influence (ZOI) (Khanal et al., 2006) is constructed by corresponding the set of
population exposure values (P,) onto their respective nodes. The nodes are divided into three
groups depended on their ability to expose downstream nodes with the contamination

conditions previously introduced:

e Red zone (high influence) = injection nodes with P, 30%
e Orange zone (moderate influence) = injection nodes with 10%<P<30%
e Yellow zone (low influence) = injection nodes with 5%<P,<10%

e Green zone (very low influence) = injection nodes with P,<5%
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Zone of influence colors the points of the network based on their criticality of potentially being
a contaminant injection point. Future research (e.g. for optimal sensors placement) but also
on municipal authorities’ plans for enhanced physical security potentially could consult this

map to determine the zones of the network that cause the highest damage.

Zone of Exposure

In contrast to Zone of Influence, the Zone of Exposure (ZOE) demonstrates the vulnerability
of each network point by corresponding each node to the likelihood of being infected from a
contamination event in any point of the network. This is succeeded by making an assumption
that each node of the network has the same probability of being attacked. The ZOE map is
constructed by corresponding each node to the times that has been influenced from total 268

simulation events.

5.5.4 Sensitivity analysis

A sensitivity analysis is conducted to determine the total effect variability of the simulations
compared with different variables of the water distribution system. The variables in a network
can be broadly categorized into two groups: static variables and dynamic variables (Khanal et
al., 2006) (Table 5-5). Static variables are properties of the network that are not ordinarily
affected by human behavior (e.g. skeletonization, pipe length), while dynamic variables are
features of the network that are constantly changing between a range and depended by the
behavior of consumers, utilities or accidental events (e.g. flow, pressure). In this study three
dynamic variables are investigated (total mass injected, injection time, BDOC concentration
exiting from water plant sources). The two first variables examined, are determined from the
attacker whereas the third depends on the water operators. Specifically, BDOC concentration
exiting the sources is responsible for biofilm growth in the surface of pipes. To examine this
variable, different concentrations of BDOC are assumed, and by each of them, a different 30-
day simulation was set in order to develop biofilm in pipes. The values of biofilm were set as

initial conditions to the sensitivity simulations.
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Table 5-5: Important variables in simulating network contamination events (Khanal et al, 2006). Bold
variables are examined in the sensitivity analysis

Sources of uncertainty or variability

Dynamic variables Static variables
Consumer Utility Contamination System features
End-user type Network operation Duration Tank mixing
Water Demand Source blending Timing Pipe roughness
Demand pattern Hydrant flushing Location Pipe size (D and L)
Exposure Pump schedule Mass Transport
Dose response Tank storage Type Skeletonization

The impact of biofilm growth (therefore an equivalent BDOC concentration) to the total
impact of a contaminant injection is investigated. It is noted that biofilm growth depends also
on the bacterial and chlorine concentrations exiting the water sources, but are not examined
as they would produce relevant biofilm values. Expected values of BDOC concentration are
assumed to range between 0.1 to 1.15 based on the study of Volk & LeChevallier, 2000), who

monitored exiting water from 31 treatment plants in different locations of US and Canada.

For this investigation, a single point of injections is determined, in order to compare the effects
of each contamination event on condition that static and all other dynamic variables are
constant. The selected injection point is Node 52, (red zone), located on the main transmission
line downstream the main reservoir. The range of the two first variables examined is set from
-40% to +40% increasing with a 10% step. The third variable BDOC concentration was
examined for a wider range (-67% to 133%) as it was observed that minor fluctuations
produced insignificant change of impact during an intrusion. Each simulation maintains all the
characteristics and baseline values of Part | attack scenario apart from the examined variable
which is set between the range. In total, eight (8) simulations are conducted for first two

variables and seven (0.1 to 0.7 mg/L initial BDOC concentration) for the third one.
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Table 5-6: Input variables for Sensitivity Analysis.

Range
Variable (unit) Minimum Maximum
Injection mass (g) 4200 9800
Injection duration (min) 18 42
BDOC concentration (mg/L) 0.10 0.70

In each simulation, the hydraulic behavior and the following characteristics presented, are
observed and analyzed in order to determine and rank the dynamic input variables based upon
their significance to the contamination output. The characteristics include the vulnerability

indexes introduced for the first objective:

e Total Population exposed (P)

e Total Population exposed only from Bacteria (/7sa)
e Consumer-Minutes Exposure (CME)

e Average TOC concentration per Person (Aroc)

e Average bacterial concentration per Person (Agac)
e Total TOC mass reached consumers (W0

e Total Bacterial mass reached consumers (W)
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6 Results and Discussion

6.1 Vulnerability assessment

In Table 6-1 are shown vulnerability indexes P, CME, Aroc, Asact , total TOC and bacterial mass

that reached consumers’ taps, and total contamination duration of each contamination event

occurred from the specific node for the first five injection nodes (1-5). Complete table of the

results of total 268 node injections is presented in the Appendix p. 140.

Table 6-1: Results of base-case attack scenario for the nodes 1-5.

Total

Injection  Population p CME Atock Abact k TOC be-llt—::iilal ngtrzrgér;a_trlon
Node k influenced K « (mg/L) (CFU/mL)  mass . «
mass (mg) (min)
(@)
1 40125 20.5%  1.58E+06 7.98 193 7209 24 180
2 19480 10.0%  6.11E+05 16.75 274 7096 15 174
3 18783 9.6% 5.94E+05 19.22 281 7085 15 157
4 10784 5.5% 3.49E+05  66.41 359 7072 14 79
5 4509 2.3% 1.43E+05  194.86 734 7029 12 64

Results show that total population influenced (P) ranges from under 0.1% to over 55%,

strongly depending on the location of the intrusion, as Zone of Influence indicates (Figure

6-1). High influencing nodes (P>30%) are all located downstream of the upper right (biggest)

reservoir, connected to the main pipe line of the network. Node 52 is found to be the most

critical node of the network, since a contaminant injection in this point potentially impacts up

to 57.8% of the population (Figure 6-2). Moderate and low influencing nodes (5%<P<10%

and 10%<P<30%) are located in two main zones: (1) downstream the three smaller

reservoirs and (2) in the center of the network. The remaining nodes, mostly located in the

exterior of town, influence less than 5% of the total population, while in 17 of them the
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contaminant is prevented from spreading to the network due to hydraulic gradient, thus

exposing only the population of the specific neighborhood.

Zone Of Influence
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/ / ™~ P>30%
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~ ~_ / M/

.
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P<5%

Figure 6-1: Zone of Influence map for Modena water distribution network

The last category of nodes (green zone) contrariwise reflects to the highest TOC and bacteria
concentration exposure per person, as shown in Table 6-2, indicating that consumers
influenced from these nodes potentially encounter the most serious consequences by far
comparing to consumers exposed from nodes of other zones. To give an example,
contamination in node 265 was found to influence the lowest fraction population (106
consumers), but in contrary each consumer was exposed to an average TOC and bacterial
concentration of 3265mg/L and 5183 CFU/mL respectively, while the upper limit for bacterial
concentration in potable water is 100 CFU/mL. In opposite, the other three zones have
significantly lower consequences to consumers. This is attributed to the fact that,

contamination events where the pollutant is diffused for longer hours and consequently at
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more nodes, its initial concentration will be significantly reduced and consequently consumers’

impact will be considerably less.

Table 6-2: Concentrations of organic carbon and bacteria per Zone of Influence

Number of Artoc Abact Contamination Duration Tk

nodes (mg/L) (CFU/mL) (min)
Green zone (P<5%) 159 347.2 1062.9 30.0
Yellow zone 67 24.8 310.1 167.4
(5%<P<10%)
Orange zone 37 12.1 239.0 182.0
(10%<P<30%)
Red zone (P>30%) 5 2.9 133.3 216.5

Node 52 Contaminant Trace

Figure 6-2: Contaminant trace of Node 52 injection
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Table 6-3 presents a statistical analysis of different measurements of consumers’ impact from
all nodes’ injections. Total TOC mass reached consumers taps in each injection has an average
value of 7062 g, almost identical to the total mass of the contaminant injected (7000g).
Divergence in total TOC mass (e.g. 7633 g from injection node 52) occurs due to normal TOC
concentration in water exiting from the sources, which is added to the results. In contrary,
although total bacterial mass injected in each case is 10.3 mg, average mass reached to
consumers has increased to 14 mg, climbing up to 47.5 mg in node 52 injection. This fact
denotes significant bacterial regrowth inside the pipes during the migration of the
contaminant. Longer dispersal times lead to higher bacterial growth as evidenced in Figure
6-3. Bacterial regrowth can be attributed to the fact that high TOC concentrations, intruded
during a contamination event, cause immediate reactions with chlorine, leading to its fast
decay. Therefore, water deficient in chlorine is susceptible to bacterial cultivation during its
transportation to remote nodes. A characteristic example is given to show bacterial regrowth
during examined long-duration contamination events. It was observed that during the
contamination event due to injection to node 52, node 121 (see Figure 6-2) reached a
maximum bacterial concentration of 109 CFU/mL from the initial 60 CFU/mL, while chlorine
concentration dropped to 0.29 mg/L from 0.49 mg/L. The same polluted flow reached Node
225, located 1.5 km in the downstream of node 121, after 80 minutes. Over the 80 minutes
water travel time, chlorine concentration dropped to 0.04 mg/L and bacterial concentration

raised to 190 CFU/mL from the initial 35 CFU/mL.
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Table 6-3: Statistical analysis of contamination impact from all nodes’ injection

Range Mean Stangrd Skewness
Deviation
Population influenced 106 112975 11928 14159 3.8
Percentage of Population 0.1% 57 8% 6% 70 338
Influenced
CME 3.18E+03 4.25E+06 4.17E+05 5.33E+05 4.0
TOC/person (g) 0.07 66 1.78 4.34 12.4
Bacteria/person (ug) 0.44 97.20 3 6 12.3
Total TOC mass (g) 7026 7633 7062 103 0.8
Total bacterial mass (mg) 10.8 47.5 14 4 3.9
Pollution duration (min) 30 238 125 58 0.0
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Figure 6-3: Correlation of total Bacterial mass reached consumers’ taps with total contamination
duration

In Figure 6-4 is presented the Zone of Exposure (ZOE) that demonstrates how frequently a
node was contaminated during the total 268 injections. Results show that each node’s

likelihood of being contaminated is linked to the number of nodes located beneath and the
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reservoir from which is supplied. In total, 126 nodes were exposed less than 10 times
(contamination probability < 3.7%) and are mainly located in the downstream of a reservoir,
because in-between there is a limited number of nodes. In contrary, nodes with a high
possibility of being impacted from a contamination event, usually are supplied from two or
more reservoirs. Therefore, each node located in the pipe line between the examined node and
the reservoirs will potentially impact it. An example is node 266 (see Figure 6-4), which is
supplied by three reservoirs. As a result, amongst total 268 injections in each node, it was
contaminated from 69 of them (26.1%). Table 6-4 presents the number of nodes with their
possibility of being impacted, as resulted from the base-case scenario intrusion in each of 268

nodes.

Zone of Exposure

Figure 6-4: Zone of Exposure for Modena water distribution Network. Colourmap indicates the
frequency in which a node was exposed to contamination from total 268 node injections
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Table 6-4: Number of nodes related to possibility of being impacted as resulted from total 268 injections
in all nodes of the Modena network

Possibility Number of nodes
P>20% 2
10%<P<20% 37
5%<P<10% 70
P<5% 159

Figures 6-5 to 6-14 present the PDF and CDF diagrams of the vulnerability indexes introduced
in paragraph 5.5.2. Both diagrams provide a simple intuitive way to interpret results of
simulated contamination events. The shape of the exposure CDF offers useful insights about

the network response to contaminations.
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Figure 6-5: Empirical relative frequency distribution and Weibull theoretical PDF of Percentage
Population at risk to exposures for base-case intrusions in Modena network.
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Figure 6-6: Percentage Population Exposure CDF for base-case intrusions in Modena network
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Figure 6-7: Empirical relative frequency distribution and Weibull theoretical PDF of Consumer-
Minutes Exposure (CME) for base case intrusions in Modena network
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Figure 6-8: Consumer-Minutes Exposure CDF for base-case intrusions in Modena network
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Figure 6-9: Empirical relative frequency distribution and Weibull theoretical PDF of TOC
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Figure 6-10: TOC concentration per Person CDF for base-case intrusions in Modena network
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Figure 6-11: Empirical relative frequency distribution and Weibull theoretical PDF of Bacterial mass
per Person for base case intrusions in Modena network

100%

90%

80%

o
S I
IS P=N

Nonexceedance Probability
w B A
o o o
X ¥ ¥

20%
10%

0%
0 1000 2000 3000 4000 5000

Average Bacterial Concentration (CFU/mL)

Figure 6-12: Bacterial concentration per Person CDF for base-case intrusions in Modena network

95



0.14 -

0.12 -

0.1 1

0.08 -

0.06 -

Relative Frequency

0.04

0.02 -

30 75 120 165 210
Contamination Duration (min)

Figure 6-13: Empirical relative frequency distribution of Contamination durations for base case
intrusions in Modena network
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Figure 6-14: Contamination durations CDF for base-case intrusions in Modena network
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6.2 Sensitivity analysis

In this part of the investigation the three dynamic variables (mass injection, injection duration,
BDOC concentration in water) were examined for their overall effect to a contamination event

but also for their impact on bacterial growth, which potentially puts consumers at greater risk.

6.2.1 Effect of mass injection

Results from sensitivity analysis on mass injection show that there is negligible impact on
total Population exposed (P) (-2% and 4% for -40% and 40% mass respectively), which is
responsible for the fluctuations in Consumer-Minutes exposure (CME) (-15% and 9% for -
40% and 40% mass injection), indicating that the duration of potential exposure per
consumer remained in general, invariable. As expected, total TOC mass reaching consumers’
taps (Wroo), is proportional to mass injection, while it greatly impacts on total bacterial mass

(Whae) (-45% and 54% for -40% and 40% mass injection).
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Figure 6-15: Percentage of Population at bacterial risk to total Population exposed, relative to injected
mass in Node 52

These measures denote that in either case, the contaminant reaches almost a certain number

of downstream nodes regardless of the mass injection. In contrary, the values of TOC
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concentration reaching distant nodes have a critical effect at the rate of bacterial cultivation.
Larger TOC concentration (Aro0d leads to faster chlorine decay and consequently faster
bacterial growth rates. Thus, higher bacterial concentration (As..) is formed and more
consumers are at risk to bacterial contamination. The opposite situation occurs when TOC
concentration decreases. For example, in the “-40% TOC mass ”"case, total bacterial mass was
22.51 mg, 6.13 mg of which were injected and 16.38 mg were produced in the pipe network,
whereas in the “+40% TOC mass” case the values were 63.31 mg, 14.31 mg and 49 mg
respectively. To quantify the bacterial rate created in the network, in the first case bacteria
growth reached 266% of injected bacteria, while in the second case it reached 376%.
However, it is noted that above 7000 g mass injection, the percentage of population exposed
to bacteria did not increase, but reached a peak of 92% of total population impacted (Figure
6-15).This signifies that the remainder 8% is exposed to lower TOC concentrations, which is
unable to produce bacterial growth. Figure 6-16 presents the results from sensitivity analysis
in each category measured for -40% -20% +20% and +40% values of injected mass.

Complete table is included in the Appendix p. 149.
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CME . I 20%
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Figure 6-16: Percentage Tornado sensitivity chart for mass injection variable



6.2.2 Effect of injection duration

The fluctuations in this variable proportionally influenced the Consumer-Minutes exposure (-
38% and 39% for -40% and 40% injection duration) as each node affected, was exposed for
longer or shorter times proportional to the intrusion, plus that population exposed remained
almost invariable although the varying of the duration. Average TOC concentration (Aroo) is
inversely proportional to injection duration as the total TOC mass injected is divided per
minute of injection to give the rate of discharge assuming for each attack scenario. However,
it was observed that the longer an injection lasted, total bacterial mass increased (W) (-
24% and 21% for — 40% and 40% injection duration respectively) explained by longer
durations of bacterial growth in the pipe network. In contrary, average bacterial concentration
(Asscr) dropped when injection duration increased and vice versa, because during shorter time
injections, the contaminant entered the network with higher concentrations, thus creating a
higher peak of bacterial concentration. Therefore, in longer injection durations consumers are
exposed to more bacteria mass but with a lower rate and in short injection durations,
consumers are exposed to high concentrations for less time. Lastly, they were not observed
significant variations in the total population exposed (P), meaning that the contaminant
reaches a specific number of nodes independently of the injection duration, while also Total
TOC mass (Aroc) reached consumers was almost invariable as expected. Complete table of the

results is included in the Appendix p. 149.
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Figure 6-17: Percentage Tornado sensitivity chart for duration injection variable

6.2.3 Effect of BDOC concentration in water

The effect of BDOC concentration in water was found to be significant in the formation of
biofilm (-14% and 24% for —67% and 133% BDOC concentration accordingly) as shown in
Figure 6-18. However, the formation of biofilm was observed to be of negligible importance
in the contamination event as every vulnerability index examined, was marginally fluctuated.
Nevertheless, the slight increase or decrease in total bacterial mass (Arod) (-3% and +6% for
-67% and 133% BDOC concentration) indicates that biofilm contributes to the bacterial
regrowth, as water flow velocity detaches the attached cells into the bulk flow. Consequently,
it is concluded that the cleanliness of water distribution systems is of minor importance in
case of a deliberate organic load intrusion. Complete table of the results is included in the

Appendix p. 149.
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Figure 6-18: Percentage Tornado sensitivity chart for BDOC concentration in water variable
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7 Summary and conclusions

This study focuses on simulating deliberate contaminant injections to water distribution
systems under realistic water-quality conditions and assess their vulnerability. The key step
achieved here involves the linkage of EPANET-MSX, an extension software of EPANET
hydraulic solver, which allows biochemical reactions of different chemical and biological
species under non-steady hydraulic conditions during the simulation. Previous studies (Khanal
et al, 2006; Kenneth A. Nilsson et al, 2005) simulated contamination events in WDSs,
assuming an undefined conservative biochemical polluting substance spreading the network
pipes, mainly focusing on the hydraulic compounds that influence the diffusion of the
contaminant. In contrary, this study was mainly centralized in modeling the quality phase of
water and the reactions of the contaminant with the water quality compounds. Here, the
contaminant was assumed a non-conservative organic substrate comprised of organic carbon

and heterotrophic bacteria which was measured in total organic carbon (TOC).

To develop the water-quality model for simulating the contaminant intrusions, two
mathematical models were adopted and conjoined together using specific modifications
through EPANET-MSX. First, a bacterial regrowth model was utilized, containing bulk and
surface bacteria (biofilm) kinetic equations, organic substrate kinetic equations and describing
the interactions between the species and second, a chlorine decay model was used, capable of
reacting with excessive organic substrate and adjusting its decay rate depended on the water
quality conditions. Chlorine decay played a significant role in the bacterial growth rate as they
function as an inhibition factor. Consequently, fast decaying of chlorine due to TOC,
potentially could create a bacterial outbreak and thus aggravating the consequences of a

contamination event from the organic substrate.

Before the simulation intrusions, initial conditions for each biochemical specie was included in
the model in every point of the network. These conditions were extracted from 30-day
simulations of normal system functioning in order to develop biofilm in each pipe, and a

balance of all interacted species in each node and pipe. Also, a program was developed in order
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to estimate the required chlorine dose concentration in network’s sources in order to prevent
bacterial cultivation under normal conditions (that is, without counting the consequences of

a contaminant injection).

The investigation of vulnerability assessment in water distribution systems was separated in
two parts. In part | of the investigation, a deterministic base-case contamination event was
applied individually to 268 source nodes in the study site water supply network of Modena,
Italy. Several vulnerability indexes were constructed, each of them measuring a different
aspect in the total impact of the contamination. These indexes included measurements of
exposure to TOC, exposure to bacteria, contamination duration and population exposure
Therefore, each node was assessed on the total damage produced to the system in total, and
individually based on the indexes. For the visualization of the results and the better
comprehending of the network response to polluting intrusions a ZOl map was constructed,
categorizing each node based on their downstream impact, and also a ZOE map was
constructed, categorizing each node based on their likelihood of being exposed during a
contamination event starting from a random point of the network. In addition, simple
statistical graphs were used to demonstrate the likelihood of different potential magnitudes
from a contamination event. In the second part, dynamic variables of a contamination event
starting in node 52 (red zone) were examined using a sensitivity analysis to investigate the

output in system response when these values are varied.

The final conclusions considered from the vulnerability assessment in Modena WDS are

presented below:

e The range of potential population exposed from a single contamination event is from
106 consumers (0.01%) to 112975 (57.8%) and is highly depended based on the
location of the injection as shown in ZOI map.

e Out of 268 total injection nodes, the most influencing were located on the downstream
of every reservoir source (red and orange zones) while green zone nodes are in decisive
majority holding over the 59% (160/268) of the total map.

¢ In contrary, population affected due to injections in green zone nodes are exposed to

significantly more polluting substance per person. In total an intrusion on 17 nodes
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was found to affect only population residing on the injected node. Those cases leaded
to highest TOC and bacterial concentrations per person.

In base-case intrusion scenario, the polluting substance consisted of 7000 g TOC and
10mg bacterial mass. It was discovered that during the contamination event a
sufficient bacterial regrowth occurred in 70% of total injections as it was measured
that total bacterial mass reaching downstream nodes exceeded the initial injected
dose.

In case of an organic substrate injection, total consumers affected, have approximately
90% possibility of be exposed to water contaminated from both organic substance
and bacterial mass, depended on the location the injected mass dose, the injection
duration and the water demand. The remaining 10% is the possibility of infection only
from the organic compound.

ZOE map gives an overview of the most susceptible nodes in the water distribution
systems. In total, 25 nodes (approximately 10% of the network) of the network, have
over 10% likelihood to be influenced by an intrusion starting from any node in the
network. Averagely each node has 5% chance of being exposed to a contamination.
From the sensitivity analysis of the three variables related to the network intrusion, it
was observed that total population exposed was only slightly variable or completely
invariable, indicating that the contaminant reaches almost a certain number of nodes
(therefore certain population, as assumed) regardless of the examined increase or
decrease of the intrusion characteristics. In contrary, bacterial regrowth was
significantly influenced from mass injection and injection duration.

Cleanness of the network (depended on concentration of biofilm formation in the pipes
and in turn BDOC concentration in water) proved unimportant to the total impact of

deliberate organic load injections as indicated in the 3 part of the sensitivity analysis.

104



Future research potential

The fundamental basis of this work on simulating attacks on water networks is the water
quality model, which is a combination of a microbial growth model and a chlorine decay model.
The equations of the bacterial growth model are semi-empirical and their components were
formulated based on experimental procedures of prior years, which have significant
discrepancies with respect to the conditions of our simulation. Therefore, for further research
on the subject of organic load attacks, a new experimental procedure is proposed to extract a
water model based on realistic contaminant conditions. On this occasion, more precise
parameters will be given for example, the development of the microbial load given a strong
dose of organic charge, the attenuation of chlorine taking into account and its reaction with
the bacteria, and the contribution of biofilm to the growth of bacteria when chlorine has been
completely decayed. Finally, the model shall be enriched with the incorporation of other
chemical elements which can determine water quality during such an intrusion and in this

model are neglected.

Moreover, in order to investigate the system vulnerability and make generalizations for its
response to organic attacks, a Monte Carlo simulation is proposed, which in this work was not
possible to be implemented in a reasonable time frame due to the lack of computational power.
In contrast to the deterministic runs, the Monte Carlo simulations can be used to produce
stochastic demands in each node that affect the behavior of the network, and generate
random sampling of the systems’ dynamic variables in order to extract a holistic output on

network response.

Last but not least, future research on methodologies for optimal sensor placement and
contaminant source location identification through sensor data, in order to minimize the

impact from a deliberate organic load injection is suggested.
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1. MATLAB code and functions used for simulations and extracting of the results

A. Chlorine residual sufficient dose

%% CHLORINE RESIUDAL MODELING IN EPANET-MSX

%% Clear
clear; close("all™); clc;
start_toolkit;

%% Load a network and run Hydraulics

d = epanet("MOD.inp");

% Set simulation time duration and hydraulic time Step
hrs = 100;

TimeSimulationDuration = hrs*3600;
d.setTimeSimulationDuration(TimeSimulationDuration);
TimeHydraulicStep = 1*3600; %in sec

d.setTimeHydraul icStep(TimeHydraul icStep);

% Get the number of nodes

nnodes = d.getNodeCount;

%% Hydraulic analysis using the functions ENopenH, ENinit, ENrunH,
ENgetnodevalue/&ENgetlinkvalue, ENnextH, ENcloseH

% (This function contains events)

hyd_res = d.getComputedHydraulicTimeSeries;

%% Load EPANET-MSX files
d.loadMSXFile("chlorine_res.msx")
% -inp Units
if d.Units_US_Customary ==
setMSXAreaUnitsFT2(d)
else
setMSXAreaUnitsM2(d)
end

%MSX TIMESTEP in seconds
TimeQualityStep = 360; %in sec
d.setMSXTimeStep(TimeQualityStep);
Total_Q_Steps = TimeSimulationDuration/TimeQualityStep;
% Set Ctarget
Ctarget = 0.3;
% Source node id
SourcelD = d.getNodeReservoirNamelD;
for i =1:d.getNodeReservoirCount
sourceindex(i) = d.getNodelndex(SourcelD{i});
end
% set Start-up Duration
sud = 20*3600; %in sec
% Obtain an MSX hydraulic solution
d.solveMSXCompleteHydraulics;
%Set const. value of CLO
CLO_index = d.getMSXConstantslndex("CLO");
d.setMSXConstantsValue(0.6); %change in second run. Default is 1
CLO = d.getMSXConstantsValue

%% Begin the search for the source concentration

csource = 0.0;
tleft = 1;
t_steps = zeros(Total_Q_Steps,1);

violation = 1;
while (violation && (csource <= 1.3))
% Update source concentration to next level
csource = csource + 0.05;
c = zeros(Total_Q_Steps,nnodes); %Node concentrations for each time step
for i =1:d.getNodeReservoirCount
d.setMSXSources(SourcelD{i}, "CL2", "CONCEN",csource,0);
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end

% Run WQ simulation checking for target violations

d.initializeMSXQualityAnalysis(0); %new
=1

violation = 0O;

while (~violation && (tleft > 0))

[t, tleft]=d.stepMSXQualityAnalysisTimelLeft;

t_steps() = t;
for i=1:nnodes

c(j,i) = d.getMSXSpeciesConcentration(0,i,1); %den
reservoir, 0 gia nodes anti links, i ta nodes, 1 to CL2

if (t > sud)
if (c,i) < Ctarget)
violation = 1;
break;
end
end
end
J = J+1;
end
end
csource

%% Unload library

d.unloadMSX
d.unload

B. Base case attack scenario in total 268 nodes

%% contaminant injections. Base-case scenario in total 268 nodes

%% Clear

clear; close("all™); clc;
start_toolkit;

%% loops = nnodes;

for q =1:268 %TOTAL node Junctions

% Load a network and run Hydraulics
inp_file = "MOD.inp";
d = epanet(inp_file);

% Set simulation time duration and hydraulic time Step

hrs = 4;
TimeSimulationDuration = hrs*3600;

d.setTimeSimulationDuration(TimeSimulationDuration);

TimePatternStep = 60 ;

d.setTimePatternStep(TimePatternStep); %lmin time step

TimeHydraulicStep = 1*3600; %in sec
d.setTimeHydraul icStep(TimeHydraul icStep);

% Get the number of nodes and pipes
nnodes = d.getNodeCount;
npipes = d.getLinkPipeCount;

%% Hydraulic analysis using the functions ENopenH, ENinit, ENrunH,

ENgetnodevalue/&ENgetlinkvalue, ENnextH, ENcloseH
hyd_res = d.getComputedHydraulicTimeSeries;

%% Load EPANET-MSX files
d.loadVMSXFile("bacterial_3.msx")

% -inp Units
if d.Units_US Customary == 1
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setMSXAreaUnitsFT2(d)
else

setMSXAreaUnitsM2(d)
end

%MSX TIMESTEP in seconds
TimeQualityStep = 60; %in sec. Prosoxi sti diairesi
d.setMSXTimeStep(TimeQualityStep);

%Time_steps
steps = ceil(TimeSimulationDuration/TimeQualityStep);

% Source node id & index
SourcelD = d.getNodeReservoirNamelD;
for 1 =1:d.getNodeReservoirCount
sourceindex(i) = d.getNodelndex(SourcelD{i});
end

% Obtain an MSX hydraulic solution
d.solveMSXCompleteHydraulics; %new
Species_count = d.getMSXSpeciesCount;

%Set const. value of CLO

CLO_index = d.getMSXConstantslndex("CLO");
d.setMSXConstantsValue(0.6); %apo chlorine_residual.m 2nd run
Const = d.getMSXConstantsValue;

%% Set Reservoir Source

CL2_source = 0.6; % (mg/1) apo chlorine_residual.m 2nd run

S _source = 0.3; % (mg/l) Volk et. al

Xb_source = 0.08; % (ug/Z/l) CANADA <100 cfu/ml

for 1 =1:d.getNodeReservoirCount
d.setMSXSources(SourcelD{i}, "CL2", "CONCEN",CL2_source,b0);
d.setMSXSources(SourcelD{i},"S", "CONCEN",S_source,0);
d.setMSXSources(SourcelD{i}, "Xb", "CONCEN" ,Xb_source,0);

end

%% Set Initial Conditions

set_initial = 1

if set_initial
Nodes_File =strcat(inp_file,"_720h_Nodes_final_0.6_0.3_0.08.mat");
Links_file = strcat(inp_Ffile,"_720h_Pipes_final_0.6 0.3 0.08.mat");
path = "C:\Users\...";
load(strcat(path,Nodes_file)); %Ffile named as final_node_values
load(strcat(path,Links_file)); %file named as final_pipe_values
initqual_nodes = d.getMSXNodelnitqualValue;
initqual_pipes d.getMSXLinkInitqualValue;
for i=1:nnodes

for j=1:Species_count
initqual_nodes{l,i}(@)=Final_node_values(j,i);

end

end

for i=1l:npipes
for j=1:Species_count

initqual_pipes{l,i}(@)=Final_pipe_values(,i);

end

end

d.setMSXNodelnitqualValue(initqual_nodes);

d.setMSXLinkInitqualValue(initqual_pipes);

end

%% Set Intrusion Source

total_TOC = 7000; %(gr)

inj_time = 30; %(mim)

TOC_inj = total_TOC/(inj_time); % (gr/min)
BDOC_inj = TOC_inj/5.55; %(gr/min)

xb_inj = 1.47*TOC_inj ; %(ug/min)
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%% Set Patterns

pl=zeros(1,hrs*3600/TimePatternStep); %pattern initialize
intr_duration = inj_time; % duration of intrusion
intr_start = 3; % start of intrusion
for i = O:intr_duration-1

pl(1,intr_start+i) = 1;
end
d.addMSXPattern("plT);
d.setMSXPattern("pl-,pl);
d.getMSXPattern;
intr_node = q;
%% set sources
d.setMSXSources(intr_node, "S", "MASS*" ,BDOC_inj*1073, "pl-);
d.setMSXSources(intr_node, "Xb*", *MASS* ,xb_inj,"pl7);

%% results
for a =[1:2,5:6]

specie = d.getMSXSpeciesNamelD(a);

RESULTS{q,a} = d.getMSXComputedQualitySpecie(specie{l});
end

%% Unload library
d.unloadMSX

d.unload
end
C. Quest of a contamination event impact

function [matrix1l] = contaminated_nodes(a,b) %a = node injection. b = results

sz =size(b{l,1}_-NodeQuality) ;
matrix=cell(sz(2));

k=0;
for j=1:sz2(2)
k=k+1;
for i=1:sz(1)
if 0.1 > b{a,1}-NodeQuality(i,j)
matrix{k,1}=j;
matrix{k,2}= [matrix{k,2},i];
end
if b{a,2}_.NodeQuality(i,j) > 1.05
matrix{k,1}=j;
matrix{k,3}=[matrix{k,3},i];
matrix{k,9}= [matrix{k,9},b{a,2}.NodeQuality(i,j)];
end
if b{a,5}-NodeQuality(i,j) > 5
matrix{k,1}=j;
matrix{k,4}=[matrix{k,4},i];
matrix{k,10}= [matrix{k,10},b{a,5}-NodeQuality(i,j)];
end
end
end
matrix1={0,0,0,0};
k=0;

for i1=1:s52(2)
if matrix{i,1}~= 0
matrix1{1+k,1}=matrix{i,1};
matrix1{1+k,2}=matrix{i,2};
matrix1{1+k,3}=matrix{i,3};
matrix1{l1+k,4}=matrix{i,4};
matrix1{1+k,9}=matrix{i,9};
matrix1{l+k,10}=matrix{i,10};
k=k+1;
end
end
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sz2= size(matr

for 1 =1:sz2(1
min_cl2
max_S
max_Xb
init_cl2
init S
init_Xb

ixl);

)

min(b{a,1}.NodeQuality(:,matrix1{i,1}));

max(b{a,2}.NodeQuality(:,matrix1{i,1}));

max(b{a,5}.NodeQuality(:,matrix1{i,1}));
b{a,1}.NodeQuality(l,matrix1{i,1});
b{a,2}_-NodeQuality(1l,matrix1{i,1});
b{a,5}.NodeQuality(1l,matrix1{i,1});

matrix1{i,5} = min_cl2;

matrix1{i,6} = max_S
matrix1{i,7} = max_Xb;
matrix1{i,12} = init_cl2;
matrix1{i,13} = Init_S;
matrix1{i,14} = init_Xb;
end
end
D. Quest of vulnerability indexes from an attack scenario

function [toc,xb,pop_TOC,pop_xb,matrix] %TOC

per person.

substances_per_person(time,k,popul)

% popul = population;

% k = contaminated_nodes func;

% time = TimeQualityStep;

%toc = toc per person

%xb = xb per person

%pop_TOC = total population exposed to TOC
%pop_xb = total population exposed to xb
k_size = size(k);

matrix = zeros(k_size(1),2);

pop_TOC =0;

pop_xb =0;

for i = 1:k _size(1)
[cancel,toc_time] size(k{i,3});
[cancel ,xb_time ] size(k{i,4});
pop_TOC = pop_TOC + popul(1,k{i,1});
matrix(i,l) = toc_time*time*popul (4,k{i,1})*mean(k{i,9}); % mg per node.

%number_of_time_intervals*time_interval*litres_per_seconds_in_node*toc_concentratio
n -->
% sec*litres/sec*mg/litres = mg
it ~isempty(k{i,10})
matrix(i,2) xb_time*time*popul (4,k{i,1})*bact(mean(k{i,10}));
pop_xb = pop_xb + popul(1,k{i,1});

end
end
toc = sum(matrix(1:k_size(l1,1)))/pop_TOC;
xb = sum(matrix(1:k_size(1l),2))/pop_xb;

function [duration,duration_matrix] attack_duration(k)

% k = contaminated_nodes func
% popul = popul_demand func

x = [k{:,2} k{:,3} k{:,4}]1:

duration_matrix unique(X);
duration numel (duration_matrix);

function [cm_final] customer_minutes(k,popul)
% k = contaminated nodes func
% popul = popul_demand func
sz = size(k);
for i 1:sz(1)
I = (k{i,1}(1,1));
cl_time = k{i,2};
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s_time k{i,3};

xb_time k{i,4};

x = [cl_time s_time xb_time]

time_exposed = unique(x);

time_exposed_array{i} = time_exposed;
time_size=size(time_exposed);
popul_exposed_per_attacked_node(i) = popul(1,1);

cm(i) = numel(time_exposed)*popul_exposed_per_attacked_node(i);

end
cm_final = sum(cm);

E. 30-day simulation for the setting of initial conditions

%% Getting initial conditions IN EPANET-MSX

%% Clear

clear; close("all™); clc;
start_toolkit;

%% Load a network and run Hydraulics
inp_file = "MOD.inp~";

d = epanet(inp_file);

% Set simulation time duration and hydraulic time Step
hrs = 30*24

TimeSimulationDuration = hrs*3600;
d.setTimeSimulationDuration(TimeSimulationDuration);

TimeHydraulicStep = 1*3600; %in sec
d.setTimeHydraul icStep(TimeHydraulicStep);

% Get the number of nodes and pipes
nnodes = d.getNodeCount;
npipes = d.getLinkPipeCount;

%% Hydraulic analysis using the functions ENopenH, ENinit, ENrunH,
ENgetnodevalue/&ENgetlinkvalue, ENnextH, ENcloseH

% (This function contains events)

hyd_res = d.getComputedHydraulicTimeSeries;

%% Load EPANET-MSX files
d.loadvSXFile("bacterial_2.msx")

% -inp Units
if d.Units_US_Customary ==
setMSXAreaUnitsFT2(d)
else
setMSXAreaUnitsM2(d)
end
MSXUnits = d.getMSXAreaUnits;
%MSX TIMESTEP in seconds

TimeQualityStep = 720; %in sec. Prosoxi sti diairesi
d.setMSXTimeStep(TimeQualityStep);

%Time_steps

steps = ceil(TimeSimulationDuration/TimeQualityStep);
% Source node id & index

SourcelD = d.getNodeReservoirNamelD;

for i =1:d.getNodeReservoirCount
sourceindex(i) = d.getNodelndex(SourcelD{i});
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end

% Obtain an MSX hydraulic solution
d.solveMSXCompleteHydraulics; %new

Species_count = d.getMSXSpeciesCount;

%Set const. value of CLO

CLO_index = d.getMSXConstantslndex("CLO");
d.setMSXConstantsValue(0.6); %apo chlorine_residual.m 2nd run
Const = d.getMSXConstantsValue;

%% Set Source Initial Conditions

CL2_source = 0.6; % (mg/1) apo chlorine_residual.m 2nd run
S_source = 0.3; % (mg/1) %VOLK 0.1, 0,3, 0.7
Xb_source = 0.08; % (ug/l) CANADA <100 cfu/ml

for 1 =1:d.getNodeReservoirCount
d.setMSXSources(SourcelD{i}, "CL2", "CONCEN",CL2_source,b0);
d.setMSXSources(SourcelD{i},"S", "CONCEN",S_source,b0);
d.setMSXSources(SourcelD{i}, "Xb", "CONCEN" ,Xb_source,0);
end

%% Run Quality
QUAL_RES_FINAL = struct;

final_node_values = zeros(Species_count,nnodes);
final_pipe_values = zeros(Species_count,npipes);

for i=1:Species_count

specie = d.getMSXSpeciesNamelD(i);
QUAL_RES_FINAL(1) -qual_res= d.getMSXComputedQualitySpecie(specie{l});

for j=1:nnodes
final_node_values(i,j)

QUAL_RES_FINAL(T) -qual_res._NodeQuality(steps,j);

end

for k=1:npipes

final_pipe_values(i,bk) QUAL_RES_FINAL(i).qual_res.LinkQuality(steps,k);

end
end
%% Save final conditions

path = "C:\...";
nname =
strcat(path,inp_Ffile,"_",num2str(hrs),"h"," ","Nodes_final","_",num2str(CL2_source)

, " " ,num2str(S_source), " " ,num2str(Xb_source), " .mat");
save(nname, "final_node_values®);

pname =
strcat(path,inp_Ffile,"_",num2str(hrs),"h"," _","Pipes_final","_",num2str(CL2_source)
, " _",num2str(S_source), "_",num2str(Xb_source), " .mat");

save(pname, "Ffinal_pipe_values®);

%% Unload library
d.unloadMSX
d.unload
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2. EPANET-MSX input file for organic load attacks

[TITLE]

Water quality model. Initial conditions, sources and patterns are not considered in the MSX file

[OPTIONS]

AREA_UNITS CM2
RATE_UNITS HR

:Surface concentration is mass/cm?2

:Reaction rates are concentration/hour

SOLVER EUL ;
TIMESTEP 360 ;360 sec (6 min) solution time step
RTOL  0.001 ;Relative concentration tolerance
ATOL  0.0001 ;Absolute concentration tolerance
[SPECIES]
BULK CL2 MG ;chlorine
BULK S MG ;organic substrate
BULK Xb UG ;bulk biomass (ug/l)
WALL Xa UG ;attached biomass (ug/(ft2 or m2))
BULK Nb log(N) ;number of free bacteria
WALL Na log(N) ;number of attached bacteria

[COEFFICIENTS]
CONSTANT CLO 1 ; INITIAL CLO (mg/l)

CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
CONSTANT
[TERMS]

CL2C 0.20 ;characteristic CL2 (mg/L)
CL2Tb 0.08 ;threshold CL2 for Xb (mg/L)
CL2Ta 0.10 ;threshold CL2 for Xa (mg/L)
MUMAXb 0.20 ;max. growth rate for Xb (1/hr)
MUMAXa 0.20 ;max. growth rate for Xa (1/hr)
Ks
Kd
Kdep 0.25 ;deposition rate constant (1/hr)

Kdet 0.04 ;detachment rate constant (1/hr/(m2)/s))
Yg

0.40 ;half saturation constant (mg/L)
0.06 ;bacterial decay constant (1/hr)

0.15 ;bacterial yield coefficient (mg/mg)

:Xb inhibition coeff.

:Xa inhibition coeff.

Ib EXP(-STEP(CL2-CL2Tb)*(CL2-CL2Th)/CL2C)
la EXP(-STEP(CL2-CL2Ta)*(CL2-CL2Ta)/CL2C)
MUb MUMAXDb*S/(S+Ks)*Ib

MUa MUMAXa*S/(S+Ks)*la

TOC 5.55*S

K1_TOC (0.0035*TOC - 0.0349)*60

K2_TOC (0.0001*TOC - 0.0012)*60

Z TOC (0.0012*TOC + 0.2039)

K1_CL2 (1/CL0*0.0064+ 0.0006)*60

;Xb growth rate coeff.
;Xa growth rate coeff.
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K2_CL2 (3*10°(-6)/CLO +5*10(-7))*60
Z_CL2 0.0545*CL0"2 - 0.2653*CL0 +0.3711

K1 STEP(TOC-12)*K1_TOC + STEP(12-TOC)*K1_CL2
K2 STEP(TOC-12)*K2_TOC + STEP(12-TOC)*K2_CL2
Z STEP(TOC-12)*Z_TOC + STEP(12-TOC)*Z_CL2

[PIPES]
RATE CL2 -(Z*K1+ K2*(1-2))*CL2

RATE S -(MUa*Xa*Av + MUb*Xb)/Yg/1000
RATE Xb (MUb-Kd)*Xb + Kdet*U*Xa*Av - Kdep*Xb
RATE Xa (MUa-Kd)*Xa - Kdet*U*Xa + Kdep*Xb/Av

FORMULANb  LOG10(1.0e6*Xb)
FORMULA Na LOG10(1.0e6*Xa)
[TANKS]

RATE CL2 -KI*Z*CL2 - K2*(1-Z)*CL2
RATE S -MUb*Xb/Yg/1000

RATE Xb (MUb-Kd)*Xb
FORMULANb  LOG10(1.0e6*Xb)

[SOURCES]
:CONC/MASS/FLOW/SETPOINT <nodelD>

[QUALITY]

[PATTERNS]

<specielD> <strength>

3. EPANET input file for Modena water distribution system

[TITLE]

(<tseriesID>)

Modena water distribution system -- Bragalli, D’Ambrosio, Lee, Lodi, Toth (2008)

[JUNCTIONS]

;ID Elev Demand
1 39.49 0.06
2 39.62 1.45
3 38.70 5.13
4 37.25 2.76
5 36.27 0.96
6 35.95 0.78

Pattern
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46

35.95
36.09
36.18
37.00
36.50
37.39
38.07
37.02
41.26
39.35
39.53
36.59
36.76
37.72
37.31
37.62
36.99
35.20
35.11
34.65
34.33
36.15
36.30
36.10
36.14
35.80
33.26
33.34
33.51
32.70
32.65
32.56
33.56
31.59
31.38
32.67
33.50
33.57
33.77
34.14

1.03
2.12
1.16
1.78
0.44
0.03
0.57
0.36
3.30
0.03
2.10
4.67
0.00
1.53
4.61
1.06
1.32
2.74
0.59
0.45
0.64
7.11
0.93
0.04
0.02
2.93
2.34
1.94
1.19
141
2.98
211
7.74
4.29
7.78
3.75
2.37
1.42
0.32
1.14
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47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83
84
85
86

33.68
33.71
31.68
33.34
32.83
32.78
39.28
37.12
36.48
36.42
36.13
36.05
36.77
35.48
35.05
35.10
37.95
38.44
37.81
38.22
38.73
38.95
39.70
40.59
40.81
41.06
41.45
41.83
41.44
41.09
40.74
38.60
36.91
36.75
36.81
37.05
35.88
36.45
36.16
34.99

1.23
1.37
1.18
1.81
0.97
0.55
2.77
0.65
1.38
8.28
1.22
3.85
2.62
2.78
1.56
1.16
1.22
2.93
113
112
0.48
1.37
2.26
131
1.06
0.38
1.76
0.56
0.00
4.64
1.03
3.08
1.60
4.49
1.25
0.87
0.72
0.49
3.92
0.94
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87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126

35.61
34.89
35.59
35.70
35.20
35.64
35.93
37.64
37.17
37.10
36.97
37.00
36.74
34.78
34.26
33.66
33.78
33.75
33.38
34.85
34.27
34.30
33.95
33.92
32.32
34.76
34.21
34.92
32.96
30.69
30.59
30.73
30.70
31.02
31.03
31.75
32.00
32.05
32.10
33.76

3.33
417
1.44
1.84
2.00
2.24
0.20
2.27
1.44
2.67
0.60
2.76
0.05
2.06
3.19
4.69
1.70
0.02
0.10
111
1.02
0.88
2.33
0.31
0.45
2.96
8.12
1.76
5.96
0.00
6.34
0.00
0.00
3.03
1.85
1.77
1.48
0.00
1.32
2.24
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127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166

32.27
31.86
32.42
33.00
33.63
36.37
35.69
35.52
35.56
35.92
35.37
35.06
34.12
39.35
39.10
39.84
39.84
39.45
39.70
37.95
37.61
37.95
35.69
35.32
35.81
35.81
36.02
38.25
37.50
37.54
37.08
36.76
35.88
35.77
34.70
35.37
34.99
35.93
36.27
32.67

1.26
5.39
1.00
161
471
2.64
2.11
151
0.84
1.05
1.16
2.45
1.66
0.00
0.00
0.00
0.80
0.33
0.34
1.02
1.23
0.09
0.43
1.56
0.80
1.38
0.53
0.59
2.33
0.03
0.31
8.49
0.32
0.21
0.02
1.23
0.99
0.55
0.78
0.27
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167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206

32.75
32.88
34.09
36.09
36.05
36.04
36.02
31.76
31.91
31.80
31.48
31.12
31.10
31.19
30.39
30.55
31.13
31.81
32.34
32.83
33.69
33.17
33.23
33.34
33.77
33.77
32.20
34.41
33.39
34.34
35.03
34.44
34.53
34.94
34.70
36.70
36.20
35.03
36.77
36.20

0.27
0.07
9.47
2.64
1.02
0.88
0.49
0.00
1.12
0.00
0.00
0.01
0.00
0.00
0.00
0.01
1.84
0.04
1.68
2.37
0.09
1.23
3.90
1.17
1.70
2.15
4.00
4.46
0.05
0.01
4.12
0.39
0.15
1.82
3.43
0.62
417
2.26
1.01
0.54
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207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246

37.88
38.03
36.86
37.24
36.66
36.49
37.30
40.30
39.85
41.00
41.16
35.05
33.92
32.14
34.17
35.10
31.55
31.75
32.07
31.94
31.66
31.04
31.05
38.49
35.68
35.39
34.89
34.86
34.99
32.54
34.41
36.16
35.30
35.17
32.92
33.07
31.91
32.00
32.05
32.05

0.77
0.33
1.15
1.53
0.00
0.30
0.32
0.56
0.00
0.19
1.42
0.59
1.48
0.92
0.33
0.06
0.46
0.72
0.00
0.00
0.20
0.08
1.30
1.07
1.03
0.03
1.15
1.43
4.86
471
1.34
1.87
0.82
0.94
0.09
1.28
0.43
0.51
0.00
0.01
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247 30.70 0.01 ;

248 31.33 0.00 ;

249 36.30 1.75 ;

250 35.83 1.03 ;

251 36.95 1.26 ;

252 38.01 1.36 ;

253 36.65 0.14 ;

254 36.91 0.00 ;

255 36.77 1.96 ;

256 31.50 221 ;

257 38.65 0.62 ;

258 39.54 0.00 ;

259 39.58 0.50 ;

260 39.58 0.11 ;

261 40.55 0.12 ;

262 40.79 0.22 ;

263 40.95 1.28 ;

264 37.76 0.19 ;

265 35.96 0.22 ;

266 36.81 1.19 ;

267 36.21 1.69 ;

268 35.61 0.43 ;

[RESERVOIRS]

;1D Head Pattern

269 72.00 ;

270 73.80 "

271 73.00 ;

272 74.50 ;

[TANKS]

;ID Elevation InitLevel MinLevel MaxLevel Diameter
MinVol VolCurve

[PIPES]

;1D Nodel Node2 Length Diameter Roughness
MinorLoss Status

1 1 16 46.84 125.00 130.00 0.00

2 16 2 267.68 100.00 130.00 0.00

3 2 3 541.07 100.00 130.00 0.00

4 3 4 542.29 100.00 130.00 0.00

5 4 5 404.72 100.00 130.00 0.00
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© 00 N o

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

206

140
143
145
146
148
63

149
150
60

61

141
142
144
257
53
251
57
58
53
230
252

13
12

258
259
260
215
261
77

262
216
263
76

217

206

140
143
145
146
148
63
149
150
60
61
218
141
142
144
257
53
251
57
58
59
230
252

13
12
11
258
259
260
215
261
77
262
216
263
76
217
75

151.67
341.57
39.91
269.73
45.92
890.09
33.79
6.03
367.92
97.66
322.19
359.48
199.59
57.06
22341
47.03
782.67
231.87
279.84
145.70
81.10
550.17
155.63
357.81
267.32
612.50
160.50
531.71
41.91
95.22
25.13
158.12
95.40
52.92
44.92
127.05
56.68
181.29
220.90
67.65

129

100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
125.00
125.00
100.00
100.00
100.00
200.00
200.00
200.00
200.00
125.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00
200.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85

75
74
73
72
71
70
69
68
78
154
79
155
156
95
96
97
157
98
158
136
159
160
137
135
222
161
131
242
130
241
168
167
166
129
125
246
245
124
225
176

74
73
72
71
70
69
68
78
154
79
155
156
95
96
97
157
98
158
136
159
160
137
135
222
161
131
242
130
241
168
167
166
129
125
246
245
124
225
226
227

36.06
242.29
70.45
112.83
105.72
199.42
180.64
288.76
69.26
718.45
390.78
24.00
504.52
41.78
367.93
101.86
125.36
699.76
448.05
114.29
197.30
235.98
224.87
176.73
76.44
356.94
443.79
20.55
113.33
25.96
145.04
55.24
208.22
190.43
70.98
52.04
34.03
79.47
277.99
86.03

130

200.00
150.00
150.00
150.00
150.00
150.00
125.00
125.00
100.00
100.00
100.00
125.00
125.00
150.00
150.00
150.00
150.00
150.00
200.00
200.00
200.00
200.00
200.00
125.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125

227
177
180
178
179
228
229
121
118
117
181
182
116
49
184
41
248
40
226
247
183
39
38
37
193
36
194
27
26
195
26
196
25
232
24
231

28
249

177
180
178
179
228
229
121
118
117
181
182
116
247
184
41
248
40
39
176
183
49
38
37
193
36
194
27
26
195
33
196
25
232
24
231

28
249
29

296.25
111.30
123.37
196.27
198.46
75.62

110.14
42357
116.57
100.61
164.84
47.49

87.54

189.27
244.80
293.47
308.64
566.57
95.14

248.55
187.78
357.67
700.57
404.46
160.86
557.42
127.02
46.66

674.32
50.76

138.54
199.33
231.12
187.06
240.64
173.44
23.58

526.74
500.72
15.29

131

100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
150.00
150.00
150.00
150.00
150.00
100.00
100.00
100.00
125.00
100.00
100.00
125.00
125.00
150.00
150.00
150.00
125.00
100.00
100.00
100.00
100.00
100.00
125.00
100.00
125.00
100.00
100.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165

23
207
208
22
21
20
210
209
264
19
253
18
211
212
11
10
59
203
202
265
32
33
34
265
59
205
88
89
90
91
234
138
235
102
106
48
108
109

23
207
208
22
21
264
210
209
19
20
253
18
211
212
11
10

203
202
31
32
33
34
35
31
205
88
89
90
91
234
109
235
110
106
91
108
109
110

265.92
355.51
189.78
28.18

129.34
361.24
223.52
185.17
154.95
34.71

31.14

42.52

356.45
128.82
140.66
113.32
555.23
272.68
315.88
284.93
97.93

262.94
635.82
415.73
122.60
29.56

33.80

377.12
629.17
133.28
348.05
292.89
488.99
289.88
486.72
260.92
163.58
424.07
173.66
99.55

132

125.00
125.00
125.00
125.00
125.00
125.00
150.00
150.00
150.00
200.00
150.00
200.00
200.00
200.00
200.00
200.00
150.00
150.00
100.00
100.00
125.00
100.00
100.00
150.00
150.00
100.00
100.00
100.00
150.00
200.00
200.00
300.00
300.00
100.00
100.00
200.00
200.00
200.00
200.00
150.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205

110
59
204
200
100
199
198
29
30
31
250
197
101
221
139
139
192
219
191
190
105
189
105
104
102
91
138
112
112
257
147
63
64
65
65
66
67
80
266
84

111
204
200
100
199
198
101
30

31

250
197
101
221
139
219
192
191
102
190
105
189
35

104
103
103
138
112
113
92

147
63

64

65

80

66

67

68

266
84

267

307.92
283.84
141.49
58.27
79.59
39.41
126.25
61.39
73.73
83.16
118.22
297.21
17.08
58.11
135.50
255.85
40.65
161.59
136.29
57.23
164.02
192.86
234.58
215.82
231.93
134.12
175.33
231.12
607.94
122.13
40.06
301.37
102.07
1094.73
199.73
160.59
82.49
137.42
229.41
111.38

133

150.00
100.00
125.00
125.00
150.00
150.00
150.00
100.00
100.00
125.00
150.00
150.00
200.00
200.00
200.00
100.00
100.00
200.00
100.00
125.00
125.00
125.00
100.00
100.00
100.00
150.00
150.00
150.00
100.00
150.00
150.00
150.00
125.00
100.00
100.00
100.00
100.00
100.00
100.00
125.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245

267
85

173
172
93

268
89

92

93

238
133
239
134
162
163
240
114
113
115
236
111
220
122
123
175
174
223
224
16

17

214
15

213
14

54
55
56
10

85
173
172
92
268
114
92
93
238
133
239
134
162
163
240
135
113
115
236
111
220
122
123
175
174
223
224
124
17
214
15
213
14
12
54
55
56
57

105.08
292.34
47.39

324.07
120.76
187.57
314.62
157.18
103.32
308.21
205.05
234.72
109.11
262.04
152.57
240.23
381.95
374.77
318.59
104.73
43.25

406.87
386.74
106.49
85.64

214.06
117.61
203.24
29.27

170.94
252.74
325.90
350.99
118.26
207.60
285.73
322.72
265.11
406.85
518.87

134

125.00
125.00
125.00
125.00
100.00
100.00
150.00
100.00
100.00
100.00
100.00
100.00
150.00
150.00
150.00
150.00
100.00
100.00
125.00
125.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
125.00
125.00
125.00
100.00
100.00
100.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285

58
60
151
152
83
153
218
62
87
171
170
85
85
95
94
254
99
255
132
79
82
81
80
83
62
86
88
233
201
132
165
164
134
126
113
169
127
244
243

60
151
152
83
153
84
62
87
171
170
92
87
94
94
254
99
255
132
133
82
81
80
83
62
86
88
233
201
100
165
164
134
126
127
169
126
244
243
128

397.02
493.32
140.28
195.40
175.12
145.50
132.26
54.37

317.19
294.19
100.68
238.22
339.22
585.54
247.16
148.81
102.14
387.72
289.01
282.41
232.85
210.57
49.94

280.35
331.04
225.62
187.69
157.87
243.89
101.29
356.71
69.68

155.34
906.52
315.00
632.68
184.15
123.24
67.54

140.38

135

100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
125.00
125.00
150.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
125.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
150.00
100.00
100.00
100.00
100.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



286
287
288
289
290
201
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
330
331
335
336
[ENERGY]

128
106
237
107
109
188
51
52
256
120
120
119
119
119
35
47
187
44
43
42
49
185
186
44
45
46
50
47
272
271
269
270

Global Efficiency

Global Price
Demand Charge
[TIMES]

Duration

0

4:00

Hydraulic Timestep

Report Timestep

129
237
107
108
188
51
52
256
120
118
119
117
116
118
47
187
44
43
42
41
185
186
52
45
46
50
51
48
136

52
209

75

1:00
0:01

382.62
294.04
406.02
111.83
457.93
165.68
38.63
422.28
243.49
220.11
204.87
111.09
205.38
55.48
110.86
112.89
77.84
153.46
464.02
481.27
214.32
383.55
96.32
90.52
184.64
291.38
260.28
28.45
100.00
1000.00
1.00
1.00

136

100.00
100.00
100.00
100.00
350.00
350.00
350.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00
200.00
100.00
100.00
100.00
100.00
100.00
200.00
200.00
200.00
100.00
100.00
100.00
100.00
200.00
200.00
250.00
400.00
200.00

130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00
130.00

0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00



Report Start 0:00

[OPTIONS]

Units LPS
Headloss H-W
Specific Gravity
Viscosity 1.0
Trials 40
Accuracy 0.001
CHECKFREQ
MAXCHECK
DAMPLIMIT
Unbalanced

Pattern 0.1

Demand Multiplier
Emitter Exponent
Quality
Diffusivity 1.0
Tolerance 0.01
[BACKDROP]
DIMENSIONS
UNITS

FILE

OFFSET 0.00
[END]

None

1.0

2

10

0

Continue 10

1.0
0.5

Chlorine mg/L

1649324.15 4942192.85

0.00

137

1656006.10

4948224.15
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APENDIX I

1. Table of total results from base-case scenario in total 268 nodes

2. Tables of results from Sensitivity Analysis
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1. Table of total results from base-case scenario in total 268 nodes

Base case scenario results
TOC =7000gr, 10.3 mg bacteria, time =30min, Initial conditions: CL2 = 0.6mg/l . S = 0.3 mg/l. Xb = 0.08 ug/l, Demand multiplier = 1

Populatio 'I_'otal Percentag | Populatio Percentag Consumer . Consumer | Consumer Tota Total_ -
# times e of - TOC/perso | Bacteria/perso | Bacteria | Contaminatio
node r’llper infecte e of . N Population -Minutes n (mg/L) n (CFU/mL) s exposed S exposeq TOC I mass n duration
ode d Population | influenced Influenced | &Xposure to TOC to Bacteria @ (mg)
1 29 1 0,015% 40125 20,5% 1,58E+06 7,98 193 40125 36150 7209 24 180
2 697 3 0,357% 19480 10,0% 6,11E+05 16,75 274 19480 15692 7096 15 174
3 2463 13 1,260% 18783 9,6% 5,94E+05 19,22 281 18783 14995 7085 15 157
4 1325 14 0,678% 10784 5,5% 3,49E+05 66,41 359 10784 10784 7072 14 79
5 461 16 0,236% 4509 2,3% 1,43E+05 194,86 734 4509 4509 7029 12 64
6 375 28 0,192% 3788 1,9% 1,17E+05 309,06 845 3788 3788 7024 11 48
7 495 19 0,253% 13091 6,7% 4,28E+05 25,04 309 13091 13091 7087 14 173
8 1018 18 0,521% 14109 7,2% 4,58E+05 22,72 294 14109 14109 7092 15 177
9 557 9 0,285% 15387 7,9% 5,11E+05 18,01 310 15387 13956 7102 15 205
10 855 8 0,437% 21086 10,8% 7,42E+05 14,81 292 21086 15824 7143 16 183
11 212 7 0,108% 31497 16,1% 1,23E+06 9,64 244 31497 21866 7209 19 190
12 15 8 0,008% 20983 10,7% 6,63E+05 14,97 273 20983 16474 7108 16 181
13 274 9 0,140% 19057 9,8% 6,00E+05 16,91 281 19057 15269 7089 15 176
14 173 9 0,089% 1911 1,0% 6,07E+04 315,66 1779 1911 1911 7013 12 93
15 1584 15 0,810% 1584 0,8% 4,75E+04 1180,12 1926 1584 1584 7010 11 30
16 15 2 0,008% 22356 11,4% 6,84E+05 14,24 480 22356 7203 7122 12 179
17 1008 3 0,516% 2861 1,5% 8,93E+04 384,81 1099 2861 2861 7019 11 51
18 2242 4 1,147% 28622 14,6% 1,17E+06 11,24 236 28622 24253 7157 20 178
19 0 2 0,000% 28690 14,7% 1,18E+06 10,79 243 28690 24321 7159 21 185
20 735 3 0,376% 18821 9,6% 6,30E+05 15,15 269 18821 17390 7127 16 200
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21 2213 5 1,132% 17994 9,2% 5,95E+05 16,15 273 17994 16563 7119 16 196
22 509 6 0,260% 15781 8,1% 5,29E+05 18,86 299 15781 14350 7106 15 191
23 634 9 0,324% 14743 7,5% 4,87E+05 20,82 288 14743 14743 7099 15 185
24 1316 21 0,673% 8313 4,3% 2,77TE+05 42,44 453 8313 8313 7056 13 160
25 284 23 0,145% 6982 3,6% 2,35E+05 61,65 530 6982 6982 7048 13 131
26 216 33 0,111% 6693 3,4% 2,17E+05 89,58 510 6693 6693 7045 12 94
27 308 34 0,158% 6477 3,3% 2,08E+05 93,54 532 6477 6477 7043 12 93
28 3413 52 1,746% 3413 1,7% 1,02E+05 548,59 913 3413 3413 7021 11 30
29 447 28 0,229% 4700 2,4% 1,44E+05 193,00 719 4700 4700 7030 12 62
30 20 27 0,010% 4720 2,4% 1,50E+05 180,56 712 4720 4720 7031 12 66
31 10 26 0,005% 7136 3,7% 2,28E+05 71,17 488 7136 7136 7047 12 111
32 1407 11 0,720% 1513 0,8% 4,37E+04 819,63 1968 1513 1513 6821 10 44
33 1124 10 0,575% 9249 4,7% 2,99E+05 53,07 414 9249 9249 6994 13 114
34 932 9 0,477% 10181 5,2% 3,36E+05 44,78 397 10181 10181 7010 14 123
35 572 8 0,293% 30606 15,7% 9,64E+05 10,37 277 30606 15914 7140 15 180
36 677 36 0,346% 4028 2,1% 1,26E+05 202,24 795 4028 4028 7026 11 69
37 1431 42 0,732% 1431 0,7% 4,29E+04 1306,11 2103 1431 1431 7009 11 30
38 1013 10 0,518% 2444 1,3% 7,48E+04 376,46 1303 2444 2444 7016 11 61
39 3716 1,901% 6160 3.2% 1,89E+05 114,27 558 6160 6160 7039 12 80
40 2060 8 1,054% 8220 4,2% 2,50E+05 73,01 455 8220 8220 7052 13 94
41 3735 6 1,911% 13755 7,0% 4,35E+05 36,82 315 13755 13755 7090 15 112
42 1800 19 0,921% 1800 0,9% 5,40E+04 1038,70 1697 1800 1800 7011 11 30
43 1138 13 0,582% 2938 1,5% 8,99E+04 374,74 1093 2938 2938 7019 11 51
44 682 12 0,349% 3620 1,9% 1,13E+05 282,21 894 3620 3620 7024 11 55
45 154 5 0,079% 3774 1,9% 1,22E+05 256,76 853 3774 3774 7025 11 58
46 548 4 0,280% 4322 2,2% 1,38E+05 209,83 765 4322 4322 7028 12 62
47 591 7 0,302% 34861 17,8% 1,10E+06 9,04 238 34861 20169 7172 17 182
48 658 6 0,337% 35519 18,2% 1,12E+06 8,84 234 35519 20827 7179 17 183
49 567 4 0,290% 23641 12,1% 8,40E+05 13,04 226 23641 23641 7169 19 186
50 869 3 0,445% 5191 2,7% 1,69E+05 159,44 660 5191 5191 7035 12 68
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51 466 2 0,238% 92371 47,3% 3,55E+06 2,99 137 92371 84937 7515 41 218
52 265 1 0,136% 112975 57,8% 4,25E+06 2,47 127 112975 106913 7633 48 219
53 1330 19 0,680% 8344 4,3% 2,66E+05 87,49 423 8344 8344 6935 12 76
54 312 15 0,160% 4950 2,5% 1,57E+05 247,09 667 4950 4950 7033 12 46
55 663 16 0,339% 4638 2,4% 1,43E+05 310,91 701 4638 4638 7030 11 39
56 3975 27 2,034% 3975 2,0% 1,19E+05 471,27 799 3975 3975 7025 11 30
57 586 21 0,300% 6409 3,3% 1,98E+05 131,16 521 6409 6409 6830 12 65
58 1848 32 0,945% 1848 0,9% 5,54E+04 963,62 1579 1848 1848 6678 10 30
59 1258 33 0,644% 3260 1,7% 9,98E+04 325,07 971 3260 3260 7021 11 53
60 1335 15 0,683% 4980 2,5% 1,54E+05 102,99 687 4980 4980 6988 12 109
61 749 34 0,383% 749 0,4% 2,25E+04 2493,88 3973 749 749 7005 10 30
62 557 17 0,285% 2599 1,3% 8,14E+04 222,67 1211 2599 2599 7017 11 97
63 586 12 0,300% 11969 6,1% 3,85E+05 32,62 341 11969 11969 7027 14 144
64 1407 13 0,720% 7868 4,0% 1,99E+05 50,34 627 7868 5447 6981 12 141
65 543 14 0,278% 6461 3,3% 1,63E+05 61,48 827 6461 4040 6952 12 140
66 538 15 0,275% 3190 1,6% 9,61E+04 172,09 1008 3190 3190 6931 11 101
67 231 16 0,118% 3839 2,0% 1,01E+05 152,99 838 3839 3839 6828 11 93
68 658 24 0,337% 6936 3,5% 2,27E+05 61,07 507 6936 6936 7042 12 133
69 1085 19 0,555% 8021 4,1% 2,63E+05 50,59 444 8021 8021 7050 12 139
70 629 18 0,322% 8650 4,4% 2,87E+05 44,39 420 8650 8650 7055 13 147
71 509 17 0,260% 9159 4,7% 3,05E+05 41,11 424 9159 8587 7059 13 150
72 183 16 0,094% 9342 4,8% 3,11E+05 39,77 417 9342 8770 7060 13 152
73 845 15 0,432% 10187 5,2% 3,41E+05 35,80 388 10187 9615 7067 13 155
74 269 14 0,138% 10456 5,3% 3,54E+05 33,80 385 10456 9884 7069 13 160
75 0 13 0,000% 10456 5,3% 3,59E+05 33,19 386 10456 9884 7070 13 163
76 2228 11 1,140% 13366 6,8% 4,50E+05 24,67 326 13366 12794 7089 15 172
77 495 7 0,253% 14674 7,5% 5,07E+05 21,39 316 14674 14102 7100 16 181
78 1479 25 0,757% 6278 3,2% 2,04E+05 73,49 551 6278 6278 7036 12 122
79 769 33 0,393% 4515 2,3% 1,45E+05 142,81 705 4515 4515 7012 11 87
80 2156 48 1,103% 2728 1,4% 8,24E+04 334,44 1126 2728 2728 6957 11 61

142




81 600 34 0,307% 3328 1,7% 1,03E+05 250,70 922 3328 3328 6988 11 67
82 418 34 0,214% 3746 1,9% 1,19E+05 191,63 839 3746 3746 6999 11 78
83 346 32 0,177% 1009 0,5% 3,09E+04 957,78 2987 1009 1009 7006 11 58
84 236 28 0,121% 2072 1,1% 6,57E+04 211,56 1543 2072 2072 7014 11 128
85 1882 26 0,963% 4766 2,4% 1,51E+05 80,29 688 4766 4766 7031 11 147
86 452 10 0,231% 3051 1,6% 9,76E+04 170,44 1046 3051 3051 7020 11 108
87 1599 15 0,818% 7955 4,1% 2,62E+05 31,06 459 7955 7955 7042 13 228
88 2002 1,024% 10997 5,6% 3,45E+05 43,59 349 10997 10997 | 7071 13 118
89 692 8 0,354% 21687 11,1% 9,07E+05 11,39 235 21687 21687 | 7161 18 232
90 884 0,452% 22571 11,5% 9,46E+05 10,86 231 22571 22571 | 7170 18 234
91 960 6 0,491% 56911 29,1% 2,19E+06 5,53 150 56911 48671 | 7393 26 188
92 1076 12 0,551% 12597 6,4% 5,30E+05 19,43 319 12597 12597 | 7067 14 231
93 97 25 0,050% 1149 0,6% 3,64E+04 912,25 2420 1149 1149 6682 10 51
94 1090 8 0,558% 6822 3,5% 2,18E+05 40,50 533 6822 6822 7045 13 204
95 692 7 0,354% 12501 6,4% 4,17E+05 21,53 328 12501 12591 | 7081 14 209
96 1282 6 0,656% 13873 7.1% 4,55E+05 19,47 304 13873 13873 | 7090 15 210
97 289 5 0,148% 14162 7,.2% 4,71E+05 18,46 307 14162 14162 | 7092 15 217
98 1325 3 0,678% 15636 8,0% 5,27E+05 16,30 296 15636 14973 | 7103 15 223
99 25 10 0,013% 966 0,5% 2,99E+04 951,17 3555 966 966 7006 12 61
100 989 26 0,506% 7855 4,0% 2,50E+05 93,27 444 7855 7855 7052 12 77
101 1532 23 0,784% 17255 8,8% 5,86E+05 25,39 254 17255 17255 | 7120 15 130
102 2252 11 1,152% 21991 11,3% 7,43E+05 18,98 299 21991 21991 | 7150 17 137
103 817 18 0,418% 817 0,4% 2,45E+04 2286,44 3656 817 817 7005 10 30
104 10 11 0,005% 827 0,4% 2,56E+04 1110,90 4042 827 827 7005 12 61
105 49 10 0,025% 21499 11,0% 7,14E+05 13,91 246 21499 17980 | 7142 16 191
106 533 10 0,273% 22524 11,5% 7,68E+05 18,03 294 22524 22524 | 7156 18 141
107 490 6 0,251% 23658 12,1% 8,00E+05 14,85 249 23658 20139 | 7160 18 163
108 423 5 0,216% 40678 20,8% 1,51E+06 7,47 159 40678 34171 | 7251 19 191
109 1119 4 0,573% 92331 47,2% 3,44E+06 3,07 131 92331 78689 | 7516 36 212
110 149 5 0,076% 27810 14,2% 1,10E+06 14,15 217 27810 23079 | 7180 18 146
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111 216 6 0,111% 22730 11,6% 8,02E+05 17,75 232 22730 20597 7163 17 142
112 1421 10 0,727% 27183 13,9% 8,61E+05 11,02 199 27183 24012 7151 17 191
113 3898 14 1,994% 13165 6,7% 4,12E+05 49,49 302 13165 13165 7085 14 87
114 845 27 0,432% 845 0,4% 2,54E+04 2073,56 3319 845 845 6571 10 30
115 2861 8 1,464% 16026 8,2% 5,04E+05 34,77 306 16026 13438 7104 14 102
116 0 7 0,000% 8410 4,3% 3,58E+05 37,80 392 8410 8410 7072 12 178
117 3044 14 1,557% 3044 1,6% 9,13E+04 614,89 1037 3044 3044 7019 11 30
118 0 11 0,000% 8405 4,3% 2,84E+05 39,52 466 8405 8405 7058 14 170
119 0 10 0,000% 8405 4,3% 3,53E+05 39,36 444 8405 8405 7071 13 171
120 1455 3 0,744% 9860 5,0% 4,11E+05 31,58 423 9860 9860 7083 15 182
121 889 12 0,455% 5361 2,7% 1,88E+05 65,64 670 5361 5361 7038 13 160
122 850 0,435% 6373 3,3% 2,10E+05 65,97 557 6373 6373 7042 12 134
123 711 0,364% 5523 2,8% 1,84E+05 82,21 620 5523 5523 7037 12 124
124 0 35 0,000% 3707 1,9% 1,25E+05 222,97 839 3707 3707 7026 11 68
125 634 38 0,324% 3702 1,9% 1,17E+05 248,84 857 3702 3702 7024 11 61
126 1076 25 0,551% 4721 2,4% 1,54E+05 212,79 688 4721 4721 7032 11 56
127 605 26 0,310% 3645 1,9% 1,18E+05 328,03 856 3645 3645 7024 11 47
128 2588 70 1,324% 2588 1,3% 7,76E+04 722,94 1182 2588 2588 7016 11 30
129 480 53 0,246% 3068 1,6% 9,46E+04 381,34 1014 3068 3068 7020 11 48
130 773 10 0,395% 4179 2,1% 1,42E+05 166,13 782 4179 4179 7029 11 81
131 2261 8 1,157% 7055 3,6% 2,27E+05 86,85 506 7055 7055 7046 12 92
132 1268 14 0,649% 2209 1,1% 6,72E+04 453,60 1403 2209 2209 7014 11 56
133 1013 11 0,518% 5269 2,7% 1,65E+05 69,03 652 5269 5269 7002 12 154
134 725 9 0,371% 11749 6,0% 4,47E+05 29,23 339 11749 11749 7083 14 165
135 404 5 0,207% 18178 9,3% 6,95E+05 18,68 267 18178 18178 7131 17 168
136 504 1 0,258% 38265 19,6% 1,37E+06 6,38 192 38265 37256 7260 25 238
137 557 4 0,285% 18735 9,6% 7,14E+05 18,13 267 18735 18735 7132 18 168
138 1177 9 0,602% 28360 14,5% 9,09E+05 10,47 215 28360 22601 7162 17 193
139 797 21 0,408% 18211 9,3% 6,23E+05 23,72 246 18211 18211 7128 16 132
140 0 2 0,000% 13052 6,7% 4,41E+05 23,39 337 13052 13052 7060 15 185
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141 0 2 0,000% 19513 10,0% 7,11E+05 17,06 270 19513 19513 | 7074 18 170
142 0 3 0,000% 19513 10,0% 6,94E+05 17,57 264 19513 19513 | 7070 18 165
143 385 3 0,197% 13052 6,7% 4,37E+05 2431 336 13052 13052 7060 15 178
144 159 4 0,081% 19513 10,0% 6,94E+05 17,67 263 19513 19513 | 7070 18 164
145 164 4 0,084% 12667 6,5% 4,21E+05 25,30 346 12667 12667 7052 15 176
146 490 5 0,251% 12503 6,4% 4,08E+05 30,67 329 12503 12503 | 7046 14 147
147 591 6 0,302% 12560 6,4% 4,03E+05 30,90 329 12560 12560 | 7035 14 145
148 44 6 0,023% 12013 6,1% 3,86E+05 32,28 340 12013 12013 | 7029 14 145
149 207 13 0,106% 5936 3,0% 1,89E+05 78,69 586 5936 5936 7007 12 120
150 749 14 0,383% 5729 2,9% 1,80E+05 83,59 603 5729 5729 7004 12 117
151 385 16 0,197% 1048 0,5% 3,21E+04 876,81 2948 1048 1048 7007 11 61
152 663 49 0,339% 663 0,3% 1,99E+04 2817,13 4477 663 663 7004 10 30
153 255 29 0,130% 1264 0,6% 3,96E+04 498,37 2464 1264 1264 7008 11 89
154 284 26 0,145% 4799 2,5% 1,56E+05 99,99 718 4799 4799 7018 12 117
155 1119 9 0,573% 5634 2,9% 1,81E+05 97,82 594 5634 5634 7027 12 102
156 15 8 0,008% 5649 2,9% 1,81E+05 96,61 593 5649 5649 7027 12 103
157 149 4 0,076% 14311 7.3% 4,81E+05 18,11 306 14311 14311 7094 15 219
158 4076 2 2,085% 19712 10,1% 6,50E+05 12,47 258 19712 19049 7129 17 232
159 154 2 0,079% 18990 9,7% 7,29E+05 17,78 274 18990 18990 | 7131 18 169
160 101 3 0,052% 18836 9,6% 7,25E+05 17,93 271 18836 18836 | 7133 18 169
161 10 7 0,005% 7065 3,6% 2,34E+05 82,27 511 7065 7065 7048 13 97
162 591 8 0,302% 12340 6,3% 4,72E+05 27,52 329 12340 12340 | 7088 14 167
163 476 7 0,244% 12816 6,6% 4,89E+05 26,34 326 12816 12816 | 7089 15 168
164 265 10 0,136% 2849 1,5% 9,03E+04 281,54 1102 2849 2849 7018 11 70
165 375 11 0,192% 2584 1,3% 8,07E+04 319,47 1200 2584 2584 7017 11 68
166 130 14 0,067% 3198 1,6% 1,02E+05 283,29 982 3198 3198 7021 11 62
167 130 13 0,067% 3328 1,7% 1,09E+05 255,78 949 3328 3328 7023 11 66
168 34 12 0,017% 3362 1,7% 1,13E+05 225,85 951 3362 3362 7023 11 74
169 4546 15 2,326% 9267 4,7% 2,89E+05 87,07 385 9267 9267 7060 13 70
170 1268 13 0,649% 9713 5,0% 3,17E+05 25,37 389 9713 9713 7054 13 229
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171 490 14 0,251% 8445 4,3% 2,75E+05 29,26 443 8445 8445 7042 13 228
172 423 13 0,216% 5425 2,8% 1,76E+05 64,05 628 5425 5425 7036 12 162
173 236 14 0,121% 5002 2,6% 1,60E+05 70,30 678 5002 5002 7033 12 160
174 0 11 0,000% 4274 2.2% 1,47E+05 114,43 791 4274 4274 7030 12 115
175 538 10 0,275% 4812 2,5% 1,64E+05 97,45 711 4812 4812 7034 12 120
176 0 20 0,000% 3707 1,9% 1,33E+05 157,98 873 3707 3707 7028 11 96
177 0 18 0,000% 3804 1,9% 1,37E+05 125,25 866 3804 3804 7028 12 118
178 5 16 0,003% 3809 1,9% 1,40E+05 112,69 886 3809 3809 7028 12 131
179 0 15 0,000% 3809 1,9% 1,39E+05 104,68 899 3809 3809 7027 12 141
180 0 17 0,000% 3804 1,9% 1,38E+05 119,19 879 3804 3804 7028 12 124
181 0 9 0,000% 3044 1,6% 9,44E+04 542,60 1044 3044 3044 7020 11 34
182 5 8 0,003% 3049 1,6% 9,76E+04 449,27 1051 3049 3049 7020 11 41
183 884 5 0,452% 9299 4,8% 3,87E+05 32,91 389 9299 9299 7077 13 185
184 20 5 0,010% 13775 7,0% 4,45E+05 35,82 319 13775 13775 | 7092 15 115
185 807 3 0,413% 24448 12,5% 8,69E+05 12,42 295 24448 24448 | 7174 19 189
186 1138 2 0,582% 25586 13,1% 9,16E+05 11,58 223 25586 25586 | 7184 20 194
187 44 8 0,023% 3664 1,9% 1,18E+05 235,96 885 3664 3664 7025 11 65
188 591 3 0,302% 92922 47,5% 3,47E+06 2,98 138 92922 79943 | 7515 39 217
189 1873 9 0,958% 19959 10,2% 6,68E+05 16,56 236 19959 18595 | 7106 15 172
190 562 11 0,288% 20623 10,6% 6,82E+05 17,52 256 20623 17104 | 7135 15 158
191 817 12 0,418% 20061 10,3% 6,64E+05 18,35 263 20061 16542 7133 15 155
192 1033 13 0,529% 19244 9,8% 6,40E+05 19,25 280 19244 15725 | 7129 15 154
193 1920 37 0,982% 3351 1,7% 1,02E+05 274,79 947 3351 3351 7021 11 61
194 2141 35 1,095% 6169 3,2% 1,92E+05 103,74 554 6169 6169 7040 12 88
195 25 11 0,013% 6718 3,4% 2,24E+05 73,60 538 6718 6718 7046 13 114
196 5 24 0,003% 6698 3,4% 2,24E+05 76,51 503 6698 6698 7046 12 110
197 1978 24 1,012% 9609 4,9% 3,17E+05 48,62 383 9609 9609 7066 13 121
198 188 24 0,096% 8116 4,2% 2,63E+05 86,92 433 8116 8116 7054 12 80
199 73 25 0,037% 7928 4,1% 2,57E+05 90,09 440 7928 7928 7053 12 79
200 874 27 0,447% 5219 2,7% 1,64E+05 143,76 638 5219 5219 7034 12 75
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201 1647 31 0,843% 1647 0,8% 4,94E+04 1135,04 1845 1647 1647 7010 11 30
202 298 27 0,152% 2300 1,2% 7,10E+04 519,13 1342 2300 2300 7015 11 47
203 2002 38 1,024% 2002 1,0% 6,01E+04 934,07 1515 2002 2002 7012 11 30
204 1085 28 0,555% 4345 2,2% 1,36E+05 187,54 753 4345 4345 7028 11 69
205 485 10 0,248% 3745 1,9% 1,18E+05 267,96 847 3745 3745 7024 11 56
206 260 17 0,133% 4048 2,1% 1,29E+05 231,45 813 4048 4048 7027 12 60
207 370 8 0,189% 15113 7,7% 5,08E+05 20,00 307 15113 13682 | 7103 15 188
208 159 7 0,081% 15272 7,8% 5,10E+05 19,69 306 15272 13841 | 7103 15 189
209 552 1 0,282% 35582 18,2% 1,44E+06 9,32 230 35582 30320 | 7172 24 173
210 735 2 0,376% 19556 10,0% 6,51E+05 14,44 263 19556 18125 | 7129 17 202
211 0 5 0,000% 31642 16,2% 1,24E+06 9,39 249 31642 22011 | 7209 19 194
212 145 6 0,074% 31642 16,2% 1,23E+06 9,49 245 31642 22011 | 7207 19 192
213 154 10 0,079% 1738 0,9% 5,37E+04 529,05 1824 1738 1738 7011 11 61
214 269 4 0,138% 1853 0,9% 5,72E+04 704,01 1643 1853 1853 7012 11 43
215 0 0,000% 14732 7,5% 5,20E+05 20,63 321 14732 14160 | 7103 16 187
216 92 9 0,047% 14073 7,.2% 4,84E+05 22,79 321 14073 13501 | 7095 15 177
217 682 12 0,349% 11138 5,7% 3,84E+05 30,99 369 11138 10566 | 7075 14 164
218 284 18 0,145% 1033 0,5% 3,17E+04 968,96 2954 1033 1033 7007 11 56
219 711 12 0,364% 18922 9,7% 6,54E+05 22,34 243 18922 18922 | 7134 16 135
220 442 7 0,226% 6815 3,5% 2,25E+05 58,24 507 6815 6815 7046 13 142
221 159 22 0,081% 17414 8,9% 5,91E+05 24,97 254 17414 17414 | 7121 15 131
222 29 6 0,015% 7094 3,6% 2,35E+05 81,10 511 7094 7094 7048 13 98
223 221 12 0,113% 4274 2,2% 1,43E+05 129,00 784 4274 4274 7029 12 102
224 346 13 0,177% 4053 2,1% 1,33E+05 149,14 816 4053 4053 7027 12 93
225 0 22 0,000% 3707 1,9% 1,26E+05 207,69 864 3707 3707 7026 11 73
226 0 21 0,000% 3707 1,9% 1,30E+05 168,49 877 3707 3707 7027 11 90
227 97 19 0,050% 3804 1,9% 1,34E+05 146,31 863 3804 3804 7027 11 101
228 39 14 0,020% 3848 2,0% 1,43E+05 96,13 907 3848 3848 7029 12 152
229 624 13 0,319% 4472 2,3% 1,61E+05 80,64 797 4472 4472 7033 12 156
230 514 15 0,263% 8858 4,5% 2,80E+05 60,37 679 8858 4883 7019 12 105
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231 495 20 0,253% 8808 4,5% 2,89E+05 38,61 431 8808 8808 7057 13 166
232 15 22 0,008% 6997 3,6% 2,41E+05 54,46 541 6997 6997 7049 13 148
233 552 10 0,282% 2199 1,1% 6,76E+04 418,31 1450 2199 2199 7014 11 61
234 687 5 0,351% 57598 29,5% 2,21E+06 5,35 155 57598 49358 | 7395 27 192
235 2333 1,194% 27522 14,1% 8,42E+05 13,49 305 27522 13375 | 7148 14 154
236 2261 7 1,157% 18287 9,4% 5,72E+05 28,82 289 18287 14623 | 7116 15 108
237 644 7 0,329% 23168 11,9% 7,89E+05 16,26 249 23168 19649 | 7159 17 152
238 898 12 0,459% 2047 1,0% 6,45E+04 335,28 1506 2047 2047 6949 11 81
239 394 10 0,202% 5663 2,9% 1,81E+05 61,51 609 5663 5663 7010 12 161
240 452 6 0,231% 13268 6,8% 5,08E+05 25,30 392 13268 13268 | 7091 15 169
241 44 11 0,023% 3406 1,7% 1,15E+05 219,95 927 3406 3406 7023 11 75
242 615 9 0,315% 4794 2,5% 1,60E+05 143,13 693 4794 4794 7033 12 82
243 207 28 0,106% 2795 1,4% 8,64E+04 528,61 1102 2795 2795 7018 11 38
244 245 27 0,125% 3040 1,6% 9,66E+04 439,85 1017 3040 3040 7020 11 42
245 0 36 0,000% 3707 1,9% 1,24E+05 226,30 835 3707 3707 7026 11 67
246 37 0,003% 3707 1,9% 1,21E+05 236,88 848 3707 3707 7025 11 64
247 6 0,003% 8415 4,3% 3,62E+05 37,36 396 8415 8415 7073 12 180
248 0 7 0,000% 8220 4.2% 2,50E+05 67,97 464 8220 8220 7054 13 101
249 840 29 0,430% 4253 2,2% 1,31E+05 216,69 794 4253 4253 7027 12 61
250 495 25 0,253% 7631 3,9% 2,50E+05 64,28 459 7631 7631 7052 12 115
251 605 20 0,310% 7014 3,6% 2,19E+05 113,62 486 7014 7014 6874 12 69
252 653 14 0,334% 9511 4,9% 3,01E+05 43,55 616 9511 5536 7041 12 136
253 68 3 0,035% 28690 14,7% 1,18E+06 10,85 241 28690 24321 | 7159 21 184
254 0 9 0,000% 966 0,5% 3,09E+04 651,94 3538 966 966 7006 12 89
255 941 24 0,481% 941 0,5% 2,82E+04 1985,37 3172 941 941 7006 10 30
256 1061 2 0,543% 10921 5,6% 4,44E+05 27,92 393 10921 10921 | 7090 15 186
257 298 5 0,152% 19354 9,9% 6,86E+05 19,74 285 19354 15379 | 7069 15 148
258 0 2 0,000% 15025 7,7% 5,31E+05 19,70 395 15025 14453 | 7103 16 192
259 240 3 0,123% 15025 7,7% 5,27E+05 19,90 322 15025 14453 | 7102 16 190
260 53 4 0,027% 14785 7,6% 5,22E+05 20,33 395 14785 14213 | 7102 16 189
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261 58 6 0,030% 14732 7,5% 5,14E+05 20,96 317 14732 14160 7101 16 184
262 106 8 0,054% 14179 7,3% 4,89E+05 22,24 324 14179 13607 7096 15 180
263 615 10 0,315% 13981 7,2% 4,78E+05 22,94 321 13981 13409 7095 15 177
264 92 4 0,047% 18086 9,3% 6,07E+05 15,83 276 18086 16655 7122 16 199
265 106 25 0,054% 106 0,1% 3,18E+03 17611,72 27771 106 106 7001 10 30
266 572 69 0,293% 572 0,3% 1,72E+04 3265,07 5183 572 572 7004 10 30
267 812 27 0,415% 2884 1,5% 9,21E+04 139,07 1111 2884 2884 7019 11 140
268 207 26 0,106% 1052 0,5% 3,24E+04 1149,86 2666 1052 1052 6653 10 44
2. Total results from Sensitivity analysis to Node 52
Mass Injection
-40,00% -30% -20% -10% 0% 10% 20% 30% 40%
4200 4900 5600 6300 7000 7700 8400 9100 9800
Total Population Exposed 110387 110387 112975 112975 112975 112975 116388 116388 117567
2% 2% 0% 0% 0% 0% 3% 3% 4%
CME 3,60E+06 | 3,81E+06 | 3,94E+06 | 4,04E+06 | 425E+06 | 4,34E+06 | 4,42E+06 452E+06 | 4,63E+06
-15% -10% 7% -5% 0% 2% 4% 6% 9%
'(“n‘]’ge/rﬁge TOC Concentration 1,54 1,79 1,99 2,22 2,47 2,70 285 3,08 3,31
-38% -27% -20% -10% 0% 9% 15% 25% 34%
é‘)’ﬁi%?ri?g;ezg'w L) 75,85 80,10 89,37 103,26 112,66 125,52 139,26 153,31 169,18
-33% -29% -21% -8% 0% 11% 24% 36% 50%
Population Exposed to Bact. 84794 95429 99536 99536 104030 105338 106164 106164 106013
-18% -8% -4% -4% 0% 1% 2% 2% 3%
Total bacterial mass (mg) 22,512 26,754 31,136 35,973 41,020 46,277 51,744 56,966 63,308
-45% -35% -24% -12% 0% 13% 26% 39% 54%
Total TOC mass (mg) 4652,34 5411,75 6138,21 6858,93 7633,42 8352,21 9074,02 9801,11 10538,95
-39% -29% -20% -10% 0% 9% 19% 28% 38%
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Time injection

-40% -30% -20% -10% 0% 10% 20% 30% 40%
18,0 21,00 24,00 27,00 30,0 33 36 39 42
Total Population Exposed 116388 116388 116388 112975 112975 112975 112975 112975 112975
3% 3% 3% 0% 0% 0% 0% 0% 0%
CME 2,63E+06 3,02E+06 3,40E+06 4,55E+06 4,25E+06 4,42E+06 5,10E+06 5,53E+06 5,91E+06
-38% -29% -20% 7% 0% 4% 20% 30% 39%

Average TOC Concentration
(mg/L) 3,606 3,236 3,013 2,766 2,470 2,198 2,001 1,729 1,482
46% 31% 22% 12% 0% -11% -19% -30% -40%

Average Bacterial

Concentration (CFU/mL) 127,306 122,799 118,293 116,040 112,66 110,407 108,154 102,521 100,267
13% 9% 5% 3% 0% -2% -4% -9% -11%
Population Exposed to Bact. 106913 106164 106164 105338 104030 99536 99536 99617 97422
3% 2% 2% 1% 0% -4% -4% -4% -6%
Total bacterial mass (mg) 31,175 35,687 36,918 39,379 41,020 43,481 45,532 47,173 49,634
-24% -13% -10% -4% 0% 6% 11% 15% 21%
Total TOC mass (mg) 7480,75 7503,65 7557,08 7629,60 7633,42 7686,85 7709,75 7786,08 7801,35
-2% -1% -1% -0% 0% 1% 1% 2% 2%
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BDOC concentration in water

0,1 0,2 0,3 0,4 0,5 0,6 0,7

-67% -33% 0% 33% 67% 100% 133%

Total Population Exposed 110387 112975 112975 112975 112975 112975 112975
-2% 0% 0% 0% 0% 0% 0%

CME 4,21E+06 4,23E+06 4,25E+06 4,27E+06 4,29E+06 4,32E+06 4,38E+06
-1% -0,50% 0% 0,40% 1% 1,60% 3%

Average TOC Concentration (mg/L) 11,931 12,053 12,17 12,235 12,296 12,357 12,418
-2% -1% 0% 0,50% 1% 1,50% 2%

Average Bacterial Concentration (CFU/mL) 111,533 112,097 112,660 113,787 114,913 116,040 117,166
-1% -0,50% 0% 1% 2% 3% 4%

Population Exposed to Bact. 101442 101442 104030 104372 104973 106270 106270
-2% -2% 0% 0% 1% 2% 2%

Total Bacterial Mass (mg) 39,789 40,200 41,020 41,648 42,301 43,071 43,481
-3% -2% 0% 2% 3% 5% 6%

Total TOC Mass (mg) 7480,747 7557,081 7633 7672,651 7719,826 7812,190 7878,677
-2% -1% 0% 1% 1% 2% 3%

Average Biofilm in Pipes (cells/cm?) (x10%) 5,45 5,94 6,37 6,79 7,28 7,57 7,87
-14% -71% 0% 7% 13% 19% 24%
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