X

AvPgOros

GAr1o
EBNIKO METZ0B10 NMOAYTEXNEIO X0 fl'
2 XO0AH MOAITIKQN MHXANTKQN H

Q X
Topéag Ydatikwv Mopwv kai MepipdAAovrog ]:)l Il:,]v B
<

¥
)

POMMOLVS
=6

.Q ¥
\w ?‘ . \.7
L1 Uy
A 5

L

qw

AinAwpatiki Epyacia

EOAPMOreEz MHXANIKHZ MABHZHX 2TH
ATATNQZH KYBEPNOEMIBEZEQN XE ETAIPEIEZ
NEPQOY ZE MPAIMATIKO XPONO

DIPLOMA THESIS

Machine Learning applications for real-time
detection of cyber-physical attacks
on Water Distribution Systems

Toidpn Aubia-Mapia

EnpAénwv: MakponouAog Xprigtog, AvanAnpwtrig Kadnyntrig EMI

Oktwppiog 2020






oo
EBNIKO METZOBI0 NOAYTEXNEIO 7(‘(:‘ fll

2XOAH MOAITIKQN MHXANIKQN

Topéag Yéatikwv Népwv kai MepipdAAovTog Il{(] I%
H (3)
<

AinAwpatiki Epyacia

EMAPMOTEZ MHXANIKHZ MABHZHZ 2TH
ATATNQ2ZH KYBEPNOEMIBEZEQN ZE
ETAIPEIEZ NEPOY ZE NMPATMATIKO XPONO

D1PLOMA THESIS

Machine Learning applications for real-time
detection of cyber-physical attacks
on Water Distribution Systems

Toidpn Aubia-Mapia

EnipAénwv: MakponouAog Xprigtog, AvanAnpwtiic Kadnyntiig, EMI

Oktwppiog 2020






EYXAPILTIEL / ACKNOWLEDGEMENTS

H mapoboa SITAWUATIKI EpYACia ATTOTEAEI TO TEAELTAIO KAl TTOAL CNUAVTIKO YIa £Uéva
KEPAATIO TWV TTPOTITLXIAKWY OTTOLOWY POL OTN IXOAN MOAITIKGY MNXAVIKGV TOL
EOVIKoL MeTaOPIoL MoAvTexveiov. Eival TToayuaTika afloonueicdT™n N cLVEISNTOTTIOINON
OTI N IXOAN SIauOPPwoe TOCO KABOPIOTIKA TOV TPOTTO OKEWNG POL KAl e epodiace
pE TOOEG TTOADTIUES YVWOEIC. X ALTO TO onNueio Ba NBeAa va €LXAPIOTHCW ATTO
KapSIAc OAA Ta TTPOCWTIA TTOL CLVERAAAQY, TO KABEVA e TO SIKO TOL TPOTTO, OTNV
EKTTOVNON ALTAC TNG EpyaaTiac.

MpwTapxIKAd, 6a ABEAA VA LXAPICTACK BEPUA TOV KAONYNTA WOL KAl ETIRAETTOVTA K.
XpPNoTo MAKPOTTOLAO YIA TNV EUTTIOTOCDVN TTOL WOL £8€IE e TNV avAaBeon evog
BEUATOG TTOL POL TIPOTEPEPE TNV ELKAIPIA VA ACXOANBW e Eva {ATNUA TTOL OXI UOVO
oL eival eCAIPETIKA evOIA@EPOY, AAAG KAl POL AVOIEE VEOLG ETTIOTNUOVIKOVLG
opifovTteg. H €mMOTNUOVIK TOL KATAETION cival yia euéva afloBabuacTtn kal n
OULUPBOAN TOL OTABNKE KABOPIOTIKA, KABWS e KABOSAYNTE KAl PE EVETTVELOE VA
AoXoANBw We NTAKATA TTOL KATA TO EEKivnua TNG epyaaciag, dev pavTaldpovy Kav
OTlI Ba KATAPEP® VA TTPOCEYYIoW. Me Rondbnoe va SOKIUACK TIG SLVAUEIS UOL KAl
HJOUL TTAPOLOIACE TA O TTEOCPATA ETTICTNHOVIKA AEOPA TTOL ATTOTEAECAV VI EUEVA
HEYAAN TTNYH EUTTVELONC KAl YVWONC.

OpeiA® va eLXAPIOTACW 181iTEPA KAl Tov Ap. TOATIKO Mnxaviko, MavayiwTtn
Koooiépn, yia TNV OLCIACTIKA TOL CLUPETOXN OTO OTOXAOTIKO KOUUATI TNG £pYATiag,
KABWC Kal yId TIC TTOAUTIUEG OULUPOLAEC KAl TO XPOVO TIOL APEPWOE OTIC
TNAESIAOKEWEIG PAC €V UECK TTAVSNUIAC.

Oa NBeAa va eLXAPIOTAOW KAl TOV £TMKOLPO KABNYNTH K. Avépéa EvoTtpaTmdadn,
KaBwg xApn ot ekeivov Eekivnoa TNV TTOONYOLUEVN XPOVIA TNV TTOPEId oL OTOV
TOPED TNG MNXAVIKAG MABNOoNG, Ue TNV £0ELVNTIKNA £pYATia TTOL TTAPOLOIACAPE OTO
-KaBoPICTIKO YIa euéva- cuvedplo TNG E.G.U. 1o 2019, aAAG Kal Tov KaBnyntA Kal
TTPWNV KOOUNTOPA TNG IXOAAC K. AnunTen Koutooyidvvn TTou KAaBe xpovo Sivel TNV
ELKAIPIA OTOLG POITNTEC VA CLPPETACYOLY O€ ALTO TO CLVESPIO.

@a nNBera emiong va eovxapioThow Tov lan Covert, Ymowneio AISAKTOPA OTO
MNavemmoTtAuio TNG OQLACIYKTOV, O OTTOIOG TTPOBLUA POIPACTNKE YAl HOL UEPOG TOL
KGSIKG TTOL AVETTTLEE KATA TNV TTPAKTIKNA ToL 0Tn Google Al Healthcare.

TENOG, ELXAPIOTW TO PIAO POL BAGiAN yIa TN CTAPIEA TOL KABWGS KAl TOLS YOVEIG POV
KAl TNV adeApr) oL ABNVA yia TNV ayATTn KAl TN CLUTTAEACTACTH TOLG.

Toiaun Avdia-Mapia
ABnva, Oktopplog 2020






ABSTRACT

Water distribution networks (WDN) deploy digital devices not only to monitor and
confrol utility operations but also to increase automation and ultimately their
efficiency. Although their digitalization is essential, it comes with a cost: it exposes
the WDN to the risks of a Cyber-Physical System, i.e. cyber-attacks. The overall aim
of this diploma thesis is to develop new and improve upon existing machine learning
methods for cyber-physical attack detection on Water Distribution Networks. The
innovation of this work resides in two main developments (a) the use of novel
stochastic methods to generate the water demand timeseries needed to train
existing machine learning models, in an effort to improve their overall performance
in the presence of uncertainty and (b) the exploration and use of a novel family of
machine learning methods that take both the spatial and temporal dimensions of
a water network into account, in an effort to improve the ability of the model to
represent the water network more accurately. To approach the first objective, we
generate new, synthetic datasets for the study of cyber-physical aftack detection
on water distribution networks by performing simulations on a real medium size WDN
under stochastically generated water demands. The second objective s
approached by exploring the use of Spatio-Temporal Graph Neural Networks as
cyber-physical attack detection tools. Finally, we test the detection performance
of various ML algorithms (including SVDD, Autoencoder, Structural Convolutional
Neural Networks) on our datasets and preexisting ones as well, and discuss.

Key words: Cyber security, Cyber-physical attacks, Water Distribution System:s,
Machine Learning, Convolutional Neural Networks, Autoencoder, Support Vector
Data Description classifier, Time-series, Stochastic methods, Water demands






EKTENHX MEPIAHWH / EXTENDED ABSTRACT IN GREEK

EIZATQrH

ITa TTAQIOIA TNG £TTOXNG WNPIAKOL EKOLYXPOVIOUOU, O TOUEAG Siaxeipiong LSATIKGY
TOpwV &ev Ba UTTopoLOE Va pEiVEl AVETTNEEACTOC. Ta AikTua Alavopng Nepol (AAN)
XPNOIUOTTOIOLY  WNMIAKEG OCLOKELEG OxlI HOVO Yia TNV eEACPANON TNC KAAAC
AEITOLPYIAC TOLG, AAAG KAl YIA VA EVIOXOOOLY TNV ALTOUATOTTOINGT) TOLC KAl TEAIKGWG
va RBEATIOTOTTOINCOLY TNV A&ITOLPYIA TOLG. MAPOAO TTOL N WNneloTToiNoN TV AAN
aTroTeAE TTAEOV TTPODTTIOBECN YIA TNV KAAFR AEITOLPYIA TOLG, EANOXELEI CLYXPOVKGS KAl
0 KivOLVOC £KBEONC TOLG O& KLREPVOETTIOETEIC.

AeS0UEVOL OTI HIa KLREPVOETTIOEON Oa €iXe KATACTOOMIKEG CLVETTEIEG, TEAELTAIA
TTAPATNEEITAl Eva aLEAVOUEVO EPELVNTIKO EVOIAMEQOV YIA TNV KLPEOVOATPAAEID TV
YéaTikaVv YTToSopv. Mia attod TIC ONUAVTIKOTEPES TITUXEC ALTOL TOL VEOL ERELVNTIKOL
mediov eival n Sidyvwon kKuPepvoemBecewy oe AAN. ITOXOG eival n avamtuén
EPYAAEIV TTOL Ba eMTEETTOLY TN SIAYVWON TWV KLREPVOETTIOECEWY £yKAIPA, SNAASH
TTPOTOL TTPOAAPROLY VA TTIPOKANBOLY PN AVACTPEWIUES {NUIEC OTO SIKTLO.

YuxXvA O€ TTPOPAAUIATA AVIXVELONC AVAUAN®Y epappolovTal PEBoSol MNXavikng
MaBnong e TTOAAG LTTOOXOUEVA ATTOTEAECUATA. ATTAPAITATN TTEOBTTOBECN VIa TNV
EPAPPOY TOLG €ival N SIABECIUOTNTA ETTAPKWY SESOUEVEYV. ITIC TTEQITITAWTEIS TTOL TA
Slabéoiua Sedopéva  gival  TTEQIOPIOPEVA  QTTOTEAEl  KOIVR)  TTPAKTIKA  va
XPNOIWOTTOIOLVTAl O CLVOLACUO PE CLVOETIKA. Exel HOANIOTA ATTOSEIXOEI OTO

[1] 6T oTnV emoThUN TV dedopévay (Data Science) N xpnon CLVOETIKWY SESOUEVRY
UTTOPEN AKOUN KAl VA AVTIKATAOTACE TN XPNOoN TTRAYUATIKOV SES60UEVQV.

ALOTUXWG OUWC OTOV TOWED TV LOATIKWV TTOPWYV, OTTOL N WNPIOTTOINCN E€ival
OXETIKA TTPOC@ATN, Ta Slabéoiya dedopéva eival KaTd Kavova TTEPIOPICHEVA. LTIG
TEQITTTOEIC &€, TTOL ATTAITOLVTAI Sedopéva yia Tov OXeSIACUO KAl TNV AVAALON TV
LEATIKGOV CLOTNUATWY, €iBIOTAI N AEIOTTOINCN CTOXAOTIKWY UEBOSWV.

Na tTnv avdaiuvon kal Tpocopoion evog AAN eival amapaitnn n yvwon Twv
OVAUEVOUEVMY  KATAVOAWOEWY KAl N EMOTAPN  LOATIKWV  TTOPWY  TTAPEXE
ATTOTEAECHATIKA EQYOAEIQ YIA TN OTOXACTIKA UOVTEAOTTOINCN TNG KATAVAAWONG TOL
vePOL. YTTO aLTO TO TIPICUA, £ival EDAOYO VA LTTOBECOLE OTI N EKTTAISELON POVTEAGYV
Mnxavikne Mdabnong pe edouéva TToL EXOLV TTPOKLWYEI ATTO TIPOCOUOINTEIC HE
OTOXAOTIKEG {NTAOTEIG VELOL BA UTTOPOLOE VA CLVEICPEPEI OTOV EVTOTTIOUO ETTIOECEWDY
o¢ SikTva SIAVOUNG VEPOU.

EmmAéov, emmeaidr) Ta AikTua Alavopung Nepol Exouv eyyevasg Sour ypdgou, cival
e€icoL eLAoyo va vTToTeBEl OTI Ta NevpwviKa AikTua ot Mpdeoug (Graph Neural
Networks) ©a pmopoboav va eival XpNoIUa €PYOAEid  yia TOV  eVTOTTIIOUO
koRepvoemmBéoewy. Ta Nevpwvikd AikTua oe TPAPOLS, euTTVELOUEVA aATTO TA
YOVENIKTIKG Nevpwvika Aiktoa (Convolutional Neural Networks), eival aAyopiOuol
BABIAC UNXAVIKNAG HABNONG TTOL €ival o€ BECN VA EVOWUATWYOLY OTNY APXITEKTOVIKN
TOLG TIG XWPIKEG TTANPOPOPIES VOGS YOAPOUL.

Me Bdaon ta TTapamdvw, O KOPIOG OKOTTOG TNG TTAPOLOAG SITAWUATIKAG £OYACIAG
gival va avamtoxOolv véeg aAAd kal va REATICOOLY oI LTTAPXOLOES MHEBOSOI
MNXAVIKAC pABNOoNG YIa TNV AVIXVELON KLREPVOETTIOECEWY OTA AIKTLA AIQVOUNG



NepoU. H kalvoTtopia TNg epyaciag eykeral oe SO0 PACIKOVLS TTAPAYOVTEG: () OTN
XPNON OTOXAOTIKQV PEBOSWY yia TN Snulovpyia cLVOETIKWY Xpovooeipwy {NTNoNG
VEQOL TTOUL &ival ATTAPAITATES YIA TNV EKTTAISELON TWV POVTEAWY PUNXAVIKNG pabnong,
o€ HIa TIPOOTIABEIa REATIOONS TNG OLVOAIKNG ATTOSOCNC TOLG KATW ATTO TIG
oLvONkeg aPePaloTnNTag kal (B) oTny e€epedvNon Kal XPHoN UIAC VEAC KATNYOPIAG
HEBOSWY PUNXAVIKNG HABNoNG TToL Aaupavel LTTOWN TOCO TIC XWPEIKEG OCO KAl TIG
XPOVIKEG SIACTACEIC EVOG SIKTOOL VEQOU KAl ATTOOKOTTEI OTN BEATICOON TNG IKAVOTNTAC
TOL POVTEAOL VA AVATIAPIOTA PE HEYAADTEQN AKPIREIQ TO SIKTLO VEPOU.

ITOIXEIA ©EQPIAX

Kartnyopicg Kupepvopuoikaoy embicewv o Aiktva Alavoung Nepob

‘Evag 1po1ocg Tagivopunong TV KUPEPVO-PLOIKWY £MBEcewy (cyber-attacks) oe éva
SikTLO SIAVOUNG VePOUL €ival Pe PAoN TO TUAPA Tou SIKTLOL TTOL CToxOoTTOkEITAl. Ta
oToIXeia evog  SKKTOLOL Slavoung  vepoL ToL  opifovial WG  ELAAWTA  O€
KLORepvoeTOicEIC eival: o aloBnTNPEg (sensors), ol LEPAVLAIKOI EVEQYOTTOINTEC
(actuators), ol Tpoypapuatnlopevol Aoyikoi eAeykTéC  (Programmable  Logic
Controllers — PLCs), To c0OOTNUA TNAEAEYXOL Kal TNAexeIpIoUoL (SCADA), KaBas Kal ol
METAEL TOLG ACVLPMPATES KAl evoLPUATES LebEeIC (communication links).

O1 embioelc SiaxwpilovTal emiong, OTTWS LTTOSNAWVEI KAl TO OVOUA TOLG, O& PLOIKEC
EMOLoEIC KAl o€ emBéoeic aToVv KLRepvoxwpo. O aiocdnThpes Kal of LEPAVLAIKOI
EVEQYOTTOINTEC EiVAl ELAAWTOI O PLOIKES ETTIOECEIC, KABWS ATTAITEITAl TPOCPRACN OTN
PLOIKA LTTOSOWN YIa va AdRel XPA N emMBOeon. EMMTAéOV OTIC QULOIKES eTTIBECEIC
KATATACOCOVTAI KAl O £TTIOECEIG OTIG evOLPUATES CeVEEIC PETAEL TWV CLVIOTWO WY TOL
SIKTOOVL. AV Kal €TTiBecN ALTOL TOL €i60LG PTTOEEI Va poldlel amiBavn, eival SOKIUOo va
AQuPRaveral LTTOWN KATA TN BWEAKICN £VOC SIKTOLOL SIAVOUNG VELOL, KABWS LTTAPXEI
TAVTIA N TIEQITITON £vAG LSPALAIKOG EVEQYOTTOINTAC N €vag alioBNnTAPAC va
BpioKeTal O€ pIa ATTOPAKPLOPEVN (A XWEIC ETTAPKN TTAPAKOAOLONOCN) TTEQIOXH TTOL
va gival TTpooPAcIun o€ evay eIoBoAEq.

Ol e€mBEoec OTOV KLPEPVOXWPEO ¢ival o1 €mMOECEC TTOL YivovTal evavTid oTnVv
acLEPATN LeLEN PETALL TGV CLVIOTWO WY TOL SIKTLOL. ‘OAEC 01 EMBECEIC aveEdpTNTA
ammo TO OTOXO TOLC KAl ATTO TO AV YIVOVTAI OTOV KLREPVOXWEO N AV gival PLOIKEG,
avhkKouLy o€ pia aTmod TIG TPEIG KATNYOPIES:

EmBéoeac vmokAomng (eavesdropping attacks): otoxebouvv OTNV  LTTOKAOTIH
€0AICONTWY TTANPOPOPIRV OTIWC N KATACTACN KAl O TPOTIOG CLUTTEPIPOPAS TOL
SIKTOOL Slavoung vepoL. Ol eTTIBECEIC LTTOKAOTIAG ATTOTEAOLY CLVABWG TO TTPWTO
oTASIO YIa £vav EMTIOEUEVO KAl TOV PonBoLyV va oxedIATEl TTIO TTOONYUEVES UOPPEC
EMOLCEWV.

Embéoceag apvnong e§umnpérnong (Denial of Service — DoS attacks): kaBiotoby 1O
oLOTNPA UN SIABECIPO ) TTAEEUTTOSICOLY TNV ETTIKOIVAVIA TV OTOIXEIWY TOL SIKTLOUL),
ApPa KAl TNV OPAAN A&IToLEYia Tov.

Embéoeag e€amarnong (deception attacks): éxovv okomd TNV TPOTTOTIOINCN KAl
HETAS00N ECPANUEVDV TTANPOPOPIWY OTO SIKTLO. ALTH N £mMiBeon UTTOPEI OXI HOVO
va diatapd&el TNV ohaAn Asitovpyia Tou SIKTOVOL AAA KAl VA XENOIUOTTIOINOE WG
EOYAAEIO CLYKAALYWNG TWV €MBOECEY TTOL AduPAvoLy XWEA, ATd TO CLOTNUC
TNAEAEYXOUL Kal TNAExEIPIoUoL (SCADA).
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H emBéoeic cuykaAvwng (deception attacks) eival kal n Bacikr) TTOOKANCN TTOL £XOLY
VA AVTIUETWTTIOOLY Ol AAYOPIBuOI SiIdyvwong embécewy. ‘Evag KOAOG aAyopiBuog
avixveLong KLREPVOPULOIKAOY EMOECEWY eival ALTOC TTOL E&xel TN duvaToOTNTA VA
Slaylyvwokel cuvageic avwuaieg (contextual anomalies). Tuvageic avwaNieg sival
TTAPATNPENOCEIC O OTTOIEC ATTOKAIVOLY O€ £va CLYKEKPIUEVO TTEQIRAANOV KAl uOVO O€
avTo, £XoLV SNAASH TIUEC Ol OTTOIEC AVAKOLY HEV OTA TTPONYOLUEVA I0TOPIKA TOLC
OpIa, AANG BePOLVTAI AVWUAAEC EVTOG EVOG CLYKEKPIUEVOL XOOVIKOL TTACICIOL Kal
pe Paon TIC TTAPATNEATEIC TTOL EXOLV TTPONYNOEI.

Mia TOTTIKN HEOOS0G EVTOTTIITHOL AVUAAI®Y

‘EoTw OTI £€xoupe €va oLVOSO SeboUEVY X Kal OTI N KATAVOWN TV §ES0UEVWYV TOL
TIEQIEXEI KABAPA KAl AVAUAAD Sedopéva

Prun (6, y)~p(y = Dp(xly = 1) + p(y = 0)p(x]y = 0)
pnormal(x)~p(x|y = 0)
pabnormal(x)~p(x|y = 1)

O oTOXOG TV TTPOPRANUATWY AVIXVELONG AVWUAN®Y Eival OCO TO SLVATOV KAADTEPN
EKTiUF]OT] TV KOTOVOUOIOV Pnormal (x) and Pabnormai (X)

Eva xapaktnEIoTIKO TOL TTPOPRANUATOS avixvevuong embicewy o¢ &va oLOTNUA
SIAVOUNC VePOUL, eival OTI Ol €TTIBETEIC TTOL EXOLE OTNV SIABECN PAC ATTOTEAOLY UOVO
EVa PIKPO TTOCOOTO TOL CLVOAOL TV ETTIBECEWY TTOL BA UTTOPOLOAV VA CLUROLY
oe &va SikTLo, KABWG Sev cival ePIKTO VA OXeSIAOTE KAl va LOVTEAOTTOINOE KAOE
mOavo cevdplo. MNa avtd, N TMO ATTOTEAECHATIKA HEBOSOG yIa TOV EVIOTIIOUO
EMOEcEWY O€ AIKTLA AIAVOUNC VEPOL €ival HECW NUI-ETTIRAETTOUEVNG PABNONG.

ITO TPORANUA TNG NUI-ETTIRAETTOUEVNG HABNONG éxovpe SIaBECIUO éva CLVOAO
SESOUEVEV TTOL EUTTEPIEXEI HOVO KABapd SeSouéva (SnNAabdr) dedopéva KAvoVIKAG
AeITovpyiag Tou SIKTLOL) KAl ALTO XENOCIUOTIOIEITAI YIA TNV EKTTAISeLON evOG
OAYOPIOUOL PNXAVIKAC HABNONG HE OTOXO TWV EVIOTIOUO TWV AVWUAAIOV
(emBEoewv) o€ Eva oLVOAO eAéyxou (test dataset).

Dirain = Xtrain~Pnormar(x)
Diese = Xtest~pfull(x)

AQOUL 0 AAYOPIOUOG XPNCIUOTTOINCEl TO COUVOAO EKTTAISELONG YIA VA POVTEAOTTIOINCEI
TNV KATAVOUN TV KABAPWY §€50UEVMY, OTN CLVEXEID AvaBEéTel pia PabBuoloyia oe
KABe Seiypa avAAoya pe 1o KATd TTOCO UTToPEl va BewpnBe wg avouaiia (anomaly
score). TeAKd, TO Selyua ETTIONUEIVETAl WC AVAUEVOPEVO N WN, Ye Paon éva Opio
ATTOKOTING. MO CULYKEKPIYEVA, €va Seiypua XApakTNEIZETAl WS AVWUAAO, OTAV N
BaBuoAoyia Tou eival heyaAdTeEPN aTTd £va TIPOKABOPICUEVO OPIO ATTOKOTING.

AAyOp18pol Mnxavikng Maenong yia Tov eVTIOMOUO emMOicewY o¢ SikTua SlIavoung
vepoL

MNapakdtw TapoLoIAlovTal &V CLVTOUIA TA XOPAKTNEIOTIKA TWV AAYOPIBUWY
PNXQaVIKA pdBbnong oL aflotroinBnkay oTny TapoLoa SITTAWPATIKA YIA TN SIAyveoon
emMBEoewV o€ SiKTLA VELOL.
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Support Vector Data Description Classifier

O 1a&ivountng Support Vector Data Description (SVDD) dnuiovpyei éva o@aipiko
oLVOPO YUPW ATTO £€va CLVOAO SeS0UEVWY TTOAAQV HETARANTGOV XONOIUOTTIOIVTACG
ouvapTNoEIG TTVPAVA. YTToAoYI(ovTaG TNV ATTOCTACH £vOC VEOL SelyuaTOg ATTO TO
oQaIPIKO ALTO OPIO, UTTOEE KAVEIC va atmopaacicel av auvTd To Seiypud AVAKE OTNY
katavoun TV dedopévav ekmraidevong f ox. O Tafivountg SYDD dnuiovpyei 10
oPaIPIKO oLVOPO, ALVOVTAG TO AKOAOLOO TTPORANUA REATIOTOTTOINONC:

mRinR Subject to ||p(x;) —all <R
a

OTTOL R Kal a = peTAPANTEC ATTOPACNG KAl @(x;) = PIA CLVAPTNON PETACXNUATICUOUL
TV §edouévayv el00boL ot debouéva bwnAOTEPNG SidoTaoNng. MeTd To OTASIO TNG
EKTTAISELONG KAI APOL EXOLV OPICTEN OI TIUES TV Rype KAl Ay, UTTOPEI VA DTTOAOYIOTEI
yia K&Beg véo Seiyua n ammdoTacT) ToL ard TO OPAIPIKO OPIO ATTO TN OXEoN:

DV = ||(,0(Xi) - aopt” - Ropt

‘Otav n1iun DV yia éva Seiyua eival BeTikn) (DV > 0), TOTe TO Seiyua PRICKETAI EKTOC TOL
OQAIPIKOL  XWPEOL TIOL OpPIocTNKE We Pdaon Ta Sedopéva  ekmaibevong  Kail
XOPAKTNPEIZETAl WG AVWUAAIQ.

ALTOK@WSIKOTTOINTES — Autoencoders

‘Evac auTtokwSIKOTIOINTAG €ival éva VELPWVIKO SIKTLO TTOL TTPOCTIABE VA AvVTIYPAYEI
TNV €i00806 TOL TNV £€060 TOL. Me AAAA AOYIQ, EKTTAISELETAI OTO VA AVATIAPIOTA £va
S5e50UEVO €10050L x TNV £E0S0 TOL T PECK PIAG ECWTEPIKAG avamrapdoTtaong h. O
ALTOKWSIKOTIOINTAC ATTOTEAEITAI ATTO SVO pEEN: Evav KWSIKOTTOINTA f (O OTToiog
avarnapioTd TO x ¢ Jia PIKpOTEPN SiAcTacn h, h = f(x)) KAl Evav ATTOKWSIKOTTOINTA
g (TTouv TTapayel yia avakataokevn r Tov h, r = g(h)).

Eikova 1: Baoikry Sour) vOg aLTOKWSIKOTTOINTN.

AOY® TNG QPEXITEKTOVIKAC TOLG, O ALTOKWSIKOTTOINTEC EXOLV TNV IKAVOTNTA VA
AVAKAADTITOLY CLOXETICEIC PETAEL TRV 6eS0UEVY KAl ATTOTEAOLY XPNOIUA epyaAEia
oTNV AVIXVELON AVWUAANIQV.

Structural Convolutional Neural Networks

Ta Aopika TOVEAKTIKA NeLPWVIKA AIKTLA €ival €vag aAyopIBuog RabIAG uNXavikng
pABnoNG, O OTIoIOG €ival EUTTVELOPEVOG ATTO TA VELPWVIKA SIKTLA TE YPAPOULG
(Graph Neural Networks — GNNs) kal Ta povoSIidoTaTa CLVEAIKTIKA VELPGVIKA SIKTLA
(1D CNNs). Ta SCNN éxouv Tn duvartdtnTa va PovTeAoTtoloby edouéva Ta OTroid
EXOLY XWPOXPOVIKA XAPAKTNEIOTIKA EVOWUATWVOVTAC OTNV APXITEKTOVIKI) TOLG TOV
Tivaka verrviaong (adjacency matrix) evog ypdgpou. ALTO TO XOPAKTNPIOTIKO TOLG
ETMITEETTEL VA ATTOTOTTAVOLY KAADTEQA TIC CLOXETIOEIG PETAED TWV OTOIXEIWY £vOC
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YPAPOUL KAl VA KAVOLV CAKPIBECTEPES TTIPOPRAEWEIC O€ SESOUEVA XOOVOTEIDWY [E SOUN
YPAPOUL.

AEAOMENA

Ta Sebopéva TToL XPNTIUOTIOINCAUE TTPOEPXOVTAI ATTO £va SIaywVIoUO e BEua TNV
KOREQVOQOPAAEID TWV CLOTNUATWY  SIAVOUNS VvePoL. O SIAYWVIOUOS TTOL
ovopddletal BATADAL cixe g oTOXO TN SIAYVOON TV £MBECEWY O £va TTOAYUATIKO
SikTLO SlIAVOUNG VEPOUL, TToL ovoudadletal C-Town.

Ta SiaBéoipa dedopéva amd avtov ToV SIAYyWVICUO Eival Ta akOAoLOa:

- Tpia oLOvoAa bebopévedy  aATO  TPEG  SIAPOPETIKEG TIOOCOUOICEIG,  HE
KaTtayeypauueveg wpliaieg petpnoeg SCADA Touv agopoLy 43  SIa@OPETIKES
HETAPRANTEG TOL SIKTLOL.

e dataset03: cuvolo sedopevay e petpnoeic SCADA SIGpKeIag evog £TOLG. XTO
OLYKEKPIUEVO OUVOAO SeSoUEVY Sev TTEQIEXETAI KAWIQ €TTIOEON.

e dataset04: cLVOAO SESOUEVV TTOL TTEPIEXEI UETPNOEIG ATTO LI TIOOCOU0ICN
SIAPKEIAC 6 UNVV Kal TTEPIANAPRAVEl 7 KOREQVOETTIOETEIC.

o testdataset: cOVOAO Sebouévaov TTOL TTEPIEXEI HETENOEIG SIAPKEIAC 3 UNVQV KAl
TeEQINAPPAVEl 7 SIAPOPETIKEG ETTIOECEIG.

-Evag Tmivakag Tou  meplypd@el Ta oevapla  emiBeong Twv  'dataset04"  kai
"testdataset".

-Eva apxeio mov ovopddletarl "ctown.inp”, TTEQIEXEI TOTTOYPAPIKES, LOPALAIKEC KAl
LSPOAOYIKEG TTANPOPOPieC Tou C-Town Kal EMMTEETTEl TNV TTPOCOUOIWCT) TOL O€
eEpIRAANOV EPANET. Avdpueca oOTIC TTANPOPOPIES TTOL TTEQIEXOVTAI € ALTO TO APXEIO
gival kai:

e N péon pnviaia ZATNoN vepoL o€ KABE KOUPO TOL SIKTLOL.
e pIa TOTTIKA Slakbuavon {ATNoNG vepoL SiIdpkeliag PIag epdopadac yia Kabe
pia ato TIC TTEVTE {QVEG TOL SIKTLOU.

MEGOAOAOTIA

H peBodoloyia mov akoAovBnoape yia TNV €TmiTeLEN TOL OKOTTOL TNG £PYATIAC
xwpiletal oe SLO péEN:

A. ITO TIPWTO PEPOG, O OTOXOC &ival va SnNuIoLPYNBOLY VEQ CUVOAD SESOUEVQYV,
avtioTolxa pe aAuTtd ToL cival SlaBéoiuya oTto BATADAL. H Siadikacia T1Tou
akoAoLBOLE ival N eENG:

e APXIKA XPNOIUOTIOIVTAC TN HeBodoAloyia Tou [2], SnuiovpyoLUE CLVOETIKEC
XPOVOOEeIpEG oTIRBWY {NTNONG vePOL. Me auTr TN peBodoAoyia, TTPOKOTITOLY
500 SIAPOPETIKA €idn PoTipwyv {ATNONG: TO £va £xel TTPOCOPOIWOE e XpNon
TNG KATAVOUNG BATa kal To AANO e PAcn TNV katavour Fauua. EmmmAéoy,
KaTaokeLAeTAl KAl €va TPiTo WoTiRo INTACEWY WE pia artmAoikh peBodo,
TTOOKEIUEVOL VA EXOLHE EVA PETPO CLYKPIONG YIA TN CLVEICPOPS TOL KABE
poTIROL OTN SIAYVWON ETTIOETEWY.

e  Me Tn PonBeia Touv gpyaieiov epanetCPA avamapaydyovpe Ta oevapla
emBioedv TOL BATADAL Kal TREXOLUE VEES TTOOCOUOITEIC E TA OLVOETIKG
poTipa ZATNoNG vePOL, YIA va SNUIOLPYACOLE TA SIKA PUAC OET SeSOUEVQY,



T OTToId ATTAITOVLVTAl VIO TNV EKTTAISELON TWV AAYOPIBUWY PNXAVIKAG
padnong.

B. To &e0TELO WEPOC APOPA TOV EVIOTTIOHO TWV EMBECEWY PE XPNON AAYORIBUwY
PNXAVIKAC JABNnong. ITnV  TTapoLOd  SITTAWPATIKY  XPNOIWOTIOIoOLVTAl  TPEIG
SIAPOPETIKOI AAYOPIBUOI UNXAVIKAG pABnong:

e O 60O cival alyopiBuol [3], [4] TTov Pacifovtal oe peBoSOAOYIEG TTOL £XOLY
SnNuoacieLBel kal epapuocBel oTa CLVOAA SeSopévdy TOL SIAYWVIOUOL
BATADAL. H rpTn peBodoloyia xpnoigotrolei évav tagivountn SVDD, eva N
Se0TEPN KAVEl XPNON evOg AuTokwdikoTroiNTr (Autoencoder).

e O T1piTOC aAydpIBuocg Paociletal ota épya TV [5], [6] TTOL LOVTEAOTTOIOLY
XQOVOOEIPEG e SOUN YPAPOUL.



ANMOTEAEIMATA

Ta KLPIOTEPA ATTOTEAECHUATA TNG PEBOSOL PAG cuLvowilovTal OTOLG TTAPAKATW
TTHVOKEG:

SvDD

Mivakag 1: AmoteAéouata SVDD — H arrdboor) ToL LITOAOYIOTNKE e BACN TN WETPIKN S OTTWGS
opioTnke oTo Siaywvioud BATADAL.
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ALTOK®SIKOTIOINTAG

Mivakac 2: Méon amodoon (uetd amo

ALTOKWSIKOTTOINTY € KABE éva ammod 1a SIABECIUa COVOAQ SESOUEVV.

10 SiapopeTikéc Siadikaoies ekTaibevong) ToL

Model FP FN P Rec Pre Fiscore o Aﬁ A‘gZ’Le)
dataset_r0é

random 92 151 341  0.693+0.043 0.795+0.065 0.738+0.022  0.82+0.045
gamma 59 149 343 0.697 £0.071 0.856 £ 0.03 0.766 £0.041  0.825+ 0.069
beta 84 144 348 0.707 £ 0.06 0.812 +0.053 0.753+0.025 0.83+0.048
batadal 370 117 375 0.761 £0.044 0.504 £ 0.017 0.606 £0.016 0.861+£0.018
dataset_r03

random 58 87 320 0.785+0.077 0.848 £ 0.037 0.813+0.045 0.882+0.029
gamma 49 93 314 0.772+£0.13 0.868+0.013 0.81 £+0.078 0.876 +0.047
beta 54 88 319 0.784+0.082 0.86 + 0.037 0.817+0.04 0.886+0.025
batadal 176 76 331 0.812+£0.06 0.653+0.014 0.723+0.024 0.877+£0.02
dataset_g0é

random 173 151 341  0.692 % 0.041 0.668 £ 0.057 0.678+£0.029 0.815+0.036
gamma 86 142 350 0.711£0.074 0.81 £ 0.054 0.753+0.03 0.829 +0.068
beta 124 141 351 0.714£0.064 0.748 £ 0.059 0.727 £0.028 0.838 + 0.043
batadal 535 125 367 0.745%0.041 0.407 £ 0.009 0.526 £0.013  0.834 +0.026
dataset_g03

random 84 106 301 0.739+£0.075 0.783 £0.033 0.758+0.038  0.878£0.03
gamma 47 113 294 0.723+0.117 0.866 +0.034 0.782+0.073 0.866 + 0.044
beta 60 107 300 0.737+£0.072 0.836 + 0.042 0.781 £0.036 0.874 +0.029
batadal 244 88 319 0.783+0.065 0.565+0.012 0.656 £ 0.031 0.804 + 0.025
dataset_b0é

random 140 156 336 0.683+0.043 0.713+0.064 0.695+0.029 0.837 +0.039
gamma 73 155 337 0.685+0.075 0.826 + 0.042 0.745+0.041 0.826 + 0.094
beta 92 143 349 0.709 £0.073 0.798 £ 0.054 0.747 £0.032 0.854 +0.055
batadal 461 104 388 0.78%9 +0.058 0.458 £ 0.011 0.579£0.017 0.875+0.015
dataset_b03

random 64 103 304 0.747 £0.077 0.829 £ 0.051 0.783+0.045 0.893+0.024
gamma 45 105 302 0.742+0.128 0.871£0.016 0.796+£0.081 0.896 +0.038
beta 53 98 309 0.759 £0.083 0.859 + 0.048 0.802 + 0.045 0.9 £0.025
batadal 206 86 321 0.789 £0.064 0.61 £0.013 0.687 £0.027  0.886 £ 0.02
batadal_06

random 288 114 378 0.768 £0.083 0.704 £ 0.251 0.698+0.144 0.788 + 0.038
gamma 499 113 379 0.77 £0.154 0.665+0.312 0.642+0.19 0.753+0.104
beta 595 104 388 0.788+0.107 0.52 £ 0.265 0.575+0.147 0.764+0.047
batadal 63 109 383 0.779 £0.049 0.861 £0.036 0.816+0.025 0.821 +0.028
batadal_03

random 137 88 319 0.783+0.079 0.774£0.199 0.757 £0.098 0.889 + 0.021
gamma 236 90 317 0.78+£0.136 0.728 £ 0.262 0.705+0.147 0.836 + 0.096
beta 273 77 331 0.812+0.084 0.637 £0.232 0.681£0.116 0.842 +0.063
batadal 33 84 323 0.794+0.059 0.909 +0.026 0.846+0.034 0.914+0.018
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SCNN (Structural Convolutional Neural Network)

Mivakag 3: Méon arrdboon (uerd arrd 10 SIQQOPETIKES SIASIKATIES EKTTAISELONG) TOL UOVTEAOL
SCNN ot kG6¢ éva arro 1a Siabéaiua obVoAa Sedouévay.

MODEL FPFEN TP Recall Precision F1 score ® A? :gz’s
dataset_r0é

random 42 172 320 0.65+0.026 0.886+0.028 0.749 £0.012 0.853 +0.034
gamma 28 193 299 0.607+0.025 0.913+0.013 0.729 £0.019 0.806 + 0.051
beta 66 172 320 0.651+£0.032 0.835+0.059 0.729 £0.01 0.835+0.029
batadal 542 104 388 0.788+0.042 0.425+0.058 0.549 £0.041 0.907 +0.008
dataset_r03

random 43 107 300 0.737+0.036 0.875+0.014 0.8+0.02 0.922+0.013
gamma 36 119 288 0.708 £ 0.05 0.89 £ 0.009 0.788 £ 0.03 0.912+0.017
beta 49 102 305 0.75£0.036 0.862+0.023 0.801 £0.017 0.922+0.014
batadal 246 48 359 0.882+0.031 0.597+£0.047 0.711+0.026 0.936 £ 0.005
dataset_g0é

random 84 167 326 0.662+0.023 0.796+0.027 0.722+0.011 0.883 + 0.008
gamma 41 175 317 0.643+0.011 0.886+0.013 0.746 +0.005 0.855 + 0.029
beta 80 159 333 0.678+0.025 0.808+0.039 0.736+0.011 0.885+0.016
batadal 590 104 388 0.789+0.033 0.402+0.046 0.531+0.035 0.903 + 0.009
dataset_g03

random 47 102 305 0.75+0.042 0.867+0.017 0.803 +0.023 0.929 +0.01
gamma 36 120 287 0.705+0.055 0.889+0.008 0.785*0.035 0.916+0.019
beta 53 92 315 0.774+0.037 0.858+0.025 0.813+0.015 0.935+0.008
batadal 321 43 364 0.895+0.015 0.536+£0.05 0.669 +0.037 0.928 + 0.007
dataset_b0é

random 53 175 317 0.644+0.031 0.857+0.032 0.734+0.017 0.889 +0.018
gamma 31 199 293  0.595+0.021 0.904+0.023 0.717 £0.012 0.833 £ 0.055
beta 52 165 328 0.666+0.034 0.865+0.034 0.751+0.015 0.895+0.02
batadal 543 102 390 0.793+0.029 0.425+0.051 0.551 £0.038 0.905 + 0.008
dataset_b03

random 51 107 300 0.738+0.045 0.856+0.011 0.792+0.025 0.927 £0.011
gamma 46 123 284 0.698+0.054 0.861 +0.006 0.77 £0.034 0.914+0.017
beta 50 99 308 0.756+0.032 0.859+0.011 0.804+0.018 0.932 +0.008
batadal 225 58 349 0.858+0.022 0.614+0.054 0.714%0.031 0.933 £ 0.005
batadal0é

random 24 238 255 0.517+£0.041 0.916+0.015 0.66 £ 0.033 0.855+0.015
gamma 19 257 235 0.477 £0.03 0.925+0.018 0.629 £ 0.024 0.842+0.012
beta 39 222 270 0.549+0.038 0.878+0.045 0.674+£0.021 0.862+0.017
batadal 65 181 311 0.632+0.042 0.83 £ 0.031 0.716 £0.02 0.891 +£0.01
batadal03

random 30 163 244 0.6+0.052 0.891+0.007 0.716+0.038 0.883+0.014
gamma 28 177 231  0.566+0.042 0.893+0.006 0.692 +0.032 0.877 £0.011
beta 34 158 250 0.613+0.046 0.881+0.013 0.722+0.031 0.887 £0.012
batadal 45 122 285 0.7+0.038 0.866+0.023 0.773%0.019 0.906 + 0.009
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IYMMNEPAIMATA
Mepika armd Ta BacikOTEQA CLUTTEPACPATA ALTAG TNG £PYACIAgG eival Ta akOAoLBa:

H emAoyr ToL OCLVOAOL ekTTAISELONG OXeTICETAI APECT PE TNV ATTOSOCN TOL
AAYOPIOUOL. ALTO TTAPATNENONKE EISIKA OTNV TTEQITITGON TOL ALTOKWSIKOTTOINTHA,
OTTOL N XPNON OTOXACTIKWY CLVOAWV SeS0OUEVWV YIA EKTTAISELON, PEATIOE TNV
ammroS00T TOLG OTOV EVTOTTIOUO ETTIOECEWY.

H amodoon 1wV autoKwSIKOTIOINTWY eEQPTATAl O PeyAAo RaBud amd 10 cOVOAO
S5ebopEvay Pe pAon To oTToio Ba PLOUICOLE TO KATWPAI AVUAAIAC. AvTiOeTa OTa
SCNN tmrapatnpnBnke 611 N aToS00T) TOLS ATAV APKETA KAAN XWEIC va xpedleTal va
Yivel TTPTA AAAQYr) OTO COVOAO PLBUICNG KATWPAIOU.

H emAoyn piagc povo peTpikAG ammodoong éxel TTOAD PeydAn onuacia yia évav
AAYOPIOUO eVTOTTICUOL AVWUAANIY. KATapxNV ETTITRETTEl VO CLYKOIVOLUE UETAEL TOLG
SIAPOPETIKA POVTEAD. EmTAéOV OUWC, KABopilel kal TNV TEAIK aAmmodoon evog
HOVTEAOL, OTIWC €ibape oTNV TEPITTTOON Tou SVYDD 1oL aATTéTuxe va SIAYVAOEl
EMOLCEIC OTAV N PETPIKN ATTOSOCNC TOL YIA TNV ETTIAOYH KATWEPAIOL AVWUAANIAC, ATAV
ALTA TTOL ¢ixe TTPOTABE ATTd TO SlaywvIoUO BATADAL.

Ta TpWTa amoTeAéoUaTa Seixvouy OTI Ta YovTéAa SCNN paiveral va gival AlyoTtepo
evaiocdNTa (Og OXEoN PE TOLG ALTOKWSIKOTIOINTES) OTIC EVTOVOTEPES SIAKLUAVOEIG TTOL
EXOLV Ol OTOXAOTIKEG {NTHOEIC, KABWS TTAPATNEOLVTAI LIKPOTEQES SIAPOPES UETALL
OTOXAOTIKGV KAl YN OTOXAOTIKV HOVTEAV.

Xiv
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General Context

In the era of unprecedented technological advancements, the water sector is
going under digital tfransformation. Water distribution networks (WDN) deploy digital
devices not only to monitor and confrol ufility operations, but to increase
automation and ulfimately their efficiency. Although water digitalization is essential,
it comes with a cost: it exposes the WDN to the risks of a Cyber-Physical System, i.e.
cyber-attacks.

Since the impact of a potential attack could be enormous, the research interest on
the security of Water Infrastructures is growing. One critical aspect of ongoing
research is the ability to detect attacks [7]. Even if an afttacker hacks the WDN, a lot
of damage could be avoided if the attack is promptly detected.

Machine Learning methods are implemented in anomaly detection problems with
promising results. The creation of reliable ML models requires a vast amount of data
for fraining. This is not the case in the water sector, whom digitalization is recent and
the data availability is poor. For decades instead, water resource systems analysis is
relying on stochastic methods to tackle the hydrological randomness and
uncertainty [8].

When real data are limited, the use of synthetic data in Machine Learning is
frequent. It has been proven that the use of synthetic data can replace the use of
real data in data science [1]. Furthermore, stochastic modelling of water demand
is dominating in water resources design and management [2]. In this respect, we
evaluate whether training Machine Learning models with stochastically generated
water demands will improve their performance in detecting anomalous behavior in
the network. Taking into account that synthetic timeseries are providing a more
realistic representation of water demands, we expect the ML model to generalize
better o unknown data.

Since a WDN has graph structure, we also implement Graph Neural Networks in the
detection of cyber-physical attacks and compare them with baseline methods [3],
[4]. Graph Neural Networks, inspired by Convolutional Neural Networks, are able to
take into account the spaftial information of arbitrary graph structures. Our intension
is to examine whether their inherent ability to understand relations between the
nodes of a graph, i.e. the nodes of a Water Distribution Network, makes them
valuable tools in anomaly detection. This is because, when a hacker takes control
of the WDN, the data transmitted are altered in an effort to conceal the attack.

Aim
The overall aim of this diploma thesis is to develop new and improve upon existing
machine learning methods for cyber-physical attack detection on Water

Distribution Networks (WDN). The innovation of this work resides in two main
developments (a) the use of novel stochastic methods to generate the water
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demand timeseries needed to frain existing machine learning models, in an effort
fo improve their overall performance in the presence of uncertainty and (b) the
exploration and use of a novel family of machine learning methods that take both
the spafial and temporal dimensions of a water network into account, in an effort
to improve the ability of the model to represent the water network more accurately.

Thesis Structure
The thesis is structured info six chapters as follows:

In the first chapter we present a brief overview of similar to the subject, state-of-the-
art research. We focus on methods of generating stochastically, water demands,
detecting cyber-physical attacks on water distribution networks and present some
of the research done on spatiotemporal problems with the use of Graph Neural
Networks.

In the second chapter we make a presentation of the basic theoretical tools used
and we provide some insight on the rationale behind approaching an anomaly
detection problem.

In the third chapter we present the available datasets and the water distribution
network we applied our methodology on.

In the fourth chapter we provide the methodology outline of this dissertation

In the fifth chapter we present the first part of our methodology which relies on the
generation of synthetic water demand timeseries, the simulation of cyber-physical
attacks and ultimately the creation of a new set of datasets aiming to capture the
presence of uncertainty in water distribution networks.

In the sixth chapter we apply three different machine learning algorithms to detect
the attacks contained in the available datasets and report their performance.

In the seventh chapter we present the major conclusions drawn from the models’
performance
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1. LITERATURE REVIEW

1.1 Stochastic methods for water demand estimation

Creating a model for water distribution systems that is consistent between the
observed data of the real network and the simulated data from a hydraulic analysis
model, is key into creatfing robust anomaly detection algorithms. One of the most
important input componentsin a WDS model is water demands, but their estimation
is usually complicated due to the stochastic behavior of water consumption. To
represent the random nature of water requirements, a common practice is the use
of models that generate water demands stochastically.

Kossieris et al. in their paper [2] describe the most essential stochastic methods for
water demand modelling and one of the most widespread ones involves the use of
pulse-based models. Based on the assumption that residential demand (or the
demand of household water appliances) can be described by arectangular pulse,
Poisson rectangular pulse (PRP) [?]-[11] and Poisson-cluster processes [12]-[14]
have been used fo generate synthetic water demands at fine temporal and spatial
scale. Then synthetic demand records can be obtained by aggregating the pulses
of those fine resolution data.

Apart from pulse-based methods, Gargano [15] proposed a method for the
probabilistic representation of the daily frend of residential water demand for
different number of users, using a mixed-type distribution to describe the whole
process. Furthermore, Alvisi et al. [12] using a bottom up-approach, employed
random polynomial processes along with reordering techniques to enable the
generation of synthetic water demand data which are stafistically consistent (in
terms of mean, variance and spatio-temporal correlations) with the observed time
series at lower and higher spatial and temporal scales.

Finally, Kossieris et al. [13], [16] proposed a method based on Nataf-type simulatfion
models [17], [18] that combines the widely used class of linear stochastic models
(e.g. autoregressive models) with the concept of Nataf’s joint distribution model to
enable the explicit reproduction of the marginal distribution and the dependence
structure of the process. One of the advantages of this methodology is that it allows
the accounting of important marginal properties such as tail behavior and hence
the reproduction of extremes. This is very useful in the design of WDS that require
characterization of peak flows at different temporal resolutions.

The benefit of realistic reproduction of extremes can also be fransferred in anomaly
detection problems, where creating a model that is able to distinguish normal peaks
from outliers is essential. Hence, in this dissertation the Kossieris et al. [2] method is
chosen to stochastically generate water demands.
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1.2 Cyber-physical attacks on
Water Distribution Systems

Before creating effective protection methods against cyber-physical attacks on
Water Distribution Networks, it is important to understand the nature of CPAs and
the network’s response to them. For that reason, there is an emerging scientific
interest in developing fools to assess the effect of cyber-physical threats on the
hydraulic behavior of water distribution systems.

Perelman et al. [19] first presented an approach to assess the vulnerability of small
scale water networks, while Adepu et al. [20] investigated cyber-physical attacks in
the context of a laboratory testbed to obtain the response of an operational water
distribution system.

Taormina et al. [21] approached the problem by creating simulation-based tool,
named epanetCPA, to assess the risks associated to CPAs. The authors presented a
modeling framework consisting of two main components, namely an attack model
that characterizes a broad range of attacks on cyber components (e.g., sensors,
PLCs, and SCADA) and a MATLAB toolbox (epanetCPA) that automatically
implements in EPANET all attacks based on the attack model.

Nikolopoulos et al. [22] infroduced a Python-based modeling platform for stress-
testing WDNs under CPAs aiming to aid risk management practices. This modeling
platform, named RISKNOUGHT, by incorporating the interconnection between
cyber and physical processes, allows to simulate WDS's response in a higher fidelity
and a more realistic way than simulation solutions that mostly focus on the outcome
of a cyber operation and the state of cyber-component.

1.3 Detecting cyber-physical attacks
on Water Distribution Systems

The area of anomaly detection and infrusion detection in Industrial Control Systems
has been widely studied. When it comes to the water distribution sector, a recent
example is the Battle of the Attack Detection Algorithms (BATADAL), an
international competition on water distribution system cyber-attack detection [7].
In that competition seven teams demonstrated their solutions on a simulated
dataset. The best results were shown by the authors of [23] who proposed a model-
based approach that employed EPANET to simulate the hydraulic processed of the
water distribution systems, and then used the error between the EPANET simulated
values and the available observations to detect anomalous behavior. The limitation
of this approach is that in real world problems creating a precise system model is
hindered by various factors, such as the inherent variability of demand patterns and
the uncertainties of the hydraulic model.

Another feam that achieved a high score in the competition is Abokifa et al. [24]
that infroduced a three-stage detection method with each stage targeting at a
different type of anomaly. More specifically, after checking for violations in any of
the actuator rules, they used statistical fences to detect simple outliers, ANNs for
contextual anomalies and finally they detected global anomalies via PCA
decomposition. A similar approach took also Giacomoni et al. [25] who also verified



Literature Review 7

the integrity of the actuator rules and SCADA data and separated data into normal
and anomalous by performing principal component analysis (PCA).

Moreover Brentan et al. [26] used Recurrent Neural Networks to forecast tank water
levels and by comparing their predictions with the available observations, detected
when the system was under attack. Chandy et al. [27] approached the problem
with a combination of conftrol rules verification and the use of a Convolutional
Variational Autoencoder that calculated the reconstruction probability of the data:
the lower the probability, the higher the chance of the data being anomalous.
Pasha et al. ‘'s method [28] involved three interconnected modules. These modules
focused on consistency checks, pattern recognition, and hydraulic and system
relationships. Lastly, Aghashahi et al. [29] implemented a two-stage method which
included dimensionality reduction from the multidimensional observed fime series
data to a four-dimensional feature vector that was then passed to a classifier to
detect afttacks (Random Forest).

After the BATADAL competition finished, the datasets provided are still publicly
available and are one of the few cases of open-source datasets available for the
research in cyber security of water networks. Those datasets gave a springboard to
more researchers to study cyber-physical attacks on WDNs. A few examples include
Taormina et al. [4] who used an Autoencoder (AE) and Kravchik et al. [30] that
experimented also with an AE and 1D Convolutional Neural Networks (CNNs), PCA-
Reconstruction and frequency domain analysis. Moreover, Ramotsoela et al. [31]
proposed an ensemble technique that focuses mostly on traditional Machine
Learning algorithms for anomaly detfection by using both density-based and
Quadratic Discriminant Analysis (QDA). Kadosh et al. [3] examined the use of
support vector data description (SVDD) method along with a feature selection
methodology.

Finally, in this work some of the key methodologies in cyber-physical attack
detection in WDS have been mentioned. The methodologies mentioned are a
good starting point to gain insight info the problem of CPA detection and although
there are various other approaches that have been proposed for that particular
matter, conducting a more rigorous survey is out of the scope of this dissertation.

1.4 Graph Neural Networks

Recently, there is an increasing number of applications regarding data generated
from non-Euclidean domains that can be represented as graphs with complex
interconnections and dependencies between its components. Although deep
learning has been very successful in capturing Euclidean data, the complexity of
graphs hasimposed challenges on the existing deep learning algorithms. As a result,
new definitions and operations that generalize the existing deep learning methods
(such as CNNs, RNNs and Autoencoders) have been rapidly developed to handle
the complexity of graph data. These new generalizations are the base of a new
type of deep learning method, that operates on relational data i.e. graphs, named
Graph Neural Networks (GNNs).

There are numerous different types of architectures of Graph Neural Networks most
of them cited in [32]. In this dissertation we only mention the GNN architecture we
found most relevant to our topic i.e. GNN architectures applicable on spatio-
temporal graph data.
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This category is the CNN-based, Spatio-Temporal Graph Neural Network (STGNN).
STGNNs model graphs that are dynamic in ferms of their node inputs, while assuming
interdependency between connected nodes. STGNNs have already been
implemented successfully in many problems including fraffic prediction, human
skeleton movement prediction, and human brain networks.

Accurate traffic forecasting is essential in a smart tfransportation system. Since the
traffic condition of one road depends on its adjacent road’s conditions, it is critical
to incorporate spatial dependency when performing traffic speed forecasting.
STGNNs allow to capture both the spatial and temporal dependencies of a graph
simultaneously, by considering the fraffic network as a spatial-temporal graph,
where the nodes are sensors installed on roads, the edges are measured by the
distance between pairs of nodes, and each node has the average fraffic speed
within a window as dynamic input-features. Yu et al. in their paper [33] propose a
type of Spatio-Temporal Convolutional Networks for traffic forecasting and
evaluate their model on real-world traffic datasets with promising resulfs.

In human kinematics, capturing the motion of a human is not straightforward as it is
subject to the constraints of the human body. Teh et al. in their paper [5] model
human hand motion by representing as a graph the human joints which are linked
by skeletons. Modelling the human hand as a graph allowed them to predict its
motion and led them to propose a Structural Convolutional Neural Network (SCNN)
architecture for time series data with arbitrary graph structure.

Last but not least, Covert et al. [34] proposed the Temporal Graph Convolutional
Network (TGCN) to automatically detect seizures from electroencephalograms
(EEGs). By modelling the electrodes placed on a patient’s scalp as a graph, the
researchers used TGCNs to detect from EEGs when precisely the seizures occur and
the parts of the brain that are most involved.

Water Distribution Networks have an inherent spatio-temporal structure and from
the above it is evident that STGNNs seem like a potentially useful tool fo model them
with. As far as we know, to this day Graph Neural Networks have not been applied
yet in cyber-physical attack detection on WDS.
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2.1 Types of cyber-physical attacks
on Water Distribution Systems

A cyber-physical system such as a water distribution network has three basic
security goals: operational integrity, availability and confidentiality. Each security
goal can be targeted by a specific type of cyber-physical attack. Operational
integrity, which means that the system components are able to function as
inftended and provide a barrier between the water in the system and external
threats, can be compromised with deception attacks that alter the information sent
or received by sensors, actuators or controllers. Availability denotes that the system
isready for use upon demand and it can be threatened by Denial of Service attacks
(DoS) which occur when an attacker renders the system unavailable. Finally,
confidentiality, which relates to keeping sensitive information safe from
unauthorized users, is susceptible to eavesdropping attacks. Eavesdropping attacks
are essentially the act of stealthily accessing sensitive information of a WDS such as
the system'’s state and behavior [21].

According to [21], cyber-physical attacks on WDS can also be classified on the basis
of the element being attacked i.e. the farget. The elements that could potentially
be under attack in a WDS are sensors, actuators, PLCs and SCADA, as well as the
communication links connecting them.

As their name implies attacks can also be either cyber or physical. Sensors and
actuators are only susceptible to physical attacks since the attacker needs to have
direct physical access to the target to damage, manipulate or replace it. Attacks
on the connection between different elements of the network can as well be
physical, if the connection is hardwired. Although a physical attack might be
unlikely it should be considered when securing a WDS in case an actuator or sensor
is in a remote (or poorly monitored) area that might be accessible to an attacker.

Attacks on the connection link between different elements of the network, when
the connection is wireless are considered to be cyber-afttacks. All attacks no matter
the target or whether they are cyber or physical, could be deception, denial of
service or eavesdropping afttacks.

To elaborate, let’'s assume a cyber-attack targeted to the connection link between
two PLCs. If one PLC monitors the water level from a tank and transmits it to the
other PLC which confrols a pump on the basis of the tank’s water level, then when
the connection is interrupted and the content shared between them is
manipulated (deception), a disrupfion on the normal pumping operations is
caused. The attacker may also eavesdrop the communication or prevent one of
the PLCs from sending/receiving the sensor reading by flooding the communication
channel with traffic (denial of service).

Another example, is a cyber-attack targeted to the connecting link between PLC
and SCADA. Again, the communication can be manipulated, eavesdropped or
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temporarily intferrupted by flooding the communication channel. As a result,
incomplete or altered information reaches the SCADA. What is important is that the
adversary might resort to this attack to conceal other actions from human operators
or event detection algorithms implemented at SCADA level.

Attack concealment is the key challenge attack detection algorithms face. A good
CPA detection algorithm is not one that identifies outliers per se, but one that is able
to uncover contextual anomalies. Contextual anomalies are suspicious
observations that even if their magnitude is well within the previous historic bounds,
are anomalous within a specific temporal context based on their previous
observations.

The figure below is an extract from [21] and illustrates the different types of cyber-
physical attacks on a simple water distribution system consisting of one pump, one
valve, one tank and a few demand nodes.

ATKé ATK3
@ ATK?
'\"r
SCADA ‘l" PLCI . @ ATK1 ATK 1: Physical attack to a
¥ sensor
."— s ATKZ: Physical attack to an
ATK7 - = TANK actuator

ATK3: Attack to the
: connection link between
7, ATK5 sensor and PLC

PLC2
‘@‘ -, ATK4: Attack to the
@—W ‘."' VALVE connection link between
PLC and controlled actuator

ATKS: Attack to the

connection link between

two PLCs

ATKE6: Attack to the
ATK 1-2: PHYSICALLAYER

connection link between

PUMP ATK 3-4: LINK PHYSICAL-PLC PLCand SCADA
RESERVOIR ATK7: SCADA and PLC
ATK2 ATK 5-7: LINK PLC — PLC/PLC —SCADA  ATKS: Attack on the PLC

ATK 8-9: DIRECT ATIACK PLC/SCADA  ATK9: AttackonSCADA

Figure 1: Graphical representation of types of cyber-physical attacks on a water distribution
system
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2.2 A common anomaly detection approach

We assume there is a dataset X, that its distribution contains normal and anomalous
data:

Prun (6, ¥)~p(y = Dp(xly = 1) + p(y = 0)p(x]y = 0)
pnormal(x)~p(x|y = O)
pabnormal(x)~p(x|y = 1)

In anomaly detection our goal is fo make the best possible estimation of the
Pnormai (x) and Pabnormai (x) distributions.

When it comes to the problem of detecting attacks in a Water Distribution System,
we only have available a small portion of the entire (anomalous) set of cyber-
physical attacks that could threaten it- it is not plausible to identify and model all
possible attack scenarios. Thus, the most effective way of detecting anomalies on
a WDS is by utilizing semi-supervised algorithms.

Semi-supervised learning is when the fraining set available contains only normal
points and the task is to identify the anomalous points in a test set. This is also called
novelty detection:

Dtrain = Xtrain~pnormal (X)
Diest = Xtest~pfull(x)

After using Di..in TO model the distribution of normal data, the algorithm is able to
assign fo each data point an anomaly score. It is expected that most observations
will get low scores while the anomalous hopefully will have higher anomaly score.
To make a final decision whether a point is anomalous or not, the detection
algorithm needs a score threshold. The threshold will separate the normal data from
the anomalous and it must be determined how high the anomaly score should be
for the data to be considered anomalous. For instance, if we frain an algorithm to
forecast the SCADA readings of a WDN at a time t and we calculate the error
between the observed readings and the predicted ones, how large should be the
error in order to issue an attack alarm?

Determining a threshold is one of the key challenges in anomaly detection. A
threshold score that is foo low might catch most anomalies, but might also lead to
a high rate of false detections. Too many false detections become a destruction,
waste time and are overwhelming. The person responsible for dealing with potential
attacks might also become habituated to the alarm raising the danger that they
will not respond appropriately to a tfrue attack -it's a case of the danger of “crying
wolf”. On the other side setting a threshold that is foo high although it will decrease
the number of false detections, it might also miss attacks. However, missing CPAs on
a WDN, might have enormous long-term consequences. As a result, the decision is
a trade-off between frue and false detection.

With a few positive samples (attacks), like in the case of semi-supervised learning,
and the appropriate classification metric, it is possible to find a satisfactory
threshold. In the following section we present in detail the most common
classification metrics.
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2.2.1 Anomaly Detection Metrics

To assess how well a model performs and to compare its performance with other
models it is important fo determine an evaluation metric. In binary classification
problems, such as anomaly detection where the goalis to define whether a system
is under attack or not, there are numerous metrics available to use.

Choosing a single-number metric speeds up our ability to make a decision when
selecting among a large number of models and to fine-tune the anomaly detection
threshold. It gives a clear preference ranking and therefore a clear direction
progress. However, each evaluation metric gives us a different perspective of the
algorithm’s performance, so the choice of a single-number mefric is not
straightforward and it must be aligned with the predefined research objectives.

Below, we present some basic classification metrics along with some of the
limitations each one faces.

Confusion Matrix

In binary classification problems, a confusion matrix is a 2 x 2 matrix that offers
detailed information about a model’s performance. A confusion matrix summarizes
a model’s performance on a specific dataset by depicting the correlation between
the actual label and the model’s classification i.e. False Negatives, True Negatives,
False Positives and True Positives. More specifically, in a binary classification
problem, like determining if a system is under attack or not, we define as:
e True positive: When the system is under attack and the model’s prediction is
also that the system is under attack.
e True negative: When the system is not under aftack and the model’s
prediction is also that the system is not under attack.
e False positive: When the system is not under attack and the model’s
prediction is that the system is under attack.
e False negative: When the system is under attack and the model’s prediction
is that the system is not under attack.

Confusion matrices contain sufficient informatfion to calculate a variety of
performance metrics, like precision and recall (see Figure below).

Actual
_—
[
L True False
U
o} . o TP
D Predicted True L o Precision = ————
& (Positive) True Positive False Positive TP+ FP
Predicted False | . Negative | True Negative __TP+TN
(Negative) Accuracy = ————
Total
Recall = e
T TPYFN

Figure 2: Confusion matrix, precision, accuracy and recall
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Recall

Recall is a measurement that describes how many of the “true” predictions for all
data points were actually “true”. In other words, it measures the model’s ability to
correctly classify the state of the water distribution system as under attack. Recall is
also known as sensitivity or true positive rate.

TP
TP+ FN
Recall can be a deceiving metric in case an algorithm issues every instance as an
attack. In that case the algorithm has detected every attack instance. There are

no false negatives. Such model would return a recall score of 1.0, but contribute
little.

Recall =

Precision

Precision is a measurement that describes how many of the true predictions are

actually frue. In other words, it measures the model’s ability to prevent false alarms.
TP

TP 1 FP

Precision is slightly harder to be deceiving. This can happen if an algorithm issues

correctly only one alarm. Because no false positives are generated and the
numerator is above zero, this gives maximum precision 1.0.

Precision =

Accuracy

Accuracy is a measurement that describes how many predictions were correctly
classified over the entire dataset.

TP+TN

Accuracy = “Total

Accuracy can be a deceiving metric in imbalanced classification datasets. For
example, in anomaly detection problems data points labeled as “under attack”
(Positives) are significantly less than “under normal conditions” points (Negatives).
As a result, even when failing to detfect all Positive instances, i.e. not detecting any
of the attacks, the accuracy score will still have a relatively high value.

From the above more metrics can be derived, such as the following:

Specificity

Specificity or True Negative Rate is another mefric that determines the model’s
ability to avoid false alarms. It is similar to recall, but instead of the proportion of true
positives to all of the true data points, it's the proportion of false positives to all of
the false data points. In our case, it is the ration between the number of fimesteps
correctly classified as safe conditions and the total number of fime steps during
which the system is in safe condifions.

TN

Specificity = m
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The drawback of specificity in imbalanced classification datasets is that it
determines as more important True Negatives. True Negatives in anomaly detection
problems are the majority class of the datasets, thus specificity presents very small
varionce and makes it hard to capture the differences in an algorithm'’s
performance.

F-score

F-score is the weighted harmonic mean of precision and recall:

Precision - Recall

Fs=(1 2
p=01+8 )[)’2 - Precision + Recall

where p determines the balance between precision and recall, with high values
favoring recall.

When B =1 the F-score is called Fl-score and it considers equally recall and
precision. In other words, it takes into account both how well the model makes true
predictions that are actually frue (i.e. how many of the issued alarms were actually
“under attack” labels) and how many of the total true predictions that model
correctly predicted (i.e. how many “under-attack” labels out of the total were
correctly defected).

The advantage of F-score is that, when using it, the focus is given to frue positives,
false positives and false negatives, while no attention is given to the maijority class
i.e. the frue negative group.

The main disadvantage of F score is that one is unable to distinguish low recall from
low-precision models when using solely F-score as an evaluation metric.
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2.3 Machine Learning Algorithms

2.3.1 Feedforward Neural Networks

Suppose that (x,y) are points of a function f, where y=f(x). An Artificial Neural
Network (ANN) is a deep learning algorithm that given some fraining examples (x,y)
learns to approximate the function f.

The ANN's structure consists of neurons (depicted as nodes) that are organized into
layers. A neuron's function is to receive inputs from n sources and then generate
one output value. The neuron calculates the output by applying an activation
function (nonlinear transformation) to a weighted sum of input values. Then it sends
its output to m succeeding neurons.

weights

activation
functon

X @ netlnrput
net.
J
O
Y @ activation
;.—-
transfer
: function

0.
X, J
threshold

Figure 3: Structure of an artificial neuron

One example activation function is the ReLU (Rectified Linear Unit) function which
is as follows:

If net; = Y- wi;xx + b is the weighted sum of the input and o; is the outfput of the
neuron, then

J

net;, net; = 0;
0"_{0 , netj<9j'

where 6; = 0

There are many activation functions that can be used in a neuron (see Figure
below) and they are essential in neural networks, as they infroduce non-linear
properties into the network. This way a neural network can understand more
complex patterns and give more accurate results.
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SIngId Leaky ReLU )
o(z) = = max(0.1z, z)
tanh Maxout
tanh(z max(wi z + by, wdz + by)
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max(0, z) {T x>0

afe*—1) <0 - ~ W

Figure 4: Types of commonly used activation functions in deep learning.

A set of neurons forms a layer and usually in an ANN there are three kinds of layers:
the input, hidden and output layer. The input layer is the first layer of the network
and the one that receives the input data (x). The output layer is the one that
receives the ANN's predictions (outputs or J) and the hidden layer is a layer
between the input and the output. A hidden layer typically contains an activation
function for training. When a neural network has more than one hidden layers it is
called a deep neural network.

Hidden
Layer 2
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Figure 5: Typical architecture of an artificial neural network

As aresult, information x flows through the layers of an ANN, until it reaches radically
fransformed the last layer which it outputs a prediction y. The goal of an ANN is to
adjust its parameters i.e. the weights of the neurons, untfil its prediction y is as close
as possible to the objective y. Neural networks with different architectures can be
designed, i.e. width (number of neurons in a layer) and depth (number of hidden
layers) efc., until complex non-linear functions are learned.

To measure the performance of a neural network a loss/cost function is defined. The
loss function usually depicts the error of the predicted value. Depending on the
nature of the problem a different cost function can be chosen (mean squared error,
mean absolute error, cross entropy loss). During fraining, a neural network
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determines through an iterative process the ideal weights for each input feature
that minimize the cost function.

The algorithm used to minimize the cost function is called gradient descent. In
gradient descent the model’s parameters are adjusted iteratively until finding the
ones that minimize the loss. The gradients of loss are calculated with a process
called backpropagation. In backpropagation, first the output values of each node
are calculated in a forward pass and then the partial derivative of the error with
respect to each parameter is calculated in a backward pass through the graph.
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2.3.2 The Convolution Operation

The convolution operation is a two-step mathematical operation between an input
matrix and a convolutional filter/kernel. The convolution involves the following:

1. Element wise multiplication of the kernel and a slice of the input matrix.
2. Summation of all the values in the resulting product matrix

The output is called an activation map and has the same shape as the
convolution filter. The activation map consists of the results of the convolutional
operations.

For example, given a 5 x 5 input matrix and a 3 x 3 kernel:

6|l 4171918
111071 917
8|9 1 413

1 o |
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We perform each convolution operation between a 3 x 3 slice of the input matrix
and the kernel
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From the above, a convolution is a specialized kind of linear operatfion and the
kernel has the same rank as the input maftrix. For instance, if the input matrix is a
28 x 28 mafrix, then the kernel can be any 2d matrix with a shape smaller than
28 x 28.

2.3.3 Convolutional Neural Network

Convolutional Neural Networks are neural networks that use the convolution
operation in place of general matrix mulfiplication (see “Feedforward Neural
Networks”) in at least one of their layers. A typical convolutional layer has three
components:

1. Convolution stage: This layer performs several convolufion operations to
produce the activation maps.

2. Detector stage: An activation function is applied to each element of each
activation map.

3. Pooling stage: The pooling function is used to modify the output of the
convolutional layer further. Pooling, like convolution, divides the matrix into
slices and usually keeps either the maximum or average value across the
pooled area. As a result, the output matrix is reduced to a smaller mafrix.

For example, suppose the pooling operation divides the convolutional matrix into
2x2 slices with a 1x1 stride. As the following diagram illustrates, four pooling
operations take place. Imagine that each pooling operation picks the maximum
value of the four in that slice:
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Figure 6: Typical architecture of a Convolutional Neural Network

To further elaborate, in the Figure above it is depicted a typical convolutional neural
network. The input layer is an image matrix followed by two convolutional layers
(Convolution-RelLU-Pooling). Their output is then reshaped to flatten out its spatial
dimensions resulting in a 1D matrix. That matrix is then used as an input to an ordinary
feedforward neural network.

The convolutional kernels’ weights are parameters of the CNN and are obtained
via tfraining. Without convolutions a neural network would have to learn a weight
for each input unit. With convolutional filters the algorithm has to learn only the
weights for each filter, meaning that fewer parameters are stored and the memory
requirements to train the model are reduced.

The use of the convolution operation is a characteristic of CNNs that allows them to
“leverage three important ideas that improve a machine learning system: sparse
interactions, parameter sharing and equivariant representations”[35]. These
characteristics have made CNNs very successful in processing data with grid-like
topography, like fime series data (they can be considered as one-dimensional grid
data), and images (two-dimensional grids of pixels).
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2.3.4 Introduction to graphs and adjacency matrices

A graph is data structure for representing relationships. It comprises of nodes (or
vertices) and edges connected together to represent relational information.
Formally, a graph G is a tfuple consisting of a finite set of V(G) of vertices and a finite
set E(G) of edges, where each edge is an unordered pair of vertices. An edge
between two nodes u and v is often denoted as (u,v).

For example, the graphillustrated below comprises of 5 nodes and 6 edges. A graph
is called a directed graph if each edge is associated with a direction (see Figure 7
below). A directed edge can be considered as a one-way street. On the other side,
an undirected graph is a graph that the connection order doesn’'t matter and it
can be thought as a graph where each edge is directed.

| T 5 ] 5
2
(a) (b)
Figure 7: (a) Undirected graph and (b) directed graph
Now, let us suppose that G is a graph with the vertexset V = {v,,v,, ..., v,} and the
edgeset E = {ey, ey, ..., en}. The adjacency matrix A(G) of G is an n x n matrix A(G) =

[a;; ] in which a;; indicates the number of edges joining two vertices v; and v;. The
Figure below illustrates a graph (a) and its adjacency matrix (b).

v1v2 v3 v4 v5
vl 011017
v21 10110
AG)=v3[ 11000
v4l 01001
v5L1 0010
(a) (b)

Figure 8: (a) A graph G with 5 nodes and é edges and (b) the adjacency matrix of graph G
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2.3.5 Structural Convolutional Neural Networks

Teh et al. have proposed the Structural Convolutional Neural Network (SCNN) for
general graph-structured CNNs for fime series analysis [5]. In their paper they
describe their model as a “neural network architecture that defines and uses
specialized convolutional kernel with an arbitrary definable adjacency matrix.”

First are defined the following for a graph with F number of nodes and the
adjacency matrix 4 € RF¥F:

T
yit = [371—1, ...,371‘1] , previous layer’s output
1 F
T
— =1 ’
y = [y,...,y ] , current layer's output
F

— 1 197 .
Wt = [Wl ey Wi ] , current layer's weights

- 5 o T )
bl = [ll)l Igl] , current layer's biases

where

§-1 € RTXFXN
yl e RT-(t-DxFxM

Wl € RFthFxNxM

bl € RF*M,

}_/,il_]_ € RTXlXN,Vi = 1‘ ...,F.
Jle RI-E-DX1N vy j = 1, F,
Wil € ROFXNXM vy i =1 F,

bl € RVM v i=1,..,F.

The kernel is made up of F sub-kernels and each of the sub-kernels i, which
corresponds to node I, has weights W} with the dimension of t x F x N x M. The sub-
kernels are slid across the temporal dimension of the input producing an output of
(T—(t—1))x1xM for each node i. The output is then passed through an
activation function g to produce:

gt = g(W!+3" + b))

)

Wiq

and v_’v}j is the sub-kernel weights for the i node with its j neighbor.
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2.3.6 Temporal Graph Convolutional Networks (TGCN)

Covert et al. proposed in their paper [34] a model (TGCN) that takes into account
“the graph topology of a structural time series and applies feature extractors that
are localized and shared over both the temporal and spatial dimensions of the
input”.

Inspired by Graph neural networks (GNNs) that use neighborhood aggregation
schemes, their model is based on a proposed spatio-temporal convolutional (STC)
layer described below:

Suppose that the input layer Lis k=1 € RT>Px¢'™! where T is the number of fime

points af the previous layer, and h!™! € RT7*¢!, represents the hidden features
associated with sequence i. The STC layer can be used with two different
propagation rules.

Both rules begin by applying a 1D convolution (denoted by ) with filter W, to each
sequence of hidden features hi™%, resulting in an intermediate set of features
denoted by al. Note that filter W! , is shared across all sequences in the layer L. The
two rules differ in how they handle the aggregation of features from a node and its
neighbors.

Rule A aggregates features from the node’s neighborhood including the node itself,
and then applies nonlinearity g. The aggregation operation (e.g. mean, max) is
performed along the spatial dimension, so that the temporal and channel
dimension are retained.

Rule A
af = W}, hi~?
z{ = AGGREGATE ({a}for j in N(1)})
hi = g(z)

Rule B first aggregates features across a node’s neighbors, and then combines
these features with the node’s own features by concatenating them and passing
them through an additional nonlinear operation, parameterized by W/ ... This
prevents the node’s feature from being “diluted” by the featfures from its
neighboring nodes.

Rule B
al. = W.l

-1
i int * hi

z} = AGGREGATE ({ajfor jin N()\ i })

l

h% =92 (Wclomb * gl([zil' af]))

The neighborhood of node i is defines as N(i) ={j s.t. 4;; =1}, i.e. it's the set of
nodes that have and edge to i. The only parameter for rule A is the convolutional
kernel W ., € RE2x<%¢™ The two parameters for rule B are W}, and the second
convolutional kemel W/, € RE2x<*(2+<) |n rule 4 the hyperparameters are the
choice of nonlinearity g, the temporal kermnel size t!, and the number of channels ct.
Rule B has the additional hyperparameter t}, which could simply be set to 1 or t!,
as well the possibility of a second nonlinearity. For the two rules, note that filters are
shared both spatially and temporally.
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The adjacency matrix of the sequences is used when we aggregate features across
N(i). Aninteresting property of STC layers is the independence between the number
of parameters and the input adjacency matrix, which allows a TGCN model to
accept inputs wit arbitrary graph topologies.

In the paper discussed, the authors also propose incorporating information not only
from nodes that are directly connected, but also from nearby nodes that are
reachable within k steps. To obtain the k-step reachability matrix, they use the
operation A(k) = 1 (4A¥) where A* is the adjacency matrix to the kth power, 1(-) is an
element-wise indicator function. Sefting k > 1 enables information to spread
through the graph using fewer layers.

2.3.7 Autoencoders

An autoencoder is a neural network that is trained to attempt to copy its input to its
output. Internally, it has a hidden layer h that describes a code used to represent
the input. The network may be viewed as consisting of two parts: an encoder
function h = f(x) and a decoder that produces a reconstruction r = g(h).

Figure 9: The general structure of an Autoencoder

If an autoencoder succeeds in simply learning to set g(f(x)) = x everywhere, then
it is not especially useful. Instead, autoencoders are designed to be unable to learn
to copy perfectly. Usually they are restricted in ways that allow them to copy only
approximately, and fo copy only input that resembled the fraining data. Because
the modelis forced to prioritize which aspects of the input should be copies, it often
learns useful properties of the data.

Copying the input to the output may sound useless, but we are typically not
interested in the oufput of the decoder. Instead, we hope that training the
autoencoder to perform the input copying task will result in h taking on useful
properties.

One way to obtain useful features from the autoencoder is to constrain h fo have a
smaller dimension than x. An autoencoder whose code dimension is less that the
input dimension is called, undercomplete. Learning an undercomplete
representation forces the autoencoder to capture the most salient features of the
fraining data.

Unfortunately, if the encoder and decoder are allowed too much capacity, the
autoencoder can learn to perform the copying task without extracting useful
information about the distribution of the data.

Autoencoders can be used for a wide variety of applications. Commonly, they are
used in problems like dimensionality reduction, data denoising, feature extractions
and anomaly detection.
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2.3.8 Support Vector Data Description Classifier

The Support Vector Data Description (SVDD) classifier is designed to create a tight
spherical boundary around any numerical multidimensional data using Kernel
functions. By calculating the relative location of a new observation to the spherical
boundary, one can decide whether the observation belongs to the fitted data or is
considered an outlier. The SVYDD classifier requires two tuning parameters. The first is
the C parameter. When € = 1, it means that no outliers are expected in the fraining
dataset. Then, for € = 1, the SVDD solves the following optimization problem:

mRinR Subject to ||p(x;) —all <R
,a

where R and a=decision variables; and ¢(x;) = function mapping the data to a
higher-dimensional space. Herein, ¢ = radial basis function: ¥; ; exp (—y||x; — xj||2) for
a pair of samples in the datasets x;,x; ; and y = second tuning parameter for the
SVDD algorithm. In the prediction stage after the optimal decision variable R, aope

are determined, the decision value (DV) for any test instance x is given as detailed
in the following equation:

DV = ||(,0(Xi) - aopt” - Ropt
where the boundary for the classification is obtained when DV = 0.

SVDD is useful for obtaining a geometric description of data and in most
applications also for detecting outliers. SVDD is used in domains where most of the
data are in one class. Applications of SVDD include equipment prognostics,
cybersecurity and infrusion detection, fraud identification and others.
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3. DATA DESCRIPTION

3.1 The network of C- Town

The network of C-Town was first infroduced in the “Battle of the Water Calibration
Networks"[36]. It is based on a real-world water distribution network and consists of
one reservoir, seven cylindrical tanks (T1-T7), one actuated valve (V2), 429 pipes,
388 nodes, and 5 pumping stations (S1-S5) for a total of 11 pumps (PUT-PU11).

Conftrol rules of the network are programmed into the Programmable Logic
Controllers (PLCs). C-Town has nine PLCs that record, receive and send information
about tanks, pumps and valves based on their conftrol logic. Table 1 showcases the
sensors and actuators controlled by the PLCs in C-Town. PLCs share with each other
information related to their control rules and send their records to the Supervisory
Control And Data Acquisition system (SCADA). SCADA's role is to coordinate the
operations and store the readings provided by the nine PLCs. Since SCADA is a
remote operating system, it is part of the cyber network of C-town, thus making the
WDN susceptible to cyber-attacks.

Table 1: Sensors and actuators monitored/controlled by the PLCs in C-Town, Source:[7]

PLC Sensor Actuators (Controlling sensor)
PLC1 - PU1 (T1), PU2(TT)
PLC2 T1 -

PLC3 T2 V2(T2), PU4(T3), PU5(T3), PU6(T4), PU7(T4)
PLC4 T3 -

PLC5 - PU8(T5), PU9(-), PUT0(T7), PUT1(T7)
PLC6 T4 -

PLC7 5

PLC8 Té

PLC9 7

The hydraulic behavior of C-town can be simulated by using EPANET, an open
source software that performs hydraulic analysis on WDSs. EPANET is a demand-
driven analysis tool, and to perform simulations the water demand at each node of
the network at each time step is required. The water demand of a node at each
fime step is calculated by mulliplying the base demand of a node by its
corresponding demand pattern.

Base demand is the average or nominal demand for water at each node, while the
demand pafttern is a time pattern used to characterize time variation in demand at
each node. The demand pattern provides multipliers that are applied to the base
demand to determine actual demand in a given time period. A network can have
different base demands at each node and multiple demand patterns. C-Town is
divided into five DMAs (District Metered Areas), each with its own demand pattern.

29
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Figure 10: The network of C-Town
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3.2 The BATADAL Competition (BATle of the Attack
Detection ALgorithms)

C-Town was again feafured as a benchmark network in the BATHle of the Attack
Detection ALgorithms (BATADAL), an international competition on cyber security of
water distribution systems held at the World Environmental and Water Resources
Congress (Sacramento, California, May 21-25, 2017) [7]. One of the outcomes of this
competition is the openly available resources for the study of CPAs on WDNs, which
are the following:

-Three datasets with SCADA readings from three different simulations:

dataset03: this dataset contains readings from a one-year EPANET simulation. During
this simulation the network was only under safe conditions.

dataset04: this dataset has SCADA readings with a span of 6 months, containing 7
attacks.

testdataset: a 3-month dataset with 7 different attacks.

All three datasets contain hourly SCADA readings from 43 variables of the network.
These variables are:
e waterlevel af all seven tanks of the network (T1-T7)
e status and flow of all 11 pumps (PUT-PUT1) and the actuated valve (V2) of
the network
e pressure at 24 pipes of the network (corresponding to the inlet and outlet
pressure of the pumps and the actuated valve)

-A table describing each attack scenario featured in the datasets “dataset04” and
“testdataset”

-An EPANET input file named “ctown.inp” containing information (topographical
and hydrological) about the distribution system. Among the information in the C-
Town EPANET input file are:

e Monthly water base demands given at each node of the network.

e One week of hourly demand patterns for each of the five DMA:s.

The SCADA readings provided in the available datasets, have been simulated using
demand patterns different from the ones included in the “ctown.inp™ EPANET file
and are not publicly available. Furthermore, the datasets containing attacks have
been simulated using epanetCPA, a MATLAB toolbox that allows to design a variety
of cyber-attacks and simulate with EPANET the hydraulic response of the WDN -
[21].137]. [38].

3.3 The challenge of the competition

The BATADAL contfestants were asked to create algorithms to detect all the attacks
contained in the datasets presented above. The algorithms’ performance was
evaluated with a combination of metrics: time-to-detection and classification
accuracy.

The first metric, time-to detection is the following:



Data Description 33

Na

o 4 1 ZTTDi
TTD = N, AT,

i=1

TTD;

AT;

where N, = number of attacks, = the fime to detection of attack i as a ratio of

the total attack duration AT;.

The second metric, classification performance is defined as:

TPR + TNR
cM = f

where TPR = True Positive Rate, i.e. the ratio of frue positives (TP) to the sum of true
positives (TP) and false negatives (FN) and TNR = True Negative Rate, i.e. the ratio of
frue negatives (TN) to the sum of tfrue negatives (TN) and false positives (FP).

The two metrics are combined into a single score:
S=vySrrp + (1 —¥)Sem

where y = 0.5 is a coefficient that determines the relevant importance of the two
evaluation mefrics (here considered equally important).

A naive algorithm that predicts the system fo be always in safe conditions gets a
score S equal t0 0.25 (Syrp = 0,S-, = 0.5). On the other hand, flagging the system as
always under atftack yields a value of § equal to 0.75 (S¢rp = 1,Scy = 0.5). This
showcases the fact that § is biased towards attack idenfification, since the
consequences of failing to disclose an attack are deemed more costly than issuing
false alarms.

From the above, an algorithm with a score S larger that 0.75 means that it
performed better than the naive detection mechanisms.






4. METHODOLOGY

4.1 Methodology Outline

The goal of this dissertation is to conftribute to the research of cyber-physical attacks
detection on simulation-based data on water distribution systems. We do that by:

(a) Generating new, more realistic datasets for the study of cyber-physical
aftack detection on water distribution networks. To do that, we perform
simulations using stochastically generated demand patterns.

(b) Evaluating the performance of published algorithms for CPA detection on
WDNs on our, more realistic datasets. We also compare the algorithms’
performance on our datasets with their performance on naive, non-realistic
datasets. Moreover, we also report the algorithms’ performance on pre-
existing, non-realistic datasets to evaluate each algorithm holistically.

(c) Exploring the use of Spatio-Temporal Graph Neural Networks on the CPA
detection on WDNs problem.

To apply this methodology we build upon the simulated datasets featured on
BATADAL, an international competition on cyber-security of water distribution
networks [7].

The practical application of the methodology is divided info two parts:

The first part is about creating the new, more realistic datasets. To do that we:

A. Generate synthetic demand patterns using Kossieris et al. methodology [2]

B. Design attack scenarios similar to the ones featured in BATADAL [7].

C. Run simulations to obtain the hydraulic behavior of C-Town [38].

The second part is about detecting attacks using different machine learning
algorithms. We use three different approaches:

A. Two published machine learning approaches that have been implemented
successfully to the BATADAL datasets by Taormina et al. and Kadosh et al.
The first applies an Autoencoder to detect the attacks [4], while the other
an SVDD classifier [3].

B. A third approach that hasn't been implemented to a water distribution
network's CPA detection problem yet. It is based on the works of Teh et al.[5]
and Covert et al [34] on graph-structured time series data.

4.2 Software and Code Repositories

Most of ourresearch relies on open source software. Synthetic water demands were
generated using anySim!, an R package developed by Tsoukalas and Kossieris [39].
The attack scenarios were simulated in epanetCPA2, a MATLAB toolbox developed
by Taormina et al. [7], [21]. The SVDD code is available for MATLAB in the published
article [3]. The code for the Autoencoderd was developed by Taormina et al [4]
using the Keras library. Finally, the code for the SCNN [5] and TGCN [34] layers was
kindly provided by lan Covert, PhD student at University of Washington. The code
for our model, based on SCNNs, was written using the deep-learning framework
PyTorch.

! https://github.com/itsoukal/anySim
2 https://github.com/rtaormina/epanetCPA
3 https://github.com/rfaormina/aeed
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5.PART |: CREATING NEW DATASETS

5.1 Generating synthetic demands

The synthetic demand patterns are generated using the methodology proposed by
Kossieris et al. [2]. This stochastic modelling strategy builds upon Nataf's joint
distribution model and was chosen because it preserves both the distributional and
dependence properties of a process. Based on the available hourly one-week
demand patterns of C-Town, synthefic demand patterns are generated by
selecting an appropriate probability and autocorrelation function that resemble
the marginal and dependence properfies of demand patterns of BATADAL
datasets. The generation of synthefic series was conducted via anySim an R
package, developed by Tsoukalas and Kossieris, [39] which implements the
aforementioned methodology.

To evaluate the performance of ML models with the use of stochastically generated
demand patterns, we also need a non-stochastically generated dataset. Since the
demand patterns that the BATADAL datasets originated from, are not publicly
available, a new benchmark dataset was created: To create a naive demand
pattern with n-week duration, the one-week hourly demand patterns available from
the ctown.inp file are repeated n-fimes and each of the hourly demands are
multiplied with a random# number between 0.90 and 1.10. The resulting demand
paftern is essentially n noisy versions of the available one-week demand pafttern,
concatenated info a single n-week demand paftern.

To be more precise, the goal is to create datasets corresponding to the ones
available in BATADAL, meaning that we need to run 12, 6 and 3-month simulations
on epanetCPA. Simulatfions with a specific duration require demand paftterns of
equal length, thus we also need 3 demand pattern datasets with a horizon of 12, 6
and 3 months respectively.

To gain more insight of the effect of stochastically generated demand patterns in
the CPA detection algorithms, two different categories of synthefic demand
patterns are generated. The distinguishing feature of each DP category is the
marginal distribution from which it was generated. The first category of synthetic
demand patterns is generated using the Beta probability distribution function, while
the second category using the Gamma probability distribution function. Demand
patterns simulated using the Beta distribution resemble a lot more the available one-
week demand patterns, while demand patterns generated using the Gamma
distribution function present larger fluctuations. Considering the non-stochastic
dataset:

3 demand pattern categories * 3 dataset durations (i.e.12,6 and 3 months) =
9 dif ferent demand pattern datasets.

The resulting demand pattern datasets are summarized in the table below:

4 Using the RANDBETWEEN() formula in MS Office Excel
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Table 2: Summarization of the generated demand pattern datasets

Name Duration Generation Probability Generation Method
(months) Environment Distribution

dempat_b12 12 anySim Beta Stochastic
dempat_b0é 6 anySim Beta Stochastic
dempat_b03 3 anySim Beta Stochastic
dempat_g12 12 anySim Gamma Stochastic
dempat_g0é 6  anySim Gamma Stochastic
dempat_g03 3 anySim Gamma Stochastic
dempat r12 12 MS Excel Random! Non-stochastic
dempat_r0é 6  MS Excel Random! Non-stochastic
dempat_r03 3 MS Excel Random! Non-stochastic

(a)

: mdempat _r12

st i

(o)

mdempat_bl12

e

(c)

mdempat_gl12

.

Figure 12: Hourly water demand variation in DMA_1 of C-Town during a year across the
different demand pattern categories. (a) dempat_ri2 — demand pattern generated non-
stochastically, (b) dempat_bi12 — demand pattern generated using the Beta distribution as
the marginal distribution function, (c) dempat_gi2 — demand pattern generated using the
Gamma distribution function.

The charts above depict three demand pattern datasets from three different
demand pattern categories. Note how the demand pattern that was generated
non-stochastically has a fairly regular mofif, while the stochastically generate
demand paftterns present larger fluctuations and higher demand peaks.
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5.2 Generating cyber-physical attacks and running
simulations

To create aftack scenarios similar to the ones featured in BATADAL, we use
epanetCPA [21]. First, the available aftack descriptions were translated into
executable by epanetCPA aftack scenarios. Then, having available the aftack
scenarios, demand patterns and the C-Town EPANET input file for each dataset, we
run the epanetCPA simulations to obtain the hydraulic response of the network.
Note that the simulated SCADA readings during an attack are altered in an attempt
to conceal the physical impact of the attack to the network thus making the CPA
detection a challenging task.

The table below shows that the attacks in BATADAL include malicious activation of
hydraulic actuators, change of actuator settings and deception attacks.
Deception attacks are used to manipulate the information sent or received by
sensors and PLCs and to alter the information received by SCADA.

Table 3: Attack scenarios featured in the BATADAL datasets.

Starting . . SCADA
dentifi time Er:’c:;ng i3 Duration Hack iofi concealment
Identifier (dd/mm/YY ( Y/I-iml-:n/Y (h) Attack Description (altered

HH) ) readings)
13/09/16 23 16/09/16 00 50 Attacker changes L_T7 Replay attack
thresholds controlling PU10 (L_T7).
1 and PU11 by altering
SCADA transmission to
PLCS5. This causes low
levelsinT7.
26/09/16 11 27/09/16 10 24 Like Aftack 1 Replay attack
2 (L_T7, F_PU10,
F_PU11,S_PU10,
S_PU11).
09/10/16 09  11/10/16 20 60 Attacker alters L_T1 Polyline to
readings arrings fo PLC2 offset L_T1
with a constant low level. increase.
PLC1 recieves the
3 . ’
manipulated readings
from PLC2 and keeps
Pumps PUT and PU2 on,
driving T1 to overflow.
29/10/16 19 02/11/16 16 94 As in Attack 3 Replay attack
(L_T1, F_PUT1,
4 F_PU2, S_PUT,
S_PU2, P_J269,
P_J280).
26/11/16 17 29/11/16 04 60 Working speed of PU7 -
5 reduces to 0.9 of nominal
speed causes lower water
levels in T4
6 06/12/16 07  10/12/16 04 94 As in Attack 5, but speed Replay attack
reduced fo 0.7 (L_T4).
14/12/16 15 19/12/16 04 110 As in attack é Replay attack
7 (L_T1, F_PUT,
F_PU2, S_PUT1,

S_PU2).
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Starting - SCADA
Identifi time EZ‘:""Q hmYe Duration Attack D iofi concealment
entifier (dd/mm/YY ( Y/Hml-:n/ (h) ack Description (altered
HH) ) readings)
16/01/17 09  19/01/17 06 70 Attacker changes L_T3 Replay attack
thresholds controlling PU4 (L_T3, F_PU4,
8 and PUS by gaining F_PUS5, S_PU4,
control of PLC3. Low levels S_PUS5).
in T3.
30/01/17 08 02/02/17 00 65 Attacker alters L_T2 Polyline to
readings arriving to PLC3, offset L_T2
9 which reads a constant increase.
low level and forces Valve
V2 open, leading T2 fo
overflow.
09/02/17 03 10/02/17 09 31 Mallicious activation of -
10
Pump PU3.
1 12/02/17 01 13/02/17 07 31 As in Attack 10. -
24/02/17 05  28/02/17 08 100 Asin Attack 9. Replay attack
12 (L_T2, F_V2,
S_V2,P_J422,
P_J14)
10/03/17 14 13/03/17 21 80 Attacker changes L_T7 Replay attack
thresholds controlling PU10 (L_T7, F_PU10,
and PU11 by gaining  F_PU11, S_PU10,
control of PLC5, causing  S_PU11, P_J317,
the pumps to switch P_J307). Inlet
13 continuously. pressure
(P_J307)
concealment
ferminates
before that of
other variables.
14 25/03/17 20  27/03/17 01 30 Alteration of T4 signal -

arriving at PLCé.

In BATADAL each dataset has its own attack scenarios:
“dataset03"” has no attacks (12-month dataset)
“dataset04"” has 7 attacks (1-7) and has a 6-month duration
“testdataset” has 7 attacks (8-14) with a 3-month duration

As a result, the duration of each simulation defines the attack scenarios it will
contain. One-year simulations do not contain any aftacks, é-month simulations
contain attacks 1-7 and 3-month simulations contain attacks 8-14. The starfing fime
and duration of each atftack is the same as in the BATADAL datasefts.

Therefore, the resulting simulations are nine with six of them containing attacks and
three representing the hydraulic behavior of the network under normal conditions.
In the table below are summarized the basic characteristics of all the datasets in
our disposal.
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Dataset Duration (months) Attacks Demand Pattern Category  Source

dataset r12 12 None non-stochastic  epanetCPA simulation
dataset_r0é 6 1-7 non-stochastic  epanetCPA simulation
dataset_r03 3 8-14 non-stochastic  epanetCPA simulation
dataset b12 12 None stochastic (Beta) epanetCPA simulation
dataset_b0é 6 1-7 stochastic (Beta) epanetCPA simulation
dataset_b03 3 8-14 stochastic (Beta) epanetCPA simulation
dataset_b012 12 None stochastic (Gamma)  epanetCPA simulation
dataset_g0é 6 1-7 stochastic (Gamma)  epanetCPA simulation
dataset_g03 3 8-14 stochastic (Gamma)  epanetCPA simulation
dataset03 12 None non-stochastic BATADAL
dataset04 6 1-7 non-stochastic BATADAL
testdataset 3 8-14 non-stochastic BATADAL

To further elaborate on the process of translating an atftack scenario info an
epanetCPA one and to showcase what the output of each simulation is, some of
the key steps taken are described below:

First a table is constructed that breaks down the basic characteristics of each
aftack. This is a critical step towards implementing the afttack scenarios described
on BATADAL.

Table 5: Basic characteristics of each aftack scenario in terms of Target-Action-Effect

epanetCPA
ATTACK  TARGET ACTION EFFECT ATTACK CATEGORY
Alter PU10, PUT1 activation PU10, PUT1 off (T7
1 SCADA fo PLC? levels level decreases) Attack On Control
Replay T7 level from the Attack On
PLC? to SCADA previous 48 h to SCADA SCADA deception Communication
Alter PU10, PU11 activation PU10, PUT1 off (T7
2 SCADA fo PLC? levels level decreases) Attack On Control
Replay T7 level from the Attack On
PLC? to SCADA previous 48 h to SCADA SCADA deception Communication
Replay PU10 & PUT1 flow and
status from the previous 48 h to Attack On
PLC5 to SCADA SCADA SCADA deception Communication
Report T1_level = 0.5 m (low PUT & PU2 on (T1 Attack On
3 PLC2 to PLC1 level) to PLC1 level increases) Communication
Report T1 level with a -2.0 m Attack On
PLC2 to SCADA offset SCADA deception Communication
Report T1_level = 0.5 m (low PUT & PU2 on (T1 Attack On
4 PLC2to PLCI level) to PLC1 level increases) Communication
Replay T1 level, PUT & PU2 flow
and status, and J269 & J280
pressure from the previous 48 h Attack On
PLC1 to SCADA to SCADA SCADA deception Communication
Speed of PU7 reduced to 0.9 of
5 PU7 its nominal speed T4 level decreases Attack On Actuator
Speed of PU7 reduced to 0.7 of
6 PU7 its nominal speed T4 level decreases Attack On Actuator
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epanetCPA
ATTACK  TARGET ACTION EFFECT ATTACK CATEGORY
Replay T4 level from the Attack On
PLCé to SCADA previours 48 h SCADA deception Communication
Speed of PU7 reduced to 0.7 of
7 PU7 its nominal speed T4 level decreases Attack On Actuator
Replay T1 level from the Atftack On
PLC2 to SCADA previous 48 h SCADA deception Communication
Replay PU1 & PU2 flow and Attack On
PLC1 to SCADA status from the previous 48 hours  SCADA deception Communication
PU4 & PUS5 off (T3
8 PLC3 Alter PU4 & PUS5 activation levels  level decreases) Attack On Control
Replay T3 level from the Attack On
PLC4 to SCADA previous 48 h SCADA deception Communication
Replay PU4 & PU5 flow and Attack On
PLC3 to SCADA status from the previous 48 h SCADA deception Communication
Report T2 level = 0.5 m (low
9 Sensor 12 level) PLC3 deception Attack On Sensor
Report T2 level with a -2.0 m Attack On
PLC3 to SCADA offset SCADA deception Communication
10 PU3 Turn PU3 on PU3 on Attack On Actuator
11 PU4 Turn PU3 on PU3 on Attack On Actuator
Report T2 level = 0.5 m (low
12 Sensor 12 level) V2 on Attack On Sensor
Replay T2 level, V2 flow and
status and J422 & J14 pressure Attack On
PLC3 to SCADA from the previous 48 h SCADA deception Communication
Alter PU10, PU11 activation PU10, PUT1 switch
13 PLC5 levels on/off continuously Attack On Control
Replay T7 level from the Attack On
PLC9 to SCADA previous 48 h to SCADA SCADA deception Communication
Replay PU10 & PU11 flow and
status and J317 & J307 pressure
from the previous 48 h to
SCADA. The replay attack of Attack On
PLC5 to SCADA J307 terminates earlier SCADA deception Communication
Attack On
14 PLCé to PLC3 Alter T4 signal arriving to PLCé Té level increasing Communication

Then each action is franslated info epanetCPA executable scenarios. For instance,
the attack #12 is implemented using two attack categories on epanetCPA:

1.

Attack on a Sensor: The sensor monitoring the water level of Tank 2, fransmits
a constant low level equal to 0.5 m. According fo the C-Town conftrol rules

Valve V2 is forced to open.
Sensor, P_T2, TIME==1238,

N v v
attack class and

network component
under attack

attack starting time

TIME==1329, constant 8.5

type of attack (substitute

sensor reading with a
constant value)

|
time attack ends

Attack on Communication: The measurements sent by the sensors reporting
L_T2, F_V2, S_V2, P_J422 and P_J14, to SCADA, are substituted with data
recorded during the same hour, two days before.

 Communication, PLC3-P_T2-SCADA, TIME==1238, TIME==1329, replay 48 0.85 7 @

e o

Y

' |
attack class

Similarly:

sender —sensor —
receiver

s .
i e

starting and ending time

of the attack Attack type [substitute SCADA

readings with readings recorded 48
hours before and add some
Gaussian Noise with intensity 0.05)
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Communication, PLC3-F_V2-SCADA,  TIME==123@, TIME==1329, replay 48 0 120 0
Communication, PLC3-P_J422-SCADA, TIME==123@, TIME==1329, replay 48 0 120 @
Communication, PLC3-P_J14-SCADA, TIME==123@, TIME==1329, replay 48 0 120 0

Finally, having available the demand patterns and the attack scenarios we can run

the epanetCPA simulations. The effect of the attacks on the WDS can be
showcased with an extract from “dataset_g03" during aftack #12:

PRESSURE T2
: :
f; r s grouNG trith ]
¥ SCADA readings | |
oF L L L L L L1
1240 1260 1280 1300 1320 1340 1360
PRESSURE J14 . STATUS V2
! ! . ) ! . \ , i
“or 1 l ScADAm
SCADA readings SCADA readings
o L L]
o ‘ . Pl ‘ B : : - . : .
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
PRESSURE J422 FLOW V2
T, T 100 T T
40F s qroUNG trUth B ground truth
SCADA readings 5 e SCADA readlings
30 ,
20 L L 1 1 L L L L] L - . v
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360

For more information, all attack scenarios and their effect on each dataset are
available in Appendix.
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6. PART Il: DETECTING ATTACKS

In this dissertafion the cyber-physical attack detfection is done ufilizing three
different approaches. More specifically:

A. Two published machine learning approaches that have been implemented
successfully to the BATADAL datasets by Taormina et al. and Kadosh et al.
The first applies an Autoencoder to detect the attacks [4], while the other
an SVDD classifier [3].

B. A third approach that hasn’t been implemented to a water distribution
network’s CPA detection problem yet. It is based on the works of Teh et al.[5]
and Covert et al [34] on graph-structured time series data.

6.1 Support Vector Data Description Classifier

Kadosh et al. proposed a one-class cyber-attack detection system (OCDS) using a
Support Vector Data Description Classifier (SVDD) [3]. SVDD creates a spherical
boundary around a numeric multi-dimensional dataset. By training SVDD with data
under normal conditions, a boundary is created that can be used to separate
anomalies (cyber-attacks) from data that are under normal condition operation.

The performance of the classification algorithm relies heavily on the chosen group
of features. For that reason, the authors train the model using features of the WDS
that are carefully selected based on the physical understanding of its topology. To
do that, C-Town's five DMAs are ufilized to assemble five groups of features. Each
DMA's group of features is used as an input to a different classifier, meaning that a
different model is constructed for each DMA.

To detect situations where pumps’ control rules are violated (given that the control
rules are a function of tanks’ volumes), the authors added two exira features in their
model. The first is the amount of storage in the DMA tanks at each fime. While the
second is the average inflow for each DMA. Average inflow in a DMA is used to
avoid the overestimation of a DMA's inflow due o the sparse SCADA readings
available (every 1 hour).

Each feature is defined below as:
amount of storage at time t: AV, = Vi = V4,

where,
V;: the tank volume at time t ,
Vi: sum of the volumes in case of more than on tanks in a DMA.
and

average inflow: Q™" = 0.5 - (Q, + Q™)
where,

QI inflow for the DMA at time t.

45
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Furthermore, to tackle the varying magnitudes and correlations of the demands
during the day, each hour of the day has a dedicated classifier. That means that
5 DMAs X 24 hours per day = 120 different classifiers were trained. The DMA-based
classifiers take intfo account the spatial variability, while the hourly-based consider
the temporal variability of the WDS.

Each SVDD constructs a boundary for each DMA based on the attack-free training
dataset. After the training, when we input an unknown to the SVDD sample, it
outputs the distance (DV) of that sample from the boundary. If the distance is
positive it means that the sample is out of the boundary, i.e. anomalous. A different
distance is calculated for each DMA. To detect the attacks the maximum distance
across the five DMAs is kept. Then given the fact that an adjacent sequence of
positive distances increases the likelihood of an attack the authors use a moving
average lag L, to derive a smoother aggregated DV. When the aggregated
distance is above a threshold, TH, then the sample is identified as under attack. Both
L and TH are hyperparameters of the SVDD. To choose the values of these
hyperparameters the authors apply an automatic numerical process that choses
the combination of the hyperparameters that perform better in detecting the
attacks of the é-month dataset. Finally, they test their algorithm using the
“test_dataset” that has a 3-month horizon and seven attacks.

The metric score used to characterize the performance and to tune the L and TH
hyperparameters, is the S score as defined in BATADAL.

In our experiments we evaluate the performance of the SYDD when trained with
stochastically and non-stochastically generated datasetfs. More specifically, we
frain four different SVDD classifiers (equal to the number of attack-free datasets we
have available) and evaluate their performance on the four 3-month test sets
(dataset_r03/003/g03 and batadal_03).

Table 6 shows the performance of each SVDD classifier on the test datasets. The first
thing to notice is that (based on the S score) the classifier frained with the *batadal”
dataset, fails to generalize on our datasets. Furthermore, the classifier frained with
the non-stochastically generated dataset “random” seems to perform generally
better on all test datasets.

However, after a visual inspection of the results, we nofice that, the SVDD classifier,
no matter the training set used, is prone to issuing a very large number of false
positives. The reason behind this phenomenon might be that either the SVDD
classifier is not a robust algorithm for anomaly detection regarding this particular
problem, or that the S score used to opfimize the hyperparameters is a misleading
metfric.

For future research we propose that the hyperparameters TH and L are funed using
the F1 score and for now, we deem this algorithm as unsuccessful.
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Table 6: SVVD models' performance

test batadal test batadal

The Train Score
is 0.956

The Test Score
is 0.954

The optimal Lis
11

The optimal TH
is0.018

The Train Score
is 0.956

The Test Score
is 0.781

The optimal Lis
11

The optimal TH
is0.018

The Train Score
is 0.956

The Test Score
is 0.805

The optimal Lis
11

The optimal TH
is0.018

The Train Score
is 0.956

The Test Score
is 0.791

The optimal Lis
11

The optimal TH
is0.018

The Train Score
is 0.929

The Test Score
is 0.932

The optimal Lis
8

The optimal TH
is 0.013

The Train Score
is 0.929

The Test Score
is 0.897

The optimal Lis
8

The optimal TH
is0.013

The Train Score
is 0.929

The Test Score
is 0.922

The optimal Lis
8

The optimal TH
is0.013

The Train Score
is 0.929

The Test Score
is 0.903

The optimal Lis
8

The optimal TH
is 0.013

test beta

The Train Score is
0.924

The Test Score is
0.919

The optimal Lis
10

The optimal TH is
0.011

The Train Score is
0.924

The Test Score is
0.876

The optimal Lis
10

The optimal TH is
0.011

The Train Score is
0.924

The Test Score is
0.922

The optimal Lis
10

The optfimal TH is
0.011

The Train Score is
0.924

The Test Score is
0.879

The optimal Lis
10

The optimal TH is
0.011

The Train Score
is0.919

The Test Score
is 0.885

The optimal Lis
8

The optimal TH
is0.012

The Train Score
is0.919

The Test Score
is 0.877

The optimal Lis
3

The optimal TH
is 0.012

test beta

The Train Score
is0.919

The Test Score
is 0.906

The optimal Lis
3

The optimal TH
is0.012

The Train Score
is0.919

The Test Score
is 0.881

The optimal Lis
3

The optimal TH
is0.012
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6.2 Autoencoder

The second ML model used is an Autoencoder (AE) for CPA detection as proposed
by Taormina et al. [4]. In the paper, the researchers use an AE to detect the attacks
of BATADAL. Both the encoder and decoder of the proposed AE are two deep fully
connected ANNs. In brief, the methodology outline is the following:

The goal of the AE is to learn a representation of the network under safe conditions.
Consequently, it is frained to reconstruct its input based on the aftack-free dataset
(dataset03). Since the autoencoder is frained only on afttack-free instances, when
the input confains anomalies, i.e. concealed aftacks, the reconstruction error is
expected to be larger. By defining an error threshold (theta), the network is classified
as “under aftack” when the threshold is surpassed by the average reconstruction
error of a window of length n hours (smoothing window).

The AE’'s architecture consists of a feedforward neural network acting as an
encoder and another feedforward neural network acting as a decoder. The depth
and width of each FNN layer is a function between the number of hidden layers (nl)
and the compression factor (¢f). The compression factor is the ratio of the size of
the input layer (in this case 43, for 43 different SCADA readings) to that of the
midmost hidden layer hosting the encoded representation. The attack-free dataset
is split info train and validation set. The validation dataset is used to monitor the
algorithm’s performance during training and to avoid overfitting.

Two important hyperparameters of the proposed algorithm are the threshold theta
and the window length n. The threshold theta is associated with different percentiles
of the error distribution of the validation dataset. When the autoencoder outputs
consecutively in a window length of n hours a reconstruction error greater than
theta, then the network is classified as under attack.

Taormina et al. tested quite a few autoencoder architectures and various
combinations of theta andn to detect the CPAs of the BATADAL datasets. To
compare the performance of the different architectures tested they referred to the
F1 score, instead of the BATADAL S score.

Applying the Autoencoder on our datasets

In this study four different autoencoder models are trained. Each model is trained
using one of the aftack-free datasets available. Two thirds of the set are used for
fraining and the rest for validation. A development test containing attacks is also
used to fine-tune the threshold theta. The frain and development datasets have to
be originated from demand patterns drawn from the same distribution. Forinstance,
if the autoencoder is trained with the dataset “dataset_gl12” which has been
simulated using demand patterns with marginal distribution the "Gamma
distribution”, then the threshold theta should be selected using the corresponding
6-month dataset, “dataset_g06”. The rest of the datasets containing attacks are
kept as test datasets to evaluate each autoencoder’s performance. All models use
a window length of 6 hours before issuing an alarm. This is based on the assumption
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that we wish to know that the network is under attack, no later than six hours after
the attack beginss.

All AEs have the same number of hidden layers and compression factor to obtain
comparable results. The recommended from the paper [4] values of nH and cf are
used as default.

The only parameter different across the four AEs is the threshold theta. To select the
theta value, first each AE is tfrained. Then the F1 score of the development test is
calculated for different values of theta. The theta value corresponding to the highest
F1 score for the development dataset is selected.

The table below summarizes the basic characteristics of each AE:

Table 7: Architecture of each Autoencoder model

Development
Model’'s Name Training Dataset Dataset nH cf

(to select theta value)

random dataset_r12 dataset_r0é 5 2
beta dataset_b12 dataset_b0é 5 2
gamma dataset_gl12 dataset_g0é 5 2
batadal dataset03 dataset04 5 2

From now on beta and gamma AEs will also be referred (for clarity reasons) as AEs
frained with stochastically generated data, and random and batadal as AEs
frained with non-stochastically generated data.

Evaluating the models’ performance

Evaluating the performance of each AE is not as straightforward as it seems. Neural
Networks, like AEs, are non-deterministic algorithms that present a variance in their
fraining performance. This is because the final outcome of the training depends
among others, on the random weight initialization, mini batch randomization etc.
Berg et al. in their paper [40] argue that the training variance is a phenomenon that
should not be ignored when evaluating the performance of an algorithm. For that
reason and to draw safer conclusions, each AE is trained 10 fimes and is evaluated
in two stages. First by comparing the average performance of each AE and then
by assessing the best one (out of the 10 frainings) from each category. The
performance of the AEs is evaluated using the F1 score, instead of the BATADAL S
score. S score is biased towards attack identification and is insensitive in false alarms.
Given that a model should not issue many false alarms, S score is not an insightful

5 Generally, larger windows allow for more confident predictions regarding the state of the network and
decrease the number of false alarms issued due to outliers. However, a prompt aftack detection is
essential. The 6-hour window here is selected arbitrarily and not optimized, on the basis that the shortest
atftack scenario lasts 24 hours and for the shake of comparing the algorithms’ performance with each
other. A novel approach would be to select a window length after considering both the cost of
detecting an attack n hours after it starts and the cost of responding to m false alarms.
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meftric when it comes to that matter, thus we report it only for comprehensive
reasons.

Table 8: Mean performance of AE models.

S score
BATADAL

random 102 126 324 0.723+0.07  0.773+0.081 0.744 £ 0.058 0.854 £0.046

Model FP FN TP Recall Precision F1 score

gamma 60 126 323 0.721+£0.102 0.85+0.04 0.775+0.063 0.853 £ 0.066

beta 78 120 329 0.735£0.075 0.819 £0.061 0.771 £0.046 0.864 £0.045

To begin with, Table 8 shows the average performance of each model on our
datasets (dataset_g06/ g03/ r06/ r03/ b06/ b03). It seems that AE gamma (i.e.
frained with dataset_g12/ threshold chosen based on dataset g06) has the highest
F1 score. However, when taking info account the standard deviations the betta
and gamma models appear to behave quite similarly.

The gamma model appears to also have the highest precision, even when
considering the standard deviation. With respect to recall, beta seems to perform
better when it comes to detecting attacks.

As for the average FP, we get a sense that random tends to issue the most false
alarms, and although beta and gamma are not much better at detecting True
Positives (attacks), they issue less False Positives.

After getting a sense of the average performance of each model, we proceed with
the examination of the average performance of each model on each test dataset.
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Table 9 : Average Performance of the AE. Threshold has been finetuned for each one based
on the f1 score

Model FP FN P Rec Pre Fiscore o Aﬁ ASBZ’S
dataset_r0é

random 92 151 341  0.693+0.043 0.795+0.065 0.738+0.022  0.82+0.045
gamma 59 149 343 0.697 £0.071 0.856 + 0.03 0.766 £ 0.041 0.825+ 0.069
beta 84 144 348 0.707 £0.06 0.812+0.053 0.753+0.025 0.83+0.048
batadal 370 117 375 0.761 £0.044 0.504+0.017 0.606 £0.016 0.861+0.018
dataset_r03

random 58 87 320 0.785+0.077 0.848 + 0.037 0.813+0.045 0.882+0.029
gamma 49 93 314 0.772+0.13 0.868 +0.013 0.81 £0.078 0.876 +0.047
beta 54 88 319 0.784+0.082 0.86 + 0.037 0.817+0.04 0.886+0.025
batadal 176 76 331 0.812+0.06 0.653+0.014 0.723+0.024 0.877+0.02
dataset_g0é

random 173 151 341  0.692 % 0.041 0.668 + 0.057 0.678+£0.029 0.815+0.036
gamma 86 142 350 0.711+0.074 0.81 £0.054 0.753+0.03 0.829 +0.068
beta 124 141 351 0.714+0.064 0.748 £ 0.059 0.727 £0.028 0.838 + 0.043
batadal 535 125 367 0.745+0.041 0.407 + 0.009 0.526 £0.013  0.834 +0.026
dataset_g03

random 84 106 301 0.739+£0.075 0.783 £0.033 0.758+0.038  0.878£0.03
gamma 47 113 294 0.723+0.117 0.866 +0.034 0.782+0.073 0.866 + 0.044
beta 60 107 300 0.737+£0.072 0.836 + 0.042 0.781 £0.036 0.874 +0.029
batadal 244 88 319 0.783+0.065 0.565+0.012 0.656 £ 0.031 0.804 + 0.025
dataset_b0é

random 140 156 336 0.683+0.043 0.713+0.064 0.695+0.029 0.837 +0.039
gamma 73 155 337 0.685+0.075 0.826 + 0.042 0.745+0.041 0.826 £ 0.094
beta 92 143 349 0.709 £0.073 0.798 £ 0.054 0.747 £0.032 0.854 + 0.055
batadal 461 104 388 0.789 £0.058 0.458 £ 0.011 0.579+0.017 0.875+0.015
dataset_b03

random 64 103 304 0.747 £0.077 0.829 + 0.051 0.783+0.045 0.893+0.024
gamma 45 105 302 0.742+0.128 0.871+0.016 0.796+0.081 0.896 +0.038
beta 53 98 309 0.759 £0.083 0.859 + 0.048 0.802 + 0.045 0.9 £0.025
batadal 206 86 321 0.789 £0.064 0.61 £0.013 0.687 £0.027  0.886 £ 0.02
batadal_06

random 288 114 378 0.768 £0.083 0.704 + 0.251 0.698+0.144 0.788 + 0.038
gamma 499 113 379 0.77 £0.154 0.665+0.312 0.642+0.19 0.753+0.104
beta 595 104 388 0.788+0.107 0.52 £ 0.265 0.575+0.147 0.764 +0.047
batadal 63 109 383 0.779 £0.049 0.861 £0.036 0.816+0.025 0.821 +0.028
batadal_03

random 137 88 319 0.783+0.079 0.774+0.199 0.757 £0.098 0.889 + 0.021
gamma 236 90 317 0.78+0.136 0.728 £ 0.262 0.705+0.147 0.836 + 0.096
beta 273 77 331 0.812+0.084 0.637 £0.232 0.681£0.116 0.842 +0.063
batadal 33 84 323 0.794+0.05%9 0.909 +0.026 0.846+£0.034 0.914+0.018

At first sight, we can see that our datasets fail to generalize on the BATADAL datasets
and vice versa. This is not unexpected as our datasets and the BATADAL have been
simulated using completely different demand patterns.

Moreover, when focusing on the new datasets (r06/ r03/ g06/ g03/ b06/ b03), it is
noticeable that the models trained with stochastically generated datasets (gamma
& beta) have the highest F1 score on all datasets, even on those that are not
stochastically generated (i.e. dataset_r06/ r03).

Again, AE gamma has the highest precision across all datasets, even when taking
into consideration the standard deviation. This suggests that it fends fo issue less
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false alarms. Despite this, gamma model has the worst recall score, due to its high
variance between runs.

Although beta model tends to issue more false alarms than gamma, it has the best
average performance on all test datasefts. This happens because beta model issues
less false alarms than random, and it detects more “attack” instances than gamma
does on each dataset.
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Table 10: The best performing models (according to their performance on their development

set)

Model FP FN 0 Recall  Precision Fl S EEEe
score (BATADAL)

dataset_r0é
random 37 149 343 0.697 0.903 0.787 0.787
gamma 45 136 356 0.724 0.888 0.797 0.853
beta 79 121 371 0.754 0.824 0.788 0.872
batadal 425 94 398 0.809 0.484 0.605 0.876

dataset_r03
random 37 66 341 0.838 0.902 0.869 0.900
gamma 51 60 347 0.853 0.872 0.862 0.902
beta 50 52 355 0.872 0.877 0.874 0.908
batadal 199 42 365 0.897 0.647 0.752 0.911

dataset_g0é
random 104 148 344 0.699 0.768 0.732 0.792
gamma 63 128 364 0.740 0.852 0.792 0.862
beta 116 118 374 0.760 0.763 0.762 0.867
batadal 590 89 403 0.819 0.406 0.543 0.868

dataset_g03
random 56 97 310 0.762 0.847 0.802 0.873
gamma 35 88 319 0.784 0.901 0.838 0.884
beta 47 77 330 0.811 0.875 0.842 0.895
batadal 257 46 361 0.887 0.584 0.704 0.852

dataset_b0é
random 67 149 343 0.697 0.837 0.761 0.813
gamma 49 135 357 0.726 0.879 0.795 0.887
beta 77 110 382 0.776 0.832 0.803 0.908
batadal 524 67 425 0.864 0.448 0.590 0.872

dataset_b03
random 4] 86 321 0.789 0.887 0.835 0.910
gamma 44 76 331 0.813 0.883 0.847 0.917
beta 46 63 344 0.845 0.882 0.863 0.925
batadal 231 50 357 0.877 0.607 0.718 0.916

batadal_04
random 158 97 395 0.803 0.714 0.756 0.831
gamma 216 84 408 0.829 0.654 0.731 0.832
beta 955 56 436 0.886 0.313 0.463 0.803
batadal 73 77 415 0.843 0.850 0.847 0.849

batadal_03
random 87 72 335 0.823 0.794 0.808 0.906
gamma 101 65 342 0.840 0.772 0.805 0.909
beta 436 46 361 0.887 0.453 0.600 0.843
batadal 34 55 352 0.865 0.912 0.888 0.938

Table 10 shows the performance of the best model from each run, chosen based
on the performance on their development seft.

The models frained with stochastically generated datasets have once again the

highest F1-score.

In this case, the gamma could be considered as the best model across all datasets,
as it discloses a high number of TP, while it always issues less false alarms than beta.
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Table 11: Average performance of all the AE models when their threshold-tuning set is drawn
from the same disfribution as the test set.

Average of Average of Average of Average of Average of Average of Average of
Model . .
FP FN TP recall precision f1_score S
batadal_06 THRESHOLD TUNING SET
batadal 65 114 378 0.768 0.854 0.809 0.821
random 36 138 354 0.719 0.908 0.802 0.776
gamma 33 146 346 0.703 0.913 0.793 0.777
beta 44 144 349 0.708 0.889 0.787 0.773
batadal_03 TEST DATASET
batadal 28 80 327 0.803 0.921 0.858 0.914
beta 22 94 313 0.768 0.935 0.842 0.904
gamma 16 101 306 0.751 0.951 0.839 0.888
random 18 101 306 0.753 0.946 0.837 0.904
Model Average Average Average Average of recall Average. of Averaii Average
of FP of FN of TP precision of S
f1_score
dataset_r06 THRESHOLD TUNING SET
beta 78 130 362 0.737 0.828 0.778 0.858
gamma 73 148 344 0.699 0.829 0.757 0.828
random 99 151 341 0.694 0.786 0.734 0.815
batadal 251 160 332 0.675 0.651 0.617 0.777
dataset_r03 TEST DATASET
beta 57 68 339 0.832 0.858 0.844 0.903
gamma 50 82 325 0.798 0.869 0.830 0.890
random 56 89 318 0.782 0.855 0.814 0.883
batadal 127 156 251 0.617 0.678 0.587 0.759
Model Average Average Average Average of Average of Average of Average
of FP of FN of TP recall precision f1_score of S
dataset_b06 THRESHOLD TUNING SET
beta 88 133 359 0.730 0.810 0.766 0.875
gamma 83 142 350 0.711 0.819 0.757 0.859
random 148 151 341 0.692 0.711 0.696 0.844
batadal 443 98 394 0.801 0.501 0.593 0.855
dataset_b03 TEST DATASET
beta 55 79 328 0.806 0.858 0.831 0.914
gamma 51 97 310 0.763 0.861 0.806 0.901
random 66 117 290 0.712 0.821 0.755 0.881
batadal 203 91 316 0.776 0.625 0.663 0.862
Model Average Average Average Average of Average of Average of Average
of FP of FN of TP recall precision f1_score of S
dataset_g06 THRESHOLD TUNING SET
random 80 187 305 0.620 0.823 0.695 0.745
gamma 86 150 342 0.696 0.807 0.743 0.822
beta 80 141 351 0.713 0.821 0.760 0.827
batadal 21 262 230 0.468 0.918 0.620 0.584
dataset_g03 TEST DATASET
random 45 189 218 0.535 0.846 0.630 0.788
gamma 46 119 289 0.709 0.866 0.774 0.865
beta 43 114 293 0.720 0.874 0.783 0.866
batadal 16 344 64 0.156 0.797 0.261 0.482




Autoencoder 55

All the previous results show the performance of the models when their alarm
threshold is tuned based on a development set that is from the same demand
pattern category as the fraining set (e.g. frain with batadal_12 and fune threshold
with batadal_06 etc.). But what would happen to the model’s performance if the
threshold was tuned using a different development set?

A realistic assumption is that in ML problems, we usually know the test set we would
like to do well on. Assuming that dataset r03/ b03/ g03 & batadal_03 are the test
sets we care about and that for each test set we have a corresponding
development set at our disposal (dataset_r06/ b06/ g0é & batadal_06), we train
each model with one of the training sets, but we tune the anomaly threshold with
the development setf that corresponds to the test set we care about.

More specifically, assuming that we want to do well on the dataset “batadal_03",
we will tfrain four different models using the four different training datasets, but this
fime we will fune their anomaly threshold using the “batadal_06" dataset.

Table 11 shows the average performance of all the models when their threshold is
tuned with a set drawn from the same distribution as the test seft.

Note that, now that the development set has changed, all of our datasets
generalize well on the BATADAL datasets. Although none of them surpasses the
performance of the model trained with BATADAL datasets, all of the models perform
quite similarly.

In the case of dataset_r03, beta and gamma models outperform the random
model both in terms of precision as well as recall.

Finally, when it comes to datasefs_g03 and dataset_b03 beta and then gamma
models have the quite similar performances, while random performs noticeably
worse in terms of recall (i.e. doesn't disclose as well the aftacks).
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6.3 Structural Convolutional Neural Networks

Detecting cyber-physical attacks with a model that apart from the temporal,
considers the spatial structure of a WDS is an idea worth exploring for various
reasons. First of all, capturing both the spatial and temporal features of the network
as well as the correlations between them if done successfully is expected to improve
the model’s ability fo detect contextual anomalies, thereby its ability to detect
deception attacks. Furthermore, compared to algorithms that rely only on temporall
information, the inclusion of the network’s structure is expected to contribute into
creating a more robust algorithm. This is because, structure is an inherent
characteristic of the network and a form of prior knowledge, while the temporal
information in a WDS are not only limited, but also accompanied by great
uncertainty.

One way to include the spatial information in a machine learning algorithm is to
consider the WDS as a graph-structured network. This is possible due to the innate
interconnection between its components, which allow us to depict the water
distribution network as a graph where its nodes (tanks, junctions etc.) are linked with
edges (pipes). A graph-structured network can then be modelled using Graph
Neural Networks (GNNs), a neural network type that operates on graphs. A special
kind of GNNs are the Temporal Graph Neural Networks, which leverage the spatio-
temporal information of fime series data with an arbitrary graph fopology.

In this dissertation, based on the work of Teh et al. [5] and Covert et al. [34], it is
explored whether the inclusion of the graph-structure of C-Town will improve a
model’s performance in detecting cyber-physical attacks. The basic conceptis the
following: The model predicts the current SCADA measurements given n prior
measurements. If the model’s prediction is not close to the observed measurements
(based on a predefined threshold) then an attack alarm is raised.

The methodology is divided into the following stages:

- The available event-free measurements are divided into subsequences
using a sliding window with length n hours and a one-hour step size. The
subsequences are then used as an input to the GNNs while the output is the
observed measurements at the next time step.

- Based on the map of C-Town an adjacency matrix is created to describe
the connections only between the sensors whose measurements are
available.

- GNNs are frained to predict the measurements of the next hour

- Based on a hold-out dataset that contains afttacks, a threshold theta is
chosen to detect the attacks.

- Finally, the model’s performance is evaluated using the remaining test
datasefs.

Choosing a window size

To obtain subsequences and use them as input data, a popular method is fo take
a window of a fixed size and slide it over the available datasets. The observations
within each window represent the different samples of our training dataset.

Determining a window size is not straightforward. It depends on the network’s
response time to water demand changes. By doing some inifial experiments we
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choose a window size of 8 hours, assuming that after including 8 hours of previous
observations, prior fime points provide no addifional information. Using a window
size of less than 8 hours defeafs the purpose of using a temporal model that
operates on time series for the reason that, the subsequences would be too short to
model.

A way to make predictions with more recent data would be to use measurements
at a finer time scale, which in our case such measurements were not available.

Generally, a novel way to choose the optimal window size would be by examining
the correlations coefficients between the demand patterns and all the variables of
the network.

C-Town’s Adjacency Matrix

The adjacency matrix of C-Town is extracted directly from the available map,
where junctions, fanks, pumps and valves can be represented as nodes and pipes
as the edges that define whether the nodes are adjacent or nof.

Given that the available measurements are only from some of the network’s
variables, it is not possible to use the adjacency matrix of the whole town. As aresult,
a new, condensed adjacency matrix is created that describes the connections only
between the nodes whose observations are available.

The resulting adjacency matrix will allow to embed into the model the topology of
the WDS.

The adjacency matrix allows the exchange of information mainly between nodes
that are connected with a direct edge. To allow the model to incorporate
information from nodes that are reachable within k steps, the k-step reachability
adjacency maitrix is used in the model instead. To obtain it from A, the operation
used is A(k) = 1 (4%) where AF is the adjacency matrix raised to the kth power, 1(+) is
an element-wise indicator function, and A(0) = [. Setting k > 1 enables information
to spread through the graph using fewer layers, setting k = 0 creates a layer that
operates on each sequence separately. Preliminary results showed that A2 tends to
yield better results that A%, so the 2-step reachability matrix was used on all the
models described below.
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Figure 13: (a) The available variables’ measurements of C-Town, (b) The resulting condensed
network created based on the available variables, (c) The resulting (with 1-step reachability)
Graph of the network.
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Training the model

To learn the prediction task the architecture includes three stacked SCNN layers
with 32, 64 and 128 oufput channels correspondingly. The output of the last SCNN
layer is then flattened and passed in a fully connected layer with 150 neurons and
then its output is passed to a final linear layer to get the next hour forecast. All layers
use the Relu activation function (except the linear layer, of course). The model is
frained with the subsequences of length W (W=8 hours) taken in mini-batches of size
B (B=16) from the training inputs X;,.4in and targets ¥,,.,in. 30% of the training data (i.e.
the one-year dataset without events) are held as a validation set. The model is
frained by using the Adam opfimizer to minimize the mean squared error (MSE) loss.
Early stopping is applied to prevent overfitting of the model and fo reduce overall
fime required for the training process. For this purpose, the MSE on the validation set
is fracked. In most cases, 10-20 epochs are sufficient to reach a minimum of the
validation error.

Detecting cyber-physical attacks

After the prediction model is frained, the validation time series X4 1S passed
through the model and a tensor Y is predicted. Then the prediction errors E =Y — ¢
are calculated where Y contains the observed/target values for the next hour.

Estimating a multivariate Gaussian Distribution

One approach of statistically detecting anomalies, is to assume that the prediction
errors are roughly Gaussian distributed and the parameters (i, S) of a multivariate
Gaussian distribution can be estimated [41]. For that reason, the covariance matrix
S and the mean vector ji are calculated for the prediction errors matrix E.

Given ji, S we can compute the Mahalanobis distance of a vector ¥ from the mean
vector ji. The squared Mahalanobis distance is defined as:

Dy (%) = (X —@D"'S™H(x — 1)
Anomaly Detection

For data points that represent the network’s status when not under attack, the
corresponding Mahalanobis distance will be comparably small, since they are
located close to the mean of the distribution. On the other side, when the network
is under attack, the error vectors é are expected to have large values in one or more
dimensions. Hence, the Mahalanobis distance can be used as a cyber-physical
attack indicator. By specifying a distance threshold, all instances that their error has
a Mahalanobis distance larger than the threshold will be flagged as anomalous.

While other researchers, use the average error across all parameters [4] or monitor
the error of each sensor individually [24] we decided that the Mahalanobis distance
is more fitting to detect attacks. This is because the average error does not take into
consideration the different error range each sensor has, thus it is more sensitive 1o
variables with higher error, while on the other hand, monitoring the error of each
sensor individually requires to fine tune multiple thresholds to define an afttack rather
than just one global threshold.
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Choosing an attack threshold

Depending on the choice of the threshold, more or less points will be classified as
anomalous. If the threshold is set too small, the algorithm will likely produce many
false detections. If the threshold is chosen too large, some attacks might be missed.
In an attempt to avoid both scenarios, two different thresholds are incorporated in
our methodology. The first is threshold,,,.,, that monitors the error in a window of
length n=6hours and when more than 5 out of 6 instances’ errors surpass the
threshold, an alarm is issued. The second is threshold,,,.,. that issues an alarm
immediately when the error of an instance is greater than it. To fine-tune the value
of each threshold, we try different values until we maximize the F1 score and the
precision correspondingly on a hold-out set that contains attacks.

Resulis

Like in the case of AEs, we define four different models based on their training set.
Each model was trained 10 times and we report the performance of these models
by the mean and standard deviation of their performance.

Table 12: Comparison between the SCNN models. Each entry shows the mean and standard
deviation across 10 runs

. S score
MODEL FP FN TP Recall Precision F1 score (BATADAL)
random 53 138 311 0.697 + 0.0567 0.856+0.0364  0.767+0.0375 0.901+0.0329

gamma 36 155 295 0.660 + 0.0607 0.890+0.0206  0.756+0.0364 0.873+0.0554

beta 59 131 318 0.712 + 0.0584 0.848+0.0392  0.772+0.0375 0.901£0.0385

Table 12 shows the average performance of each model on our datasets
(dataset_g06/g03/r06/r03/b06/003). It seems that the model beta has the highest
F1 score.

Gamma model although has the highest precision it also has the lowest recall. That
might indicate that it is the least sensitive among all models in disclosing attacks but
the least prone in issuing false alarms.

Beta seems to perform better, but similarly o random model. Beta has the highest
recall score among all models, meaning that it is the model that detects most of
the “attack” instances on average.
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Table 13: Average performance and standard deviation of SCNN across 10 trainings

MODEL FPFN TP Recall Precision F1 score ® A? :EZ’S
dataset_r0é
random 42 172 320 0.65+0.026 0.886+0.028 0.749£0.012 0.853 + 0.034
gamma 28 193 299  0.607+0.025 0.913+0.013 0.729£0.019 0.806 + 0.051
beta 66 172 320 0.651£0.032 0.835+0.059 0.729 £0.01 0.835+0.029
batadal 542 104 388 0.788+0.042 0.425+0.058 0.549 +0.041 0.907 + 0.008
dataset r03
random 43 107 300 0.737+0.036 0.875+0.014 0.8+0.02 0.922+0.013
gamma 36 119 288 0.708 £ 0.05 0.89 £0.009 0.788 + 0.03 0.912+£0.017
beta 49 102 305 0.75+£0.036 0.862+0.023 0.801+0.017 0.922+0.014
batadal 246 48 359 0.882+0.031 0.597+£0.047 0.711 £0.026 0.936 + 0.005
dataset_g0é
random 84 167 326 0.662+0.023 0.796+0.027 0.722+0.011 0.883 + 0.008
gamma 41 175 317 0.643+0.011 0.886 +0.013  0.746 £ 0.005 0.855+0.029
beta 80 159 333 0.678+0.025 0.808+0.039 0.736+0.011 0.885+0.016
batadal 590 104 388 0.789+0.033 0.402+0.046 0.531 £0.035 0.903 + 0.009
dataset_g03
random 47 102 305 0.75+0.042 0.867+0.017 0.803 +0.023 0.929 +0.01
gamma 36 120 287 0.705+0.055 0.889+0.008 0.785+0.035 0.916£0.019
beta 53 92 315 0.774+0.037 0.858+0.025 0.813+0.015 0.935+0.008
batadal 321 43 364 0.895+0.015 0.536 £0.05 0.669 +£0.037 0.928 £ 0.007
dataset _b0é
random 53 175 317 0.644 +£0.031 0.857£0.032 0.734+£0.017 0.889 £0.018
gamma 31 199 293  0.595+£0.021 0.904+0.023 0.717+0.012 0.833 £ 0.055
beta 52 165 328 0.666+0.034 0.865+0.034 0.751+£0.015 0.895+0.02
batadal 543 102 390 0.793£0.029 0.425+0.051 0.551 £0.038 0.905 + 0.008
dataset_b03
random 51 107 300 0.738+0.045 0.856+0.011 0.792+0.025 0.927 £0.011
gamma 46 123 284 0.698+0.054 0.861 +0.006 0.77 £0.034 0.914+£0.017
beta 50 99 308 0.756+£0.032 0.859+0.011 0.804+0.018 0.932 £ 0.008
batadal 225 58 349 0.858+£0.022 0.614+0.054 0.714+0.031 0.933 £ 0.005
batadal0é
random 24 238 255 0.517+£0.041 0.916+£0.015 0.66 £0.033 0.855+£0.015
gamma 19 257 235 0.477 £0.03 0.925+0.018 0.629 £ 0.024 0.842+0.012
beta 39 222 270 0.549+0.038 0.878+0.045 0.674+0.021 0.862+0.017
batadal 65 181 311 0.632 + 0.042 0.83 £0.031 0.716 £0.02 0.891 £0.01
batadal03
random 30 163 244 0.6+0.052 0.891+0.007 0.716+0.038 0.883+0.014
gamma 28 177 231 0.566+0.042 0.893+0.006 0.692+0.032 0.877 +£0.011
beta 34 158 250 0.613+0.046 0.881+£0.013 0.722+0.031 0.887 +£0.012
batadal 45 122 285 0.7+0.038 0.866+0.023 0.773+0.019 0.906 + 0.009

At first sight, we can see that the batadal model fails to generalize on our data. On
the other side, SCNN models trained with our data do well on the batadal datasets
even when their anomaly threshold is fine-tuned using a dataset that is drawn from
a different distribution.

Note how that was not the case in the corresponding AE models. Their performance
on the batadal datasets improved only after changing the threshold tuning
dataset.

This might indicate that either SCNNs present less variance o the development set
or that the Mahalanobis distance helps to capture better the differences of the
prediction error between anomalous and normal data.
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When it comes to the performance of the models on our datasets, beta tends to
perform the best on almost all test datasets (based on the F1 score). Beta also
presents smaller variation (considering the standard deviations), thus making it a
more stable model.

Gamma distribution has the highest precision on all datasets, but the lowest recall.

Beta has the highest recall score, but issues more false alarms than random.
Generally, someone might say that the differences in performance between
random and beta are minor and that they perform similarly on average.
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Table 14 : Performance of the best SCNN models (chosen based on their performance on
the development set).

Row Sum of Sum of Sum of Sum of Sum of Sum of Sum of S
Labels FP FN TP Recall Precision F1 score
dataset_r0é
random 50 150 342 0.695 0.872 0.774 0.895
gamma 36 184 308 0.626 0.895 0.737 0.820
beta 93 152 340 0.691 0.785 0.735 0.885
batadal 708 74 418 0.850 0.371 0.517 0.914
dataset_r03
beta 55 75 332 0.816 0.858 0.836 0.946
gamma 43 86 321 0.789 0.882 0.833 0.941
random 51 87 320 0.786 0.863 0.823 0.939
batadal 308 31 376 0.924 0.550 0.689 0.937
dataset_g0é
beta 83 143 349 0.709 0.808 0.755 0.906
gamma 48 167 325 0.661 0.871 0.751 0.868
random 99 142 350 0.711 0.780 0.744 0.888
batadal 776 85 407 0.827 0.344 0.486 0.897
dataset_g03
beta 62 65 342 0.840 0.847 0.843 0.950
random 48 80 327 0.803 0.872 0.836 0.943
gamma 43 87 320 0.786 0.882 0.831 0.939
batadal 403 39 368 0.904 0.477 0.625 0.919
dataset_b0é
beta 60 143 349 0.709 0.853 0.775 0.920
random 58 148 344 0.699 0.856 0.770 0.919
gamma 42 181 311 0.632 0.881 0.736 0.880
batadal 738 97 395 0.803 0.349 0.486 0.895
dataset_b03
beta 52 79 328 0.806 0.863 0.834 0.944
random 52 80 327 0.803 0.863 0.832 0.944
gamma 53 85 322 0.791 0.859 0.824 0.940
batadal 336 46 361 0.887 0.518 0.654 0.924
batadal0é
batadal 102 137 355 0.722 0.777 0.748 0.911
beta 49 188 304 0.618 0.861 0.720 0.885
random 30 204 288 0.585 0.906 0.711 0.874
gamma 22 236 256 0.520 0.921 0.665 0.861
batadal03
random 35 118 289 0.710 0.892 0.791 0.912
batadal 65 103 304 0.747 0.824 0.784 0.916
beta 37 125 282 0.693 0.884 0.777 0.909
gamma 29 136 271 0.666 0.903 0.767 0.902

Table 14 shows the performance of the best SCNN models (chosen based on their
performance on the development set).

We noftice that gamma is inferior fo random and beta models, and although it is
the most precise it fails fo disclose as many TP as the other models

We would argue that when it comes to the relative comparison between the best
models, no model seems to outperform significantly the others.
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7.CONCLUSIONS

To summarize, in this dissertation we approached the problem of cyber-physical
attack detection on water distribution systems with the use of machine learning
algorithms. To train the different models we used two kinds of datasets. Datasets
that were stochastically generated in terms of the water demand variation and
datasets with fairly reqular and consistent demand patterns.

Some of the major conclusions of this study are the following:

The fraining dataset is directly correlated to the algorithm’s performance. We
noticed that in the case of the Autoencoder algorithm, stochastically
generated training datasets tend to improve its performance. More specifically,
tfraining with data generated from the Beta distribution improved the algorithm
in terms of issuing less false positives and detecting more frue positives. However,
fraining with stochastically generated datasets isn't always reliable, like in the
case of fraining with data generated from Gamma distribution which made all
algorithms less sensitive in detecting aftacks.

AEs performance is very sensitive to the choice of the anomaly threshold. We
observed, that by just changing the threshold tuning set the AEs performance
on the BATADAL datasets changed dramatically.

The choice of a single evaluation metric is of great importance. First of all, it
allows us to evaluate the different models’ performance. Moreover, in the case
where the threshold is tuned based on the value of a metric score, the metric
score we choose can have a great impact on the model's performance. We
saw that in the case of the SVDD classifier where by choosing TH based on the
maximum S score from BATADAL, failed to have a good performance.

Before choosing an evaluation metric, first we have to set a clear objective
about what makes an algorithm have a good performance in the framework
of Water Systems’ security. The problem of detecting cyber-physical attacks on
a water distribution network is very particular. The dataset classes (“attack”/"no
aftack”) are imbalanced and while there are many metrics in machine learning
that tackle the problem of imbalanced datasets, not all “attack” instances are
equally important in a CPA dataset. That means that it should not be equally
important to detect “aftack” instances towards the end of an attack vs. at the
beginning of it. The same concept applies also in the detection of FP. For
example, a model that issues a false alarm for 24 hours during a whole day is
not performing equally well with a model that issued 24 hours of false alarms in
the course of a month.

Preliminary results of the SCNN models showed that they have less variance to
the fluctuations of the stochastically generated data, as models tfrained with
different datasets didn't have substantial differences in performance like in the
case of AE.

SCNNs performed better than AEs in the test datasets. Although AEs and SCNNs
have similar Fl-score, SCNNs presented lower variance between runs, thus
making them more stable.

65
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To conclude, our rationale behind using stochastically generated datasets in the
problem of WDS CPA detection was twofold. Firstly, using novel stochastic methods
fo generate the water demand fimeseries allowed us go a step further fowards
creating more realistic simulation scenarios. This is because stochastically
generated water demands let us incorporate (to an extent) into the CPA detection
problem, the uncertainty associated with the variability and stochastic nature one
of the key components of urban water systems. Moreover, it lets us set a clear
direction towards anomaly detection progress. Given that stochastically generated
data allow to incorporate and study a large number of alternative scenarios,
extending the “bounded horizon” of observed data, it is of greater value to create
algorithms that perform well on them. With a novel stochastic method and a robust
model that performs well on stochastically generated data it is possible to open the
path for domain adaptation and robust learning in the water sector.

The second reason behind incorporating stochastically generated datasets to our
experiments was to observe the performance of different anomaly detection
algorithms. The core of machine learning is to create algorithms that learn from a
fraining set of data and our experiments showed that not only the performance of
the aforementioned CPA detection algorithms depends to an extent on the data
used during training, but that there are training datasets that are more valuable
than others, because they improve and generalize the algorithm'’s performance.
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20 T T e
e gpouNd trith
2 ——— SCADA reading | |
20 1
2030 2035 2040 2045 2050 2085
PRESSURE J306
- T T T
aof — ground truth | |
——— SCADA reading
7ol 1
2030 2035 2040 2045 2050 2055
PRESSURE J307
a0F, T T ]
e gpound trith
2 ——— SCADA reading | |
201 1
. . L
2030 2035 2040 2045 2050 2055

PRESSURE J317

e Nl truthy
= SCADA reading

e Nl truthy

———— SCADA reading | |

Attack: Like Attack 1.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, §_PU10, §_PU11).
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04. PUMP STATUS (1) (Attack #2 )

2 STATUS PU1 STATUS PU1
T T T T T T T T
e under attack e gpound trith
1 without attack | | 1 ———— SCADA reading | |
or 1 or 1
om0 2035 2040 2045 2050 2085 T 200 2035 2040 2045 2050 2085
2 STATUS PU2 STATUS PU2
: = under atack | | i gound tth | |
l I | ‘without attack 'SCADA reading
or 1 of 1
5 . . . \ L 4 . . . L L L
2030 2035 2040 2045 2050 2085 2030 2035 2040 2045 2050 2085
2 STATUS PU3 STATUS PU3
A Wb ——ground truth | |
———— SCADA reading
0 i ]
4 . . " ” . . . "
2030 2035 2040 2045 2050 2056 2030 2035 2040 2045 2050 2055
) STATUS PU4 STATUS PU4
T T T T T T T T T T
‘without attack ———— SCADA reading
) 1 O ] T ]
a0 2035 2040 2045 2050 2055 om0 2035 2040 2045 2050 2055
5 STATUS PUS B STATUS PUS
L —— under atiack | | | —goundiuth | |
1 without attack 1 ———— SCADA reading
0 ] ]
a0 2035 2040 2045 2050 2085 2030 2035 2040 2045 2050 2055
5 STATUS PUG STATUS PUG
under atiack
r without attack | | T reading | |
0 1 ]
4 L . . L L L i . . L " L L
2030 2035 2040 2045 2050 2085 2030 2035 2040 2045 2050 2085
Attack: Like Aftack 1.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11).
05. PUMP STATUS (2) (Attack #2 )
2 STATUS PU7 STATUS PUT
T T T T T T T T T
E = under atack | | , ———goundtuth | |
‘without attack ——— SCADA reading
o U [EEE RN ] J U [ ]
om0 2035 2040 2045 2050 2085 T 200 2035 2040 2045 2050 2085
2 STATUS PUB STATUS PUB
: = under atack | | i gound tth | |
| " [ I I ‘without attack SCADA reading
or 1 of 1
a0 2035 2040 2045 2050 2055 om0 2035 2040 2045 2050 2055
) STATUS PUS STATUS PUg
n under atack | | ik —goundtuth | |
without attack ——— SCADA reading
0 ] ]
T 2035 2040 2045 2050 2055 T 2030 2035 2040 2045 2050 2055
2 STATUS PU1D STATUS PU10
T T T T T T T
‘without attack = SCADA reading
oL LI ] NI B - L] ]
a0 2035 2040 2045 2050 2085 T 200 2035 2040 2045 2050 2085
2 STATUS PU11 STATUS PU11
L under anack | | L s ground truth | |
1 ot attack 1 |_| ———— SCADA reading
0 1 ]
T 2035 2040 2045 2050 2085 T 200 2035 2040 2045 2050 2085
2 STATUS V2 STATUS V2
= under attack = ground truth
1 T without attack | | m ——— SCADA reading | |
0 ] ]
4 L . . L L L A . L L L L
2030 2035 2040 2045 2050 2056 2030 2035 2040 2045 2050 2055

Attack: Like Aftack 1.

SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, §_PU10, §_PU11).




06. PUMP FLOW (1) (Attack #2 )

A-7

FLOW PU1 FLOW PU1
12067 T 3 120F T T T
under attack e gpouNd trith
l’_/." out aftack ——— SCADA reading
100 b 100F 4
2030 2035 2040 2045 2050 2055 2030 2035 2040 2045 2050 2055
A FLOW PU2 . 100 : FLOW PU2 .
e under attack e grouNd trith
sof without atack | | sob ——— SCADA reading | |
" . . L L 0 . . L L L
2030 2035 2040 2045 2050 2058 2030 2035 2040 2045 2050 2055
1 FLOW PU3 1 FLOW PU3
——— under attack ——— ground truth
o — ] ———— SCADA reading | |
4 . . " ” . . . "
2030 2035 2040 2045 2050 2056 2030 2035 2040 2045 2050 2055
FLOW PU4 FLOW PU4
40 T T T T 4 T T T T T
under attack — ground truth
20f without attack | | 200 ——— SCADA reading | _|
E 2030 2035 2040 2045 2050 2055 " 2030 2035 2040 2045 2050 2055
1 FLOW PUS 1 FLOW PUS
under attack e ground truth
5 without altack | _| ———— SCADA reading
4 " . . n " L : . . " " L L
2030 2035 2040 2045 2050 2055 ! 2030 2035 2040 2045 2050 2055
1 FLOW PUE 1 FLOW PUB
e under aliack e ground truth
5 without atiack | | ——— SCADA reading
4 L . . L L L i . . L " L L
2030 2035 2040 2045 2050 2055 2030 2035 2040 2045 2050 2055
Attack: Like Aftack 1.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11).
07. PUMP FLOW (2) (Atfack #2 )
FLOW PU7 FLOW PU7
50 50 T T T
under attack e gpouNd trith
out aftack ——— SCADA reading
0 2030 2035 2040 ) 2045 2050 2055 0 2030 2035 2040 2045 2050 2055
FLOW PUB FLOW PUB
40 T T I 4 T T
e under attack e grouNd trith
20f without atack | | 20} ——— SCADA reading | |
o 2030 2035 2040 2045 2050 2055 " 2030 2035 2040 2045 2050 2055
1 FLOW PU3 1 FLOW PU9
e undler attack e gpound trith
0 without aftack | | = SCADA reading | |
4 . . . 4 . . . .
2030 2035 2040 2045 2050 2055 2030 2035 2040 2045 2050 2055
40 T
20
0 2030 2035
1 T T T
under atiack 200 s grauind 10N 1
o without attack | | ——— SCADA reading
10F 1
4 N . . " " L . . . " L
2030 2035 2040 2045 2050 2055 2030
FLOW V2
100 9 100, T
50 ] sof
o . L L L .
2030 2035 2040 2045 2050 2056 2030 2035 2040 2045 2050 2055

Attack: Like Aftack 1.

SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, §_PU10, §_PU11).
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01. TANK LEVEL (Attack #3 )

T PRESSURE T1
o T T T T T T T 5 T T 1
ok ——— under attack 4
2 without atiack 2 ]
0k, L L L . L L L 0] . . .
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
P T2 PRESSURE T2
3 - e Undler attack N ]
ot without atiack ;
0ty L L L L n L L L= L L L L L L L |
2340 2350 2380 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
T3 PRESSURE T3
5’ e undier attack 27 e ground truth 1
2k without attack 2F — SCADA reading J
(g L L L . L L L [n L . L L L L L
2340 2350 2360 2370 2380 2380 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
T4 PRESSURE T4
o T T T T T — e T r T T T —
; WMM‘ ;_ SCADA reading | |
(gan L L L L L L L (= L . L L L L L
2340 2350 2360 2370 2380 2380 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
P T5 PRESSURE T5
f: ——— under attack ‘:: gound uth | |
M without attack 5 SCADA reading
(1] s s s s s s s 1] s s s s s s 1
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
6 PRESSURE T6
= T T r T T ! : = v - T T T 1
37 e unce attack 27 o ground ruth
ol without atiack al SCADA reading | |
[ L L L s L L L L= L . L L L L L
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
P T7 PRESSURE T7
i_ ——— under attack E_ ——ground run | |
bt without attack of SCADA reading
ot L L L L oF L L L 3

L L L L L L L L L
2340 2350 2360 2370 2380 2380 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 on, driving T1 to overflow.
SCADA concealment: Polyline to offset L_T1 increase.

02. JUNCTIONS (1) (Attack #3 )

J280 J280
T e——— . 98T T T T I .
e undler atack e ground truth
without attack SCADA reading

2,975
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
J269 PRESSURE J269

e ground ruth
SCADA reading

2340 2350 2360 2370 2380 2390 2400 2410
P J300 J300

— under attack
without altack

251 25
20l . . . .
2340 2350 2360 2370 2380 2380 2400 2410 “2340 2350 2360 2370 2380 2390 2400 2410
J256 J256
100 T T T T T T T 1001 T T T T T T T
der attack ground ruth
8o hout attack B0l SCADA reading
2240 2350 2360 2370 2380 2350 2400 2410 F a0 2350 2360 2370 2380 2390 2400 2410

F J289 PRESSURE J289

bid

2340 2350 2360 2370 2380 2380 2400 2410 m2340 2350 2360 2370 2380 2390 2400 2410
F J415 PRESSURE J415

— under attack
without attack

100

100

50 50

L L L L L
2340 2350 2360 2370 2380 2390 2400 2410

L L L L
2340 2350 2380 2370 2380 2390 2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 an, driving T1 to overflow.
SCADA concealment: Polyline to offset L_T1 increase.
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03. JUNCTIONS (2) (Attack #3 )

J302 J302
40T T T T T T T T 40T T T T T T T
e undler atack
30 without attack 0 1
20 20
2340 2350 2360 2a70 2380 2350 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
7 PRESSURE J306 N PRESSURE J306
sof 80)
701 70 R
601 L N P .
2340 2350 2360 2370 2380 2340 2350 2360 2370 2380 2390 2400 2410
P J307 J307
40 T T T = T T T 40— T T T T T T T
———— under aftack
30 without attack 0p
20 20
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
J317 J317
T T T T T T T T T T T T T T T T
= under attack ground inuth | |
£ without attack o SCADA reading
60k, L L A L L L 80f . . A . . .
2340 2350 2360 2370 2380 2350 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
PRESSURE J14
T T T T
== under altack
without altack a0
L " L L 30k, N L . . . .
2340 2350 2360 2370 2380 2350 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
F Jaz2 PRESSURE J422
e uncler atiack
0 without atiack w0
25- 25 1
20 L L L L L 20 L . . L

L L L L
2340 2350 2360 2370 2380 2380 2400 2410

L L L
2340 2350 2360 2370 2380 2380 2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 on, driving T1 to overflow.
SCADA concealment: Polyline to offset L_T1 increase.

04. PUMP STATUS (1) (Attack #3 )

2 STATUS PU1 STATUS PU1
T T T T T T T T T T T T
= under attack = ground ruth
1 without attack 1 SCADA reading | |
or of 1
4l L L L L L L L 4l . . . . . . .
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS PU2 STATUS PU2
1 = under attack 1 = ground ruth
without attack SCADA reading
o L1 L of
2340 2350 2360 2a70 2380 2390 2400 2410 " 240 2350 2360 2370 2380 2390 2400 2410
2 STATUS PU3 STATUS PU3
.t under attack L ground ruth | |
without atack SCADA reading
0 1
e " n n n n L . . . .
2340 2350 2360 2370 2380 2380 2400 2410 "2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS PU4 STATUS PU4
T T T T T T T T T T T T
" = under atiack i ground iruih
T OO0 === T O W St
0 a
e n n n " n n n 4 . . . . . . .
2340 2350 2360 2370 2380 2390 2400 2410 ‘2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS PUS STATUS PUS
L under attack L ground iruih
1 without attack 1 SCADA reading
0
- L L L L L L L 4 L N . . . . .
2340 2350 2360 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS PUE STATUS PUG
1 «
r without attack [ SCADA reading
, I [ I [
= L L L L L L L Ll L L . I . . I
2340 2350 2380 2370 2380 2390 2400 2410 2340 2350 2360 2370 2380 2390 2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 an, driving T1 to overflow.
SCADA concealment: Polyline to offset L_T1 increase.
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05. PUMP STATUS (2) (Attack #3 )

STATUS PUT7

' under attack
—

2370 2380 2380 2400 2410

STATUS PU8

2380 2370 2380 2390 2400 2410
2 STATUS PU3
I
0
2340 2350 2360 2370 2380 2390 2400 2410
STATUS PU1D
2rT T T T T T
without attack
AU ll
2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS PUT1
1 — under attack
= without attack
, [1
2340 2350 2360 2370 2380 2390 2400 2410
2 STATUS V2

OO ]

under atiack
l hout attack

L
" 2340

2350

2360

L L
2370 2380 2380 2400 2410

STATUS PUT
T T T T T T
o ground truth
1 -I.I I I | I SCADA reading | |
o ]
2340 2350 2360 2370 2380 2390 2400 2410
STATUS PUB
4
o
2340 2350 2360 2370 2380 2390 2400 2410
STATUS PUS
. ground truth | |
———— SCADA reading
2340 2350 2360 2370 2380 2390 2400 2410
STATUS PU10
T T T T T T
1
oF ]
2340 2350 2360 2370 2380 2390 2400 2410
STATUS PU11
; I_I ground truth
SCADA reading
2340 2350 2360 2370 2380 2390 2400 2410
STATUS V2
SGADA reading
of L] L
. . .

4l
! 2340

L
2350

2360

L
2370 2380

2380

L
2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 on, driving T1 to overflow.

SCADA concealment: Polyline to offset L_T1 increase.

06. PUMP FLOW (1) (Attack #3 )

FLOW PU1

120)
100
2340 2350 2360 2370 2380 2390 2400 2410
FLOW PU2
100 WPy :
under attack
50 thout attack
2340 2350 2080 2370 2380 2380 2400 2410
; FLOW PU3
—urvder attack
0 without attack
2340 2350 2360 2370 2380 2380 2400 2410
FLOW PU4
40 T T -
— under attack
200 without attack
°Bao @ 2360 2370 2380 2380 2400 2410
| FLOW PUS
— under attack
0 = without attack
2340 8350 2380 2370 2380 2380 2400 2410
s i FLOW PUS i
under atiack
PR without attack
o . . . . .
2340 2350 2360 2370 2380 2390 2400 2410

100,

FLOW PU1
T

2400 2410

; FLOW PU3
e ground truth
SGADA reading | |
T30 2350 2360 2370 2380 2300 2400 2410
FLOW PU4
40 - v T . T
ground truth
20 SCADA reading
“2340 2350 2360 2370 2380 2390 2400 2410
; FLOW PUS
ground truth
SCADA reading
“23s0 2350 2360 2370 2380 2390 2400 2410
FLOW PUG
— ground truth
2l SCADA reading
. . . . .
2340 2350 2360 2370 2380 2390 2400 2410

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 an, driving T1 to overflow.

SCADA concealment: Polyline to offset L_T1 increase.
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07. PUMP FLOW (2) (Attack #3 )

FLOW PUT FLOW PU7
50 S0P ——
under attack e ground truth
thout attack SCADA reading
® 2340 2350 2360 2370 2380 2380 2400 2410 Y20 ;s 2360
w FLOW PU8 B
20t 20+
Pza0 2350 2360 2370 2380 2300 2400 2410 Y2340 2350 2360
1 FLOW PU9 1
e undier ailtack around truth
0 without attack SCADA reading | |
2340 2350 2360 2370 2380 2390 2400 2410 '2340 2350 2360 2370 2380 2390 2400 2410
FLOW PU10 FLOW PU10
40T T T T T T A0 T v T T T
— ryder attack
20 ‘ without attack 20/
200 2350 2360 2370 2380 2380 2400 2410 “2340 2350 2360 2370 2380 2390 2400 2410
FLOW PU11 FLOW PU11
20 under attack 20 round truth
without atiack GADA reading
10 10
2340 2350 | 2360 2370 2380 2380 2400 2410 “za0 ;s 2360 2370 2380 2390 2400 2410
FLOW V2
——— under atiack 100 p———r—
without aftack SGADA reading

L L f L L
2340 2350 2360 2370 2380 2380 2400 2410

a

" L L
2380 2400 2410

® 5340

Attack: Attacker alters L_T1 readings arriving to PLC2 with a constant low level. PLC1 receives the manipulated readings from PLC2 and keeps Pumps PU1 and PU2 on, driving T1 to overflow.
SCADA concealment: Polyline to offset L_T1 increase.

01. TANK LEVEL (Attack #4 )

T PRESSURE T1
a T T T T T r T T T T 7
5_ o under atack | | S_ S — gound tuth | |
» without attack | | M ———— SCADA reading | |
ot L L L s L L k! ot L L L L s . k!
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
PRESSURE T2 PRESSURE T2
i ] S A ——— gound tuth | |
2 | 2t — SCADA reading | |
0 | or 1 1 L L L L .
2840 2860 2880 2900 2920 2940
PRESSURE T3
3 ) 3 L — gound tth | |
M ] ph ———— SCADA reading | |
or L ' L L L L | o ' L L L s ' |
2840 2880 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
T4 PRESSURE T4
£ T T T : : : 7 E T T T T r r 1
3 under atack | | s [ e grn 10N ]
2F ‘without attack | _| 2F == SCADA reading | |
o L s L ' L L i of L . L L s ' |
2840 2880 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
PRESSURE T5 PRESSURE T5
&F g
4k ]
oF 1
oL ' L ' L |
2840 2860 2880 2900 2920 2940
PRESSURE T6
E T r T T T T = r T T r T
s_ ——— under attack | | 3_ ——— gound uth | |
ol without attack | | ok ———— SCADA reading | |
ot L L L L L L k! ot L L L L s s k!
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
PRESSURE T7 PRESSURE T7
E ] S L — gound truth | |
2 ] 2k ———— SCADA reading | |
0 1 oE i L L L L L 1
2840 2860 2880 2900 2920 2940

Attack: As in Attack 3.
SCADA concealment: Replay attack (L_T1,F_PU1,F_PU2, §_PU1, S_PU2, P_J269, P_J280).
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02. JUNCTIONS (1) (Attack #4 )
J280 J280

3 T T T T T T 3 T T T T T T
e undler attack e grOUNG truth
without attack | | 2991 e SCADA reading | |

7 2981 4

J289 F J289
| 2 e grOUNG LN
——— SCADA reading
] 2 J
“ 2840 2860 2880 2900 2020 2040
Ja15 P J415
e ground truth
8of 1 80 ———— SCADA reading
- s L . L . o0 L s L . . L
2840 2860 2880 2000 2020 2040 2840 2860 2880 2000 2920 2040
Attack: As in Attack 3.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2, P_J269, P_J280).
03. JUNCTIONS (2) (Attack #4 )
PRESSURE J302 PRESSURE J302
- - T s - - - T T
under attack | | (1) —ground truth 4
out attack = SCADA reading
40 1
0 L i i 1 i i 20 1 T I 1
2840 2860 2880 2000 2020 2040 2840 2860 2880 2000 2020 2940
PRESSURE PRESSURE
10 i : L ESSUI J:Iﬂﬁ 100 i SSUI JJIDG
P a0 A reading | |
& 2840 2860 2880 2000 2020 2840 T 2840 2860 2880 2000 2020 2840
PRESSURE J307

PRESSURE J307

—— gound tnuth | 4
——— SCADA reading

2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2020 2840
PRESSURE J317 PRESSURE J317
T T T T

e Nl truthy

80 out attack | | a0 = SCADA reading |
60 R 60 E
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
F J14 F J14
80 T T T T T T T T T T I I
under anack ——ground truth
80 without attack | 60 ———— SCADA reading | |
0 = gl 1 40 ]
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940

PRESSURE J422

20

i L L
2840 2860 2880 2900 2920 2940

Attack: As in Attack 3.
SCADA concealment: Replay attack (L_T1,F_PU1,F_PU2, §_PU1, S_PU2, P_J269, P_J280).




04. PUMP STATUS (1) (Attack #4 )

A-13

2 STATUS PU1 STATUS PU1
T T T T T T T T T
e under attack e gpound truth
1 without attack | | 1 ———— SCADA reading | |
or 1 or 1
! 2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
2 STATUS PU2 STATUS PU2
: = under atiack | | i ———goundtuth | |
‘without attack ——— SCADA reading
ol L] ] o L1 L] ]
5 . L L ' L 4 L . L L L
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
2 STATUS PU3 STATUS PU3
A Wb ——ground truth | |
——— SCADA reading
0 i ]
4 " " ” "
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
2 STATUS PU4 STATUS PU4
T T T T T T
1 g 1 ]
0 1 0 1
! 2840 2860 2880 2900 2920 2940 B 2840 2860 2880 2900 2920 2940
2 STATUS PUS 2 STATUS PUS
L | —goundiuth | |
1 1 ———— SCADA reading
0 ]
! 2840 2860 2880 2900 2020 2940 : 2840 2860 2880 2900 2920 2940
2 STATUS PUB 2 STATUS PUB
1+ 1+
0 1 ]
. L L " " L i n L L L L L
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
Attack: As in Attack 3.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PUZ2, P_J269, P_J280).
05. PUMP STATUS (2) (Attack #4 )
2 STATUS PU7 STATUS PUT
T T T T T T
1 i 1 ——gound truth | |
——— SCADA reading
0 ] J UTT U i]] ut ]
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
2 STATUS PUB STATUS PUB
i ground truth
SCADA reading | |
ol ]
! 2840 2860 2880 2600 2920 2940 B 2840 2860 2880 2000 2020 2940
2 STATUS PU9 STATUS PUS
1+ 1k ——gound nith | |
——— SCADA reading
0 ] ]
- 2840 2860 2880 2900 2920 2940 . 2840 2860 2880 2900 2020 2840
2 STATUS PU1D STATUS PU10
T T T T T T
1 R 1 ]
0 1 of 1
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940
2 STATUS PU11 STATUS PU11
e ground Ut
1t s 1
———— SCADA reading
1 Il , I ,
! 2840 2860 2880 2900 2920 2940 : 2840 2860 2880 2900 2920 2940
STATUS V2
—— ground tnith
1 1 ——— SCADA reading | |
] o ]
. L L L L L A L s L L L L
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940

Attack: As in Attack 3.

SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, §_PU2, P_J269, P_J280).
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06. PUMP FLOW (1) (Attack #4 )

FLOW PU1 FLOW PU1
T T :
100] 1 1
50 ] ]
2840 2860 2880 2000 2020 2040 2840 2860 2880 2000 2020 2940
- FLOW PUZ ) . FLOW PU2 .
- | | —— uncer atack e graund truth
50H ‘without attack | _| 50 = SCADA reading | |
. . L . . o . . . . L
2840 2860 2880 2000 2020 2040 2840 2860 2880 2900 2020 2040
1 FLOW PU3 1 FLOW PU3
—nder attack
o — ]
. . . .
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900
FLOW PU4 FLOW PU4
40 - T - - 4 T r T T
under attack
20 ‘without atta 4 20
0 2840 2860 2880 2000 2920 2940 b 2840 2660 2880 2900 " 2920 2940
| FLOW PUS , FLOW PUS
under attack —ground truth
0 ‘without attat J = SCADA reading | |
2840 2860 2880 2800 2920 2840 ! 2840 2860 2880 2000 2920 2840
| FLOW PU§ , FLOW PUB
——— under afiack ——— ground tnith
o without anack | | = SCADA reading | |
. L . L L . A L s . . L L
2840 2860 2880 2000 2020 2040 2840 2860 2880 2900 2020 2040
Attack: As in Attack 3.
SCADA concealment: Replay attack (L_T1,F_PU1, F_PU2, S_PU1, S_PU2, P_J269, P_J280).
07. PUMP FLOW (2) (Attack #4 )
FLOW PUT7 FLOW PUT
50 : 9 50
—nder attack —ground truth
‘without attack = SCADA reading
0 e 2860 2880 2000 2020 2040 b 2840 2860 2880 2000 2020 2940
o FLOW PUS . FLOW PUB
under attack —ground truth
0 2840 2860 2880 20900 2020 2940 b 2840 2860 2880 2900 2020 2940
; FLOW PU9 , FLOW PUS
—nder attack —ground truth
o without attack | | ———— SCADA reading | |
! 2840 2860 2880 2000 2920 2940 B 2840 2860 2880 2000 2020 2040
FLOW PU10 FLOW PU10
40 T T v 4 T T T T
s grauind 10N
20F 4 20 — SCADA reading | |
2840 2860 2880 2000 N 2840 2860 " 2880 2000 2020 2040
FLOW PU11 FLOW PU11
20F B 20 e grauind 10N q
———— SCADA reading
10F ] 10 ]
0 2840 2860 2880 2000 2020 2940 b 2840 2860 2880 2000 2020 2040
FLOW V2 FLOW V2
100 — under altack | | 100 —— gound it | |
without attack = SCADA reading
50 1 50 1
1 L . " . " " . . " "
2840 2860 2880 2900 2920 2940 2840 2860 2880 2900 2920 2940

Attack: As in Attack 3.

SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, §_PU2, P_J269, P_J280).
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01. TANK LEVEL (Attack #5 )
T T
o T T T : T T T Py T T T T T T ; 9
——— under attack ——— ground it
: M—‘ ——— without atiack i SGADA roading | |
(= L L T ! L L L OF . . I . I I .
3500 310 3520 3530 3540 3550 360 3570 3500 3510 3520 3530 3540 3550 3560 3570
P T2 T2
f' e Undler attack 2: —ground ruth | |
P ——— vithout atack 2k SCADA reading
0ty L L L L L L L L= L L L L L L L |
3500 10 3520 3530 3540 3550 360 3570 3500 3510 3520 3530 3540 3550 3560 3570
T3 PRESSURE T3
5’ ———— under attack E’ ——— ground tnith
ok ———— without altack ok = SCADA reading | |
(g L L L . L L L [n L . L L L L L
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
T4 T4
o T T T T T : : e T T T T T r r 9
L ——— under attack L —— ground Ith
) mew‘ i SCADA reacing | |
(gan L L L s L L L (= L . L L L L L
3500 310 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
P T5 T5
S: ——— under attack ‘:: gound uth | |
M ——— vithout attack My SCADA reading
of, . . . . . . . of, . . . . . . . 1
3500 3510 3520 3530 3540 3850 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
T6 T
s T T r T T . . = r r T T r T T q
oF — ~————— = —— uncer atack SF —— growna run
M ——— vithout atack al SCADA resding | |
(g L L L s L L L L= L . L L L L L
3500 ‘10 3520 3530 3540 3550 360 3570 3500 3510 3520 3530 3540 3550 3560 3570
P s T
i' ———— under attack E' —gound tutn | |
p ——— vithout attack i SCADA reading
0 L L L L L L L L L 1 L 3

T L L L L
3500 3510 3520 3530 3540 3550 3860 3570 3500 3510 3520 3530 3540 3550 3560 3570

Attack: Working speed of PUT reduces to 0.9 of nominal speed caused lower water levels in T4
SCADA concealment: -

02. JUNCTIONS (1) (Attack #5 )
= 2.99|

T — T
ground truth
SCADA reading

J300 J300

T T T
e Under altack e ground truth

sof without attack 8ol SCADA reading
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
J289 J289

L L L
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570

Attack: Working speed of PU7 reduces to 0.9 of nominal speed caused lower water levels in T4
SCADA concealment: -
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J302

03. JUNCTIONS (2) (Attack #5 )

— under attack
——— without attack

3520 3530 3540

3560 3570

PRESSURE J306

80
70
80
3500 3510 3520 3530 3540 3550 3560 3570
P J307
40— T T T T T T T

—— under attack
without attack

3500 3510

3520 3530 3540 3850 3660 3570
J317
T T T
= under altack
without attack
3560 3570

— under attack
without altack

J302

3520

3530 3540
PRESSURE J306

3550

3520

PRESSURE J14
T T

3520

3530 3540
PRESSURE J422

25
204 L L L L L L L 25 L 1
3500 3510 3520 3530 3540 3850 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
Attack: Working speed of PUT reduces to 0.9 of nominal speed caused lower water levels in T4
SCADA concealment: -
04. PUMP STATUS (1) (Attack #5 )
2 STATUS PU1 STATUS PU1
T T T T T T T T T T T T
e under attack e groud fruth
1 ———— without attack 1 SCADA reading | |
or of 1
4l L L L . L L L 4l . . . . . . .
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PU2 STATUS PU2
: e under attack i e groUNd truth
I I I ——— without attack SCADA reading
or af
3500 3510 3520 3530 3540 3650 3560 3570 " 3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PU3 STATUS PU3
n under atiack Al ground truth | |
without attack SCADA read
o ]
" 3500 3510 3520 3530 3540 3550 3560 3570 “las00 3510 3520 3530 3540 3550 3560 3570
STATUS PU4 STATUS PU4
T T T T T T T T
1 W ground ruth
SCADA reading
0 [ 1
. L L L : L L L 4 . . . . . . .
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PUS STATUS PUS
L = under atiack | ground truth
1 = without attack 1 SCADA reading
0
il L L L " L L L - n N . . n . .
3500 3510 3520 3530 3540 3550 3560 3570 "3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PUE STATUS PUG
1 i
without attack
oL1L [1 M . [
al L L L " L L L - I L . . . . .
3500 3810 3520 3530 3540 3850 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570

Attack: Working speed of PU7 reduces to 0.9 of nominal speed caused lower water levels in T4

SCADA concealment: -




05. PUMP STATUS (2) (Attack #5 )
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2 STATUS PUT STATUS PUT
T T T T T T T T T T T
\ e under attack ; —gound tuth | |
—— without attack SCADA reading
o ot 0 U o C of ]
e L L L . L L L Ll . . . . . . .
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PU8 STATUS PUB
1 « ==
without attack SCADA reading
o AT LI 0 LT of
3500 3510 3520 3530 3540 3550 3560 3570 "as00 3510 3520 3530 3540 3550 3560 3570
2 STATUS PU3 STATUS PUS
1 1+ ‘ground truth i
———— SCADA reading
0 ]
" 3500 3810 3520 3520 3540 3850 3660 3570 3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PU1D STATUS PU10
T T T T T T T T T T T T
1 === w
—— without attack CADA reading
o g o IR of ]
. L L L : L L L 4 . . . . . . .
3500 3510 3520 3530 3540 3550 3560 3570 13500 3510 3520 3530 3540 3550 3560 3570
2 STATUS PUT1 STATUS PU11
L = under atiack | ground truth
1 I'I ———— wiithout aliack 1 I'I SCADA reading
0
il L L L " L L L - n N . . n . .
3500 3510 3520 3530 3540 3550 3560 3570 "3500 3510 3520 3530 3540 3550 3560 3570
2 STATUS V2 STATUS vz
without attack SCADA reading
o— LI of L
gl L L L L L L L gl L L L . L . .
3500 3510 3520 3530 3540 3850 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
Attack: Working speed of PUT reduces to 0.9 of nominal speed caused lower water levels in T4
SCADA concealment: -
06. PUMP FLOW (1) (Attack #5 )
FLOW PU1
120| T 120F T
100| 100
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
o : FLOW PU2 : ) oo : FLOW PU2
" e undler atack
sof —— without attack sof-
%3500 3510 3520 3530 3540 3650 3560 3570 “as00 3510 3520 3530 3540 3550 3560 3570
1 FLOW PU3 1 FLOW PU3
e Undler atack e ground truth
o without attack SCADA reading | |
" as00 3510 3520 3530 3540 3550 3560 3570 “'as00
FLOW PU4
40T T T T 40T
j = under attack
20f —— without attack 20
° 5500 3510 3520 3530 3540 3550 3560 3570 “3s00
1 FLOW PUS 4
== under altack
0 = without attack
il L L L " L L L - n N . . n . .
3500 3510 3520 3530 3540 3550 3560 3570 "3500 3510 3520 3530 3540 3550 3560 3570
50 FLOW PUG FLOW PUB
——— ground nutn
SCADA reading
ot L L " . L L ol . " . L .
3500 3510 3520 3530 3540 3850 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570

Attack: Working speed of PU7 reduces to 0.9 of nominal speed caused lower water levels in T4

SCADA concealment: -
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07. PUMP FLOW (2) (Attack #5 )

- FLOW PUT FLOW PU7
T - - T T -
—ground ruth | |
40 SCADA reading
o A . . 200, . . . . . .
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3530 3540 3550 3560 3570
w© FLOW PUS P FLOWPUS
around truth
20F 20F SCADA reading
as00 3510 3520 3530 3540 3550 3560 3570 Yas00 3510 3520 3530 3840 3550 3560 3570
1 FLOW PU9 1 FLOW PU9
—rder AttaCK
0 without attack
" 3500 3510 3520 3530 3540 3550 3560 3570 3500 3510 3520 3630 3540
FLOW PU10 FLOW PU10
40T T T T T A0 T v T :
[ — — under attack
200 !’ without attack 201
%3500 3510 3520 3530 3540 3550 3560 3570 “as00 3510 3520 3530 3540
FLOW PUT1 FLOW PU11
201 under aftack 201
without attack
100 10
° 5500 3510 3520 3530 3540 3550 3560 3570 3500 3510
FLOW V2
1005 ———— 1a0f
without attack
s0r s0f
5 . . " . . ol
3500 3510 3520 3530 3540 3550 3560 3570 3500 3510
Attack: Working speed of PUT reduces to 0.9 of nominal speed caused lower water levels in T4
SCADA concealment: -
01. TANK LEVEL (Attack #6 )
T PRESSURE T1
oF r T T T r T 1 e T r T T
ar — under attack | | ik e ground truth
: without attack | | M ——— SCADA reading | |
ot L L L s L L k! ot L L L L s . k!
3740 3760 3780 3800 3820 3840 740 3760 3780 3800 3820 3840

onem

PRESSURE T2

- under attack
without altack

E :
: _
: ,
ot L L L L L L |
3740 3760 3780 3800 3820 3840
T4
4 under atack | |

3780 3800 3820 3840

oneo

PRESSURE T5

‘§|
il
B
1

omem

3780 3800 3820 3840

PRESSURE T7

onem

onso cnao oneo

omso

ome®

PRESSURE T2

PRESSURE T7

1 L 1 L L 1
3740 3760 3780 3800 3820 3840
PRESSURE T3
r ———— ground truth ]
I ——— SCADA reading| |
3740 3760 3780 3800 3820 3840
PRESSURE T4
. T . T : . - .
L e ground truth ]
'w‘—‘ AN XA ——— scaoa eading | |
3740 3760 3780 3800 3820 3840
PRESSURE T5
[ — gound tuth | |
= SCADA reading | |
3740 3760 3780 3800 3820 3840
PRESSURE T6
‘ . - v ;
- ——— ground truth 1
[ ——— SCADA reading | |
3740 3760 3780 3800 3820 3840

[ e ground truth 1
L ——— SCADA reading | |

i 1 L L L
arao 3760 3780 3800 3820 3840

Attack: As in Attack 5, but speed reduced t0 0.7.
SCADA concealment: Replay attack (L_T4).
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02. JUNCTIONS (1) (Attack #6 )
J280 J280

28 —— Under altack | |
without attack

298 1

P J300
T

3740 3760 3780 3800 3820 3840

J256
T 1 T T T T
e under attack ——— ound tuth
8ok ———— without attack | _| 80 = SCADA reading | _|
e 3740 3760 3780 3800 3820 3840
J289

Ja1s

a0 4 80 ——— SCADA reading
70
1 L L 1 L L L " L
b 3740 3760 3780 3800 3820 3840 e 3740 3760 3780 3800 3820 3840

Attack: As in Attack 5, but speed reduced to 0.7.
SCADA concealment: Replay attack (L_T4).

PRESSURE J302 PRESSURE J302
T T T T

20 i
20 l‘
20 ]
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
PRESSURE J306 PRESSURE J306
T T T y T T
80 80" 1
Tor Tor 1
0 L ] ) . - L ) N
3740 3780 arso 3800 3820 3840 3740 3760 3780 3800
w PRESSURE J307 PRESSURE J307

20 n n n L n 7
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
PRESSURE J317
a0 T r T T
B — ground truth
i 7oL = SCADA reading | |
B 60 J
3740 3760 3780 3800 3820 3840
F J14
T

ground trth
SCADA reading

3740 3re0 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
PRESSURE J422 PRESSURE J422

1 25

1 i L L
3740 are0 aren 3800 3820 3840 arao 3760 3780 3800 3820 3840

Attack: As in Attack 5, but speed reduced t0 0.7.
SCADA concealment: Replay attack (L_T4).




A-20

04. PUMP STATUS (1) (Attack #6 )

2 STATUS PU1 STATUS PU1
T T T T T T T T T
e under attack e gpound truth
1 without attack | | 1 ———— SCADA reading | |
or 1 or 1
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
2 STATUS PU2 STATUS PU2
: = under atiack | | i ———goundtuth | |
L ‘without attack = SCADA reading
0 1 of 1
5 . L L ' L 4 L . L L '
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
2 STATUS PU3 STATUS PU3
A Wb ——ground truth | |
——— SCADA reading
0 i ]
4 " . ” "
3740 3760 3780 3800 3820 3740 3760 3780 3800 3820 3840
2 STATUS PU4 STATUS PU4
T T T T T T T
1 i s
0 1 0 1
! 3740 3760 3780 3800 3820 3840 B 3740 3760 3780 3800 3820 3840
2 STATUS PUS 2 STATUS PUS
1t 1+
0 ]
! 3740 3760 a780 3800 3820 3840 : 3740 3760 3780 3800 3820 3840
2 STATUS PUB 2 STATUS PUB
under atiack
0T o o =) i
0 1 0 1
L L L " " L i L s L L L "
3740 3760 arso 3800 3820 3840 3740 3760 3780 3800 3820 3840
Attack: As in Attack 5, but speed reduced t0 0.7.
SCADA concealment: Replay attack (L_T4).
05. PUMP STATUS (2) (Attack #6 )
STATUS PUT
T T T T
i , ———goundtuth | |
——— SCADA readi
] JI o fnn =
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
2 STATUS PUB STATUS PUB
: under attac i ground truth
I I | I | I I I I I I out attack | | SCADA reading | |
or 1 of 1
! 3740 3760 a780 3800 3820 3840 B 3740 3760 3780 3800 3820 3840
2 STATUS PU9 STATUS PUS
n under atack | | ik —goundtuth | |
without attack ——— SCADA reading
0 ] ]
! 3740 760 a780 3800 3820 3840 ! 3740 3760 3780 3800 3820 3840
2 STATUS PU1D STATUS PU10
T T T T T T T T T T T
1 == I ===
ithout attack = SCADA read
O L ] 0 oo rw =
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
2 STATUS PU11 STATUS PU11
L under anack | | L s ground truth | |
1 |'| ot attack 1 ———— SCADA reading
0 1 ]
! 3740 3760 3780 3800 3820 3840 : 3740 3760 3780 3800 3820 3840
2 STATUS V2 STATUS V2
! ] ! ———gound it | |
without atiack ——— SCADA reading
— LI ] o— L L ]
. L L L L L A L L L L L
3740 760 areo 3800 3820 3840 3740 3760 3780 3800 3820 3840

Attack: As in Attack 5, but speed reduced t0 0.7.
SCADA concealment: Replay attack (L_T4).




06. PUMP FLOW (1) (Attack #6 )
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FLOW PU1
3 120 - -
] 100 J
20 3740 3760 3780 3800 3820 3840
) FLOW PU2 FLOW PU2
- : e T T :
e Uit attack e ground truth
50 ‘without attack 50! e SCADA reading | |
AT 3760 3780 3800 3820 3840 = 3740 3760 3780 3800 3820 3840
i FLOW PU3 5 FLOW PU3
—under attack
without attack | |
= -1
y 3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
FLOW PU4 FLOW PU4
40 : - - 4 T T :
——— under atack ——— ground tuth
20+ without attack | _| 20 = SCADA readir 4
v 3740 3760 3780 3800 3820 3840 b 3740 3760 3780 3800 3820 3840
s FLOW PUS s FLOW PU5
o under attack e grOUNG 0N
without attack | | ————— SCADA reading
1 3740 3760 3780 3800 3820 3840 & 3740 3760 3780 3800 3820 3840
FLOW PU6 FLOW PUG
50 50 ~
———— under atiack e grOUNd trth
without attack ———— SCADA reading
u . . o s L .
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
Attack: As in Attack 5, but speed reduced to 0.7.
SCADA concealment: Replay attack (L_T4).
07. PUMP FLOW (2) (Attack #6 )
FLOW PU7 FLOW PU7
: T T T
40 4 40 —— ground & 1
without attack = SCADA reading
20 g 20
8 A A A i o A1 A ey | A A Rt
3740 3760 3780 3800 3820 3840 3740 3760 3780 3800 3820 3840
FLOW PUB FLOW PUB
e undier attack e ground truth
20 without attack | _| 2 A reading | |
T 3760 3780 3800 3820 3840 = 3740 3760 3780 3800 3820 3840
; FLOW PU9 ; FLOW PU9
e Undier attack e ground truth
without attack | | ——— SCADA reading| |
° 3740 3760 3780 3800 3820 3840 ! 3740 3760 3780 3800 3820 3840
FLOW PU10 FLOW PU10
40 - - T - - 40 - - - T - -
™ attack ——— ground tnth
2 without attack 2 e SCADA reading | _|
b 3740 3760 3780 3800 3820 3840 N 3740 37160 3780 3800 3820 3840
FLOW PU11 s FLOW PU11
20 s yndier attack | | s grOUNG Ut
without attack ———— SCADA reading
10+ 1
3740 3760 3780 3800 3820 3840 o 3740 3760 3780 3800 3820 3840
FLOW V2 FLOW V2
100 e yndlr attack 100 e groUNG truth
r\.f' ithout attack s SCADA read
50 - 1 50 ing
= 3740 3760 3780 3800 3820 3840 = 3740 3760 3780 3800 3820 3840

Attack: As in Attack 5, but speed reduced to 0.7.
SCADA concealment: Replay attack (L_T4).
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01. TANK LEVEL (Attack #7 )
PRESSURE T1 PRESSURE T1

oF T T T T s T T T T T ]
I I o . ’ -— under attack [ —— ground truth
; — — ' “ ot ok ;‘-‘ \ ,- N\, - _scaoa reading | |
[ — ; . . . . . of : . L . .
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T2 PRESSURE T2
5 : A T -
4 4 1
2 2
0 f L L L L L L oE ! L L 1 L L L 3
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T3 PRESSURE T3
5 ) 2 m e ground truth
2 2k = SCADA reading J
ot L L s L s L L [ s L L . L L L
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T4 PRESSURE T4
" T e T T T T
A o ground truth
M 2 SCADA reading | |
ot L L s L s L L o s L L s L L s
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T5 PRESSURE T5
f ‘:: gound ruth | |
M 5 SCADA reading
ot s s s s s s s oE ' L L L L L 1
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T6 PRESSURE T6
8 T T P — r T T r 1
4 “ - af e ground fruth
M M SCADA reading | |
o L L s L ' ' L o s L L s L L '
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
PRESSURE T7 PRESSURE T7
i = under attack E [
5 \ without attack SF
oc L L L L L L L oF 1 L L L L L " 1
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
Attack: As in Attack 6.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2).
02. JUNCTIONS (1) (Attack #7 )
PRESSURE J280 J280
T 209 : :
under attack o ground truth
e
J o S ]
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060

PRESSURE J269 PRESSURE J269

3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060

T
— under attack
without altack

3940 3960 3980 4000 4020 4040 4060

3940 3960 3980 4000 4020 4040 4060

3940 3960 3980 4000 4020 4040 4060
PRESSURE J415 PRESSURE J415

L L h L L L h L
3840 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060

Attack: As in Altack 6.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2).




PRESSURE J302

03. JUNCTIONS (2) (Attack #7 )
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30
20
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020
PRESSURE J306 PRESSURE J306
. 3
70
g0l M I ! L
3940 3960 3980 4000 4020 4040 4080
0 PRESSURE J307

4000

4020

L L ' L
4040 4060 3940 3960 3980 4000 4020

J317
T

3940 3960 3980 4000 4020

PRESSURE J14

3940 3960 3980

4000

PRESSURE J422

4020

4040 4060 3940 3960 3980 4000 4020
PRESSURE J422

30 0|
25 25
20 L . " L " L . 2 " L
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
Attack: As in Attack 6.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2).
04. PUMP STATUS (1) (Attack #7 )
) STATUS PU1 STATUS PU1
e unider attack e ground truth
1 without attack 1 SCADA reading | |
or of 1
3940 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
) STATUS PUZ STATUS PU2
s — under attack . e ground truth
without attack SCADA reading
o LI L TL 1 L S A L1
T 3960 3980 4000 4020 4040 4060 T 3960 3980 4000 4020 4040 4060
5 STATUS PU3 STATUS PU3
4L under attack sL ground truth | |
without attack SCADA reading
o ]
R 3960 3980 4000 4020 4040 4060 a0 3960 3980 4000 4020 4040 4060
5 STATUS PU4 STATUS PU4
T T T T T
1 1
0 [
T 3960 3980 4000 4020 4040 4060 T 3960 3980 4000 4020 4040 4060
) STATUS PUS STATUS PUS
L L ground truth
1 1 SCADA reading
0
T 3960 3980 4000 4020 4040 4060 T 3960 3980 4000 4020 4040 4060
) STATUS PUE STATUS PUG
1 P — ground truth
———— SCADA reading
J J Ui e ou
4 L . " L " L . 4 " L . " L . "
3940 3960 3980 4000 4020 4040 4080 3940 3960 3980 4000 4020 4040 4060

Attack: As in Altack 6.

SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2).
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05. PUMP STATUS (2) (Attack #7 )

2 STATUS PUT STATUS PUT
T T T T T T T T :
T e 1 ==
thout attack SCADA reading
U TR l |
3340 3060 3380 4000 4020 4040 4060 3040 3960 3080 4000 4020 4040 4060
. STATUS PUB STATUS PUS
1 under attack 4 round truth:
MO L L === ==
0 0
T a0 3060 3980 4000 4020 4040 4080 T su40 3960 3080 4000 4020 4040 4060
2 STATUS PUS STATUS PUS
S 1 ground truth | |
e SCADA reading
o ]
4 L L L L
3940 3960 3980 4000 4020 4040 4060 ' 3940 3960 3980 4000 4020 4040 4060
) STATUS PU10 STATUS PU10
T T T T T r
1 — under attack 1 round truth
without attack CADA reading
0 0 1
3340 3060 3380 4000 4020 4040 4080 U 3940 3960 3080 4000 4020 4040 4060
. STATUS PU11 STATUS PU11
Wt e undier attack ) ground truth
e without attack SCADA reading
U I I I
3340 3060 3380 4000 4020 4040 4060 R 3960 3080 4000 4020 4040 4060
. STATUS V2 STATUS V2
X e Undier altack , ——— ground tin
without altack SGADA reading
) I L] .
4 L . " L " L . “ " L . " L . "
3840 3960 3980 4000 4020 4040 4060 3940 3960 3980 4000 4020 4040 4060
Attack: As in Attack 6.
SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, §_PU1, §_PU2).
06. PUMP FLOW (1) (Attack #7 )
FLOW PU1 FLOW PU1
120 120 pr—Tory
SCADA reading
100 . 100 1
3940 3960 3980 4000 4020 4040 4080 3040 3960 3980 4000 4020 4040 4060
o FLOW PU2 ) ‘ . FLOW PU2 ‘ )
— under attack — ground truth
50 = without attack 50 SCADA reading
Ry 3060 3980 4000 4020 4040 4060 B aea0 3960 3080 4000 4020 4040 4060
; FLOW PU3 ; FLOW PU3
e under altack e ground truth
" without altack SGADA reading | |
a . . B . .
3940 3960 3980 4000 4020 4040 4080 T 3960 3080 4000 4020 4040 4060
w FLOW PU4 FLOW PU4
T r 40 r T T - r
— under attack
20 without attack 20)
" 3060 3980 4000 T 3pa0 3960 3080 4000 4020 4040 4060
| FLOW PUS ; FLOW PU5
— under attack round truth
o ———— without attack CADA reading
3340 3060 3380 4000 4020 4040 4060 R 3960 3080 4000 4020 4040 4060
FLOW PUB FLOW PUB
50 —— 50
i e uncir attack
without attack
" . . L . 0 L | "
3340 3960 3980 4000 4020 4040 4060 3040 3960 3980 4000 4020

Attack: As in Altack 6.

SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, S_PU2).




07. PUMP FLOW (2) (Attack #7 )

0 FLOW PU7
= q —uryder attack
= ithout attack
0 L " A
3940 3960 3980 4000 4020 4040 4060
FLOW P
0 o OWPus
™ under attack
20 without attack
O a0 3960 3980 4000 4060
1 FLOW PU3
—rder AttaCK
0 without attack
. . .
3940 3960 3980 4000 4020 4040 4060
FLOW PU10
40 T

20
B 3940 3960 3980 4000 4020 4040 4060
FLOW PU11
20r — ryder attack
= without attack
10r
E 3940 3960 3980 4000 4020 4040 4060
FLOW v2
100 \f ——
without attack
50
o . . ] . .
1940 3960 3080 4000 4020 4040 4060
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FLOW PU7
50 T ; : ;
e grouNd fruth
SCADA reading
o A Ao A L s
3840 3960 3860 4000 2020 4040 4060
) FLOW PUB
i , ,
% Tsea0 ses0 aoeo 4000 4020 4040 4060
1 FLOW PUS
around truth
SCADA reading | |
o 3940 3960 3980 4000 4020 4040 4060
FLOW PU10
40 - T : :
20|
" a0 3se0 3880 4000
FLOW PU11
20F ground ruth |
SCADA reading
101
3840 3960 3860 4000 2020 1040 4060
FLOW V2
100 — ground truth
SGADA read
" g
N " L . L . "
940 3960 3980 4000 4020 4040 4060

Attack: As in Attack 6.

SCADA concealment: Replay attack (L_T1, F_PU1, F_PU2, S_PU1, §_PU2).
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dataset_b03

01. TANK LEVEL (Attack #8 )

k| PRESSURE T1
8ET T T T T T r o 7 oFT T T T T T — T
;7 without aitacks | | ;7 ———— SCADA reading
o, L L ' L ' ' L s a ofF, ' L ' L L L L L i
300 310 320 330 340 3850 360 370 380 390 300 310 320 330 340 350 380 370 380 390
T2 PRESSURE T2
j - ——ailacks ] 3 . —— attack
of without attacks | | pE ———— SCADA reading
(1] L L ' ' ' L ' ' d ok, 1 ' ' ' ' ' L s h
300 310 320 330 340 350 360 370 380 2390 300 310 320 330 340 350 380 370 380 390
T3 P T3
: [ — atacks ] s [ — attack
i without attacks | | 3F ———— SCADA reading
ot L L s L L L L i (1] 1 L s L L L L L i
300 310 320 330 340 350 360 370 380 2390 300 310 320 330 340 350 380 370 380 390
T4 PRESSURE T4
S L ——— aftacks ] 3 L ——— attack
P without attacks af ———— SCADA reading
ok, L L s L ' L L s a O, ' L s . L L L L L
300 310 320 330 340 350 360 370 380 390 300 310 320 330 340 350 380 370 380 390
T5 P T5
i F——— ] of P——
2 = wilhout aftacks | | 2 = SCADA reading
(1] < L L " L " " L " i (1] = " L " " L " " L i
300 310 320 330 340 350 360 370 380 2390 300 310 320 330 340 350 380 370 380 390
T6 T6
: r —— altacks ] 3 r —— attack
M without attacks | | M ———— SCADA reading
oL, L L L L L L L L a [ = L L s L L L s L h
300 310 320 330 340 350 360 370 380 390 300 310 320 330 340 350 380 370 |0 300
7 T7
o T T T T T T T T n e T T T T T T r T T
L ——attacks ] L ——— attack
; MWNM ] 3 T
oL, L s L s s L s o L L L L L L h

L a s s L
300 310 320 330 340 350 360 3ro 380 380 300 310 320 330 340 350 360 370 380 390

Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S PU5).

02, JUNCTIONS (1) (Attack #8)

P 4280 J280
209 T T T T q 99 T r T q
— A ACKS — AckS
0 altacks — SCADA
298 1 298f
. — . . . i PN . . .
300 310 320 30 M0 380 360 70 380 300 300 310 320 330 M0 350 360 370 380 390
P J269 J269
[r———rry
sk SCADA
390 |0 390
J300
T T T
— attacks
———scADA
|0 390
T T
—— attacks
SCADA
sol . . . . . ' . . . . .
300 310 320 330 30 380 360 370 380 380 |0 380
J289
v T T
— attacks
— SCADA
|0 390
P J415
100] —— aliacks —— attacks
= no attacks. SCADA
80
.

h L h . s L L . . ' L
300 310 320 330 340 380 360 aro 380 390 T a0o 310 320 330 340 350 380 370 380 390
Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.

SCADA concealment: Replay attack (L_T3, F_PU4, F_PU5, S_PU4, S_PU5).
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03. JUNCTIONS (2) (Attack #8 )

PRESSURE J302 PRESSURE J302
40T T T T —T T T T T
atacks 30
o attacks | | 25,
4 20
L L . 15 . L i
70 380 390 370 380 390
— aliacks
SCADA
380 390
T T
e attacks
SCADA
380 380
T T
——— attacks
——— sCADA
60 ]
300 310 320 330 340 350 360 370 380 390 380 390
PRESSURE J14
T T T T T
40 —attacks [—
o attacks SCADA
3% ]
30 L h L L
300 310 320 330 340 3850 360 aro 380 390 380 390
P Jaz2
—— altacks —— attacks
0 = no attacks | | b ——— SCADA
25 1 25
L " L L " . L L
38

L L L s L s L s L s L
300 310 320 330 340 350 360 3ro 380 380 " 300 310 320 330 340 350 360 370

Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S PU5).

04. PUMP STATUS (1) (Attack #8 )

STATUS PU1 STATUS PU1
2rT T T T T T T T T T T T T T
acks
1 attacks | | 1
or 1 oF
bl L . " L n s n n . gl L L n , L n . n n
300 310 320 330 340 350 360 aro 380 380 300 310 320 330 340 350 360 370 380 390

STATUS PUZ

B STATUS PUZ

300 310 320 330 340 350 3680 370 380 390
STATUS PU3
T T

300 310 320 330 340 350
STATUS PU3
T T

300 310 320 330 340 350
STATUS PU4
T T

300 310 320 330 340 350 360 370 380 380
STATUS PU4
T T

b L ke s s L L L L
300 310 320 330 340 350 360 ano 380 390 300 310 320 330 340 350 360 370 380 380

STATUS PUS STATUS PUS
T T T T

0 4

. 300 310 320 330 340 350 360 aro 380 380 300 310 320 330 340 350 360 370 380 390

B STATUS PU6 STATUS PU6

1 1

0 f ]

i L L ' L L ' L s L 4l ' L ' L L L L L L
300 310 320 330 340 350 360 aro 380 390 300 310 320 330 340 350 380 370 380 390

Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S_PUS5).




A-28

05. PUMP STATUS (2) (Attack #8 )
S'I:ATUS PI.‘IT .

T T T T

A W Um

ok

i L L ' L L
300 310 320 330 340 350

STATUS PU8

STATUS PU7
T T

U

" 300 310 320 330 340 350
STATUS PUB

300 310 320 330 340 350 360 3o 380 380 300 310 320 330 340 350 3680 370 380 390
STATUS PU9
T T

300 310 320 330 340 350 360 300 310 320 330 340 350 360 370 380 380

B STATUS PU10 STATUS PU1D
T T T T T T T T T
!
oF |.I IJ u ” M ﬂ II I.I 4
pm L L s L \ ' L s L 4l ' L s . L L L L L
300 310 320 330 340 350 360 370 380 390 300 310 320 330 340 350 380 370 380 390
2 STATUS PU11 STATUS PU11
T T T T T T T T T T T
L —ttacks | | |
1 I | no attacks 1
0 4
4 s L s s " R s s s s L
300 310 320 330 340 350 360 aro 380 390 "300 310 az0 330 340 350 360 aro 380 390
3 STATUS V2 STATUS V2
1 1
of [N | N I 1 ] o L [ I
L L L s L s s L s L s s L s L L L L L L
. 300 310 320 330 340 350 360 3ro 380 380 “300 310 320 330 340 350 360 370 380 390

Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S PU5).

06. PUMP FLOW (1) (Attack #8 )

FLOW PU1

120 g 120)
100, 1 100
. : h . . . .
300 310 320 330 340 350 360 370 380 390
FLOW PU2
100 100
s0- 50
300 310 320 330 340 350 360 370 380 390 30 810 420 330 340 350 360 370 380 390
FLOW PU3 FLOW PU3
1T T - - . . - r - 1 - T T - : T - T
— aftacks —tiacks
o ——— o attacks | | SCADA
30 30 30 30 a0 0 %0 0 380 390 ;0 a0 a0 330 30 350 380 370 380 390
FLOW PU4 FLOW PU4
40 - ; - - 40+ . T : k T : :
20+ 20F
%30 a0 a0 30 0 3/0 %0 370 30 30 300 310 320 330 340 350 380 370 |0 390
FLOW PUS FLOW PU5
1T . . : Y . r 1T . ! T : ; T . T
— ot BCKS. — attacks
0 0 altacks | | — SCADA
a0 30 320 a0 a0 0 %0 a0 280 290 a0 a0 a0 390 30 350 360 370 380 390
W0 FLOW PUG g FLOW PU6
JE—r
201 SCADA
0 . . . . . . b L \ \ L \ . L 1 .
300 310 320 330 340 380 360 370 380 380 300 310 320 330 340 350 380 370 80 390

Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S_PUS5).
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07. PUMP FLOW (2) (Attack #8 )

FLOW PUT FLOW PUT
50 j“ 50 ’.l
o \ llﬂ L L \ . . ol | . \ 1 L \ \
300 310 0 330 340 380 360 aro 380 380 300 310 0 330 340 350 380 370 380 390
w FLOW PUB FLOW PU8
20+ ’- 20
0 | + u Ll L 1 L TR | - -
200 310 20 330 340 360 360 370 380 390 Ya0 a0 a0 30  s0 a0 380 870 380 390
FLOW PUS FLOW PU3
= r - - r : - - - 1 - r - - r : - r
— it CkS —tiacks
o ——— o attacks | | SCADA
30 30 30 30 a0 0 %0 0 380 390 ;0 a0 a0 330 30 350 380 370 380 390
FLOW PU10 FLOW PU1D
40 T - 401 T T T T T T :
20f
300 310 320 330 340 350 360 370 380 390 “a0 310 @20 330 340 350 380 370 380 390
FLOW PU11 FLOW PU11
r T T r T T T v - T : : T -
201 — ttacks | | 20r
no attacks
10r 1 1or
300 310 320 330 340 350 360 aro 380 380 300 310 320 330 340 350 380 370 380 390
FLOW V2 FLOW V2
100 r - T - 1a0F - r - - T -
50+ 50
. 1 . . . A . . . y | - y . .
%30 30 320 30 0 /0 %0 370 30 30 Y30 310 a0 330 340 350 360 370 380 390
Attack: Attacker changes L_T3 thresholds controlling PU4 and PU5 by gaining control of PLC3. Low levels in T3.
SCADA concealment: Replay attack (L_T3, F_PU4,F_PU5, S_PU4, S PU5).
01. TANK LEVEL (Attack #9)
T PRESSURE T1
T T T T T T L T 7 o T T T T T 3
L s aMACKS i L o altack 4
: o s ! e |
o ' L L s L L . L 1 ot . L L . s L L ' 4
640 60 680 670 680 80 700 710 840 650 860 570 680 690 w0 710
PRESSURE T2 PRESSURE T2
3 ] 3 E [rm—— i
——— SCADA reading
2 1 2 1
o L L L L L L L L 1 = " L L L L L L L 3
640 650 660 670 680 690 700 710 640 650 660 670 680 690 0 710
T3 PRESSURE T3
s : . ; - : : - o : : : : : — =
;_ without attacks | | ;_ ———— SCADA reading | |
ot L L L ' L L L L k| of L L L L L s k!
640 650 660 670 680 580 700 710 540 650 650 570 680 630 700 710
T4 PRESSURE T4
o T T v = T : - e T T : T T r 1
attacks ] = atlack 4
;_ without attacks ;_ ———— SCADA reading | |
ot s L L s L L L L k| o L L L L L L L s k!
540 650 660 670 680 580 700 710 540 650 660 570 680 630 700 710
PRESSURE T5 PRESSURE T5
of ] of ]
2 i o ———— SCADA reading | |
ok . . . . . . E [} — . . . . . . E|
640 650 660 670 680 880 700 710 840 650 660 870 680 690 700 710
T6 PRESSURE T6
N — v - : ! 1 P : : - v : 1
iz pr——— ] °F [——n ]
i without attacks | | ok ———— SCADA reading | |
ot L L L ' L L L L k| o L L L L L L L L k|
540 650 660 670 680 580 700 710 540 650 660 570 680 630 700 710
PRESSURE T7 PRESSURE T7
[ p e tacks ] attack
QAN At by
oc L L L L L L L L 1 L L L 1 L L L L 1
640 650 660 670 680 880 700 710 840 650 660 670 680 690 700 710

Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
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02. JUNCTIONS (1) (Attack #9 )

PRESSURE J280 PRESSURE J280
200 T : T T : 3 209F T T . T
— attacks
= na attacks
298 ] 208}
i L i b i It 1
6840 850 860 70 680 890 700 710 840 650 860 870 680 690 700 710
w© PRESSURE J269 ) PRESSURE J269

L L .
840 650 880 870 680 820 700 710
PRESSURE J300

L
640 850 660 670 880 890
PRESSURE J300

. 0
20 ; .
640 650 660 670 680 690 700 70 840 650 660 670 680 690
PRESSURE J256 PRESSURE J256
100 T T T T T T 100 T T T T T T
B0 1 a0f-
E— 650 660 670 680 500 700 710 T 650 660 670 680 690 700 710

PRESSURE J289 PRESSURE J289

attacks —— altacks
2 ———— no attacks sl SCADA
2 L n " L 30 L . "
640 650 660 670 680 680 700 710 640 650 660 670 680 690 700 710
PRESSURE J415 PRESSURE J415
80| 80
sof 1 6of-
s I I L L I " L L L L . L L . L
640 850 660 670 680 680 700 710 640 650 860 670 680 630 700 710

Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.

03. JUNCTIONS (2) (Attack #9)

PRESSURE J302 PRESSURE J302

30 1 30
25
20 4
20 h L n
B840 850 660 670 880 890 700 710 640 650 880 870 680 690 700 710

PRESSURE J306 PRESSURE J306

640 650 660 670 680 690 700 710 640 650 660 670 680 690 700 710
PRESSURE J307 PRESSURE J307
T T T T

640 650 660 670 680 690 700 710 640 650 660 670 680 690 700 710
PRESSURE J317 PRESSURE J317
; : | ;

B840 850 860 670 880 890 T00 710

J14
: 1
40 atacks | -|
—— no attacks
35
30 " " L 1 n L
640 650 660 670 680 690 700 710 640 650 680 670 680 690 700 710

PRESSURE J422 PRESSURE J422

h L L L L L L T T h L L
640 650 660 670 680 690 700 710 640 650 660 670 680 690 700 710

Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
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04. PUMP STATUS (1) (Attack #9 )

2 STATUS PU1 STATUS PU1

T T T T T T T T T T

ttacks

1 no attacks | | !
or 1 or 1
! 640 850 660 670 680 690 700 710 : 640 650 880 670 680 690 700 710
2 STATUS PU2 STATUS PU2
: |
oF
5 L . . n . .

640 850 660 670 880 690

STATUS PU3

640 650 660 670 680 690

2 STATUS PU4
T T T T T T

A g Iy N

o ]

! 640 650 660 670 680 690 700 710 B 640 650 660 670 680 690 700 710

2 STATUS PUS 2 STATUS PUS

1t R e

0 ] ]

! 640 650 660 670 680 690 700 710 : 640 650 660 670 680 690 700 710

2 STATUS PUB 2 STATUS PUB

1+ 1+

0 1

4 n . . n L . " L i s L L L L L . "

640 850 660 670 680 680 700 710 640 650 680 670 680 690 700 710
Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
05. PUMP STATUS (2) (Attack #9 )
2 STATUS PU7 STATUS PUT
T T T T T T T T T T T
1 == w
no attacks
Jul U o ] JU U I
! 640 850 660 670 680 690 700 710 : 640 650 880 670 680 690

STATUS PUB STATUS PUB

640 650 660 670 680 690 700 710 640 650 660 670 680 690 700 710
STATUS PU9 STATUS PUS

640 650 660 670 680 680 700 710 640 650 660 670 680

B STATUS PU10 STATUS PU10
T T T T T T T T
ST LD ipl il LI L
or or
! B840 850 860 670 880 890 T00 710 -’ B840 650 880 670 680 690 700 710

STATUS PU11

1" M o mtncks | | it

B840 850 660 670 880 890 T00 710 : B840 650 880 870 680 890 700 710

STATUS PU11

, STATUS V2 STATUS V2
no attacks
o1 L] | ] o i [ ]
A ‘ ‘ . . ‘ . . I . . . . . ‘ .
640 650 660 670 660 60 700 70 80 0 660 670 @80 60 700 710

Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
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06. PUMP FLOW (1) (Attack #9 )

FLOW PU1 FLOW PU1
120 T T T 3 120, T T r T T T
100k . 1 1005 L-N
640 650 660 670 680 690 700 710 T sa0 650 660 670 680 690 700 710
o ‘ FLOW PUZ ) . : FLOW PU2 ‘ )
w.‘l — attacks —aftacks
50 = na attacks s0f SCADA | |
o . . . 1 . . L , 0 ' \ . . , \ . \
6840 850 660 670 680 690 700 710 840 650 860 670 680 690 700 710
1 FLOW PU3 1 FLOW PU3
—gacks — A ACKS.
0 ——— no attacks | | ScADA| |
4 L L L . ; . . . L
640 850 660 670 680 890 00 710 640 650 860 670 680 690 700 710
FLOW PU4 FLOW PU4
40 r - T - T 4 T T T T T
20r 200
E—r 650 660 670 680 680 700 710 T a0 650 660 670 680 690 700 710
| FLOW PUS , FLOW PU5
attacks — allacks
0 = no attacks | | SCADA | |
R 650 660 670 680 680 700 710 T 650 660 670 680 680 700 710
| FLOW PU§ , FLOW PUB
—— — atlacks
5 ——— no atiacks | | scADA| |
4 " . . L L . . \ 4 " \ , " L \ . L
640 650 660 670 680 690 700 710 840 650 860 670 680 690 700 710
Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
07. PUMP FLOW (2) (Attack #9 )
FLOW PUT7 FLOW PUT
50/ —_— x I 3 50 —
W —T pr—rory 'I
= na attacks
R 650 660 670 680 690 700 710 T 650 680 670 680 690 700 710
w FLOW PUS ) FLOW PUB
20 200
°T e w0 e 670 680 ) 700 710 Y 7B w0 e 670 680 590 700 710
; FLOW PUg , FLOW PUS
— attacks —aftacks
o ——— o atiacks scapA| |
! 640 650 660 670 680 690 700 710 B 640 650 660 670 680 690 700 710
FLOW PU10 FLOW PU10
40 : : : 4 v ! T T T T T v
0 20 l ﬂ ——5cADA| |
R 850 860 670 680 890 700 710 T 650 680 870 680 €90 700 710
FLOW PU11 ; FLOW PU11
20F —— atacks
scapa| |
10F
E— 650 660 670 680 690 R 650 860 670 680 690 700 710
FLOW V2 FLOW V2
100 T : : : : 100, - : : - ; : :
50+ 501
5 ) . L n . " . " . \ " . \ . L
640 650 660 670 680 880 700 710 840 650 660 870 680 690 700 710

Attack: Attacker alters L_T2 readings arriving to PLC3, which reads a constant low level and forces Valve V2 open, leading T2 to overflow.
SCADA concealment: Polyline to offset L_T2 increase.
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01. TANK LEVEL (Attack #10)

T PRESSURE T1
N T T T T T T T s T T T T T
[ — attacks ] [ —— attack
; I without attacks | | ; L — A reading
OF . L s L L L s k! (o] L L L L L L L k!
870 875 880 885 890 895 200 905 a70 875 880 885 890 895 200 905
T2 PRESSURE T2
i [ —— attacks ] s [ ——— aftack 1
2 without attacks M ———— SCADA reading
o] L L L L L L L 1 L] L L L L L L L 1
870 875 880 885 880 895 900 905 aro 875 880 885 890 895 900 905
T3 PRESSURE T3
5 = ——— attacks ] s - ——— attack 1
2+ without attacks | | 2t = SCADA reading
o] L L s L L L s k! (o] - L L L L L L L k!
870 875 880 885 890 895 900 905 a70 875 880 885 890 895 200 905
T4 PRESSURE T4
e T T T T T T T s T T T T T
— aftacks ] — altack
;_ without attacks | | ;_ ——— SCADA reading | |
o] L L s L L L s k| 1] - L L L s L L L k!
870 875 880 885 890 895 200 905 a70 875 280 885 890 895 200 905
PRESSURE TS PRESSURE T5
H i Ml — atack ]
2 ] oF ——— SCADA reading| |
o] S ' L L n s | (1] Y L ' n s n ' n 1
870 875 880 885 880 895 900 905 aro 875 880 885 890 895 900 905
T6 PRESSURE T6
- T T T T T T ] Y- T T T — ]
B [—— 1 F _i 1
;, without attacks | | ;, ——— SCADA reading | _|
2] s L L ' L L L ' | L] L L L L L L L 1
870 875 880 885 890 895 900 905 870 875 830 885 890 895 200 905
PRESSURE T7 PRESSURE T7
sF T T T T T T T 3 s T T T T T T T 3
b attacks ] I —at ]
SN NN =] N~
oL L L N L L L L 1 L] L L L L L L L 3
870 ars 880 885 890 895 800 905 870 875 880 885 890 8e5 200 905
Attack: Malicious activation of Pump PU3.
SCADA concealment: -
02. JUNCTIONS (1) (Attack #10 )
J280 J280
299F T T T T T T T T 3 299F T T T T T T T T 3
attacks e attacks
no attacks 2985 SCADA |
= Y e , NN = ] %
]  —
870 875 880 885 890 895 905

gt
1

8
&

!

21
&

i
5,

I I
§

22
gEl 8
]

900 905
J415
e atiacks
———— no attacks | |
s L L L
870 875 880 885 890 895 900 905

§_
g_

T T
J—ry i
SCADA
900 905
T T
e altacks
e SCADA | |
900 905

J289

sl
&

:

Ja15

870 875 880 885 890 895 900 905

Attack: Malicious activation of Pump PU3.
SCADA concealment: -




A-34

03. JUNCTIONS (2) (Attack #10 )

o PRESSURE J302 PRESSURE J302
T T T T T T T
30 30
201 1
870 875 880 885 890 895 900 905 “ar0 875 880 885 890 895
PRESSURE J306 PRESSURE J306
80+ 1 80
701 1 70
80 n L . &0 L n
870 ars 880 885 880 895 200 905 870 875 880 885 890 895
0 PRESSURE J307 PRESSURE J307
30, 30
201 . . . " ! n
870 875 880 885 890 895 U s0 875 880 885 890 895

PRESSURE J317

PRESSURE J317
T

1 60
870 a7s 880 885 890 835 500 905 a70 875 880 885 890 895 %00 905
F J14 F J14
I I T I
40 attacks | 40 —— altacks
= no attacks SCADA
35 1 35
30 L L L L L | 30 " L L L L
870 a7s 880 885 890 835 500 905 a70 875 880 885 890 895 %00 905

PRESSURE J422 PRESSURE J422

20—t L L s L L L L L L L
870 875 880 885 880 895 800 905 870 875 880 885 890 8e5 200 905

Attack: Malicious activation of Pump PU3.
SCADA concealment: -

) STATUS PU1 STATUS PU1
T T r T T T T T T T
attacks
1 no attacks 1
or R of
870 875 880 885 890 895 900 905 870 875 880 885 890 895
) STATUS PU2 STATUS PUZ
s attacks | | HE
o ]
870 a5 880 885 830 895 900 905 I 870 875 880 885 890 835
5 STATUS PU3 STATUS PU3
1 I '\]
0 1 0
T a75 880 885 890 895 900 905 " ar0 875 880 885 890 895 200 905
) STATUS PU4 STATUS PU4
T T T . . ! T T T T T
1+ 4 1k ahacks
870 a5 880 885 890 895 900 905 -’ 870 875 880 885 890 895 900 905
5 STATUS PUS STATUS PUS
—— atacks
r na attacks T
o ]
870 a7rs 880 885 890 895 900 905 o’ 870 875 880 885 890 895
5 STATUS PUG STATUS PUG
1F 1+
o ]
| - . . " L ! . " oy - . ! . " . . .
870 876 880 885 800 895 900 905 870 875 880 885 890 895 900 905

Attack: Malicious activation of Pump PU3.
SCADA concealment: -




05. PUMP STATUS (2) (Attack #10)

A-35

2 STATUS PU7 STATUS PUT
T T T T T T T T T
1 s 1
L0 U LITr ] o L LI ]
870 875 880 885 890 895 900 905 870 875 830 885 890 895
2 STATUS PUB STATUS PUB
no attacks
NI | | ] o—1 L LI ]
. L . . L . L n . L . L .
870 875 880 885 890 895 900 905 870 875 880 885 890 895
2 STATUS PUS STATUS PUS
1+ 1 1
0 i ]
4 " . " . ” . " . .
870 a7s 880 885 8s0 895 900 905 870 875 880 885 890 895
2 STATUS PU10 STATUS PU10
T T T T T T T T T T T T
1 1 1
NI N LILr ] JL U LI ]
T 875 880 885 890 895 ) 905 o 875 880 885 890 895 200 905
2 STATUS PUT1 2 STATUS PU11
—— attacks
T no attacks T 1
0 ]
T 875 880 885 890 895 £ 905 ) 875 880 885 890 895 200 905
2 STATUS V2 STATUS V2
1 1 ]
of [ — LJ ] of | I ]
] - L . " n L . " n . L . n . L .
870 875 880 885 880 895 800 905 870 875 880 885 890 8e5 200 905
Attack: Malicious activation of Pump PU3.
SCADA concealment: -
06. PUMP FLOW (1) (Attack #10 )
FLOW PU1 FLOW PU1
10| ' R 110 ' ' 1
100| 100 1
90t g a0k T~ 1
870 875 880 885 890 895 900 905 870 875 830 885 890 895 200 905
FLOW PU2 FLOW PU2
101 — T T 1 T T T T T T
— aftacks
sof —— no attacks | _| ]
ol L . —_ L . s gl . L . " . L .
870 875 880 885 890 895 900 905 a70 875 880 885 890 895 900 905
FLOW PU3 FLOW PU3
O — — T T — — T T
e aftacks — altacks
50 ——— o atiacks | | 50 SCADA | |
0 870 875 880 885 880 895 800 05 a0 875 880 885 890 885 800 905
FLOW PU4 FLOW PU4
40— T T T 4 T T T T
200 20f 1
%m0 875 880 885 890 895 900 905 870 875 830 885 890 895 200 905
p FLOW PUS ; FLOW PUS
attacks — AN ACKS
o —— no atiacks SCADA | |
T 875 880 885 890 895 900 905 e 875 830 885 890 895 200 905
; FLOW PUG ; FLOW PU&
—— attacks ——altacks
o —— no atiacks SCADA
] — L . L L L . L o] - . L . L . L .
870 875 880 885 880 895 900 905 aro 875 880 885 890 895 900 905

Attack: Malicious activation of Pump PU3.

SCADA concealment: -




A-36

07. PUMP FLOW (2) (Attack #10 )

FLOW PU7 FLOW PU7
50 50
a0 875 880 885 890 895 900 905 " er0 875 830 885 890 895 200 905
W0 FLOW PUB P FLOW PUB
200 20t 1
ol— L . " . " ol— . n . n L .
870 875 880 885 890 895 900 905 870 875 880 885 890 895 200 905
1 FLOW PU9 1 FLOW PU9
—gacks — allACkS
0 — no attacks | _| SCADA | |
4 " . " . ” . " . . " .
870 a7s 880 885 8s0 895 900 905 870 875 880 885 890 895 200 905
FLOW PU10 FLOW PU10
40— T T T T T “ T T T T T T
20 1 20 1
0 875 880 885 80 895 ) 905 T 875 880 885 890 895 200 905
FLOW PU11 1 FLOW PU11
20 R — allacks
SCADA | |
10 1
"= 875 880 885 890 895 £ 905 ) 875 880 885 890 895 200 905
FLOW v2 FLOW v2
1000 T T T r T 1 100F T T T T T 1
s0f s0f 1
ol— L . n L . " n . " . n . L .
870 ars 880 885 890 895 800 905 870 875 880 885 890 8g5 200 905
Attack: Malicious activation of Pump PU3.
SCADA concealment: -
01. TANK LEVEL (Attack #11)
T PRESSURE T1
N T T T T — T T s T T T T
ar e itk ] ik —— attack ]
2= without sttacks | | 2F ———— SCADA reading | |
(o] L L L L L L s k! (1] L L L L L L L k!
240 945 950 955 960 965 970 a75 940 845 950 955 960 965 970 a75
PRESSURE T2 PRESSURE T2
s T : : 3 s T T T T 3
4 R 4 1
2 1 2 1
[+] iy L L L L L L L 1 L] oy L L L 1 L L L 1
940 945 950 955 960 965 870 975 940 845 950 955 960 965 970 75
PRESSURE T3 PRESSURE T3
s T T T T 3 sF T T T T T T
[—— — attack
;7 o without attacks ;7 ———— SCADA reading
o] L L L L | (] L ' L L ' L |
940 945 950 955 960 965 970 975 940 945 950 955 960 5 970 975
T4 PRESSURE T4
N T T T T T T T 7 sF T T T T T ]
i attacks 4k — altack
Ms without attacks aF — A reading
2] s L L L L L L s i L] L L L L L L L 1
940 945 950 955 960 965 970 975 940 945 950 955 960 965 970 975
PRESSURE T5 PRESSURE T5
s [ attacks ] S L —— attack ]
M e — without attacks | | M e SCADA reading | |
o] L L n L L 1 1] L L L ' L L L |
840 5 50 955 960 965 970 975 940 945 950 955 960 965 970 975
T6 PRESSURE T6
P — T T T T T T T ] P — T T T T T 7
M | aftacks 1 il —— aftack 1
2] without attacks | | 2k ———— SCADA reading | |
o] L L L L L L . k! (1] L L L L L L L k!
240 45 950 955 960 965 970 a75 940 945 950 955 960 965 970 a75
PRESSURE T7 PRESSURE T7
& T T : : T T v 1 o T T T T T T T
L — attacks ] [ — attick 1
IS ‘/\--—-/\‘ : ——— SCADAreading| |
2] L L L L L L L 1 L] L L L 1 L L L 1
840 945 950 955 960 965 870 975 940 845 950 955 960 965 970 a75

Attack: As in Attack 10.
SCADA concealment: -




02. JUNCTIONS (1) (Attack #11)

A-37

296

PRESSURE J300

PRESSURE J280 ) PRESSURE J280
_\ attacks

208 ey, o mtocks | 1 2975 1
L-LJ 297 ]

940 95 950 955 960 965 970 975 %40 945 950 955 960 965

PRESSURE J269 . PRESSURE J269
40 "L . aitacks ]
na attacks 45
A ’ “ '
. , . . \ . . \ n f N
940 95 950 955 960 965 970 975 %0 45 950 955 960 965

PRESSURE J300

940 95

955

PRESSURE J256

960

940

950 955 960 965
PRESSURE J256
T T

970 a75

70 r A . L E 70 n A n . E
240 45 950 955 960 965 970 a75 940 845 450 955 960 965 970 a75
PRESSURE J289 PRESSURE J289
30 attacks | a0 B
no attacks
25 1 25 1
T 45 950 955 960 965 970 a75 ' ea0 845 950 955 960 965 970 a75
PRESSURE J415 PRESSURE J415
aNacks.
o .
70 R 70r 1
sol— L . " n L . " sol— . L . n . L .
840 45 50 955 960 965 70 75 940 945 950 855 960 965 970 ars
Attack: As in Attack 10.
SCADA concealment: -
03. JUNCTIONS (2) (Attack #11)
0 PRESSURE J302 PRESSURE J302
T T T T T T T
attacks |
. ==l -
25 1
20k T . ) n L . . E 20— n L I . .
940 945 950 955 960 965 970 975 940 945 950 955 960 965
PRESSURE J306 PRESSURE J306
T T T T T T T T T T T
80l attacks | a0 ]
no attacks
70 1 70 B
540 45 950 955 960 965 970 a75 1 aa0 845 950 955 960 965 970 975
. PRESSURE J307 PRESSURE J307

955

960

L s
965 970 975 940

50 855 960 965

870 a75

PRESSURE J317

PRESSURE J317
T T

atacks

70 70, b
Lo . . 1 60 . . . 1
940 a5 950 955 960 965 970 975 %40 45 950 955 960 965 970 975

F J14 F J14
anacks — AN BCKS.
4o ——— o atiacks 40F SCADA | ]
30 " . . . . . J a0k n . . . . . . J
940 s 950 955 960 965 970 975 %40 45 950 955 960 965 970 975

PRESSURE J422

b 25

PRESSURE J422

L L
940 s

955

L
960

970 a75

Attack: As in Attack 10.
SCADA concealment: -
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04. PUMP STATUS (1) (Attack #11)

) STATUS PU1 STATUS PU1
T T r T T T T T T
attacks
1 na attacks | | ! ]
or R of 1
e 95 950 955 960 965 970 975 e 45 950 955 960 965 970 975
) STATUS PU2 STATUS PUZ
s attacks 1 B
na attacks
o— 1 ] oL ]
oy - . . . . . L oY I . . . . . . .
40 945 950 955 960 965 970 975 %0 w5 950 955 960 965 970 975
) STATUS PU3 STATUS PU3
1 1 ]
0 0 1
4 A . . 4 . A . . . .
940 945 950 955 960 965 %0 45 950 955 960 965 970 975
STATUS PU4
2— T T T T T T T
s ]
o [ I | R ] oS ]
T 945 950 955 960 965 570 975 a0 945 950 955 960 965 970 975
) STATUS PUS ) STATUS PUS
— altacks
r no attacks | | T 1
0 ] ]
T 245 950 955 960 %65 570 975 a0 945 950 955 960 965 970 975
) STATUS PUB STATUS PUE
atacks
r no attacks | | T 7
0 ] ]
o - \ . " L \ . L o - . \ . " . \ .
%40 %5 950 955 960 965 970 975 %40 5 950 955 960 965 970 975
Attack: As in Attack 10.
SCADA concealment: -
05. PUMP STATUS (2) (Attack #11)
) STATUS PU7 STATUS PUT
T T r T T T T T
1 1 1
o, W U ] —u L 1
e 95 950 955 960 965 970 975 e 45 950 955 960
) STATUS PUB STATUS PUB
s attacks 1 B
[T Ll e sacks ]
o ] ]
TS 945 950 955 960 975 om0 945 950 955 960 965 970 975
5 STATUS PUS STATUS PUS
1+ 1+ 1
0 ] ]
TS 945 950 955 960 965 970 975 T 45 950 955 960 965 970 975
) STATUS PU10 STATUS PU10
r T = T T T T T T
ahacks
L | U L~ ==
T 0 , T LI ,
oo 5 950 955 960 965 970 975 T e 5 950 955 960 965 970 975
5 STATUS PU11 STATUS PU11
—— atacks
- no attacks T b
o ] ]
o 5 950 955 960 965 970 975 T e 5 950 955 960 965 970 975
5 STATUS V2
1 1+ 4
' _| 1 ' J—l_,_ 1
| - ! . " ! . L oy - . | . " . . .
840 945 950 955 960 965 970 975 940 45 950 955 960 966 970 975

Attack: As in Attack 10.
SCADA concealment: -




06. PUMP FLOW (1) (Attack #11)

A-39

FLOW PU1 FLOW PU1
T T r T 100 T T T
0 J
a0 J
950 955 960 965 970 975
FLOW PU2
100, ! FLowey T
s0F s0f 1
oL 1 . . 0 " . 1 .
940 945 950 955 960 950 955 960 %65
FLOW PU3 FLOW PU3
00— 100, —
940 945 950 955 960 N 950 956 960 965 970 975
FLOW PU4 FLOW PU4
40— T T 4 T T T
20r 200 1
LTy 945 850 955 360 b 950 955 960 965 570 975
| FLOW PUS , FLOW PU5
— allacks
o SCADA | |
T 245 950 955 960 : 950 955 960 965 970 975
| FLOW PU§ , FLOW PUB
[——prr
5 scADA| |
o -t . . . L 4 \ . " . \ .
940 945 950 955 960 950 955 960 965 970 975
Attack: As in Attack 10.
SCADA concealment: -
07. PUMP FLOW (2) (Attack #11)
FLOW PUT7 FLOW PUT
50 50
LT 95 950 955 960 b 950 955 960 965
FLOW PU8 ) FLOW PUB
40— ! ; T
20 20 1
BT 945 950 955 360 b 950 955 960 965 970 975
; FLOW PUg , FLOW PUS
[r——r
0 scapA| |
TS 945 950 955 960 B 950 955 960 965 970 975
0 FLOW PU10 FLOW PU10
- T v T 4 T T T
ahacks
20F 20+ CADA | |
Ry 25 950 955 %60 N 950 55 %60 965 o70 975
p FLOW PU11 ; FLOW PU11
— AN BCKS.
o SCADA | |
o 5 950 955 960 : 950 955 960 965 970 975
FLOW V2 FLOW V2
100F 100 1
s0F s0f 1
5 . . . \ . . . .
840 5 850 955 960 950 955 960 965 970 975

Attack: As in Attack 10.
SCADA concealment: -




A-40

01. TANK LEVEL (Attack #12)

T PRESSURE T1
N T T T T I — Y — T T T
A — attacks ] M —— attack ]
2 without attacks | | 2 ——— SCADA reading | |
ot L L L L . s A o L L L L L L L
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
PRESSURE T2 PRESSURE T2
i ” ———— attacks 1 S 1
PN AN s | : ,
oc L L L L L = oF L L L L L L .
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
T3 PRESSURE T3
s — T T T T ~ T 1 S — T T T T L ]
ak without attacks | | A == SCADA reading | |
oL L L L L . s A o L L L L L L e
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
T4 PRESSURE T4
N T T T T T — Y T T T T ]
4 attacks ] 4 ——— attack ]
P without attacks | | aF ——— SCADA reading | |
ot L L L L L s k! o L L L L L L L
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
PRESSURE TS PRESSURE T5
f [ attacks 1 S [ ——— attack 1
2 % /’\ without attacks 2 = SCADA reading
ot L ' L ' L il oL ' n ' L ' n il
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1380
T6 PRESSURE T6
T T T T T ] [ — T T T ]
4f . i
L L L L . ' = of L L L . L L L
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1380
PRESSURE T7 PRESSURE T7
T T T T T T — P T T T
ftacks
) OV MO 521 s N NAMAM ANl
oL L L L L L L = = L L L "
1240 1260 1280 1300 1320 1340 1360 1240 1260 12680 1300
Attack: As in Attack 9.
SCADA concealment: Replay attack (L_T2, F V2,8 V2, P_J422 P J14)
02. JUNCTIONS (1) (Attack #12 )
PRESSURE J280 PRESSURE J280
299 ;,.] T T 299 T T T e
29081 1 1
-

1240 1260 1280 1300 1320 1340 1360

1240 1260 1280 1300 1320 1340 1360

PRESSURE J256
T T T T
1240 1260 1280 1300 1320 1340 1360

PRESSURE J289

. L L L L
1240 1260 1280 1300 1320 1340 1360

1280

1300

PRESSURE J269

1340 1360

1280

1300

PRESSURE J300

1340 1360

20 j
0 1260 2% 1500 1220 a0 1360
PRESSURE J256
o ' ' ‘ ) attacks.
E CADA]
0w 1260 1280 Ta00 1320 1540 1360

PRESSURE J289

1280

1300

1340 1380

PRESSURE J415

1280

1300

L
1340 1360

Attac|

k: As in Attack 9.

SCADA concealment: Replay attack (L_T2, F_V2,§_V2, P_J422 P_J14)




03. JUNCTIONS (2) (Attack #12 )

A-41

PRESSURE J306
T T

PRESSURE J302
4 T T ; :
20k j
a 20 i
1360 1240 1260 1280 1300 1320 1340 1360

1260 1280 1300
PRESSURE J307

L
1340 1380

n
1240 1260 1280 1300 1320 1340 1360 e 1240
40 PRESSURE J307
W 1 30
20 ) X b 20
1240 1260 1280 1300 1320 1340 1360 1240

h L
1260 1280 1300
PRESSURE J317

T

L
1340 1360

1260 1280 1300
PRESSURE J422

. L L " . h \ " " . \
LT YT 1260 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
Attack: As in Attack 9.
SCADA concealment: Replay attack (L_T2, F_ V2,5 V2, P_J422 P_J14)
04. PUMP STATUS (1) (Attack #12)
) STATUS PU1 STATUS PU1
T T T T T T
1 1 1
or R of 1
1240 1260 1300 1320 1340 1360 T 1260 1280 1300 1320 1340 1360
) STATUS PU2 STATUS PUZ
1 1 ]
o] LI 1 of LI ]
1240 1260 1300 1320 1340 1360 T 1260 1280 1300 1320 1340 1360
5 STATUS PU3 STATUS PU3
1+ 1+ 1
0 ] ]
TS 1260 1300 1320 1340 1360 BT 1260 1280 1300 1320 1340 1360
) STATUS PU4 STATUS PU4
T T T T T T T

1300 1320 1340 1360 1240

1240 1260 1260 1280 1300
2 STATUS PUS STATUS PUS
——
T na attacks i b
1240 1260 1300 1320 1340 1360 - 1240 1260 1280 1300 1320 1340 1380
2 STATUS PUB STATUS PU6
1t 1 R
n I mn , | I |
1240 1260 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360

Attack: As in Attack 9.

SCADA concealment: Replay attack (L_T2, F_V2,§_V2, P_J422 P_J14)




A-42

05. PUMP STATUS (2) (Attack #12 )

STATUS PUT STATUS PUT

L s . ' ' A L L L
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
STATUS PUB STATUS PUB

. L
1240 1260 1280 1300 1320 1340 1360 o 1240 1260 1280 1300 1320 1340 1380

2 STATUS PUS STATUS PUS
1+ 1 1t
o J
BT 1260 1280 1300 1320 1340 1360 TR 1260 1280 1300 1320 1340 1360
) STATUS PU1D STATUS PU10
T T T T T T T r

1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360

2 STATUS PUT1 2 STATUS PU11
—— attacks

T |-| no attacks | | T

0 ]

T 1260 1280 1300 1320 1340 1360 T 1260 1280 1300 1320 1340 1360

2 STATUS V2 2 STATUS V2

1 1

o L Lo ] I A D O B

4 . L . L L " L i L . L s L . L

1240 1260 1280 1300 1320 1340 1360 1240 1260 12680 1300 1320 1340 1380
Attack: As in Attack 9.
SCADA concealment: Replay attack (L_T2, F_ V2,5 V2, P_J422 P_J14)
06. PUMP FLOW (1) (Attack #12)

FLOW PU1 FLOW PU1

120 120F T T
100
1240 1260 1280 1300 1320 1340 1360 1340 1360
FLOW PU2 FLOW PU2
o 3 100 N—— ' ~nr
— it ACKS
50k = 0 attacks s0f
240 1260 1260 1300 1320 1340 1360 20 1260 1280 1300 1320 1340 1360
; FLOW PU3 , FLOW PU3
— i acks —aftacks
o ——— o attacks SGADA
4 . . . . . . . . .
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1360
0 FLOW PU4 FLOW PU4
T - 4 T T | :
ahacks
200 20t CADA
0="2a 1260 1280 1300 1320 1340 1360 T 2a0 1280 Tizs0 1300 1320 1340 1380
p FLOW PUS ; FLOW PUS
anacks — AN BCKS.
0 = attacks SCADA
1240 1260 1280 1300 1320 1340 1360 1240 1260 1280 1300 1320 1340 1380
40 FLOW PU& . FLOW PUB
200 m H 20t
) . . . . . L " . . . . . . .
1240 260 1260 1300 1320 1340 1360 240 1260 280 1300 320 1340 1360

Attack: As in Attack 9.
SCADA concealment: Replay attack (L_T2, F_V2,§_V2, P_J422 P_J14)
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07. PUMP FLOW (2) (Attack #12 )

FLOW PUT7
50
" 2a 1260 1280 1300 1320 1340 1360
FLOW P
40 : owpus :
20 1
o ) | | I (0 11 I L .
1240 1260 1280 1300 1320 1340 1360
1 FLOW PU9
—gacks
0 = no attacks | |
p . . .
1240 1260 1280 1300 1320 1340 1360
FLOW PU10
40 T T T . .
20 1
Ry 1260 1280 1300 1320 1340 1360
FLOW PU11
20t 1
10F g
BT 1260 1280 1300 1320 1340 1360
FLOW V2
Joor— : - : - =
sob
o . | L L L .
1240 1260 1280 1300 1320 1340 1360

FLOW PUT
T 240 1260 1280 1300 1320 1340 1380
. FLOW PUB
20 1
0 L | IR I . - L L L
1240 1260 1280 1300 1320 1340 1380
1 FLOW PU3
; . . .
1240 1260 1280 1300 1320
FLOW PU10
4 T T T T T
1240 1260 1280 1300 1320 1340 1360
, FLOW PU11
— allacks
scapa | |
T 1260 1280 1300 1320 1340 1360

Attack: As in Attack 9.
SCADA concealment: Replay attack (L_T2, F_V2,§ V2, P_J422, P_J14)

01. TANK LEVEL (Attack #13)

T

L allacks ]
[ without attacks | |

L L L L L L L L L L
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
T2

one o

T T T T T T T T T

r ——— atlacks 1
[ without atiacks | |

1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
T3

omneo

” p—— ]

L without attacks | |

1580 1580 1600 1610 1620 1630 1640 1650 1660 1670 1680
T4

i p— ]
r without attacks | |

1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680
5

omeo

aneo

[ attacks ]
without atiacks | |

1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680

one®

T T T T T T T T

[ without attacks | |

onaa

- i i i i i i L i i
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
A

[ ———— altacks 1
without attacks | |

1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680

cneo

PRESSURE T1
— T r T T T T T ™
attack ]
L = SCADA reading | |

- L L L L L L L L L h

1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
PRESSURE T2
T T

one o

T T T

5 ]
H 1
M ]
o, s L s L L L L L L I
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
PRESSURE T3
s T r T T T
4t
2k
[ s L s L L L L L L I
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
PRESSURE T4
e T r T T T T T T T =
PN NS
of ——— SCADA reading | |
oL, A . . . . . L J
1580 1590 1600 1670 1620 1630 1640 1650 1860 1670 1680
PRESSURE T5
T T v T T T T T T
:’j — attack ]
5 ——— SCADAreading | |
oL . . . . . . . 4
1580 1500 1600 1610 1620 1630 1640 1650 1660 1670 1680
PRESSURE T6
6T r - T T T T T ‘_
o -i—anm ]
M ——— SCADAreading | |
oF ]

' ' L L L L L L L L
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
PRESSURE T7

1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.
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02. JUNCTIONS (1) (Attack #13 )

PRESSURE J280 PRESSURE J280
208 T T T T = 2 T T T
altacks
no attacks
298k 4 2981 4
L L T L A " L L L ty A T L A L L "
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
J269 J269
40, T T T T T T T T 40 T T T T T T T T
[E—— [—
30 —— no attacks | | 30 —SCADA | |
o 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 74580 1500 1600 1610 1620 1630 1640 1650 1660 1670 1680

PRESSURE J300 J300
T T T

25 25

o 1580 1590 1600 1610 1620 1630 1840 1650 1860 1670 1680 Y 1580 1590 1800 1610 1620 1630 1840 1650 1660 1670 1880
10 PRESSURE J256 PRESSURE J256

80+ BO~

0 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 "4s80 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680

PRESSURE J289
T T T

30
25
20 20
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
J415

p——y
80 = na attacks
1580 1590 1600 1610 1620 1630 1840 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, §_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.
03. JUNCTIONS (2) (Attack #13)
J302 J302
40 : T T 0 T ! T
anacks. — AMACKS
30 10 attacks | | 30/ e 5CADA | |
20 R 20 R
. . H L L " . n L n 1 ! . \ "
1580 1590 1600 1670 1620 1630 1640 1650 1860 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680
J306 J306
—ttacks | | 80 e attacks |
—— o attacks ———5CADA

1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620

1630 1640 1650 1660 1670 1680

PRESSURE J307 PRESSURE J307

1580 1590 1600 1610 1620 1630 1840 1650 1860 1670 1680 1580 1590 1600 1610 1620 1630 1840 1650 1860 1670 1680

PRESSURE J317 PRESSURE J317

1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630

1640 1650 1660 1670 1680

PRESSURE J14 PRESSURE J14
a0k 40,
36 35
30 q 30 1
1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680
J4z2
T T T T T T T T T
———— attacks ———— attacks
0 ——— no attacks | | ———s5CADA | 7|
20— . " . n . n . . n . 20— . \ n . n . n . n .
1580 1580 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1580 1600 1610 1620 1630 1640 1650 1660 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.
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04. PUMP STATUS (1) (Attack #13 )

STATUS PU1 STATUS PU1
2 T T T T T T T 2 T T T T T T T
attacks
! no attacks | | 1
oF 1 oF R
al . L . L . L L s L . |- L L L . L . L . L s
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
2 STATUS PU2 2 STATUS PU2
I 1k
o— L ] o— | ]
3880 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 3580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
3 STATUS PU3 2 STATUS PU3
1 1
0 1 1
380 1590 1800 1610 1620 1630 1640 1650 1860 1670 1680 “ise0 1590 1600 1610 1620 1630 1540 1650 1860 1670 1680
2 STATUS PU4 2 STATUS PU4
L I B B gy 1 Y O
of 1 oF 1
380 1590 1600 1610 1620 1630 1640 1650 166D 1670 1680 3880 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
2 STATUS PUS 2 STATUS PUS
1+ 1+
0 ]
-1
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
STATUS PU6 STATUS PUE
20— T T T 2 T T T T T T T
1 1
0 i ]
L . L . L . n . ' . . ] . ' L . L . L . L .
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.

05. PUMP STATUS (2) (Attack #13 )
STATUS PUT STATUS PUT
2 T T T T T T T T T 2| T T T T T T T T T
e | e — 1 - ==
b — SCADA | |
of ] LU T ]
1580 1590 1600 1610 1620 1630 16840 1650 1580 1590 1600 1610 1620 1630 1840 1650
2 STATUS PUB 2 STATUS PUB
O OO0 I L 0ot JSUUruUrLru LU
0 b 0 1
A 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 - 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
3 STATUS PU9 2 STATUS PU9
i 1
. ] ]
- 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 b 1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680
2 STATUS PU10 2 STATUS PU10

1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 " 4580 1580 1600 1610 1620 1630 1640 1650 166D 1670 1660
STATUS PU11 STATUS PU11

-1
1560 1590 1600 1610 1620 1630 1840 1650 1860 1670 1680 1560 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680
STATUS V2 STATUS V2
2— T T T T T 2— T T T T T
1 1
. | I I . [ I
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.
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06. PUMP FLOW (1) (Attack #13 )

FLOW PU1 FLOW PU1
T T
. 1 " . . . L L . L L Y N . . . . . L
1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680
FLOW PU2 FLOW PU2
00 1 pre—— T s T pr—— . i
sof s0-
U758 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 O=T58 1500 1600 1610 1620 1630 1640 1650 1660 1670 1680
X FLOW PU3 ; FLOW PU3
— atacks attacks
5 ———noatiacks | | ———scapa| |
380 1590 1800 1610 1620 1630 1640 1650 1860 1670 1680 “ise0 1590 1600 1610 1620 1630 1540 1650 1860 1670 1680
40 FLOW PU4 FLOW PU4
20+ , ' ” 20
073580 1590 1800 1610 1620 1630 1640 1650 1660 1670 1680 073580 1500 1800 1610 1620 1630 1640 1650 1660 1670 1680
: FLOW PUS | FLOW PUS
attacks — aftacks
o ——— no attacks ———scADA |
A Bl
1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680 1580 1580 1600 1670 1620 1630 1640 1650 1660 1670 1680
FLOW PUE FLOW PU6
1 T T T T T T T 1 T T T T T T T T
— atincks —— aitacks
. ——— no stacks | | ——scapa| |
1560 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.

07. PUMP FLOW (2) (Attack #13 )

w0 FLOW PU7 FLOW PU7
. 50 :
nacks
attacks
o . . . . . . " L . . . | A . . L
1580 1590 1600 1810 1620 1630 1640 1650 1660 1670 1680 1580 1590 1600 1670 1620 1630 1640 1650 1660 1670 1680
FLOW PUB FI.OW'PUB
40— - A 40— Ay A
20 20 | l
07580 1800 1600 1610 1620 1630 1640 1650 1660 1670 1680 0580 1590 1600 1670 1620 1630 7640 7050 1660 1670 1680
X FLOW PU9 ; FLOW PU9
— atacks attacks
5 ———noatiacks | | ———scapa| |
"Tiss0  1590 1800 1610 1620 1630 1640 1650 1860 1670 1680 “ise0 1590 1600 1610 1620 1630 1540 1650 1860 1670 1680

FLOW PU10

FLOW PU10

1660

1670

1680 1580 1590 1600 1610 1620 1630 1640 1660

1670
FLOW PU11

lEBU 1590 1600 ‘\510 1520 1630 1640 1650 1660 1670 1680 1580 1590 1600 1610 1620 1630 1640 1650 1860 1670 1680
FLOW V2 FLOW V2
100kg T T T T T T T T 1005 T T T T T T T
50 50
1580 1590 1600 1610 1620 1630 1640 1650 1660 1670 1680 " 1580 1500 1800 1610 1620 1630 1640 1650 1660 1670 1680

Attack: Attacker changes L_T7 thresholds controlling PU10 and PU11 by gaining control of PLC5, causing the pumps to switch continuously.
SCADA concealment: Replay attack (L_T7, F_PU10, F_PU11, S_PU10, S_PU11, P_J317, P_J307). Inlet pressure (P_J307) concealment terminates before that of other variables.
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01. TANK LEVEL (Attack #14 )

T PRESSURE T1
oF T T T T T T T 3 sF T T T T
a —— aitacks ] a —— attack ]
2 without attacks 2 == SCADA reading 4
ok \ . . . . . 4 o \ . . . . . . 4
1945 1950 1955 1360 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
T2 PRESSURE T2
j: [E— ] 2: — attack ]
p without atiacks | | a2k = SCADA reading | |
oL L . s L L L L 3 oL L L . s L L L 1
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
F T3 PRESSURE T3
M= — e o "
M without attacks | | 2F == SCADA reading
d L L s L L L L 1 o L L L L L L L
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
PRESSURE T4
8 § ! T q
4 4 B
2 2 1
0 0 . . . . |
1945 1950 1955 1960 1965 1970 1975 1980
PRESSURE T5
s 3 4 : [ — atiack 1
M without attacks | | aF —_— A reading | |
ot . . . 4 ot . . . . .
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1956 1960 1965 1970 1975 1980
T6 PRESSURE T6
6E T v T T T : : 1 oF T r ; T !
H — 1 - — attack 1
2 without attacks | | A = SCADA reading | |
0 . . . . . . . 1 of . . . . . . . 3
194 1950 1956 1960 1965 1970 1975 1980 1945 1950 1956 1960 1965 1970 1975 1980
PRESSURE T7
: ] o —
2] 4 a2k = SCADA reading
0 . . . . . . . 1 ot . . . . . . .
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1875 1980
Attack: Alteration of T4 signal arriving at PLC6.
SCADA concealment: -
02. JUNCTIONS (1) (Attack #14)
J280 J280
2 T T : 2 T T . T T
——— atacks ———— attacks
——— o attacks ———SCADA
208 1
1945 1950 1955 1960 1965 1970 1975 1980
J269
40 T T T T T T T
— attacks
sl — L
= 1945 1950 1955 1960 1965 1970 1975 1980
J300 PRESSURE J300

1945 1950 1955 1960 1965 1970 1975 1980
J256
. . : : :
80 — attacks | 7|
— SCADA
ool ]
70wt . . . . " . . . .
1945 1950 1955 1960 1965 1970 1975 1980 1045 1950 1955 1960 1865 1970 1975 1980

attacks | 7
no attacks

[

2 . ) . .
1945 1950 1955 1960 1965 1970 1975 1980
0 x10% J415 <108 Ja1s
—aads P————
-5F = no attacks | -5F = SCADA | 1
=10 1 -10 1
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1985 1970 1975 1980

Attack: Alteration of T4 signal arriving at PLCB.
SCADA concealment: -
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03. JUNCTIONS (2) (Attack #14 )

J307

J302
o altacks sof — atiacks
—— no atiacks 25} ——scana | |
. 3 200 n . . n n n . |
1975 1980 1945 1950 1955 1960 1965 1870 1975 1980
T
— aitacks | =
———scaDA
1945 1950 1955 1960 1965 1970 1975 1980

PRESSURE J307

[

attacks
no attacks | |

30F
251
200
1945 1950 1955 1960 1965 1970 1975
J317
80 T T T T T

L
1970

L
1975 1980

1950 1960 1865 1870
PRESSURE J14
‘allld(s - aor ' ‘ ' '
———no attacks | | sl
a0 K . - i . B
1975 1980 1945 1950 1955 1960 1965 1970 1975

!

— no atiacks

attacks |

1945

1955

1960 1965

1975

1955

1950 1970 1980 1945 1950 1960 1965 1970 1980
Attack: Alteration of T4 signal arriving at PLC6.
SCADA concealment: -
04. PUMP STATUS (1) (Attack #14 )
STATUS PU1 STATUS PU1
2 T T T 2 T T T
1
of g of 4
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975 1980
STATUS PU2 STATUS PU2
2 T T T T T T 2 T T T T T
1 1+
o1 | ] o ]
- 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975
STATUS PU3 STATUS PU3
1t 1}
0 4 4
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1875
) STATUS PU4 STATUS PU4
v T T T T T T T T
1t 1t
[l [ L 1 | | ) I
4 . L " . . . . 4 . . L " . . .
1945 1950 1955 1860 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975
STATUS PU5 STATUS PU5
1t 1
0
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1966 1970 1975
STATUS PUG STATUS PUB
1+ 1+
0 0
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975

1980

Attack: Alteration of T4 signal arriving at PLCB.

SCADA concealment: -




05. PUMP STATUS (2) (Attack #14 )
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STATUS PUT STATUS PUT
2 T T T T 2 T T T T T
1 0 T
0 0 1
o 1945 1950 1855 1960 1965 o 1945 1950 1955 1960 1965 1970 1975 1980
STATUS PUS STATUS PUB
2 T T T 2 T T T T
1
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975 1980
STATUS PUS STATUS PUS
1t 1+
: ]
- 1945 1950 1855 1960 1965 1970 1975 1980 - 1945 1950 1955 1960 1965 1970 1975 1980
) STATUS PU10 STATUS PU10
1
T I oa ] T LT L ]
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
STATUS PUN1 STATUS PU11
1t 1t
B 1945 1950 1955 1860 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975 1980

- 1945 1950 1955 1960 1965

STATUS V2

1970 1975 1980 1945

1960 1965 1970 1975 1980

1950
Attack: Alteration of T4 signal arriving at PLC6.
SCADA concealment: -
06. PUMP FLOW (1) (Attack #14)
FLOW PU1
120 T T
— ANACKS
——— 1o ati2cks 110
100+ 100
1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
FLOW PUZ FLOW PU2
10 r 100 T I T
attacks — atiacks
50 o attacks | | 50 ——SCADA | |
0 1945 1950 1955 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
FLOW PU3 1 FLOW PU3
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1875 1980
FLOW PU4 FLOW PU4
40 r T T 40 T T T T
20+ 20
o . L . . L . . " . . "
1945 1950 1955 1860 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
FLOW PU5 ] FLOW PU5
— aitacks — attacks
0 ———— no attacks ———— SCADA | |
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1966 1970 1975 1980
FLOW PUG ; FLOW PUB
f— —— atacks
o ——— o attacks | | ———sCADA| |
o 1945 1950 1955 1960 1965 1970 1975 1980 o 1945 1950 1955 1960 1965 1970 1975 1980

Attack: Alteration of T4 signal arriving at PLC6.
SCADA concealment: -
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07. PUMP FLOW (2) (Attack #14 )

FLOW PUT FLOW PUT
50, T T 3 50F T T ]
—— altacks —— atiacks
— no attacks = SCADA
o 1845 1850 1955 1860 1965 1970 1975 1980 1845 1850 1855 1860 1865 1870 1875 1880
FLOW PUB FLOW PU8
40 T — 40 T T T T
201 201
o 1945 1950 1955 1960 1965 ¢ 1945 1950 1955 1960 1965 1970 1975 1980
FLOW PU9 1 FLOW PUS
E 1845 1850 1955 1860 1965 1970 1975 1980 b 1845 1850 1855 1860 1865 1870 1875 1880
FLOW PU10 FLOW PU10
40 T T T 40 T T T T
—
0r 20r
o I i i I L o L L i L L i
1945 1950 1956 1960 1965 1970 1975 1980 1945 1950 1955 1960 1965 1970 1975 1980
FLOW PU11 4 FLOW PU11
| altacks —— atiacks
o ———— no attacks ———scADA | |
b 1945 1950 1955 1960 1965 1970 1975 1980 b 1945 1950 1955 1960 1965 1970 1975 1980
FLOW V2 FLOW V2
100F T T T T T T 100F T T T T T T
50 50
o 1845 1850 1955 1860 1965 1970 1975 1980 " 1845 1850 1855 1960 1865 1870 1875 1880

Attack: Alteration of T4 signal arriving at PLC6.
SCADA concealment: -
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SVDD detection trajectories

01 batadal model - 0_Thresheld Tuning Set

ﬁé@ | N ] |
| ‘ i

@ —
o 1 I 1 1 | 1 |
0 500 1000 1500 2000 2500 3000 3500 4000
Time [H]
01 batadal model -Test set ~ batadal_03
T T T T T T T
&
\\Qbé

|
i

g-,‘b | | 1 1 | | 1 1 1 |
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
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Q(\

01 batadal model -Test set ~ dataset_b03

o

Y}Q‘é\ v W
e@@ L 1 1 1 I I 1 1 1 1 ! ]
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
01 batadal model -Test set ~ dataset_g03
T T T T T T T T T
o
o“bé
&
o
e@@ L 1 1 1 I I 1 1 1 1 ! ]
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
01 batadal model -Test set ~ dataset_r03
T T T T T T T T T
o
o“bé ‘l
&
Y}Q‘é\ HMW \m
e@@ L 1 1 1 I I 1 1 1 1 ! ]
0 200 400 600 800 1000 1200 1400 1600 1800 2000

Time [H]



02 random model - 0_Threshold Tuning Set

Y}Q‘é\ ’ || MI|MH II‘ “ | | | | —‘
o P I I 1 ! .
0 500 1000 1500 2000 2500 3000 3500 4000
Time [H]
02 random model -Test sat ~ batadal_03
T T T T T T T T
& M ] N
¥
&
Q(\
&
v‘e‘é\ ” ||
eﬁ@' | | L L | | 1 1 1 |
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
02 random model -Test set ~ dataset_b03
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| ‘|
Q(\
&
Y}Q‘é\ \Imm
eéa 1 1 1 I I 1 1 1 1 !
0 200 400 600 800 1000 1200 1400 1600 1800 2000

Time [H]
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02 random model -Test set ~ dataset_g03

|
LT

800 1000 1200 1400 1600 1800 2000
Time [H]

02 random model -Test set ~ dataset_r03

T
| 1 1 1 1 |

0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
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03 beta model - 0_Threshold Tuning Set

Q(\

e@ 1 1 | 1 | 1 |
0 500 1000 1500 2000 2500 3000 3500 4000
Time [H]
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03 beta model - Test set ~ batadal_03
T

—

|
il

200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]

03 beta model - Test set ~ dataset_b03

—

1]
i

—

1
200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]

03 beta model - Test set ~ dataset_g03

—————
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|
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|
200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
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03 beta model - Test set ~ dataset_r03

L
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il

|
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]

04 gamma model - 0_Threshold Tuning Set

LI T

@\6

of 1 1 | I

0 500 1000 1500 2000 2500 3000 3500 4000
Time [H]

04 gamma model -Test set ~ batadal_03
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0 200 400 600 800 1000 1200 1400 1600 1800 2000
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04 gamma model -Test set ~ dataset_b03

|
il

o
. |
o 1 I ! | | | 1 I I |
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
04 gamma model -Test set ~ dataset_g03
T T T T T T T T T
e
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&
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& 1 ! ! | | I 1 I I |
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Time [H]
04 gamma mode| -Test set ~ dataset_r03
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& 1 ! ! | | 1 1 I I | )
0 200 400 600 800 1000 1200 1400 1600 1800 2000

Time [H]
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Autoencoder detection trajectories

Train with batadal_12-tune threshold with batadal_06

Detection trajectory on dataset_r06

ATTACK

NO ATTACK

~ predicted state
m real state

|

il

00

3000

ATTACK

N0 ATTACK

ATTACK

N0 ATTACK

ATTACK

NO ATTACK

ATTACK

NO ATTACK

ATTACK

HO ATTACK

ATTACK

N0 ATTACK

ATTACK

NO ATTACK

[ 10 2000
Detection trajectory on dataset_r03
[ 500 10 1500 2000
Detection trajectory on dataset_b06
[ 1000 2000 3000 4000
Detection trajectory on dataset_bo3
[ 500 1000 1500 2000
Detection trajectory on dataset_g06
~— predicted state
m—— real state
[ 1000 2000 3000 4000
Detection trajectory on dataset_g03
[ sdo 1000 1500 2000
Detection trajectory on batadal 06
[ 1000 2000 000 000
Detection trajectory on batadal 03
[ 500 1000 1500 2000




ATTACK

NO ATTACK

ATTACK

N0 ATTACK

ATTACK

N0 ATTACK

ATTACK

NO ATTACK

ATTACK

NO ATTACK

ATTACK

HO ATTACK

ATTACK

N0 ATTACK

ATTACK

NO ATTACK

Train with dataset_b12 - tune threshold with dataset_b06

Detection trajectory on dataset_r06
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~ predicted state

m real state

1l

[ 1000 2000 3000
Detection trajectory on dataset_r03
[ 500 1000 1500 2000
Detection trajectory on dataset_b06
[ 1000 2000 3000 4000
Detection trajectory on dataset_bo3
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Train with dataset_g12 - tune threshold with dataset_g06

Detection trajectory on dataset_r06
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Train with dataset_r12 - tune threshold with dataset_r06

Detection trajectory on dataset_r06
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SCNN detection trajectories

Train with batadal dataset

Detection trajectory on 3, F1 score= 0.7835
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Train with beta dataset

Detection trajectory on batadal03, F1 score= 0.7769
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Train with gamma dataset

Detection trajectory on batadal03, F1 score= 0.7666
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Train with random dataset

Detection trajectory on batadal03, F1 score= 0.7907
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