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AmaryopeleTaL 1) avTIypor], 0o KeELOT Kot S10VOUT TS TAPOVSUS EPYACIAG, €& OAOKANPOL 1 TUN-
LOTOG QUTAG, Yot EUTOPIKO okomd. Emtpéneton n avartdnwon, amodnikevon kot dlovoun yio. okomd
L1 KEPOOGKOMIKO, EKTALOEVTIKNG 1 EPEVVITIKNG GVONGC, VIO TNV TPoUTOOEGN VO avapEPETaL 1) TNy
npoélevong kot va dratnpeiton to Tapdv pnvope. Epotipata mov apopoldv ) xpion e epyaciog
Y10 KEPOOOKOTIKO GKOTO TPEMEL VA, ameLBVVOVTAL TTPOG TOV GLYYPUPEQ.

O1 amOYELS KO TOL GUUTEPAG AT TTOV TEPIEXOVTOAL GE AVTO TO £YYPAPO EKPPALOVV TOV GUYYPUPEN Kol

dgv mpémet va epunvevdel 0TL avtimpoocwnevovy Ti enionpeg Béoeig tov EBvikod Metoofiov [Tolvte-
YVeiov.



IHepiinyn

H ototikn avdioon Tpoypappdtov evexel TPOKANGCELS, E0IKA GTO TAOIGIO YAWGO®OV LYNAOD Eml-
nédov, omwc 1 Python, n onoia elvan modular kot evompATdOVEL SUVOUIKE YOPAKTNPICTIKE Kol GL-
vaptioels vyniov emmédov. [poteivovpe éva enektdoipo TAaicto yio TV otatiky avdivon Python
TPOYPOUUATOV KOl EXYOVIE DAOTOMGEL VA AVTIGTOLO TPMOTOTLTO TO omoio ovoudlovpe PyCG. To
TPOTOTVTO LLOG AELTOVPYEL LECH TOL VITOAOYIGLOD OA®V T®V GYECEMVY 0vABEoN G LETAED TOV avayvo-
PLOTIKOV GUVOPTNCE®V, LETOPANTOV, KAGcE®V, kot modules pHécm oG 106VVaPTNGLOKNG OVAAVGNG
yopic evatoOncio mepiPdiiovioc. Me Bdon avtég Tic oxéoelg avabiéoewv, VAOTOoVUE dV0 EMEKTA-
o€l NG avaivong pag: (1) Topaymyn ypaeov KANce®V cuVOPTAGEDVY Kal (2) aviyvevorn GEOALIT®V
KAELO10V.

O1 Ypaeotl KAGEDY GLVOPTAGENDV Eival KATELHVLVOLEVOL YPAPOL TOV ETCNUAIVOVY GYECELS KAN-
cewv petalh vropovtivav. [ailovv onuoviikd poro oe ddpopa TAaicia, OTMG TNV dNovpYyic TPo-
QiA KOJIKO Kot TNV avaivon didoong evtabeidv. Exovpe enekteivel Ty avaivor Tov ypnotonotel
10 PyCG ®0Te Vo Topayovpe YpApovg KANCEDY GUVAPTACE®MY Kot EXYOVHE a&loAoyncel TV HéBodo
pog o€ 6vo onueio avaeopds: o Pipaodnkn and Python mpoypdappata pucpng eppéretag Kot pa
B1BAodNKn amd mpoypatikd Python mokéta peyding epféreroc. Ta amoteAéopata g aEloAdynong
deiyvouv mwg to PyCG Egmepvael TIC VIAPYOLGEC Kopueaieg nebddovg yia v Python og akpifeia
(~ 99.2%) kaBd¢ ka1 og avdiinon (~ 69.9%).

Ot un éykovpeg TPocPaoelg o€ TIVAKEG KOTAKEPUATIGLOD cupPaivovy otav évogc Tivakag diaoyile-
TOL e £Va GTOLYELD TO 071010 JEV OVTIGTOLKEL G€ KATO10 0l T KAELSL TOV. L€ OVTH T TEPITTMOON, 1
Python mapdyet Eva opaiua herdrov ko teppotilel. H aviyvevon mbavdv ceaipdtov KAW100 pUro-
pel va gival kpioung onuaciog, eWKd Yo epapuoyég otny mapaymyn. [ va avtipetoticovpe avtd
Ta ploka, EYOVLE EMEKTEIVEL TNV OVAALGN LLOG DGTE VO LTOPEL VOL VLY VEDEL LN EYKLPEG TPOGPACELS GE
TIVOKEG KOTOKEPUATIGHOV, KOl TNV a&loroyolue og pia Pipiodnkn and picpd Python npoypappota
Kol 6€ €vo GHVOLO atd VITOPOAEC POITNTAV Y10 £VaL LETATTUYLOKO PO oV oyetileton Pe TV ovd-
Avon dedopévov. Ta arotelécpota pog vrodetkvoouy Tog to PyCG pmopel vo aviyvedoel GRAALOT
KAEWW0V og TOAAEG Teputtdoelg oty Python, evd umopet va fondicel mpoypappatiotéc vo fpovv
TOOVA COAALOTA KAEWDL0D KATE TNV SIEPKELN TNG GLYYPUPTG KMOTKA.

AéEe1g KAEO1A

IMNdooeg mpoypoppaticpod, Python, ['pdeol kAcewmv cuvopticewy, Avixvevon GRUALATOV KAEL-
d100






Abstract

Statically analyzing programs can be a challenging task, especially in the context of high-level lan-
guages such as Python, which is modular and incorporates dynamic features and higher-order func-
tions. We propose an extendable static framework for the analysis of Python programs and have
implemented a corresponding prototype which we call PyCG. Our prototype works by computing
all assignment relations among the program identifiers of functions, variables, classes, and modules
through an inter-procedural and context-insensitive analysis. Based on these assignment relations, we
implement two extensions of our analysis: (1) call graph generation and (2) key error identification.

Call graphs are directed graphs that highlight calling relations between subroutines. They play an
important role in different contexts, such as profiling and vulnerability propagation analysis. We have
extended the analysis employed by PyCG to generate call graphs and have evaluated our approach
using two benchmarks: a micro-benchmark suite that contains minimal Python programs and a set of
macro-benchmarks that includes real-world Python packages. The evaluation results show that PyCG
outperforms the state-of-the-art for Python in both precision (~ 99.2%) and recall (~ 69.9%).

Invalid dictionary accesses happen when a dictionary is traversed with an accessor that does not
correspond to one of its keys. In that case, Python generates a key error and exits. Identifying potential
key errors can be of critical importance, especially for production applications. To counteract these
risks, we have extended our analysis to identify invalid dictionary accesses, and have evaluated our
approach on a suite of minimal Python programs and a set of student submissions for a postgraduate
course related to data analysis. Our results indicate that PyCG can identify key errors in many Python
settings, while it can aid practitioners identify potential key errors during the development process.

Key words

Programming languages, Python, Call graphs, Detection of key errors.






Evyoaprotieg

H mopodoa epyacia dev Ba vanpye av dev vipyav o1 GvOp®TOL OV [LE VITOUOVT| LE GTHPIENY GTO O-
vomdTi yio vo pabm v tEXvN oL — o1 dackarot Lov. Oeeidm TNV aydmn Lov Yo T GLYYPOEN KMOOUKO,
KoL T oY€diaon Kopymv cuotnudtov otov Alovoon Znvdpo. Amo to tpdto pov “Hello World” mpo-
ypoppa og C ¢ 16TOCEAIDEG deKAO®V YIMAS®V YPOUU®V, 0 Aloviorg pe 610ace 10 TpOTO oKEYNS
€VOG TPOYPOUULOTIOTH, VO Olved EUPacN TN ToldTNTO, Kol TO¢ Vo, Sddokopat poévoc pov. O Anun-
TPNS MNTpOTOVAOG e EUMOTEVTNKE VO EILOL ONOVPYIKAS, LoV £dmae vBVveES, Kal e Epade g
VO TOPAY® EPEVVITIKA OITOTELECLATO KL VO, TO, OTOTVTTOV® LLE ETGTNLOVIKA TEKUNPLOUEVOVG OPOVG.
Hopoampavrog T TPAEELS TOV Kot e TIG GUUPBOVAES TOL ®pipaca Kot Epada vo Ex® oTdYoVS, TAGVO
0AOKAMPOONC TOVG, KOOMG KOt TV EPYOTIKOTNTO TOV OMALTEITOL DOTE VO TOVG KOTapEp®. O INidpyog
ToovkoAdg pov €dmaoe v dBnon mpog To dpdo g avtokatavonong kot poli pe tov [Iavo Aov-
pida pe gpmotevTNKAV [E po B0éon oty opdda tov tpoypappotiotdv tov GRNET mapd to veapd
™e NAkiog pov. O Atopndng ZmvEAANG e dEXTNKE OTO EPYONOTHPLO TOL Kou Le Kafodnynoe dote va
OTIAEWD TO TPATO OV EPYALEID LLE YVOLOVA TV £PEVVAL

Oa 10ela va uYEPIOTNOM TOLG AVOPDOTOVG TOV GLVEIGEPEPOY DGTE OO TOV KMOKO, KO TOL TEYPEL-
pata vo dnpovpyndet pia oAokAnpouévn epevvntikn epyacio. O empPAénovtag pov, Nikoiaog Ila-
TOACTOPOL, e KaB0dNYNGE KATA TN SLAPKELD TNG EKTOVNONG KOl LoV TOPELYE TOADTIUEG GUUPOVALS.
O Anuntpng MntpoémovAog pov £dmae TV 10£€a Yo TNV SNUoLPYio POG TPOKTIKNG GTUTIKNG OvEL-
Avong v v Python, kot poli pe tov ®odwpn Zotnpdmovro, Tov [Iadvo Aovpida kot Tov Atopndm
YrvEAAT, cUVEBOAOY GTLOVTIKG GTNV AT YNGCT), TOV TOVO, Kol TV 0pb1 anotdnmon g avaAveng,
TPAYLLOL TTOL 001 YNGE OTN ONIOGIELST UEPOLS 0VTNG TNG pyaciog oto ICSE. O Xpriotog Aapumpdkog
é0moe onpavtikn Pondeia kata ) didpkela TG petdopaong oto EAANvio keipevo.

Agv umopd vo punv avagepfd o€ GAOVG OV TOVG PIAOVE TTOL LE TNV TOPEN TOVG e oTnplEay
ot otododpopio pov Kot vanpav TNyn Eumvevong kot yvoons yio péva. O Nikog diovye mavto
VIOHOVETIKA TOVG TPOoPANUaTIoHovS pov ympic kpiorn. O T'dvvng pe €Pyale amd to omitt 6tav 10
elyo mapakdvel pe T dovierd. Mali pe avtovg, o Anuntpng, o Papani, o Are, o Iavteng, kot o
AAEENG eivan kodol pov @idotl yio to peyaddtepo koppdtt g {ong pov. O Xpnotog vanpée mnyn
aTeAEiOTOV PIAOGOQPIKOV cu(nthcemV oTig omoieg poll amoktnoape otdyovg Yo t (on. O Oilrmoc
ka1l 0 Atovoong oy pali pov og ka0e eEETACTIKN-LLAYN KOl LEGA OO TIC OVCKOAMES O YTICOLLE Lo
OLopON GLAlaL.

Oa NOeka va Kielom pe €va guyaploT®d TTPog TNV otkoyéveln pov. Ot adedeég pov, Tdvva ko
Ipryéveta, vmpEav to oTpLyHa Lov Kot NTav SimAa pov og Kabe emidoyn. Ot yoveig pov, HAlag kot
EXévn, dobAeyav okAnpd MOTE €YD Kot Ol AOEAPEG OV VO EYOVLLE TG EVKOLPIEG TOV deV giyav eKei-
VOl Kal LoV €3O0V LLE aydmn OAo To amapaitnTo pOda MGTE VO AKOAOVONOo® TO povordtt pov. H
TOPOVCA EPYACIO EIVOL APLEPOLLEVT GE AVTOVC.

Butédog Zoing,
Abnva, 28n lovviov 2021

H epyooia avt) givar emiong dabéoiun wg Teyvikn Avagopd CSD-SW-TR-4-21, EOviké Metoofio TToivte-
yvelo, ZyoA] Hiektpoddymv Mnyavikdv kot Mnyavikov Yroloyiotov, Topéag Teyvoroyiag ITAnpopopikrg
kot Yroroywotov, Epyactipilo Texyvoroyiog Aoyiopuov, lovviog 2021.
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Kepaiawo 1

Ewsayoyn

H Python givar pio yA®GG0 TPOYPOUUATIGHOD VYNAOD ETTESOV e SLVOUIKO GOGTNHO TOTWOV.
Oewpeitan pio omd TIC TO INPOPILELG YADGoEG [1, 2] Ko vrootnpilel TOAAY SLOPOPETIKA GYLLOTOL
TPOYPAUUOTIGHOD, CUUTEPIAAUPAVOUEVOV EKEIVOV TOV OVTIKEWEVOGTPAPT] KOL TOV GUVAPTNGLHLKOD
TPOYPOULOTIGHOV. XPNGILOTOIEITOL Yo [id TANOMPO ePapUOYDV, 0md amhd scripts Emg VANPETies
CLUOTNUATOV TAPAYOYNG UEYAANG KApoKkoc. H dnpoetiia g €yl 0dnynoel oty eupavion epya-
AeloVv 6TaTIKNG AvAALGN G TOV GTOYXEVOLV VO fonB1covV TOGO TPOYPAUUOTIGTEG OGO KOl EPEVVITEC VAL
OVAADGOVV TPOYPAULATO YPOUUEVE GE OVTHV. AVTA TO EpYaAEial cUVIOME YPNCILOTOLOVVTOL KOTA TN
SlapKeln TG oVATTLENG KMOWKA 1] PATOV TO AOYIGUIKO £XEL ONUOGLEVTEL.

H ototkn avédivon mpoypoppdtov mov Exouv YpapTel og VYNAOD ETMTESOV, SLVALIKESG YADCOES
umopet va katan&er cuvleto eyyeipnua. vykekpipéva, TPOKEWEVOL Vo EpupUOGEL Kavelg oToTIKN
avéivon oe tpoypdppato Python kot Javascript, mpémet vo, avTIUETOTIGEL SIAPOPES TPOKANGELG OTMOC
GULVOPTNHOELG VYNAOTEPNC TAENC, SUVOUIKA GTOotXEl KOOMG KOl OTOLYEN LETOTPOYPUUUOTIGUOD (TT.Y.
eval), kot v Vmapén modules. H exilvon avtdv tov mpokincewny pumopel vo mai&el ToAD onUavIikd
pOLO GtV PEATIOON OVOAVGEDY GYETIKMV UE TNV emidpaot eCaptioenv [3, 4, 5], ed1kd oto TAaicimv
SLOYEPLOTOV TOKET®V OTTMG TO npm [6] ko To pip [7].

[MoAAég epevvnTiKéG epyacieg TpoTeivouy pHeBOOOVG OTAUTIKNG AVAAVONG Y10 SLVALIKEG YADOGES,
LE TPOTOPYIKO OTOYO TNV TANPOTNTO, dNANSN TO Vo €IVOL TO GUUTEPAGLOTO TOL TOPAYOVTIOL OTO
10 cvotpa Tpdypatt opbd [8, 9, 10]. Qot6G60, GTNV TEPITTOOT TOV SLVOUIKDY YADGO®V, 1| TANPO-
™NTo £PYETOL LE EVOL TIUNILO 0TIV 0OO00T. ZVVERMG, TETOLEC TPOGEYYITELG EPaPUOLOVTL CTAVIO GTHV
Tpaén AoYw gvdolaoudv kKhpakocoottag [11]. o aviipetonicovy této1a (nTpata, ot epevvnTég
€xovv otpaget o mpartikés PeBddovg Tov £0TIALOVV GE UN-TAPN OTUTIKN AVAALGT DGTE VO EMITEL-
x0el kodvtepn enidoon [12, 13]. Avti 1 evioyvon TG nidoong eivol 0 KATOAVTIKOG TapayovTag Yio
v vwoBénon tétolwv neBddV 6 ePaproyEG TOv aAANAemdpovv e cvvOeteg BifAodnkeg [12], 1
e OhoxkAnpopéva Iepiparrovio Avamtvéng (IDEs) [13]. Yrapyovoeg epyaciec eotidlovv Kupimg
o€ Kddwa JavaScript Kot enLyepovV vo, EMADGOVV TPOKANGELS CYETIKES [LE €vents Kol TV acLYYpovN
@001 TG CLYKEKPIUEVTS YADGGoG [14, 15].

[poteivovpe o Tpaxtikny pé€Bodo yio T oTatikn aviivon Python mpoypappdrov kot viorotodpe
éva Kot avtiototyio TpmTtoTLTo oL ovopalovue PyCG. H pnéBodog pog vmoroyilel tov ypdpo ovabe-
eV, P10 SOUN OV AmEKOVILEL TIG OYECELS avaBeoTg LETAED TV OVOYVOPIGTIKMY TOV TPOYPAUUTOC.
Xyxedalovpe o context-insensitive d10ocvuvopTNGIOKT AvaALGT TOL AglTovpYel e Bdon pia omAn gv-
ddpeon avamapdotaoT otoxevpuévn otny Python. X avtibeon pe vrndpyovieg otatiKovg avarvTtés,
N avéAlvon pog pmopel va xepiotel cvuvieta yapaxtnprotikd e Python, émwg cuvaptioelg vymiov
emmédov, function closures, moAAamAr KAnpovouudtto, kKot modules.

H avdivon pog akolovbel po cuvinpntikn TpocEyylon kot dev yepiletal Un-cuvaptnolokég
TIHES. AVTO onuaivel 0TL 1] AVAALGT LOG ayVOEL TOVG EAEYYOVS TV PPOYY®V Kol TV TUNUATOV KO-
dwka vtd cvvOnkn. EmimAéov, dwaxpivovpe mpocPdoeig o attributes (m.y. e.x) pe Pdon 1o namespace
OmOV 10 €KACTOTE attribute () £yel opiotel. Avti 1 TPOGEYYIoN eVIGYLEL TNV akpifeta, €0t otav
avtipetonilovpe yvopiopata 6tmg modules, KANpovOUIKOTNTA Kot LOTIPo TPOYPaLUATICHOD TG
to duck typing [16]. [Iponyodueveg epyacieg akorovBovv pa field-based pebodoroyia mov cuoye-
tiCel attributes tov 10100 ovOpOTOC e pio povadtkn KaBoAkn tonobecio ympic va Aappdvel vToym
to namespace [13], Tpdypo mov odnyei o yeudmg OeTikd cvpmepdopata. Ot EMA0YEC OYESAONG LLOG
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eMTPEMOVY Gt HEB0SO oG Vo ETITUYEL VYNAL TOGOGTH aKpiPelog, evd TapoUEVEL AmOdOTIKY Kot
epoppociun og Tpoypappota Python peyding kiipokog.

H avéloon pog éxel oxediaotel €161 dote vor gfvan KAPUOKMOGUN Kot E0KOAOL EMEKTAGILLT. XV-
YKEKPUEVQ, Ol ECMTEPIKOL TOUEIS TNG AVAALGNG PLTOPOVY VO XPNOLUEVCOVY MG PACT Yol Lot vpeial
TOWKIALYL EPAPLOYDV TOL GTOYXEVOLV GTNV EKTEAEST] LOG TTPOKTIKNG OTATIKNG aviAvons. Me avtd Tov
610Y0, Eyovpe enckteivel 1o PyCG waote vo vrootnpilet o000 mpaktikég epapuoyés: (1) v mapaymyn
YPAP®OV KANGEMY GUVOPTICEMV Kol TNV AVOYVOPLOT ECPUAUEVOV TPOSPACEMV OE TIVOKES KOTOKEP-
pLotiopol (oeaApoto KAEW100).

"Evoc yphoog KANocemv cuvaptoemv anetkovilel Tig oxéong KAnong Hetad Tov VITopovTIvVeV
evog mpoypaupatog. Tétolotl ypaeot pmopovv vo, a&lomombodyv oe pio TOKIAL EpyucidV, OTMS TO
profiling [17], Tnv aviyvevon g d1ddoong og evmdadeiag [18], Kot Ty avoKaTaoKELT] TPOYPOLLLLA-
TV pécm epyoreiov [19]. H avdivon pag xtilel Tov ypaeo kKANcE®Y GLUVOPTGE®DY TOV OPYIKOD TPO-
ypappatog Python kdvovtag yprion tov ypdoov ovabicewmy. ZuyKekpyéva, aEl0Tolovpe ToV YPAQo
Y10L VOL OV VEDGOVUE OAES TIC GLUVAPTNGELG TOV dVUVOVTOL VO £XOVV avaTeDEl 0TIC KOAOVUEVEG HETOPAN-
6. AvTo 10 poTifo eivar Wiaitepa GLYVO GTOV TPOYPOUUUATIGHO VYNAOD EMTESOV.

To cedApata KAED100 TPOKVTTOLY OTAV EMYEPEITUL | TPOSPAoN GE £va AVOTAPKTO KAELDT EVOG
dictionary. Otov avt6 cvpfaivet, 1 Python mpokaiel éva opdipa Kot teppotilel v extéieon. ZeAi-
Lot KAEWD100 TOV TAPAUEVOLY KPLOA UTOPOVV VO £X0VV KOTAGTPOPIKEG EMMTOCELS Y10, ETOLPEIEG
IOV (PNGILOTOLOVV AOYIGHIKS Ypappévo og Python. Avtd dnpovpyel v avaykn yio pefddovg mov
UTOPOVV VO, AVLYVEVGOVY TOOVA GPAALOTO KAELO00 KATA TN SIEAPKELD TNG ovATTUENG KddKa. Y Thp-
YELNON (o TAnOmdpa epyoreinv mov oTtoyedovy vo Bonfcovy TV TPOYPAUUOTIGTES VO EVIOTICOVY
TOOVA cQAAlpOTA KOTA TV ovamTuén kddwka [20, 21,22, 23, 24]. To epyaleio. avTd AELTOVPYOLV OTTED-
Oglag omd ™ ypapun VIoA®v, kot pmopovv va evempatodoiv oe IDEs kot cuotiuoto continuous
delivery. Qot660, Kapio and avtéc TIg HEBOSOVE dev LITOPEL VO aviyveDCEL Un £YKVPES TPOCPACELC
oe dictionaries. ['lo. v GUUTANPOGOVLE AVTO TO KEVO, YPNCILOTOLOVLE TOV YPAPO ovafécemy kat pio
doun mov amobnkevet ta literals mov xovv avatebel og o peTaPANT. ZTN GLVEXELN EAEYYOVLLE OV TO
literal mov ypnoiponoteitar yuo v tpdcsPacn oto dictionary avtictoyyel og £va and o KAEWLA TOL.
2V TEPINTOOT OV AVTO OEV IGYVEL, 1] OVOAVCT| oG TAPAYEL VO GOUALLO KAELD10V.

EXéyyovpe v amotelecpotikotnta g pebddovg pag pécm ocvdioydv benchmarks pikpng o
HeYAANg KAIaKoG. XtV Tepintoon TV Ypaewv KAMGE®V GLVAPTHCE®MY, GuYKpivoupe T péBodd
HaG pe 000 AAAEG SBECIILES YEVVITPLEG TETOL®V YPAPMV Yo TN YA®Goo Python, tov Pyan kot tov
Depends. To amoteréopato deiyvouv tmg 1 HEO0SOG pag emituyydvel vynid enineda precision (~
99.2%) ko emapkég recall (~ 69.9%) katd péco 6po, evd ot AAAOL AVOALTEG ATOdidoVV YeEPOTEPH
KoL Y10, TIG 000 HETPIKEG. Avapopikd pe Ta ceaApata KAEW100, deiyvovpe 0T 1 néEB0dOG pag pumopel
VOL TOL VLY VEDGEL OTOTEAECLATIKA OE TOAMATAL GEVAPLO TOV TPOKVATOLV GO T1) AELTOVPYIKOTNTA TG
Python. EmimpocBétwme, xpnoiponolovpe tov Unyovicpd EVIOTIGHOD GOOAUATOV KAEWO10D o8 vIdp-
yovta tpoypappato Python. Ta amoteléopatd pog deiyvouv 6ti n néBodOC pag pmopet va gvtomiost
LLE OTOTEAECUATIKOTITA TETOLO GOAALOTO KOTA TN SIAPKEWD AvATTUENG AOYIGUIKOD, EVD TOpIAANAQ
Srotnpel Yoo aptdpd yevdde OeTIKOY GLUTEPACULATOV.

1.1  Aopn ¢ gpyociog

To voLoumo ¢ epyaciag pog Exel Tnv akdAovdn doun. 1o Kepdhato 2 cuvoyilovpie Tig Tpokin-
OELG TOL TTOPOLGLALOVTOL GTN GTOTIKY avaivon Python k®dduka Kot Tovg meplopiopuohs 6Tovg LVILAp-
YOVTEG YEVVINTOPES YPAP®V KA ce®mV cuvaptioemy. To Kepdlato 3 mapovoidlel n pebodoroyio g
OVAAVONG LG, ZVYKEKPIUEVEL, EIGAYOVLE LIt EVOLALEST] OVATOPAGTOCT) GTOYXEVUEVT GE TPOYPALLLLOTOL
Python kot Toug Topelg TG avdAivong poc. Xto Kepdiaio 4 ava@épovpie TG oXeOUOTIKES ATOPAGELS
NG VAOTOINGCNG Hag Kat TN dlemapn Tov gpyaieiov pag. H a&oldynon g peboddov pog mapovstd-
Ceton 610 Kepdhelo 5, To omoio mepiéyel AenTopépeleg GYETIKG LE T TEPAOTO pag, To, benchmarks
IOV PN GULOTOCOVLE, KOl T avTioTolyo amoteAéopata. 1o Kepdiato 6 mopabétovpe T GYETIKN
Bproypagia. H epyoacio pog ohokAnpadveral e po chvoyn dAmv Tov mopourtdve oto Kepdiato 7.
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Kepdioro 2

YnopaOpo

2.1 TIIpoxioeig oty Python

H avéivon koduca Python evéyet Tig akdrlovbeg TpoxkAncelc.

o Jvvaptioeis Yyniotepns Tocns: e o yAdooa vyniov exmédov 6mwc 1 Python, o cuvaptnon
umopet va avatedel og o petafAnti, vo Tepactel ¢ OpIoUa O Uio, GAAT GUVAPTNON, N AKOLN
KOl VoL AELTOVPYNGEL MG TIUT ETLGTPOPTG.

o Eupwievuévor Opiouot: Xtmv Python, ot opiopol cuvapticemy kol KAAGE®V LTOPOVV va. givat gfL-
OMAEVUEVOL GE GAAOVG OPIGHOVG. AVTO GNUOIVEL OTL Ol GUVOPTHGELG KOl Ol KAUGELS PUTOPOLV Vi
0PLOTOVV KOl VO KIAEGTOVV GTO TANICI0 AAA®Y GUVOPTNCE®V 1] KAAGE®V.

e Klaoeig: H Python givan pior avTikellevooTpaeng YAOGGo Kot ENLTPETEL TNV Agttovpyia cOvleT@V
oynpdTev KAnpovopukdtntog Kot cvveonc. H avayvdpion peboddwv mov Exovv kinpovoundel amo
Baoucéc Khdoeis anattel Tov vroloyiopd g Zepds Eniivong Mebodwv (Method Resolution Order,
MRO) ka0g kAdong.

e Modules: X o tomikn epintoon, éva module Python pnopel va giodyet moAhd dAla modules.
Emumhéov, pia tétown stoaywyn pmopel va emAvbel e 510popeTikd TpOTO GE S10POPETIKE GLOTI-
pato. H dayeipion tov dwupopetikdv modules mov €yovv sicaybei oe évo module kabd¢ kot n
emiluon TOLG gival GNUOVTIKY TPOKANGT.

o Avvouixo Xopoxtnpiotire: Ot HeTaPANTEG LTOPOVY VA TAPOVY SLAPOPES TILES KOTA TV EKTEAEON
€VOC TTPOYPAUUATOG KO AVTEG O TYUEG UTOPOVV VAL EXOVV SLOPOPETIKOVS TOTOVS. AKOUA, Lol KAGOT
umopet vo petafAn0et Suvapikd Katd Ty eKTéLeoT).

o Duck Typing: To duck typing eivat éva poTiffo TPOYPOUUATIGHOD TOL TOPATNPEITAL GUYVA GE duva-
HiKES YAwooec 0nwc 1 Python [16]. Méo® avtov Tov potifov, n mapovsio cuykekpipévoy peboddwv
Kot Wt tev kafopilel TV KOTOAANAGTNTA EVOG OVTIKEILEVOD, OvTi Y10, TO 1d10 TO avTikeipevo. To
duck typing, kaB1otd d0CKOAN TNV aviyvevor Tov namespace oG kAndeicog pedddov mov opiletan
amd Vo (N TAPOUTAV®) KAAGELG O £VOL CUYKEKPLLEVO context.

2.2 Iepropropoi Yrapyovrov I'evvnrprov IN'papov Kincsmv
YOVOPTHOE®Y

Hapd v onuogirio g Python [25], mpokoadel evtdmwon 10 6TL VIGPYOVY TOGO Alyo epyoireio
LE OTOYO TNV TAPOYDOYN YPAQ®Y KANCEMV GUVAPTHGE®V Y10 TPOYPAUUATO TOV EYOVV YPAPTEL OTNV
yhoooa. To Pyan [26] dwooyilet To Agnpnuévo Zvvtaktikd Aévtpo (Abstract Syntax Tree, AST) tov
TPOYPALULOTOC Yio VO Tapdyel Tov Ypdpo. Q2ot0o00, avTipneTomilel TpofANoTe 6TOV TPOTO LE TOV
omoia dwyepileron eilcoywyég modules kot v dtwcvviaptnotokn pon Tov Tipnov. To code2graph [27,
28] éxet Tovg 1d10V¢ TEPLOPIoUOVE, KAOMDG ¥pNnoLonolel ypdeovg mov Exovv mapaydel armo 1o Pyan
Yo va. Tovg onttikomomoet. To Depends [29] mapdyetl ypapovug GUUTOLPEVOVTOG GUVTOKTIKEG GYECELS
petald oviottv tov Kodika. [Tap’ dha avtd £xel LelOVEKTALOTA TOV GYETILOVTOL LE CLUVOPTNGELG

vyMAOTEPNG TEENG.
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import cryptops

class Crypto:
def __init_ (self, key):
self.key = key

def apply(self, msg, func):
return func(self.key, msg)

© ® 9 L R W N —

10 crp = Crypto(”secretkey”)
11 encrypted = crp.apply(”hello world”, cryptops.encrypt)
12 decrypted = crp.apply(encrypted, cryptops.decrypt)

Yyqua 2.1: To crypto module. Ta vdpyovta epyareio ATOTVYXAVOVY GTNV ATOTEAEGLOTIKT TOPO-
YOYT TOV aVTIGTOLYOV YPAPOL KACEMY GLUVOPTHCEMV.

crypto.Crypto

crypto.Crypto.__init__

crypto.Crypto.apply crypto Crypto.apply

(b) O ypapog KANGEDY GUVOPTHCEDY TOV EYEL TTOL-
poyBei ano to Depends.

(a) O ypbpog KA oE®V GUVAPTICEDV TOL EYEL TTOL-

poyBel amo to Pyan.

crypto.Crypto.apply
cryptops.decrypt

crypto.Crypto.__init__
cryptops.encrypt

(c) O axp1Png ypdpog KAGEWV GLVOPTINCEMV.

Zymua 2.2: T'pdeot KANGEDV CUVOPTAGEW®VY Yid To crypto module.

g auTN TNV EVOTNTO, UEAETAUE TOVG TEPLOPICLOVG TOV dVO VIAPYOVIMY OVAAVTOV VIO OPOLG
OmOSOTIKOTNTOG KAl TPAKTIKOTNTAS. AVTd TO Kdvovue eledyovtag £va Python module ovopaticrypto
(Zymua 2.1), To omoio VAOTOLEL TNV KPUTTOYPAPNOT| KOl GTOKPUTTOYPAPN ot evog unvopatag “hello
world”. Apywd, eicdyel éva eEmtepikd Python module pe to 6vopa cryptops, to omoio opilet Tig
ocuvoptioelg encrypt(key, msg) kot decrypt(key, msg). Katomv, opilel tnv kidon Crypto,
ov apykonoteiton pe éva kKAl kpumtoypdonong. To otrypudtuono g kKhdong propel votepa va
YPNOOTOMOEL Y10 VO KPLUTOYPOAPTGEL KO VO, ATOKPLTTOYPUPTGEL UIVOLATO KOADVTOS TV 1HEB0J0
apply(self, msg, func), otnv omoia N mapdpetpog func eivan po ek Tv encrypt (key, msg),
decrypt(key, msg). To Zynua 2.2¢ deiyvel Tov ypdeo kKAoewv cuvaptioemv tov module.

To Pyan [26] mopdyetl Tov avokpifn ypaeo mov gaivetot oto Zynua 2.2a. To Pyan dev kataypaget
TNV SLGLVOPTNCLOKT POT] TV TILMV, KOl CUVETADG OV LWTOPEL VO, CUUTEPAVEL TTOLEG CUVAPTNGELS £XOVV
nepaoTel oG opiocpato oty apply (self, msg, func),mpdypo mov 0dnyel 6TV ATOVGIN AKUOY KAN-
cev. AkOpa, 0 Ypapog mepEyxel yevdn Betikd. Zuykekpiéva, Omote £va avTIKEIEVO apykomoteitat,
T0 Pyan mpocBEtel axpéc KANOELS Kot 6TO OVOUOL TN KAAoNG kol otnv uébodo __init_ () g KAG-
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ong. Emmdéov, oty mepintwon eicaywyng modules, to Pyan mopdyetl okpéEG KAOEDV LUE TNV ap)T] VO
Bpioketarl 6To namespace mov glodyet 10 Ewteptkd module kot Tov TPoopiod va, givat To VoL TOV
teELeLTOIO.

To Depends mapdyel Tov ypa@o KANCEDV GLVOPTIHCE®Y TOL POiveTol 6To Zyfua 2.2b. Apykd,
10 Depends mapfyoye évav 4010 Ypapo, kabmg dev Kataypapel KAGEL GUVOPTICEMV TOV TPOEP-
yovtot amo To namespace tov module (m.y. crypto.apply()). [a va Adpovpe amotéreoua, Barape
OVTEG TIG KANOELS o€ ol véa ovvaptnon. O mapaybeic ypaeog dev TepLEyeL TIg mEPIOTOTEPES K-
oelg mov apovclalovial 6to crypto module. Avtd cupPaivel enedn to Depends dev kataypapel
KAnoelg oty puéBodo __init_ () tov khdcewv. EmmAéov, 10 Depends dev Kotaypapel Tn 010.60-
VOPTNGLOKT] POT] TMV GUVOPTHGEDV KOl OEV GUUTEPAIVEL OO AVTEC EYOVV TEPAGTEL W OPIGLATA OTNV
apply(self, msg, func) mpdyua mwov odnyel o€ ANMAEIEC AKUDY KANOELS TPOG TIG CLUVOPTNOELG
0VTEC. Xe oVYKplon pe To Pyan, 10 Depends akolovBel pia o cuvinpntikni tpocéyyion. Avtd on-
paiver 6Tl GUUTEPIAAPAVEL Lo KU KAOMG OTTOTE EYEL OAN TNV OTOPAITNTY TANPOPOPio MOTE VO
TPOGOOKEL TNV TPAYLOTOTOINoN TNg KANons. e avtifeon pe to Pyan, ovtd pumopel vo odnNynoeL o€
&vay ypaeo mov dev TEPLEYEL YELOMS OETIKES OKUES.
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Kepaiaro 3

Avadivon

H mpocéyyion pag ypnoiponotet pio context-insensitive d10cvuvopTnolokn ovaAVOT TOV EVEPYEL GE
pio gvotdpeon avamapdotacn tov dobévtog Python mpoypaupatoc. H aviilvon a&lomotel évay emava-
ANTTIKd alyopiBpo otabepov onpeiov kot otadtaKd xtilel Tov ypago avabéoewv, 0 0TOiog dElyVeL TIG
oyéoelg avaeonc petald avoyvoploTik@v tov tpoypaupatog (Evotnta 3.1). O ypdeog avabicemv
glvar €vo amapaitnTo oTOoLYEI0 OV YPNGILOTOIOVUE Yo TNV EMIAVOT cLVAPTHcE®Y Kal TV literals
7OV PTopovV va avatedovv oe pia petafAnt. Aedtov 1 avdAivon olokAnpwbet, ytiCovpe Tov ypaeo
KANGEWDV GUVOPTCEDV KOl AVIYVEDOVUE CPAALOTO KAEIO10D EKUETAAAEVOEVOL TOV YPAPO avaBEcemv
7OV TPOEKLYE amd To Prpa g avdivong (Evotnra 3.2,Evotnta 3.3).

3.1 H Kevrpwi) Avaivon

H pé0060g pag apyicd vrohoyilel évav ypdeo avafécemv KavovTag ¥pnor Hog S1cuvapTnoLo-
KNG OVOADO™G 1 OTolol AEITOVPYEL TAV® GE L0 EVOLAUEST] OVOTOPACTACT GTOYXEVEVN Yoo Python
TPOYPEULOTOL.

"Eva ototyeio kAedi g avaivuong pag ivar n e€étaon tov tpocPacemv og attributes faciouévol
670 namespace o1o onoio kdOe attribute opiletar. ['a mapddetypa, ag avaroyloTovpe T0 akdAovbo
KOUUATL KOSIKOL:

class A:
def func():
pass

1
2

3

4

5 class B:
6 def func():
7 pass

8

9 A()

B()
.func()
.func()

=
oo oo

H avdivon pog propet va dtakpivet Tig 000 cuvaptnoelg mov opilovial oTig Ypappés 2 Kot 6, kabmg
aVTES oviKovy og dvo Eeywpiotég Khdoels. MéBodot Paociopéveg oe medio Yo v JavaScript [13]
Ba amotOyoLY va dlakpivouy Tig 600 KANGELS, TO omoio TpokaAel avakpifeta. Avtd cupPaivetl exeldn
uéBodot Baciopévol og Tedia avTIGTOLOUV OAESG TIC OLMVULLEC TPOGPAGELG o€ attributes 6To 1010 avTL-
Keipevo.

3.1.1 Xovradn

H evdidpeon avomapdotoon mhve otny onoia evepyel n avdAlvon pag £xel T oOvtadn Hog oming
TPOCTAKTIKNG, OVIIKEWLEVOGTPAPOVS YADGOHG. AVTN 1 oOvTaEn eaiverol oto Xynua 3.1. To mhaioco
amotipmong [30] ywa avtn ) YAdGGa, To onoia Ba e€nynbodv cuvioua, eaivovial 6Tov TeEAEVLTOO0
KOVOVO, TOV TOPATAVEO GYNIOTOG.
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(e€Expr) == o | x| f| x:=e | functionx (y...)e | returne |
e(x=e..) | classx(y..)e | ex | ex:=e |

efx] | e/[x]:=e | newx (y=e...) |

importx frommasy | iterz | ere

n,v

(v € Definition
(T € IdentType
(n € Namespace
(x,y € Identifier
(m € Modules

x,T
func | var | cls | mod
(v)"

is the set of program identifiers

is the set of modules

is the set of literals

[ | x:=E | returnE | E(zx=e...) |
olx=FE...) | newx(y=E) | Ex | Ex:=e |
ox:=E | o[x] | ofx] :=E | itero | E;e | o/E

Zyua 3.1: H ovvtaén mov avtimpocwnevet o d08évia mpoypdppata Python kot ta mhaicia amoti-
unone.

To avayvoplotikd ivoal éva onpovtikd otoryeio avtig g yAoooas. Kabe éva tovg pmopel va
avikel o€ Evav and Toug Topakdte TOmovs: (1) fune mov avtictolyel oto dvoua pog cuvdptnong (2)
var ov Tpoodtopiletl To dvoua pag petapAntg, (3) cls yuo ovopata kAdoemv, kot (4) mod dtav T0
avayvoploTiko givat o ovopa evog module. Kabe Cedyog (z, 7) € Identifier x IdentType oynuotilel
évav optopd. 'Eva avtikeipevo ekmposmneitat amd Evav opiopd pall pe To namespace tov (PA. Kovova
Obj). 'Eva namespace ocuvtifetot og pio akolovbio opiopdv Kot ival omapaitnto yio Tnv dtdkpion
petald avtikeévav To onoia Exovv to id1o avayvoplotikd. ['a Tapddetypa, ag Bemproovpe 1o akd-
AovBo koppdtt Python kmdika mov Bpioketat o€ évo module ovopott main.

1 var = 10
2 class A:
3 var = 10

H avéivon pag pmopei va dtakpivel o aviikeipevo mov opiloviot otig ypappés 1 kot 3, kabmg to
Tp®dTO amd avtd opileTon oto namespace [(main, mod)], v to devtePo PpiokeTan 6To namespace
[(main, mod), (A, cls)].

H pébodoc¢ pag yepiletor kbbe avTIKEIEVO MG TNV TIUH TOL TPOKVITEL OO TNV ATOTIUNGT TOV
ekepdoev Tov opilovtal amd TNV YA®GSO. ZUYKEKPIUEVA, 1) OVOTOPACTACT oG TEPLEXEL EKPPO-
GELG TOV TEPLYPAPOLV TNV OOGLVAPTNOLOKT POT), TIC EVIOAES avABEsNC, TOVG OPICHOVE KAAGE®V KoL
CUVOPTNOE®V, TIC sloaymyEc modules, Kot Tovg iterators / generators (BA. kKavova Expr). H yAoooa
UTOPEL VO OVOTTOPAGTICEL AUPALPETIKA SLUPOPA YUPAKTNPIOTIKE, GUUTEPIAAUPBOVOUEVAOV EKPPACEDY
lambda, opiopdtov pe AEEEIC KAEWDLH, KOTAOKEVUGTMY, TOALOTANG KAPOVOLUKOTNTOC, KOl GAAWDV.

Kat’ avtiotoyio e wponyovueveg epyacieg mov eotidlovv otny JavaScript [15, 31, 14], ypnot-
pomotovpe mAaicte arxotipunong [30] ta omoia TepLypdeOVY GE OO GEIPA ATOTIUDVTOL Ol VITOEKPPE-
oelg. ['o mopddetypa, oe o avabeon attribute E.x := e, 10 o0uPoro E vmodeikvoet 0Tl 0 SEKTNG
ToL attribute  OTOTYATOL OLTH TN GTIYUY, Kot TO 0. = E onuoivel 611 0 3EkTNg £YEL O OTOTL-
unoet og éva avtikeipevo o € Obj (Bopilovpe 6TL M OTOTIUNGN EKPPAGE®V EYEL MG OMOTEAEGILA TG
avtikeipeva), kot petd n amotiunon Ba cuveyioetl oto deéi péhog g avadeong.

Xyéha. Otav xareiton o cvvéptnon Python mov emotpépet Evav generator (dnA. Otav mepiéyet
pa evtoAn yield avtiyia return), ot KARNGELG AAUBAvVOLY ydpa LOVO 0TV 0 generator Tpdy Lot xpn-
oonoteitat. OTav 1 ovaALGT oG CUVOVTA AVTEG TIG OKVIPEG KANOELS (.. gen = lazy_call(x)),
TIG povteromotel onpovpymvrog £va thunk (m.y. gen = lambda: lazy_call(x))T0 0m0i0 ATOTILATOL
uévo 6tav o generator mpoomeldletol (LEGH TOL KATAGKEVAGLOTOC iter).
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m € AssignG = Obj — P(Obyj)

s € Scope = Definition — P(Definition)

h € ClassHier = Obj — Obj*

l € ObjLit = Obj — P(Literal)

o € State = AssignG X Scope x Namespace x ClassHier x ObjLit

Zymua 3.2: Topeig g avdivonc.

3.1.2 Koatdaotaon

"Enerta and v petatpomi) Tov apytkod Tpoypdupatog Python oty evdidpeon avamapdotacn
Hog, N avéivon pog EeKva tnv amotiunon g kabe Ekppoong, Kot ¥Tilel 6TadloKd ToV Ypapo avo-
0éocewv. H avdlvon to emttuyydvel ovtd doTnpmvTog o KOTACTACT OTOTEAOVIEVT] OO TECOEPIC
TopElg, OT®G QaiveTal 6To ZyNpa 3.2, Kol GUYKEKPIEVALEUSELELa, 1Epapyia KAGGEWY, YpAPOS avalé-
eV, TIVOKOS OVTIOTOLYI0NS avTikeluévav oe literals, xal tpéyov namespace.

H eppérera givon n avtiotoiyion opioudv og éva ohvoro amd opiopodc. Kat’ ovsiav, o epfé-
Aeta gtvon €va 6€vTpo 610 omoio kKaBe KOUPOG avtioTotyeital o€ Evay optopod (.. o GUVEPTNON), Kot
KG0Og o OEiyVEL TIG OYEGELG YOVIOD / TAd100 LETOED OPIoUOV, ONAadN 0 KOUBoG Tpooptoov opiletan
péca otov opiopd tov KopPov mpoéievons. O topéag tmv eppereidv fondd dote va emtAvBody cooTd
oL opiopoi Tov gival opatoi péca o€ éva cuykekpiévo namespace. To Zynpa 3.3a topovctdlel évo dé-
VIPOo gUPEAELDV TOV TPOYPAUIOTOC TOV QaiveTal 6To Zynua 2.1, kot ametovilgl OGAOVE TOLG OPLGHOVS
TOV TPOYPALLOTOS KaBDG Kat TIG LeTa & Tovg oyéoels. Ot KOKKIvol KOUPOL avTIoTOLY0UV GE OPLGHOVS
KAdoewv, ol Toptokail kopPot ivar optopoi modules, ot povpot KOUPOL EKTPOGHOTOHY GLVAPTNGELS,
EVO 01 UAE KOUPOL ovTIoTOLYOVV G PETOPANTEC. BAoeL avutov Tov 6évTpov euPereldv, GuUTEPAivOvLLE
7g M cvvaptnon apply opiletar péca oty KAdon péca otny KAGon Crypto, n omoio Le TV GEpd
g opiletan péoa oto module module (BA. To povomdtt crypto — Crypto — apply — func).
Avtog 0 Topéng pog Bondd va xeipiotovpe pe ophotnta yapaxtpiotikd g Python 6nmg function
closures kat ELEOAELLEVOLS OPIGLLOVG.

H epapyio kKAGoew@V glval £va 3EVTPO TOV EKTPOCHOTEL TIG GYECEL KANPOVOLUKOTNTOG LETAED KA~
cewv. Mia akpn amd Tov KopPo u otov kOpPo v deiyvel 6TL 1 KAGom v givatl yoviog tng kKAdong u. O
TOpENG 0VTOG YPNCIUOTOLEITOL OO TNV AVOALGT HOg Yo TV emilvon attributes Tov KAGoewv (gite
nebddwv gite medimv) mov opiloviol e Pacikég KAAGELS TOL AVTIKEPEVOV-OEKTY. MEG® avToD TOV
TopEN 1] AVAADOT LLOG SVVOTOL VO (EIPIOTEL TO AVTIKEILEVOGTPAPT YopaKTNPIoTiKd Tng Python, kot va
dtevfetnoet TNV TOALOTTAY KANPOVOLKOTNTA Kol TNV Gepd enilvong twv pebodwv.

O ypapog avabécemv opiletar g [ aVTIOTOLYION Ond AVTIKEILEVA GE VOl GTOLXELD TOV VITEPGV-
vorov tov aviikeévov P(0bj). O ypapog antdg TeplEyel TG oxEoels avabeons Hetad ovTIKEE-
VOV KoL TEPLYPAPEL TIG 0VaOEGELG Kot TNV S10.6VVOPTNOLOKT po1| Tov Tpoypappatog. To Zynqua 3.3b
amewkovilel Tov Ypaeo avafécemv Tov avtioToryel 610 TPdypappa Tov Zynuatog 2.1. Kébe kopfoc
oV Ypaeov (m.y. {crypto.Crypto.apply, func}) avomapiotd va avtikeipevo. H etikéta kdbe
KkouPov mepiEyel dvo oroyeia. To mpmto (1., crypto.Crypto.apply) deiyvel éva namespace 6oV
opiletar éva avayvopiotiko (m.y. func). Ta ypdOUOTE AVTIGTOLOVV GTOV TOTO VO AVAYVOPLGTIKOD
omwg e&Nynonke ToPUTAV® (TT.Y. TO LOVPO XPDLO VITOVOEL OPIGHOVE GUVAPTHGE®Y). Mo axpn d&i-
YVEL TIG TBaVES oL pmopel va €xet o petaPAnt. o Tapddetypa, n petafint) func wov opiletan
070 namespace crypto.Crypto.apply pmopel va delyvel oTig cuvaptioels decrypt Kot encrypt,
01 0Toieg £0VV AUPOTEPES OPLOTEL GTO namespace cryptops. Q¢ Eva akOLo TOPAdELY L0 OVOPEPOVLLE
TNV OKp oV TTpoépyeTal and Tov kopupo {crypto.Crypto.apply, msg} kot odnyei oto {crypto,
encrypted}). H akun avt delyvetl 61t 1| TopAUETPOC mSg TNG CLVAPTNONG crypto.Crypto.apply
delyvel otV petafAnty encrypted 6tav 1 cuvaptnon koAgitar oty ypapun 12. O topéag Tov ypd-
OOV 0VAOESNC LOG ETLTPETEL VAL OVTILETOTIGOVE TNV TPOKANGCT OVOPOPIKA LLE TOV TPOYPUUUATIOUO
vynAotepng TEng otnv Python.
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(a) To dévtpo euPerewdv yia o crypto module.

crypto.Crypto.apply, msg

cryptops.encrypt, <virt-ret>
cryptops.decrypt, <virt-ret>

crypto.Crypto.apply, <virt-ret>
crypto, decrypted

cryptops, encrypt
crypto.Crypto.apply, func

(b) O yphpog avabécewv Yo To crypto module.

Zyua 3.3: Avaivovtog to crypto module.

O mivaxog avtiotoiyiong avtikelévov oe literals opilet pia oyéon peta&d avIIKEWEVOVY Kot LI0G
AMotog amo literals. Zvykekpuéva, yio kKdbe avtikeipevo dtatnpovpe o Aioto amo literals otig omoieg
TO QVTIKEIUEVO Pmopel va delyvel Katd T S1apKeLn TG EKTEAEONC TOV TPOYPAppatoc. O Topéng autdg
glvar ypNooC Yo TNV amodoTikn entivon npocsPdoemv o dictionaries kot Aloteg. Q¢ TapAdELYpLOL
&yovpe NV TpodcPacn E[o]. Mécw tov mivaka avtiotoiyiong aviikelévav og literals pmopodpe va
avayvopicovpe ta mhovd literals ota omoia dHvator vo delyvel To AVTIKEILEVO 0, KOl GUVETMG VO
EMAVGOLE TNV Katay®pnomn vy To dictionary otnv omoio avtn 1 Tpocfacn amoTipdTol.

Télog, To Tp€YoV namespace P GLLOTOLEITOL Y10 TOV EVTOMICUO TG BEomc 6oL vEeg peTaPAnTéc,
KAdoelg, modules, kat cuvaptioelc Snimvovtatl. O TOpEAG aVTOC LG ETITPEMEL VO, £YKAO10pVCOVLE
U0 0KPIPEGTEPN OVAAVGT) GO CVTEG TOV YPTCLULOTOLOVVTOL GE TPOTYOVLEVES EPYOGIEG O1 0TTOlEG Elvat
Baociopéveg og media. Méom Twv namespaces, T OVTIKEILEVA Kal Ol TPOSPAcel; o€ attributes dlopo-
pomolovvtal fAcel To namespace Tovg, d1evdeTmdVTag TPOoKANGELG Ontmg To duck typing.

3.1.3 Kavoveg Avarvong

H avaivon e€etdlel kdbe Ek@paot Tov TEPEYETOL GTNV EVOLAUEST] AVATUPAGTAGT] TOL OPYLIKOV
TPOYPAPUOTOG, Kot AALALEL TV KOTAGTAOT TNG ovaAvong He fdon ) onpactoloyio tng kabe Ekppa-
ong. O aAyop1Bpog emavaiapPavel vt T ddtKacio HEYPL 1 KATdoTaoT Vo GUYKAMVEL Kot 0 YPAQOG
avafécemv divetal amd TV TEAMKN KATAOTOGT TS OVAAVGT|G.
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e-ctx

A AV AT ) compound
(mys,myh,l ey — (a8 n' W1 € P

(m,s,n,h,1,Ele]) — (x',s',n/, W, I, B[e]) (m,8,m,h,l, Elo1;09]) = (m,s,n, h,l, E[os])

ident
0 = getObject(s,n,z)

<7T7 s,m, h,l, E[l‘]> - <7Ta s,n, h,l, E[OD

assign
s’ = addScope(s, n, z, var) o' = (n, (z,var)) 7’ =m[o — 7(d') U{o}]
<7T7 87 n7 h7 l? El:x = 0]) % <7Tl7 SI7 n, h’ l’ E[OI]>
assign-lit

s’ = addscope(s, n, z, var) o = (n, (z,var)) =1l — 1) U{f}]
(m,s,n,h,l,Elx := f]) = (7,8 ,n,h,1', E[0])

func
s’ = addScope(s, n, z, func)

n’ =n - (x, func) s" = addscope(s’, 7/, ret, var) s

= addScope(s”,n/, y, var)

(m, s,n, h,1, E[function z (y...) €]} — (m,5%) 0/ h, 1, E[e])

return

o' =(n-z,(ret,var)) 7 =m0 — 7(d)U{o}]
)

(m,8,n -z, h,l, E[return o]) — (7', 5,1, h,l, E[0])

call
o1 = (n/, (fn, func)) oy = (n' - fn, (y,var))
o3 = (n'- fn,(z,var)) 7' =7loy = 7w(0h) U{o2}] 1" =10z — l(03) U{f}]
(m,s,m,h, 1, Elo1(z = f,y=092,...)]) = (7', s,n,h,1,(n - fn,(ret,var)))

class
s’ = addScope(s,n, , cls)
t = (getObject(s,n,b) [ b € (y...)) h' = h[(n, (z,es)) — ] n =n-(x,ds)

(m,s8,n,h,l,Elclass x (y...)e]) — (m,s',n', 1,1, E[e])

attr
o' = getClassAttrobject(o, x,h)

(m,s,n,h,l,Elo.z]) = (7, s,¢,h,l, E[0])

new
03 = getObject(s,n,x) 09 = getClassAttrobject(os, init ,h)

(m,s,n,h,l, Elnew z(y = 01...)]) = (m,s,n,h, |, E[oa(y = 01...)];03])

attr-assign
03 = getClassAttrobject(oy,z,h) 7 = 7o — 7(03) U {02}]
(7, 8,m,h, 1, Elo1.x := 09]) — (7', 8,n, h,l, E[os])

import
09 = getObject(s,m,x)
s’ = addScope(s,n, y, var) o1 = (n, (y, var)) 7' =7lo1 — m(01) U{02}]

(7, 8,m, h,l, E[import z from m as y|) — (7', s',n, h, 1, E[o1])

iter-iterable
o' = getClassAttrobject(o, next , h)

<7T7 S? n? h7 l? E[iter 0}> % <7T7 87 n? h? l7 E[Ol()]>

iter-generator
getClassAttrobject(o, next ,h) = undefined

(m, s,m, h,l, Eliter o]) — (m, s,n,h,l, E[o()])

o 3.4: Ot kavoveg TG avaAvong.
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Y10 Zynua 3.4 deiyvovpe Toug Kavoveg PETAROOTG KOTOOTAGE®Y TG avdAvong pag. Ot kavoveg
aKoAovBovV TV Hopen:

<7T7 s,n, h,l, E[€]> — <7T/a 3,’ n,a h,a l/7 E[el]>

[MopaxdTm meptypdovie AETTOUEPDOC TOV KADE Kavoval.

2ouQpva Le Tov Kovova [e-ctx], yio o EKepaot e 6to TAaicto anotipunong F, évav ypaeo ava-
Bécemv m, évo namespace n, pa tepapyio Khdcewv h, évav mivaka ovIieTol(long AVIIKELEV®V OE
literals 1, kot pua epféreio s, pmopel va anoktndel o ékppoaon €’ oto mhaiclo amotiunong F av
N apykn Ekepaocn e arotndror oty €. T to akdrovba, 1 dvadiky TPdén x - y avorapioTd TV
TPOGAPTNOT| TOL GToLXElOL ¥ 61N AoTa 2.

O kavovag [compound] vTOdEKVOEL OTL TN TEPITTWOT| LA GOVOETNG EKPPAOTG TOL AMOTEAEITON
omd S0 AVTIKEILEVA 01, 02, EMGTPEPOVILE TO TEAEVTOIO G OTOTEAEGLLA TG OMOTIUNONG. ZNUELDVOVLE
OTLT] amoTiunom g oHVOETNG EKPpacng Tpoamattel va £xet amoTiun el o€ KAOe avtikeipevo kdbe vo-
6pog cOpE®Va pe to Thaicta arotipnong mov gaivovtal oto Xynpa 3.1. Ot vrdrourot axoiovdovv
v id1 cuumEPLPOopda.

O kavovag [ident] Teprypaeet TV TEPITTMOGT OTOL M APYIKT EKEPACT EIVAL EVOL AVOYVOPLOTIKO .
H avdivon avoktd 1o oVTIKEIILEVO 0 TOV AVTIOTOLEL GTO AVAYVOPLIGTIKO X, 6TO namespace 7, Paoet
ToV dévTpov eufereldv s. [a va yivel avtd, n avaivon ypnoipuonolel Ty cvvaptnon getObject (s,
n,x), 1 omola dtaTpéyel kdbe oToryelo ¥y TOL namespace n oe avtioTpoen oepd. Katomy, egetalet
70 0&VTpO eUPereldV s, Yio va eAEYEEL v 0 KOUPBOG oTotXEIOL Y £YEL KATO0 TTadi oV VoL Tapldlel oTo
aVAYVOPLOTIKO 2. 11V TepinTmon mov dev vrdpyetl T€T010 Todi, | cvvapTnon getObject cuveyilet
LLE TO EMOLEVO LLEPOC TOL namespace. ZNUELMVOVE OTL AVTOC 0 KOvOVaS OgV ETNPEALEL TNV KOTAGTOON
g avaAvong.

O Kavovag [assign] avabétel To avTiKeievo o 6To avayvoplotiko . [pdta, 10 avayvoploTikd x
npoactifeTal 6To namespace 1 TOL SEVIPOL EUPEAEIDV s, KAVOVTOG YPTOT| TG GLVEAPTNONG addScope (s,
n, x, 7). H cuvdptnon avt Aettovpyel mpocsOEétovtag o akpn pe apyn tov KOuPo mov tpocneAd-
Ceton amd O povomdtt n kot KotaAnyel otov kKoo mov divetar and tov opopd (z, 7). ‘Ereita, o
YPAPOG OVOBECEDY OvVaVEDVETUL LEGH TNG TPOGHES G LA OKUNG ATO TO OVTIKEILEVO TTOV AVTIGTOL-
yel 610 aplotepd puépoc g avadeonc (o) Tpog to avtd Tov de€lov péhoug (). ZOpE®Va HE aVTH TV
avavEé®oT, 1 LETOPANTH = oplopévn 6To namespace n UTopEl va SElVEL GTO AVTIKEIUEVO O.

Yty mepintwon wov éva literal f Ppioketon oto de&i uéhog tng avdbeong, ypnoLomolobue Tov
kavova [assign-lit], o omoiog Agttovpyel mapopota pe tov kavova [assign]. H kopra dapopd ivar tmg
€00 OVOVEDVOLLE TOV TivoKa avTioTolyiong avtikelévav og literals [ avti Tov ypdeov avabécewmy.
[To cvykekpyLéva, OVOVEDVOLLLE TIV KATAXDPTNON Y10 TO AVOYVOPIGTIKO T GTOV TIVOKA £TGL OGTE VO
ocvpumepiiapPaver o f.

O xovovog [func] avavedver To évipo epfereidv. Tvykekpipéva, pio véa epféieto s' dnpiovp-
yeiton péow g TPoohnKNg TG cLUVAPTNONG & 6TO TPEYOV namespace n. 'Eneita, éva véo namespace
n’ dnuovpyeitat LEG® ™G TPOGHNKNG TOL OPIGHOV GLVEPTNONG (1, func) BTNV KOPLPT) TOV TPEXOVTOG
namespace. 'YOTepo, 0 KOvOvog TPochETEL OAEG TIG TAPAUETPOVG TNG GUVAPTNOTG, KOl [0, EIKOVIKT
peTafAnt) ovopatt ret—mn onoio avTioTot el 0TV PETABANTH TOV KPATE TNV T ETIGTPOPNG TG
ouvapTnonG— 670 véo namespace n’. Avto £)el OG AMOTELEGHO £V, VEO SEVTPO EUPELEIDV s). Tg-
Xoc, 1 avdAvon coveyilel ue TNV amoTinoN TOL GMOUATOS TG GLVAPTNONG = 6TO VEO namespace 1’
(onuetdvoope 611 0 kavovag amotipdtor og Ele]). To véo namespace n' opBd avayvopilel 61t oo
petafAntn éxet oplotel LEca 6TO e eitval TPAYUATL OPIGHEVT) GTO GMLO TNG CLVAPTNOTG.

O xovovag [return] avaBétel T0 AVTIKEILEVO 0 oTNV €IKOVIKN petafAnth ret, n omoia ypnol-
pozoteital yio TNV amobfkevon g TWNG EMOTPOPNG TG cuvaptnong (veevBovpilovpe Tov Kavova
[func]). ['lo v enitevén avto, 1 AVAAVOT AVOVEDVEL TOV YPAPO avaBEcEDY TPOcHBETOVTOG L1a VE
aKpn oo To avtikeinevo o’ to omoio avtioToyel otV petaffANTH ETGTPOQPNG ret mPog To aVTIKEI-
LLEVO 0 TIOV £IVOil 0 OPOC TOV return. XTh GUVEYELX, O KAVOVOS OTOTILG TO avTikeipevo o . Mia tapdpota
akolovbeital oty mepinTmO™ oL EMOTPEQPETAL £va literal. XvyKekpiéva, ovavEDVOLLLE TOV TIVOKOL
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avtioToiyong aviikelpévay oe literals ovti Tov ypdpov avabécemv, pe TpOTO TAPOLOL0 HE AVTOV GTOV
kavéova [assign-lit]. [Tapaieimovpe oot Vv TEPINTOOT, Y100 AOYOVG GLUVTOMIOG,

H éwovvaptnolokn pon evBviaxdvetol amd tov kavova [call]. Zvuykekpyéva, 6tov 1 avdiveon
ovvavtd o Ekepoon kKAnong o1 (z = f,y = o9, ... ), e€etdler to kKAnBév avtikeipnevo 01 mov oyetile-
TOL pE TV GLVApTNon fn 1 onoio opiletar 6to namespace n'. " Yotepa, kGOe mapapetpog me fn cov-
O£ETOL LLE TO KATAAANAO OPLGLLO TOV TEPAGTIKE KOTA TNV KANGN TNG GLVAPTNONG (TT.). 1 TAPAUETPOG
y avotifetat 670 02), 0dNydVTOG 08 éval VEO YpAgo avadicemy 7 kol éva VEO TIVOKE 0VTIGTOLIoNG
avTikelpévoy oe literals. I'a mapddetypa, Osmpodpe Eova tov ypdeo tov Zynpatog 3.3b. Ot akpéc mov
Eexvovv otov kOpPo {crypto.Crypto.apply, func} katackevdloviol and avtdv Tov Kavova. Av-
TEG 01 AKUEC LTOONADVOLV OTL 01 GLVOPTHCELG Cryptops.encrypt Kot cryptops.decrypt, ol omoieg
nepdotniay 6tav KAMOnke n cuvdptnon crypto.Crypto.apply, umopei va égovv avatebei otny mo-
pauetpo func (Zynua 2.1).

O xavovag [class] dwyepiletor opiopovg kKhacewv. O Kavovag antog apyikd TpochETel TNy KAGoN
x oTo 0&vTpo eufereldv, HEow TG cvuvaptnong addScope, Kat EMELTO AvaKTE KAOE AVTIKEILEVO TOV
oyetileton pe Tig Packég kKAGoes e « (dnA. . . . ). Ilpokeyévou va yivel avtd, o Kavovag copfov-
Aevetan 10 6€vTpo eUPeleldv 6TO namespace n, Kot EMETO 0d TOV OpPIoUO Lo KAAONG avaKTd o
akolovBio amd avrtikeipeva ¢ mov akoAoVOEL T GEWPA e TNV omoia opioTnKay ot Pacikég KAAGELC.
[Mopaxdrm eEnyodpe yoti sivoar onuavtiky 1 Slotpnon g GEPAS e TNV OToia KaTaywpnonKoy ot
Baoikég kKAdoeLS. "Yotepa, ovTdg 0 KAVOVAG AVOVEDVEL TNV 1EPOPYI0 KAACEWDY £TCL OOTE LUK TPOCPA-
TG OPIoUEVT KAAGT Z Vo givat To Todi TV PACIKOV KAACEMVY TOV OELYVOVTOL A0 TO VY VOPLGTIKA
(y...). Zm ovvéyew, 1 aviAvon Tpox®pd 6To ohpa g kKAAong x o€ éva véo namespace n’. To véo
namespace mepEYEL TOV OPIGHO TG KAGONG 6TV KOPLOT| TOL TpEXOoVToS namespace (dnk. n - (z, cls)).
TéNog, n avaivon Eekva vo e€etdlel To ompa g KAGoNg Kdvovtag ¥prion evog vEov namespace.

O kavovag [attr] axolovBei Tpocéyyion pe tov kavova [ident]. Qotdco, 6g ot TN TEPinTOON,
TPOKELUEVOD VO VOLYVOPLOTEL GOGTA TO AVTIKEILEVO TOV AVTIGTOLYEL 6TO attribute & TOV AVTIKEUEVOD
déKtn o, N avaivon e&etdlel v epapyio KAGGE®V h XPNCLOTOIDOVTAG TNV GUVAPTNON getClass
Attrobject(o,x,h). Ze autd TO onueio 1 avdivon pag dvvatal vo dtakpivel attributes fdost g
tonobesiag (dnA. 0) oty omoia avtd Snidbnkay.

H ovvdptnon getClassAttroObject yepiletor TV ToAAATA KANpovoLukotnto oefopuevn v
oepd emilvong pebodwv mov viomoiei | Python. o mwapdderypo, Tapadétovpie To akdlovbo Koppdatt
KOIKA.

class A:
def func():
pass

def func():

1

2

3

4

5 class B:
6

7 pass
8

9

class C(B, A):

10 pass
11

12 ¢ =C()
13 c.func()

Y10 Topamdve Tapdadetypa, n oepd eniloong peboddwv eivar C' — B — A, kabdg 1 kAdomn B eivarn
TPOTN KAAGT YOVIOg TNG C, VD 1 A givar 1 de0TepT KAGGOM YOVIOG. Xav amotéleoua, To ¢ . func () odn-
vel otnv KA on g cvvaptnong func mov opiletor oty KAdon B, apov avth gival n tpdtn nébodog
7oV toplalel 6to dvopa func cOpE®va e TV 6epa enidvong nedddmv. H opbn enilvon tov perdv
™G KAaong e€nyetl yiati o Topéag TG tepapyiog KAAGE®V avVTIoTOYEL KAOE aVTIKEILEVO G [ arxolov-
Bio, avTIKEUEVOV avTi EVOG GUVOLOL—OPEIAOVLLE VO KOTOYPAPOVLE TNV GEPA LE TNV 0Toia 01 YOVEIG
LG KAGO™NG KOTOY®POUVTL.

O kavovag [new] dwoyepiletor Ty apykonoinon avikelévey. Avtdg o Kovovag ovaKTo TO ovTL-
Keipevo o3 mov oyetiletal pe Tov optopd ¢ KAdong x. Méow tng cuvaptnong getClassAttrobject
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0 Kavovag eAEYyEL TNV oelpd eniivong peboddmV TOL AVTIKEUEVOL 03 £TGL MGTE VO AVOYVOPICEL TO
TPAOTO AVTIKEIPEVO 02 TTOV Taplalet pe v cuvdptnon __init_ . YrevBopilovpe 61t vt 1 cuvap-
o Kaheital katd v dnpovpyio Evog vEOL avTiKeLEVOD. Afvovue ELOAOT GTO TMG ATOTIHATOL 1)
ék@paon new: amlomoteitol oty 02(y = 01); 03. Emt g ovoiog, TpdTa KOAEITOL 0 KATOOKELOGTNG
™G KAGONG e Ta 1610 0pioHaTo TOV TEPACTNKOY HEG® TNG aPYIKNG EK@pacns (SnA. o2(y = 01)), Kot
EMELTOL EMGTPEPETOL TO AVTIKEILEVO 03 TTOL AVTIGTOLYEL GTOV OPIGHO TNG KAAGNG, TOV £ival £V TEAEL TO
OTOTEAEG L TNG EKPPOCTIG NEW.

O xavovag [attr-assign] yepiletor avabéoelg attributes g HOpENG 01.4 = 02. ZVYKEKPUEVO,
TEPLYPAPEL TNV TTEpinT®on O6mov €va attribute x opiletal e Kamoln Tomobesio evtog TG 1EpOpYiog
KAAGE®V TOL OVTIKEWEVOL OEKTT| 01. LT TEPITTMON AT, N getClassAttrObject avoktd To avTi-
Keipevo o3 mov oyetileTon pe avtd To attribute, Kot 0 KOvOVaG avavE®DVEL TOV YPAQPO avabécewv €161
MOTE TO 03 Va. OElYVEL GTO 02 TOL TPOEPYETAL Artd TO deET LEAOG TNG avaBeoG. TNV TEPINTOOT TTOL TO
attribute dev £yel opiotel evtog TG tepapyiog KAdoewv, OnAadn 1 getClassAttrobject emioTpépet
1, m avdBeon attribute Aertovpyei TapdpoLo pe Tov Kavova [assign]. Apykd, TposBéTovpie To attribute
T oTNV TPEYOLGO EPPEAELN XPNCILOTOIDVTOG TNV addScope Kot £TELTA O YPAPOG OVOVEDVETOL. AV Eva
literal avotifetot ovTi yio Eva avayvmpLloTIKO 1) TPOCEYYION LOG CUUTEPLPEPETOL LLE TOV 1010 TPOTO, LIE
NV LoV Spopd OTL OVOVEDVEL TOV TIVOKO OVTIGTOLYIONG avTIKEEV@V o€ literals avti Tov ypdagpov
avdéBecewv.

Ortav 1 avdivon cuvavid pio EKepoor import = from m as y, OVOKTA TO OVTIKEILEVO 02 OV
avTioTolyel 6To loayBEV avayvoploTikd x, 10 onoio opiletan oto module m. Katdémy, dnuovpyet
€va YeLdMVLLO Y Y10 TO . AVTO emITLYYAVETUL LECH TNG TPOSHNKNG TOL ¥ 0TO dEVTPO EUPELEIDY TOV
TPEYOVTOG namespace, Kol PETEMELTA TNG OVAVEDSCTNG TOL YPAeov avabécemv PHEG® TG TPOSHNKNG
Jog akUnG amd To avTKeipevo ¥y oto . MEG®m autol Tov Kavova ovIET®TI{ovpE T0 COGTNUA TOV
module ¢ Python.

H xotavaioon iterables kat generators emttuyydveral p€ow g Ekepaocng iter x. Otov to ava-
yvoplotikd = delyvel o éva iterable (dnA. To avtikeipevo 610 omoio deiyvel To = €xel éva attribute
ovOpOTL__next_ ), aveKTOVUE TO avTikeipevo o’ mov avtictoyei oto __next_ . 'Emetta, 1 ékgpaon
iter amotipdron og pua kKAnon tov o () (BA. tov kavova [iter-iterable]). Atapopetikd, To = avTpeTONi-
Leton wg évog generator ([iter-generator]), kot 1) iter amhomoteitat o€ pio kKAfon z(). Ovpifovpe and
v Evomnta 3.1.1 611 o1 generators poviehomotovvtal o¢ thunks. Avtd 10 cevdplo meprypdpetl Tnv
amotipunon tov thunks (generators) dtav avtd mpdypatt tpocmerdlovrol.

Teppatiopég e Avarvong. H avdivon diatpéyet Tig exppioels, aAAALoVTaG TNV KOTAGTOON TG
GOLEMVA LLE TOVG KOVOVEG TOV Zynuatog 3.4, edg 6Tov enttevybei ouykhion. H avilvon teppoatilet
gyyunuéva emeldn] oL Topeic g eivol memepacuévol. AKOLLO Kot Yo TOVE TOUELS TG tepapyiog KAAGE®V
h € ClassHier ka1 tov Tivaka avtiotoiyiong avtikelévev ot literals I € Obj Lit (Zynpa 3.2), ot
omoiot eivat Be@PNTIKA LN TETEPAGLLEVOL, 1) OVAAVGT €V TEAEL TEPUATILEL. AVTO OQEIAETAL GTO YEYOVOC
ot éva mpoypappa Python dev pmopel va €xet éva un epaypévo apbpo ard kidoeig. Emmiéov, &i-
GAYOVLE KATOYWPNOELS GTOV TIVOKA OVTIGTOTY oM TIH®V o€ literals povo yio evtodég mov avabéTovv
(M emoTpépouv) éva literal. AmoteAéopata pe tnv popoen literal Tov opeiloviol g KATOOKELAGLLOTA
OT®G o1 generators, To ooia Oa pwopovioav oe PN tenepacuévo aptBpd ano literals, ayvoovvrat.

3.2 Koaraokev) I'pagov Kijocemv Xovapticemy

A@potov tepuatiost 1 avaAVGT, KOTACKEVALOVUE TOV YPAPO KACEMV GLUVAPTGE®DY SLOTPEYOVTOG
v evdldueon avarapdotacn Tov do0évtog Tpoypdppatog Python pia tedevtaio eopd. O akydpio-
pog 3.1 meprypdoet Tig AETTOUEPELEG ALTOL TOL TEPAoaTos. O aAydplBpog maipvel dVo €16030VG:
(1) éva mpoypappa p € Program g yYA®GGOG Lovtelomoinong g omoiag 1 cuvTaén QaiveTal 6To
Zynua 3.1, kot (2) v tehikn KoTdotoon o € State mov TPOKLTTEL 0o TO Prina g avdivong. O
oAyop1OpoG Tapayel £vo YPAPO KAGEMY GUVAPTICEMY

cg € CallGraph = Obj — P(Obj)
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AkyopOpog 3.1: Kataokeon I'pagov KAoewv Xvvapticewnv
Input :p € Program
o € State
Output: cg € CallGraph
1 foreach e in Program do
while e € Obj do
(0, Ele]) = (o', Ele'])
if ¢ =01(y =0y...) then // call Expression
(mys,m- fyh1) o
¢ <— getReachableFuns(m, 01)
03 < getObject(s, n, f)
cg < cglf — cg(f)Uc] 7/ Add call Edges
end
e+ e

O e 9 A W N

—_
=3

end

—
s

end
return cg

-
w N

O ypbpog mepiéyel povo avtikeipeva mov cvoyetifovral pe cuvaptoelc. 'Eva otoyeio o € Obj, to
omoio avtiotoryiletat o€ éva chvoro and avtikeipeva t € P(Obj), onpoaivel 6T cuvaptmon o uropei
VO KOAEGEL OTOLOONTOTE GUVAPTNGT GUUTEPIAOUPAVETOL GTO T.

O alyopBuog Aettovpyet e&etdlovtog KB EKQPAOT) € TOV AVOYVMPIGTIKE GTO TPOYPOLLLLA (YPOLLL-
un 1), ko kabe Ekppaom e amotipdtot pe féon Toug kavoveg HeTAPaons KATACTAGE®Y TOL TEPTYPAPO-
vtot 6to Zynpa 3.4. O aAyopiOpog SaTpEYEL KAT EMOVAAN YLV TOVS KOVOVEG LETAPAOTG KATUCTACEWY,
péxpt n e va anionomfel og £va aviikeipevo (Ypappésg 2, 3). Omotednmote 1 e anAonoteitonl o€ pi
ékppaon kKMong ™mg popeng 01(y = o2 ... ) (ypauun 4), o akyopidpog avoktd to namespace OTov
GLVEPN 1 KA o1 Kot 0moontd amd ovtd To Kopupaio otoryeio (BA. n- f, ypapuun 5). Enetta, o adydpiBuoc
VAT OAEC TIG GLVAPTNGELS OTIG OToieg Pmopel va detlyvel To kKANOEV avtikeipevo o1 . I'a va To meTv-
YEL ATO, GUUPOVAEVETAL TOV YPAPO avabicemy LESH TG cuVAPTNONG getReachableFuns (7, 01), 1M
omoia vAomotel évav adyopBpo Avalitmong Katd Bdbog (Depth-First Search, DFS) kot avaktd to
GUVOAO TV GLVAPTIGEMV ¢ 01 OTTOLEC Eival TPooPdoipeg amd tov kOpPo o1. Metémetta, o Ypapog KAN-
GEMV CLUVUPTHOEMY CZ OVOVEDVETAL LEGM TNG TPOGONKNG OA®MV TV AKUDV 07T0 TO KOPLEQio oToLyEl0
TOV TPEYOVTOC namespace mTPog T0 GUVOAO TV KANBEVTOV cuvaptioewV ¢ (Ypauués 7, 8). Me diia
A0V, TO AVTIKEILEVO 03 (YPAUUTN 7) TTOV EKTPOCHOTEL TO KOPLPAIO GTOLXEIO TOL namespace GTo 0Toio
TPAYHOTOTOLEITOL 1] KAO™ €lval 6TV 0vcia 0LTO TOV KOAEL TIG GUVAPTNGELS OTIG OTOIEG dElyVEL TO
ovTIKEipEvVo oy.

3.3 Aviyvevon Leoipatmv Kieowov

H avédvon pog evromilel mBoavi cOAAUOTO KAEDI00 SLOTPEYOVTOG TNV EVOLALEST] OVATOPACTOOT)
L akOpo opd apoToL 1 avaivon teppatiost. O AdyopiBpog 3.2 cuvoyilet ta fripato ovtod Tov TEe-
pacpatos. Qg €ilcodo Tov, Aapfdvet éva Tpdypappa ot YAdcooao povighomoinong pog (PA. Zyfua 3.1)
KOl TV TEAIKN KOTAGTAOT] TOV TPOEKLYE amd To Pripa TG ovalvong. g £0d0, Tpoceépel pua AMota
ue Tig Tonobesiec MOAVAOV cQUAUATOV KAELO100

keyErr € KeyErrorList = o € Object

Apywd, o adyopiBpog e&etdlel OAEG TIC EKPPACELS TOV £XOVV EVIOTIGTEL GTO TPOYPOAULOL (YPOLLL-
un 1), ewg 6Tov avtéc amiomomBovv ce o tpdcPaon oe dictionary (Ypappég 2-4). Xe avt v mepi-
TTOOT, 0 AAYOPLOg Tp®dTA ovaKTd To mhovd dictionaries oto onoia pmopei va avatedei to ev A0y
dictionary (ypappn 6). Avto enttuyydvetal LEG® TNG XPNONG TG CLVAPTNONG getReachableDicts, n
omoia dtaoyilel Tov Ypaeo avabécewv ekteAdvTag Tov alyoplOpo Avalnmong Kartd Babog. Yotepa,
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AlyépOpog 3.2: Avayvopion Zeaipdtov Kieidiod
Input :p € Program
o € State
Output: cg € KeyErrorList
1 foreach e in Program do

2 while e ¢ Obj do

3 (0,E[e]) — (o', E[¢/])

4 if ¢/ = 01]02] then // Dictionary Access

5 (m,s,n,h,1) o

6 Dicts < getReachableDicts(m, 01)

7 Vals < getReachablelLits(m, [, 03)

8 foreach d in Dicts do

9 foreach v in Vals do

10 if d-v & 7 then // Dictionary entry does not exist
1 | KeyErrsList < KeyErrsListU [d - v]
12 end

13 end

14 end

15 end

16 e+ ¢

17 end
18 end

19 return cg

yivetar ypnomn ¢ nebddov getReachablelits yia va avaktnBovv ta mibavd literals ta onoia pmo-
pel vo. AaPel og Tég to otoryeio mov mpoomehavvel to dictionary (ypopun 7). H pébodog avrn,
poTo dracyilel Tov ypheo avabicemv yio va oviyvedoEL To OvTIKEILEVO oTa omoia €xel avartebel
0VTO TO 6TOLYEIO KO LETEMELTA GUUPOVAEVETAL TOV TIVOKE, AVTIOTOIYIOTG AVTIKEEVOV o€ literals yia
va avaktoet Tig mbaveg literal Tipéc Tov. Téhog, 0 adydpBpog pog e€etdlel GAOVE TOVG GLVOVAGHOVS
dictionary-literal (ypopuég 8,9) kat eAéyyet yio v Vmoapén evog T€T0100 GUVOLAGHOD G KAELWT TOV
dictionary otov ypapo avabécemv (ypapun 10). YrevBouilovpe 6Tt 0 ypaeoc avadécewv meptéyet OA
TO AVTIKEIIEVA TOV TPOYPALLOTOC Python mg kKAE1816, cuuUTEPIAAUPOVOUEVOY TOV KOTAY®PTCEDV TOV
dictionaries. Av évag T£T010¢ GLUVOVAGUOG eV TTEPLEXETAL GTOV YPapo avabécemv, o alyopiBpog Oe-
opel aut ™V TPocPacn ®G Eva GEAALN KAELD100 Kot TPOGOETEL TN GYETIKN TANPOPOpia 6T AMoTa
g&odov (ypapun 11).

3.4 Xovinmon & Ilgpropropoi

Mo Baciki oxedGTIKY EXAOYN EIVOL VO 0yVONIGOVLE TOVG PpOyXovg KaBdE Kol To amoTeAs-
OUOTA VTOAOYIGHOV cLVONK®V. [0 Tapdderypo, 6Tav 1 avaivon pog cuvavtd pia evtodn if, Aappd-
VELVTIOYT| KU1 TOVG OVO KAGOOLE TNG EVIOANC. AVTH 1) GYESUGTIKN EMAOYN EVIGYDEL TNV OTOSOTIKOTNTO
Y@Pig Kdmolo VYA Tipnpa Yo v axpifela g avaivong (0nwg Bo oyoldoovpe oty Evotnta 5).
AAlot ototkol avodntéc [9, 10, 8] axoiovBovv o mo Papld tpocéyyion Kot Tpootadicovy va
EKTIUNOOVV TO, ATOTEAEGHOTO TOV GLVONK®Y. AVTOL 01 GTOTIKOL AVOAVTEG OUMG, ETLYELPOVY VO VTTO-
A0YiGOUV TO GUVOAD OA®V TV KATUCTAGEWV TOL glval TpooPaciues Baon piag apykng. Hop’® dAa
aVTA, 1 €0pECT) HIOG TETOL0G OPYIKNG Katdotaons mov e&aokel Oha To mBova povomdtio dgv givan
oA, €01KA 0Tov avaidovtol Biiodnkegs.

H Python facileton opketd 6€ OVTIKEYUEVOGTPAPT] YUPAUKTNPIOTIKA (7). SUVOULKT) OTOGTOAN LE-
000wv), duck typing [16], kot modules. vvendc, eivar onpovtikd va dtoywpilovtor ot TpocPacelc
oe attributes fdoet Tov namespace 610 onoio To k@Oe attribute opiletat. Avti 1 oXeSOOTIKY ETAOYN
gvioyber—oe ovtifeon pe mpornyovpeves epyacieg [13]— v akpifeia g avaAvong pag ywpig va
Bvoidlel TV KALOKOGLOTNTO TNG.
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Emumdéov, n avdivon pog dev vootnpilel TAnpog 6o ta yopoktnpiotikd tng Python. Aev yet-
pLOLOOTE GYNIATO TOPOY®YNG KMOWKA, OTMG KANoelg oty built-in uébodo eval. 'evikd, avtd ta
SUVOUIKA KOTOOKEVAGUATO, ETOEWVMOVOVV TNV OTOTEAEGUATIKOTITO OTOIGONTOTE GTATIKAG AVAAD-
o1¢, Kol GUYVA xpnoorotovvTot duvoptkég pébodol g avtipetpo [32, 33]. Emmpocbétmg, n pedo-
doloyio pog dev €yl povielomomoet Tig built-in GUVAPTAGEL TOV AVTIGTOLOVV GTOVG TOTOVG TNG
Python. Xvvendg, kinoeig oe attributes mov Pacilovral oe kdmolo cuykekpuévo built-in tomo (m.y.
list.append()) dev emivovral. Télog, n avdivon pog propei va avaivoet povo modules twv onoimv
0 KOdwag givar daféoipoc. Otov o Kodeitonr pior cuvaptnon—rng onoiog 0 optopog dev elval
drnbéooc— 1 néB0d6G og Ba TpochHEGEL o Ak TOL KOTAANYEL GE GVTI TNV GLUVAPTNOT), OAAG
dev Ba Tpootedovv ToTE aKkpég oV Vo EEKIVOVV 0O ATV, KoL 1) TN ETGTPOPNS TG Oa ayvonOei.
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Keoaiaro 4

Y\lomoinon

"Exovpe avantoéel 1o PyCG, évo npmtotumo g pebodov pag ypaupévo o€ Python 3. To PyCG
dev gkaptator amd mokéto Tpitwv kot Paciletal povo ota modules symtable ko ast g standard
B1BAodnkng ¢ Python. Tao modules avtd ypnoiponotodvtar avtictotya yio Ty onpovpyio Tov 6é-
VIPOL EUPEAEIDV KO TNG EVOLAUEST|G ovamapdoTaoT. To Tp@TdTuTo Hag Aettovpyel gav Eva epyaeio
ypopung evtoddv (Command Line Interface, CLI), kot éxet dokuaotei o mepipdiiovia UNIX.

4.1 Xpnon

To mpw1dTLIO HOG UTOPEL VO AVOADGEL 0TOSOTIKA TOKETO TO OO0 EKTEIVOVTOL 0O ATAL apyeia
oe peydleg Biprodnkec. Ty nepintoon tokétov e Python, 1o tpotdtumo pog déyetat Eva Opt-
OOl YPOLLNG EVTOA®V TO 0Ttoio opilel ToV KeVTPIKd PAKELO TOV TAKETOV. MEG® ALTOV TOV OPIGLOTOC
kaBictatal duvaty 1 xpnomn Tev akdrovbov Asttovpyimv. [Ipdtov, v mapaymyq T@v namespaces
TOV ECOTEPIKADV OVTIKEWEVOV GE GYEON LE TO namespace Tov id1o0v Tov Takétov. H dmapén avtodv
TOV GYETIKOV namespaces £ivol GNUAVTIKY 6TO TANIGI0 EPpYUAEI®V TOL £YOVV G GTOYO VO GVVOLA-
GOLV TOVG YPAPOVG KAMGEMV GLUVAPTNCEDY AAANAOEEAPTAOUEVOV TOKETWV KOl KATOTLY EMITEAEGOVV
dtpopa €idm avdivon og avtd (w.y. dependency impact analysis). Ag0Tepov, TO TPOTOTLTO LLOG VAO-
motel o pebodoroyio mov umopei va avakoAvyel auTdHOTO TIG TOToOEGTIES TOV apyEl®Y TOV TAKETOV
OT0. OO0 OVALPEPETAL Pl EVTOAN import. Kotd GuvErEwn, o€ T€T0lEg TEPMTMOELS, T0 PyCG amattel
¢ €16000 POVO eKelval TOL SCTIpts TOV AELITOLPYOVV G GNUElD 16030V GTO TOKETO, Kot EMEITA PIopel
VO OVOKOADWEL KL VoL 0vOADGEL 0L Ta elcayopeva modules. [lepiocdtepeg Aentouépeieg Oa do0ovv
oty Evomra 4.3

4.2 Eootepukn Avanapdotaon s Katastaong

H sowtepikn avanapdotaorn tov PyCG ypnoiponotel dopég dedopévav yio TV amodoTIKn avé-
KTNGON KoL 0VAVEDCT) TV OVTIKELLEVOVY TOL 00O KeHovToL amd Tovg Topeig TG ovalvong. Tlapakdto,
TEPLYPAPOVLE AETTOUEPDG TNV VAOTOINGM TOL KAOE TOpEQ.

addl = lambda x: x + 1
def function(): .
d1 = {
"keyl”: "vall”,

}
d2 = {"key3”: "val3"}

(b) Aévtpo gpupererdv Tov Python module.

BT Y T N e N

(a) "Eva Python module mov opilet avdvopa otot-
xelo.

Syquo 4.1: Aévtpo epfereidv mov mepiEyel avmvopa ototyeio og thunks.
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Namespace. To tp€yov namespace VAOTOIEITAL G [0 6TOIfa 0o avayVOPLoTIKE. XTotXEio Tpo-
oTifevTal Kot apopovvTol omd TNV £l0000 KATd TNV £16000 Kot avTioToyo TV ££000 amd Lo spPEreLa.
AvomoploTtovpe To namespace g Hio GUUPOAOCEPE LEG® TNG £VOOTG TV GToLYEIV TNg oToifag [
TO SLOYOPIOTIKO YOPaKTHPO TNG TEAETLNG ().

Aévipo Eppererdv. To dévipo guPeretdv viomoleitol g £vag mivoKog KOTOKEPUATIGUOD TOV
avtiotolyel namespaces o€ Kataywpnoels epPéretag. Kabe kataydpnon eppéietag aviiotoryel og pio
oLYKEKPLEVN eUPErEL (.. 1 EUPEAEL Liag cLVAPTNONG) Kot Kpdta amofnkevpéva dvo ototyeia. To
TPAOTO EIVOL 10, AVTIGTOIYIGT TOV YPNGLLOTOIOVUE £TGL MGTE VO OVOKTHCOVLE amevBeiog o avTiKei-
LEVOL EKEIVA GTO OO0, OVOPEPOVTOL TO AVAYVIOPLOTIKA TNG EKACTOTE EUPELELnG. To devtepo oToLyElO,
glvar éva cHVOLO amd HETPNTES TOV AVTIGTOLYOVV GTO AVAOVLLA GTOLYElD OV VITooTnPilel N avdAivon
pag, dniadn ta lambdas, ta dictionaries, Kot ot Aoteg. Me avtd TOV TPOTO UTOPOVLE KADE pOopa Vo
dwakpivoope petaé&d avtOv TV avavopmy atoryginv. Otav 1 avaivon pog to cuvavtd, dnuovpyel
éva VEO OvayVOPLoTIKO TO otoio gival o cuvdvaouog evog thunk Kot Tov avtictoyov HeTpNTh, Kot
OTNV GUVEXELD TPOGHETEL AVTO TO AVAYVOPLIOTIKO MG Todl TG TpEYovoag euPéreta. Qg mapdderypa,
Bewpolpe T0 amoOcTUGHO KOdK Tov Xynpotoc 4.1a. To amdoracpo avtd viomolel éva module mov
opiletl éva lambda kot po cuvaptnon mov apykorotel dvo dictionaries. To avtiotoryo dévipo eufé-
Aewwv anewoviletal oto Zynua 4.1b. Xe avt ) mepintwon, ta dvo Aegukd Ta onoio opilovtal oTIg
YPOUUEG 2 kot 4 pmopovv va. dtokptBodv PACEL TOV LETPNTH OV OVTIIGTOLXEL OTO OVMVVLO GTOLYELD
tov dictionaries.

Xpnotomotovpe tnv built-in Bipiodnkn g Python symtable yio vo amokticovpe nmpdsfaon
GTOVG TIVOKES GLUPOA®Y TOV PETAYAMTTIOTH TOL k&g module Kot vo, apytkomolcovpe T0 dEVTPO EN-
Belewwv. H dadikacio mov akolovBovpe £yl wc e&nc. Ilpdtov, TIpooTeAdOVOLLLE TIG KATAUYMPTNCELG
cupuPormV g KOplag euPéretag Tov module Kot TpocBETovpe OGAOVG TOVG OPIGUOVS GUVOPTICEDV
Kol KAdoe®mV ¢ modid g epféretoc avtng oto dévrpo. Enetta, yio kébe madi dwacyilovpe Tig KO-
TOY®PNOELG CUUPOA®Y TOL AVASPOLUKE. ZNUELDVOLHE OTL oV 1) dladikacio dev TpochHEtel ovopaTa
UETAPANTOV KoL avOVOI®OV 6TotyElV 610 dévTpo. Ta otoryeio avtd tpocmeldloviot katd T didpKelo
TOV PLOTOg TNG avdALGTG.

Iepapyio Krhaoewv. O topéag g epapyiog kKAdoewv £xel vAomoindel og évag mivakag Kota-
KEPLOATIGUOV OV YPNCULOTOLEITOL Y10 TNV OVTIGTOI(I0T T®V namespaces oTig akoiovdieg tepapyiog
KAAGEWV OV aviKOLV o€ ovTd. Ot axoiovbieg avtéc Exovv vAomonBel wg Alotec. Kataokevdlovpe
™V epapyio KAAGE®V Yo KaOe oplopd KAAGEC cuVOLALOVTaG TIC 1EPOPYIES KAAGEDY TMV YOVIKOV
KAdoemv Boacilopevn ot Zepd Enilvong Mebddwv g Python!.

MMivaxkag AvricToiyiong Avrikeipévev o€ Literals. [ o akopn @opd, vA0TO100UE TOV TIVOKOL
aVTIOTOl(ONG aVTIKEWWEVOV o€ literals mg o avtioToiylon TV namespaces TV OVIIKEIWEVOV GE
ovvola amo literals. Ztnv nepintmon ¢ avabeong evig literal, avaxtolpe T0 GVVOAO TOL dtaTnpEeitan
Y10L TO OVTIKEILEVO TOV 0PLOTEPOV PEAOVS KOl ALVOVEDVOVLE TO GUVOAO OVTO DOTE VL GLUTEPIAAUPEVEL
7o literal.

I'pagog AvaBéoemv. Awatnpovpe pio avtiotoiylorn ond namespaces AVIIKEIUEVMV GE KOTOYOPT-
GELG TOV Ypapov avabiécewv. Kdbe katoydpnon mepi€yel Tov TOmO TG Kot £VoL GUVOAO 0td namespaces
010 omoio puropel va detyvel n Kataydpnon avty. YrevBopilovpe 6tin dtobéoipot tomot eivat function,
module, variable, kol class.

4.3 Evrtomopog g TomoOBsoiog Evcayopevov Modules

Kévovpe yprion g built-in Bipriodnkng g Python importlib vy vo avaxeldyovue Tig Tomo-
Oeoieg TV apyeiov tov eilcayopevov modules. Enpeidvoope 6Tt 1 PAodkn avt ypnotponoteiton
eomTeEPIKA 0md TV Python yio va emvoet eviodég seicaymyng modules. Xvykekpipéva, KOs popd mov
1 Python aviyvedel pio eviodn eloaywyng tpoywpd pe v akdiovdn dtadikacio. Apyikd, aviyvedeTaL
1 tonobeaia Tov apyeiov Tov elcaydpevov module, Kot 6t cvvExEla Evag loader ypnouonolEiTal Yo

! Meprocotepeg Aemouépeleg yio v Zeipd Enilvong Mebodwv tne Python propotv va Bpedodv otov ctvdesiio https:
//www.python.org/download/releases/2.3/mro/.
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"cryptops.decrypt”: [],

“cryptops”: [],

"crypto.Crypto.apply”: [
"cryptops.encrypt”,
"cryptops.decrypt”

1,

T L T T N o R

"crypto.Crypto.__init_ ": [],
"cryptops.encrypt”: [],
10 "crypto”: [
11 "crypto.Crypto.__init_ ",
12 "crypto.Crypto.apply”

13 ]
14}

Syfua 4.2: T'pdeog KAcemv cuvaptioemy tov crypto module og poper JSON.

Vo elodyel Kal va eKTEAEGEL TOV KMotk tov module. [ap’ 6Aa avtd 1 Python emtpénet v viomnoi-
non loaders €161k00 GKOTOV TOV UTOPOVV VO, AVTIKATOGTIGOLY TOV Tpokabopicuévo. Expetalenti-
KOE ouTh T duvatdtnta, kKot VAoromcape Evav loader mov dev ekTEAE] TOV KOSIKO TOV EIGAYOLEVOD
module, aAAd avt’ ovTod amodnkevel TNV Tomobecia TOL GE Uid ECOTEPLKT OOUN TOL VAOTOMGOLE
kot Kotomwy teppatifel. H doun avtr, tnv omoia ovopdlove ypdpo gioaywydy VAOTOIEITOL MG Ui
avtiotoiyion omd ovopota modules oe chvola Tonobesimv apyeiov. ‘Eneita, to PyCG ypnoylomotel
TOV YPAQO EI0AYMYDV Y10, VO 0VOADGEL TOV KK TV 160 yopeveov modules. Méow tng pebodoro-
yiog aVTNC, TOo LOVO TOL amoUTELTAL YioL TNV TANPN avdAvon evog makétov Python eivon pia Alota amd
onpeia €16650v.

4.4 Aopn EE060v

To mpwtdéTLTO g VAOTOEL dopES €£600V Yo KABE o omd Tig 600 amd TG dVO AELTOVPYIES TOL
TEPLYPAYALLE, ETLYPOLLOTIKA TNV TOPAYDOYN YPAP®V KANGEDYV GUVAPTHGEMY KOL TNV OVIXVELGT GOUA-
UATOV KAES100.

4.4.1 Aopn I'padpov KiMjosov Xvvoptiioemy

To PyCG mapdyet Ypaeovg KANGEDV GLVOPTNCEOY MG o Alota yettviaong og dopry JSON. To
namespace y1o. Tov K40 TOTO aVTIKEIUEVOD TOL UTOPEL VoL KOAEGEL GuvapTHoElS (.. module, cuvdp-
Tmon, KAdon) aneikoviletal mg évag kOpPog, kat kbbe kopPog dratnpet pia Aiota amd To namespaces
TOV cLVAPTACE®Y oV &xel kaAéoel. To Zynua 4.2 deiyvel v €050 Yo TOV YpAPO KANGE®DV GuVap-
moewv tov module crypto (Zyfua 2.1).

4.4.2 Aopn Xeaipdatov Kiedov

To PyCG divel otnv €000 TOL Ta TOAVAE GEAAULATO KAESIO0D TTOV aviyveEDONKOV GTO TPOYPOLLLLLOL
Python mov 660nke wg gicodog g o Aiota amd dictionaries. KaOe dictionary mepiéyet (1) v to-
mobecia Tov apyeiov 610 omoio ovoudotnke 10 GPUALA (2) ToV aplBUd TNG YPUUUNAG GTOV KMOKO,
(3) To namespace tov dictionary mov Tpoomerdotnke, kot (4) To KAEWi e To omoio emyelpnOnKe
N wpocPaon. ['a mapddetypa, Bewpodpe to evdektikd mpdypappe Python tov Zynquotog 4.3a. To
TPOYPApLLO 0VTO OpilEL Hio GUVAPTNON TOV BEYETAL dVO TOPAUETPOLS: €va dictionary Kot Eva kKAl
npocPaong. ‘Eneira, opilel éva dictionary pe éva kat povadikd {evyog KAEWO100-TIUNG. ZTN YPOUUN 6
10 evdeTiKO avtd module emyepel va mpoomeldoet To dictionary pe €va pun €ykvpo KAEWT, TPpaypo
7oV 00N Yel o€ Eva GOAALA KAEW10V. AKOpa, oTIS Ypouués 7 kot 8 kalel T cuvdptnon mov opiletan
ot ypapun 1 divovtag wc opicpata to dictionary kot 600 StapopeTiKd KAEWOLE TpOSPOcTC— Eva LN
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[{

1
2 "filename”: "mod.py”,

1 def func(dct, name): 3 "lineno”: 2,

2 dct[name] 4 "namespace”: "mod.<dict1>",

3 5 "key”: "key2”

4 dct = {"key1”: "vall”} 6 3},

5 7 {

6 dct[”nokey”] 8 "filename”: "mod.py”,

7 func(dct, "key2”) 9 "lineno”: 8,

8 func(dct, "keyl”) 10 "namespace”: "mod.<dict1>",
11 "key”: "nokey”

11

(a)’Eva evdewtiko Python npoypappa pe mpocsPa- .
o¢lg o€ dictionaries.
(b) Zearpoto KAeW10D TV SO TOL TOPAYEL TO
PyCG.

Zymua 4.3: ‘Eva evdeiktiko mpdypappa Python pe cpdipata kiediov kot 1 é€odog tov PyCG.

€yxvpo kat éva Eykvpo avtiotorya. To PyCG diver v é£0d0 mov cuvoyiletat oto Zynpa 4.3b 1 omoia
TEPLEYEL TAL VO COAALATO KAELDIO0U TOV TPOYPALUATOS EIGOOOV.
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Kepaiaro 5

AgloAoynon

Ye avtod 10 KeEPAAMO a&loAoyoLE TIG SLOIKOGIES TOPUYOYNS YPAPOV KANGEDV GUVAPTIGE®DY
KOl EVIOTIGLOV U €ykupwv Tpocmerdoewy dictionaries. ' va 10 KAVOLUE 0VTO, ¥PNOUYLOTOIOVLE
benchmarks pukpng ko peyding kiipokog. o v mapaywyn ypaemv KAGE®V GuvapTRoE®Y, XPT)-
comotlovpe €vo cuvoro amd 112 Python benchmarks pukpng kiipoxag kot mévte benchmarks peyding
KAPLOKOG TPOEPYOLEVO. OO TTPOYLOTIKES EPAPUOYES. AELIOAOYODLE TOV UNYAVIGHOD Y10, TOV EVIOTIGUO
GOOALATOV KAEWD10V KAvovTag xprion 25 Python benchmarks puprg kAipokog mov 0dnyovv 6e GOAA-
pota KAEWD100 Kot £va. GOVOAO amd 62 VTTOPOAEG EPYACLOV POITNT®V OV LAOTOMONKAY 6Ta TAGicL
evOg HETOmMTLUY KOV LafLaTOG 0vAAVonG dedopévmy. Ta TEPANATO LLOG TPAYLLOTOTOMONKAY GE i
Debian 9 swovikn punyovn pe 16 emeepyaoctéc kot 16 GBs dwabéoiung pvhiung RAM.

5.1 TI'pdeor Kimoewv Xvvaptiocmv

5.1.1 Benchmarks Mwkpng Kiipoaxag

[poteivovpe o Pprobnkn and benchmarks yio v a&loAdynomn g Topaymyng Ypaev Kin-
cev ovvaptioewv o Python. AALotl epguvntég Umopovv va y¥pnoionotjoovy ) PiAodnkn pog
®OTE VO 0EL0AOYHGOLY KOl VoL GLYKPIVOUVY TIG SIKEG TOVG Hebddovng pe yvapova e ko Bacr. Ot
Reif et al. [34] éyovv viomowcel Tapopoe benchmarks yio v yAdooa Java, ta omoia mepiéyovv
LOVOSIKEG TEPITTMOELS YPAPOV KANCEDV GUVAPTIGEMV 01 OTTOIEC EXOVV OpYavmBEl o€ dLAPOpPES Ka-
Tnyopiec.

H Bipriobnkn pog kadomret o gupeia yrdpo and Aettovpyieg tng Python kot aroteleiton and
112 povadued kot amAd benchmarks pukpng kKiipokag. To benchmarks avtd éxovv oyediaotel dote
va YoV Kp1 eUPELELD KO KAADTTOUV CLYKEKPLUEVEC AgtTovpyieg (Ommg decorators kot lambdas).
"Exovv opyavmbei oe 16 510p0peTIKEG KOTIYOPIES, TOV KUUATVOVTOL OO ATAEC KANGELG GLUVAPTGE®DY
UEYPL o GVVOETEG AELTOVPYiEG OTMG GLVOPTNOELS VYNAOTEPNC TaEnc. Kabe kotnyopio amoteleitan
oo €vo, GLYKEKPLUEVO aplBud Tepumrtdoe@y Tpog abloddynon. Kabe tepintmon mepiéyet (1) tov an-
yaio KOdKa, (2) tov ypdeo kKANcemv cuvoptioewV (o€ popen JSON, BA. 4.4.1), kot (3) o meptypagn
(oe popen Markdown). T kéBe mepinTmon, £xovpe VAOTOINGT va LOVAOTKO LOVOTATL EKTEALEONC
(.. dev vrdpyovv conditionals kot fpdyot) OGTE Vo VIAPYEL L0 CAPTC AVTIOTOLYIO GTOV YPAPO KATN-
oewv cvvaptnoemv. O Iivakag 5.1 mapabéter Tic katnyopieg poli pe Tov opBpd TV TEPIMTOCEOV
7OV VAOTTOLOVV KOl L0 OVTIGTOLYN TEPLYPOON.

O ITivaxag 5.2 mopadétel Ta anoteréopata g a&oroynons. Ia kébe benchmark mov avrket
o€ o GVYKEKPIUEVT Katnyopia, eEAEyyovue av 10 PyCG kot 10 Pyan mopfyoyov TAnpeilg 1 opboic
YPAPOVG KAMNGEDY GUVAPTHCEMY. EnUeldvovuE 0Tt Bempovpe évav ypaeo TApn Otav OAES TOV Ot
OKUEG TPAYHOTL VTEAPYoLY (UN VTapéEn weuddg BeTik®dVY), Kot 0pBd Otav mepiéyel OAEC TIG AKUEG OL
OTO1EG OVTIOTOLYOVV GE KANGELS TTOV TTPOYUATOTOIOVVTOL KOTA TNV EKTEAECT] TOV TPOYPAUUOTOC (LN
Vrapén Yeudmg apvnTIKAOVY).

To PyCG mapdyet Evav TAnpn ypapo oe oyeddv OAeS Tig teputmoslg (111/112). Akdua, Tapdyet
opBovg yphpovg yro 103 amod ta 112 benchmarks. Avto to Eddeupa oty opBdtTTa 0modidetal o€ pun
AP KAALVYN TV Asttovpyidv ¢ Python, w.y. ta starred assignments.
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[Mivaxog 5.1: Katnyopieg benchmarks pikpng kAipokog yio ypaeovg KAGEDY GUVOPTHCEDV.

Category #tests Description

parameters 6 Positional arguments that are functions
assignments 4  Assignment of functions to variables
built-ins 3 Calls to built in functions and data types
classes 22 Class construction, attributes, methods
decorators 7  Function decorators

dicts 12 Hashmap with values that are functions
direct calls 4 Direct call of a returned function (func()())
exceptions 3 Exceptions

functions 4 Vanilla function calls

generators 6 Generators

imports 14 Imported modules, functions classes
kwargs 3 Keyword arguments that are functions
lambdas 5 Lambdas

lists 8 Lists with values that are functions

mro 7 Method Resolution Order (mro)
returns 4 Returns that are functions

To Pyan onpeidvel younAdtepn enidoon kot yo t1g dvo petpikéc. [op’ 6Aa avtd, to Pyan vro-
otpilel kaAvtepa TV TEPITTOON TOV OvOBEcEDY, TPAYLO TOV 00NYEl 6€ 0pBOTEPA OMOTEAEGLATAL.
INo wepattépo kaTovonon TV ETOOCEOV TOV Pyan, TPOYUATOTOUGOLE L0 TOLOTIKN AVAADOT) TOV
YPAowV oV Topnyays. AvoKoADWOUE OTL TO Pyan mapdysl un TANPNG YPAQovg eneldn onpovpyel
OKLEC KANoE®V 6€ ovOpoTa KAGoemV KaOdc Ko Tig __init  pebddovg toug (BA. emiong v Evo-
mra 2.2). Axopo, Tapdyetl avokpiPn amoteAéopato Tedn dev vTooTPilel KAmolEg Amod TIg AELTOVp-
yieg g Python (0/6 generators kot 0/3 exceptions), dev yepiletar v dacvvaptnoiokn pon (0/6
parameters kot 0/4 returns), dev evronilel kKMoelg o€ gicaydpeves ovvaptioelg (4/14), ko éyet me-
plopiopévn vrootPEn Yo kKAdoeig (10/22).

H a&oroynon tov Depends deiyvel 1060 TOVG TEPLOPIGLOVS TOV OGO KOl TO OLVOTA TOV GNUEla.
YrevOopilovpe 611 kdOe benchmark mepiéyel mhvTa po KAHGM TOL TPOEPYETAL OO TO Namespace Tov
module. Ta amoteléopata pog deiyvouv 611 10 Depends dev aviyvedeEL OVTEG TIG KANGELS, KoL GUVETMG
N opBotTa dev emituyydveton moté (0/112). Ocov agopd v mAnpotta, t0 Depends emtuyydvel
oyedov téleln anoteléoparta (110/112) Aoym g GUVTNPNTIKNAG TOV PUENE—ONAadN, Tpochitel pia
oK OTTOTE TLOTEVEL e LEYAAN PefatdtnTo OTL 1) ok ovTh B TparypotomoinOet.

5.1.2 Benchmarks Meyaincg Kripokog

Kartaokevdoape pe To £t TOVG YPAPOLS KACEMY GUVAPTHGEMV TEVTE ONUOPIADV TOKETWV OAT)-
Owvav epappoydv. To maxéta ovtd cuAAEXONKav pe TNV akdAovdn dwwdikacio. [lpdtov, avakticope
Python amoBetiiplo péow tov GitHub API kot ta ta&wvouncape Bdost tov aptBpod tov actepidv
toug. Katom, kateBdcape tov mnyaio Kootk Tov kabe amobetnpiov Kot LETPNGUE TOV GUVOALKO
apOpd TV YpoUU®VY Tov. Xvurepthapape ot PPAodNKn pog To TpdTa TEVTE amofeTripla Tov Elyov
Myotepeg amo 3.5y, ypappés kddwka. O [Mivaxag 5.3 mapovcidlet ta anobetnpia mov emiéEope pali
LE TIS YPOUUEG KMdKa, To aotépla Kot To. forks oto GitHub, kot pia covtoun meprypoon.

Emt tov mopdvtog, dev vmdpyel kamoto S100€aipn vAOTOINoN Yo TNV TApay®Y| YPAP®V KAGEDV
GUVOPTNCE®V Yo TpoYpappato Python pe amodotikd tpomo, cuven®g eEeTAolLE LLE TO YEPL TIS EQOP-
LOYEG KOl KATAGKEVAGALE TOVG YPAPOLS Tovg o€ poper] JSSON. EmiéEape epapoyég pesaiov peyé-
Bovg (katd péco 6po Ayotepes amd 3.5xIA. YPAUUES KOSIKO) TPOKELLEVOL VO, EAUYIGTOTOMGOVLE TOV
TAPAYOVTO TOV AVOPOTIVOU GCOAALOTOC.
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[Mivakag 5.2: Amoteréopata g aoAdynong ota benchmarks pkpng Khipokag yuo ta PyCG kot
Pyan. To Depends givar un op86 ce 6Aec T1g mepuntdoetg kot mAinpeg oe 110/112 and avtég kot mopa-
Agimetat.

Category PyCG Pyan
Complete Sound Complete Sound
assignments 4/4 3/4 4/4 4/4
built-ins 3/3 1/3 2/3 0/3
classes 22/22 22/22 6/22  10/22
decorators 6/7 5/7 4/7 3/7
dicts 12/12 11/12 6/12 6/12
direct calls 4/4 4/4 0/4 0/4
exceptions 3/3 3/3 0/3 0/3
functions 4/4 4/4 4/4 3/4
generators 6/6 6/6 0/6 0/6
imports 14/14 14/14 10/14 4/14
kwargs 3/3 3/3 0/3 0/3
lambdas 5/5 5/5 4/5 0/5
lists 8/8 7/8 3/8 4/8
mro 7/7 5/7 0/7 2/7
parameters 6/6 6/6 0/6 0/6
returns 4/4 4/4 0/4 0/4
Total 111/112  103/112 43/112 36/112

[Mivakag 5.3: Aentouépeieg spapuoymv g Piodnkng benchmarks peyding kAipaxog yio ypaeovg
KANGEDV GUVOPTNHGEWDV.

Project LoC Stars Forks Description

fabric 3,236 12.1k 1.8k Remote execution & deployment
autojump 2,662 10.8k 530 Directory navigation tool
asciinema 1,409 7.9k 687 Terminal session recorder
face_classification 1,455 4.7k 1.4k Face detection & classification
Sublist3r 1,269 4.4k 1.1k Subdomains enumeration tool

Xpnoyomolovpe v PiAodnkn pog yio vo eEeTdoovpe To Tpion EpYaAeio MG TPOG TIG PHETPIKES
precision ko recall. H petpikn tov precision PETpd T0 TOGOGTO TV EYKLPAOV TAPOYUEVOV KANCEDV
d1a Tov GVVOAKOV apBpov Tapayuévev KAoewy. To recall, petpd o 10600Td TV £yKLPOV TOPOY-
LEVOV KAGEDV 0100 TOV GLVOAOL TV KANGEWV.

O ITivakag 5.4 mapovotdlel ta oamoteAécpata. e 00 TEPMTMGELS, TO Pyan TEPUATIOE OMPOGIO-
KNTO KATA TV TOPOAYOYT TOV YPAEOL Kot yio avtd dev cLAAEEaLE amotédecpa. Ta amoteléopato pog
delyvouv 011 0 PyCG mapdyet ypaeovg vyniov precision. Xg OAEG TIG TEPMTMOGELS, TAVD and 98%
TOV TOPAYOUEVOV OKUOV KANGE®V givar aAn0mg Oetikég, evd og pia mepintmon Kopio amd Ti¢ Topoy-
péveg akpég kAnoewv dev tvar yevdmg Betikn. Ta amoteléopata dcov apopd to recall, deiyvovv 6T
Katd PEGo 6po 10 69.9% TOLV GLVOLOL TOV AKUDY KAGEDY OVAKTOVTOL EMTLUYDC. O1 0ToVGEG AKUEG
KANoEOV 0peilovTal 6TOVG TEPLOPIGLOVG TG HeBOdoVg pog (BA. Evotnta 3.4), kabdc kot o€ eAMm
vrootNPEn Kamolwv and TIg Aertovpyieg g Python.

To Pyan exdnhavel pétpio precision kat yoaunio recall. To pétpio precision tov Pyan opeileton
OTO0 YEYOVOG 0TL T0 Pyan mpocBETel akpég KAGE®DY TOC0 6T OVOLATO KAAGE®V 060 Kat 6Tig Lefddoug
__init_ (). EmutAéov, dev yepiletor T S10GLVAPTNGLOKY PO TOV GLVOPTIGEMY, 0ONYDOVTAG GE
younAo recall. I'o mopdadetypo, o mnyaiog kddikag Tov mokétov face_classification géaptdton
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[Mivaxog 5.4: X0yKpion TOV OTOTELECUATOV Y10, YPAPOVG KAGEDV GuVAPTHoE®Y TNV PiAtobnkn
benchmarks peyding kiipoxog.

Project Precision (%) Recall (%)

PyCG Pyan Depends PyCG Pyan Depends
autojump 99.5 66.5 99.2 68.2  28.5 22.5
fabric 98.3 - 100 61.9 - 6.3
asciinema 100 - 98.1 68 - 15.5
face_classification 99.5 86.8 96.2 89.7 7.6 5.7
Sublist3r 98.8 69.8 100 61.6 25.6 21.9
Average 99.2 744 98.7 69.9 20.6 14.4

IMivakag 5.5: Katnyopieg benchmarks pikpng kAipokog yio c@aipota kKAE3100.

Category #tests Description
assignments 3 Assignment of dictionaries to variables
classes 6 Class construction, attributes, methods
dicts 9 Dictionary operations
kwargs 2 Keyword arguments that are dictionaries
lists 2 Lists with values that are dictionaries

3

parameters Positional arguments that are dictionaries

Katd KOplo Adyo amd cuVOPTNOELS Ol omoieg mpoépyovtol and eEwtepikd maxéta. To Pyan ayvoel
OUTEG TG KANOELS, TPaypa Tov odnyel oe recall 7.6%.

Téhog, 10 Depends mapdyetl ypapovg pe vynAd precision (98.7%) kot younio recall. To amote-
AEGLLOTOL YLOL TO precision HTOPovV Vo 0000000V GTNV GLVINPNTIKY LAOTOINGT OV aKoAOVOEL TO
Depends. Emnpocétwg, 1o Depends dev kataypa@el GUVAPTNOES VYNAOTEPTG TAENG Kot YAveL KAN-
GELG TOV TPOEPYOVTOL ATd namespaces, TPAyLLo To 0moio odnyel 6to younAo tov recall.

5.2 Xeaipoto Kierdrov

5.2.1 Benchmarks Mwkpng Kripoaxag

Yhiomomoape o Bipriodnkn amd 25 povodikd kot amid mpoypdupate Python ta omola mepié-
YOVV KOOKO TOV 001Yel o€ un &ykvpeg npoonerdoelg dictionary. Ot TEPIMTMOGELG TOV SOKIUDV LOG
yopilovtol oe 6 SLAPOPETIKEG KATNYOPIES, Ol 0Toieg KupaivovTal amd dlapopeTikée HeBodove avd-
Beong g v decvuvaptnolokn por Tev dictionaries Kot TV GTOLEIDY TOL XPT|GLOTOLOVVTOL Yio
pocPaocn o€ avtd. Xpnoionolove avt ) PPAtodnkn yuo va aloloynoovue Tov unyavicpd ovi-
YLVELOTNG COOUAUATOV KAELDIOD GE SUPOPETIKEG GUVONKEG TOV PTOPOVV VO TPOKVLWYOLV GE VO TUTTIKO
Python mtpoypaypipio.

H Bipriodnkn pog etvar dounpévn pe Topopoto tpomo pe avt e PpAtodnknc yia toug ypapovg
KAMGE®V GUVOPTHoE®MVY. ZVYKEKPIUEVA, KAOE kKatnyopio vAomotel Evav aplfud and nepimtdoetg. Kabe
nepintmon mepéyel (1) tov myaio kmoKa, (2) ta cedipota KAEWH mTov Ba TPoKvYoLY amd TO
TPOYPOALLLO TNV 1010 SOUT TTOL XPNGIUOTOLOVUE Yio TNV €000 Tov PyCG (PA. Evotnta 4.4.2)., ko1 (3)
pa cuvtoun eptypagn| (o popen Markdown). O Ilivakag 5.5 mapadétel Tic Katnyopieg, Tov aptOpd
TOV TEPIMTAOGEDV TOV TEPLEYOVV, KOl L0 AVTIGTOLYN TEPLYPOON.

Yvvoyilovpe Ta amoteAéopata TG aloddynong pag otov Iivaxa 5.6. EA&yyoupe av 1 vAomoinon
LaG Umopet va, Topdyet TANPN Kot opBd amoteléopaTa.
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[Mivaxog 5.6: Amotehéopata tng agloAdynong ota benchmarks pucpnig kiipoiog yio cQAaApoTo KAEL-
d100.

Complete Sound

assignments 2/3 2/3
classes 6/6 6/6
dicts 9/9 8/9
kwargs 2/2 2/2
lists 2/2 2/2
parameters 3/3 3/3
Total 24/25  23/25

To PyCG mopdyet po mAnpn Aiota and cedipata KAEWS100 o€ 24/25 nepntdcelg Kot pio opon
AMoto og 23/25 mepittdoeis. Ta eddeippoto otny exidoon yo v katnyopio Tov avabécemv opeilo-
vtar 610 011 T0 PyCG dev vmootnpilet starred assignments. Akopa, to PyCG o un opbnq Aot ard
COAALLOTO, GE L0l TEPITTMON TNG Kot yopiog TV dictionaries, AOy® puog kAnong oty built-in pébodo
update tov tomov Tov dictionary. YzrevOopiloope (Evomta 3.4) 611 10 PyCG ayvoel KANGELG GE
built-in cuvaptioelc.

5.2.2 Benchmarks Meyainc Kiipokog

[Ipokeipevov va, a&lOA0YGOVLE TOV UNYOVIGLOD EVIOTIGHOD GOOAUATOV KAEWD100 6e aAndivég
epappoyég Python, culiéEapie Tig vAomompéveg oe Python vmofoAéc Tmv goitnTdv evOg LETOTTUY L0
KOV HOOMLLOTOG TTPAKTIKNG OVAAVOTG SEGOUEVMV. ZVYKEKPIUEVO, OL POUTNTEG EMPETE VO VAOTOUGOVY
pa popproyn ayoporwinciog petoymv. Tovg 060nKke TpdsPacr o apyeion KEWEVOL TOV TTEPLEL OV
16TOPIKA d£d0oUEVO GUVOAAAYDV TOV YpnpoTioTnpiov TS Néag Yopkng kot tovg (ntndnke va mopd-
Eovv o akolovBio amd cuvarlayég Tov Ba 0dnyovoe oe PEYIGTO KEPSOC.

Avardoope Evo ouvoro amd 62 vrofoléc kot eviomicape 11 cpdipota KAEW00 o€ 3 amd avTés.
[IpaypotomocapLe Hio ootk avaAivot) oTic VTOPOAEG KAVOVTaG TNV Tapadoy| 0Tt ot voPAnOeiceg
Avoelg dev Ba odnyodoav o un Eykvpeg mpocPdoelg oe dictionaries, OTAV AVTEG EKTELODVTAY GTOVG
VTOAOYIOTEG TV 010V TV pottntdv. H avdivorn pog eotiace oTig Tpelg vmoPoAés yio TG omoieg
0 UNYOVIGLOG LaG BphKe COAAUATO KAEIG0V, EVD OVOAVGALE ETIONG TOAAEC OO TIC VTOPOAEG TTOL
£0moav Kabopd amoTELEGO, £TCL DOTE VO AVOYVOPIGOVUE TOOVE WELIDG OPYNTIKG OTOTEAEGUOTAL.

H mototwkn pog avéivomn €d€1&e 6TL 0 UNYOVIGLOG LOG EVIOTIOE GRAAUATA KAELGIOV OTOV T, TPO-
ypappato .0680v apyikonotovsay ta dictionaries pe Baon eEmteptkovg mapdyovteg (T.y. TV vapén
€VOC 0pyElo) Kol KOTOTY AEITOVPYODGAY KAVOVTOG TNV TOPad0)T| OTL 0uTOL 01 EEMTEPIKOL TOPAYOVTES
Oa eiyav ovykekpuéveg 1010t TES (1.}, opYeia e ovykekpuéva ovopata). o wapdadetypa, Bewpovpe
TNV TOPAKATO OTAOTOMUEVT TTPOGEYYIOT] OO [idt OO TIG VIOPOAEG.

files = os.listdir(”stocks”)
stock_contents = {}

for file in files:
with open(file) as f:
stock_contents[file] = f.read()

® N L AW N —

apple = stock_contents[”AAPL.txt"]

Apyika, oty ypouun 1 avaktdrtot po Aoto omd ovopato apyeiov Kot ot Ypouun 2 dnpovpysi-
tat éva dictionary oto omoio apydtepa Bo amobnkevtovv Ta TEPIEYOUEVO TOV OPYEIOV AVTOV. XTN
GLVEYELD, GTOV BpOY0 TV Ypauu®v 4 ed¢ 6 dtafalovtor ta mepieydpeva Tov Kibe apyeiov Kot amo-
Onkevovtatl oto dictionary pe to 6vouo Tov apyeiov vo Asttovpyel g kKAl Télog, otnv ypouun 8
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[Mivaxog 5.7: 0ykpion Xpovov Extédeong ko Mviung.

Project Time (sec) Memory (MB)
PyCG Pyan Depends PyCG Pyan Depends
autojump 0.76  0.42 2.37 62.7 37.8 27.1
fabric 0.77 - 1.83 60.9 - 18.5
asciinema 0.87 - 2 61.6 - 19.4
face_classification 092 038 2.49 60.9 353 25.6
Sublist3r 0.51 0.33 2.01 60 358 19.4
Average 0.77 0.38 2.14 61.2 363 22

OVOKTAOVTOL TO TEPLEYOLEVO TOV apyelo AAPL . txt. O KMOKAG ovTOG, KAVEL TNV TOpadoyn OTL 0 PaKe-
A0g stocks Oa mepiéyet Eva apyeio AAPL . txt emeldn oty ypapuun 8 kavel anevbeiog tpocfacn otnv
GUYKEKPIUEVT] KATOYDPNGCT XOPIC Vo GUUPOVAEVTEL TNV AloTO APYEI®V TOV TEPLEXOVTOL GTO PAKENO.
e téroteg mepumtmoels, 0 PyCG avayvopilel opdipo KAEWO100 eMeldn oev €xel dabéoiun Kamolo
TANpoPopio GYETIKA e TO TEPIPAALOV 6TO 0Toio avapévetal vo ekteleatel 0 kadkas. [Tapovoidlel
EVOLIPEPOV TO YEYOVOG OTL 01 VTOBOAEC Yo TIG omoie To PyCG dgv EVIOMIGE GOAALLN AELTOVPYOVGOV
e 1o id10 mep1pdriov apyeiov, oAAd PpovTIcaVY Vo, apylkoTotcovy ta dictionaries Tovg e faon v
KATAOTOOT TOL TEPPAAAOVTOC KOl YPIg Vo KEVOLY 0To1adTOTE TOPASOYN— TPAYLO TOV OTOTEAEL
KOAN TPAKTIKY TPOYPUUUATIGHOD.

5.3 Emdoceig Xpovov Extéleong ko Mviiung

[paypatomolodpe v aEl0AOYNON HOG MG TPOG TOV YPOVO EKTELECT|G KOL TV UVAUN (PTOLUO-
TOLOVTOG G Paon v PiAodnkn pe benchmarks peyding kKAipokog mov ypnoyloromdnke yo tnv
Tapayoyn Ypaeowv kKAncewv cvvaptioenv (Ilivaxag 5.3). Ocov agopd v aviyvevon coApATOV
KAEWW00, TO gpyoleio pag emttedet TV 1d100 AVEALGY, KOl GUVETMG TOPAYEL TAPOLOLO OTOTEAEGLLOTOL
OYETIKA UE TOV YpOVO ekTéAEOTG Kot TV uviun. O Ilivakag 5.7 Tapovcidlel o anote éopata yio To
PyCG, Pyan, ka1 Depends. Xprnociponomcaple tnv evtoAn time tov UNIX yia vo vroloyicovpe toug
YPOVOLG EKTEAECTG KOl TNV EVIOAN pmap Y10, VO, LETPICOVUE TNV KaTovilmon pwhiune. To amotelé-
opato Tov mapovastdlovtat givat o pécog 0poc amd 20 exteréoelc.

SOUQOVO LLE TO ATOTEAECUATO LG, TO Pyan €ival O dmod0TIKO GTOV ¥POVO EKTEAEONC KOl TO
Depends givor mo amodoticd otn uvnqun. To PyCG xot to Pyan ypetdlovtot Ayotepo amd Eva dgvte-
POAETTTO Y100 VO TAPAEOVY TOV YPAPO KAGEDV GLVOPTHCEMY TOV TPOYPAUUATOS (< 3.5) 1A, YPOUIES
KOJOKA), Evd T0 Depends ypelaletot katd LEGO 0pO TEPLGGOTEPO AO dVO deLTEPOAETTA. AKOLO, OAL
Ta gpyoleio amattovv Eva Aoyiko mocd pvniung, pe to PyCG, to Pyan, kot 10 Depends vo, ypeldlovtat
Katd péco 6po ~61.4, ~36.3, ko ~22 MBs avtictoya. To Pyan givar katd péco 6po 600 QopEg To
ypyopo and to PyCG, av kot 1o PyCG ypnoyonotel 2.8 popég mepiocdtepr pviun ond to Depends.
Amodidovpe avtég TG Srapopés petald tov Pyan kot tov PyCG oto yeyovog 6t to Pyan daoyilet o
AST 1ov mpoypdppatog 000 popéc, evad 10 PyCG ektedel o emavdinyn otabepot onueiov (Kepd-
Aato 3). To Depends givor wo apyod, epOGOV APIEPMDVEL TO LEYUADTEPO LEPOG TOL YPOVOL EKTEAECNG
GTNV GUVTOKTIKT AVOAVGT TV 0pYEiOV KOSIK. TYETIKA Le TNV i, To Pyan kot to Depends dio-
TNPOHV AyOTEPT TANPOPOPI Y10 TNV KATAGTOOT) TNG AVAAVOTG KOl 0VTO 00MYEL GE KOAVTEPN EMIOOOT)
uvnpne.
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Kepalaro 6

Yyetkéc Epyaoieg

Yroatiky) Avdiven 1o Avvapikég Nhoweoes. X1y nepintmon tng JavaScript vtapyovv moArd
frameworks mov €yovv 61dy0 ™ oTATIKN Avaivon Tpoypouudtov. To framework SAFE [9] vio-
TOLEL (ol KAYUOKDOGLT, EVEOUATOOLUN, Kol EvEAKTN peBodoroyia otatikhg aviivong. To JSAL[10]
npoteivel po amodederypéva opbn Kot TUTIKA KOBOPIGHEVT] ovAAVGT 1) 0Told PN CLOTOLEl abstract
interpretation.

Aot avodluTEG Yia T JavaScript 6Toyevovy 6€ SaPoPETIKEG TTLYEG TNG YAWooag. Ot Madsen et
al. mpoteivovy 10 RADAR [35], éva epyadeio yia v edpeomn Aabdv og event-driven mpoypappata.
Ot Sotiropoulos et al. [14] vVAOTOLOVV L1 AVAADOT] TTOL GTOYEVEL GE ACVLYYPOVEC GLVOPTNOELS. To
SAFEwapr etvon éva gpyaleio mov pmopet va evronicel mbavég Aabog ypnoeig APL. To SAFEwapp,
VAOTIOLEL Lo GTATIKT] ovaAvon Yo kodtka JavaScript mov ektedeiton 6Ty TAgLpd Tov client.

Hapayoyi I'pdoov Kijesov Xovapticesv. Ot pébodot mov mapdyovv ypaeovs KAGE®Y GL-
vaptoewv yopilovior og duvapikéc [36] kat otatikéc [37]. O dvvapikéc pébodor cuviBwg Tapdyovy
Myotepa yevdmg BeTIKA, OU®S VOTEPOVV GTO YPOVO ekTédeonG. EmmAéov, o1 uébodol avtoi pmopovv
VO 0VAADGOVV £VaL LOVASTKO LLOVOTIATL EKTEAECT|G KOL 1 OTOTEAEGLOTIKOTNTO TOVG PacileTal otV TO-
pexoLevn lcodo. AvtiBétmg, o1 otaTikéS LEBOSOL Efvar TO OTMOSOTIKES WG TPOG TOV YPOVO EKTELEONG
Kol GVVHBOE EMLYEPOVY VAL EVIOTICOVV OAES TIG TOAVES GUUTEPIPOPES TOV TPOYPAULOTOS, 00NYD-
VTOG GE PEYOADTEPT] KAALYT TOV LOVOTATIOV EKTEAEOTS. O GLUVOVAGHOG TV dVO TPOCEYYICEWV EXEL
doKipaoTel o€ ddpopeg mepumtwaoels [38, 39, 40].

Y7dpyovv ToAréc péBoSOL Kot epyaAEin TOV EMLYELPOVV TNV TUPOYOYT YPAP®OV KANGEDV GUVAP-
TNOEMV Y10 YADGGEC TPOYPOULLATIOHOD HE 6TOTIKO cvoTnio Tonwv. To DOOP [41] kot to WALA [42]
axoAovBovv pia context-sensitive points-to avéivon ywo ) YA®ooao Java. To PADDLE [43] vio0e-
tel o Topdpota Tpocyylon kot ypnoiponotel Binary Decision Diagrams (BDDs) [44]. Télog, to
OPAL [45] eivon pia lattice based péBodog ypappévn o Scala. Ot Ali et al. [46], vAomotodv to CGC,
éva LePKO YEVVITOPO YPAQ®Y KANGE®Y GuvapTice®V Yia Java mov eotidletl Kotd Koplo Adyo oty
amodotikdtnTa. To epyadeio dev evromilel KANoELG TOL TPoEpyovTal amd eEmTeptkés PirpAtodnKec Kot
€0TI4(EL OTNV aVAALGN TOL KOSIKO TOV EKAGTOTE TAKETOV £16000V. Emt Tov mapdvtog axorlovbolpe
pa mapopoto pebodo. Iap’ dAa avtd 6ToYEHOLLE VO AVIADOVLE ATOSOTIKA KAGES CUVOPTNCEWDY
ano eEmtepikég PiPprobnkeg 6to pEAAOV.

YyeTIKO pe SuVaKEG YADooes, ot Ali et al. [47] vAomolovv pio HEBOSO OV HETATPENEL KD-
dwa Python oe JVM bytecode, kot katoémTy Topdyel TOV YpAQO LECH VTOPYOVCHOV DAOTOCEDV Y10,
Java [42, 48, 49]. Ta amoteAéopoto TOVG dElYVOLV OTL 1| TAPOY®YN YPAP®OV LECH QVTNE TNG LeBOOOV
dev gival Tpaypotomomoipn kabdg 1 ££000¢ HePIKES PopE TEPIEXEL TAV® 0mtd 96% Wenddg OeTIKd.
To pycallgraph [50] etvon pua Suvoptkn pébodog mov mapdyet Python ypdeovg kAoewv cuvapticemv
v éva povadiko povomdtt ektédeong. Katd cuvémela n avaivon aratteitol vo copuninpmbei oamd kd-
7ol GAAN pEBodo (m.y. fuzzing) MGTE VO GNUELDOEL YPNCLO OTOTEAEGLLATA. ZTO Ydpo TG JavaScript,
ot Feldthaus et al. [13] mpoteivouv pio avaivon Paciopévn ot por| yio Ty mopoyoyn ypaewv. To
benchmark wov ypnoiponolovy yia v a&loAdynon mepiéyet ypdpove mov Exovv mopaydel pe dvva-
pkég pefodovg og cuvdvacud Le instrumentation, kot 1 av@Avon Tovg emtuyydvel > 66% precision
ka1l > 85% recall. AAdot avaivtég o JavaScript coprepirappdvovy ta NPM call graph [51], IBM
WALA [42], Approximate Call Graph (ACG) [13], Google closure compiler [52], kou Type Analyzer
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for JavaScript (TAJS) [8]. To TAJS viomotei pua lattice-based Paciopévn 6t pon avaivon mwov ypnot-
pomotei abstract interpretation. [Tap’ 6A0 OV AVTNA N TPOGEYYIOT) CNUELOVEL TEPIGGATEPO VITOGYOUEVOL
OTOTEAEGHLOTO, EYEL EVO TIUNUA GTOV XPOVO EKTEAECTC.

Benchmarks ywo I'pdgovg Kijoemv Zovapticemv. Ot Reif et al. mpoteivovv to Judge [34],
&va GUVOAO £pYOAEI@V Y10 TNV OVAALGT) YEVWNTOPOV YPAP®V KAGEDV CLVAPTACE®DVY Yia Java. Avtd
TO cUVOAO epyareimv, VAoTotel o BipAtodnKkn pe benchmarks yio po gvpeio yrdpo Aettovpyudv g
Java. Ot ovyypageic ypnoonotodyv avti tn PpAodnkn yo va cuykpivouy dtpopovs YEVVITOPES
YPAP®V KAGE®MV GLVOPTICEWMVY, Kol cuYKeKpEva TV Soot [48, 49], WALA [42], DOOP [41], kot
OPAL [45]. Ot Sui et al. [53], mapovoidlovv o akopa BipAodnkn amd Java benchmarks kot tnv ypn-
GLOTOL0VV Y10, Vo a&loAoyncovy kot va cuykpivouv ta Soot [48, 49], WALA [42], kot DOOP [41]. H
mapomdve Bialodnkeg potdlovy moAd pHeTaEd TOVg, TPAyLa ToL MBNce To Judge 6To VA TIC CUUTTVEEL
og o povadikn Piprodnkn. YrevBopilovpe 6tL ota mAaiclo ALTNG TG EPYOCING VAOTOUGOE Lo
mapopot PiAodnkn pupng kiipakag (Kepdiato 5).

"E)eyyog Zooipdarav otnv Python. O1 Fromherz et al. [54] mpotetvouv o vAomoinon mov pmo-
pel va eVTOTiGEL GRAALOTO YPOVOV EKTELECT|G LLE OPBO TPOTO OMOTIUMVTAG TOVG TOTOVG TV UETAUPAT-
TV pécm abstract interpretation. Qo1600, 1 LEBOSOG TOVG PpiokeTan akOpa VIO avAaTTLEN Kot dEV
vrootnpilel moALd yopaktnpiotikd g Python, cvuneptlapfovopévng g avadpopnc. uyKpITikd,
£YOLE VAOTIOOEL £VOL TPOTOTVLTO TOV UTOPEL VO SOYEPLOTEL TOL TEPIGGOTEPH YOPOKTNPLOTIKA TNG
Python kot va vroAoyicet Tig Tipég tav literals pe éva tpdmo aveEdptnro g pong. Avtd pag emTpénet
va ovayvopicovue omodotikd un £ykupeg TpocPdoeig o dictionaries.

Yrépyovv 5100opa epyareiol TOV £YOVV MG GTOYO TOV EAEYYO GPUAUATOV € VIO avamTLEN TPO-
ypappato Python. To pyflakes [20] Aeitovpyel TAveod 6TO GLVTAKTIKO OEVTPO TOV KAOE apyeio Yo val
gvromioel cpaApaTa OTOG Un optopéveg petaPintég. To pylint [21] givar pua Snpo@iing péBodog Tov
napéyel evoopatoon pe dtdeopa IDEs kabdg kot continuous integration pipelines. Mmopel va gvto-
micel TOAAG TOAVA CEAALATO GUUTEPIAAUPBOVOUEVOV LT OPICUEVOV HETUPANTAOV KOl Un £YKLUPOV
Tonwv emiotpoPng. To PyChecker [55] eotidlel omnv ovoyvdplon cQOALATOV Tov cuviBw¢ evtomi-
fovton amd PeTayA@TTIOTES Yo YAMOGES Ontmg ot C kot C++. Qo1060, Kavéva and avtd Ta pyaieio
dev evromilel pn éyxvpeg mpocPacelg oe dictionaries.

Al gpyareio e0TIALOVY GTOV EVTIOTIGUO GLYVOV TPOPANUATOV ac@areiog [22, 23], otov Eheyyo
Tonwv [56, 57, 58], ko og BeAtidoelg kadwka [59, 60, 24]. Xe obykpion pe Ta TpoavapephEva epya-
Agta, ) uEB0SOC pag a&lomotel Hia SLGLVOPTNOLOKT] AVAADGOT) Kot E0TIALEL GTOV EVIOTIOUO GOUAUATOV
KAEW5100.
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Keoaiaro 7

Yvourepdopata

[Mopovoidoape po Tpoktikn PEO0dO GTATIKNG avdAlvong Tpoypappdtov e YAdcssog Python
Kot vAomomaoape Eva TpmtoéTLTd TG To omoio ovoudlovpe PyCG. H pébodoc pog mpaypotonotel
[ context-insensitive d10GVVAPTNGLOKT OVAAVGT 1] 0TToio avayvepilel TV pon TV TILOV LEGH TNG
KOTOOKEVTG EVOG YPAPOL 0 0Toi0g amofnkevel OAEG TIC GYEoelg avifeong Peta &l TV ovayVOPIGTIKOV
oV TPoypaupatoc. Ilpoteivoupe, 800 epapproyég mov a&lomotohV TNV avAAVOoT| HOG, CUYKEKPILEVA,
TNV TOPAy®YN YPAP®V KAGEDV GUVAPTNGE®MY KOl TOV EVTIOTIGUO CRUAUATOV KAEWD100. ZTo TAicL
™G TPATNG EQOPLOYNG, dlamoTdcape 6Tt To PyCG onueidvel vYnAEg emdo0oelg TG0 66OV apopd TO
precision 660 kot 1o recall. Xt devtepn eQappoyn, deiEople OTL N TPOGEYYIOT LLOG UTOPEL VO EVIOTGEL
Omod0TIKG GOAALOTA KAELD0D TO 0010 EKONADVOVTOL GE [0l TOIKIALL TEPUTTOCEWV.

210 HEMAOV, £OVIE OKOTTO VO ETEKTEIVOVLE TNV AVAALGT LOG MOTE Vo VITOSTNPilel TEPIoTOTEP
yapoxtnplotikd ¢ Python kabmg kot va mepiéyet o povtehomoinon tov built-in pebddwv, tonwy,
Kol TV endpdoemv Tovg. EmmAéov, Ba availvcovpe Tov mnyaio kdOKe ToKET®V om0 TPITovS HECH
NG TPOGHNKNG EVPETIKAOV TEYVIKAOV OV Bal aviyvevouv TV Tomobesio Tov mnyaiov KOO TOVg.
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Chapter 1

Introduction

Python is a high-level dynamically typed programming language. It is considered to be one of the
most popular languages [ 1, 2] and supports many different types of programming paradigms including
object-oriented and functional programming, being used for many applications ranging from simple
scripts to large scale production services. Its popularity has led to the emergence of static analysis
tools that aim to help practitioners and researchers to analyze programs written in it. These analyzers
are typically used either during the development process or after the software has been published.

The static analysis of programs written in high-level, dynamic programming languages can be
a complex endeavor. Specifically, to perform static analysis on programs written in languages such
as Python and JavaScript, one must deal with several challenges including higher-order functions,
dynamic and metaprogramming features (e.g., eval), and modules. Addressing such challenges can
play a significant role in the improvement of dependency impact analysis [3, 4, 5], especially in the
context of package managers such as npm [6] and pip [7].

Several research works propose static analysis methods for dynamic languages, with their pri-
mary aim being completeness, i.e., facts deduced by the system are indeed true [8, 9, 10]. However,
for dynamic languages, completeness comes with a performance cost. Thus, these approaches are
rarely employed in practice due to scalability concerns [11]. To counteract these issues, researchers
have turned to practical approaches focusing on incomplete static analysis for achieving better perfor-
mance [12, 13]. This performance boost is the key enabler for adopting these approaches in applica-
tions that interact with complex libraries [12], or Integrated Development Environments (IDEs) [13].
Existing work is primarily targeted to JavaScript programs and attempts to address challenges related
to events and the language’s asynchronous nature [14, 15].

We propose a practical approach for statically analyzing Python programs and implement a cor-
responding prototype that we call PyCG. We design a context-insensitive inter-procedural analysis
that operates on a simple intermediate representation targeted for Python. Our approach computes
the assignment graph, a structure that shows the assignment relations among program identifiers. In
contrast with existing static analyzers, our analysis is able to handle complex Python features, such as
higher-order functions, function closures, multiple inheritance, and modules.

Our analysis follows a conservative approach and does not deal with non-functional values. This
means that our analysis does not reason about loops and conditionals. Furthermore, we distinguish
attribute accesses (i.e, e.x) based on the namespace where the attribute (x) is defined. This approach
boosts precision, especially when dealing with features like modules, inheritance, and programming
patterns such as duck typing [16]. Prior work follows a field-based approach that correlates attributes
of the same name with a single global location without taking into account their namespace [13],
leading to false positives. Our design choices make our approach achieve high rates of precision,
while remaining efficient and applicable to large-scale Python programs.

Our analysis has been designed to be scalable and easily extendable. Specifically, the internal
domains of the analysis can serve as the basis for a wide range of applications that aim to perform a
practical static analysis. To that end, we have extended PyCG to support two practical applications,
namely call graph generation and the identification of invalid dictionary accesses (key errors).

A call graph depicts calling relationships between subroutines in a computer program. Call graphs
can be employed to perform a variety of tasks, such as profiling [17], vulnerability propagation [18],
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and tool-supported refactoring [19]. Our analysis builds the call graph of the original Python program
using the assignment graph. Specifically, we utilize the graph to resolve all functions that can be
potentially pointed to by callee variables. Such a programming pattern is particularly common in
higher-order programming.

Key errors arise when there is an access to a dictionary key that does not exist. When this hap-
pens, Python raises an exception and exits. Unidentified key errors can have catastrophic results for
companies that deploy software written in Python. This leads to a need for methods that can identify
potential key errors during the development process. There is already a plethora of tools implement-
ing such methods [20, 21, 22, 23, 24]. These tools work directly from the command line and can
also be integrated into IDEs and continuous delivery pipelines. However, none of these approaches
can identify invalid dictionary accesses. To fill this gap, we use the assignment graph and a structure
that stores the literals that a variable has been assigned to. Then, we check whether the dictionary
accessor’s value corresponds to a key of the dictionary. If that is not the case our analysis identifies a
key error.

We evaluate the effectiveness of our method through corresponding micro- and macro-benchmark
suites. In the case of call graphs, we compare our approach against two available Python call graph
generators, namely Pyan and Depends. The results indicate that our approach achieves high levels of
precision (~ 99.2%) and adequate recall (~ 69.9%) on average, while the other analyzers demonstrate
lower rates in both measures. Regarding key errors, we show that our method can efficiently identify
key errors on multiple scenarios that arise from Python’s functionality. Furthermore, we use our key
error identification mechanism on real world Python programs. The results show that our method can
efficiently find potential key errors during the development process, while maintaining a low number
of false positives.

1.1 Outline

The rest of the work is structured as follows. In Chapter 2 we outline the challenges for statically
analyzing Python source code and discuss the limitations of existing call graph generators. Chapter 3
presents the methodology of our analysis. Specifically, we introduce an intermediate representation
targeted for Python programs and the domains of our analysis. Then, we go into detail about how we
traverse this intermediate representation using simple rules that we have created, and finally present
algorithms for call graph generation and key error identification. Next, in Chapter 4 we mention our
implementation decisions and describe our tool’s interface. Our evaluation is presented in Chapter 5,
which contains details about our experiment setup, our micro- and macro-benchmarks, and the corre-
sponding results. Related work is presented in Chapter 6. We conclude with a summary of our work
on Chapter 7.
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Chapter 2

Background

2.

1 Challenges for Python

The analysis of Python source code presents the following challenges.

2.

Higher-order Functions: In a high-level language such as Python, a function can be assigned to a
variable, passed as an argument to another function, or even serve as a return value.

Nested Definitions: In Python, function and class definitions can be nested. This means that func-
tions and classes can be defined and invoked within the context of other functions or classes.
Classes: Python is an object-oriented language and allows for the creation of complex inheritance
and composition schemes. The resolution of inherited methods from parent classes requires the
computation of the Method Resolution Order (MRO) of each class.

Modules: In a typical use case, a Python module imports many other modules. Furthermore, an
import may be resolved in a different way for separate systems. Keeping track of the different
imports of a module as well as their resolution can be a challenging task.

Dynamic Features: In Python, variables may take different values during a program’s execution
and these values can have different types. Furthermore, a class can be dynamically modified during
runtime.

Duck Typing: Duck typing is a programming pattern common in dynamic languages such as Python
[16]. Through this pattern, the presence of specific methods and properties determine the suitability
of an object, instead of the type of the object itself. Duck typing makes identifying the origin of an
invoked method that is defined by two (or more) classes in a given context a complex operation.

2 Limitations of Existing Call Graph Generators

Despite Python’s popularity [25], it is surprising that there are only few tools that aim to generate

call graphs for programs written in the language. Pyan [26] traverses the program’s Abstract Syntax

= - NV T N S R R

import cryptops

class Crypto:
def _ _init_ (self, key):
self.key = key

def apply(self, msg, func):
return func(self.key, msg)

crp = Crypto(”secretkey”)
encrypted = crp.apply(”hello world”, cryptops.encrypt)
decrypted = crp.apply(encrypted, cryptops.decrypt)

Figure 2.1: The crypto module. Existing tools fail to generate a corresponding call graph effectively.
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crypto.Crypto

crypto.Crypto.__init__

crypto.Crypto.apply crypto Crypto.apply

(b) Depends-generated call graph.

(a) Pyan-generated call graph.

crypto.Crypto.__init__ crypto.Crypto.apply
cryptops.encrypt cryptops.decrypt

(c) Precise call graph.

Figure 2.2: Call graphs for the crypto module.

Tree (AST) to generate its call graph. However, it has issues in the way it handles module imports and
the inter-procedural flow of values. code2graph [27, 28] has the same limitations, since it uses Pyan-
generated call graphs to draw their visualizations. Depends [29] generates call graphs by inferring
syntactical relations among source code entities. Nevertheless, it has drawbacks related to higher-
order functions.

In this section, we discuss the limitations of the two existing analyzers in terms of efficiency and
practicality. We do so by introducing a Python module named crypto ( Figure 2.1), which implements
the encryption and decryption of a “hello world” message. Initially, it imports an external Python
module named cryptops, that defines the encrypt (key, msg) and decrypt(key, msg) functions.
Afterwards, it defines the Crypto class, which is instantiated with an encryption key. The instance of
the class can be then used to encrypt or decrypt messages by calling the apply(self, msg, func)
method, in which func is one of cryptops.encrypt(key, msg) and cryptops.decrypt(key,
msg). Figure 2.2c shows the call graph of the module.

Pyan [26] produces the imprecise call graph shown in Figure 2.2a. Pyan does not track the inter-
procedural flow of values, and therefore it is unable to infer which functions are passed as arguments to
apply(self, msg, func) which leads to missing call edges. Furthermore, the graph includes false
positives. Specifically, whenever an object is instantiated, Pyan adds call edges to both the class name
and the __init_ () method of the class. In addition, in the case of module imports, Pyan generates
call edges with the source being the importing namespace and the destination being the module name.

Depends produces the call graph presented in Figure 2.2b. Initially, Depends generated an empty
call graph since it does not track function calls originating from the module’s namespace (e.g.,
crypto.apply()). To get a result, we wrapped those function calls within a new function. The
resulting call graph misses most of the calls that are included in the crypto module. This happens
because Depends does not capture calls to the __init_ () function of a class. In addition, Depends
does not track the inter-procedural flow of functions and does not infer which functions are passed as
parameters to apply(self, msg, func) which leads to missing call edges to the parameter func-
tions. In comparison with Pyan, Depends follows a more conservative approach. That is, it only
includes a call edge when it has all the necessary information it needs to anticipate that the call will
be realized. Contrary to Pyan, this can lead to a call graph without false positives.
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Chapter 3

Analysis

Our approach uses a context-insensitive inter-procedural analysis that operates on an intermediate
representation of the input Python program. The analysis employs a fixed-point iteration algorithm,
and gradually builds the assignment graph, which shows the assignment relations between program
identifiers (Section 3.1). The assignment graph is an essential component that we use for resolving
the functions and literals that a variable can be assigned to. After the analysis terminates, we build
the call graph and identify key errors by exploiting the assignment graph stemming from the analysis
step (Section 3.2,Section 3.3).

3.1 The Core Analysis

Our approach initially computes the assignment graph using an inter-procedural analysis that works
on an intermediate representation targeted for Python programs.

A key element of our analysis is the examination of attribute accesses based on the namespace in
which every attribute is defined. As an example, consider the following code snippet:

class A:
def func():
pass

class B:
def func():
pass

=T - K T U S R R

a = A()
10 b = B()
1 a.func()
12 b.func()

Our analysis can distinguish the two functions defined at lines 2 and 6, since they belong to two distinct
classes. Field-based approaches for JavaScript [13] will fail to differentiate between the two invoca-
tions, which causes imprecision. This happens because field-based approaches map all identically-
named attribute accesses to the same object.

3.1.1 Syntax

The intermediate representation on which our analysis operates has the syntax of a simple imperative,
object-oriented language. This syntax is shown in Figure 3.1. The evaluation contexts [30] for this
language, to be explained shortly, are shown on the last rule of this figure.

Identifiers are an important element of this language. Each can be one of the following types: (1)
func that corresponds to the name of a function (2) var that indicates the name of a variable, (3) cls
for class names, and (4) mod when the identifier is a module name. Each pair (x,7) € Identifier x
IdentType forms a definition. An object is represented as a definition along with its namespace (see
the Obj rule). A namespace is composed as a sequence of definitions and is essential for distinguishing
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(e € Expr) o] x| f|x:=e| functionx (y...)e | returne |
e(x=e..) | classx (y..)e | ex | ex:=e |
elx] | e[x]:=e | newx(y=e...) |
importx frommasy | iterz | ee
(0 € Obj) == mn,v
(v € Definition)
(T € IdentType)
(n € Namespace)
(x,y € Identifier)
(m € Modules)
(f € Literal) is the set of literals
(EY == [ | x:=E | returnE | E(x =e...) |
ole=FE...) | newx(y=E) | Ex | Ex:=e |
ox:=E | o[x] | o[x] :=E | itero | E;e | o,E

T, T

func | var | cls | mod

(v)*

is the set of program identifiers

is the set of modules

Figure 3.1: The syntax that represents the input Python programs and the evaluation contexts.

objects that share the same identifier from one another. As an example, consider the following Python
code snippet located in a module named main.

1 var = 10
2 class A:
3 var = 10

Our analysis can differentiate between the objects defined on lines 1 and 3, as the first one is defined in
the namespace [(main, mod)], while the second one resides in the namespace [(main, mod), (A, cls)].

Our approach treats every object as the value that stems from the evaluation of the expressions
supported by the language. Specifically, our representation contains expressions capturing the inter-
procedural flow, assignment statements, class and function definitions, module imports, and iterators
/ generators (see the Expr rule). The language can abstract different features, including lambda ex-
pressions, keyword arguments, constructors, multiple inheritance, and more.

As with prior work that focuses on JavaScript [15, 31, 14], we use evaluation contexts [30] that
describe in which order sub-expressions are evaluated. As an example, for an attribute assignment
E.x := e, the E¥ symbol indicates that the receiver of the attribute z is currently being evaluated,
and o.z := E denotes that the receiver has been already evaluated to an object o € Obj (recall that
evaluating expressions results in objects), and then the evaluation will proceed to the right-hand side
of the assignment.

Remarks. When Python functions that result in a generator are called (i.e., they include a yield
statement instead of return), the calls take place only when the generator is actually used. When our
analysis encounters these lazy calls (e.g., gen = lazy_call(x)), it models them by creating a thunk
(e.g., gen = lambda: lazy call(x)) thatis evaluated only when the generator is iterated (through
the iter construct).

3.1.2 State

Following the conversion of the original Python program to our intermediate representation, our anal-
ysis begins evaluating each expression, and gradually builds the assignment graph. The analysis does
that by maintaining a state consisting of four domains as shown in Figure 3.2, namely, scope, class
hierarchy, assignment graph, object literals map, and current namespace.

The scope is a map of definitions to a set of definitions. In essence, a scope is a tree in which each
node corresponds to a definition (e.g., a function), and each edge denotes the parent/child relations
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m € AssignG = Obj — P(Obyj)

s € Scope = Definition — P(Definition)

h € ClassHier = Obj — Obj*

I € ObjLit = Obj — P(Literal)

o € State = AssignG X Scope x Namespace x ClassHier x ObjLit

Figure 3.2: Domains of the analysis.

between definitions, i.e., the target node is defined inside the definition of the source node. The
domain of scopes helps to correctly resolve the definitions that are visible inside a specific namespace.
Figure 3.3a shows the scope tree of the program that is depicted in Figure 2.1, and illustrates all
program definitions and their inter-relations. Red nodes correspond to class definitions, orange nodes
are module definitions, black nodes denote functions, while blue nodes indicate variables. Based on
this scope tree, we infer that the function apply is defined inside the class Crypto, which is in turn
defined inside the module crypto, i.e., notice the path crypto — Crypto — apply — func. This
domain helps us to properly deal with Python features such as function closures and nested definitions.

(a) The scope tree of the crypto module.

crypto.Crypto.apply, msg

cryptops.encrypt, <virt-ret>
cryptops.decrypt, <virt-ret>

crypto.Crypto.apply, <virt-ret>
crypto, decrypted

cryptops, encrypt
crypto.Crypto.apply, func

(b) The assignment graph of the crypto module.

Figure 3.3: Analyzing the crypto module.

The class hierarchy is a tree that represents the inheritance relations among classes. An edge
from node u to node v indicates that the class v is the parent of the class . This domain is used by
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our analysis for resolving class attributes (either methods or fields) defined in the base classes of the
receiver object. Through this domain our analysis is able to handle the object-oriented features of
Python, addressing multiple inheritance and the method resolution order.

The assignment graph is defined as a map of objects to an element of the power set of objects
‘P(Obj). This graph contains the assignment relations between objects, and captures the assignments
and the inter-procedural flow of the program. Figure 3.3b illustrates the assignment graph that corre-
sponds to the program of Figure 2.1. Every node in the graph (e.g., {crypto.Crypto.apply, func})
represents an object. Each node label contains two components. The first (e.g., crypto.Crypto.apply)
denotes the namespace where an identifier (e.g., func) is defined. Colors correspond to the type of the
identifier as explained in a previous paragraph (e.g., the black color implies function definitions). An
edge denotes the possible values that a variable may hold. As an example, the variable func defined
in the crypto.Crypto.apply namespace may point to the functions decrypt and encrypt, which
are both defined in the cryptops namespace. As another example, notice the edge originating from
the node {crypto.Crypto.apply, msg} and leading to {crypto, encrypted}. This edge shows
that the parameter msg of the function crypto.Crypto.apply points to the variable encrypted when
the function is invoked on line 12. The assignment graph domain enables us to address the challenge
regarding higher-order programming in Python.

The object literals map defines a relationship between objects and a set of literals. Specifically,
for each object we maintain a set of literals that the object can point to during the program’s execution.
This domain is useful for efficiently resolving dictionary accesses. For example, consider the access
E[o]. Through the object literals map we can identify the potential values that the object 0 may point
to, and therefore resolve the dictionary entry that this access evaluates to.

Finally, the current namespace is used to track the location where new variables, classes, mod-
ules, and functions are declared. This domain allows us to establish a more precise analysis than
field-based analysis employed by prior work. Through namespaces, objects and attribute accesses are
differentiated based on their namespace, addressing challenges such as duck typing.

3.1.3 Analysis Rules

The analysis examines each expression that is contained in the intermediate representation of the initial
program, and transitions the analysis state based on the semantics of each expression. The algorithm
repeats this process until the state converges, and the assignment graph is given by the final state of
the analysis.

In Figure 3.4 we show the state transition rules of our analysis. The rules follow the form:
(m,s,m,h, 1, Ele]) — (x',s',n' 0 I', E[])

In the following, we describe each rule in detail.

According to the [e-ctx] rule, for an expression e in the evaluation context £/, an assignment graph
7, a namespace 7, a class hierarchy h, an object literals map [/, and a scope s, an expression €’ in the
evaluation context F can be retrieved, if the initial expression e evaluates to €’. For the following, the
binary operation x - y represents appending the element y to the list x.

The [compound] rule indicates that in the case of a compound expression that consists of two
objects 01, 02, we return the last object 0o as the result of the evaluation. Note that the evaluation of
the compound expression requires every sub-term to have been evaluated to an object according to
the evaluation contexts shown in Figure 3.1. The rest of the rules also follow this behavior.

The [ident] rule describes the case when the initial expression is an identifier . The analysis
retrieves the object o corresponding to the identifier x, in the namespace n, based on the scope tree
s. To do so, the analysis uses the function getObject (s, n,x), which iterates every element y of the
namespace n in the reverse order. Afterwards, it examines the scope tree s, to check if the element
node y has any child that matches the identifier x. In the case that no such match exists, the function
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e-ctx

A AV AT ) compound
(mys,myh,l ey — (a8 n' W1 € P

(m,s,n,h,1,Ele]) — (x',s',n/, W, I, B[e]) (m,8,m,h,l, Elo1;09]) = (m,s,n, h,l, E[os])

ident
0 = getObject(s,n,z)

<7T7 s,m, h,l, E[l‘]> - <7Ta s,n, h,l, E[OD

assign
s’ = addScope(s,n, z, var) o' = (n, (z,var)) 7’ =m0 — 7(d') U{o}]
<7T7 87 n7 h7 l? El:x = 0]) % <7Tl7 SI7 n, h’ l’ E[OI]>
assign-lit

/

s’ = addscope(s, n, z, var) o = (n, (z,var)) =1l — 1) u{f}]
(m,s,n,h,l,Elx := f]) = (7,8 ,n,h,1', E[0])

func
s’ = addScope(s,n, z, func)
n' =n - (x,func) s" = addscope(s’, 7/, ret, var) sB) = addscope(s”, n’, y, var)

(m, s,n,h, 1, Effunction z (y...) €]} — (m,5%) 0, h,1, E[e])

return
o = (n-z,(ret,var)) 7' =7l — 7(d) U {o}]
)

(m,s,mn-x,h,l, Ereturn o]) — (7', 5,0, h,1, E[0])

call
o1 = (', (fn, func)) oy = (n' - fn, (y,var))
o3 = (n'- fn, (z,var)) 7' =7l = w(0h) U{oa}] I =10z — l(03) U{f}]
(m,s,n,h,l,Elo1(x = f,y=o02,...)]) = (7', s,n,h, [, (n - fn,(ret,var)))

class
s’ = addScope(s,n, z, cIs)
t = (getObject(s,n,b) [ b € (y...)) h' = h[(n, (z,c1s)) — t] n =n-(x,cls)

(m,8,n,h,l,Elclass x (y...) €]) — (m,s",n', W1, Ele])

attr
o' = getClassAttrobject(o, x,h)

(m,s,n,h,l,Elo.z]) = (7, s,¢,h,l, E[0])

new
03 = getObject(s,n,x) 09 = getClassAttrobject(os, init ,h)

<7T,s,n,h,l,E[new z(y =o1.. )]> - <7T,S,7’L,h,l,E[02(y =01... )];03]>

attr-assign
03 = getClassAttrobject(oy,z,h) 7 = 7o — 7(03) U {02}]
(7, 8,m,h, 1, Elo1.x := 09]) — (7', 8,n, h,l, E[os])

import
09 = getObject(s,m,x)
s’ = addScope(s,n, y, var) o1 = (n, (y, var)) 7' =7lo1 — m(o1) U{02}]

(71', s,m, h,l, E[import X from ™ as y]) — <7T,, S/, n, h,l, E[01]>

iter-iterable
o' = getClassAttrobject(o, next , h)

(m,8,m,h,1, Eliter o)) — (m,s,n,h,1, E[o'()])

iter-generator
getClassAttrobject(o, next ,h) = undefined

(m,s,m,h,l, Eliter 0]) — (m, s,n,h,l, E[o()])

Figure 3.4: Rules of the analysis.
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getObject continues to the next part of the namespace. Note that this rule does not affect the analysis
state.

[assign] assigns the object o to the identifier x. First, the identifier « is added in the namespace
n of the scope tree s, using the function addScope(s,n,x, 7). This function works by adding an
edge originating on the node accessed by the path n and leading to the node given by the definition
(x, 7). Afterwards, the assignment graph is updated by adding an edge from the object corresponding
to the left-hand side of the assignment (i.e., 0') to that of the right-hand side (i.e., 0). According to
this update, the variable = defined in the namespace n can point to the object o.

In the case that a literal f is on the right-hand side of the assignment, we use the [assign-lit] rule,
which works in a similar fashion as the [assign]. The main difference is that here, we update the object
literals map [ instead of the assignment graph. More precisely, we update the object literals map entry
set for the identifier x, so that it contains f.

[func] updates the scope tree. In particular, a new scope s’ is created by adding the function x
to the current namespace n. Then, a new namespace n’ is created by adding the function definition
(x, func) to the top of the current namespace. Afterwards, it adds all function parameters, and a virtual
variable named ret—which corresponds to the variable that holds the function’s return value— to
the new namespace n’. This results in a new scope tree s(3). Finally, the analysis proceeds with the
evaluation of the body of the function x in the new namespace 7/, i.e., note that the rule evaluates to
El[e]. The new namespace n’ correctly identifies that any variable defined in e, is actually defined in
the body of the function.

The [return] rule assigns the object o to the virtual variable ret, used for storing the return value
of a function (recall the [func] rule). To accomplish this, the analysis updates the assignment graph
by adding a new edge from the object o’ that corresponds to the return variable ret to the object o
which is the operand of return. Afterwards, the rule evaluates to the object o’. A similar approach is
followed in the case that a literal is returned. Specifically, we update the objects literal map instead of
the assignment graph in a similar manner as with the [assign-lit] rule. This case is omitted for brevity.

The inter-procedural flow is captured by the [call] rule. Specifically, when the analysis encoun-
ters a call expression o1(z = f,y = o09,...), it examines the callee object 0; associated with a
function fn defined in a namespace n’. Then, each parameter of fn is connected with the appropriate
argument that was passed during the function’s invocation (e.g., the parameter y is assigned to 02),
leading to a new assignment graph 7’ and a new object literals map I’. For example, consider again
the graph of Figure 3.3b. The edges originating at the {crypto.Crypto.apply, func} node are
created by this rule. These edges denote that the parameter func of the crypto.Crypto.apply func-
tion may hold the functions cryptops.encrypt and cryptops.decrypt which were passed when
crypto.Crypto.apply was called (Figure 2.1).

[class] handles class definitions. This rule initially adds the class x to the scope tree through the
function addScope, and then retrieves every object related to the base classes of x (i.e., y...). To
accomplish this, the rule consults the scope tree in the namespace n, and retrieves a sequence of objects
t that follows the order in which base classes are defined upon class definition. We later explain why
keeping the registration order of base classes is important. Then, this rule updates the class hierarchy
so that the newly-defined class z is a child of the base classes pointed to by the identifiers (y...).
Next, the analysis proceeds on the body of the class = in a new namespace n’. The new namespace
includes the class definition to the top of the current namespace (i.e., n - (, cis)). Finally, the analysis
starts examining the class’ body using the new namespace.

The [attr] rule follows a similar approach with the [ident] rule. However, in this case, in order to
correctly identify the object corresponding to the attribute x of the receiver object o, the analysis ex-
amines the hierarchy of classes h using the function getClassAttroObject (o, x, h). At this point our
analysis is able to differentiate attributes according to the location (i.e., o) in which they are defined.

The function getClassAttroObject deals with multiple inheritance, by respecting the method
resolution order implemented in Python. As an example, consider the following code snippet.
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class A:
def func():
pass

class B:
def func():
pass

© e N W R W N~

class C(B, A):
pass

S

12 ¢ = C()
13 c.func()

In the example above, the method resolution order is C' — B — A, because the class B is the
first parent class of C, while A is the second one. As a result, c.func() leads to the invocation of
function func defined in class B, since it is the first matching function with the name func in the
method resolution order. The correct resolution of class members explains why the domain of the
class hierarchy maps every object to a sequence of objects rather than a set—we need to track the
order in which the parents of a class are registered.

The [new] rule handles object initialization. This rule retrieves the object o3 that is associated
with the definition of the class . Through the getClassAttroObject function, the rule inspects
the method resolution order of the object o3 to identify the first object 0o that matches the function
__init__. Recall that this function is called on the creation of a new object. Note how the new
evaluates; it reduces to o2(y = 01);03. That is, the constructor of the class is first called with the
same arguments passed as in the initial expression (i.e., 02(y = 01)), and then the object o3 is returned,
which corresponds to the class definition, which is eventually the result of the new expression.

The rule [attr-assign] handles attribute assignments of the form o;.2 := 03. Specifically, it de-
scribes the case when the attribute x is defined on some location inside the class hierarchy of the
receiver object 01. In this case, getClassAttrObject retrieves the object o3 that is associated with
this attribute, and the rule updates the assignment graph so that o3 points to oy from the right-hand
side of the assignment. In the case that the attribute is not defined in the class hierarchy, (i.e., get -
ClassAttrobject returns ) the attribute assignment works in a similar manner with [assign]. First,
we add the attribute x to the current scope using addScope, and then the graph is updated. If a literal
is assigned instead of an identifier, our approach does the same, but updates the object literals map
instead of the assignment graph.

When the analysis encounters an import = from m as y expression, it retrieves the object os cor-
responding to the imported identifier «, which is defined in the module m. Afterwards, it creates an
alias y for z. It does so by adding y to the scope tree of the current namespace, and then updating the
assignment graph by adding an edge from the object of y to that of x. Through this rule, we are able
to deal with Python’s module system.

Consuming iterables and generators is enabled through the iter x expression. When the identifier
x points to an iterable, (i.e., the object that x points to has an attribute named __next__), we retrieve
the object o corresponding to __next__. Then, the iter expression evaluates to a call of o/ () (see the
[iter-iterable] rule). Otherwise, x is treated as a generator ([iter-generator]), and iter reduces to a call
of z(). Recall from Section 3.1.1 that generators are modeled as thunks. This scenario describes the
evaluation of these thunks (generators) when they are actually iterated.

Analysis termination. The analysis traverses expressions, changing the analysis state according
to the rules of Figure 3.4, until the state converges. The analysis is guaranteed to terminate, because
the domains are finite. Even for the domains of class hierarchy i € ClassHier and the object literals
map | € ObjLit (Figure 3.2), which are theoretically infinite, the analysis eventually terminates.
This happens because a Python program cannot have an unbounded number of classes. On top of that,
entries are added to the object literals map only for statements assigning (or returning) a literal. Literal
results of constructs such as generators, which could lead to infinite literals, are ignored.
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Algorithm 3.1: Call Graph Construction
Input :p € Program
o € State
Output: cg € CallGraph
1 foreach e in Program do

2 while e &€ Obj do

3 (0, E[e]) — (o', E[¢/])

4 if ¢ =01(y =02...) then // call Expression
5 (m,s,n- fyh 1)« o

6 ¢ < getReachableFuns(m, 01)

7 03 < getObject(s, n, f)

8 cg + cglf — cg(f)Uc] 7/ Add call Edges
9 end

10 e+ ¢

1 end
12 end

13 return cg

3.2 Call Graph Construction

After the analysis terminates, we build the call graph by passing the intermediate representation of the
given Python program one more time. Algorithm 3.1 describes the details of this pass. The algorithm
takes two items as an input: (1) a program p € Program of the model language whose syntax is
shown in Figure 3.1, and (2) the final state ¢ € State that stems from the analysis step. The algorithm
produces a call graph:

cg € CallGraph = Obj — P(Obj)

The graph contains only objects associated with functions. An element o € Obj mapped to a set of
objects t € P(Obj) means that the function o may call any function included in ¢.

The algorithm works by inspecting every expression e identified in the program (line 1), and each
expression e is evaluated based on the state transition rules that are described in Figure 3.4. The
algorithm iterates over the state transition rules, until e eventually reduces to an object (lines 2, 3).
Each time e reduces to a call expression of the form 01(y = 03 ...) (line 4), the algorithm retrieves
the namespace where this invocation happened and gets the top element of that namespace (see n - f,
line 5). Afterwards, the algorithm retrieves all functions that the callee object 0; may point to. It
does so, by consulting the assignment graph through the function getReachableFuns(m, 01), which
implements a Depth-First Search (DFS) algorithm and retrieves the set of functions c that can be
reached from the source node o;. In turn, the call graph cg is updated by adding all edges from the
top element of the current namespace to the set of the callee functions ¢ (lines 7, 8). In other words,
the object o3 (line 7) that represents the top-level element of the namespace, where the call happens,
is actually the caller of the functions pointed to by the object 0.

3.3 Key Errors Identification

Our analysis identifies potential key errors by passing the intermediate representation one more time
after the analysis terminates. Algorithm 3.2 outlines the steps of this pass. It takes as an input a
program in our model language (see Figure 3.1) and the final state stemming from the analysis step.
The algorithm’s output is a list which contains the locations of potential key errors:

keyErr € KeyErrorList = o € Object

The algorithm initially inspects all the expressions identified in the program (line 1), until they
are reduced to a dictionary access (lines 2-4). In that case, the algorithm first retrieves the potential
dictionaries that the dictionary (i.e. 01) can be assigned to (line 6). It does so with the use of the
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Algorithm 3.2: Key Error Identification
Input :p € Program
o € State
Output: cg € KeyErrorList
1 foreach e in Program do

2 while e &€ Obj do

3 (0, Ele]) — (o', E[¢/])

4 if ¢/ = 01]02] then // Dictionary Access

5 (m,8,n,h,1) <+ o

6 Dicts + getReachableDicts(m, 01)

7 Vals < getReachablelLits(m, [, 03)

8 foreach d in Dicts do

9 foreach v in Vals do

10 if d-v & 7 then // Dictionary entry does not exist
1 | KeyErrsList < KeyErrsListU [d - v]
12 end

13 end

14 end

15 end

16 e+ ¢

17 end
18 end

19 return cg

getReachableDicts function, which traverses the assignment graph using a Depth-First Search op-
eration. Afterwards, it uses the getReachableLits method to retrieve the potential literals that the
dictionary accessor (i.e. 02) can take as values (line 7). This method, first traverses the assignment
graph to identify the objects that the accessor has been assigned to and then consults the objects lit-
eral map to retrieve their potential literal values. Finally, our algorithm examines all dictionary-literal
combinations (lines 8,9) and checks whether such a combination exists as a key in the assignment
graph (line 10). Recall, that the assignment graph contains all the objects of the Python program as
keys, including dictionary entries. In the case that such a combination is not contained in the assign-
ment graph our algorithm considers that a key error and adds the relevant information in the output
list (line 11).

3.4 Discussion & Limitations

A major design decision is to ignore conditionals and loops. For instance, when our analysis comes
across an if statement, it over-approximates the program’s behavior and considers both branches
of the statement. This design choice boosts efficiency without a high compromise of the analysis
precision (as we will discuss in Section 5). Other static analyzers [9, 10, 8] choose to follow a more
heavyweight approach and reason about conditionals. These static analyzers, attempt to compute the
set of all states that can be reached based on an initial one. However, providing such an initial state
that exercises all feasible paths is not straightforward, especially when analyzing libraries.

Python heavily relies on object-oriented features (e.g., dynamic method dispatch), duck typing [16],
and modules. Hence, it is important to separate attribute accesses based on the namespace where each
attribute is defined. This design choice boosts—in contrast with prior work [13]—the precision of our
analysis without sacrificing its scalability.

Furthermore, our analysis does not fully support all of Python’s features. We do not deal with code
generation schemes, such as calls to the eval built-in method. In general, these dynamic constructs
hinder the effectiveness of any static analysis, and dynamic approaches are often used as a countermea-
sure [32, 33]. Additionally, our method has not modeled the functions that correspond to variables’
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built-in types. Therefore, attribute calls that depend on a specific built-in type (e.g., 1ist.append())
are not resolved. Finally, our analysis can only analyze modules for which their source code has been
provided. When a function—for which its code definition is not available—is called, our approach
will add an edge to the function, but no edges stemming from that function will ever be added, and its
return value will be ignored.
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Chapter 4

Implementation

We have developed PyCG, a prototype of our approach in Python 3. PyCG does not have depen-
dencies third-party packages and only relies on the symtable and ast modules of the Python standard
library. These modules are used to create the scope tree and construct the intermediate representation
respectively. Our prototype works as a command line interface (CLI) tool, and has been tested on
UNIX environments.

4.1 Usage on Packages

Our prototype efficiently analyzes Python code ranging from single files to large libraries organized
as a package. In the case of packages, our prototype can accept a CLI argument that specifies the root
directory of the Python package. This argument enables the use of two features. First, the genera-
tion of internal objects’ namespaces relative to the namespace of the package. Having these relative
namespaces is important in the context of tools that aim to combine the call graphs of inter-dependent
packages and then perform different kinds of analysis on them (e.g. dependency impact analysis).
Second, our prototype implements a methodology that can automatically discover the locations of
the package files that an import statement refers to. Therefore, for such cases, PyCG only requires
the location of the package entry-point scripts as an input, and then, it will discover and analyze all
imported modules. We go into detail about this mechanism on Section 4.3.

4.2 Internal Representation of State

PyCG’s internal representation uses data structures that allow for the efficient retrieval and updates
of the items stored by the domains of the analysis. In the following, we describe in detail the internal
implementation of each domain.

Namespace. The current namespace is implemented as a stack of identifiers. Elements are pushed
and popped from the stack when we enter and exit a scope respectively. The namespace is represented
as a string by joining the elements of the stack using a dot (.) separator.

addl = lambda x: x + 1
def function(): .
d1 = {
"keyl”: "vall”,

}
d2 = {"key3”: "val3"}

(b) Scope tree of the Python module.

BT Y T N e N

(a) Python module that defines anonymous ele-
ments.

Figure 4.1: Scope tree containing anonymous elements as thunks.
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Scope Tree. The scope tree is implemented as a hashmap that maps namespaces to scope entries.
Each scope entry corresponds to a specific scope (e.g. the scope of a function) and maintains two
items. The first one, is a mapping that is used to directly retrieve the objects that the scope’s identifiers
refer to. The second, is a set of counters corresponding to the anonymous elements that our analysis
supports (i.e. lambdas, dictionaries, and lists), which allows us to differentiate between them. When
our analysis encounters these elements it creates a new identifier that is the combination of a thunk and
the corresponding counter, and then adds it as a child of the current scope. As an example, consider
the code snippet of Figure 4.1a. It implements a module that defines a lambda and a function that
initializes two dictionaries. Its corresponding scope tree is shown on Figure 4.1b. In this case, the
two dictionaries defined in lines 3 and 4 are differentiated based on the counter corresponding to the
anonymous element of dictionaries.

We use the symtable built-in Python library to access the compiler’s symbol tables of each module
and initialize the scope tree. Our process works as follows. First, we access the symbol entries for
the root level scope of the module and add all function and class definitions as its children in the tree.
Then, for each child, we iterate its symbol entries in a recursive manner. Note that this process does
not add variable names and anonymous elements to the tree. These items are accessed during the
analysis step.

Class Hierarchy. The class hierarchy domain is implemented as a hashmap mapping namespaces
to their class hierarchy sequences which are implemented as lists. We construct the class hierarchy of
each class definition by combining the class hierarchies of'its parent classes based on Python’s Method
Resolution Order (MRO)!.

Object Literals Map. Once again, we implement the object literals map as a map of object
namespaces to sets of literals. In the case of a literal assignment, we retrieve the set maintained for
the left hand side object and update it to include the literal.

Assignment Graph. We maintain a mapping of object namespaces to assignment graph entries.
Each entry includes its type and a set that contains the namespaces that the entry can point to. Recall
that available types are function, module, variable, and class.

4.3 Identifying the Location of Imported Modules

We use the built-in importlib Python library to discover the file locations of imported modules. Note
that this library is used internally by Python to resolve import statements. Specifically, when Python
identifies an import statement it proceeds with the following process. Initially, the file location of the
imported module is identified, and then a loader is used to import and execute the module’s code.
However, Python allows for the implementation of custom loaders that replace the built-in one. We
took advantage of this functionality, and implemented a loader that does not execute the imported
module’s code, but stores its file location in an internal structure that we have implemented and then
exits. This structure, which we call the import graph, is implemented as a mapping of module names
to a set of file locations. Then, PyCG uses the import graph to analyze the code of imported modules.
Through this methodology, our approach only requires a list of entry-points to fully analyze a Python
package.

4.4 Output Format

Our prototype implements corresponding output formats for the two operations that it performs, namely
call graph generation and the identification of key errors.
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1
2 "cryptops.decrypt”: [],

3 "cryptops”: [1,

4 "crypto.Crypto.apply”: [

5 "cryptops.encrypt”,

6 "cryptops.decrypt”

7 1,

8 "crypto.Crypto.__init_ ": [],
9 "cryptops.encrypt”: [],

10 "crypto”: [

11 "crypto.Crypto.__init_ ",
12 "crypto.Crypto.apply”

13 1

14}

Figure 4.2: Call graph of the crypto module in JSON format.

1 {

1 def func(dct, name): 2 f}lename - "mod.py”,
3 "lineno”: 2,

2 dct[name] .

s 4 "namespace”: "mod.<dict1>",

4 dct = {"keyl”: "vall”} > key”: "key2
6 H

5

6 dct[”nokey”] 7 { mEil " "mod ”

7 func(dct, "key2”) § "l+ enaT? é mod.py=,

8 func(dct, "keyl”) ’ inenow: S, .
10 "namespace”: "mod.<dict1>",
11 "key”: "nokey”

(a) A sample Python program with dictionary ac- 12 }

CEsSes.

(b) Key errors in PyCG’s format.

Figure 4.3: A sample Python program with key errors in PyCG’s output format.

4.4.1 Call Graph Format

PyCG generates call graphs as an adjacency list in JSON format. Each object type that can invoke
functions (i.e. module, function, class) has its namespace depicted as a node, and each node maintains
a list of the namespaces of the functions that it invoked. Figure 4.2 displays the output call graph for
the crypto module (Figure 2.1).

4.4.2 Key Errors Format

PyCG outputs the potential key errors that were identified in the input Python program as a list of
dictionaries. Each dictionary contains (1) the file path in which the error was identified, (2) the line
number, (3) the namespace of the dictionary being accessed, and (4) the access key. As an example,
consider the sample Python program of Figure 4.3a. This program defines a function that takes two
parameters: a dictionary and an access key. Then, it defines a dictionary with a single key-value pair.
On line 6 the sample module accesses the dictionary with an invalid key, which leads to a key error.
In addition, on lines 7 and 8 it calls the function defined on line 1 with the dictionary and two different
access keys— an invalid and a valid one respectively — serving as parameters. PyCG produces the
output outlined in Figure 4.3b, which contains the two key errors of the input program.

! More details about Python’s Method Resolution Order can be found on https://www.python.org/download/
releases/2.3/mro/
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Chapter 5

Evaluation

In this chapter we evaluate our call graph generation procedure and the mechnism that we use to iden-
tify invalid dictionary accesses. To do so, we use micro- and macro-benchmarks. For call graph gener-
ation, our micro-benchmark suite contains 112 minimal Python programs, and the macro-benchmark
suite contains five popular real-world Python packages. We evaluate our key error identification
mechanism, using a micro-benchmark of 25 minimal Python programs that lead to key errors and
a macro-benchmark of 62 student submissions for a postgraduate course related to data analysis. Our
experiments were ran on a Debian 9 host that has 16 CPUs and 16 GBs of RAM.

5.1 Call Graphs

5.1.1 Micro-benchmark Suite

We propose a test suite for benchmarking call graph generation in Python. Researchers can use this
suite to evaluate and compare their approaches against a common basis. Reif et al. [34] have imple-
mented similar benchmarks for Java, which contain unique call graph test cases that are grouped into
different categories.

Our suite covers a wide range of Python’s functionality, and is composed of 112 unique and min-
imal micro-benchmarks. The benchmarks contained in the micro-test suite are designed to have a
limited scope and cover specific functionalities (such as decorators and lambdas). They are organized
into 16 distinct categories, that range from simple function calls to more complex features such as
higher order functions. Each category is composed of a number of tests. Every test includes (1) the
source code, (2) its call graph (in JSON format, see 4.4.1), and (3) a description (in Markdown format).
For each test case we have implemented only a single execution path (i.e., no conditionals and loops)
in order to have a straightforward correspondence to its call graph. Table 5.1 lists the categories along
with the number of benchmarks they contain and a corresponding description.

Table 5.2 lists our evaluation results. For every benchmark belonging to a specific category, we
check if PyCG and Pyan generated complete or sound call graphs. Note that we consider a call graph
complete when all the edges that it contains actually exist (no false positives), and sound when it
contains every call edge that happens during the program’s execution (no false negatives).

PyCG produces a complete call graph in almost all cases (111/112). Furthermore, it produces
sound call graphs for 103 of the 112 benchmarks. The missing points for soundness are attributed to
not fully covered functionalities, e.g. Python’s starred assignments.

Pyan produces lower marks for both metrics. Nonetheless, Pyan better supports assignments and
produces more sound results. To get some insights about Pyan’s scores, we performed a qualitative
analysis on its generated call graphs. We found that Pyan produces incomplete graphs because it
creates call edges to class names and their __init__ methods (see also Section 2.2). In addition, it
generates imprecise results because it has no support for some of Python’s functionality, (0/6 genera-
tors and 0/3 exceptions), does not handle the inter-procedural flow of functions (0/6 parameters and
0/4 returns), does not capture calls to imported functions (4/14), and has limited support for classes
(10/22).
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Table 5.1: Call graph micro-benchmark suite categories.

Category #tests Description

parameters 6 Positional arguments that are functions
assignments 4  Assignment of functions to variables
built-ins 3 Calls to built in functions and data types
classes 22 Class construction, attributes, methods
decorators 7  Function decorators

dicts 12 Hashmap with values that are functions
direct calls 4 Direct call of a returned function (func()())
exceptions 3 Exceptions

functions 4 Vanilla function calls

generators 6 Generators

imports 14 Imported modules, functions classes
kwargs 3 Keyword arguments that are functions
lambdas 5 Lambdas

lists 8 Lists with values that are functions

mro 7 Method Resolution Order (mro)
returns 4 Returns that are functions

The evaluation of Depends indicates both its fundamental limitations and strengths. Recall that
each benchmark always includes a call coming from the module’s namespace. Our results show that
Depends does not identify such calls, and therefore soundness is never achieved (0/112). In terms of
completeness, Depends achieves an almost perfect score (110/112) due to its conservative nature—i.e.,
it adds an edge when it has high confidence that it will be realized.

5.1.2 Macro-benchmarks

We have manually generated call graphs for five popular real-world packages. The packages were
collected using the following process. First, we retrieved Python repositories from the GitHub API
and sorted them by their number of stars. Then, we downloaded the source code of each repository
and counted the number of lines of Python code. We included in our benchmark the first 5 repositories
that contained less than 3.5k lines of Python code. Table 5.3 presents the GitHub repositories we chose
along with their lines of code, GitHub stars and forks, and a short description.

Currently, there is no available implementation that generates Python call graphs in an effective
manner, so we manually inspected the projects and generated their call graphs in JSON format. We
selected medium sized projects (less than 3.5k LoC on average), in order to minimize human errors.

We use our macro-benchmark, to examine the three tools in terms of precision and recall. Precision
measures the percentage of valid generated calls over the total number of generated calls. Recall
measures the percentage of valid generated calls over the total number of calls.

Table 5.4 presents our results. On two cases, Pyan crashed during the call graph generation for the
Python package and we could not get a result. Our results indicate that PyCG generates high precision
call graphs. On all cases, more than 98% of the generated call edges are true positives, while on one
case none of the generated call edges are false positives. The results for recall show that on average,
69.9% of all call edges are successfully retrieved. The missing call edges are owed to the approach’s
limitations (recall Section 3.4), and missing support for some Python functionalities.

Pyan shows average precision and low recall. The average precision appears because Pyan adds
call edges to both class names and their __init__ () functions. Furthermore, it does not capture
the inter-procedural flow of functions, leading to its low recall. For instance, the source code of
the face_classification package mostly depends on functions that are imported from external
packages. Pyan ignores these calls which leads to a 7.6% recall.
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Table 5.2: Call graph micro-benchmark results for PyCG and Pyan. Depends is unsound in all cases
and complete in 110/112 cases and is omitted.

Category PyCG Pyan
Complete Sound Complete Sound
assignments 4/4 3/4 4/4 4/4
built-ins 3/3 1/3 2/3 0/3
classes 22/22 22/22 6/22  10/22
decorators 6/7 5/7 4/7 3/7
dicts 12/12 11/12 6/12 6/12
direct calls 4/4 4/4 0/4 0/4
exceptions 3/3 3/3 0/3 0/3
functions 4/4 4/4 4/4 3/4
generators 6/6 6/6 0/6 0/6
imports 14/14 14/14 10/14 4/14
kwargs 3/3 3/3 0/3 0/3
lambdas 5/5 5/5 4/5 0/5
lists 8/8 7/8 3/8 4/8
mro 7/7 5/7 0/7 2/7
parameters 6/6 6/6 0/6 0/6
returns 4/4 4/4 0/4 0/4
Total 111/112  103/112 43/112  36/112

Table 5.3: Call graph macro-benchmark suite project details.

Project LoC Stars Forks Description

fabric 3,236 12.1k 1.8k Remote execution & deployment
autojump 2,662 10.8k 530 Directory navigation tool
asciinema 1,409 7.9k 687 Terminal session recorder
face_classification 1,455 4.7k 1.4k Face detection & classification
Sublist3r 1,269 4.4k 1.1k Subdomains enumeration tool

Finally, Depends generates call graphs that have high precision (98.7%) and low recall. The
precision results can be attributed to the conservative approach implemented by Depends. In addition,
Depends does not track higher order functions and misses calls originating in module namespaces,
leading to its low recall.

5.2 Key Errors

5.2.1 Key Errors Micro-Benchmark Suite

We have implemented a test suite of 25 unique and minimal Python programs that contain source
code that will lead to an invalid dictionary access. Our test cases are split into 6 different categories,
that range from different assignment methods to the inter-procedural flow of dictionaries and their
accessors. We use this micro-benchmark to evaluate our key error identification mechanism on the
different settings that can arise in a typical Python program.

The key error micro-benchmark suite is structured in a similar manner as the call graph micro-
benchmarks. Specifically, each category implements a number of tests. Each one of these tests in-
cludes (1) the Python source code, (2) the key errors that will arise from that program in the same
format that we use for PyCG’s output (see Section 4.4.2), and (3) a short description (in Markdown
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Table 5.4: Call graph macro-benchmark results and tool comparison.

Project Precision (%) Recall (%)

PyCG Pyan Depends PyCG Pyan Depends
autojump 99.5 66.5 99.2 68.2  28.5 22.5
fabric 98.3 - 100 61.9 - 6.3
asciinema 100 - 98.1 68 - 15.5
face_classification 99.5 86.8 96.2 89.7 7.6 5.7
Sublist3r 98.8  69.8 100 61.6 25.6 21.9
Average 99.2 744 98.7 69.9 20.6 14.4

Table 5.5: Key errors micro-benchmark suite categories.

Category #tests Description

assignments 3 Assignment of dictionaries to variables
classes 6 Class construction, attributes, methods
dicts 9 Dictionary operations

kwargs 2 Keyword arguments that are dictionaries
lists 2 Lists with values that are dictionaries
parameters 3 Positional arguments that are dictionaries

Table 5.6: Key errors micro-benchmark results.

Complete Sound

assignments 2/3 2/3
classes 6/6 6/6
dicts 9/9 8/9
kwargs 2/2 2/2
lists 2/2 2/2
parameters 3/3 3/3
Total 24/25  23/25

format). Table 5.5 lists the categories, the number of tests they contain, and a corresponding descrip-
tion.

We outline the results of our evaluation on Table 5.6. We check if our implementation can generate
complete and sound results.

PyCG produces a complete list of key errors on 24/25 test cases and a sound list on 23/25 cases.
The missing marks for the assignments category are due to PyCG not supporting starred assignments.
Furthermore, PyCG produces an unsound key errors list in one test case of the dictionaries category,
due to a call to the built-in method update of the dictionary type. Recall (Section 3.4) that PyCG
ignores calls on built-in functions.

5.2.2 Key Errors Macro-Benchmarks

To evaluate our key error identification mechanism on real-world Python programs, we have collected
the student submissions implemented in Python for an assignment of a post-graduate course related to
practical data analysis. Specifically, the students had to implement a stock trading application. They
were given access to text files containing historical trading data of the New York Stock Exchange and
were asked to produce a sequence of trades that would lead to the maximum profit.
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Table 5.7: Time and memory comparison.

Project Time (sec) Memory (MB)
PyCG Pyan Depends PyCG Pyan Depends
autojump 0.76  0.42 2.37 62.7 37.8 27.1
fabric 0.77 - 1.83 60.9 - 18.5
asciinema 0.87 - 2 61.6 - 194
face_classification 092 038 2.49 60.9 353 25.6
Sublist3r 0.51 0.33 2.01 60 358 19.4
Average 0.77 0.38 2.14 61.2 363 22

We analyzed a total of 62 submissions and found a total of 11 key errors from 3 of those. We
performed a qualitative analysis on the submissions with the assumption that the submitted solutions
did not lead to invalid dictionary accesses when run on the student’s machines. Our analysis was
focused on the 3 submissions for which our mechanism found key errors, while we also analyzed
many of the submissions that gave a clean result to identify potential false negatives.

Our qualitative analysis showed that our mechanism identified key errors when the input programs
initialized their dictionaries based on external factors (e.g. the existence of a file) and then worked
with the assumption that the external factors would have specific properties (e.g. a file has a specific
name). As an example, consider the following simplified approach of one of those submissions.

files = os.listdir(”stocks”)
stock_contents = {}

1
2

3

4 for file in files:

5 with open(file) as f:
6 stock_contents[file] = f.read()
7
8

apple = stock_contents[”AAPL.txt"”]

Initially, on line 1 a list of file names is retrieved and on line 2 a dictionary is created which will
later store the contents of those files. Then, on the loop of lines 4 to 6, the contents of each file are
read and stored in the dictionary with the file name serving as key. Finally, on line 8 the contents
of the file named AAPL. txt are retrieved. This source code makes the assumption that the stocks
directory will contain a file named AAPL . txt, because on line 8 it directly accesses that dictionary
entry without consulting the list of files contained in the directory. In such cases, PyCG identifies
a key error because it does not have any information about the environment those scripts are meant
to run in. Interestingly, the submissions for which PyCG did not identify a key error, worked with
the same environment of files, but took care to initialize their dictionaries based on the state of the
environment, and without making any assumptions — a good coding practice.

5.3 Time and Memory Performance

We perform our time and memory evaluation using the call graph macro-benchmark suite (Table 5.3)
as our base. With regards to key error identification, our tool performs the same underlying anal-
ysis, and thus produces similar time and memory results. Table 5.7 presents the time and memory
performance metrics of PyCG, Pyan, and Depends. We used the UNIX time command to calculate
the execution times, and the unix pmap command to measure memory consumption. The metrics
presented are the average out of 20 runs.

According to our results, Pyan is more efficient in terms of execution time, and Depends is more
memory efficient. PyCG and Pyan generate a call graph for the programs in the benchmark (< 3.5k
LoC) in less than a second, while Depends requires more than two seconds on average. In addition,
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all tools use a reasonable amount of memory, with PyCG, Pyan and Depends using on average ~61.4,
~36.3, and ~22 MBs of memory respectively. Pyan is on average 2 times faster than PyCG, and
PyCG uses 2.8x more memory than Depends. We attribute these differences between Pyan and PyCG
to the fact that Pyan passes the ast two times compared to PyCG performing a fixed-point iteration
(Chapter 3). Depends is slower, since it spends most of its execution time parsing the source files.
Regarding memory, Pyan and Depends maintain less information about the state of the analysis which
leads to better memory performance.
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Chapter 6

Related Work

Static Analysis for Dynamic Languages. In the case of JavaScript, there are many frameworks that
aim to statically analyze programs written in the language. The SAFE [9] framework implements a
scalable, pluggable, and flexible static analysis methodology. JSAI [10] proposes a provably sound
and formally specified analysis that uses abstract interpretation.

Other JavaScript analyzers target different aspects of the language’s functionality. Madsen et
al. propose RADAR [35] a tool for finding bugs in event-driven programs. Sotiropoulos et al. [14]
implement an analysis that targets asynchronous functions. SAFEwap; is a tool that can identify po-
tential API misuses. SAFEwa;p, implements a static analysis for JavaScript code that resides on the
client-side.

Call Graph Generation. Methods that generate call graphs are split into dynamic [36] and
static [37]. Dynamic approaches usually deliver fewer false positives, but lack in performance. Fur-
thermore, they can analyze a single execution path, with their effectiveness relying on the provided
input. On the other hand, static approaches are more time efficient and typically attempt to capture all
possible program behaviors, leading to larger coverage of execution paths. The combination of the
two to get improved results has been tried by several approaches [38, 39, 40].

There are many methods and tools that attempt call graph generation for statically-typed program-
ming languages. DOOP [41] and WALA [42] follow a context-sensitive, points-to analysis method for
Java. PADDLE [43], a similar approach, employs Binary Decision Diagrams (BDDs) [44]. Finally,
OPAL [45] is a lattice-based approach written in Scala. Ali et al. [46], implement CGC, a partial call
graph generator for Java, that mainly focuses on efficiency. The tool does not infer calls originating
in external libraries, and focuses on the analysis of the source code of the given input package. We
are currently following a similar approach. However, our aim is to efficiently analyze function calls
coming from external libraries in the future.

Regarding dynamic languages, Ali et al. [47] implement an approach that converts Python source
code into JVM bytecode, and then generate its call graph through the use of the existing implemen-
tations for Java [42, 48, 49]. Their results show that generating precise call graphs with this method
is infeasible, since the output sometimes contains more than 96% of false positives. pycallgraph [50]
is dynamic approach that generates Python call graphs for a single execution path. Therefore, the
analysis requires pairing with another method (e.g., fuzzing) to retrieve meaningful results. On the
JavaScript front, Feldthaus et al. [13] propose a flow-based approach for call graphs generation. Their
evaluation benchmark includes call graphs generated by a dynamic approach paired with instrumen-
tation, with their analysis achieving > 66% precision and > 85% recall. Other JavaScript call graph
generators include, NPM call graph [51], IBM WALA [42], Approximate Call Graph (ACG) [13],
Google closure compiler [52], and Type Analyzer for JavaScript (TAJS) [8]. TAJS implements a
lattice-based flow-sensitive approach that uses abstract interpretation. Even though this approach
yields more promising results, it comes with a cost in performance.

Call Graph Benchmarking and Comparison. Reif et al. propose Judge [34], a toolchain for the
analysis of call graph generators for Java. This toolchain implements a test suite with benchmarks for
a range of different Java features. The authors use it to compare Java call graph generators, namely
Soot [48, 49], WALA [42], DOOP [41], and OPAL [45]. Sui et al. [53], present another test suite of
Java benchmarks, and use it to evaluate and compare Soot [48, 49], WALA [42], and DOOP [41].
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The aforementioned benchmark suites are very similar, leading to Judge consolidating them into one
benchmark suite. Recall that we have implemented a similar micro-benchmark suite (Chapter 5).

Error Checking for Python. Fromherz et al. [54] propose an implementation that can soundly
identify run-time errors by evaluating the data types of Python variables through the use of abstract
interpretation. However, their approach is still in development and does not support many Python
features, including recursion. In comparison, we have implemented a prototype that can handle most
of Python’s features and reasons about literal values in a flow insensitive manner which allows us to
efficiently identify invalid dictionary accesses.

There are several tools that aim to check Python programs for potential errors during the develop-
ment process. pyflakes [20] works on the syntax tree of every file to identify errors including undefined
variables and invalid formatting literals. pylint [21] is another popular approach that provides inte-
gration with several IDEs as well as continuous integration pipelines. It can identify many potential
errors including undefined variables and invalid return types. PyChecker [55] focuses on the identi-
fication of errors that are usually caught by compilers for languages like C and C++. However, none
of these tools deal with the identification of invalid accesses on dictionaries.

Other tools focus on the identification of common security issues [22, 23], type checking [56,
57, 58], and code enhancements [59, 60, 24]. Compared to the aforementioned tools, our approach
employs an inter-procedural analysis and focuses on the identification of key errors.
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Chapter 7

Conclusion

We have introduced a practical static analysis framework for Python programs and have implemented a
corresponding prototype that we call PyCG. Our method performs a context-insensitive inter-procedural
analysis that identifies the flow of values through the construction of a graph that stores all assign-
ment relationships among program identifiers. We propose two applications that employ our analysis,
namely call graph generation and the identification of key errors. For call graph generation, we found
that our implementation marks high rates in both precision and recall. With respect to key error iden-
tification, we showed that our approach can efficiently identify key errors that can occur in many
different Python setups.

In the future, we aim to extend our analysis to support more Python features and to include a model
of built-in methods, types, and their effects. Furthermore, we will analyze the source code of external
packages by adding heuristics to identify their source code’s location.
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