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ITepirndm

Ta tehevtaio ypovia undpyel €vtovn avagopd otnv Tétaptn Blounyavixr enavdotaon. H ena-
Vo toor outh, yopaxtneileton and TNV TEEYOUCH TAOY TNG KUTOPATOTOMONS TNS TapAYWYHS. 2T
Blounyavia 4.0, 0 pAo¢ TV EVOWUATOUEVKDY UTOROYIC TIXOY CUCTAUATOVY elvor xardoploTixde xodde
Ta EPYOOTACLOL OmoUTOVY GUC THUATO TTOL Vo Uropoly vo eneepyaotoly obvieto dedopéva. Ta tny
enovdotaoy auty ep@avileton Lo véo xatnyoplo tixpoetelepyao TV ol Jovddeg encéepyaoiog dpa-
onc(VPUs). H nolo yapoxtneotixd ex tov onolwy eivar ot uxpoeneiepyactéc Myriad2 , oty onola
€YLVE 1) TOEOVLOO DIMAWUTIXY. XT1 OITAWUATIXY QUTY, ATOPACIOUUE VoL UEAETACOUUE T1) CUUTERLPORT.

dlapopwv error injection xou fault toleranceteyvixwyv. O teyvixéc avtég eotidlouvy otn:
o Aibpdwon opdlpatog mou evioniletar ot uviun twv cuvenelepyoaotdv SHAVE.

o Aibpdwon opdhuotoc mou evtonileton ota dedopéva nou petagépovtar and o LEON OS otouc
SHAVE.

o Aibpdwon opdipatog Tou mapotnpeeiton oe petaBAntéc mou eivon shared petald twv SHAVE xou
wou LEON OS.

o Abpdwor| opdhuatog Tou napatneeiton oo dedouéva twv SHAVE.
o Avdmtuén 3 Voting xau 5 Voting cuotnudtov.

Meletovtog To anoTEAEOUATA YOG, TORATNEOVHUE OTL TO UTOAOYLO TIXOC XOOTOG TOU ELGAYETOL GTO
cUCTNUA UE TIC DIAPOPES TEYVIXEC TOU UNOTIOLACAUE TiC xoho Td peaMo Txég Yl €va real time system.
O teyvixée ddpiwone opdhpatog 8lopddvouy To UEYAAUTERO TOGOGTO TV AV TOU ELGOYSYOUE
TEYVIXA. XE UETPOTPOYPAUUUTA Tou To Ypowxd overhead elvon cuyxplowo ye tov ypdvo extéheonc
Tou {Blouv tou benchmark napatneodye 6Tl oL emhoyég mou eléyyouv TNy opltdtnTa extéheons péow
hashing elvon ot xaAUTepES, EVE OTNY TERIMTWON TOL TO PUETRPOTEOY PO EVOL Y YOO TOTE Ta voting
systems anotehoUV xoh0TEREC EMAOYES oV UAC EVOLUPEREL ATOXAELTTIXG O YPOVOC EXTEAECTC. LUYXE-
XPWEVA, oTNY TEplnTwoT Tng Soddo Tatng CUVEMENS TO YEoVXd TAedvacUo Tou Tonodethinxe ond
Tic pedodoug nou Poociloviay Tov XUTAXEPUATIONS eV EETEPUOE TO TETPATALGOLO TOU dpytxol YedVou
extéleong. Xty meplntworn touv 2D binning unfplav nepintdoel Tou to ypovixd overhead égptoace
uéypt xou 40 @opéc o apyxd. AvtioTtolywe oo cuoTAUaTa Pnpogoplac oty epintwon g olve-
MEnc odAd xou oto 2D binning n ypovixh xaduotéenon éptace uéypl xou 8 Popéc Tov apyixd xpdvo
exTéAEOTC, OTNY TepInTwoT Tou 5 voting system.

A€Ceic KAewdd

Etepoyévewn, Etepoyevelc Apyitextovinéc, Myriad2, Evowpatwpéva Luotiuota, Etooywyr Egdi-
patog, Avoyr anévavti oe o@dhpata, AldoTnud.






Abstract

In the past years, there has been a lot of discussion regarding the fourth industrial revolution.
This revolution is characterized by the current trend of automation used by production lines.
The contribution of embedded systems in industry 4.0 is crucial. Modern factories require high-
performance embedded systems capable of processing data in real-time. Thus, a new category of
microcomputers emerged called Vision Processing Units (VPUs). The most popular V.P.U is the
Myriad microprocessor family developed by Intel, Mlyriad 2, used in this thesis, is a manycore,
heterogeneous, powerful computing system. The main problem, which Industry 4.0 will have to
solve is how embedded systems deployed in industrial environments will continue their intended
operation in case of failure of one or more of their components. Erroneous operation under such
circumstances could have disastrous consequences. In this thesis, we decided implement various
error injection and fault tolerant techniques. The fault tolerant policies created can be seen below:

e Detect and correct error in SHAVE instruction memory.
e Detect and correct error in data transfered to SHAVEs.

Detect and correct error in SHAVE data.

Detect and correct variables shared with SHAVESs.

e Voting systems: with 3 and 5 voters.

In our results we observe that the computational overhead inflicted on the system by the fault-
tolerant techniques renders them realistic choices for the needs of a system that should operate in
real-time. Inspecting the experimental results, we notice that when the run-time of a benchmark is
analogous to the time overhead introduced by data-hashing then the hashing methods are a good
choice as a fault tolerance policy. When the time overhead is not analogous then hashing methods
are not that suitable for fault tolerance. Specifically, in the case of 2d convolution the time overhead
does not surpass the original run time by more than 4 times. In the case of 2D binning the overhead
in some cases is 40 times more than the original. However, in the aforementioned methods the
error percentage after these methods are applied is around 0%. In the case of the voting systems,
error still remains especially when more than half of the total SHAVEs are corrupted. The time
overhead introduced by the voting systems is from 4 to 8 times the original run time. Therefore,
depending on the quality of service we want our system to provide we can choose whether to opt

for a hashing method or for a voting system.

Keywords

Heterogeneity, Heterogeneous Architectures, Myriad2, Embedded Systems, Error Injection,
Fault Tolerance, Space.






Euyapiotieg

"Yotepa and TOMAY) x00paoT 1o xoTd Tn Bidpxeta wiag Tovdnulag Evoag oNuovTiXos ohhd xan weatog
x0xhoc e Lwhc Hou épyeTa 0T0 TEAOC TOU. LUVETMS, Vo fTay ddxo av dev amédida Tic amapaitnTes
ELYAPLOTIEC OTA GTOUN TOU CUVETEAECAUY OTNY EXTOVNOTN NG TopoVoas epyaciog ohhd oL TOU UE
Bohdnoav ye ) otheiEn toug ota 6 autd ypovia. Apyixd, Vo fdeha va evyopiotiow Tov xbplo
YoUvter nou pou Edwoe TNV euxoplol Vo aoyoAndo Ue To cuyxexptuévo Yéua xadde xou va Boninow
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oe teyvwo eninedo. To dropa autd oy exel Yol vor TEOGPEROUY TEYVIXY XATATOTUGT, 6TAY QUTY| HTAY
aAmoEolTNT XoL TaL EVYUELOTA Yiar awtd. Emerta, Yo Hdela va euyaplotiow TOUS YOVEIS Hou Ylo T
oThpIEN Tou pou mpocéepay ot yedvia awtd. Télog, H€hw vo euyoploTow Toug Piloug pou xade
xau to Study Room mou @tid€aue mou éxovay ta Ypovia autd aféyaota. Eniong, Baclin sorry mou

dpYNoa OTO UTAPUTEXLOU UAAS TERELWOO TN SITAWUATIXY.






Thesis Motivation

The usage of computationally hard algorithms and high data rate instrument in space applica-
tion leads the space industry to investigate new solutions for on board data processing. Therefore,
the usage of low power high performance SOCs are explored. However, apart from a great per-
formance per watt embedded systems in space applications require radiation hard C.P.Us. In the
past the most commonly used embedded platform was FPGAs due to their attractive performance
per watt ratio. This need for new specialized SOCs led to the usage of alternative SOCs gaining
more momentum in space applications. Thus, Vision Processing Units (VPUs) started gaining
more traction in the space industry due to their excellence in digital signal processing and artificial
intelligence task and their coding ease. Such a V.P.U is Intel Myriad 2 which is the platform used
on this thesis. Furthermore, space application require real-time, highly reliable results. All of the
above, organically lead to the need of development of fault-tolerant policies in order to amend
errors that might occur due to different system parts. Therefore, in this thesis we developed mul-
tiple techniques that can be used to provide fault tolerance. Lastly, in this thesis apart from fault
tolerance techniques we also developed error injection methods in order to be able to evaluate the
performance of our developed policies.
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Extetopevn Ilepiindmn

Ewooaywyn

Yy avdntun egopuoydy cuyvd, axoloudeitan 1 mapadoyr dtu dev undpyel n miavoTnToL VoL U-
ndpEel xdnoto Adoc elte oe eninedo software eite oe eninedo hardware. otdéo0, 1 TOPUdOY ALTH
oLY VA xaTopplmTETOL X xATd dueoy) cuvénela odnyel ot xATACTEOPXE anotehéouata. Lo TIC GUV-
Orixec autég dnuiovpyelton pior véa avdyxn diaopdhiong vdmirc SlardeoludtTnTag and Tol UTOAOYLO TLXd
HOC OUCTAUOTA.  LUVET®S, TEOXUTTEL €vag VEOC TPOTOC OYEDBINONG UTOAOYIOTIXWY CUCTNUATWY UE
6vopa Fault-Tolerant Computing|[2].

‘Evoc and toug mhéov BLadeBoUeévous ¥AGBOUS UTOAOYIOTIXWY GUCTNUATWY EVOL TOL EVOWUOTE-
péva ovothuata. To cuoThuata autd oe avtideon Ye To UTOAOYIC TN CUC TAUAT YEVIXOU OXOTOU
yopaxtneilovtar and didpopouc neploplopolc. Apyixd, Satedolv pla wdvo e€eldixeupévn hettovpyio
aeviwe. Emmiéov, €youv meploptopolc we mpoc to x66To¢, 1o péyedog, TNV eVEPYELD TOU XATOVA-
AVOLY aAAS xan ambdooT Touc. Enopévene, o cus THUaT auTd TEETEL VoL Y wpedve o€ €va uovo chip xau
VoL UTtOPOLY Vo eTeEep AT TOOY SEQOUEVA GE TROYUAUTIXG YPOVO UE OGO TO BUVITOV UXPOTERY EVERYELOXN
xaTavdhwon yia vo dtatnericouy t Sudexeta {whc Tne unataplog toug. EmmAiéov, npénel vo avTidpolv
o€ TEUYUOTIXG Yedvo. Anady, Teénel vo Umtopoly Vo avTidpoly oTiC dAAXYEC TOU TEQBAANOVTOC UE
axpiBelo ehayiotwv deuteporéntwy xon vo unoloyilouy BLdpopa ATOTEAECUNTA GE TEAYUATIXG YEOVO
yoplc yeovin xaduotépnor. Ag Jewproouye yio TOEADELY o TOV XELPIO TH TOpElas EVOS auTOXLVATOU.
Aldpxdg eEAEYYEL Xou avTIdEd GTOUC GEVOORES TNS TayUTNTAC Xou TV Qeévwy. Ilpénel emnhéov, va
umohoyioel Ty emitdyuvon xan TNy emBpdduvon ot TeayUaTXd Yeovo xodig Evag opYOTopNUEVOS
éheyyoc unopel va 0dnyNoeL TNV AmWAELL TOU EAEYYOU TOL auTtoxtviTou. IIépay Twv autoxvitwy,
TOL EVOWUATOUEVO CUC THUATA YENOLLOTOL00VTAL OE BLIC TNUXES EQUpUOYES. (20TOC0, OTIC SLoo TNULXES
epapuoyéc dev ypetaléton wovo reliable unohoylopolc oAhd xou ToL UTOGUG TAUAT TOU GUG THUTOC
va gtvan xou rad-hard xdt mouv xoduotd Ty Thatdpua TG TaEOVCS DIMAWUATIXASC XATIAANAY Yia
TETOIEC EQOPUOYECS.

Me Bdom to mponyolUeva CUUTEPUVOUUE OTL, TOL EVOWHUATWUEVO GUC THUATO anavTwvtal ot safety-
critical cuothuata [3] émou havdoouévn hertouvpyia tou software ¥ tou hardware Yo propovoe vo
0dNYNOEL O XATUACTPOPIHES GUVETELEG. LUVETADS, N avdyxn yiot UPmAY Stadeouudtnta ohhd xon euni-
67000V 0NV 0pVY AELTOURYIN TWY EVOWUATOUEVLY CUCTNUATWY efval oaxpoywviala. Enouévng, xou ol
EQUPUOYES OL OTtoleg Oy EBIALOVTOL YLol TOL GUC THRATA T ogelhouy va Bactlovton otny Fault-Tolerant
TPABOY Y| TOU AVUPEQUUE TEOTYOUREVWLC.

Qot600, éva cp®d TN eYelpeTal OO TA TAUPATAV®, WS UTOPEL ULol oSO TIXT| oudda var eEAEYEEL
edv to Fault-Tolerant design tng Yo Aeitovpynoer olugwva ye Tic xaoploUEVES TPOBLOYPUPES OE
neplntwon opdigatoc Anhady|, twe propel mpaxtixd vo eheyydel 1 SiadeoiudTnTar TOL UG THUATOS
Do vo amorvtndolv tar mopamdvey epetiota i véo uédodog testing €yel avantuydel e dvopa Fault

Injection[4]. Lopgpwva pe 1 pédodo auth, oL oyedlactéc elodyouy Eoxeppéva opdhud 6To oo TN
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MOl TOUC TEOXEWEVOU VoL UTop€oouy va EAEYEOUV T1) CUUTERLYPOPA TOU UTO £0QPOUAUEVES GUVIXES.
H ewcayoyh opdhpoatoc unopel va yiver eite oe eninedo ulxol(n.y eoxeupévn éxdeon cuothuatog
oe nhextpouayvnTixy axtivofoiia mpoxeiyevou vo mpaypatononUel aANAYT] TWV TEPLEYOUEVLV TWV
xatarywenToY tou[5]) eite o eninedo Aoylouod(n.y ewwaywyy Tuxaiwy dedopévwy oto cloTnua6]).

IMopaxdte PAénovpe wia ontixy avomapdotaon tne dtadxactac aflohéynone evoe Fault-Tolerant

CUOTAUATOS:

Fault
Tolerant
Design

System
Behaviour
Monitoring

System
Reliability
Evaluation

Error
Injection

SxAuna 1: AZiohéynon Fault-Tolerant cucthpartoc.

LOppova Ue TG Topandve avdyxeg dnuiovpyinxe xou 1 napodoo Simhwuatixt 1 onola a€loloyel
N ouuneplpopd dlapdpwy texvixdv Fault-Tolerance oe e€oupetixnd eTEpOYEVES dpYITEXTOVIXES OTIWOC
o. VPUs. Emmniéov, ota mhaiowd tne mpoomdideiog autrc viomoidnxay didgpopec teyvixéc Fault-

Injection mpoxewévou va aZlohoyndoly 1 telnt| dtadectudTnTa ToU GUGTAUATOC.

TroBadeo

Vision Processing Units

Toa Vision Processing Units omoteholv Wi xowvolpylor xotnyopla wixpoenelepyaotddv 6ToY0g
Twv onolwy elvon 1 mapoyY) VPMANG anddoong He TOAD Wixp xatavdhwon woyboc. Emmiéov ol ui-
xpoene€epyaoTéc autol elvol XatdAANAa BEATIOTOTONUEVOL YId VAL TREYOLY TEO-EXTAUBEUUEVA LOVTEND
CUVEALXTIXV VEVPWVLXGY BixTOwY. Xuvene, eivon 8avixol yio va tpéyouv Al at the Edge egappoyéc.

Ye oyéon pe dhhoug hardware accelerators émwe ta F.P.G.A xau to0 G.P.U éyouv yeipdtepn e-
ndoon. Qo1660, T0 YEYOVOS TOU Ta XA TE LBAVIXE Yol To EVOWUATOUEVA CUCTHUOTA Elval 1) TOAN
vPnAn anddoor avd xatavarouévou Watt. Emmiéov, ta V.P.Us yopaxtneilovton and yeydAn mpo-
YooupaTio Tixr Suoxohio. JUVETKOC, elivon war TAatpopua pe didpopa tradeoffs mou rpde, evdeyouévwe,

v v enavampoodloploet to Edge Computing.

Intel Movidius Myriad Family of V.P.Us

H now dwdedopévn oepd V.P.U elvon n Myriad mou avantdydnxe and tn Movidius. H Movidius
amotehel wa Yuyate e Intel nou eayopdotnxe to 2016 évavtt 400 exortoppupiwy Sohopiov(s].

To povtéha tng owoyéveiag Myriad eivon 1 Myriad 2 xou n Myriad X. Iopaxdtew Brénouvpe v
AEYLTEXTOVIXY) TV TeoavapepPEviwy uixpoeneéepyaotoy: ‘Onwe yivetol eu@avéc and ta Topamdve
oyfuata t6co 1 Myriad 2 600 xou i Myriad X €youv 80o 32 bit LEON4 enelepyoaotéc yevixol
oxonol RISC SPARCVS apyttextovixic (LEON OS, LEON RT). O LEON OS unooctnpilel éva
Real Time Operating System pe évopa RTEMS evédy o LEON RT efvon uneduvog yio ) droyeipion
v TEeppepelox@y.  Tredduvol yia TRV LPNAY puduanédoon Tou cucTAUaToC elval ol Streaming
Hybrid Architecture Vector Engines (SHAVESs) nuprivec apyrtextovixfic 128 bit, VLIW xou SIMD.
Tnv evopyrfiotewon e Aertovpyioc twv SHAVESs avohoufdvouv ol mpoavogepdévie eneepyaotée
yvewixoU oxonol. Téhog, t6co 1 Myriad 2 660 xaw ny Myriad X €youv wa oelpd and hardware giktpo

nou ovopdlovtou Streaming Image Processing Pipeline (SIPP).
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inteD) ( /0 Multiplexing (SW Controlled) ) 3 ﬂ
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es) Accelerators Engine LEON OS L1 Cache | L2 Cache
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3 1 T
() Myriad 2 Architecture([1] (B") Myriad X Architecture[7]

SxApa 2: Apyrtextovinéc enelepyaot®dv TN owoyevelog Myriad

H opydvwon e pviung twv 800 cuotnudteny eivar mopduota xodog xou to dVo diadétouv 1600
DDR air& xar DRAM. Emuniéov, eldxry uvela mpéner va dodel otnv Connection Matrix Memory
(CMX) n onola ypnowponoteitar wg NUMA ScratchPad pvAun xou cuveiogépet onuavtind oty udmii
an6doon Tou cuothuatog. H petagopd twv dedouevev and tn DDR ot CMX, xau to avtiotpogo,
péow evoe Direct Memory Access engine. EmnAéov, o LEON OS xado¢ xou o LEON RT Suxdétouv
L1 cache yio dedopéva ahhd xou yiar evioréc xodede xaw L2 cache. Téhog, oo SHAVES Sodétouy pia
Eeywpewoth L1 cache o xadévag xan wio xown L2 cache.

O1 Booixéc dlapopés twv dVo Lovtéhwy elvor To Yeyovoe étt  Myriad X Siadéter évav e€eidixeu-
uévo eneepyaoty| yia v extéieon Convolutional Neural Networks to Neural Compute Engine.
Emmiéov, 1 tekevtalar yewvid tne Myriad diardéter 16 SHAVESs oe avtideon ye tnv npoyevéotepn nou
Slodétel wohe 12. Emnpdoleta, to péyedog 1600 tng CMX xadode xou ot L1, L2 caches tou LEON
RT éyouv avgndel. Téhog, n Myriad X clugwva pe ) Movidius d0vatar va @tdoet emdooelg €ng 1

TELOEXATOUPVPLO EVTOAES TO deutepdhento[8].

Fault Tolerance

H avoyt oto opdiua (Fault Tolerance) ouvctootind onuaiver T Suvatdtntd evég cuCTAUATOS Vo
ouveyloel TN Aettovpyla TOU TAPORO TOL €VaL 1) TEPLOGOTEPX UG TOL UTOGUCTALOTO TOU OTOHATHCEL VOl
Aertovpyel. Anhady, n avoyh) oto o@dhua elvon e éva cOoTNUA avtanoxplvetow o SUCAELTOVPYIES

tou hardware 7 tou software.

Fault Tolerant Computing

O otéyoc¢ evég Fault Tolerant custhuatog elvar va Slacpaliost T cuveyuevr Asttoupyio xou

VPN BlordecUOTNTA TOU GUG THUNTOS AMOTEETOVTOS SLoXoTéC TOL Vol TEOEXUTTAY At XATOLoL ATOTU-

o
To Fault Tolerant Computing ymopel va €yel didpopa eninedo avoyhc oTo cQdiuL:

® 310 younhotepo eninedo to clOTNU Unopel Vo AmaVTAEL OE SLUXOTEG PEVUATOC UE EVUAAUXTIXEC

TYES Teopodoaiag.

o Ye éva udnidtepo eninedo TN BuvaTtdTNTA YENONG EVOS EPEBELXO) CUCTARATOS UE TOAAT Wixen
xeovi| xaduotéenon,.

o e meplntwon mou onuewwdel o@pdipa oe xdmolo dioxo vo uTdpyel xdmolog ePEdEOS dioxog Tou

nepLéyel Oha tar dedopéva xou var umopel vo avtixataotioel tov Baocixd dloxo xateudelav. Me
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TOV TPOTO AUTOV 1) Agttoupyia Tou cuotruatog cuveyilel mapd 0 pepwer BAIRN avtl va uTdpyet
dueoT xATAGTEOPY A6YO TG amwAelag Aettoupyiog.

e T¢nhot emnédou Fault Tolerant cuctAuate amoteholvton and molhég enelepyaoTnés Lovadeg

oL omoleg avlyvebouv To GpdAUo xou TEOcTdoLY AUESHLS VoL TO BlopBtcouV.

Yuvende, ta Fault-Tolerant custiuota dtacpoiilouv 6t de Yo undpEel dioaxon| ot Aettovpyio Toug
éyovtog eedpixd unocuoTiuata tou Vo AdBouv N Véon TV opyOY ot TERInTWoT c@IAUATOC.

Optopéva and autd uropel vo gbvou:

e Hardware cuotruato ye (Biot 1 €QedEXE AELTOUPYIXE CUCTAUNTA. MUVETKS, Yol VO UTEEYEL
TEOYHATIXE ABLIAUTTH AELTOURY (0L TOU CUCTAPATOC OE €V TETOLO GUOTNUA Yo TEETEL GTO EPEDELXS
cLOTNUA VoL UTEEYOLY OAEC OL TATEOPORIEC TOU apyixol cuoTAuaTog, T.Y. To scheduling twv
Blapbpwv epopuoyoy, va ebvar ‘1 tpog 1' avilypago twv avtiotolywy dedouévewy Tou opyLxob

CLOTAUATOC.

o Software cuothpata mou dladétouv dhha Software cuotiuata oE TEONYOVUEVY XATAGTACY] KOS

£QESPXAL.

o Epedpixd 1popodotind mou uropoby va fondfoouy oty anoguyy| Sucheitovpylog TOU CUCTHUO-
to¢ oe nepintwon nou undpgel TEOBANUA 6To TEoPodoTXs. Me Tov TpéTo aUTE SacpaAileTo

6Tt 8 Yo UTEEL TTWOT TOU CLUCTHUNTOC.

Fault Injection

To Fault Injection eivan pio Wiaitepo diadedouévn teyvinn testing. Méow tne ouyxexplévng
TEYVIXAC ElodyeTon o@dApa 1 tieon oe éva cloTnua Tpoxeévou va Tapatnendel 1 cuuneplpopd Tou

ouoTAUaToC LTd AVTES TIC cUVIXES.

3 OvTtoun woTtopixr avadeowy, Tou Fault Injection

H ewoaywy?) ogpdipatoc Eexivnoe wq wia Tey Vx| Tpocopoinwoc opdiuatog ot eninedo hardware.
O pnyavixol e€édetav tic cuoxevéc oe dudpopes emPBroBéc ocuvirxes xou mapatnEoUcaY TOGO Xohd
Yo ouvéylav ™ Aertoupyior toug. Mepwd and ta test mou €xavayv Rrav va Beoyuxuxidvouy pin
TWY GUGXEURY, VA ELOAYOUY NAEXTEOUAYVNTIXEC TOREPRBOAES, VoL BlaTopdocouy TNy Tpo@odocia Tou
oLoTAUATOS xak axdun v Boufapdillouy Tor xUXAGUATAE ToU cuoThuaTog Ye axTtivoPBolla. O otdyog
ATay var TopatneoouY Twe oL Topamdve cuvixes ennpéalay Tn ArTovpYid TOU CUCTAUNTOS XL OV 1)
OcLOXELY| OTOUATOVOE TN AELTOLEYIA TNE VA TNV ENAVACYEDIACOUV.

Me v ndpodo tou ypedvou ol unyavixol oyedlacay epyaheia Tou ENETEETAY TNY ELCAYWYY| COIAUA-
T0¢ e BlapopeTixés uedddous. Xuvenog, ol cUoxeLES dpyloay Vo dladétouy Bidpopa debugging ports
onwe 10 JTAG mou enétpene Ny eloaywyYn EAeYYOUEVOL GaAuaTOC xaTteLdelay OTo XUXADUATA TOU
ocuocTiuatog. ‘Eneita, oyedoo tixoay uédodol yio TNy elooywYY) oQIAUATOC GE ETUTESO AOYIOUIXOU TRO-
XEWEVOL VOl TPOGOUOLOGOLY GQAMIA OTIG EQPUPHOYES TOUG Xol VoL EAEYEOUV TIG BLdpopeg CUVAPTAHTELS
nou drayetpilovton tor opdiparta xou tig e€oupéatlc tou mpoypedupatoc. Hpoxewévou va emtteuydoly ta
Topamave oL unyovixol efte dihaloy tov tpyaio xMBxa yio VoL ELodyouy Tpocouotuéva Aadn(couniie-

TWIE €pPOP) Xou Val TupodoTtAcouv Nl oe cusThpata Tou RdN Teéyouy (runtime error).

H yenowétnta Tou Fault Injection

H ewoaywy? opdhuatog ebvor por amd tng molo Paowéc popgés testing xadog Bonddel tny oudda

UMY AVIXOY OTO GTABLO GYEBIOOTG VoL XATAVOHCOUY T GUUTERLPOEE TOU GUGTAUATOS TOUS UTO GuVITiXES
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nleong 1 oxdun xou xotolxric Suchettovpyloc. Emmiéov, n mpocouolwon tng cuumeplpopds outhic
EMTEETEL GTOUC UMY oViX00E Vol UTopoly va dlac@aiicouv éva cuyxexplévo eninedo quality of service
6ToUC UTAVOAWTEG. To YeTnd yopaxTneloTind Tng eloaywyhc o@diuatog enopévwg elivon mouxila.

Ta molo Baouxd amd autd mapatidevtar avahuTind TopaxdTw:

o Ou pnyoavixol unopolyV va eA€YE0OUV EXTEVOC T EQULPUOYES TOUG XAl TA
ocvoThApata Toug. Iupadootoxnd, to software testing eotidlel oto happy path testing[9].
Anhod1|, EAEYYEL T LOVOTATIA TWV GUGTNUATLY TOU TEOGO0X0UY oL Unyavixol 6Tt To Yo AdBouv.
Auto Spwe dev eAEyYEL TOUG TEOTOUEC PE TOUG OTOIOUC TOL GUGTAHUATA UTOPOUY Vo AmoXA{VOuUY
and TIC TPOCOOX(ES NG OYEBIAOTIXAC OUABUC AOYO UNY TPOCOOXWUEVNS CUUTERLPOEAS, OANAYNC
TV ouvinxoy hettovpyiog, Aaddv otic e€optioeic 1 omoldhmote GAAY cuviixn. Tuvenog,
Yéhouue va Befonwdolpe otL ov avdextixol unyaviopol mou €youv tornodetndel ota cuoTAUATY

Yo Soukédouy 6Twg elvan avaevouevo xau oe autd axpl3eg Ponidel 1 eloay Y GQIARUTOS.

e Alvel T7 SUVATOTNTA CLUCTNUATIXNOV EVIOTICKOU Tng QLONG xou TNng owtiog
SLapopwy cPaAALETLY. ‘Otay €va GUCTAUA ATOTUYYAVEL, 1) TEXVIXY oudda unofvel oe Aet-
Toupyio avtidpaons. O Baodg Tne oTéy0g elvol var o TAATHOEL TO TEOBANUO Xl HETE amd auTd
va emavéAdeL 1 xavovixy) Aettoupyio Tou cuc THUaToc 660 To duvatty cuvtoudTepa. Avdhoya pe
N cofBapdTNTa TNE XATAoTOoNG PTopel Vo TdpeL NUEPES 1) axdun xal e3Bouddeg UEypL Vo UTdpYEL
xdmola Eexdtopn andvinoy. H ewcaywyr o@dhpatog divel emouévene otou pnyovixols andAuTo
€AY 0 OTO OO0 GPANUA AAAG X TOHTE TO QAN aUTO elodyeton oTo cbotnua. Télog, divel
GTOUG UNYovixo0g T SUVATOTNTA VoL avamoedyouy Tor SLdpopat TEOBAAUATO TOU BNUIOLEYOUVTAL

EMTEETOVTAS £TOL TNV OLUCLUC T ETUWBLOPTWOY TOUC.

o Entitpénel oToug wnyavixolLs va meosTolpactoly yia To avandvieyo. Ta
Tpdypatal ToL Pnopolv va tdve Addoc ota mhadota T mapaywyng etvor tdpa Tohd. Eminiéoy,
oxOuUN xak el A&l umopolV Vo TpoXahEGOLY UEYIAES UMOAELES. LUVETMS, 1) ELOAYWYT) CYAA-
HATOG ETUTEETEL VL YIVEL EAEYYOC OTY) CUUTIERLPOEA TOUS GUC THUATOE OE CUVINUES TTOU XOVOVIXAL
0e Yo ATy avauevoueveg Omwe o@dhuata 0T Wviun, amotodeg awéloelc ot yerion e xe-
vipwng enelepyaoTiXAc wovddog x.0.x. H teyvind auth emitpénel enoyéveg oTn oyYeEdLo TixY
oudda vo mpoeTolacTel Yl To avamdvieyo mpocETovTac Unyaviopole mou do cuvteAécouy

OTNV ATOBOTINY AVTWETWTLOT TOU TROBAAUATOS ToU TPoéXUE.

Fault Injection yedoodo. xauw Fault Tolerance teyvixeg

H ouyxexpiévn dimhwpatind xwveltar oe d0o Baowxols d€oves. Apyixd, o mpwtog Bacnde dEovog
e ebvan 1 avdmtuEn mohitxedv Fault Tolerance npoxewévou 1 mhatpoppo Myriad 2 vo unopéoet va
ouveyloel TV adidAunTtn Aettovpyia Tng ot meplntwoy) ogdiuatog. O dedtepog Bacndg dEovag elvan
0 oyeduopude Sdgpopwy texvixmy Fault Injection [10]mtpoxeyévou vo uropécoupe va emBeBultcoupe
v opd Aertovpyio twv Fault-Tolerant moAtixdv mou avantd&ope. O mopamdved TOMTIXES ol

uédodot enednyolvial avVoAUTIXOTERO GTY) GUVEYEL.

Fault Tolerance moAttixéc

‘Onwe avahdooE GTIC TEONYOUUEVESC UTOEVOTNTES EfVaL AMUPAiTNTO TO EVOWUAUTOUEVO CUCTAATI VOl
Aertoupyolv diywe dloxomés xadde cuvidne Tonodetolvton oe time-critical cuotAuata. Xta TAalola
e ouyxexpwévng Simhouatixic vhonouinray xou aiohoyinxe n anddoon BLdpopwY TOMTXGDY

Fault Tolerance mou Yo avakudolv mopoxdte.
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Fault Detection

Baowd otddlo yio TNV avTETOTON ot ETBLOEV®OT EVOS GpIAuaTog elvar 1) aviyVELUST) TOL Q-
poatog oto cvotnua. H aviyveuorn auth npénet va cupPBaivel pe amoluty oxeifeia xadde elvan to nolo
Baowxd 6mho yia tov oyedlaoud evog Fault Tolerant cucthipatog. Mtnv mapoloa epyasia yenoiwo-
no{inxe po oapxeTA BladeSOUEVT] TEYVIXY YloL TNV avlyveuoTn Tou ogdipatoc mou ovoudletan Cyclic
Reduncancy Check[11].

Aviyvevorn ocgdipatog pe Cyclic Reduncancy Check

To Cyclic Redundancy Check (CRC) elvan évag xdduxog aviyveuons o@EAgotog mou Yenoulo-
noteltan oLy v oe Pnelaxd dixTua xou o8 GUOKEVES ATOVHEUCTIC TPOXEWWEVOL VL vl VEDOVTOL TUYILES
oarharyéc ota dedopéva. Ta urhox Ty BeBOUEVLV TOU UNaVOLY GTA GUG THUATA EYOUV Lot TYT EAEYYOU
nou Baoileton ot Balpeon TOAWVOPLY TwVY TEpLeopévewy Toug. Katd v avdxtnon o urtoloyioude
enavohopfBdveTtan xou av 1) Ty eAEy oLy €xel odhdEel tdTe undpy el xdmolo aAhoryY) ot amoUNUELPEVAL
dedopéva. O Adyog mou ta CRC eivar 1600 dradedopéva elvan 1o yYeYovdg 6Tl elvat UXONO VoL LAOTIOL-
ndolv oe BLddixo LAS, ebxoha vor avahu oy podnuotind xon 0XOA VoL aviyVELOUY cuVHTT Adi
nou ogelhovton oe YopuPo. Kalddg to anotéheopa toug elvan ouyxexpiuévou prixoug cuyvd ta CRC

YENOUWOTOLOOVTAL ¢ CUVOPTACELS XATOXEPUATIOUOV[12].

‘Onwe avagpépaue mponyouuévee o Boaoixde Aoyog tng udminc anddoone tne Myriad 2 ogelheton
otoug yeyopoue VLIW Shave cuvenelepyaotéc. H yevinr pédodoc npoypoppationold e ouyxe-
xpévne mhatpopuos Booileton oto mapaxdte Bruotas:

1. O LEON OS hopBdver to dedopéva elo6d0u.

2. Metagopd dedopévwy and tov LOS otoug Shaves.

3. Eneepyaoio twv dedopévewv otoug Shaves.

4. Emotpopr 8edopévwy niow otov LOS yetd tny ohoxAfpwon tne enelepyasiac Toug.

Ta mapomdve Brpata enavohoBdvovton uéyet vo ohoxinewiel 1 enc€epyacio Twv Bedouévewy elo6d0u.

Yuvenmg, Yo va aviyvetovton uetaBoléc ota dedouéva ogellovye Vo tepvdpe To debouéva ElGGB0U
ané pia ouvdptnon CRC xou og taxtd ypovixd diaothpata, 1 TouldyioTtov Tewv v eepyacio Toug,
vo Tt epvape Eavd yiol EAEYEOUUE av €Y0UV UTOGTEL Xdmolo aAlolwor. Xt cLVEXELN QUlVETOL 1)
dladixaota evtomiopol ogdipatog pe t yenor tou Cyclic Redundancy Check.
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ExAua 3: Fault Detection: Using CRC to detect data corruption.

Emopévwg, ot Fault Tolerant nohitixég mou Ya mepiypapoly otn cuvéyeta Yo BoaciCovtan ot auth
NV TEYVIXY aviyVELOTC CQAALOTOC.

Fault Tolerant IToAitix?: BA&Bn otov LEONOS

Ye mponyolpevn evotnta avagégope 6t 0 LEONOS elvon o Boaoixde evopynotenmthic tne Aet-
toupyloc e Myriad xodde etvon unebduvog yio T petopopd dedopévwy otoug Shaves ota didpopo
oTddLo Tou TpoYpaupaTio Tixol pipeline. Yuvende, Bydlet daltepo vonua vo tpaypatonolel Slopdpoug
ehéyyouc oTo BedoPEVO xoME Ta UETOUPEREL GTOUS BLEPopouc GUVETEEERYUOTES. 2TN CUYXEXEWEVN
nohtix o LOS mepvdel and pia cuvdptnon CRC ta dedopéva e66d0u LoMG Tar TapahdBel amd xdmoLo
nepipepetoaxd. Enlong, agol ta nepdoet ta dedopéva autd and ) CRC ouvdptnon dnuouvpyel éva npo-
owpwo6 backup touc. Xt cuvéyela, mpotob To oTelhel oTouc Shaves to mepvdel Eavd and wa CRC
oUVEETNON xou EXEYYEL OV 1) TWT| ETOTEOPNS TNS ouvdptnone Y elvon dapopeTinr. e mepintwon
mou 1) Ty tawtileton ue TRV TponyoLuevn tote petaBiBalet ta dedouéva otoug Shaves xavovixd. Edv,
N Tn auth ebvon dlapopetixy) tdte, o LOS énade xdmota BASSN xou dev Unopolye VoL EYTLG TEUTOUPE
ta Sedopéva mou npoonadel va petagépel otoug SHAVES. Enopévwe, dpopohoyel ta dedopéva mou
yvwpllel 6Tt elval owoTtd otoug Shaves xau otr cuvéyela enavapépetl Ta corrupted dedopéva oTny
apyn Toug xatdoTaon uéow tou backup mou elye dnuovpyroetl wohic Ta mapéhafe xan dpopoloye-
{ o dedopéva autd Eavd otoug Shaves. Ilapoxdte mapatideton évo didypoupo POME TNG TARATEVE
daduxaolog mTpoxeluévou va Yivel TAEOC xoTavonTH:
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Ebxacivnon

TEOY POULULALTL-
o Tixo)

pipeline

[ O LOS receives data. j
[ O LOS calculates CRC. ]
[ O LOS keeps backup. ]
[ O LOS recalculates CRC. ]
ApOoUOoNSYNoE Ta BESOUEVAL ‘Oxt - Nouw Prog‘rallr‘nnatlc
oL BeV €xouv aAAolwdel. pipeline
continues.

[ LOS restores backup. ]

[ LOS schedules unaffected. j

Programmatic

pipeline

continues.

ExhHua 4: Fault Tolerant Policy 1: Using CRC to detect data corruption LOS reschedules Shave data.
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Fault Tolerant IToAwtix?: Enavagpopd tou cuctiuatog and BAESBn otoug
SHAVES

Yo mhaiota Tng mopolooe mohitixrc ol Shaves agol topoddBouv ta dedopéva toug and tov LOS
ta mepvdve and i CRC ouvdptnon. Xtn cuvéyelo anodnxedouy Ty Tiun nou toug enéoTpede 1 ou-
VapTnon auth TEOXELUEVOL HEANOVTIXG Vi UTOPOVY VOl XATAVOHCOUY av To DEBOUEVA €Y 0UV cANoLwUEL.
ITpw v eneepyaocia TV SedoPEVWY ToL EAVATERVAUE OO TH CUVAETNON AUTH YLOL VoL UNV UTEEYEL O~
@3ohio yia Tov av €youy petoBAndel. Xtnv nepintwon nou eviomovel xdnowo o@diua t6Te 10 GOoTNUA
unaivel oe Asttovpyia avdvndmg xodog autd onpalvel 6Tl undpyel xdmola BAdBN otoug SHAVES. Ilowo
ouyxexpléva, dlaxplvoupe 800 TMEQIITOOES. LTV TewT teplntwor o xdde yaraouévoc SHAVE a-
VohoBAVEL TNV AUTOLUCT, TOU. JUVETKS, EMAVAQEREL Tal dedopéva Tou amd To dlodéoyo backup mou
dnuovpynoe o LOS étav nopéhafe ta dedouéva and to avtioToryo nepipepetaxd. Ev ouveyelo, agpold
emovapépel tar 0pUd SeBopéva TEEYEL TOV XMOBLXA TEOXEWEVOU Vo UTOAOYLOTOUY ot opitd dedouéva. H
S mepintwon nou doxplvouue elvon 1 e€fc: O LOS eléyyel av ta dedopéva €xouv arhowwidel. Xe
nepintwon aAlolwong enavapepel To BEBOUEVA TOUG GTNY JEY XY TOUS, U1 YUAACUEVT], XAUTAC TUCT| XAl
o Spoporoyel Eavd oe SHAVES nou yvwpeilel 61t Aettoupyoly, mpoxeévou va Befouwidel yior v
opl1) enelepyacia Twv dedopévey eloodou. ‘Eneita, xdvel reset toug yohaopévoug SHAVES mpoxel-
uévou va unopel va toug yenolponolfoet peAhovtixd. Iopaxdtw mapoatidevtar dVo Sorypdupota porc

yior xdde ol and T TOMTIXES TOU AVUPEQUUE UOALS.

Exodvnon
TEOYpaAT

Eodvion
TpOYpHIITE
ool

oTxol

pipeline EEED

O LOS hoqif3éver dedopévar.

O LOS xpazder Backup.
O LOS xparséer Backup

isfer to SHAVES

O LOS calculates data cre.

O LOS peapépe oc
opéve SHAVES

"
O SHAVES uroho
Y{Zouv o data CRC

Results of broken

shaves are wrong.

O SHAVES uroho-
yiCouy Eavi 7o data CRC

O LOS reschedules data.

Tow CRC;

SHAVES use backup

Ou SHAVES re-excute data.

Ot SHAVES
ouvexiZouy

xavovuck T
Aeroupyla
<oug

I xAua 5: Fault Tolerant Policy 2: Left: Shaves Self Heal, Right: LOS schedules data to working shaves.
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Fault Tolerant IToAwtix?: Avdvndr and cpdipa oc xowég neTaBAnTtég
Aoyo BAABNG ®kATOLOL UTOCLCTHUATOG.

XN ouyxexpévn moATix To obotnua BoVAeUeL opld, Yiol xdmolo Ypovixd SldoTnua. AAAG, ol
SHAVES xou o LEONOS yenowonowoly xowée petaffintéc. Méta and tn BAIBN Spwe oL xowvég
petoBAntéc twv 800 mpoavapepVéviny utocuoTnudtwy aridlouvv. To cuuBdy autd odnyel e
oelpd tou odnyel oe ahholwot] Twv dedopévwy mou enelepydletol TO CUOTNUA oL XAUTE CUVETELY,
av de dopBwiel, o Aavdaocuévo anotéheopa. Ilpoxewévou va anotpanel 1 Aaviaouévn hettovpyla
tou cvothpatog oo SHAVES nepvdve to xowd dedopéva and pio cuvdptnon nou unoroyiler to CRC
TOUC. XUVETWGS, TpW TNV enelepyacia Twv dedouévwy autiv eEAEY oLy av €xouv ahhotwdel xon xotd
ouvémela doxplvovton dlo mepintioeic. H npwtn nepintwon elvan vor uny undpyet xoplor ahhoiwor| twv
0eBoUEVLVY Xau xotd cuVETELR Bev el var Anpiel xopla dpdor. H Bebtepn, elvon vor aAAGEeL 1) Tiuy) Tou
CRC xau xatd ouvénela oo SHAVES va avtiingdolyv oti xdtt dev ndel 6wotd. Agol, xatoldfBouy 6T
UTdpyEL GPEAUL TOTE EQapUOloVTUL BUO TOMTIXES ETAVAPOPEE TwV BeBoUEVWY. TNV TEKOTN TOATIXN
ol “yahaouévol’ SHAVES yenowonoolv éva tomuxd backup twv dedouévwy mou €youv anodnxeloet.
Me tov tpémo autd Slacpaiileton 1 opl hertovpyio. Xtn dedtepen ToAMTIXNY, ovtl var avTidopPBdvoval ot
SHAVES to mpéfBinuo ota dedouéva, to avtihauldvetar o LEONOS. ‘O tpénog ye tov omolo e€dyel 1o
oupTépaoya auTd etvar vor tepdoet ta dedopéva tou otéhvel otoug SHAVES anéd o CRC cuvdptnon,.
Me tov tpémo autd xotahaBoivel 6Tt tar xowd dedopéva €youv arhowwdel. Eneita dpoporoyel Eavd o
dedoyéva autd otoug SHAVES mou yvwpilel 61t hettovpyolv opdd tpoxeiuévou va ta ene€epyaotoly
Eovd o vou Slaospolotel éva 0op¥6 anotéheopa. To mopoxdte dlaypeduuatd porg delyvouv to TedéTO
EXTEAECTC TWV TUPATEVE TOMTIXDV.

O LOS £y o bebopiva

O LOS exet v be00uéva,

O LOS sputder Backup,

O LOS rparzier Backup bebousva
(O LOS tranfers data to SHAVES )
O LOS pevapépes oe-
soucva oous SHAVES
G 1LOS ORc

O SHAVES urohoyiZouy CRC

Ot SHAVES urohoyiZovy Eavi
<0 CRC ripo enefepyacioc

LOS reschedules data.

Ot yaraoutvor SHAVES
Yenotuonowiy o backup.

LOS rescts
broken

SHAVES.

SxAra 6: Fault Tolerant Policy 3: Left: Shaves Self Heal, Right: LOS schedules data to working shaves.
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Fault Tolerant IToAwtixy: Avavndgm and cQdApa TN UVAUY TOU ATO-
Inxeletar 0 xwoxag Twv SHAVES.

‘Eva Baowd yoapoxtneiotixd tne Myriad 2 eivon 1o yeyovég ot €xel eviaio Memory Space. Xu-
VETOGS, UTopolV va Yivouv €heyyol yia To av €yel Yivel xdmola alhoiwson oe 6o To memory space.
Enlong, npénel vo avapépoupe 0Tt To Ypog oTn Wy 6o omolo Yo anotnxeutoly ol didpopeg EVIOAES
wwv SHAVES opileton yewpoxivita oe éva covply apyelo. Enopévwe, ddvaton vo yivouv ahhayés ota
TEPLEYOUEVA OYL UOVO NS UVAUNG AAG xou OTIC EVTOAEC Tou exTelolVTAL and Toug SHAVES. ¥t ou-
yxexpévn mohitixt), 0 LEONOS naipvel tic CRC tég 6hou tou memory-space mou xotahop3avouy
ot evtohéc twv SHAVES. Kat’ enéxtaon o LEONOS ehéyyel edv nepieydpeva tne instruction-memory
wwv SHAVES éyouv petaindel, uéow tou enavarapfovépevou vrnoroyiopol touv CRC autdv twv
Béoewv uviunc. Aedopévou 6t 0 xddixag twv SHAVES 8ev ahhdlet oto run-time vnd xavowvixée
cuviixeg omoladTote UETUBOAT aUTOY Twv FEoewV PVAUNG oPeliovTon e xdmola Suohettovpyio Tou
o0, ‘Apa ot wia tétota tepintworn o LEONOS avtihopfdvetar ) dedouevinn ahhoiwon xan Yewpel
invalid ta anoteréopata twv SHAVES nou éyel ohhowwdel 1 yviun mou anodnxedovton oL eviohég
touc. ‘Etol 1 enduevn dpdon tou elvon vo dpoporoyrioel to input data nou 0d¥ynoav oe Aavdacuévo
anoteléopata otoug hettovpyixove SHAVES. Téhoc, agpob 1 extéheon tou workload ohoxinpwidel o
LEONOS xdvel reset toug ehattwpatixolc shaves. Axoloudel 1o oyetxd didypayuuo pofc:

(O 05 reupve: setonive )

C G TOS weacder Backun: )

© LOS =

Oxs o
C Tovalid SHAVEs results X Moo CRC: N

O T.OS schedules to
working SHAVES.

(O SHAVES 7w

C O LOS rosots SITAVES D

SxAwo 7: Fault Tolerant Policy 4: LOS schedules data to working shaves.
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N-voting Systems

Mo Baownr| mpobnddeoy yia vo dlacpailotel To system reliability evog evowuoatwuévou cuo tiua-
to¢ eivon 1 Uy TAeovaouaTixdy topwy. Ilowo cuyxexpwéva Tpénel TdvTo Vo UTdPYEL €V EVAA-
haxTixd Jovordtt yio evdeyouevo BABng. To miedvaopa autd dovato va Bploxetan eite oe pvAun,
LY EXYWeNoN dedouévwy Teplocdtepeg and pla opés, elTte o€ UTOAOYLIO TIXES LOVADES, SNAadT UTopEn
TEPLOCOTEPWY TNC WS UTOAOYLO TIXAC LOVADAC TPOXEWWEVOL GE TERINTWOY CPAAUNTOS ToL BESOUEVAL VL
umopolV va dpoporoynioly otny egedpixy. XUVETDC, otny mepintwon tng Myriad 2 mou Siordétel
néhoug Tuptveg enelepyacioc Adyo twv SHAVES d0vatar opiopévol and autols va ypnoytonotniody
TPOXELWEVOU VoL EEAGPAATOLY TNV AVIEXTIXOTNTA TOU GUG THHATOS GTA GQANIATA.

H nowo yvwoth teyvinn ehéyyou tng oplhc Aettoupyiog Twv Bidpopmy UTOAOYIGTIXWOY UOVEBLY
TIOU Y PNOoLLOTOLELToL ATd TA EVOWUATWUEVYL UEYEL TO UTOAOYLOoTIXG VEQOg elvan oo N-voting cuo truata.
To cuothuata autd dpotpdlouv Toue dratéotpoue tépouc ot xdhree (ballots) xou xdde voloyloTi-
) povdda avtiototyileton oe pror xdhmn. Ot UTOROYLOTIXES LOVADES TIOU €Y0UV aVTIOTOLYIoTEL oTNY
(Blar xdAmn €xouv Ta (Blor Bedopéval eloOBOV AN xai TepVave Ta dedouéva amd Tny (Bl eneepyasia.
Ev ouveyela, xdde unoloyiotin| povdda tonodetel T0 anotéAeoya TV UTOAOYLOU®Y NG UECH GTNY
xGAT. Aol xdde uToAoYIoTIXY LOVADA TEAELWOEL To amoTeAéopaTa ouyxpivovtal. Metd tn obyxplomn
owotH Yewpeltar To anotéAeopa Tou Tpoéxule and TNy mhetodngio twv SHAVES. Ao to mopomdve

XOUTOAYOUUE OTO TTHPAXYTC CUUTEQACUOTAL

e To mifilog twv enclepyooTn®dy HOVABWY vl XJATn meénel vo elvon TEPLTTOC opidudg.  Xe
TEP(MTWoN oL NTay dETIOG TOHTE EVOEYETAL VO TPOEXUTTOY LoOYNQIEC 0T AMOTEAECUATI XAl VO

UNV UTopoLUE Vo eEAYOUUE TOlo VOl TO OWOTO UTOTEAECUOL.

e To yeyovoc 6tL xdnowo anotéhecpa €xel Pnpiotel and v mhetodneio we cwotd de onuolvel
ot ebvan xon owotd. Iloo ocuyxexpyéva ag Yewprioovye To GpIApa WS Wwa ouvdptnoy f mou
€xel ¢ GUVOAO THIWY TNG CLUVAPETNONS TOU GYPIARATOS elval To oUVOAO TwVv Bedouévmv mou Yo
enmneeacTolY and TN cuVdETNoT Tou opdipatoc. To anotéheoua Tng cuvdptnong avtic elvan Ta
havidoouéva Sedouéva ElodBou a. XUVETKS, OAL Ta TEOTYOUUEVY UTOPOVY Vol GUVOPLGTOVY GTNY
Exgpaon f(z) = a. Luvende, To pdvo ou ypetdleton TEOXEWEVOU d00 ETEEEPYUOTINES HOVADES
va Bpouv To (Blo amotéheopa elvol 1 cuvdetnon f oAkd xou to dedouéva = va efvan (Ba. Katd

ouvénela, 1 TAslodnelo evdEyeton va xatahngel oe havioouéva amoteAécUoTaL.

Yo mhaiota Tng napovoog epyaciag €youv vhonotnlel 500 BLAPOPETIXA GUGTAUNT V-PNPOPORKV.
Ta 800 cuothpata autd elvor:
e 3-Voting System

Y10 clotnua auté ot SHAVES avd tpeic avtiotoyilovtar oe wa xdhnn. Xtnv nepintwon auth
xade évag and toug SHAVES eneepydlovton e tov (Blo tpémo to (Slor dedoyéva. Télog, tomo-
BeTo0V To AMOTEAEGUATO TOUG GTNY XEATY TToL Toug avtioToty(Cetan xou Beloxouye To anotéheoya

ue to omofo N mAetoYnela cupPevel.

e 5-Voting Sytem

Yy nepintwon auty éyouue 0o Blapopetinéc xdhnee xou o SHAVES avtiotoiyilovtar avd
névte o wa and autég. O Adyoc yia tov omolo oo SHAVES mou avtuiotoyilovton avd xdhnn

elvow mévte elvon yior vo amogeuy Yoy wodnpies otic Prigoue.

Iopanedtes gatveTton xan 1 GYNUATIXNY) AVATARACTAOT TV TUEATAVE CUCTNUATWY:
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SHAVE 0

SHAVE 1

Results

ReS“\tS

SHAVE 2

SHAVE 3

SHAVE 4

SHAVE 5

SHAVE 6

SHAVE 7

SHAVE 8

SHAVE 9

SHAVE 10

Results

\’\e‘B\’W—D

SHAVE 11

SxAura 8: N-voting Systems: 4 Voter System.

Ballot 0

Final
Output
Slice 0

Ballot 1

Final
Output
Slice 1

Ballot 2

Final
Output
Slice 2

Ballot 3
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SHAVE 0

SHAVE 1

SHAVE 2

N
R

esults

Y
N

Ballot 0

SHAVE 3

SHAVE 4

SHAVE 5

SHAVE 6

SHAVE 7

D

Y
N

~-

Final
Output
Slice 0

Ballot 1

SHAVE 8

SHAVE 9

SxAra 9: N-voting Systems: 2 Voter System.
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Mé9do08ot Fault Injection

Ipoxewévou va unopécoupe vo ehéyEoupe v anddoon twv mpoavagepdéviwy toltixwy Fault
Tolerance avantO&ope didpopes pedod0uc EOXEUUEVNC ELCUYWY TG CPIAUATOC.

O teyviée autée Yo avalutoly otic enaxdlovdec uToevOTNTES.

MeTog@opd %ATACTRALUEVLY dedoUEvmwy and Tov enelepyacty LEON OS

TMopoxdtew enovolopBaveTton 1 Yevixy uédod0¢ TEOYPUUUATIONOD TNG CUYXEXPWEVNS TAATPOPUAS

yiar BLEUXONUVGT) TOU aVaLY VOO TN):

1. O LEON OS houfdvet ta dedopéva elo6d0ou.

2. Metagopd dedopévwv and tov LOS otoug Shaves.

3. Eneepyaoia twv dedouyévwy otoug Shaves.

4. Emotpopr| dedopévwy miow otov LOS petd v ohoxArpwon tne enelepyaociag touc.

To napandve Brpato emavokouBdvovion uéypl va ohoxAnewiel 1 enelepyacio Twv dedoyévwy el
G680UL.

Yuvende, ota napoamdve Briuato BAénouvde xou wa and Tic ueYod0ug EloaYWYNC CPIAUNTOS TOU
vhonojooue oty nopoloo evotnta. Ilolo ocuyxexpyéva ota mhaiol TG UETAPORAC XATECTEU-
HEVwY dedopévwy ewobédou and tov LOS corrupted dedouéva yetagpépovton and otoug Shaves mpog
eneepyaoio. Enopévwe, ov Shaves enelepydlovton havioopéva dedouéva xou 6w givon avouevope-
vo emoTteéqouy Aavdaouéva anoteréopata. H moapamdve Sadixacio Yo Ty elcaywyr o@diuoatog

TEPLYPAPETOL CYNUOTIXG GTO TOROXATE BLAYEOUAL

O LOS

Ou

O LOS HETaQEREL Shave

Ao Bdvel corrupted S

0cdouéVaL dedouéva )\dﬁog ;Pno_

€L.0600VL. OTOUG TeENéopaTaL.
Shaves.

ExAwa 10: Fault Injection Method: LOS transfers corrupted data to Shaves.

Koatactpop? dcdopévwy elc6dou and toug Shaves

Axoloviovtag T Bacixr TEOYPUUUATIOTIXY TUEABOY Y] TTOU OVIPERUUE GTNY TROTYOUUEVY EVOTNTA,
N YeTopopd dnAady| dedouévwy elodbou and To Bidpopa TeEpLPERELaXd Tou cuaTApaTog and tov LEON
OS otoug Shaves, napatneolue wa véao neplntwon ewoaywyy opdipatog. Tida cuuPel edv ta dedoyéva
eloédou petageptolv owotd otoug Shaves and tov LOS adAd xdmotol ex twv Shave yohdoouv xau
apyloouv va oAlolrvouy To dedouéva £l06d0u T'1 CUUTERLPOPS AUTY TEOGOUOLVOUYE UE TNY TOEOUGCO

ey VY| eloaywyhc o@dhuotoc. Tlapaxdte goalvetan xou TapacTaTNd 1 TEYVIXH oUTY:
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AO LOS 0 LOS Ogloyévol SHAVEs SHAVEs
opBdve EX TV use return
dedopéva seél}(lls data Shave damaged wrong
€16600U. aves. XOAGVE. data. results.

YxhAwa 11: Fault Injection Method: Shaves corrupt their own data.

Kotaoctpopr 8edopevwy xowov yia Toug Shaves xow tov LEON OS andé tov LOS.

X TOV TROYPUUUATIONS TOAUTUENVWY CUC TNUATWY elvol apxeTd oOVN¥eC Vo UTEEYOUY XOWVEC HETO-
BANTEC peTodl TwV dLdPopwy LTOAOYIG TIXWY TUEvewY. AvticTowyo otny mhatgpdeua Myriad 2 undpyet
duvatdTnTa Vo uTdipy oLy xovéS petaBAntéc petadd twv Shaves xou tou LEON OS. Yuvende, undpyet
EVOEYOUEVO GE ULl TETOLN TEOYPAUUUATIOTIXY Tapadoy” BAdBN otov LOS va odnyroel oe opdiuota
otoug Shaves. Enouéveg, otn ouyxexpldévr texvixr €ouue Blaop@oel XatdAAnAa ToV xOdixa £Tol
Gote 1 ahhayr) Tou ogelhetan ot Tpocouolwon g BAdPNg otov LOS va npoxahécel otoug mpdBinua
Aettovpylag otoug Shaves oe mpoypatind yedvo .

Iopaxdte gatveton 1 TeonyolUeVr Tey Vi oe Brporta:

Adyo

O LOS O LOS BA&BNe SHAVEs
AopBdver HETAPEREL O LOS common return
dedoyuéva data to XOAEL. variables wrong
€Ll0H00VL. Shaves. are results

affected

SxAua 12: Fault Injection Method: LOS corrupts shared variable.

Koataoctpoph nepieyopévoy uviunsg ané tov LEON OS

‘Eva amd to faoind yapaxtnelotixd tne mhatgdpuoac Myriad 2 eivon to yeyovog ot dladétel evialo
Yo uviune. Autéd onuaiver 6t teptoyéc e DDR odAd xou tne CMX elvan mpoofdowes and dhec Tic
UTOAOYLOTIXEC UOVADES Tou cuoTthpatog. Ilpénel duwe, vo onuewwdel ot 1 ntpdofoocr otn YvhAun dev
elvow opolouopgn xdtt mou evdéyetan va tpoxakécel race conditions. Adyo tov mopomdve WBLOTHTWY
¢ Myriad 80vatar xdmolo SUGAEITOUEYIXO XOUUATL VoL XU TACTEEPEL SEBOUEVA SAAWY UTOCUGTNUATOY.
Téhog, o xduag tov Shaves anodnxeletar oe ouyxexpéves Yoeic uvAune, mou xadopilovton and

TOV TROYPOUUOTIOTY), X0t XOTA CLVETEL UTopel Vo ahholwdel uéypl xoL 0 xOOXOC ToL TEYEL OTOUC

Shaves.

LOS

O LOS SHAVEs

AopBévet Lga?tsetlz) el O LOS %%TIX\I/)}ES return
5859 Eval SHAVEs KONSeL. instruction WIS
£L6600V. results

memory

YyApo 13: Fault Injection Method: LOS corrupts shared memory space.
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Benchmarks

Ipoxewwévou vo UmopéGOUUE VO TOCOTIXOTIOCOUUE TNV ANdBOCY TWV TROTEWVOUEVLY HOVTEAWY
YEEWOTNXE VoL AVOTTUEOUPE YOl VO YPNOLLOTIOLACOUUE TEOYPAUUOTO TOU OVTLOTOLYOUV GE €VOL PEONL-
ot unohoyloTnd @opTo yiow TNV mhatpdpuo Myriad 2. Aedopévou Ot 1 cuYrEXEWWEVY LoVEdA
xenowpornolelton oe eQUpROYES Unyovixic dpaone hoywd elvon tor benchmarks nou avamtdydnxay vo
AVTLIOTOLY 00V OE UTOAOYLOTIXS BUOXOAES TPAEELS TV OE GTOLYElD TVAXWY. X TO TPOYPHUHUATO oL-
& PETPNOUUE TNV amddooT Toug o oLV XES xavovixrc Aettoupyiag ohAd xan Lo cuvirxeg stress
TPOXEWEVOU VoL UTOPECOUNE VoL UETEHOOUUE TNV amodotxdtnta 1600 twv Fault-Tolerant moiitixwy
AN %o TOV TEYVIXOY EloaywYHE o@dhpatoc. Tapoxdtew axohovdel avolutindtepn napovsiaon twv

UETPOTOOYPUUUATWY TTOU YeNotdoToLiinxay.

2D Convolution

M and Tic molo xhaoixég medielc Pnpronic enelepyacioc onudtwy etva 1 ouvélén. H mpdén tne
ouveh&éwe opiletal HeTaEl BV0 GNUATKOY TOURAYIOTOY Yiog SLdoTAoNG. LT HovodldoTotr cLVEMEY oL
oTiyUialeg TWES TwV oNudTeY Tou xdvouy overlapp atpotlovtar xou morhaniacidlovtar yetagd Toug.
Emmiéov, mpénetl vo avagpépouue 6Tl To €val €x Twv B0 onudtwy elvan avestpauuévo. H pordnuatien

avanapdoTtaoy TS cUVENENS Yl Sloxpltd orjuarto efvou:

+oo
(f*9)(t) = f(r)glt =)

Qot600, Tépay amd dlaxpeltd oHUUTA UTEEYOUY X YPOVXd GUVEYN. LNV TEpInTwor auTH 1 cUVENET
op{letan we:

+00

(Fea)®) = [ Fgtt = ryir

—oo
O opioude autdg emexteivetan yioo neplocoTeEREC amd pla dotdoec. H Booir| Swpopd petald tne
oUVENENC o€ Lo XaL o BUo BlaoTdoELS elval TO YEYOVOC OTL TO €VOL EX TV BUO OTUITWY UVAC TEEPETAL
8o popéc. H mpoavagepdeioon dladuxacta ypnoulonoteitor extetopéva o Bidpopes SloyeTeVoELS Unya-
VXS 6pUONC TIOU XENOULOTIOLOUVTOL EVEEWS OTWC 1) V(Y VEUGCT] XMV OE Uidl ELXOVOL. LNV TERINTWoT)
TV EXOVeY dloxplvovTon 800 mivaxes we To cuveModueva ofjuota opilovtol évag peydhog mivaxag d0o
Slaotdoewy xou évac wxpdtepoc. O pxpdtepog mivaxos ovoudleton muphvag. Ot mpoavagepieioee 1-
BLoTNTES TN TEAENE auThE xaho oLV TN GUVENEN W XATIAANAO UETEOTIEOYEUUUA YLol Vo UeTENUEL 1)
anédo0T TWV TOATIXWY TOU CYEBIACTNXAV X0l LAOTOLUNXay TG00 YloL TNV avoyY) GTO QAL AAAS

X0 ylor TNV elooywyr) Addoug.

2D Binning

To Binning elvou plar Siadixasio xotd tnv omolo tar Ttepleydueva Twv pixel yEITOVIXOV TEQLOY DY
ouvdudlovton oe éva super-pixel xau efvan o cuviing Siepyaota yio va pewwdel o Y6puBoc Tne ewxdvog
avgdvovtae tov Aoyo ofjpatog mpoc B6pufo tne exdvac. Xuvidwe, o Binning cuyfoivel oe opddec
WY TEGGdpwY pixel yio Tov oynuatiowd piog tetpddog (tepoyt 222). Qot600, UTHEYOUY TEQLTTOCEL
oTic onolec dexoelddec pixels (nepoyh 4zd). O Aoyoc ypfione nepoyodv 4z4d elvon 1o yeyovée ot
av€dvouv Tov AéYo ofjuatoc mpog Yopufo Téooeplc Popéc ahhd UTOTETEATAAGLALOUY TNV avaAuoT).
Téhog, yiveton xou 2D Binning oe neployéc 221 xaw 122. Qotéc0, oL yprorn oty dev elvor diadedouévn
oe epmopwég epappoyéc. O Baowmde Aoyog yerone tou Binning eivon to yeyovog 6t awgdver to

Aoyo ofjpatog mpoc $6puBo mou amotelel plar and T Bactxéc PETPXES GTNY TOLOTNTA TV EXOVLV.
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Emmiéov, undpyouv dlo dlagpopetixéc xatnyoplec binning to adpoiotind xou to binning yécouv dpou.
To molo ex Twv dVo woTtdoo emépel To BEATIoTO anotéhecpa e&opTdtan WialTepa amd TNV EQUPUOYT.
Me Avydtepo VopuPo ta dedopéva pnopody vo unofindolv oe peyolitepa eninedo evioyvone xatd
dladixacio tng npo eneepyaciag. Xuvende, to 2D Binning elvon éva Wiodtepa ypriowo benchmark

Y10 VO TOCOTIXOTIOLCOUNE TNY ATODOGT] TWV TEXVIXWY TNG OITAWUATIXAC.

Avdivor AnoteAecudTwV

Y11¢ endUEVEC UTOEVOTNTES TopATIOEVTAL TOL AMOTEAECUAUTOL TOV TELPUUATIXWY PETEHOEWY TOU TELY-
poatorotinxay oo TAalola TNG SLTAWHATIXNG.

Fault Injection method evaluation

Fault injection method: LEON OS aAAi®vel ta nepieyopeve wvAune tov SHAVE

Xy nopoloo UToEVHTN T ToEATITEVTAL TOL ATOTEAEGUOTA TOV TELPUUATIXWY UETEHOEWY AVAPOELXJ
HE TNV 0ANWoN TV Tepleyopévey uiune twv SHAVE ané tov LEON OS xou yio ta 0o petponpo-
Y edupoTor:

2D Convolution

# of broken SHAVE 3 6 9 12

Error rate % 135 242 315 44
Mean absolute error  235.6 137.7 170 172
Mean relative error 15 15 15 15

Max error 255 255 255 255
Max relative error 254 254 254 254
PSNR error (db) 9 9 7 6
2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 8.5 12 16 24
Mean absolute error 33.6 15.2 26 18
Mean relative error 2 09 1.5 1
Max error 254 176 254 176
Max relative error 241 80 241 166
PSNR error (db) 3 42 34 37

Avahbovtde Toug mopoamdve TVIXES TAEATNEOUKE Tal TOEOXAT® Xat Ylot Ta dUo benchmarks:
e To nocootd tou opdigoatog awdveton xodng to Thflog Twv yohaouévev SHAVE avgdveta.

e Téco otnv cuvéMEn boo xou oto binning to tehxd opdhya dev Eemepvder 1o 50%. Avutd
ogeiheton 0T0 TARYWC TwV byte Tng uvAuNng Tou cAMwvovTaL.

o ‘Okec ot ueTEXEC AV TOU HECOU AMOAUTOU GOIAIITOC TUQUHUEVOLY OE YEVIXES YROUUES OTadEps
oTNy TeplnTwor e cLVEMENC eved oto Binning odAdletl.
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e To mohl udmrd max error ogefheton oTo OTL XoTd TNV AAALOOT Bidpopa otolyelor TS UVAUNG

nafpvouy Ty 255 and 0 mou Aoy 1) apyIer) ToUG TN,

Fault injection method: LEON OS ctéAvel Adog dedopeva otovg SHAVE

Y1y nopovod LTOEVOTNTO TP TIYEVTOL Tl ATOTENEGHUOTA TLV TELUUATIXWY UETRPTOEWY GE 0VAPOEd
pe v ahhinon twv dedopévwy elo6dou twv SHAVE andé tov LEON OS xau yio ta 8o petponpo-

YodupoToL:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 25 50 741 99.3
Mean absolute error 8.6 8.6 8.6 7.9
Mean relative error 0.1 0.1 0.1 0.1
Max error 155 160 160 160
Max relative error 6 6 7 7
PSNR error (db) 33 31 29 28

Table 1: LEON OS sends corrupted data to SHAVEs: Yuyxpitixd anotehéopata 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 25 48 74 97
Mean absolute error 8.7 87 8.7 87
Mean relative error 0.3 0.3 0.3 0.3
Max error 72 72 72 72
Max relative error 7 7 7 7
PSNR error (db) 36 36 36 36

Table 2: LEON OS sends corrupted data to SHAVESs: Suyxpitixd aroteréopata 2D Binning

Avahbovtde Toug mapamdve Tivaxeg TORATNEOVUE ToL THPAXAT Xou Yo To 800 benchmarks:
e To 1060016 ToU GPdApaTOC avEdveTtan xadng to Thdog Twy yahaouévey SHAVE auvédveto.
o Téoo oty cuVEMEN 660 xau oTo binning 1o teAxd o@diua oploxd @tdver o 100%.

o ‘Oleg oL YeTpLxég TOPUUEVOUY GE YEVIXES YROUUES OTOVEREC TOGO GTNY TEp(nTwon TN cUVENENC

aAAd xor oto Binning.

o O Tipéc v dlopdpwv PETEXOY e€apTdvTon amd To o@dhua mou €xel eloayVel. Yuvenne, ot
TIWESC TOUG TOPOPEVOLY Ot YeEWXEC Ypaupés oTtadepéc xadwe To opdlua elvar to (Blo Yo xdde
SHAVE.
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Fault injection method: LEON OS aAAi®ver petaBAntéc xoweég pue tovg SHAVE

Yty nopoloo UToEVHTN T ToEATITEVTAL TOL ATOTEAEGUATA TOV TELPUUATIXDY UETEHOEWY AVAPOELXJ
pe v odAiwon YeTaBANTeY xowdv petoll twv SHAVE and tou LEON OS yua to 800 petponpo-
Y eduporTor:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 24 500 727 97.8
Mean absolute error 9.5 10 9.5 10
Mean relative error 0.5 0.4 0.4 0.3
Max error 79 155 160 160
Max relative error 64 73 73 73
PSNR error (db) 32 28 27 25

Table 3: LEON OS corrupts variable shared with SHAVEs: Yuyxpitixd anoteréopata 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 23.5 482 734 99
Mean absolute error 14 14.8 14.5 14.6
Mean relative error 0.9 0.7 0.7 0.8
Max error 178 178 178 178
Max relative error 176 176 173 176
PSNR error (db) 34 31 29 28

Table 4: LEON OS corrupts variable shared with SHAVEs: Yuyxpitixd anoteréopota 2D Binning

Avahbovtde Toug mopamdve TVIXES TOUEATNEOUKE Tal TOEOXAT® Xal Ylot T 600 benchmarks:
e To n0c00t6 T0U GYdApatoc auEdvetal xotoe to TAYoc Twv yohaouévwy SHAVE audveton.
e T6c0 oty cUVENET 600 xou oo binning to Tehxd cpdhua oplaxd pTévet to 100%.

o 'Okec oL YeTpixéc TUpAUEVOUY OE YEVIXEG Ypouuéc atadepéc TOo0o oTny nepintwon g cUvEAENS
oAN& xou oto Binning.

e O téc twv dopdpwv Yetpxdv e€uptdvtan and 1o opdiuo mou éyel ewoayVel. Xuvenne, oL
TWES TOUC ToPOEVOLY OF YEWXES Yooupéc oTtadepéc xadwe To opdhua elvor to (Blo yio xdde
SHAVE.
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Fault injection method: SHAVE xatacteépouy ta (diat Toug Tt SeSopéva

Yy napoloa uroevdTNTa TapatideVTon To ATOTEAEGUATA TV TELQOHUATIXWY UETPHOEWY GE AVAPORd
pe v xotaotpoph Twv SHAVE data anéd toug (doug toug SHAVE xou yia to 800 petpompoypduporta:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 24 500 74.7 99.3
Mean absolute error 8 7.9 8 8
Mean relative error 0.1 0.1 0.1 0.1
Max error 121 155 160 160
Max relative error 7 7 7 7
PSNR error (db) 34 31 29 28

Table 5: SHAVESs corrupt their own data: Xuyxpitixd anoteréopata 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 24 475 746 99
Mean absolute error 9.3 9.3 96 94
Mean relative error 0.2 0.2 0.2 0.2
Max error 165 165 165 165
Max relative error 12 8 14 14
PSNR error (db) 39 36 34 33

Table 6: SHAVESs corrupt their own data: Suyxpitixd aroteréopata 2D Binning

Avahbovtde Toug mapamdve TivVaXeg TORATNEOVUE ToL THPAXATL Xou Yo To 800 benchmarks:
e To 1060076 ToU GPdApaTOg avEdveTtan xadng To Thdog Twy yahaouévwy SHAVE auvédveto.
o Téoo oty cuVEMEN 660 xau oTo binning to teAxd opdiua oploxd @tdver o 100%.

o ‘Oleg oL YeTpLxég TOPUUEVOUY GE YEVIXEC YROUUES OTOVEREC TOGO GTNY TEp(NTwoN TNC UVEAENC
A& o oto Binning.

o O Tipéc Twv dlopdpnv PETPXDY e€apTdvTon amd To opdiua mou €xel eloayVel. Yuvenne, ot
TIWESC TOUG TOPOPEVOLY OE YEWXEC Ypaupés oTtadepéc xadoe To opdlua elvar to (Blo Yo xdde
SHAVE.
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Fault Tolerance policy evaluation

Fault tolerant policy: LEON OS di0p0®VEL TO CQRAAUR CTN VAT TOU XWX TV
SHAVE

Yty mapodoa uoevotnta Topoatidevtal o AmOTEAECUOTA TWV TELUUATIXWY UETEHOEMY Yo TNV
TOATL avavnng and o@dAu oTNy TERITTWON CPIAUATOC OTY WVAUT Tou xOdxa Twv SHAVE ou-
VETEEERYACTMV Yot Ta BVO UETPOTROYPAUUATAL.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 81 ms 65 ms 65 ms
2. Hashing memory / SHAVE 4.5 ms 4.5 ms 4.5 ms 4.5 ms
3. Rescheduling run time 0.003 ms 0.004 ms 0.006 ms 0 ms

4. SHAVE rerun time 81 ms 81 ms 87 ms 114 ms
5. Total run time 216 ms 217 ms 206 ms 233 ms
8. Error percentage 0% 0% 0% 0%

Table 7: Leon OS corrects SHAVE instruction memory harm: Yuyxpitixd anoteréopata 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 2 ms 2 ms 2 ms 2 ms
2. Hashing memory / SHAVE 3 ms 3 ms 3 ms 3 ms
3. Rescheduling run time 0.002 ms 0.002ms 0.003 ms 0 ms
4. SHAVE rerun time 2 ms 2 ms 8 ms 38 ms
5. Total run time 49 ms 49 ms 55 ms 85 ms

8. Error percentage 0.2% 0.4% 0.5% 0%

Table 8: Leon OS corrects SHAVE instruction memory harm: Yuyxpitixd anotedéopato 2D Binning

Emnhéov, mopoxdtew mopotideviol xot SLorypoaTing To OATOTEAECUITA OE OYECY TOCO UE TOV
apYx6 YEOVO eXTENEOTC AhAd XaL UE TO dpyd error rate:

AvohbovTde Toug mapomdve TivaxeS ToEATNEOVYE To TapodTey xon Yo To 800 benchmarks:

o O oapyxde ypbdvoc extéreonc twv dedouévev and toug SHAVES eivon otadepde aveEdptnto and
toug SHAVE novu eivon yahaopévor.

e Alolnto overhead otov ypdvo extéheone tonodeteiton and to hashing twv dedouévwy.

e O ypdvog enavadpopordynone elvon awodntd uixpds xou otny mepintworn mov éior oo SHAVE
elvon yohaopévol undevixde xodwe otny neplntwon auth dhot oo SHAVE yivovton reset.

o To tedhxd error mouv mapapével elvor TOAD Uixpeo.
IopatnedvTog Ta ToEandve SLotypAUUTol XATUATYOUPE OTLC TORUXATW TopUTNENOELC:
e To nocoot6 odiyotoc etvor ToAD Wxpd oe oyéon UE To apyixd opdiua Tou elodyInxe.
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mmm Error % mmm Final error % I mmm Original (ms) mmm Hashing (ms)

[ First iteration (ms) B Second iteration (msi
a0
200
30 4
150
20
100
0 j ]
0- 0-
3 6 9 12
# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B’") Total run time in ms

Yxhwa 14: Leon OS corrects SHAVE instruction memory harm: Xuyxeituxd anoteréoyota yio to 2D

Convolution
s Error mmm Final error % I mmm Original (ms) B Hashing (ms)
25 I First iteration (ms) mm Second iteration (ms)
70
204
60
15 4 501
a0
10 30 4
20
5
10 4
0- 0
3 6 9 12 3 6 9
# of Broken SHAVES # of Broken SHAVES
(") Error rate % (B") Total run time in ms

IxAra 15: Leon OS corrects SHAVE instruction memory harm: Xuyxpituxd anoteréopota yio 1o 2D

Binning

o XNy meplntwot Tou Yedvou eEXTENEGTC TORUTNEOVUE OTL 0 YEOVOS exTéleons auEdveta xadde
0 cuvolxdg apliudg twv SHAVE mou elvan yohaouévor yordve. Kdti 1o hoyxd xadde oo to
mAfidog Toug avgdvetal t6c0o nepioadtepol SHAVE yeeidletan vo Eavd exterécouy to workload

TOUC.

e To ypovixd time overhead mou tonodeteitan and tov ypdvo mou ypetdleton and to data hashing

elvon anodntéc.

o O ypodvog extéheone oty Tep(nTwoN TN SLIoBACTAUTNG CUVEMENG WETE TNV EQPUPUOYT| TNG TOML-
T dtopdwone opdipatog etvan mepimou otic 3 Qopéc Tov apyd yedvo extéleons. Kdti to
Aoyix6 epocov anoutodvTal EAeyy ol 0pdoTNToG ahhd o vor EavartpéEouy T dedouéva 800 popEq.

o O ypodvoc extéheong otny meplntwon tou 2D binning eivon yOpw otig 25 @opéc peyolitepog
amd tov apy6. H ad&nomn autr ogeiletan oto yeyovog ot to 2D binning elvon apxetd noto

Yeriyopo amé 0 cuvEMEN.
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Fault tolerant policy: LEON OS Stop9®vel To oA 0T RETAPORE SEFOUEVLY
otouc SHAVE

Yy nopodoa UToEVOTNTO TR TIEVTOL TOl OMOTEAECUOTA TWV TELQOHUATIXMY UETPNOEWY YLoL TNV
ot avdvndme amd o@dhua oo dedouéva mou petagéper o LEONOS otouc SHAVE cuvenelep-
Yoo TEC Yial Tot 800 UETEOTEOYPAUUATL.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 81 ms 81 ms 81 ms
2. Hashing data / SHAVE 7.4 ms 7.4 ms 74ms 7.4 ms
3. Rescheduling run time  0.002 ms 0.003 ms 0.004 ms 0 ms

4. SHAVE rerun time 81 ms 86 ms 87 ms 81 ms
5. Total run time 252 ms 257 ms 258 ms 252 ms
8. Error percentage 0% 0.2% 0.2% 0%

Table 9: LEON OS corrects corrupted data transferred: Yuyxpituxd anoteréopata 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 2 ms 2 ms 2 ms 2 ms

2. Hashing data / SHAVE 3.4 ms 3.4 ms 34ms 3.4 ms
3. Rescheduling run time  0.002 ms 0.002 ms 0.003 ms 0 ms

4. SHAVE rerun time 8.3 ms 15.9 ms 7.7 ms 2 ms
5. Total run time 52 ms 59 ms 50 ms 44 ms
8. Error percentage 1.5% 2.6% 0.4% 0%

Table 10: LEON OS corrects corrupted data transferred: Yuyxpitxd anotehéopota 2D Binning

Emnhéov, mopoxdte mopgotideviol xot SLorypooTing To OMOTEAECUITA OE OYECT TOCO UE TOV
apY6 YeOVo exTENEOTC ahAd XaL UE TO dpyd error rate:

Avahbovtde Toug Topamdve TVIXES TORATNEOUKUE Tal TToPOXATe Xat Yo ta dUo benchmarks:

o O opyxdc ypdvoc extéreonc twv dedouévev and touc SHAVES eivon otodepds aveddotnto omd
touc SHAVE novu elvon yohaouévol.

e Aiodnté overhead otov ypbvo extéheone tonoveteiton and to hashing twv dedouévov.

o O ypdvoc emavadpopordynong elvon awodntd wxedc xou oty nepintwor mou dhol oo SHAVE

elvon yohoopévol undevixde xadde otny nepintwon auth 6hot oo SHAVE yivovtau reset.
e To telxd error mou mopopéVeL elvor TOAD WxEo.
IopatnedvTog Ta ToEamdve Loty PAUUoTol XATUATYOUHE OTLC TORUXATW ToRUTNENOELC:
e To 1000016 GdhUaTOC Elvor TOAD WxEd O OYEom UE TO apyixd CQAAUA TOU elodyInxe.

o Yy meplntwor Tou Ypévou EXTENEGNEC TORAUTNEOVUE OTL O YPOVOG EXTEREOTG ERVETOL Xordidg

0 ouvohxoc apliude Twv SHAVE nou etvor yohaouévol yardve. Kdti to Aoyixd xadde éco to
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mmm Error % mm Final error%l mmm Original (ms) mmm Hashing (ms)

[ First iteration (ms) B Second iteration (msi
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Ixhwa 16: LEON OS corrects corrupted data transferred: Xuyxpitixd anoteréopata yio to 2D Convo-

lution
I Error % mmm Final errur%l B Original (ms) Emm Hashing (ms)
I First iteration (ms) mm Second iteration (ms)
100 60
50 4
80
40 4
60
30 4
a0 4
20
20 10
0- 0-
3 6 9 12 3 6 9 12
# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B") Total run time in ms

YyxApo 17: LEON OS corrects corrupted data transferred: Yuyxpitixd anoteréopota yio to 2D Binning

mhfdog Toug avgdvetar t6oo nepioabtepol SHAVE yeeidletan vo Eavd exterécouy to workload

TOuC.

o To ypovixé time overhead nou tomodeteltan omd tov Ypdvo mou yeedleton and to data hashing

elvon awodntoc.

o O ypodvog extéheong oty Tep(nTWON TNG SLoBACTATNG CUVEMENG YETA TNV EQPUPUOYT TNG TOAL-
g Sdpdwong opdhuatog elvon Teplnou oTig 3 Popéc Tov apywd yedvo extéleonc. Kdt to

Aoy epboov amoutodvTal EAeyy oL opdoTnToG ahhd xou vor EavartpéZouv To dedouéva S0 popéc.

o O ypdvoc extéheone otny neplntwor tou 2D binning elvar yOpw otic 25 gopéc peyarbtepoc
and tov apyx6. H adinom avth ogeiletar oto yeyovoe ot to 2D binning elvon apxetd moto

Yehyopo and tn cUVEMEN.

o AUZnom otov ypdvo enavextéreons xadie to tAdoc twv SHAVE nou eivon yahaouévor odhdlet
ogeiletar 6T0 YEYOVOS 6Tl boO TEplocdTEpol GuVETEEEPYAOTEG elvan yohaouévol to workload
Toug extelelton xatd pundc. Aniadr, dua 9 SHAVE elvon yohaopévol toHTE 0L Agttovpyxol
SHAVE nou undpyouv yia va extedéoouy to workload toug etvon 3. Xuvenog, to dedouéva twv
Yohoouévwy Vo Teénel vo exteleatoly avd teio. Téhog, Aéyo Tng avauovAc autrg elodyeTo

emnhéov xabuotépnon.
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Fault tolerant policy: LEON OS dtop9®vel To ocpdipa o LETABAYTH XOLVY UE TOLG
SHAVE

Yty napoloa LToEVOTNT ToEATIdEVTAL T ATOTEAECUOTA TV TELQUHATIXWY UETEPHOENDY YLl TNV
ot avdvndme and o@dhua oe YetaBAnth xowr| avdueoa otov LEONOS xou otoug SHAVE ou-
VenegepYao TES Yol To 500 PETPOTIROY PAUUATA.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 93 ms 92 ms 89 ms 87 ms
2. Rescheduling run time  0.002 ms 0.003 ms 0.004 ms 0 ms

3. SHAVE rerun time 93 ms 90 ms 109 ms 95 ms
4. Total run time 186 ms 182 ms 199 ms 183 ms
5. Error percentage 0% 1% 0% 0%

Table 11: Leon OS corrects variables shared with SHAVEs: Yuyxpitixd anotedéopata 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 31 ms 33 ms 24 ms 21 ms
2. Rescheduling run time  0.001 ms 0.001 ms 0.003 ms 0 ms

3. SHAVE rerun time 27 ms 22 ms 62 ms 32 ms
4. Total run time 58 ms 55 ms 89 ms 53 ms
5. Error percentage 0% 0% 0% 0%

Table 12: Leon OS corrects variables shared with SHAVEs: Yuyxpitixd arotedéopato 2D Binning

Emuniéov, mopaxdtey mapatidevton xon Sioypauotind to anotehéopata oe oyéon TG00 YE TOV
apY o XeOVo eXTEREOTC OAAG Xl UE TO apyIx0 error rate:

B Error%  mmm Final error %J B Original {(ms) W Second iteration (ms)
' First iteration (ms)

100 A

200 4

175 |

80
150 |
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100 |
40 75
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o0 i

o

3 6 9 12
# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B’) Total run time in ms

SxAwo 18: Leon OS corrects variables shared with SHAVEs: Yuyxpitxd anotehéopota v 1o 2D
Convolution
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I First iteration (ms)

mmm Error%  mmm Final error%] mmm Original (ms) mmm Second iteration (ms)
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Ixhwa 19: Leon OS corrects variables shared with SHAVESs: Yuyxpitxd anoteréoparta yio to 2D Binning

Avahbovtde Toug mapamdve Tivaxeg TORATNEOVUE ToL THPAXATL Xou Yo To 500 benchmarks:

o O apyxde ypbévoc extéheons twv dedopévwy and toug SHAVES elvar otadepd petodpevog o-
véhoyo pe touc SHAVE mou elvon yohoopévor.

o II)\éov 1o hashing twv dedopévwy mapahinionoleiton xou xatd cuvETela dev nalpvel TGO YEOVO

600 Ol TPOTYOUUEVES TEQIMTAOOELS.

e O ypdvoc enavadpopordynone eivan auoOntd wxpdc xou otny nepintwon mouv dhot oo SHAVE
elvon yohaopévol undevinde xodwg otny nepintwon auth drol oo SHAVE yivovton reset.

o To tehixd error mou mopayével eivon oploxd 0%.
TTopotnedvTag Tol THEATAVE SOy EULUOTA XATOUATYOUUE GTIC TOROXATL TORATNEOELS:
Lo ; . . Lo .
e To 1060076 opdlpaToC elvan EAIYIGTO OE GUYXELOT UE TO 0PYIXO GPIAUN TOU ELTdyUNXE.

o YNy meplntwoT Tou Yedvou eEXTENETC TORUTNEOVUE OTL 0 YEOVOS exTéleong augdvetal xadde
0 oLVOAXOC apldude Twv SHAVE mou elvon yahaouévol yoldve. Kdrti to Aoyixd xadog 660 o
mhdoc Toug avZdvetar t6co nepioabtepol SHAVE ypeeidletan vor Eavd exterécouy to workload

Toug.

e To ypovixd time overhead mou tonodeteitan and tov ypdvo nou ypewdletar and to data hashing

elvon anodntog.

o O ypbdvoc extéheons oty nepintwon tne dodido tatng GUVENENS UETA TNV EQUpUOYY TN TTo-
Mg Subpdwone opdhpatog elvan tepinou oTic 2.5 gopéc o apyxde ypodvog extéheons. Kdm
To Aoy £@dooy amantolvToL EAeyyol op¥otnToc ahhd xan vo EovateeEouv to dedouéva 800

popéc.

o O ypdvoc extéheonc otny neplntwon tov 2D binning eltvon yipw otic 25-30 @opéc ueyalitepoc
and tov apyixd. H ad&non auth) ogeiketon oto yeyovdg 6t 1o 2D binning elvan apxetd noto

Yo Yopo and tn cuvENET,.

o AUZnom otov ypdvo enavextéreons xadie to tAloc twv SHAVE nou eivon yahaouévor odhdlet
ogeiletar 6T0 YEYOVOS OTL boO TEplocdTEpoL GuVETEEERYAOTES elvan yohaouévol to workload
Toug extelelton xatd pundc. Anioadr, dua 9 SHAVE elvon yohaopévol toHTtE 0L Agttovpynol

SHAVE nou undpyouv yia va extedéoouy to workload toug elvon 3. Xuvenog, to dedouéva twv
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yohoopévwy Yo meénel va extereotolv avd teia. Téhog, Aéyo tng avapovic autic elodyeTol
emmhéov xodvotépnon. Elaipeon, anotedel 1 nepintwon nou 6hot oo SHAVE eivar yohaouévol
xadoe oty meplntwon avth dhol oo SHAVE yeeidlovton enavexxivno).

Fault tolerant policy: SHAVESs diop90tvouv to c@dApa o ReETABANTH XOWH UE TOV
LEON OS

Yty mapoloa uToevoTNT TopaTideVTaL TO ATOTEAECUOTA TWY TELQUHATIXWY UETEHOERY YLl TNV
TOMTWT avavNPng omd opdhpa oe YetaBAnT xown avdueca otov LEONOS xat otoug SHAVE cuverne-
Eepyaotég Yo Tot 800 UETPOTPOYEAUUITA. X TN ouyXeXpLévn Tepintwan, ol SHAVE auté Sopdcivouy
T0 o@dAUa xou dev xdvouv notify tov LEON OS.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 95 ms 91 ms 93 ms 88 ms
2. Error percentage 0% 1% 0% 0%

Table 13: SHAVESs correct variables shared with LEON OS: Yuyxpitixd anotehéopata 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 31 ms 33 ms 24 ms 21 ms
2. Error percentage 0% 0% 0% 0%

Table 14: SHAVESs correct variables shared with LEON OS: Xuyxpitixd anoteréopato 2D Binning

Emniéov, mapaxdte mopatilevton xon SlorypooTixd To OMOTEAECUOTA OE OYEDT TOCO HUE TOV

apY6 YeOVo exTéNEoTC ahAd XL UE TO dpyxd error rate:

B Error % mmm Final error%J mmm Original (ms) B Corrected (ms)J
100
801 801
60 4 604
40 40 7
204 204
0- 0-
3 6 9 12 3 6 9 12
# of Broken SHAVES # of Broken SHAVES
(e’) Error rate % (B") Total run time in ms

YxAuwo 20: SHAVEs correct variables shared with LEON OS: Tuyxpitixd anotedéopata yio to 2D

Convolution
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100 +

804

60 4

40

204

mmm Error%  mmm Final error%] mmm Original (ms) @ Corrected (msiJ

30 4

254

204
15 1
10 1
o
3 6 9 12 3 6 9 12

# of Broken SHAVES # of Broken SHAVES

v

(o) Error rate % (B’") Total run time in ms

Yxhwa 21: SHAVEs correct variables shared with LEON OS: Xuyxpitxd anoteréoyota yio to 2D

Binning

Avalbovtde toug mapandve nivaxeg tapatneolue Tol TapaxdTe ot yiol To 800 benchmarks:

O apyxoc ypdvoc extéheonc twv dedouévwy and toug SHAVES elvar otodepd petobuevog o-

véhoyo pe touc SHAVE mou eivon yohoopévor.

ITAé¢ov 1o hashing twv dedopévwy napahinionoleiton xaL xatd cuvénela dev Talpvel TG0 Yp6Vo

600 oL TPONYOUUEVES TEQLTTWOOELS.

O ypbvoc emavadpopohdynone mhéov etvor aviropxtoc xodoe oo SHAVE avtilopfBdvovtan to
o@dAUa Toug xai To Bloplvouv udvol toug ue TN yerion evog backup frame mou dwrdétouv.

O ypdvoc extéleong péypl TwEa lval 0 UIXPOTEROS TARATNENUEVOS Xadde Bev amonteltal XdmoLa
EMAVEXTEAEDT).

To tehxd error mou napopével etvon optoxd 0%.

TMoportnedvTag ol THPATAVE SLorYEUUUOTA XATUATYOUUE GTIC TOROXATL ToRATNEOELS:

To 100006 GPIAUATOC elvol ENAYLOTO G GUYXELON UE TO apyixd QAU TTOU ElodyONXE.

To ypovixd time overhead mou tonodeteitan and tov ypdvo nou yeedletan and to data hashing

elvon onoOntdc odhd wixpdtepo and 1o apynd Adyo mapahAniiog.

O ypdvoc extéheons oty nepintwon e doddc TaTNG CUVENENG UETE TNV EQUPUOYY TN TTO-
Mtucrc Bubpdwong ogpdhuatog ebvar meplnou otic 1.2 @opéc o apyixde ypodvog extéheone. Kdmt
T0 AOYLXO £QOGOV amoutolVToL EAeY Yol 0pdoTNnToG Xou TAéov de ypetdleton vor Tpé€el 800 (popég
xdde SHAVE <o workload tou.

O ypoévoc extéleone otny nepintwon tou 2D binning elvon yOpw otic 15 gopéc peyahitepog
and tov apyixd. H ad&non auth) ogeiheton oto yeyovdg 6t 1o 2D binning elvan apxetd noto
yYeyopo and TN cuvEMEN xaw To overhead mou tomodeteitoan Adyo to data hashing efvon mohd

HEYAAUTERO amd TOV YPOVO EXTEAEOTC TOU (Bl TOU YETPOTPOYEAUUATOS.
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Fault tolerant policy: LEON OS Siop9dvetl To c@dipa touv npoxdiecay o. SHAVE
GTOV EXLTO TOLC

Yty napoloa LToEVOTNT ToEATIdEVTAL T ATOTEAECUOTA TV TELQUHATIXWY UETEPHOENDY YLl TNV
TOMTXT AVEVNPNG amd G@aAU TOU TEOXAAOUY GTOV €AUTO TOUG. XTNy ool tepintwon o LEON
OS ebvor umedduvog yio va Blopdwoel To o@dlpa ool evnuepwiel yia Ty UTopén Tou and Toug
npofAnuatixol cuvenegepYdoTéS.

Topandte mapatidevton tor anoteAéopota xan Yot To BV0 UETPOTROYESUUTA.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 111 ms 116 ms 128 ms 134 ms
2. Rescheduling run time  0.002 ms 0.002 ms 0.004 ms 0 ms

3. SHAVE rerun time 102 ms 99 ms 131 ms 109 ms
4. Total run time 213 ms 215 ms 259 ms 243 ms
5. Error percentage 0% 1% 0% 0%

Table 15: LEON OS corrects data destroyed by SHAVEs: Zuyxpitixd arotedéopata 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 98 ms 126 ms 142 ms
2. Rescheduling run time  0.001 ms 0.002 ms 0.003 ms 0 ms

3. SHAVE rerun time 52 ms 47 ms 122 ms 62 ms
4. Total run time 134 ms 146 ms 249 ms 204 ms
5. Error percentage 0% 1% 0% 0%

Table 16: LEON OS corrects data destroyed by SHAVEs: Zuyxpitixd arotedéopato 2D Binning

Emmiéoyv, moapoxdte mopoatidevton xon Siorypoatind ta anoteAéouato oe oY€cT TO00 UYE TOV
apyd YeOVo exTENEOTC OANS XoL e TO apyIxd error rate:

mmm Frror%  mmmm Final error % J B Original {ms) B Second iteration (ms)
W First iteration (ms)

100 4

2504

801 200 1
607 150 -
40 A 100 4
204 50 1

0 ]

3 6 El 12
# of Broken SHAVES # of Broken SHAVES

=}

(o) Error rate % (B") Total run time in ms

IxAua 22: LEON OS corrects data destroyed by SHAVEs: Tuyxpitixd anoteréopata yio 1o 2D Convo-
lution
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100 4
80+

60+

1 40
_J ) _J
d o
3 6 9 12 3 6 9 12

40

20

mmm Error %  mmmm Final error % mmm Error %  mmmm Final error %

100 4

80+

60 4

# of Broken SHAVES # of Broken SHAVES

(o) Error rate % (B’") Total run time in ms

Ixhwa 23: LEON OS corrects data destroyed by SHAVESs: Yuyxpitixd anotehéouota yio to 2D Binning

Avahbovtde Toug mapamdve Tivaxeg ToRATNEOVUE ToL THPAXAT Xou Yo Ta 800 benchmarks:

O apyde ypdvoc extéheons twv dedopévmv and touc SHAVESs elvan otadepd avavépevoe
avéhoyo pe touc SHAVE nou eivor yohaopévolr. Autd ogelheton otn dadixaocia elooywyhc
GPANLOTOC.

ITAéov 1o hashing twv dedopévwy napahhnionoleiton xaL xatd cuvEnEla dev Talpvel TG0 Ypbvo

600 oL TPONYOUUEVES TEPLTTWOELS.

O ypdvoc enavadpopordynong elvon aiontd wixpds xouw otnyv mepintwon mou dAol oo SHAVE

elvon yohaopévol undevinde, xodwg otny meplntwon autr kot oo SHAVE yivovtau reset.

To tehné error mou napopéver etvon optoxd 0%.

Toapatnedvtag To ToUEamdve Loy PUUUATO XATOANYOUHE OTIC TUPOXATL TORUTNEHOELS:

To 100006 GPIAUATOC Elvol EAAYLOTO GE GUYXELON UE TO apyixd QAU TTOU ElodyONXE.

Yy nepintwon tou yedvou extéleong napatneolue 6Tl 0 ypdvoc extéleone audvetal xodoe
0 cLvohixdg aprdude Twv SHAVE mou eivon yohaouévol yohdve. Kdt to Aoyind xadoe 660 o
midoc toug awidvetar téoo Tepioabtepor SHAVE ypedletan va Eavd extelécouy to workload

TOUC.

To ypeovixo time overhead nou tonodetelton and tov ypdvo mou ypeedleton and to data hashing

elvon awodntoc.

O ypdvoc extéheong oty nepintwon g SodIdc TaTNG GUVENENG UETA TNV EQPUPUOYY TNG TTO-
Atxrc Bbpdwong ogpdhpatog elvar tepltou oTic 2.5 Qopéc o apyixds Yeovoc extéheone. Kd
T0 hoywd epboov anatodvian EAeyyol opddtnToc oAAG xan va EavateéEouy To Bedouéva 0o

(popec.

O ypodvoc extéreone oty mepintworn tou 2D binning eivon ndvew and 30 gopé peyahidtepog
and tov apy6. H adinom auvtr ogeiletar oto yeyovoe ot to 2D binning elvon apxetd oo

Yo Yopo and tn cuVENEN,.

Ad&non otov ypbvo enavextéreons xadwe to TAdoc twv SHAVE nou elvar yohaouévor ahhdlet
ogeiletar 6T0 YeEYOVOC OTL bo0 TEplocdTepol GuveTEEERYAOTEG elvan yohaouévol to workload
Toug exteelton xotd pumdc.  Aniady, duo 9 SHAVE elvor yohoouévol t6te oL Aettoupyixol
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SHAVE nou undpyouv yia va exterécouy to workload toug elvon 3. Xuvene, to dedopéva twv
Yohoopévwy Yo Teénel va extereatolv avd tela. Téhog, Aéyo tng avapovic autic elodyeTol
emniéov xoduotépnon. Ealpeon, anotelel 1 nepintwon nou 6hot oo SHAVE eivar yohaopévol
xadde oty nepintwon auth 6hol oo SHAVE ypeidlovton emavexxivno.

Fault tolerant policy: SHAVEs St0p0®vouv T0 c@dAUa TOL TEOXIAECAY GTOV E-

AVTO TOLC

YNy noapoloo UToEVOTNTA ToEATIIEVTOL T AMOTEAEGUATO TWV TELQOUITIXWY UETPNOEWY Yidt TNV
ol avdvndme and opdipa mou mpoxorolv or SHAVE oto (Bl toug tar Bedopéva yior T d0o
HETEOTIROYRAUUATA.  XTN ouYXexpWevn Tepintwon, oo SHAVE autd dioplavouv to opdiuo xou Sev
xévouv notify tov LEON OS.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 99 ms 110ms 126 ms 136 ms
2. Error percentage 0% 1% 0% 0%

Table 17: SHAVESs correct data destroyed by SHAVEs: Xuyxpitixd anoteréopata 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 52 ms 62ms 76 ms 85 ms
2. Error percentage 0% 0% 0% 0%

Table 18: SHAVESs correct data destroyed by SHAVEs: Yuyxeiuxd anotehéopato 2D Binning

Emniéov, mopuxdtew mopatiievtor xou Slaypogotixd o ATOTEAECUATO OE OYECT) TOCO WUE TOV

apy o YedVo exTEREOTC OAAG Xl UE TO 0pYIx0 error rate:

B Error%  mmmm Final Error % J B Original (ms) mm Corrected (ms]J
100 4 140 A
1204
804
100 4
60 80
60
40 4
40 4
204
204
0- T u T 0-
3 6 9 12 3 6 9 12
# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B") Total run time in ms

IxAua 24: SHAVESs correct data destroyed by SHAVEs: Yuyxpitixd anoteléopata yio to 2D Convolution
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100 4

80+

60+

40 1

204

mem Error%  mmm Final Error%] mmm Original (ms) m=m Corrected (ms)]

80

70 4

60

50 4

40 4

304

204

10 1

3 6 9 12 3 6 9 12
# of Broken SHAVES # of Broken SHAVES

(o) Error rate % (B’") Total run time in ms

SxAuna 25: SHAVESs correct data destroyed by SHAVESs: Zuyxpitixd anotedéopata yia to 2D Binning

Avahbovtde Toug mapamdve Tivaxeg TopATNEOVUE ToL THPAX AT xou Yo To 800 benchmarks:

O apyde ypedvoc extéheons twv dedopévwy and toug SHAVES elvon otadepd auvavépevoc
avéroya pe toug SHAVE rnou elvar yohaouévol. H adEnon autr ogetheton otny eloaywyy) tou
CPANLOTOC.

ITAé¢ov 1o hashing twv dedopévwy napahhnionoleiton xoL xatd cuvénela dev malpvel T6G0 Yp6Vo

600 oL TPONYOUUEVES TEPLTTAOOELS.

O ypdvog enavadpopordynong mhéov eivan avinapxtog xodwg oo SHAVE avtihauBdvovton to

opaApa TOUS ot TO Blopdhvouv uévol Toug Ue TN yeror evoc backup frame nou Sodétouy.

O ypovog extéleang uéypt Twpea elvon 0 BedTEROC UixpOTEROS TORATNENUEVOS Xl Bev amontelton

XYoL EMAVEXTEAEDT).

To tehixd error nou nopopével eivon optaxd 0%.

TMoportnedvTag ol THPATAVE SOy AT XATUATYOUIE GTIC TOROXATL ToRATNENOELS:

To 106006 GPIAUATOC Elvan EAAYLOTO OE GUYXELOT| UE TO apyYixd CQIAUIL TTOU ELodyINXE.

To ypovixd time overhead nou tornoveteiton and tov ypdvo mou yeewdleton and to data hashing

elvon oanoBntéc odhd wxpdtepo and 1o apynd Adyo mapahAniiag.

O ypdvog extéheong oty nepintwon NG SoBIAC TATNG GUVENENG UETE TNV EQPUPUOYYH TNG TTO-
Atrc Bopdwong ogpdhpartog elvar teplnou otic 1.5 @opéc o apyixds ypovoe extéheons. Kdu
T0 AoYLX6 €QOCOV amautolvToL EAeYy oL opdoTnTog xou Théov de ypetdleton vor Tpé€et 800 (popéc
xd9e SHAVE <o workload tou.

O ypedvoc extéheonc oty mepintworn tou 2D binning eivon ndvew and 30 gopée peyahidtepog
and tov apyé. H adinom auvth ogeiletar oto yeyovoe ot to 2D binning eivan apxetd oo
yYeyopo and TN cuvéMEN xaw To overhead mou tomodeteitoaw Adyo to data hashing efvon mohd
HEYAAUTERO amd TOV YpoVo exTéAECNE TOU (Blo Tou UeTpompoypedupatoc. Emniéov, undpyel éva

yeovud overhead yio TNV eloaywY TOU CPIALATOC TOL 0OTNYEl oE ALEnuévo run time.
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Fault tolerant policy: 3 Voting System Siop¥dvel Tat ec@IApEVAL deBopEva Touv
petegpepe o LEON OS octouc SHAVE

Yty napoloa LToEVOTNT ToEATIdEVTAL T ATOTEAECUOTA TV TELQUHATIXWY UETEPHOENDY YLl TNV
ToMTW avavndmg oo ecpaiuévr uetapopd dedouévwv and tov LEON OS otoug SHAVES xou yia
ToL VO UETPOTPOYPEAUMUATI.  XTH CUYXEXPWEVT TEplnTwon To odoTNUa Tou Yenowlonoleiton yio Ty
avavnd ebvan Eva aOoTNUA TELWOY PNPopdeny.

TToponddte Beloxovtar or oyetixol Tivaxeg TwV AMOTEAECUATOV:

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 3908 ms 3765 ms 3559 ms 3518 ms
2. Error percentage 13% 48% 74% 99%

Table 19: 3 Voting system: Yuyxpitixd anoteréopata 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 15ms 14 ms 14 ms 14 ms
2. Error percentage 11% 48% 69% 99%

Table 20: 3 Voting system: Juyxpitixd aroteréopata 2D Binning

Emuniéov, mopaxdtey mapatidevton xon Blaypauotind Tor anotehéouata oe oyéon TG00 YE Tov
apY6 YEOVO eEXTENEOTC AhAG XoL UE TO dp)xd error rate:

W Error %  mmmm Final error %J mmm Original (ms)  m@® Corrected (ms) J
100 4 4000 1
3500 4
804
3000
60 2500
2000 4
407 1500 4
1000 +
20 4
500 A
0- 0-
3 6 9 12 3 6 9 12
+# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B’) Total run time in ms

EyxAuwo 26: 3 Voting system: Suyxpitixd anotedéopara yioa to 2D Convolution
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mmm Error%  mmm Final error%] mmm Original (ms) @ Corrected (msiJ

100 {
14 -

80 12 4

10 4

60

40 6
20

5

0- 0-

3 6 9 12 3 6 9 12

# of Broken SHAVES # of Broken SHAVES

(o) Error rate % (B’") Total run time in ms

Ixhwa 27: 3 Voting system: Xuyxpitixd anoteréopata yio To 2D Binning

Avahbovtde Toug mapamdve Tivaxee TopATNEOVUE ToL TaPAX AT xou Yo Ta d0o benchmarks:
o O ypdvog extéheorg elvon oyeTind otodepode.
o II)éov Bev mpayyatomoleitar hashing.

o O ypdvog enavadpopordynone mAéov elvor ovOmapxTog Xxadme SEV UTGOYEL EMOVEXTEAEST) TOU
workload om6 toug SHAVE. ¥t cuyxexpévn nepintwon anid ewodyetar redundancy npoxet-

HEVOL OMOTEAEGUOTAL VoL GUYXELIOUY Xo Vo entavutohoyidoouy.

o H auointr adénom tou ypdvou ogelleton 610 YeYOVOS OTL dEv €youpe evepyomolioel To DMA
yior peTopopd dedopévwy and xat tpog ) CMX.

e To tehixo error eivon oucdntd.

e To error ogelheton 070 YEYOVOC OTL av €Y0UV Yahdoel Mavew and toug woole SHAVE tote

TOUAGYIoTOV TI¢ Uioéc xdhneg Yo emoTtpédouv Addog anoteréopata.
TMopotnedvTag ol THEATAVE SOy EULUOTA XATOUATYOUUE GTIC TOROXATL ToRATNEHOELS:
e To mocoot6d o@dhyatog elvar cLYXEIOWO PE TO apYixd CPIAUA TTOU ELGdyINXE.

o To ypovix6 overhead ogelleton oto resource underutilization twv SHAVE.

o O ypdvoc extéheonc otny nepinTwor e dloddotatne cLVEAENS xou Tou 2D binninguetd v
eQappoy e molThc dibpdwone o@dhpatog elvar mepimou ot 4 Qopéc o apywde Ypovog
extéheone. Kdti 1o Aoy epdoov oo SHAVE avd tpeig exteroly o (Blo goptio.

e Yty neplntwon tou 2D binning o véog ypdvog extéheong elvan xahiTepog amd Tov YEHVO TV
uedédwy mou anautolooav data hashing xadde o ypdvog mou amantelton yio to data hashing
frav ao9nTd peyahiTepog and ToV YEOVo EXTEAECTC TOU UETPOTPOYROUUATOS UTOYENOULOTOL-
6vtae toug dwéoioug mopove. Avtileta, oty mepintwon e cLVEMENS TIoL 0 YPEAVOSC ToU
data hashing elvar cuyxplowoc o ypdvoc extéheonc eivan awodIntd yelpdtepoc o oyéor Ue Tic
nponyoLUevee Ledodouc.
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Fault tolerant policy: 5 Voting System Siop¥dvel Tat ec@IApEvVa dedopEva Touv
petegpepe o LEON OS octouc SHAVE

Yty napoloa LToEVOTNT ToEATIdEVTAL T ATOTEAECUOTA TV TELQUHATIXWY UETEPHOENDY YLl TNV
ToMTW avavndmg oo ecpaiuévr uetapopd dedouévwv and tov LEON OS otoug SHAVES xou yia
ToL VO UETPOTPOYPEAUMUATI.  XTH CUYXEXPWEVT TEplnTwon To odoTNUa Tou Yenowlonoleiton yio Ty
avavnd elvan éva choTNUa TEVTE YnPopdpwy.

TToponddte Beloxovtar or oyetixol Tivaxeg TwV AMOTEAECUATOV:

2D Convolution

# of Broken SHAVES 3 6 9
1. Initial SHAVE run time 6257 ms 6185 ms 6130 ms
2. Error percentage 9% 7% 99%

Table 21: 5 Voting system: Yuyxpitixd anoteréopata 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9
1. Initial SHAVE run time 28 ms 28 ms 28 ms
2. Error percentage 10% 54% 88%

Table 22: 5 Voting system: Juyxpitixd anoteréopata 2D Binning

Emuniéov, mopaxdtey mapatidevton xon Blaypauotind Tor anotehéouata oe oyéon TG00 YE Tov

apY6 YEOVO eEXTENEOTC AhAG XoL UE TO dp)xd error rate:

W Error %  mmmm Final error %J mmm Original (ms)  m@® Corrected (ms) J
6000
80 1
5000
601 4000
3000 4
40 4
2000 -
204
1000 +
0- 0-
3 6 9 3 6 9
+# of Broken SHAVES # of Broken SHAVES
(o) Error rate % (B’) Total run time in ms

EyxAuwo 28: 5 Voting system: Suyxpitixd anotedéopara yia to 2D Convolution
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801

60 4

40

20

B Error % mmm Final error % mmm Original (ms) B Corrected (ms)

3 6 9
# of Broken SHAVES # of Broken SHAVES

(o) Error rate % (B’") Total run time in ms

Ixhuwa 29: 5 Voting system: Xuyxpltixd anotedéopata yio To 2D Binning

AvahbovTde Toug mapamdve TVAXES TORATNEOVUE ToL TUPAXATL Xou Yo Ta 600 benchmarks:

O ypdvog extéheong elvon oyetixd otodepde.
IM\éov dev mpaypatonoeitar hashing.

O ypdvoc enavadpopordynone mhéov eivan avinapxtog xadee dev UTdpyel ETavexTéAEST) TOU
workload an6 tougc SHAVE. Ytn ouyxexpiuévn neplntwon anhd ewodyeton redundancy npoxet-

pévou anoteréopota vor cuyxpLdoly xou vo enavurohoydoouy.

H awodnti ad&non tou ypdvou ogeiletar oto yeyovde otL dev €youpe evepyomotfoet to DMA
yio uETAPOEd dedouévwy and xat tpog T CMX.

To tehxd error elvon oauodnTo.

To error ogelletar oT0 YEYOVOS OTL AV €YOUV YoAdoel Tdvew omd toug poole SHAVE téte

TOUAAYLOTOV Ol ULo€g xdAneg Va emotpédouy Addog anotehéoyaro.

Ao SHAVE 8¢ ypnotwonolobvtar xadorou.

TMopotne®vTag Tol TaHEAmAvVe BLory AT XATOATYOUUE GTIC TUQUXAT ToRUTNEYOELS:

To mococTt6 c@dhuatog elvar cuyxpiolo Ue To apyixd o@dhua Tou elodyUnxXe.
To ypovix6 overhead ogelletan 670 resource underutilization twv SHAVE.

O ypodvog extéheong otny meplntwon g Slodidotatng ouveiEng xou tou 2D binninguetd v
gpapuoyn TS moMTXAC Bioplwone opdiuatog etvon Tepimou oTic 8 Qopéc o apyds yedvoc
extéheons. Kdti to Aoy epdoov oo SHAVE avd 5 exteholv To (Blo goptio.

Yy nepintwon tou 2D binning o véog ypdvog extéreang elvan xohiTEPOS and TOV YPOVO TwV
uedédwy mou amautoloav data hashing xadde o ypdvog mou amantelton yio to data hashing
oy ouoUNTd YeyahdTepog and TOV YpOVO EXTEAEGTC TOU UETROTROYPOUUUATOS UTOYENCWOTOL-
6vtag toug Stéotgoug mopoue. Avtileta, otny nepintwon g cLVEMENC ToL o Yedvog Tou
data hashing eivar cuyxplowog o ypdvog extéheonc eivon aioInTd YelpdTePOC OE OYEDT) UE TIC
nponyolueves uedodouc.
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Chapter 1

Introduction

In application development, the assumption is often made that there is no possibility of an
error, either at the software or hardware level. However, this assumption is often disproved and
as a direct consequence leads to disastrous results. Under these circumstances, a new need arises
to ensure high availability from our computing systems. Consequently, a new way of designing

computing systems arises, called Fault-Tolerant Computing [2].

One of the most widespread branches of computing systems is embedded systems. These
systems, unlike general-purpose computing systems, are characterized by several limitations. First,
they serve only one specialized function. In addition, they have limitations in terms of cost, size,
energy consumption and performance. Therefore, these systems must fit on a single chip and be
able to process data in real time with as little energy consumption as possible to maintain their
battery life. In addition, they must react in real time. That is, they must be able to react to
changes in the environment with an accuracy of a few seconds and calculate various results in
real time without time delay. Let us consider the autopilot of a car, for example. It constantly
checks and reacts to the speed and brake sensors. It must, in addition, compute acceleration and

deceleration in real time, as a late control can lead to loss of control of the car.

Based on the foregoing, we conclude that, embedded systems in safety-critical systems [3] where
incorrect operation of the software or hardware could lead to catastrophic consequences. Therefore,
the need for both high availability and confidence in the correct system functioning. Therefore,
the applications which are designed for these systems must also be based on the Fault-Tolerant

assumption mentioned earlier.

However, a question is raised by the above, how can a design team check whether its Fault-
Tolerant design will work according to the specified specifications in case of a fault; that is, how
can the availability of the system be practically checked. To answer the above questions, a new
testing method has been developed called Fault Injection [4]. According to this method, designers
intentionally inject a fault into their system in order to be able to test its behavior under incorrect
conditions. The introduction of error can be done either at the hardware level (e.g., deliberate
exposure of a system to electromagnetic radiation in order to change the contents of its registers[5])

or at the software level (e.g., introduction of random data into the system][6]).

Below is a visual representation of the evaluation process of a Fault-Tolerant system:
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Figure 1.1: Evaluation of a Fault Tolerant system.

According to the above needs, this thesis was created to evaluate the behavior of various Fault-
Tolerance techniques on highly heterogeneous architectures such as VPUs. Furthermore, in the
context of this effort, various Fault-Injection techniques were implemented in order to to evaluate
the final availability of the system.

Background

Vision Processing Units

Vision Processing Units are a new class of microprocessors whose goal is to provide high perfor-
mance with very low power consumption. In addition, these microprocessors are suitably optimized
to run pre-trained convolutional neural network models. Therefore, they are ideal for running Ai
at the Edge applications.

Compared to other hardware accelerators such as F.P.G.A and G.P.U, they have worse per-
formance. However, what makes them ideal for embedded systems is the high efficiency per Watt
consumed. In addition, V.P.Us are characterized by high programming difficulty. Therefore, it is
a platform with several tradeoffs that came, possibly, to redefine Edge Computing.

Intel Movidius Myriad Family of V.P.Us

The most widely used V.P.U series is the Myriad series developed by Movidius. Movidius is a
subsidiary of Intel that was acquired in 2016 for 400million [?].
The models in the Myriad family are Myriad 2 and Myriad X.

Below, we see the architecture of the aforementioned microprocessors:

1/0 Multiplexing (ir'm—l:;D
(EW Controlled) o
Movidiug
MIFL Interfaces DDR Memory
) II {x24 Lanes) (SF1, 12C, USB3, UART, CIF, LCD, ETH, etc) (B 1ZME)
(intel ( /O Multiplexing (SW Controlled) ) 3 ﬁ
s 7
[ Intertaces ] SIPP HW ‘ Neural Compute
(x12Lancs) (SPL 12C, USB3, UART, CIF, LCD, ETH, SDIO, ctc) Accelerators Engine L1Cache | L2 Cache
3 LEON O | = 2o ¥ sy
‘ SIPP HW Accelerators c
(Debayering, Denoising Sharpening, Feature Detection, etc.) LEON o | 1! Cache | 12 Cache CMNX Mem L1 Cache | L2 Cache
(64KB) | (256KB) (z.SMB]m LEONRT | ¢ sm) (256KB)
CMX Mem. L1 Cache | 12 Cache
‘ (2MB) - LEONRT (8KB) (32KB)
it VLIW SHAVE Processors L1Cache | L2Shared Cache
‘ VLIW SHAVE Processors LlCache | Lz Shared Cache ,;:q DDR Memory x16) (3K per core) (256KD)
(x12) (3KB per core) (256 KB) (512MB)
m Fos 0o =
(a) Myriad 2 Architecture[1] (b) Myriad X Architecture[7]

Figure 1.2: Myriad Architecture Myriad
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As can be seen from the above figures, both Myriad 2 and Myriad X have two 32 bit LEON4
general purpose RISC SPARCvVS processors of (LEON OS, LEON RT) architecture. The LEON
OS supports a Real Time Operating System called, RTEMS while the LEON RT is responsible
for peripheral management. Responsible for the high throughput of the system are the Streaming
Hybrid Architecture Vector Engines (SHAVESs) architecture kernels 128 bit, VLIW and SIMD. The
orchestration of the operation of the SHAVEs is performed by the aforementioned general purpose
processors. Finally, both Myriad 2 and Myriad X have a set of hardware filters called Streaming
Image Processing Pipeline (SIPP)

The memory organization of the two systems is similar, as both have both DDR and DRAM.
In addition, special mention should be made of the Connection Matrix Memory (CMX) which is
used as NUMA ScratchPad memory and contributes significantly to the high performance of the
system. The transfer of data from DDR to CMX, and vice versa, is done via a Direct Memory
Access engine. In addition, LEON OS as well as LEON RT have L1 cache for both data and
instructions as well as L2 cache. Finally, the SHAVEs each have a separate L1 cache and a shared
L2 cache.

The main differences between the two models is the fact that Myriad X has a specialized
processor to run Convolutional Neural Networks the Neural Compute Engine. In addition, the
latest generation of Myriad has 16 SHAVEs as opposed to the earlier one which has only 12.
Additionally, the size of both the CMX and the L1, L2 caches of LEON RT have been increased.
Finally, the Myriad X according to Movidius can reach a performance of up to 1 trillion instructions

per second|8].

Fault Tolerance

Fault Tolerance essentially means the ability of a system to continue operating even though
one or more of its subsystems stop working. That is, fault tolerance, is how a system responds to
malfunctions of hardware or software.

Fault Tolerant Computing

The goal of a Fault Tolerant system is to ensure continuous operation and high availability of
the system by preventing interruptions that would result from a failure.

Fault Tolerant Computing may have various levels of fault tolerance:

e At the lowest level, the system can respond to power outages with alternative power sources.
e At a higher level, the ability to use a backup system with very short time delay.

e In the event of a disk failure, there is a backup disk containing all the data that can replace
the main disk directly. In this way the system operation continues despite the partial failure
instead of immediate destruction due to the loss of operation. -level Fault Tolerant systems
consist of many processing units which detect the fault and immediately try to correct it.

Therefore, Fault-Tolerant systems ensure that there will be no interruption in their operation by
having redundant subsystems to take the place of the original ones in case of a fault. Some of
these may be:

e Hardware systems with their own or backup operating systems. Therefore, for there to be

truly seamless system operation on such a system, all the information of the original system,
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e.g., the scheduling of the various applications, must be present in the backup system and
have a ‘1 to 1° copy of the corresponding data of the original system.The scheduling of the
various applications must also be a ‘1 to 1° copy of the corresponding data of the original

system.
e Software systems that have other Software systems in a previous state as backups.

e Backup power supplies that can help prevent system malfunction in the event of a power

supply problem. This ensures that there will be no system crash.

Fault Injection

Fault Injection is a particularly widespread testing technique. Through this technique, a fault
or pressure is injected into a system in order to observe the behavior of the system under these
conditions.

Fault injection started as a fault simulation technique at the hardware level. Engineers exposed
devices to various harmful conditions and observed how well they would continue to function. Some
of the tests they did were to short-circuit pin devices, introduce electromagnetic interference,
disrupt the system power supply, and even bombard the system circuits with radiation. The goal
was to observe how these conditions affected the operation of the system and if the device stopped
working, to redesign it.

Over time, engineers designed tools that allowed for error insertion by different methods. Conse-
quently, devices began to have various, debugging ports such as JTAG that allowed the introduction
of controlled error directly into the system’s circuits. Then, methods for software-level error injec-
tion were designed in order to simulate error in their applications and control the various functions
that handle errors and program exceptions. In order to achieve the above, engineers either changed
the source code to introduce simulated errors (compile-time error) and trigger errors in systems

already running (runtime error).

The usefulness of Fault Injection

Fault injection is one of the most basic forms of, testing as it helps the engineering team at the
design stage to understand the behavior of their system under stressed or even global malfunction
conditions. Furthermore, simulating this behavior allows engineers to be able to ensure a certain
level of quality of service to consumers. The positive features of fault insertion are therefore diverse.
The most basic ones are detailed below:

e Engineers can extensively test their applications and systems. Traditionally, soft-
ware testing focuses on happy path testing. That is, it tests the paths of systems that
engineers expect to receive. But it does not test the ways in which systems may deviate from
the design team’s expectations due to unexpected behavior, changes in operating conditions,
errors in dependencies, or any other condition. Therefore, we want to make sure that the
robust mechanisms placed in the systems will work as expected, and this is exactly what

fault injection helps to do.

e It gives the ability to systematically identify the nature and cause of various
errors. When a system fails, the technical team goes into reaction mode. Its main objective
is to stop the problem and then to return the system to normal operation as soon as possible.

Depending on the severity of the situation, it may take days or even weeks before there is a
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clear response. Fault insertion therefore gives engineers total control over how much fault and
when the fault is inserted into the system. Finally, it gives engineers the ability to reproduce
the various problems that are created, thus allowing them to be effectively fixed.

e Allows engineers to prepare for the unexpected. The things that can go wrong in
the context of production are too many. Moreover, even small mistakes can cause big losses.
Therefore, error insertion allows controlling the behavior of the system in conditions that
would not normally be expected such as memory errors, sudden increases in CPU usage
and so on.This technique therefore allows the design team to prepare for the unexpected
by adding mechanisms that will contribute to efficiently dealing with the problem that has

arisen.

Related Work

Fault Tolerance in embedded systems

As soon as computing became mainstream, embedded systems have been commonly used.
These embedded systems are essential in the proper operation of most of our day to day automated
procedures, from transportation to stock trading. In recent years, with the appearance of edge
computing and the discussions regarding industry 4.0 there is a new need to quickly process data
in order to automate production. However, we do not only need to process said data as fast as
possible we also need the to have high up-time and reliability. When referring to reliability we are
referencing the ability to trust the correctness of the output of our systems. System reliability is
essential in real time scenarios where embedded systems are deployed since a wrong output could
result in catastrophic consequences, from huge sums of money being lost to death. Therefore,
as modern computing evolves new programming paradigms need to be designed to assure system
fault tolerance. However, fault tolerant design is not limited to embedded systems but is a general
software design methodology commonly used in distributed systems as well. To provide an example
of fault tolerance we will be examining the case study of the automobile. In cars, constantly sensors
receive and process input, based on the output result the airbags or the abs system can be activated.
However, these two subsystem are crucial for the safety of the passengers. Thus, we cannot risk
wrong calculation of the acceleration of a car during a car crash since this could result in fatal
consequences. Therefore, we need to design our software in a way that can guarantee us, as much

as possible, the correctness of the output of the system.

Fault Injection in embedded systems

In the previous section we discussed the importance of fault tolerance in embedded computing.
However, developers need to be able to asses whether their fault tolerant policies work properly.
In order to achieve this they need to manual insert error in their code and check what will happen
if not everything goes as planned. Therefore, we see the need to find out ways to manually insert
error in a system to stress test it. Currently, there are two possible approaches: First of all, the
engineer can insert error in the hardware level. This refers to, exposing the embedded system to
harmful environmental conditions such as electromagnetic radiation, short circuiting part of the
system e.t.c. These however, destroy the system. In order to avoid system destruction in testing

developers can insert error in the software layer. In this case they manually edit the contents of
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the memory or flip the bits of variables to check how the system will react. These two methods

help the developers test the system tolerance to error.

Thesis Scope

As industry 4.0 emerges the usage of off the shelf embedded systems steadily increases. However,
as these systems are deployed in time and error critical scenarios we need to be able to verify the
correctness of the system output. In the past few years a new subcategory of embedded systems
has emerged named vision processing units. This thesis focuses on one of the most power efficient
vision processing unit called Intel Movidius Myriad 2. Since, these platforms are new there has
not been much effort to port commonly used fault tolerant policies that can be easily developed,
or just used via an existing library. Therefore, our goal is to port some of these commonly used
techniques to the Myriad 2 platform. To be more precise we developed multiple fault tolerant
policies that correct erroneous content in multiple scenarios such as: the SHAVESs receive wrong
data from LEON OS, SHAVE get restored after ruining their own data, LEON OS reschedules
data of broken shaves to working ones e.t.c. All of the above methods have one thing in common
we use cyclic redundancy checks to verify whether there is any error in the system. Furthermore,
we developed two types of voting systems as a method to correct the output of the system in
the case of error. These systems, are commonly used in distributed systems. Last but not least,
we developed multiple methods that are used to insert error in the platform on the software level.
These methods can be then used by dev teams to speed up the testing of their products accelerating
their time to market.
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Chapter 2

Development of Fault Injection

Techniques on Myriad2

Introduction

Fault injection testing is a type of software testing that intentionally introduces defects into a
system to ensure that it can withstand and recover from them. Fault injection testing is commonly
performed prior to deployment to identify any potential flaws introduced during production. Fault
injection testing, like stress testing, is intended to find specific flaws in a hardware or software
system so that they can be rectified or avoided.

Fault injection testing in software can be done either at compile time or during runtime.
Compile-time injection is a testing technique that involves changing the source code to simu-
late software system flaws. Modifications or mutations to existing code, such as changing a line of
code to reflect a different value, can be used to accomplish these changes. Testers can also modify
code by adding or inserting new code, such as additional logic values.

A software trigger will be used to start injecting a fault into the software while it is operating.
A time-based trigger is one that can be set to inject a fault at a specific moment. Trap mechanisms,
which interrupt software at a certain position in the code or event in the system, can also be used
to set triggers. An interrupt-based trigger is what this is called.

Apart from software based error injection we also have hardware level fault injection. In this
case, instead of using a software trigger we introduce defects in the hardware level of the system.
Fore example, we introduce electromagnetic transmissions that might result in bit flips in the
system memory. However, this method is not easily used since it could easily result in heavy
system damage or system destruction.

Other forms of testing, like as chaos engineering, are easily similar to fault injection. Fault
injection, on the other hand, is distinct in that it necessitates a unique approach to test a single
condition. Fault injection testing can also be used on hardware, as it simulates hardware failures

such shorted circuit board connections. Fault injection testing has the following advantages:

e Increased software durability.

e Allows developers to preview the effects of defects or problems before they appear in pro-

duction.

e Allows developers to fix previously unknown issues before they are released.

61



Fault injection can be done manually without the use of any tools; however, tools can be used
to assist in the automation of the process.

Library-level Fault Injector (LFI) [13], for example, will automatically detect defects and inject
faults between libraries and applications. Another automatic fault injection tool is Fault Tolerance
and Performance Evaluator (FTAPE)[14], which allows users to inject errors into memory and disk
access. The Xception tool[15] can also aid automate the use of software triggers, which are used
to store problems in memory.

In this thesis, since there is no already developed tool, we have developed multiple techniques
which introduce error in the Myriad 2 platform on a software level. In this chapter we will be

examining the developed methods in depth.

Method 1: Transfer of corrupted data from the processor
LEON OS

Below we can see the general programming paradigm of Intel Myriad 2:

1. The LEON OS receives the input data.

2. Transfer data from LOS to Shaves.

3. Processing the data in the Shaves.

4. Return data back to LOS after processing is complete.

The above steps are repeated until the input data processing is complete. Therefore, in the
above steps we also see one of the error insertion methods implemented in this section. More
specifically in the context of transferring corrupted input data from the LOS corrupted data is
transferred from the Shaves for processing. Therefore, the Shaves process incorrect data and as
expected return incorrect results. The above process for error insertion is schematically described

in the diagram below:

LOS

SHAVEs SHAVESs

LOS transfers
. use return
receives data to
. damaged false
input data corrupted
data . results.

SHAVEs.

Figure 2.1: Fault Injection Method: LOS transfers corrupted data to Shave.
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Down below we can see the way these corrupted data get transferred to the SHAVE co-

processors in our code base:

int

flag = 0;

for (int i = 0; i < SHAVES_USED; i++) {
flag =0;
for (int j=0; j<RAND_COUNT;j++){
if (broken_shaves[jl==1i){
flag =1;
¥
}
if (flag==1){
shv_inFramel[i] = (u8 #*) &corrupted_inputFramel1024[0];
shv_inFrame2[i] = (u8 *) &corrupted_inputFrame1024[0];
}
}
for (i = 0; i < SHAVES_USED; i++) {
threadArgs[i].inFramel = shv_inFramel[i];
threadArgs[i].outFramel = shv_outFramel[i];
threadArgs[i].inFrame2 = shv_inFrame2[i];
threadArgs[i].outFrame2 = shv_outFrame2[i];
threadArgs[i].shave_id = (u8)i;
threadArgs[i].is_broken = false;
threadArgs[i].shave_realized_internal_error = false;
for(int j=0; j<RAND_COUNT; j++){
if (i == broken_shaves[j]l){
if (threadArgs[i].is_broken == false){
threadArgs[i].is_broken = true;
printf ("Shave Number %d is damaged \n",i);
}
¥
}
}

Inspecting the above code we can observe two things. We can see that the error injection

method is split into two discrete sections:

1. First of all we have an initialization section that depending on the status of the SHAVE will

forward the same, erroneous, input data to all broken SHAVEs.

2. Secondly, after the SHAVE data initialization is complete we can see that we pass a flag that
notifies us about whether a SHAVE is broken or not. This is included as a verification system

in order to conclude about the working status of the SHAVE after the program execution.

3. Apart from the arguments mentioned above we forward a flag called shave_realised_internal_error.
This flag is used for the SHAVESs to figure out whether there is something wrong with their

data on their own.
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Method 2: Input data corruption from SHAVESs

Following the basic programming assumption mentioned in the previous section, i.e., transfer-
ring input data from the various system peripherals to LEON OS and from LOS to SHAVESs, we
observe a new case of error insertion. What happens if the input data is correctly transferred to
SHAVEs from LOS but the SHAVEs are compromised? In this case corrupted SHAVES can start

corrupting the input data. We simulate this behavior with this error insertion technique.

Below we show and illustrate this technique:

LOS LOS Some SHAVEs SHAVEs
. of the use return
receives sends data SHAVE d q
input data SHAVES. S amage wrong
breaks. data. results.

Figure 2.2: Fault Injection Method: SHAVESs corrupt their own data.

As always we will also be displaying the code that recreates the above flow diagram in our
software system.
First of all, we will be displaying the code that is executed within LEON OS.

for (int i = 0; i < SHAVES_USED; i++) {

shv_inFramel [i] = (u8 *) (&inputFrame [FRAME_WIDTH TASK_FRAME_HEIGHT * i]);

shv_outFramel [i] = (u8 *) (&outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i
1);

shv_inFrame2[i] = (u8 *) (&inputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i +
FRAME_WIDTH * FRAME_HEIGHT / 2]);

shv_outFrame2[i] = (u8 *) (&outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i
+ FRAME_WIDTH * FRAME_HEIGHT / 21);

}

for (i = 0; i < SHAVES_USED; i++) {
threadArgs[i]. inFramel = shv_inFramel[i];
threadArgs [i].backup_inFramel = shv_inFramel[i];
threadArgs[i].outFramel = shv_outFramel[i];
threadArgs[i]. inFrame2 = shv_inFrame2[i];
threadArgs [i].backup_inFrame2 = shv_inFrame2[i];
threadArgs[i].outFrame2 = shv_outFrame2[i];
threadArgs[i].shave_id = (u8)i;
threadArgs[i].is_broken = false;

threadArgs[i].array_of_realization_flags = & realization_flags[i];
for(int j=0; j<RAND_COUNT; j++){
if (i == broken_shaves[j]){
if (threadArgs[i].is_broken == false){
threadArgs[i].is_broken = true;

printf ("Shave Number %d is damaged \n",i);
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Accordingly, the error injection code executed within the SHAVES.

if (thArgs->is_broken==true){
extern u8 corrupted_inputFramel024[];
inFramel = &corrupted_inputFrame1024[0];
inFrame2 = &corrupted_inputFramel1024 [0];

Inspecting the above code snippets we can deduce that:
1. In this case LEON OS schedules all the input data correctly.

2. Apart from the input frame and output frames we also send a backup frame to the SHAVEs.
This is not yet relevant, but will be of importance later in the fault tolerant policies.

3. The error injection process is: Once a SHAVE realizes he is "broken” it uses as input data a

corrupted input frame that was provided at system initialization.

Method 3: LEON OS corrupts variables shared with SHAVEs.

In multicore programming it is quite common to have common variables between different com-
puting cores. Similarly in the Myriad 2 platform it is possible to have shared variables between
SHAVEs and LEON OS. Therefore, there is a possibility that in such a programming assumption,
a failure in LOS could lead to errors in the SHAVEs. Therefore, in this technique we have appro-
priately configured the code so that a change due to a simulated failure in LOS will cause SHAVEs

to malfunction in real-time.

The previous technique is shown below in steps:

LOS LOS LOS is Common SHAVEs
. transfers variables return
receives P malfunc-
input data ara to tioning. are wrong

SHAVES. affected results

Figure 2.3: Fault Injection Method: LOS corrupts shared variable
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As always we will also be displaying the code that recreates the above flow diagram in our

software system.

for (int i = 0; i < SHAVES_USED; i++) {
(u8 #*) (&kinputFrame [FRAME_WIDTH TASK_FRAME_HEIGHT * i]);

(u8 *) (koutputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i

shv_inFramel [i] =

shv_outFramel [i] =

39

10

1)

shv_inFrame2[i] =

(u8 *) (&inputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i +

FRAME_WIDTH * FRAME_HEIGHT / 2]);

shv_outFrame2[i] =

(u8 *) (&ZoutputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i

+ FRAME_WIDTH * FRAME_HEIGHT / 2]);

}

for (i = 0;
threadArgs [i]
threadArgs [i]

threadArgs [i].

threadArgs [i]
threadArgs [i]
threadArgs [i]
threadArgs [i]

threadArgs [i].

threadArgs [i]

for (int j=0;

i < SHAVES_USED;
.inFramel =

.backup_inFramel =

.inFrame2 =
.backup_inFrame2 =
.outFrame2 =

.shave_id =

.shave_realized_internal_error =
j<RAND_COUNT;

i++) {

outFramel =

is_broken =

shv_inFramel [i];
shv_inFramel [i];
shv_outFramel[i];
shv_inFrame2[i];
shv_inFrame2[i];
shv_outFrame2[il];

(u8)ij;

false;

false;
j++){

if (i == broken_shaves[j]){
if (threadArgs[i].is_broken == false){

}
for (int 1 =0;

1<RAND_COUNT;

threadArgs[i].is_broken =

true;

printf ("Shave Number %d is damaged \n",i);

1++){

switch (broken_shaves[1])

{
case O:
ExampleO_inFramel
TASK_FRAME_HEIGHT * i]);

(u8*) (&corrupted_inputFrame1024 [FRAME_WIDTH =*

ExampleO_inFrame2 = (u8 *) (&corrupted_inputFramel1024 [FRAME_WIDTH x*
TASK_FRAME_HEIGHT * il);
break;
case 1:
Examplel_inFramel = (u8 *)(&corrupted_inputFrame1024 [FRAME_WIDTH
TASK_FRAME_HEIGHT * i]);
Examplel_inFrame2 = (u8 *) (&corrupted_inputFramel1024 [FRAME_WIDTH
TASK_FRAME_HEIGHT * il);
break;
case 2:
Example2_inFramel = (u8 *)(&corrupted_inputFrame1024 [FRAME_WIDTH
TASK_FRAME_HEIGHT * i]);
Example2_inFrame2 = (u8 *) (&corrupted_inputFramel1024 [FRAME_WIDTH
TASK_FRAME_HEIGHT * il);
break;
case 3:
Example3_inFramel = (u8 *) (&corrupted_inputFrame1024 [FRAME_WIDTH

TASK_FRAME_HEIGHT * il);
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Example3_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
case 4:
Example4_inFramel
TASK_FRAME_HEIGHT * i]);
Example4_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
case b5:
Example5_inFramel
TASK_FRAME_HEIGHT * i]);
Example5_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
case 6:
Example6_inFramel
TASK_FRAME_HEIGHT * i]);
Example6_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
case T7:
Example7_inFramel
TASK_FRAME_HEIGHT * i]);
Example7_inFrame2
TASK_FRAME_HEIGHT * il);
break;
case 8:
Example8_inFramel
TASK_FRAME_HEIGHT * i]);
Example8_inFrame2
TASK_FRAME_HEIGHT * il);
break;
case 9:
Example9_inFramel
TASK_FRAME_HEIGHT * i]);
Example9_inFrame2
TASK_FRAME_HEIGHT * il);
break;
case 10:
ExamplelO_inFramel
TASK_FRAME_HEIGHT * i]);
ExamplelO_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
case 11:
Examplell_inFramel
TASK_FRAME_HEIGHT * i]);
Examplell_inFrame2
TASK_FRAME_HEIGHT * i]);
break;
default:

break;

(u8

(u8

(u8

(u8

(u8

(u8

(u8

(u8

(us8

(u8

(us8

(u8

(us8

(u8

(us8

(u8

(u8

*) (kcorrupted_inputFramel1024 [FRAME_WIDTH

*) (&corrupted_inputFramel1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFramel1024 [FRAME_WIDTH

*) (kcorrupted_inputFramel1024 [FRAME_WIDTH

*) (kcorrupted_inputFrame1024 [FRAME_WIDTH

*) (kcorrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*x) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*x) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (& corrupted_inputFrame1024 [FRAME_WIDTH

*) (&corrupted_inputFrame1024 [FRAME_WIDTH

*) (& corrupted_inputFrame1024 [FRAME_WIDTH
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Inspecting the above code snippets we can deduce that:

1. In this case LEON OS schedules all the input data correctly.
2. Based on whether a SHAVE is broken or not then a corrupted input frame is used as input.

3. In this case we do not only provide the ”standard” input frames we also provide a backup
input frame. This is not related to the error injection method. However, it will be used later

on to recover from system failure.

4. The error injection process happens by changing the different input frames that each SHAVE
has.

Method 4: Fault Injection in instruction memory

One of the key features of the Myriad 2 platform is the fact that it has a unified memory
space. This means that regions of DDR and CMX are accessible from all computing units in the
system. It should be noted, however, that memory access is not uniform which may cause race
conditions. Due to the above properties of Myriad 2, a malfunctioning part may corrupt data of
other subsystems. Finally, the code of Shaves is stored in specific memory locations specified by

the developer, thus even the code run by SHAVEs can be corrupted.

LOS
corrupts
SHAVE

instruction

SHAVEs

return

LOS

receives

LOS sends
data to
SHAVESs

LOS
breaks

down.

input data Wrong

results

memory

Figure 2.4: Fault Injection Method: LOS corrupts shared memory space

The code used to simulate the above flow chart can be viewed down below:

* -

int code_shave_O0 = (int *) 0x80001AAB;
int * code_shave_1 = (int *) 0x80021AAB;
int * code_shave_2 = (int *) 0x80041AAB;
int * code_shave_3 = (int *) 0x80061AAB;
int * code_shave_4 = (int *) 0x80081AAB;
int * code_shave_5 = (int *) O0x800A1AAB;
int * code_shave_6 = (int *) 0x800C1AAB;
int * code_shave_7 = (int *) Ox800E1AAB;
int * code_shave_8 = (int *) 0x80101AAB;
int * code_shave_9 = (int *) 0x80121AAB;
int * code_shave_10 = (int *) 0x80141AAB;
int * code_shave_11 = (int *) O0x80161AAB;

for (int i = 0; i < SHAVES_USED; i++) {
shv_inFramel[i] = (u8 *) (&inputFrame [FRAME_WIDTH TASK_FRAME_HEIGHT * i]);
shv_outFramel [i] = (u8 *) (&outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i
1) ¢
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shv_inFrame2[i] = (u8 #*) (&inputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i +

FRAME_WIDTH * FRAME_HEIGHT / 2]);

shv_outFrame2[i] = (u8 *) (&outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i

+ FRAME_WIDTH * FRAME_HEIGHT / 2]);
}

for (i = 0; i < SHAVES_USED; i++) {

threadArgs[i]. inFramel = shv_inFramel[i];
threadArgs [i].outFramel = shv_outFramel[i];
threadArgs[i].inFrame2 = shv_inFrame2[i];
threadArgs [i].outFrame2 = shv_outFrame2[i];

threadArgs[i].shave_id = (u8)i;
threadArgs[i].is_broken = false;

threadArgs[i].shave_realized_internal_error = false;
for (int j=0; j<RAND_COUNT; j++){
if (i == broken_shaves[j]){
if (threadArgs[i].is_broken == false){
threadArgs[i].is_broken = true;

printf ("Shave Number %d is damaged \n",i);

for (int 1 =0; 1<RAND_COUNT; 1++){

switch (broken_shaves[1]){

case O:
memset (code_shave_0, O, CODE_HARM_BYTES* sizeof (char));
break;

case 1:
memset (code_shave_1, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 2:
memset (code_shave_2, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 3:
memset (code_shave_3, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 4:
memset (code_shave_4, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 5:
memset (code_shave_5, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 6:
memset (code_shave_6, 0, CODE_HARM_BYTES* sizeof (char));

case T7:
memset (code_shave_7, O, CODE_HARM_BYTES* sizeof (char));
break;

case 8:
memset (code_shave_8, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 9:
memset (code_shave_9, 0, CODE_HARM_BYTES* sizeof (char));
break;

case 10:
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}

memset (code_shave_10, O, CODE_HARM_BYTES* sizeof (char));
break;

case 11:
memset (code_shave_11, 0, CODE_HARM_BYTES* sizeof (char));
break;

default:

break;

Inspecting the above code snippets we can deduce that:

1.

2.

In this case LEON OS schedules all the input data correctly.

Based on whether a SHAVE is broken or not we manually change the contents of its memory
setting everything to 0.

The error injection process happens by changing the contents of shave memory.

The number of bytes we decided to harm have been chosen arbitrarily but are the same for
all the SHAVEs.
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Chapter 3

Development of Fault-Tolerant

Architectures on Myriad2

Introduction

By preventing disruptions caused by a single point of failure, fault tolerant computer systems
ensure business continuity and high availability. As a result, fault tolerance solutions are typically
focused on mission-critical applications or systems. There are multiple levels of fault tolerance in
fault tolerant computing: At the most basic level, consider the capacity to respond to a power
outage. Multiprocessor fault tolerant computing: many processors work together to examine input
and output for mistakes and rectify them promptly. Fault tolerance software may be included
in the OS interface, allowing programmers to double-check vital data at key moments during a
transaction. Fault-tolerant systems prevent service interruptions by automatically replacing faulty
components with backup components.

Some examples are:

e Hardware with backup operating systems that are identical or comparable. A fault tolerant
server, for example, is one that has an identical fault tolerant server mirroring all operations

in backup and running in parallel.

e Hardware fault tolerance in the form of redundancy may make any component or system
significantly safer and more reliable by removing single points of failure. Software systems are
backed up by other software instances. If you continually replicate your customer database,
for example, processes in the primary database can be diverted to the secondary database if
the first fails.

e Alternative power sources that can take over automatically during power outages can assist

avoid a system problem and ensure that no service is lost.

The most significant part of this thesis revolves around designing and implementing multiple
fault tolerant architectures. These architectures will be thoroughly explained in the following
sections of this chapter.

A key step in troubleshooting and repairing a fault is to detect the fault in the system. This
detection must occur with absolute accuracy as it is the key weapon in the design of a fault tolerant
system. In this thesis, a fairly widespread technique for fault detection called Cyclic Redundancy
Check[11] was used.
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Fault tolerant architectures that rely on C.R.C

Error detection with Cyclic Redundancy Check

The Cyclic Redundancy Check (C.R.C) is an error detection code often used in digital networks
and storage devices to detect random changes in data. Blocks of data entering systems have a check
value based on the polynomial division of their contents. During retrieval the calculation is repeated
and if the check value has changed then there is a change in the stored data. The reason that C.R.C
is so widespread is that they are easy to implement in hardware, easy to analyze mathematically,
and easy to detect common errors due to noise. As their output is of a certain length, C.R.C are
often used as hash functions[12]. As mentioned earlier the main reason for the high performance
of Myriad 2 is due to the fast VLIW SHAVE co-processors. The general programming method of
this platform is based on the following steps:

1. The LEON OS receives the input data.

2. Transfer data from LOS to SHAVEs.

3. Processing the data in SHAVEs.

4. Return data back to LOS after processing is complete.

The above steps are repeated until the input data processing is complete.

Therefore, in order to detect changes in the data, we must pass the input data through a C.R.C
function and at regular intervals, or at least before processing it, pass it again to check if it has

been altered. The following shows the error detection process using Cyclic Redundancy Check.
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Figure 3.1: Fault Detection: using CRC to detect data corruption

Fault tolerant architecture 1: LEON OS transmits broken data to SHAVEs

In a previous section we mentioned that LEONOS is the main orchestrator of the Myriad
operation as it is responsible for transferring data to Shaves at various stages of the programming
pipeline. Therefore, it makes special sense to perform various checks on the data as it is transferred
to the various co-processors. In this particular policy, LOS passes through a C.R.C function the
input data as soon as it receives it from a peripheral. Also, after passing this data through the
C.R.C. function it creates a temporary backup of this data. Then, before sending them to the
SHAVES it passes them again through a C.R.C. function and checks if the return value of the
function will be different. If the value matches the previous one then it passes the data to SHAVESs
normally. If, the value is different then, LOS has suffered some kind of failure and we cannot trust
the data it is trying to transfer to SHAVEs. Therefore, it routes the data it knows is correct to the
SHAVEs and then restores the corrupted data to its original state via the backup it had created
once it received it and routes that data back to the SHAVEs. Below is a flowchart of the above

process in order to fully understand it:
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The code that assists in the execution of the above flow chart can be seen down bellow:

u8 broken_shaves_number=0;
for (int i=0; i< SHAVES_USED;i++){
sc = OsDrvTimerGetSystemTicks64 (&hashing_start_ticks_O

) g

array_of_crcs_after_mistake_insertion[i] = swcCalcCrc32(shv_inFramei[i],

sizeof (u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT ,bbe_pointer);
sc = OsDrvTimerGetSystemTicks64 (&hashing_end_ticks_0);

if (array_of_crcs[i]!= array_of_crcs_after_mistake_insertion[il]){

los_broken_shaves [broken_shaves_number] =

broken_shaves_number++;

sc = OsDrvTimerGetSystemTicks64 (&scheduling_startTicks);
if (sc == MYR_DRV_NOT_INITIALIZED)

exit (sc);
// Resceduler
// Find number of working shaves and store them in an array
number_of_working_shaves = 0;
for (i=0; i<SHAVES_USED; i++){

bool working_flag = true;

for(int j=0; j<broken_shaves_number;j++){

if (i==los_broken_shaves[j]){
working_flag = false;

}
}
if (working_flag && (broken_shaves_number != SHAVES_USED)){
los_working_shaves [number_of_working_shaves] = i;
number_of_working_shaves++;
}
}
u8 idx = 0;
sc = OsDrvTimerGetSystemTicks64 (&second_run_startTicks);
if (sc == MYR_DRV_NOT_INITIALIZED)

exit (sc);

//Case were number of broken shaves is equal to or less than the snumber

shaves
if (number_of_working_shaves == 0){
for (int i = 0; i < broken_shaves_number; i++) {

threadArgs[i] . inFramel =

(u8 *) (&inputFrame1024 [FRAME_WIDTH * TASK_FRAME_HEIGHT x*

threadArgs [i].inFrame2 =

(u8 *) (&inputFramel1024 [FRAME_WIDTH * TASK_FRAME_HEIGHT =*
FRAME_WIDTH * FRAME_HEIGHT /

threadArgs [i].outFramel =

i

of working

il);

i +

21);

(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i]);

threadArgs[i].outFrame2 =

(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT * i +

FRAME_WIDTH * FRAME_HEIGHT / 2]);

for (u32 i = 0; i < broken_shaves_number; i++) {

()



57 sc = 0sDrvSvuOpenShave (handlers+i, i, OS_MYR_PROTECTION_SEM) ;
c

58 if (sc == O0S_MYR_DRV_SUCCESS) {

59 sc = OsDrvSvuResetShave (handlers+i);

60 if (sc)

61 exit(sc);

62 sc = OsDrvSvuSetAbsoluteDefaultStack (handlers+i);

63 if (sc)

64 exit(sc);

65

66 sc = OsDrvSvuStartShaveCC (handlers+i, (u32)entryPoints[i], "i",

67 (void #*)&threadArgs[il);

69 if (sc)

70 exit (sc);

71 } else {

72 printf ("Error cannot open shave %lul\n", i);
73 exit (sc);

74 }

75 ¥

76

77 for (u32 i = 0; i < broken_shaves_number; i++) {

78 sc = OsDrvSvuWaitShaves (1, handlers+i,1000,

79 &running) ;

80 if (sc)

81 exit (sc);

82 sc = 0sDrvSvuCloseShave (handlers+i);

83 if (sc)

84 exit (sc);

85 }

86 }

s7 else if (number_of_working_shaves >= broken_shaves_number){
88 idx = 0 ;

89 sc = OsDrvTimerGetSystemTicks64 (&scheduling_startTicks);
90 if (sc == MYR_DRV_NOT_INITIALIZED)

91 exit (sc);

03 for(i=0; i<number_of_working_shaves; i++){

94 while (idx<broken_shaves_number){

95 threadArgs [los_working_shaves[i]]. inFramel = (u8 *) (&inputFramel1024[
FRAME_WIDTH * TASK_FRAME_HEIGHT * los_broken_shaves[idx]]);

96 threadArgs[los_working_shaves[i]].inFrame2 = (u8 %) (&inputFramel1024[
FRAME_WIDTH * TASK_FRAME_HEIGHT * los_broken_shaves[idx] + FRAME_WIDTH *
FRAME_HEIGHT / 21);

97 threadArgs[los_working_shaves[i]].outFramel =

98 (u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT x*
los_broken_shaves [idx]]);

99 threadArgs [los_working_shaves[i]].outFrame2 =

100 (u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT x*
los_broken_shaves [idx] +

101 FRAME_WIDTH * FRAME_HEIGHT / 2]);

102 idx++;

103 break;

106
107 sc = 0OsDrvTimerGetSystemTicks64 (&scheduling_endTicks);
c

108 if (sc == MYR_DRV_NOT_INITIALIZED)
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109 exit (sc);

110 // Rescedule new shaves

111 // Working shaves - broken shaves is the list of working shaves used inside
theh array

112 // Rescedule the shaves found in the los_working_shaves_array and wait

113 temp_system_ticks = temp_system_ticks + scheduling_endTicks -

scheduling_startTicks ;

115 for (u32 i = 0; i < number_of_working_shaves; i++) {

116 sc = OsDrvSvuOpenShave (handlers+(los_working_shaves[i]),los_working_shaves|[
i] ,0S_MYR_PROTECTION_SEM) ;

117 if (sc == 0S_MYR_DRV_SUCCESS){

118 sc = OsDrvSvuResetShave (handlers+(los_working_shaves[i]));

119 if (sc)

120 exit(sc);

121 sc = OsDrvSvuSetAbsoluteDefaultStack(handlers+(los_working_shaves[i]));

122 if (sc)

123 exit (sc);

124 sc = OsDrvSvuStartShaveCC(handlers+(los_working_shaves[i]),

125 (u32)entryPoints [(los_working_shaves[i])], "i",

126 (void #*)&threadArgs[(los_working_shaves[i])]);

127

128 if (sc)

129 exit(sc);

130 }

131 else {

132 printf ("Error cannot open shave %d\n", (los_working_shaves[i]));

133 exit (sc);

134 }

135 }

136

137 for (u32 i = 0; i < number_of_working_shaves; i++) {

138 sc = OsDrvSvuWaitShaves (1, handlers+(los_working_shaves[i]) ,1000,

139 &running) ;

140 if (sc)

141 exit (sc);

142 sc = OsDrvSvuCloseShave (handlers+(los_working_shaves[i]));

143 if (sc)

144 exit (sc);

145 }

146 // Rescedule new shaves

147 // Working shaves - broken shaves is the list of working shaves used inside the
array

148 // Rescedule the shaves found in the los_working_shaves_array and wait

149 }

151 // Case were more shaves are broken than working

152 else if (number_of_working_shaves < broken_shaves_number){

153 idx = 0;

154 u8 broken_shaves_remaining = broken_shaves_number;

155 while (broken_shaves_remaining > number_of_working_shaves){

156 sc = OsDrvTimerGetSystemTicks64 (&scheduling_startTicks);

157 for(i=0; i<number_of_working_shaves; i++){

158 while (idx<broken_shaves_number) {

159 threadArgs[los_working_shaves[i]].inFramel = (u8 *) (&inputFramel1024[

FRAME_WIDTH * TASK_FRAME_HEIGHT * los_broken_shaves[idx]]);
160 threadArgs [los_working_shaves[il]].inFrame2 = (u8 #*) (&inputFramel024[
FRAME_WIDTH * TASK_FRAME_HEIGHT * los_broken_shaves[idx] + FRAME_WIDTH x*
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190

192

195

196

197

198

199

200

209

210

FRAME_HEIGHT / 21);
threadArgs[los_working_shaves[i]].outFramel =
(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT x*
los_broken_shaves[idx]]);
threadArgs[los_working_shaves[i]].outFrame2 =
(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT x*
los_broken_shaves[idx] +
FRAME_WIDTH * FRAME_HEIGHT / 2]);

idx++;
break;
broken_shaves_remaining = broken_shaves_remaining - number_of_working_shaves;

sc = 0OsDrvTimerGetSystemTicks64 (&scheduling_endTicks);
temp_system_ticks = temp_system_ticks + (scheduling_endTicks -

scheduling_startTicks) ;

// Rescedule new shaves
// Working shaves - broken shaves is the list of working shaves used inside
theh array

// Rescedule the shaves found in the los_working_shaves_array and wait

for (u32 i = 0; i < number_of_working_shaves; i++) {
sc = OsDrvSvuOpenShave (handlers+(los_working_shaves[i]),
los_working_shaves[i],0S_MYR_PROTECTION_SEM) ;
if (sc == 0S_MYR_DRV_SUCCESS){
sc = OsDrvSvuResetShave (handlers+(los_working_shaves[i]));
if (sc)
exit (sc);
sc = OsDrvSvuSetAbsoluteDefaultStack(handlers+(los_working_shaves[i
1)
if (sc)
exit (sc);
sc = OsDrvSvuStartShaveCC(handlers+(los_working_shaves[i]),

(u32)entryPoints [(los_working_shaves[i])], "i"

(void #*)&threadArgs[(los_working_shaves[il)1);

if (sc)
exit (sc);
} elsedq
printf ("Error cannot open shave %d\n", (los_working_shaves[il));
exit (sc);
}
}
for (u32 i = 0; i < number_of_working_shaves; i++) {
sc = OsDrvSvuWaitShaves (1, handlers+(los_working_shaves[i]) ,1000,
&running) ;
if (sc)
exit(sc);
sc = 0sDrvSvuCloseShave (handlers+(los_working_shaves[i]));
if (sc)
exit(sc);
}
}

// We are finally to a lessser number of broken shaves than working shaves

// Rescedule Final shaves
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249

// Working shaves - broken shaves is the list of working shaves used inside
theh array
// Rescedule the shaves found in the los_working_shaves_array and wait
sc = OsDrvTimerGetSystemTicks64 (&scheduling_startTicks);
for(i=0; i<number_of_working_shaves; i++){
while (idx<broken_shaves_number){
threadArgs [los_working_shaves[il].inFramel = (u8 #*) (&inputFrame1024[
FRAME_WIDTH * TASK_FRAME_HEIGHT * los_broken_shaves[idx]]);
threadArgs [los_working_shaves[i]]. inFrame2 = (u8 *) (&inputFramel024[
FRAME_WIDTH % TASK_FRAME_HEIGHT * los_broken_shaves[idx] + FRAME_WIDTH *
FRAME_HEIGHT / 2]1);
threadArgs [los_working_shaves[i]].outFramel =
(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT x*
los_broken_shaves [idx]]);
threadArgs[los_working_shaves[i]].outFrame2 =
(u8 *) (&shave_outputFrame [FRAME_WIDTH * TASK_FRAME_HEIGHT %
los_broken_shaves [idx] +
FRAME_WIDTH % FRAME_HEIGHT / 21);
idx++;

break;

}
sc = OsDrvTimerGetSystemTicks64 (&scheduling_endTicks) ;
temp_system_ticks = temp_system_ticks + (scheduling_endTicks -

scheduling_startTicks) ;

for (u32 i = 0; i < number_of_working_shaves; i++) {
sc = 0OsDrvSvuOpenShave (handlers+(los_working_shaves[i]),
los_working_shaves[i],0S_MYR_PROTECTION_SEM) ;
if (sc == O0S_MYR_DRV_SUCCESS){
//printf ("Started shave %d\n", los_working_shaves[i]);
sc = OsDrvSvuResetShave (handlers+(los_working_shaves[i]));
if (sc)
exit (sc);
sc = 0OsDrvSvuSetAbsoluteDefaultStack(handlers+(los_working_shaves[i
1));
if (sc)
exit (sc);
sc = OsDrvSvuStartShaveCC(handlers+(los_working_shaves[i]),
(u32)entryPoints [(los_working_shaves[i])],
wyw,
(void *)&threadArgs[(los_working_shaves[i
11);
if (sc)
exit (sc);
} elsed
printf ("Error cannot open shave %d\n", (los_working_shaves[il));
exit (sc);
}
}
for (u32 i = 0; i < number_of_working_shaves; i++) {

//printf ("Waiting for shave number %1d\n",los_working_shaves[i]);
sc = OsDrvSvuWaitShaves (1, handlers+(los_working_shaves[i]) ,1000,

&running) ;
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//printf ("Shave Number %1d returned \n",los_working_shaves[i]);
if (sc)

exit (sc);

sc = 0OsDrvSvuCloseShave (handlers+(los_working_shaves[i]));
if (sc)

exit (sc);
}

In the code listing above we can see the important section of the above flow chart. First of
all, we expose the way we figure out whether a SHAVE has corrupted data or not. If a SHAVE is
broken it gets inserted inside an array that keeps the ids of all the broken SHAVEs. Apart from
that we also expose the scheduling logic used by LEON OS. The scheduler has three discrete cases:
First of all, we have the case where the number of SHAVEs broken is less than the number of
working SHAVEs. In this case we just reschedule all the data of the broken SHAVESs to any of the
working ones. The second case is having more broken SHAVESs than working. In this case we need
to re execute the workload in chunchs of the number of working SHAVEs. However, this results in
a time overhead since we do not use all the ”available resources”. Lastly, we have the case were all
the SHAVES are broken. In this case, we need to reset all SHAVESs and just re execute everything.

Fault tolerant architecture 2: System restoration from error in SHAVEs
data, caused by SHAVEs

In the context of this policy, SHAVEs after receiving their data from LOS pass it through
a C.R.C function. They then store the value returned by this function in order to be able to
understand in the future if the data has been corrupted. Before processing the data, we pass it
through this function again so that there is no doubt about whether it has been altered. In case an
error is detected then the system goes into recovery mode as this means that there is some damage
to the SHAVEs. More specifically, we distinguish two cases. In the first case, each damaged
SHAVE takes care of its own self-feeding. Therefore, it restores its data from the available backup
created by LOS when it received the data from the corresponding peripheral. Subsequently, after
restoring the correct data it runs the code in order to compute the correct data. The other case
we distinguish is the following: The LOS checks if the data has been corrupted. If corrupted, it
restores the data to its original, uncorrupted, state and re-routes it to SHAVESs that it knows are
working, in order to make sure the input data is processed correctly. It then resets the broken
SHAVES in order to be able to use them in the future.

Below are two flowcharts for each of the policies just mentioned. The first one corresponds to
the case where SHAVEs heal their own error. The second one showcases the case where SHAVESs
inform LOS with regard to the error and he then reschedules the data to working SHAVESs.
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Inspecting the above flow charts as we can see there are two discrete cases for this fault tolerant
policy. This derives from the fact that if a SHAVE realizes there is an internal error then we are
not sure whether we can rely on its output or not. Therefore, we introduce LOS as a scheduler
in order to make sure that we use only properly working SHAVESs upon error correction. In the
case of LOS fixing the output the same scheduler as the previous section was used. Therefore, we
will not provide the source code in this section. Lastly, down below we can see the code that gets

invoked in the case where SHAVES use a backup to execute their workload:

CONV2D_ThreadArgs #*thArgs = (CONV2D_ThreadArgs *)thArgsp;

u8 *inFramel = thArgs->inFramel;
u8 *outFramel = thArgs->outFramel;
u8 *inFrame2 = thArgs->inFrame2;
u8 *outFrame2 = thArgs->outFrame2;

u8 shave_id = thArgs->shave_id;
u32 crc = swcCalcCrc32(inFramel,sizeof (u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT);
extern u8 corrupted_inputFramel024[];
if (thArgs->is_broken==true){
inFramel = &corrupted_inputFramel1024 [0];
inFrame2 = &corrupted_inputFrame1024[0];

u32 crc_after_error_injection = swcCalcCrc32(inFramel,sizeof (u8)*
FRAME_WIDTH * TASK_FRAME_HEIGHT) ;
if ((crc_after_error_injection != crc) && (thArgs->is_broken==true)){
thArgs->shave_realized_internal_error = true;
inFramel = thArgs->backup_inFramel;
inFrame2 = thArgs->backup_inFrame2;

}

In the above code snippet we see that SHAVESs calculate the C.R.C of their data. Once this
check is calculated then the error is inserted by SHAVEs if they are broken. After that, SHAVEs
recalculate the C.R.C of their data and if it is different than the origincal value then they use the
backup frames provided on their initialization by LEON OS. After that they continue with the
execution of their intended kernel.

Fault tolerant architecture 3: System restoration from error in variable
shared with SHAVESs

In this particular policy the system has been working properly for some time. But, SHAVES
and LEON OS use common variables. But after the failure, the common variables of the two
aforementioned subsystems change. This event in turn leads to corruption of the data processed
by the system and consequently, if not corrected, to an incorrect result. In order to prevent the
incorrect operation of the system, the SHAVES pass the common data through a function that
computes their C.R.C. Consequently, before processing this data, they check whether it has been
corrupted and consequently two cases can be distinguished. The first case is that there is no
corruption of the data and consequently no action should be taken. The second, is if the value
of C.R.C is changed and consequently SHAVEs become aware that something is wrong. After,
they realize that there is an error then two data reset policies are applied. In the first policy the
"broken” SHAVEs use a local backup of the data they have stored. This ensures correct operation.
In the second policy, instead of SHAVEs perceiving the problem in the data, LEON OS perceives
it. The way it deduces this is to pass the data it sends to SHAVEs through a C.R.C function.
This way it understands that the common data has been corrupted. It then re-routes this data to
the SHAVESs that it knows are working correctly in order to process it again and ensure a correct

result. The flowcharts below show how the above policies are executed.
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In this architecture the underlying code is similar to the previous section. The main difference
relies in the way the error is injected and the fact that some variables. Furthermore, the scheduler
is the same as the one mentioned previously, in the case of LOS correcting the data error, therefore

it will not be included in this section either.

Fault tolerant architecture 4: System restoration from error in SHAVE

instruction memory

Error recovery in the memory where the code of SHAVEs. A key feature of Myriad 2 is the
fact that it has a unified memory Space. Therefore, checks can be made to see if any alteration
has occurred throughout the memory space contents. Also, it should be mentioned that the part
in memory in which the various SHAVEs code is manually defined in a config file. Therefore,
changes may be made to the contents of not only in memory but also in the commands executed
by SHAVES. In this policy, LEON OS takes the C.R.C values of the memory-space occupied by the
instructions of SHAVEs. By extension, LEON OS checks whether the contents of the instruction-
memory of SHAVEs have been altered, by repeatedly calculating the C.R.C. of those memory
locations. Since the code of SHAVESs does not change in run-time under normal circumstances any
alteration of these memory locations are due to a hardware malfunction. So in such a case LEON
OS senses the data corruption and considers invalid the results of SHAVES that have corrupted
the memory storing So its next action is to route the input data that led to incorrect results to
the functional SHAVEs. Finally, after the execution of the workload is complete, LEON OS resets
the faulty SHAVESs. The following code snippet shows the code used to deduce whether a SHAVE
coprocessor has any errors in its instruction memory harm.

for (int i=0; i< SHAVES_USED;i++){
array_of _memory_crcs[i] = swcCalcCrc32((u8 *) 0x80000000 +(i*0x00020000
) ,128000, be_pointer) ;

}

for (int i=0; i< SHAVES_USED;i++){

sc = OsDrvTimerGetSystemTicks64 (&hashing_start_ticks_1);

array_of _memory_crcs_after_mistake_insertion[i] = swcCalcCrc32((u8 *) O
x80000000 +(i*0x00020000) ,128000,be_pointer);

sc = OsDrvTimerGetSystemTicks64 (&hashing_end_ticks_1);

if (array_of_memory_crcs_after_mistake_insertion[i]!= array_of_memory_crcs[i
IDES

los_broken_shaves [broken_shaves_number] = ij;

broken_shaves_number++;

}
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Fault tolerant architectures that use voting systems

A key requirement to ensure the system reliability of an embedded system is the existence
of redundant resources. More specifically, there must always be an alternate path for potential
failure. This redundancy may be either in memory, e.g. allocating data more than once, or in
computational units, i.e. having more than one computational unit so that in the event of a failure
the data can be routed to the backup. Therefore, in the case of Myriad 2 having processing multiple
processing resources due to SHAVEs. Thus, some of them may be used in order to ensure the fault
resilience of the system.

The best known technique for checking the correct operation of the various computing units
used from embedded to cloud computing is N-voting systems. These systems allocate the available
resources to ballots and each computing unit is assigned to a ballot. The computing units assigned
to the same ballot have the same input data and also go through the same processing. Subse-
quently, each computational unit places the result of its calculations into the ballot. After each
computing unit has finished the results are compared. After the comparison, the result obtained
by the majority of the SHAVES is considered correct. From the above we come to the following

conclusions:

e The number of processing units per ballot must be an odd number. If it was an even number
then there might be ties in the results and we might not be able to deduce which is the

correct result.

e The fact that a result has been voted by a majority as correct does not mean that it is correct.
More specifically, let us consider the error as a function f that has as its set of values the
set of data that will be affected by the error function. The result of this function is the
erroneous input data a. Therefore, all the preceding can be summarized in the expression
f(x) = a. Thus, all that is needed in order for two processing units to find the same result
is that the function f and the data = are the same. Consequently, the majority may come

up with incorrect results.

In the context of this paper, two different n-vector systems have been implemented.

These two systems are:

e 3-Voting System
In this system, SHAVEs are assigned to a ballot every three. In this case each SHAVE
processes the same data in the same way the same data. Finally, they place their results in
their assigned ballot and we find the result with which the majority agrees.

e 5-Voting Sytem
In this case we have two different ballots and the SHAVEs are assigned by five to one of
them. The reason why the SHAVEs assigned per ballot box is five is to avoid tie votes.

In the following subsection we will introduce a semantic representation of the aforementioned

systems and the source code with regard to the voting process.
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Fault tolerant architecture 5: 3 Voting system
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Figure 3.8: N-voting Systems: 4 Voter System.
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In the case of the 3 voting system down below we can see the implementation of the voting
system. It explores all the possible combinations of 2 when we have 3 elements in total. Based on
whether a consensus is reached within a ballot the corresponding result is forwarded as the final
output. Last but not least, if no consensus is reached then a result is forwarded at random since
we cannot trust any of the SHAVEs.

int choice;

int comparison = memcmp(ballot_O_outFramel[0], ballot_1_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if (comparison == 0){

// printf ("Shave 0 and shave 4 have the same output\n");

memcpy (shv_outFramel [0], ballot_O_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

goto end_balot_1;

}

comparison = memcmp(ballot_O_outFramel [0], ballot_2_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

if (comparison == 0){

// printf ("Shave O and shave 8 have the same output\n");

memcpy (shv_outFramel [0], ballot_O_outFramel[0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

goto end_balot_1;

}

comparison = memcmp(ballot_1_outFramel [0], ballot_2_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

if (comparison == 0){

// printf ("Shave 4 and shave 8 have the same output\n");
memcpy (shv_outFramel [0], ballot_1_outFramel [0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
choice = random(0, 2, startTicks);
// printf ("No concenus in ballot O\n");
if (choice == 0){
// printf ("Copying output from shave 0\n");
memcpy (shv_outFramel [0], ballot_O_outFramel[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
}
else if (choice == 1){
// printf ("Copying output from shave 4\n");
memcpy (shv_outFramel [0] , ballot_1_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
}
else{
// printf ("Copying output from shave 8\n");
memcpy (shv_outFramel [0], ballot_2_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_2_outFrame2[0],sizeof (u8)*FRAME_WIDTH *

90



TASK_FRAME_HEIGHT) ;
}

end_balot_1:

int comparison_2 = memcmp(ballot_O_outFramel[1], ballot_1_outFramel[1], sizeof(
u8) *FRAME_WIDTH * TASK_FRAME_HEIGHT );
if (comparison_2 == 0){

// printf ("Shave 1 and shave 5 have the same output\n");

memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

goto end_balot_2;

}

comparison_2 = memcmp(ballot_O_outFramel[1], ballot_2_outFramel[1], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

if (comparison_2 == 0){

// printf ("Shave 1 and shave 9 have the same output\n");
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_2;
}
comparison_2 = memcmp(ballot_1_outFramel[1], ballot_2_outFramel[1], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if (comparison_2 == 0){
// printf ("Shave 5 and shave 9 have the same output\n");
memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH =
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_2;
}
choice = random(0, 2, startTicks);
// printf ("No concenus in ballot 1\n");
if (choice == 0){
// printf ("Copying output from shave 1\n");
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
}
else if (choice == 1){
// printf ("Copying output from shave 5\n");
memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH
TASK_FRAME_HEIGHT) ;
}
elsed{
// printf ("Copying output from shave 9\n");
memcpy (shv_outFramel [1], ballot_2_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_2_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
}
end_balot_2:

*

*
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int comparison_3 = memcmp(ballot_O_outFramel[2], ballot_1_outFramel[2], sizeof (
u8) *FRAME_WIDTH * TASK_FRAME_HEIGHT );

if (comparison_3 == 0){

// printf ("Shave 2 and shave 6 have the same output\n");
memcpy (shv_outFramel [2], ballot_O_outFramel [2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_O_outFrame2[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

}

goto end_balot_3;

comparison_3 = memcmp(ballot_O_outFramel[2], ballot_2_outFramel[2], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if (comparison_3 == 0){

// printf ("Shave 2 and shave 10 have the same output\n");
memcpy (shv_outFramel [2], ballot_O_outFramel [2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_O_outFrame2[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

goto end_balot_3;

}

comparison_3 = memcmp(ballot_1_outFramel[2], ballot_2_outFramel [2], sizeof (
u8) *FRAME_WIDTH * TASK_FRAME_HEIGHT );

if (comparison_3 == 0){

// printf ("Shave 6 and shave 10 have the same output\n");
memcpy (shv_outFramel [2], ballot_1_outFramel[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_1_outFrame2[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

}

goto end_balot_3;

choice = random(0, 2, startTicks);

// printf ("No concenus in ballot 2\n");
if (choice == 0){

// printf ("Copying output from shave 2\n");
memcpy (shv_outFramel [2], ballot_O_outFramel[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_O_outFrame2[2],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;

}

else if (choice == 1){

// printf ("Copying output from shave 6\n");
memcpy (shv_outFramel [2], ballot_1_outFramel [2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_1_outFrame2[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

}

else{

// printf ("Copying output from shave 10\n");
memcpy (shv_outFramel [2], ballot_2_outFramel [2],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[2], ballot_2_outFrame2[2],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

}

end_balot_3:

int comparison_4 = memcmp(ballot_O_outFramel[3], ballot_1_outFramel[3], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if (comparison_4 == 0){
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123 // printf ("Shave 3 and shave 7 have the same output\n");

124 memcpy (shv_outFramel [3], ballot_O_outFramel [3],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

125 memcpy (shv_outFrame2[3], ballot_O_outFrame2[3],sizeof (u8)*FRAME_WIDTH =
TASK_FRAME_HEIGHT) ;

126 goto end_balot_4;

127 }

128 comparison_4 = memcmp(ballot_O_outFramel[1], ballot_2_outFramel[1], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

129 if (comparison_2 == 0){

130 // printf ("Shave 3 and shave 11 have the same output\n");

131 memcpy (shv_outFramel [3], ballot_O_outFramel [3],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;
132 memcpy (shv_outFrame2[3], ballot_O_outFrame2[3],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;
133 goto end_balot_4;

134 }

135 comparison_4 = memcmp(ballot_1_outFramel[1], ballot_2_outFramel[1], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

136 if (comparison_4 == 0){

137 // printf ("Shave 7 and shave 11 have the same output\n");

138 memcpy (shv_outFramel [3], ballot_1_outFramel [3],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;
139 memcpy (shv_outFrame2[3], ballot_1_outFrame2[3],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;
140 goto end_balot_4;

141 }

142 // printf ("No concenus in ballot 3\n");

143 choice = random(0, 2, startTicks);

144 if (choice == 0){

145 // printf ("Copying output from shave 3\n");

146 memcpy (shv_outFramel [3], ballot_O_outFramel[3],sizeof (u8)*FRAME_WIDTH
TASK_FRAME_HEIGHT) ;

147 memcpy (shv_outFrame2[3], ballot_O_outFrame2[3],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

148 ¥

149 else if (choice == 1){

*

150 // printf ("Copying output from shave 7\n");

151 memcpy (shv_outFramel [3], ballot_1_outFramel[3],sizeof (u8)*FRAME_WIDTH
TASK_FRAME_HEIGHT) ;

152 memcpy (shv_outFrame2[3], ballot_1_outFrame2[3],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

153 }

154 else{

*

155 // printf ("Copying output from shave 11\n");

156 memcpy (shv_outFramel [3], ballot_2_outFramel [3],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

157 memcpy (shv_outFrame2[3], ballot_2_outFrame2[3],sizeof (u8)*FRAME_WIDTH
TASK_FRAME_HEIGHT) ;

158 }

150 end_balot_4:

*
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Fault tolerant architecture 6: 5 Voting system
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Figure 3.9: N-voting Systems: 2 Voter System.
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In the case of the 5 voting system we have more possible combinations since (g) = 10. Therefore,
we need to enumerate all the possible combinations in order to assert that the voting system will
be working as desired. Furthermore, on the diagram shown above we can observe that only 10
SHAVESs out of the 12 that are in total available are used. This design choice was taken, in order
to avoid any issues that might arise in case of ties. Down below, is the source code of the voting
system:

int comparison_1_1 = memcmp(ballot_O_outFramel[0], ballot_1_outFramel[0],
sizeof (u8) *FRAME_WIDTH * TASK_FRAME_HEIGHT );
int comparison_1_2 = memcmp(ballot_O_outFramel[0], ballot_2_outFramel [0],
sizeof (u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_1_1 == 0) && (comparison_1_2 == 0)){
memcpy (shv_outFramel [0] , ballot_O_outFramel [0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_2_1 = memcmp(ballot_O_outFramel[0], ballot_1_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_2_2 = memcmp(ballot_O_outFramel[0], ballot_3_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_2_1 == 0) && (comparison_2_2 == 0)){
memcpy (shv_outFramel [0], ballot_O_outFramel[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_3_1 = memcmp(ballot_O_outFramel [0], ballot_1_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_3_2 = memcmp(ballot_O_outFramel [0], ballot_4_outFramel [0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_3_1 == 0) && (comparison_3_2 == 0)){
memcpy (shv_outFramel [0], ballot_O_outFramel [0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_4_1 = memcmp(ballot_O_outFramel [0], ballot_2_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_4_2 = memcmp(ballot_O_outFramel[0], ballot_3_outFramel [0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_4_1 == 0) && (comparison_4_2 == 0)){
memcpy (shv_outFramel [0], ballot_O_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_5_1 = memcmp(ballot_O_outFramel[0], ballot_3_outFramel [0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_5_2 = memcmp(ballot_O_outFramel [0], ballot_4_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_5_1 == 0) && (comparison_5_2 == 0)){
memcpy (shv_outFramel [0], ballot_O_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
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memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_6_1 = memcmp(ballot_O_outFramel[0], ballot_2_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_6_2 = memcmp(ballot_O_outFramel[0], ballot_4_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_6_1 == 0) && (comparison_6_2 == 0)){
memcpy (shv_outFramel [0], ballot_O_outFramel[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_7_1 = memcmp(ballot_2_outFramel[0], ballot_3_outFramel [0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_7_2 = memcmp(ballot_2_outFramel[0], ballot_4_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_7_1 == 0) && (comparison_7_2 == 0)){
memcpy (shv_outFramel [0], ballot_2_outFramel [0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_2_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_8_1 = memcmp(ballot_1_outFramel[0], ballot_2_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_8_2 = memcmp(ballot_1_outFramel[0], ballot_3_outFramel [0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_8_1 == 0) && (comparison_8_2 == 0)){
memcpy (shv_outFramel [0], ballot_1_outFramel[0],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_9_1 = memcmp(ballot_1_outFramel[0], ballot_3_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_9_2 = memcmp(ballot_1_outFramel[0], ballot_4_outFramel[0], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_9_1 == 0) && (comparison_9_2 == 0)){
memcpy (shv_outFramel [0], ballot_1_outFramel[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2 [0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
}
comparison_10_1 = memcmp(ballot_1_outFramel[0], ballot_2_outFramel [0], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_10_2 = memcmp(ballot_1_outFramel [0], ballot_4_outFramel[0], sizeof(
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_10_1 == 0) && (comparison_10_2 == 0)){
memcpy (shv_outFramel [0], ballot_1_outFramel[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1;
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}
choice = random(0, 4, startTicks);
// printf ("No concenus in ballot O0\n");
if (choice == 0){
// printf ("Copying output from shave 0\n");

memcpy (shv_outFramel [0], ballot_O_outFramel[0],sizeof (u8)*FRAME_WIDTH =

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2 [0], ballot_O_outFrame2[0],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;
}
else if (choice == 1){
// printf ("Copying output from shave 4\n");

memcpy (shv_outFramel [0], ballot_1_outFramel[0],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[0], ballot_1_outFrame2[0],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;
}
else if(choice == 2){
// printf ("Copying output from shave 4\n");

memcpy (shv_outFramel [0], ballot_2_outFramel[0],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[0], ballot_2_outFrame2[0],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;
}
else if (choice == 3){
// printf ("Copying output from shave 4\n");

memcpy (shv_outFramel [0], ballot_3_outFramel [0],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[0], ballot_3_outFrame2[0],sizeof (u8)*FRAME_WIDTH =

TASK_FRAME_HEIGHT) ;
}
elseq{
// printf ("Copying output from shave 8\n");

memcpy (shv_outFramel [0] , ballot_4_outFramel [0],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2 [0], ballot_4_outFrame2[0],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;
}

end_balot_1:
comparison_1_1 = memcmp(ballot_O_outFramel[1], ballot_1_outFramel[1],
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_1_2 = memcmp(ballot_O_outFramel[1], ballot_2_outFramel[1],
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_1_1 == 0) && (comparison_1_2 == 0)){

sizeof (u8

sizeof (u8

memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =*

TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *

TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;

}
comparison_2_1 = memcmp(ballot_O_outFramel[1], ballot_1_outFramel[1],
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_2_2 = memcmp(ballot_O_outFramel[1], ballot_3_outFramel[1],
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );

if ((comparison_2_1 == 0) && (comparison_2_2 == 0)){

sizeof (u8

sizeof (u8

memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =

TASK_FRAME_HEIGHT) ;
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memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_3_1 = memcmp(ballot_O_outFramel[1], ballot_1_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_3_2 = memcmp(ballot_O_outFramel[1], ballot_4_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_3_1 == 0) && (comparison_3_2 == 0)){
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_4_1 = memcmp(ballot_O_outFramel[1], ballot_2_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_4_2 = memcmp(ballot_O_outFramel[1], ballot_3_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_4_1 == 0) && (comparison_4_2 == 0)){
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_5_1 = memcmp(ballot_O_outFramel[1], ballot_3_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_5_2 = memcmp(ballot_O_outFramel[1], ballot_4_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_5_1 == 0) && (comparison_5_2 == 0)){
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_6_1 = memcmp(ballot_O_outFramel[1], ballot_2_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_6_2 = memcmp(ballot_O_outFramel[1], ballot_4_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_6_1 == 0) && (comparison_6_2 == 0)){
memcpy (shv_outFramel [1], ballot_O_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_7_1 = memcmp(ballot_2_outFramel[1], ballot_3_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_7_2 = memcmp(ballot_2_outFramel[1], ballot_4_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_7_1 == 0) && (comparison_7_2 == 0)){
memcpy (shv_outFramel [1], ballot_2_outFramel[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_2_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
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}
comparison_8_1 = memcmp(ballot_1_outFramel[1], ballot_2_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_8_2 = memcmp(ballot_1_outFramel[1], ballot_3_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_8_1 == 0) && (comparison_8_2 == 0)){
memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH =
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_9_1 = memcmp(ballot_1_outFramel[1], ballot_3_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_9_2 = memcmp(ballot_1_outFramel[1], ballot_4_outFramel[1], sizeof (u8
)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_9_1 == 0) && (comparison_9_2 == 0)){
memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;
}
comparison_10_1 = memcmp(ballot_1_outFramel[0], ballot_2_outFramel [0], sizeof (
u8)*FRAME_WIDTH * TASK_FRAME_HEIGHT );
comparison_10_2 = memcmp(ballot_1_outFramel[0], ballot_4_outFramel[0], sizeof (
u8) *FRAME_WIDTH * TASK_FRAME_HEIGHT );
if ((comparison_10_1 == 0) && (comparison_10_2 == 0)){
memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
goto end_balot_1_1;

}
choice = random(0, 4, startTicks);
if (choice == 0){

memcpy (shv_outFramel [1], ballot_O_outFramel [1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_O_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
}
else if (choice == 1){

memcpy (shv_outFramel [1], ballot_1_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_1_outFrame2[1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;
}
else if (choice == 2){

memcpy (shv_outFramel [1], ballot_2_outFramel[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_2_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
TASK_FRAME_HEIGHT) ;
}
else if (choice == 3){

memcpy (shv_outFramel [1], ballot_3_outFramel [1],sizeof (u8)*FRAME_WIDTH *
TASK_FRAME_HEIGHT) ;

memcpy (shv_outFrame2[1], ballot_3_outFrame2[1],sizeof (u8)*FRAME_WIDTH =
TASK_FRAME_HEIGHT) ;
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}
elsed{
memcpy (shv_outFramel [1],
TASK_FRAME_HEIGHT) ;
memcpy (shv_outFrame2[1],
TASK_FRAME_HEIGHT) ;
}

end_balot_1_1:

ballot_4_outFramel [1],sizeof (u8)*FRAME_WIDTH =

ballot_4_outFrame2[1],sizeof (u8)*FRAME_WIDTH =*
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Chapter 4

Experimental Evaluation

Experimental Setup

Platform

The platform used for the experimental Evaluation, as mentioned previously is Intel Movidius
Myriad 2.

Below we see the architecture of the aforementioned microprocessors:

=

/O Multiplexing (SW Controlled) )

Interfaces
(SPL I2C, USB3, UART, CIF, LCD, ETH, SDIO, etc.)

MIPI
(x12Lanes)

SIPP HW Accelerators i:t
(Debayering, Denoising, Sharpening, Feature Detection, etc.) [> LEON 0S L1 Cache | 12 Cache

ﬁ (64KB) (256 KB)

CMX Memoary LEON RT L1 Cache | L2 Cache
(2MB) q_rb (8KB) (32KB)
VLIW SHAVE Processors L1 Cache 12 Shared Cache ﬁ;b DDR Memory
(x12) (3KB per core) (256 KB) (512MB)

s 12

Figure 4.1: Myriad 2[1]

As can be seen from the above figure Myriad 2 has two 32 bit LEON4 general purpose RISC
SPARCvS8 processors of (LEON OS, LEON RT) architecture. The LEON OS supports a Real
Time Operating System called RTEMS while the LEON RT is responsible for peripheral manage-
ment. Responsible for the high throughput of the system are the Streaming Hybrid Architecture
Vector Engines (SHAVESs) architecture kernels 128 bit, VLIW and SIMD. The orchestration of the
operation of the SHAVEs is performed by the aforementioned general purpose processors. Finally,
Myriad 2 has a set of hardware filters called Streaming Image Processing Pipeline (SIPP)

The memory organization of of Myriad 2 has both DDR and DRAM. In addition, special
mention should be made of the Connection Matrix Memory (CMX) which is used as NUMA

ScratchPad memory and contributes significantly to the high performance of the system. The
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transfer of data from DDR to CMX, and vice versa, is done via a Direct Memory Access engine.
In addition, LEON OS as well as LEON RT have L1 cache for both data and instructions as well
as L2 cache. Finally, the SHAVESs each have a separate L1 cache and a shared L2 cache.

In this thesis, we used the SHAVESs co-processor and the CMX. Which, where used to speed
up our benchmarks. The benchmarks will be more thoroughly explained in the following section.

Benchmarks

In order to be able to quantify the performance of the proposed models we had to develop and
use programs that correspond to a realistic computational load for the platform Myriad 2. Since
this module is used in machine vision applications it makes sense that the benchmarks developed
correspond to computationally difficult operations on matrix elements. In these programs, we
measured their performance under normal operation and under stress conditions in order to be
able to measure the efficiency of both Fault-Tolerant policies and error-introduction techniques. A

more detailed presentation of the benchmarks used follows below.

2D Convolution

One of the most classic digital signal processing operations is convolution. The operation of con-
volution is defined between two signals of at least one dimension. In one-dimensional convolution,
the instantaneous values of signals that make overlap are summed and multiplied together. In ad-
dition, it should be noted that one of the two signals is inverted. The mathematical representation

of convolution for discrete signals is:

+oo
(f*9)(t) =D f(m)g(t =)

However, in addition to discrete signals, there are also continuous signals. In this case the convo-

lution is defined as:

+oo
(f*g)(t) = / F(r)g(t — r)dr

—0

This definition extends to more than one dimension. The main difference between convolution in
one and two dimensions is the fact that one of the two signals is inverted twice. The aforementioned
process is used extensively in various widely used machine vision pipelines such as edge detection
in an image. In the case of images two matrices are distinguished as the convolved signals are
defined as a large two-dimensional matrix and a smaller one. The smaller matrix is called the
kernel. The aforementioned properties of this operation make convolution a suitable benchmark to
measure the performance of policies designed and implemented for both fault tolerance and error

injection

2D Binning

Binning is a process in which the contents of pixel of adjacent regions are combined into a
super-pixel and is a common process to reduce image noise by increasing the signal-to-noise ratio
of the image. Usually, binning occurs in groups of four pixels to form a quad (range 222). However,
there are cases in which hexagons of pixels (range 4z4). The reason for using 44 regions is the fact
that they increase the signal-to-noise ratio fourfold but under-square the resolution. Finally, 2D
Binning is also done in 2x1 and 1z2 regions. However, this usage is not widespread in commercial

applications. The main reason for using Binning is the fact that it increases the signal-to-noise ratio
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which is one of the key metrics in image quality. In addition, there are two different categories of:

summation-binning and the average-binning. Which of the two, however, brings about the optimal

result depends very much on the application. With less noise the data can be subjected to higher

levels of amplification in the pre-processing process. Therefore, 2D Binning is a particularly useful

benchmark to quantify the performance of the thesis techniques.

Fault Injection

Theoretical background on metrics

The following metrics are used in all the error injection methods:

Error Rate: The percentage of errors in the final output of SHAVEs. This is compared with
a single core execution of the desired program which are called ” Golden Data”. Responsible
for this execution is LEON OS.

Mean Absolute Error: In statistics, mean absolute error (MAE) is a measure of errors be-
tween paired observations expressing the same phenomenon. Examples of Y versus X include
comparisons of predicted versus observed, subsequent time versus initial time, and one tech-
nique of measurement versus an alternative technique of measurement. MAE is calculated
as the sum of absolute errors divided by the sample size: MAE = (1)>°" | |y; — x4

n

Mean Relative Error: The approximation error in a data value is the discrepancy between
an exact value and some approximation to it. This error can be expressed as a relative error
(the absolute error divided by the data value).

Max Error: The highest error value.
Max Relative Error: The highest mean relative error value.

PSNR Error: Peak signal-to-noise ratio (PSNR) is an engineering term for the ratio between
the maximum possible power of a signal and the power of corrupting noise that affects the
fidelity of its representation. Because many signals have a very wide dynamic range, PSNR
is usually expressed as a logarithmic quantity using the decibel scale. PSNR is commonly

used to quantify reconstruction quality for images and video subject to lossy compression.

Fault injection design choices

The following design choices where taken with regard to error injection:

The results following were inserted in 3, 6, 9 and 12 SHAVEs. 12 SHAVESs were chosen in
order to simulate complete system breakdown.

We designed 4 fault injection methods.

The methods devised, inserted error in: Instruction memory of SHAVESs, Data transferred
to SHAVESs, Shared Variable with SHAVEs, SHAVEs harm their own data.
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Fault injection method: LEON OS corrupts memory contents of SHAVEs

This subsection presents the results of experimental measurements regarding the aliasing of the
memory contents of SHAVEs by LEON OS for both benchmarks:

2D Convolution

# of broken SHAVE 3 6 9 12

Error rate % 13.5 242 315 44
Mean absolute error 235.6 137.7 170 172
Mean relative error 15 15 15 15

Max error 255 255 255 255
Max relative error 254 254 254 254
PSNR error (db) 9 9 7 6

Table 4.1: LEON OS corrupts SHAVE instruction memory: Results of 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 8.5 12 16 24
Mean absolute error 33.6 15.2 26 18
Mean relative error 2 09 1.5 1
Max error 254 176 254 176
Max relative error 241 80 241 166
PSNR error (db) 35 42 34 37

Table 4.2: LEON OS corrupts SHAVE instruction memory: Results of 2D Binning

Analyzing the above tables we observe the following for both benchmarks:
e The error rate increases as the number of corrupted SHAVESs increases.

e In both convolution and binning the final error does not exceed 50%. This is due to the
number of memory-bytes being corrupted.

e All metrics except the average absolute error remain broadly constant in the case of convo-
lution while in binning it changes.

e The very high max error is due to the fact that during corruption several memory elements
are given a value of 255 instead of the original value of 0.

104



Fault injection method: LEON OS sends corrupted data to SHAVEs

This subsection presents the results of experimental measurements with reference to the aliasing
of the input data of SHAVEs by LEON OS for both benchmarks:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 25 50 741 99.3
Mean absolute error 8.6 8.6 8.6 7.9
Mean relative error 0.1 0.1 0.1 0.1
Max error 155 160 160 160

Max relative error 6 6 7 7
PSNR error (db) 33 31 29 28

Table 4.3: LEON OS sends corrupted data to SHAVEs: Results of 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 25 48 T4 97
Mean absolute error 8.7 8.7 8.7 8.7
Mean relative error 0.3 0.3 0.3 0.3
Max error 7272 72 72
Max relative error 7 7 7 7
PSNR error (db) 36 36 36 36

Table 4.4: LEON OS sends corrupted data to SHAVEs: Results of 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

e The error rate increases as the number of corrupted SHAVE increases.

e In both convolution and binning the final error marginally reaches 100%.

e All metrics remain broadly stable in both the convolution and binning case.

e The values of the different metrics depend on the error introduced. Therefore, their values
remain broadly constant as the error is the same for each SHAVE.
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Fault injection method: LEON OS corrupts variables shared with SHAVESs

In this subsection we present the results of experimental measurements regarding the corruption
of variables common between SHAVEs and LEON OS for the two metroprograms:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 24 500 727 97.8
Mean absolute error 9.5 10 9.5 10
Mean relative error 0.5 04 0.4 0.3
Max error 79 155 160 160
Max relative error 64 73 73 73
PSNR error (db) 32 28 27 25

Table 4.5: LEON OS corrupts variable shared with SHAVESs: Results for 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 23.5 482 734 99
Mean absolute error 14 14.8 145 14.6
Mean relative error 0.9 0.7 0.7 0.8
Max error 178 178 178 178
Max relative error 176 176 173 176
PSNR error (db) 34 31 29 28

Table 4.6: LEON OS corrupts variable shared with SHAVEs: Results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

e The error rate increases as the number of corrupted SHAVESs increases.

In both convolution and binning the final error marginally reaches 100%.

All metrics remain broadly stable in both the convolution and binning case.

The values of the different metrics depend on the error introduced. Therefore, their values
remain broadly constant as the error is the same for each SHAVE.
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Fault injection method: SHAVESs harm their own data

This subsection presents the results of experimental measurements in reference to the destruc-
tion of SHAVEs data by the SHAVEs themselves for both metroprograms:

2D Convolution

# of broken SHAVE 3 6 9 12
Error rate % 24 500 74.7 99.3
Mean absolute error 8 7.9 8 8
Mean relative error 0.1 0.1 0.1 0.1
Max error 121 155 160 160
Max relative error 7 7 7 77
PSNR error (db) 34 31 29 28

Table 4.7: SHAVEs corrupt their own data: Results of 2D Convolution

2D Binning

# of broken SHAVE 3 6 9 12
Error rate % 24 475 746 99
Mean absolute error 9.3 9.3 96 94
Mean relative error 0.2 0.2 0.2 0.2
Max error 165 165 165 165
Max relative error 12 8 14 14
PSNR error (db) 39 36 34 33

Table 4.8: SHAVEs corrupt their own data: Results of 2D Convolution

Analyzing the above tables we observe the following for both benchmarks:

e The error rate increases as the number of corrupted SHAVEs increases.

e In both convolution and binning the final error marginally reaches 100%.

e All metrics remain broadly stable in both the convolution and binning case.

e The values of the different metrics depend on the error introduced. Therefore, their values
remain broadly constant as the error is the same for each SHAVE.
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Fault Tolerance

In this subsection, we present the results of the experimental measurements for the error re-
covery policy in the case of an error in the code memory of the SHAVESs coprocessors for the two
metroprograms.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 81 ms 65 ms 65 ms
2. Hashing memory / SHAVE 4.5 ms 4.5 ms 4.5 ms 4.5 ms
3. Rescheduling run time 0.003 ms 0.004 ms 0.006 ms 0 ms

4. SHAVE rerun time 81 ms 81 ms 87 ms 114 ms
5. Total run time 216 ms 217 ms 206 ms 233 ms
8. Error percentage 0% 0% 0% 0%

Table 4.9: Leon OS corrects SHAVE instruction memory harm, results for 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 2 ms 2 ms 2 ms 2 ms
2. Hashing memory / SHAVE 3 ms 3 ms 3 ms 3 ms
3. Rescheduling run time 0.002 ms 0.002ms 0.003 ms 0 ms
4. SHAVE rerun time 2 ms 2 ms 8 ms 38 ms
5. Total run time 49 ms 49 ms 55 ms 85 ms

8. Error percentage 0.2% 0.4% 0.5% 0%

Table 4.10: Leon OS corrects SHAVE instruction memory harm, results for 2D Binning

In addition, the results are also shown below in graphical form in relation to both the initial
run-time and the initial error rate:

Analyzing the above tables we observe the following for both benchmarks:

e The initial data execution time of the SHAVESs is constant regardless of the SHAVES being
broken.

e Noticeable overhead in runtime is placed by the hashing of the data.

e The rerouting time is noticeably short and in the case where all SHAVEs are broken zero as
in this case all SHAVEs get reset.

e The final error remaining is very small.
Observing the above diagrams we come to the following observations:
e The error rate is very small compared to the original error introduced.
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Figure 4.2: Leon OS corrects SHAVE instruction memory harm, results for 2D Convolution
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Figure 4.3: Leon OS corrects SHAVE instruction memory harm, results for 2D Binning

e In the case of run-time, we observe that the run-time increases as the total number of SHAVESs
that are broken increases. This makes sense as the more they increase the more SHAVESs
need to re-execute their workload.

e The time overhead placed by the time taken by data hashing is noticeable.

e The execution time in the case of two-dimensional convolution after applying the error correc-
tion policy is about 3 times the original execution time. Which is reasonable since correctness

checks are required but also to rerun the data twice.

e The runtime in the case of 2D binning is around 25 times longer than the original. This

increase is due to the fact that 2D binning is considerably faster than convolution.
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Fault tolerant policy: LEON OS corrects error in data transferred to SHAVEs

In this subsection, we present the results of the experimental measurements for the error recov-
ery policy on the data transferred by LEONOS to the SHAVE co-processors for the two benchmarks.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 81 ms 81 ms 81 ms
2. Hashing data / SHAVE 7.4 ms 7.4 ms 7.4 ms 7.4 ms
3. Rescheduling run time  0.002 ms 0.003 ms 0.004 ms 0 ms

4. SHAVE rerun time 81 ms 86 ms 87 ms 81 ms
5. Total run time 252 ms 257 ms 258 ms 252 ms
8. Error percentage 0% 0.2% 0.2% 0%

Table 4.11: LEON OS corrects corrupted data transferred, results for 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 2 ms 2 ms 2 ms 2 ms

2. Hashing data / SHAVE 3.4 ms 3.4 ms 34ms 3.4 ms
3. Rescheduling run time  0.002 ms 0.002 ms 0.003 ms 0 ms

4. SHAVE rerun time 8.3 ms 15.9 ms 7.7 ms 2 ms
5. Total run time 52 ms 59 ms 50 ms 44 ms
8. Error percentage 1.5% 2.6% 0.4% 0%

Table 4.12: LEON OS corrects corrupted data transferred, results for 2D Binning

In addition, the results are also shown below in graphical form in relation to both the initial
run-time and the initial error rate:

Analyzing the above tables we observe the following for both benchmarks:

e The initial data execution time of the SHAVESs is constant regardless of the SHAVEs being
broken.

Noticeable overhead in run-time is placed by the hashing of the data.

The rescheduling time is noticeably short and in the case where all SHAVEs are broken zero
as in this case all SHAVEs get reset.

The final error remaining is very small.
Observing the above diagrams we come to the following observations:
e The error rate is very small compared to the original error introduced.

e In the case of run-time, we observe that the run-time increases as the total number of SHAVE
that are broken breaks down. This makes sense as the more they increase the more SHAVEs

need to re-execute their workload.

e The time overhead placed by the time taken by data hashing is noticeable.
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Figure 4.4: LEON OS corrects corrupted data transferred, comparative results for 2D Convolution
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Figure 4.5: LEON OS corrects corrupted data transferred, comparative results for 2D Binning

e The execution time in the case of two-dimensional convolution after applying the error correc-
tion policy is about 3 times the original execution time. Which is reasonable since correctness
checks are required but also to rerun the data twice.

e The run-time in the case of 2D binning is around 25 times longer than the original. This
increase is due to the fact that 2D binning is considerably faster than convolution.

e Increase in rerun time as the number of SHAVEs that are broken changes is due to the fact
that the more co-processors that are broken the more their workload is executed in a stream.
That is, if 9 SHAVEs are broken then the functional SHAVEs available to execute their
workload is 3. Therefore, the data of the broken ones should be executed in threes. Finally,
because of this wait, additional delay is introduced.
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Fault tolerant policy: LEON OS corrects error introduced in variables shared with
SHAVEs

In this subsection, we present the results of the experimental measurements for the error re-
covery policy in variable joint between the LEONOS and SHAVE co-processors for the two metro-
programs.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 93 ms 92 ms 89 ms 87 ms
2. Rescheduling run time  0.002 ms 0.003 ms 0.004 ms 0 ms

3. SHAVE rerun time 93 ms 90 ms 109 ms 95 ms
4. Total run time 186 ms 182 ms 199 ms 183 ms
5. Error percentage 0% 1% 0% 0%

Table 4.13: Leon OS corrects variables shared with SHAVEs, results for 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 31 ms 33 ms 24 ms 21 ms
2. Rescheduling run time  0.001 ms 0.001 ms 0.003 ms 0 ms

3. SHAVE rerun time 27 ms 22 ms 62 ms 32 ms
4. Total run time 58 ms 55 ms 89 ms 53 ms
5. Error percentage 0% 0% 0% 0%

Table 4.14: Leon OS corrects variables shared with SHAVES, results for 2D Binning

In addition, the results are also shown below in graphical form in relation to both the initial
runtime and the initial error rate:
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Figure 4.6: Leon OS corrects variables shared with SHAVESs, comparative results for 2D Convolution
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Figure 4.7: Leon OS corrects variables shared with SHAVESs, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

e The initial execution time of the data from the SHAVESs is steadily decreasing depending on
the SHAVESs that are broken.

e Now the hashing of the data is parallelized and thus does not take as long as the previous
cases.

e The rerouting time is noticeably short and in the case where all SHAVEs are broken is zero
as in this case all SHAVEs get reset.

e The final error remaining is marginally 0.
Observing the above diagrams we come to the following observations:
e The error rate is minimal compared to the original error introduced.

e In the case of run-time, we observe that the run-time increases as the total number of SHAVESs
that are broken breaks down. This makes sense as the more they increase the more SHAVESs

need to re-execute their workload.
e The time overhead placed by the time taken by data hashing is noticeable.

e The execution time in the case of two-dimensional convolution after applying the error cor-
rection policy is about 2.5 times the original execution time. Which is reasonable since
correctness checks are required but also to rerun the data twice. The run-time in the case of
2D binning is around 25-30 times longer than the original. This increase is due to the fact

that 2D binning is considerably faster than convolution.

e Increase in rerun time as the number of SHAVEs that are broken changes is due to the
fact that the more co-processors that are broken the more their workload is executed in a
stream. That is, if 9 SHAVEs are broken then the functional SHAVESs available to execute
their workload is 3. Therefore, the data of the broken ones should be executed in threes.
Finally, because of this wait, additional delay is introduced. An exception, is the case when
all SHAVEs are broken as in this case all SHAVEs need to be restarted.
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Fault tolerant policy: SHAVESs correct the variables shared with LEON OS

In this subsection, we present the results of experimental measurements on the error recovery
policy on variable joint between the LEONOS and SHAVE co-processors for the two benchmarks.
In this particular case, SHAVEs this corrects the error and does not notify the LEON OS.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 95 ms 91 ms 93 ms 88 ms
2. Error percentage 0% 1% 0% 0%

Table 4.15: SHAVESs correct variables shared with LEON OS, results for 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 31 ms 33 ms 24 ms 21 ms
2. Error percentage 0% 0% 0% 0%

Table 4.16: SHAVEs correct variables shared with LEON OS, results for 2D Binning

In addition, the results are also shown below in graphical form in relation to both the initial
run-time and the initial error rate:
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Figure 4.8: SHAVESs correct variables shared with LEON OS, comparative results for 2D Confolution
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Figure 4.9: SHAVESs correct variables shared with LEON OS, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

The initial execution time of the data from the SHAVEs is steadily decreasing depending on
the SHAVESs that are broken.

Now the hashing of the data is parallelized and thus does not take as long as the previous

cases.

The rescheduling time is now non-existent as thesSHAVEs are aware of their error and correct
it themselves using a backup frame they have.

The runtime so far is the shortest observed as no re-run is required.

The final error that remains is marginally 0

Observing the above diagrams we come to the following observations:

The error rate is minimal compared to the original error introduced.

The time overhead placed by the time taken by data hashing is noticeable but smaller than

the original parallelism ratio.

The execution time in the case of two-dimensional convolution after applying the error correc-
tion policy is about 1.2 times the original execution time. This makes sense since correctness
checks are required and no longer every SHAVESs needs to run its workload twice.

The runtime in the case of 2D binning is around 15 times longer than the original. This
increase is due to the fact that 2D binning is much faster than convolution and the overhead

placed due to data hashing is much longer than the runtime of the benchmark itself.
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Fault tolerant policy: LEON OS correct error introduced by SHAVEs themselves

In this subsection, we present the results of experimental measurements for the self-inflicted
error recovery policy. In the present case, LEON OS is responsible for correcting the error after
being informed of its existence by the problematic co-processors. Below are the results for both
benchmarks.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 111 ms 116 ms 128 ms 134 ms
2. Rescheduling run time  0.002 ms 0.002 ms 0.004 ms 0 ms

3. SHAVE rerun time 102 ms 99 ms 131 ms 109 ms
4. Total run time 213 ms 215 ms 259 ms 243 ms
5. Error percentage 0% 1% 0% 0%

Table 4.17: LEON OS corrects data destroyed by SHAVESs, results for 2D Convolution

2D Binning

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 81 ms 98 ms 126 ms 142 ms
2. Rescheduling run time  0.001 ms 0.002 ms 0.003 ms 0 ms

3. SHAVE rerun time 52 ms 47 ms 122 ms 62 ms
4. Total run time 134 ms 146 ms 249 ms 204 ms
5. Error percentage 0% 1% 0% 0%

Table 4.18: LEON OS corrects data destroyed by SHAVESs, results for 2D Binning
In addition, the results are also shown below in graphical form in relation to both the initial
runtime and the initial error rate:
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Figure 4.10: LEON OS corrects data destroyed by SHAVEs, comparative results for 2D Convolution
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gure 4.11: LEON OS corrects data destroyed by SHAVESs, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

The initial execution time of the data from the SHAVES is steadily increasing depending on

the SHAVEs that are broken. This is due to the error insertion process.

Now the hashing of the data is parallelized and thus does not take as long as the previous

cases.

The rerouting time is noticeably short and in the case where all SHAVEs are corrupted zero,
as in this case all SHAVESs become resets.

The final error remaining is marginally 0.

Observing the above diagrams we come to the following observations:

The error rate is minimal compared to the original error introduced.

In the case of run-time, we observe that the run-time increases as the total number of SHAVESs
that are broken breaks down. This makes sense as the more they increase the more SHAVESs

need to re-execute their workload.
The time overhead placed by the time taken by data hashing is noticeable.

The execution time in the case of two-dimensional convolution after applying the error cor-
rection policy is about 2.5 times the original execution time. Which is reasonable since
correctness checks are required but also to rerun the data twice. execution time in the case
of 2D binning is more than 30 times longer than the original. This increase is due to the fact
that 2D binning is considerably faster than convolution.

Increase in rerun time as the number of SHAVEs that are broken changes is due to the
fact that the more co-processors that are broken the more their workload is executed in a
stream. That is, if 9 SHAVEs are broken then the functional SHAVEs available to execute
their workload is 3. Therefore, the data of the broken ones should be executed in threes.
Finally, because of this wait, additional delay is introduced. An exception, is the case when
all SHAVEs are broken as in this case all SHAVEs need to be restarted.
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Fault tolerant policy: SHAVESs correct the error they introduced on their own.

In this subsection, we present the results of experimental measurements of the error recovery
policy induced by SHAVES on their own data for the two metroprograms. In this particular case,
SHAVES this corrects the error and does not notify the LEON OS.

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 99 ms 110 ms 126 ms 136 ms
2. Error percentage 0% 1% 0% 0%

Table 4.19: SHAVESs correct data destroyed by SHAVEs, results for 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 52 ms 62 ms 76 ms 85 ms
2. Error percentage 0% 0% 0% 0%

Table 4.20: SHAVESs correct data destroyed by SHAVESs, results for 2D Binning

In addition, the results are also shown below in graphical form in relation to both the initial

run-time and the initial error rate:
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Figure 4.12: SHAVESs correct data destroyed by SHAVES, comparative results for 2D Convolution
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Figure 4.13: SHAVESs correct data destroyed by SHAVESs, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:

The initial execution time of the data from the SHAVEs is steadily increasing depending on
the SHAVEs that are broken. This increase is due to the introduction of the error.

Now the hashing of the data is parallelized and thus does not take as much time as the

previous cases.

The rerouting time is now non-existent as the SHAVEs are aware of their error and correct
it themselves using a backup frame they have.

The run-time so far is the second shortest observed as no re-run is required.

The final error that remains is marginally 0%.

Observing the above diagrams we come to the following observations:

The error rate is minimal compared to the original error introduced.

The time overhead placed by the time taken by data hashing is noticeable but less than the

original parallelism ratio.

The execution time in the case of two-dimensional convolution after applying the error correc-
tion policy is about 1.5 times the original execution time. This makes sense since correctness

checks are required and no longer every SHAVE needs to run its workload twice.

The run-time in the case of 2D binning is more than 30 times longer than the original. This
increase is due to the fact that 2D binning is much faster than convolution, and the overhead
placed reason data hashing is much longer than the run-time of the benchmark itself. In

addition, there is a time overhead for introducing the error leading to increased run-time.
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Fault tolerant policy: 3 Voting System, LEON OS corrects error in SHAVEs

In this subsection, we present the results of experimental measurements for the policy of re-
covering from erroneous data transfer from LEON OS to SHAVESs for both benchmarks. In this
particular case the system used for the annealing is a three-voter system.

Below are the relevant tables of results:

2D Convolution

# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 3908 ms 3765 ms 3559 ms 3518 ms
2. Error percentage 13% 48% 74% 99%

Table 4.21: 3 Voting system, results for 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9 12
1. Initial SHAVE run time 15 ms 14 ms 14 ms 14 ms
2. Error percentage 11% 48% 69% 99%

Table 4.22: 3 Voting system, results for 2D Binning

In addition, the results in relation to both the initial run-time and the initial error rate are
shown below:
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Figure 4.14: 3 Voting system, comparative results for 2D Convolution
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Figure 4.15: 3 Voting system, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:
e The execution time is relatively constant.
e No more hashing is performed.

e The rerouting time is now non-existent as there is no re-execution of workload. In this case,

redundancy is simply introduced in order to compare and recalculate results.

e The noticeable increase in time is due to the fact that we have not enabled DMA for data
transfer to and from CMX.

e The final error is noticeable.

e The error is due to the fact that if more than half of the SHAVESs are corrupted then at least
half of the ballots will return incorrect results.

Observing the above charts we come to the following observations:
e The error rate is comparable to the original error introduced.
e The time overhead is due to resource under-utilization.

e The run-time in the case of 2D convolution and 2D binning after applying the error correction
policy is about 4 times the original run-time. Which is reasonable since SHAVEs execute the

same load in groups of three.

e In the case of 2D binning the new execution time is better than the time of the methods that
required data hashing as the time required for data hashing was significantly longer than
the execution time of the benchmark under-utilizing the available resources. In contrast, in
the case of convolution where the time of data hashing is comparable the execution time is

significantly worse than the previous methods.
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Fault tolerant policy: 5 Voting System

In this subsection, we present the results of experimental measurements for the policy of recov-
ering from erroneous data transfer from LEON OS to SHAVEs for both metroprograms. In this
particular case, the system used for the recovery is a five-voter system.

Below are the relevant tables of results:

2D Convolution

# of Broken SHAVES 3 6 9
1. Initial SHAVE run time 6257 ms 6185 ms 6130 ms
2. Error percentage 9% 7% 99%

Table 4.23: 5 Voting system, results of 2D Convolution

2D Binning
# of Broken SHAVES 3 6 9
1. Initial SHAVE run time 28 ms 28 ms 28 ms
2. Error percentage 10% 54% 88%

Table 4.24: 5 Voting system, results of 2D Binning

In addition, the results in relation to both the initial run-time and the initial error rate are
shown below:
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Figure 4.16: 5 Voting system, comparative results for 2D Convolution
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Figure 4.17: 5 Voting system, comparative results for 2D Binning

Analyzing the above tables we observe the following for both benchmarks:
e The execution time is relatively constant.
e No more hashing is performed.

e The rerouting time is now non-existent as there is no re-execution of workload. In this case,

redundancy is simply introduced in order to compare and recalculate results.

e The noticeable increase in time is due to the fact that we have not enabled DMA for data
transfer to and from CMX.

e The final error is noticeable.

e The error is due to the fact that if more than half of the SHAVESs are corrupted then at least

half of the ballots will return incorrect results.
e Two SHAVESs are not used at all.
Observing the above diagrams, we come to the following observations:
e The error rate is comparable to the original error introduced.
e The time overhead is due to under-utilization of SHAVEs.

e The run-time in the case of 2D convolution and 2D binning after applying the error correction
policy is about 8 times the original run-time. Which makes sense since SHAVEs in groups

of 5 execute the same load.

e In the case of 2D binning the new execution time is better than the time of the methods that
required data hashing as the time required for data hashing was significantly longer than
the execution time of the benchmark under-utilizing the available resources. In contrast, in
the case of convolution where the time of data hashing is comparable the execution time is

significantly worse than the previous methods.
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Chapter 5

Conclusion and Future Work

Conclusion

In this thesis, we proposed multiple techniques to increase system reliability in case of failure
on the Intel Movidius Myriad 2 V.P.U. These solutions, in their core introduced redundancy to
ensure the correctness of the system output. These methods where then tested by using the error
injection methods we also created. Lastly, we used two programs that are commonly encountered
in computer vision pipelines to evaluate the performance of the proposed policies. These programs
are 2D convolution which is used in computer vision to apply multiple classical filters and 2D

binning which is a method for image sub-sampling

Observing our results, we can easily observe that the time overhead introduced by the plethora
of checks needed to assert whether there is error is corrected is significant. However, the final
output in most cases does not include any significant error rate after the policy has been applied.
Furthermore, the time overhead introduce in the case of the 2D convolution is not that significant
since the time overhead introduced by the error checking methods is of equal magnitude to the
original run time. However, in the case of 2D image binning the time overhead introduce by error
checking and rerunning is immense since this is a relatively fast benchmark, in one case a police
resulted in a run time 50 times larger than the original one. Apart from the methods that use cyclic
redundancy checks to asses whether there is error in the system we also developed some voting
systems which group the SHAVES and forward the result that has been voting by the majority of
the group. These policies, in the case of 2D binning despite the resource under utilization result
in a final run time 4 to 8 times the original one which is acceptable. However, when it comes to
the two dimensional convolution the final time overhead is significant especially when compared to
the previous methods reaching in the case of the 5 voting system a run time 8 times the original
one. Furthermore, due to their nature voting systems do not assert 0% error rate once they are
applied. Therefore, if more than half the SHAVEs are broken the final output can have up to 99%

of error.

Concluding, based on the observations we made from our experiments there is no ”best” method
and how appropriate a method is heavily depends on the quality of service we want our system
to provide. Therefore, if we can accept a time overhead we can use the methods that use C.R.C
to evaluate the correctness of the system. However, if we cannot support such a high run-time we

could opt for a voting system to correct a subset off errors and not all of them.
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Future Work

As this thesis reaches it’s end the author has to propose the following future work:

e In this thesis all the fault tolerant policies do not run on run-time. Therefore, there is still
potential to expand the methodologies proposed by this thesis in a complete fault tolerant

framework that will allow the developer to quickly deploy them in real life scenarios.

e In the case of voting systems there is a sever resource under utilization in order to avoid
cases where no consensus can be reached. Therefore, in these scenarios there is future work
that could propose different ways to use the underutilized SHAVEs (e.g. the 2 co processors

left unused in the case of the 5 voting system).

e In this thesis a simple C.R.C function was used. However, there might be other C.R.C

functions that could reduce the overhead introduced by the cyclic redundancy checks.

e Some fault tolerant policies that are commonly found in bibliography have not been explored

in this thesis. Some of them are, watchdog timers, lockstep system implementation e.t.c.

e In the case of voting systems we manually check the contents returned from each SHAVE to
evaluate whether two SHAVESs have returned the same output. However, there is still room
for improvement like using heuristic functions to deduce up to what point it is mandatory to

check with a good probability of having a proper output.

e There are some subsystems that could be used to introduce extra reliability such as using
LEON RT as a backup to LEON OS in case of system failure. Furthermore, we could use
LEON OS not only as the orchestrator of the entire process but also as part of the fault

tolerant policy introducing more safety mechanisms.

e Create an error injection tool that will be used to test developed software in Myriad 2.
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