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Extended Abstract

The present era is the era of information and direct communication in any part of the world.
Government documents, transactions, and our communication are all digital, and the huge
volume of data is stored very easily and cheaply and is available to anyone for processing.
The significant development of the internet and technology has led us to a digital age; now,
the world is moving into a digital reality, which poses many risks to protecting our privacy.
How can we protect our privacy? The EU, since May 2018, has established a mechanism
for the protection of personal data in each member country, the Data Protection Privacy
Regulation, also known as the GDPR, to avoid unconsented sharing of personal informa-
tion. Nevertheless, is a strict mechanism sufficient to protect sensitive information? Clearly
not, because any malicious combination of free data from various sources can target an in-
dividual, while hackers can violate the security systems of companies and institutions and
steal huge volumes of personal data.

In addition, the growth of technology and, more specifically, the progress of artificial intel-
ligence and machine learning is inextricably linked to big data and its processing. However,
now researchers and scientists must also consider the data protection from various mali-
cious people who try to process it for their purposes. So, what is the solution to protect
privacy?

The answer is data anonymization. Anonymization of personal data is the process of en-
crypting or removing personally identifiable data from data sets so that the person can no
longer be identified directly or indirectly. So, data anonymization is not limited to simply
removing the identification of an individual, such as name or surname, but it is focused on
"hiding” secondary information such as age, zip code, gender, etc. The data may include
pieces of information that are not themselves unique identifiers but can become identify-
ing when combined with other datasets. These pieces are known as quasi-identifiers. For
example, around 87 percent of the US population can be uniquely identified with just their
5-digit zip code, gender, and date of birth taken together. Even in cases where only a small
fraction of individuals are uniquely identifiable, it can still lead to a severe privacy breach
for the individuals affected. It is never possible to know the full set of what additional in-
formation is out there and, therefore, what could be identifying.

Data anonymization reduces the risk of unintended disclosure when sharing data between
countries, industries, and even departments within the same company. It also reduces the
chances of identity theft occurring. Anonymization of data is performed in various ways,
including deletion, encryption, generalization, and others. A company can either delete per-
sonally identifiable information (PII) from its gathered data or encrypt this information with
a strong passphrase. They can also decide to generalize the information collected in their
database.

Various data protection models have been developed, such as k-anonymity, I-diversity, D-
volatility, differential privacy, etc., which anonymize the data while limiting the information
loss. The anonymization procedure must take into account the utility of the anonymized
data. It is important for a dataset not to lose its utility after the anonymization completely



in order for the statisticians and analysts to be able to draw safe conclusions about the
data. For example, a table contains the exact gross income earned by five CEOs in the retail
sector. Let's assume the recorded incomes are $520,000, $230,000, $109,000, $875,000,
and $124,000. This information can be generalized into categories like "< $500,000” and
> $500,000”. The generalization categories are given through a hierarchy, a structured
grouping of entities that share common attributes. It is a powerful and widely used method
for representing common characteristics among entities while preserving their differences.
Although the data is obfuscated, it will still be useful to the user. Decoding anonymized
datais possible through a process known as De-anonymization (or "re-identification”). Since
anonymized data can be decoded and unraveled, critics believe anonymization provides a
false sense of security. For instance, different attack methods re-identify a k-anonymous
table because k-anonymity does not provide adequate protection against attribute expo-
sure. However, k—anonymity is a common and most popular model that preserves privacy.
For K-anonymity to be achieved in a dataset, there need to be at least k-records that share
the set of attributes that might reveal the entity’s identity whose properties are repre-
sented in the dataset. Nevertheless, 1-diversity came to solve the problems that arose from
k—anonymity. The main purpose is that there should be diversity in sensitive data values
greater than or equal to | for each subgroup created by k-anonymity. However, 1— diversity
also has limitations and issues that t-closeness helps resolve. Many other anonymization
techniques will be analyzed in this thesis, and they try to figure out other problems; how-
ever, they are outdated.

On the other hand, there is a relatively new and promising technique that sharply reduces
information loss and preserves intelligence privacy. Differential privacy is a mathematical
definition of what it means to have privacy and addresses the paradox of learning noth-
ing about an individual while learning useful information about a population. Nonetheless,
there are limitations to the anonymization of big data. The huge volume and complexity
characterize big data, and it is very demanding to handle them in the main memory of a
traditional operating system. Modern computing systems provide the speed, power, and
flexibility needed to access massive amounts and types of big data quickly. Along with reli-
able access, companies also need methods for integrating the data, building data pipelines,
ensuring data quality, providing data governance and storage, and preparing the data for
analysis. Traditional data tools are not equipped to handle this kind of complexity and vol-
ume, which has led to a slew of specialized big data software and architecture solutions
designed to manage the load. The diversity of big data makes it inherently complex, result-
ing in the need for systems capable of processing its various structural and semantic dif-
ferences. So, most handling and processing operations take place on the hard disk, where
specialized databases can store the data in a way that does not require strict adherence to
a particular model. Big data is used in nearly every industry to identify patterns and trends,
answer questions, gain insights into customers, and tackle complex problems. Companies
and organizations use the information for many reasons like growing their businesses, un-
derstanding customer decisions, enhancing research, making forecasts, and targeting key
audiences for advertising, so big data anonymization must prevent privacy leakages.

In the current thesis, we focused on big data anonymization, implementing an algorithm
that holds the main volume of data into the hard disk and in the main memory handles basic
information about them. Following a one-time clustering approach in order to be executed



in regular terms of time, the records are deposited into clusters using a similarity-distance
metric. After that, the clusters which contain similar-identical are anonymized through the
hierarchies and k-anonymity privacy model. This is a demanding algorithm, and except for
execution time and information loss, we have to handle clusters’ splitting, "small” (size less
than k) clusters, fast iteration through thousands of clusters, etc. The disk-based clustering
algorithm is developed in the context of the Amnesia Anonymization Tool, which provides
many anonymization techniques via a user-friendly graphical user interface. Finally, the
algorithm’s evaluation took place in Amnesia Anonymization Tool using the information
loss metrics NCP and Total.



Ektetapevn EAANVIKN Mepidnyn

H onpepivn emtoxn eivat n emtoxn g TANPo@opiag Kat tng APEONG ETTIKOVWVIAG O€ OTTOL00-
NTTOTE LEPOG TOU KOOMOU. Ta KpATIKA £Yypapa, Ol CUVAAAAYEG KAl 1] ETTIKOWVWViIA pag sivatl
OAa YneLakd Kal 0 TEPACTLIOS OYKOG SESOUEVWY armoBnKeVETAL TTOAU EUKOAA Kal (pONVA Kat
elval SlaO£o1uog og onolovdnote yla enegepyacia. H onuavtikn avamtuén tou Stadiktuou
Kal TNG TEXVOAOYIAG HaG EXEL 0ONYNOEL O€ pLa Pn@LakY) ertoxn. Twpa, 0 KOGUOG KLVElTal o€
ML PN eLakn) mpayuatikotnTa, N ormoia eyKUoVEL ToAAoUG KivOUVOoUG yla TNV npoctacia
TOU amoppPNTou Kag. Mwg WmopouuEe va mpooTateUGOULE TO anoppnto pag; H EE, amo tov
Mdaio tou 2018, £xel SNUOUPYNOEL EVAV UNXAVIOUO YIa TNV TTPOOTACIA TWV TTPOCWITIKWY
dedopévwy og KABe xwpa-uélog, Tov Kavoviouod lMpootaoiag MNMpoowriikwyv Asdopévwy,
YVWoTo Kal wg GDPR, yla va amo@euxOei n KOvormoinomn mpocwrtikwy TTANPOQOPLWY XWPIG
ouvaiveon. QoTtoo0, EMAPKEL Evag auoTnPOg UNXAVIOMOG Yid TNV TPooTacia evaictntwy
TTANPOPOPLWY; ZaAPWG OXL, YLAT 0OTT0L00dYTTOTE KAKOBOUAOG GUVOUACOMOG dWPEeAV SedOE-
VWV arno SLAPOopEG MMYECG UITOPEL VA OTOXOTIOWOEL VA ATOMO, EVW Ol XAKEP WITOPOUV va
napafldoouV Ta CUCTAUATA ACPAAEIAG ETALPELWV KAl IOPUUATWY Kal va KAEPouvV
TEPAOTIOUG OYKOUG TIPOOWITLKWY SESOUEVWV.

ErtutAéov, n avarmrtuin g teEXVoAOYiag Kal Jl0 CUYKEKPLUEVA 1) TTPO0SOG TNG TEXVNTNG
VONUOGCUVNG KAl TNG MNXAVIKNG LABnong eival AppnKTa CUVOESEUEVT UE TA LEYAAQ
dedopéva kalt v enegepyacia toug. Qotdo0, TWPA Ol EPEVUVNTEG KAL OL ETTLIOTNLOVEG TTPETTEL
eniong va e€etaocouy TV mpootacia dedopevwy amd dlagopa KaKOBOUAA ATOMA TTOU
pooTta®ouV va Ta eMeEEPYATTOUV Yl TOUG OKOTIOUC TouG. Aoutdy, mtola eival n Auon yla
™V npootacia g WWTIKNG {WNC;

H amtavtnon sival n avwvuponoinon dedopevwy. H avwvuponoinon mpoowrtikwy
dedopévwy eival n dladlkaoia KpumtoypaenoNng 1 apaipeong SeSOUEVWY TIPOCWITIKNG
TAUTOTOINOoNG and cUVoAa SedOUEVWY, £TOL WOTE TO ATOUO VA UNV UITopel TTAEOV va
avayvwpLloTel apeoa 1) éppeoa. Etol, n avwvupornoinon dedopévwy dev meplopidetal otnv
QUTAY] KATAPYNOM TNE TAUTOTNTAG EVOG ATOUOU, OTTWS OVOLLA T ETTWVUO, AAAA ETIKEVTPW-
VETALOTNV "armokpudm” SEUTEPEVOUCWV ITANPOPOPLWV OTIWG NALKIA, TAXUSPOIKOC KWALKAG,
@UAO K.ATT. Ta dedopéva pmopel va repthapBavouv mAnpogopieg mou dev ivat anmo pova
TOUG MOVASIKA AVAYVWPLOTIKA, AAAA UITOPOUV VA GTOXOTTOLTOUV OTTOLOSY)TTOTE OTAV
ouvdudalovtal pe AAAa cUVoAa SeS0UEVWY. AUTA TA KOMUATIA €ival YVWOTA WC OLOVEL
avayvwplotika. Na napadetypa, mepirmmov 10 87 tolg €KatO TOU TTANOUopoU Twv HITA
Uropel va avayvwploTtel povadlkd Hovo JE Tov 5Pm@lo Taxudpoutko Kwdlka, To pUAO
Kal TNV NUEPOoUNVia yévvnong tou padl. AKOUN Kal O€ TIEPUTTWOELG OTTOU OVO €va ULKPO
TTOOOOTO ATOUWV €lval pLovadika avayvwpiolo, Umopei va odnynosl o coBapr) mapafiaon
TOU QITOPPNTOU Yla Ta atopa 1ou emmpedadovtal. Agv gival Toté duvato va YVwpi{ouue To
TIA)PEG GUVOAO TWV TIPOCHOETWYV TIANPOPOPLWY TTOU UTTIAPXOUV €KEL €W Kal, EMOUEVWG, TL
Ba prtopouoe va gival TAUTOMOWOLO;

H avwvuponoinon de8ouEvwy HELWVEL TOV KiVOUVO aKoUoLag amoKAAUNG KATA TNV KON
XPNOM SESOUEVWV HETAEY XWPWYV, BLOUNXAVIWY, AKOUN KAl TUNUATWY NG idlag etalpeiag.
Melwvel emiong TIg mBavoTeg KAOTNG TauTtoTas. H avwvupornoinon dsdopévwy
TIPAYUATOTTOLEITAL UE SLAPOPOUS TPOTIOUS, CUUTTEPIAABAVOUEVNG TNG dlaypaPng, TNG



KPUTTTOYPAPNONG, TNG YEVIKEVLONG Kal AAAWYV. MLa eTalpeia prtopei eite va diaypael mpoow-
TUKA aVayVWPIoIUES TTANPOPOPIEC arto Ta SeSOUEVA TTOU £XEL CUANEEEL Y] VA KPUTTTOYP AP OEL
QUTEG TIG TTANPOPOPIES UE L LOXUPT) ppaom TTpoafaong. Mmopouyv emtiong va ano@acicouv
Va YEVIKEUOOUV TIG TIANPOQOpPIeg Tou cUAAEYovTal oTtn Bdon dedopévwy TouG.

‘Exouv avamntuxBei diagopa poviela npootaciag dedopevwy, Omwe n k-avwvupia,
l-TtOIKILOAOOPPia, SLAPOPIKN OLWTIKOTNTA K.ATT., TA OTTOI0 aVWVURLOTIOOUV Ta dedopeva
evw Teplopilouv TNV anwAela nAnpogoplwy. H dtadikacia avwvupornoinong npeneL va
AauBavel umoyn T XPNOLOTNTA TWV AVWVUHOTIOMUEVWY dedopévwy. Eival onuavtiko
€va OUVOAO ESOUEVWV VA UNV XACEL TN XPNOLOTNTA TOU ETA TNV TTATPN AVWVUOTTOiNo,
TIPOKELUEVOU Ol OTATIOTIKOAOYOL KAL Ol AVAAUTEG VA UITOPOUV VA BYAAOUV AGPAAY] CUUTIEPA-
OMATA OXETIKA e Ta dedopéva. Na mapadetypa, Evag rivakag meEPLEXEL TO aKPLBEG akabapt-
oT1o €l00dnua mou kepdidouv mevie dleuBUVOVTEG CUUPBOUAOL OTOV TOUEA TOU ALAVIKOU
gprtopiou. A¢ UTIOBE00UE OTL Ta KATAYEYPAUHEVA elcodnpata eivat $520.000, $230.000,
$109.000, $875.000 kat $124.000. AuTEG OL TTANPOYOPIEG WITOPOUV VA YEVIKEUBOUV O€
Katnyopieg 6nwe "< $500.000” kat "= $500.000”. Ot katnyopleg Yevikevong divovtal péow
HLaG lepapxiag, Kag SoUNUEVNG OadorToinong OVIOTHTWY JToU polpaldovTal KOova XapaKtn-
pLoTika. Elval pia .oxupn) Kat EUPEWG XPNOLULOTTOLOUEVT HEBOSOG Yia TNV avanapactaon
KOWVWV XOPAKTNPLOTIKWY HETAEY TWV OVTOTATWY dlatnpwvTag TIG dlagopEg Tous. Av Kal
Ta dedopéva sival acapn, Ba eEakoloubouv va sival xpropua otov Xpnotn. H amokwdik-
omoiNoT AVWVUMOTTIONUEVWY Sedopévwy eival duvatn Héow Hag dladlkaoiag yvwotg
w¢ Aro-avwvuporoinon (De-anonymization vy "re-identification”). AeSopévou otL Ta avwv-
upa SedouEva UIToPOoUV va ArmoKwdLKOTToINBoUV Kal va artokaAu@Bouy, oL ETIKPLTEG TILOT-
€VOUV OTL N AVWVUHOToinoNn mapexel pa Peudn aiodbnon acepdalelag. Na napadetyua,
SlapopeTIkEG HEBOSOL emiBeong emavarnpoadlopidouy Evay k-avwvupo Ttivaka ertetdn n k-
avwVUNLa Sev MapEXEL EMAPKN TTPooTAcia EvavTl TNG €KBeoNG XapaKPLoTIKWY. Qotdo0,
N k—avwvupia givat €éva rtoAl SnNOPINEG LLOVTEAO TToU dlatnpei To anmoppnto. Na va erite-
UXOel n k-avwvupia og €éva cUVOAO SESOUEVWY, TIPETTEL VA UTTAPXOUV TOUAAXLOTOV k-
EYYPAPES TTIOU va potlpalovTal To CUVOAO TwV XAPAKINPLOTIKWY TTou Ba prmopoloayv va
QITOKAAUPOUV TNV TAUTOTNTA TNG OVTOTNTAG TNG Ortoiag oL IBLOTNTEG AVTUTPOOWITEUOVTAL
010 OoUVOAO dedopevwy. MNapoia autd, n l-mokiAopopia npbe va AUaeL Ta mpofAnuaTa
TIou TipogkuPav aro TV k—avwvupia. O KUPLOG OKOTTIOG elval va UTTAPXEL TTOLKIAOLOPPia
OTIG TIMEG evaloBnTwy dedopevwy peyalUTepn N ion Ue | yia kdBe umoopada rtou dnuou-
pyeital arnd k-avwvupuia. Qotoco, n l-mokiAopop@ia xEL €TioNg TEPLOPLOUOUG Kat {NTN-
pata mou N t-eyyuntnta Bonba otnv erntihuon. NMoAAEG AAEG TEXVIKEG AVWVUMOTTOINoNG
Ba avaAuBbouv og autn TN SUTAWMATIKY Epyacia Kat mpoomadouv va avakalupouv ala
POBAUATA, WOTOCO Ta TtEplocOTEPA Eival EEmepacéva.

ATIO TNV AAAN TTAEUPA, UTTAPXEL LA OXETLKA VEA KAL TTOAAAQ UTTOGXOMEVT TEXVIKT TTOU LELWVEL
QTOTOMA TNV QITWAELA TTANPOPOPLWVY Kal dlatnpel To artdoppnTo TWV TTANPOPOopPLwyY. To
SLapopPLKO amoppnTo eival Evag LaBNUATIKOG OPLOUOG TOU TLONUAIVEL VA EXELG LOLWTIKOTNTA
Kal avTILETWITI(EL TO TTapadogo va unv pabaivelg Timota yla €va Atopo evw Habaivelg
XPYOLES TTANPOYOPIES Yia Evav TANBUGUO. QOTOCO, UTTIAPXOUV MEPLOPLOOL GTNV AVWVULO-
mioinon Twv HeyaAwy dedopevwy. O TEpATTIOC OYKOG KAl 1) TTIOAUTTAOKOTNTA XapaKinpilouv
Ta HeEYala dedopeva Kat ivat TOAU amattnTikog 0 XELPLOUOG TOUG OTNV KUPLA LVIUN EVOG
TapadoolaKoU AEITOUPYLIKOU CUCTHATOG. Ta olyXpova UTTOAOYLOTIKA oUOoTUATA TTap-
€XOUV TNV TAXUTNTA, TNV LoXV Kal TNV €VEALEA TTOU ATTALTOUVTAL Yld YPT)YOPN TPOofaon o€



TEPAOTIOUG OYKOUG Kal TUTTIOUG EYAAWY dedopevwy. Madl pe tnv aflomot npoofaon, ot
eTalpeieg xpetadovral emiong LEOOSOUC yla TNV evoroinom Twv dedopevwy, Tn dnuoupyia
AYWYWV SES0UEVWY, TN SLATEPANLOT TNG TTOLOTNTAG TWV SeSOUEVWY, TNV TTAPOoXN Slaxeiplong
Kal artoBnkeuong 6eSOUEVWY Kal TNV TTPOETOLUATIa TwV dedopévwy yia avaiuon. Ta
napadoolakd epyaleia dedouévwy dev eival e€omAlopéva yia va xelpidovtal autol Tou
€160UG TNV TTOAUTTAOKOTNTA KaL TOV OYKO, YEYOVOG TTOU 0dY)YNOE O€ ULa OELpA EEELOIKEVUEVWV
AUOEWV AOYLOMLKOU EYAAWY SESOEVWYV KAl APXLTEKTOVIKNG OXESLATUEVWY YLa TN Slaxeiplon
TOU popTiou. H rmolkiNopop@ia TwV HEYAAWY SESOUEVWY TA KABLOTA £YYEVWG TTOAUTTAOKA,
HUE ATTOTEAEC A TNV AVAYKN Yla cuoTNMATA IKava va ene€epyaldovtal TiG SLapopeg SOUKES
KAl ONMACLIONOYLIKEG SLapopEC TouG. ETal, OLTIEPLOCOTEPEG AELTOUPYIES XELPLOMOU Kal ETTEEEPY Q-
olag mpaypatortolouvTal otov okANPO Sloko, O1ou ol eElOIKEVUEVESG BATEL SESOUEVWV
WITopoUuV va anmoBnkevoouv ta dedopéva Ye TPOTMO TTOU SEV anmalTel auaTnpY) Tpnon
EVOC OUYKEKPLUEVOU HOVTEAOU. Ta peyaAla dedouéva xpnolomnolouvTal oxedov o KaOe
KAGSO Yld TOV EVTOTIIOUO TIPOTUTIWYV KAl TACEWY, ANTAVINCELS O EPWTNOELG, AITOKTNOM
YVWOEWV YL TOUG TTEAATES KAl AVTIETWITLON CUVOETWYV TMTpofANuaTwy. Ol eTalpEieg Kat ot
OPYQVIOMOL XPNOLLOTIOOUVY TIG TTANPOPOPIES Yia TTOAAOUG AOYOUG, OTIWG 1 avarttuin Twv
ETIXELPNOEWY TOUG, 1] KATAVONOT TWV AITOPACEWY TWV TTEAATWY, N EvVioxuon Tng Epguvag,

N npaypatornoinon npoPAEPEWY Kal N 0TOXEVUOT BACIKWY €LOWV KOLVoU yla Slag@nuioELg,
ETMOUEVWE 1] AVWVUHOTTONOT LEYAAWY SESOUEVWYV TIPETIEL VA ATTOTPETTEL TIG SLAPPOES ATTOP-
pnTovu.

2NV napovca SUTAWUATIKY €pyacia, E0TIACAUE OTNV AVWVUHOTToInon HeYaAwyv dedo-
HEVWY, E@appolovtag Evav alyoplBo mou ouyKpatel Tov KUPLO OYKOo SeSopEvwy aTov
OKANPO SloKOo Kal otV KUPLa VNN XEwpileTal Baolkeg TANPOQOPIES Yia auTtd. AKOAOUD-
WVTAG KA EPATIAE TIPOTEYYLOT OASOTIOINONG TTPOKELEVOU VA EKTEAECTOUV OE KAVOVIKOUG
OpOUG XPOVOU, Ol EYYPAPEG KATATIOEVTAL O CUOTASEG XPNOLUOTTOWVTAG ML HETPNON
opoloTNTAG-anootaons. Meta amod auto, Ta CUMITAEYLATA TTOU TTEPLEXOUV TTAPOLOLA-
TIAVOLLOLOTUTIAL AVWVULOTTOOUVTAL HECW TWV LEPAPXLWY KAl TOU OVTEAOU amoppnTou k-
aAvWVUHILag. AuTtog eival évag amaltnTikog aAyopLlOpog Kal EKTOG ard ToV XPOVOo EKTEAEONG
KO TNV ATTWAELA TIANPOPOPLWY, TIPETTEL VA XELPLOTOULLE TOV SIAXWPLTO TWV CUUITAEYUATWY,
Ta "uKpd” (LEyeO0oC UIKpOTEPA Ao k) CUMITAEYLLATA, T) YPYYOPN TIPOOTIEAACT] LECW XIALAOWV
OUMUTTA-eYHATWV K.ATT. H opadoroinon mou Baciletat og dioko. O alyoplOpog avanmtuoosTat
0To TTAaiolo Tou epyaleiou avwvuporoinong Amnesia, TO 0ol TTapEXEL TTOANEG TEXVIKEG
AVWV-UMOTTOINOoNG LEOW LLAG PIALKNG TIPOG TOV XPY)OTN YPAPLKNG SLETTAPNG XPNoTn. TEAOG,
N a€loAOYN oM Tou aAyopiBpou mpaypatonononke oto epyaleio avwvuponoinong Amne-
Ssia XPNOLOTIOLWVTAG TIG METPLKEG ATTWAELAG TTANPogoplwyv NCP kat Total.



MepiAnyn

KaBwgn texvoAoyia dlarmepva OAO KAl TTEPLOCOTEPEG TTUXEG TNG {WwNG Hag, KaBe avBpwrtivn
SpaocmplomTa a@nVvel éva Pnelako onuadl e KATTolo Xwpo amodrkeuong. TepaoTiol
OYKOL TIPOCWTTIKWY SES0UEVWY SnoupyouvTal KABNUEPIVA KAl OTIAVLIA KATTIOLOG YVWPILEL
TNV €KTAOT TWV TTANPOQOPLWY TTOU TNPoUvVTal Kal uTtoBAaAAovTal o€ enegepyaaia yia Aoyap-
LAOMO TOU/TNG. AUTA TA TIPOCWTTIKA SESOUEVA EYEIPOUV ONUAVTIKEG AVNOUXIEG OXETIKA UE
TO ATTOPPNTO TWV XPNOTWYV, KABWG ONUAVTIKESG KAl EVAIOONTEG AEMTTOUEPELEG OXETIKA LE TN
(W) VoG atOpou CUAAEYOVTAL KAl EKUETAAAEVOVTAL ATt TpiTa Tpocwrta. MNa mapadeiyua,
Ol AVAKAAUWELG TN UNXAVIKN LABN oM TTPOEPXOVTAL ATTO TEXVIKES EKLAONONG TTOU ArattouV
HUEYAAO OYKO SeSOUEVWYV eKTTAISELONG, EVW TA EPEUVNTIKA LOPUUATA CUXVA XPTOLLOTTOLOUV
Kal potpadovrtal SeSOUEVA TIOU TIEPLEXOUV EVAICONTEG 1) EUTTILOTEVUTIKEG TIANPOYPOPIES Yia
SlapopeTikoug avBpwrous. Opoloyoupevwg, dedopeva untapxouv rtavtol. O KOGUOG EXEL
HETATPATTEL O€ MLa EKPNEN TTANPOQOPLWYV Kal eV TIPETTEL VA AITOTEAEL EKITANEN, €OIKA O€
HLaL ETTOXY] TTOU 1) artoBnkevom dedopévwy eival Onvn kal poofaciun. Q¢ amotéleopa,
N AVAYKN TWV ETAPELWV Yla TTANPo®opieg aviavetal KaBe Aemto. Ol eTalpeleg nMpEmel va
yvwpilouv 600 TO duvaToV TEPLOCOTEPA YIA TOUG TIEAATEG TOuG. QOTO0O, WG MITOPEL
va emiteuxBel auto xwpig va dtakuBevetal N WOWTIKA {wn Twv atopwy; MNwg prmopouv
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Abstract

As technology permeates more and more aspects of our lives, every human activity leaves
a digital mark on some storage space. Vast amounts of personal data are explicitly created
every day, and rarely does someone know the extent of the information being held and
processed for him/her. This personal data raises important concerns about users’ privacy, as
important and sensitive details about an individual’s life are collected and exploited by third
parties. For example, the discoveries in machine learning come from learning techniques
that require large amounts of training data, while research institutes often use and share
data that contains sensitive or confidential information about different people. Admittedly,
data is everywhere. The world has become an explosion of information, and it should not
come as a surprise, especially when the data storage is cheap and accessible. As a result,
corporations’ need for information grows by the minute. Companies need to know as much
as possible about their customers.

Nonetheless, how can this be achieved without compromising the privacy of individuals?
How can companies provide excellent features and maintain great privacy? The develop-
ment of standard privacy models such as k-anonymity and differential privacy has helped
solve this problem, so a growing number of organizations anonymize data to protect sen-
sitive information, such as personal information, user events, and a person’s real-time lo-
cation, etc.

This study will implement a disk-based clustering algorithm that focuses on big data anonymiza-
tion based on the k-anonymity privacy model. K-anonymity is a standard privacy model ap-
plied to protect the data subjects’ privacy in data sharing scenarios and the guarantees that
k-anonymity can provide when used to anonymize data. The main concept of the model is
based on the idea that by combining sets of data with similar attributes, identifying infor-
mation about any one of the individuals contributing to that data can be obscured. In many
privacy-preserving systems, the end goal is anonymity for the data subjects. So, a dataset
release provides k-anonymity protection if the information for each person contained in
the release cannot be distinguished from at least k-1 individuals whose information also
appears in the released dataset.

Keywords
anonymization, k-anonymity, data mining, clustering, big data, privacy
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1. Introduction

In this day and age, personal data records are increasingly collected by governments, health
centers, social networks, organizations, companies, and individuals for data analysis and
other different purposes. Sharing and exploiting these data is the key to significant value
and productivity gains, but at the same time, it poses crucial threats to user privacy. Hence,
the risks of violating the user’s privacy are constantly increasing especially with the rapid
growth of the technology and, more specifically, the sharp evolution of the internet through
which data are transmitted very quickly and are vulnerable to hackers.

The need for solid commitments and strong rules, national, European and global, for the
processing of personal data is becoming more urgent as the breach of personal data can lead
to serious damage to the reputation of the subjects concerned, restriction of their rights,
discrimination, abuse or interception of identity, and even financial loss. On the other hand,
releasing sharing and free access to data helps the scientists and gives significant opportu-
nities to researchers to develop new methods by analyzing datasets. However, it is crucial
to protect each person’s information privacy in the dataset. If anybody can be explicitly
distinguishable from the released data, their private data will potentially be compromised.

Consequently, it is very essential that before someone releases a dataset, the private data
must be secured so that the identity of a person contained in the information cannot be dis-
cerned and at the same time, the whole data should be still useful and processable. There-
fore, it is necessary to develop efficient techniques and methods for data anonymization,
for which the main challenge is to guarantee a small trade-off between the efficacy of the
privacy guarantee and the quality of the anonymous data offered.

1.1 Privacy Leakage

As mentioned above, the huge volume of collected data and the many ways of sharing has
led to a rapidly increasing accumulation of personal data, leading to privacy issues such as
the reporting of sensitive data and the massive collection of personal information by third
parties. [1].

The anonymization procedure is not limited to removing direct identifiers that might exist
in a dataset, e.g. the name or the person’s Social Security Number; it also includes removing
secondary information, e.g. age, zip code that might lead indirectly to the true identity of
an individual. This form of identification called linking attack, many studies show that the
majority of the U.S. population can be uniquely distinguished by linking zip code, gender,
and date of birth, making it clear that published information containing these characteristics
can not be considered anonymous data [1-3]. This secondary information is referred to as
quasi-identifiers which will be analyzed in detail in the following chapters.

Consider the following example to better understand how secondary information can be
used to re-identify a person, consider the following example. A publisher that owns pa-
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tients’ medical data wants to publish an anonymized version of the data. The dataset is
superficially anonymized by removing direct identifiers e.g., names and social security num-
bers, but descriptive information like the zip code of the patient’s residence and her/his age
remain. An adversary who wants to identify the patients that are related to the anonymized
data, may have access to such descriptive information from other sources, e.g., a voter’s
registry. The re-identification can be achieved by matching the descriptive information (zip
code, age) of the anonymized data to the public registry. If a single match is produced for a
given combination, then a patient can be accurately identified as depicted in Figure 1.

Zip Code

Diagnosis | Birth Date

Gender

Medical Data  Voter's registry
{anonymized) {public)

Figure 1: Data Linking

The sparser the data are, the more unique combinations exist, and the easier it is for an
adversary to locate unique records that correspond to specific users. Below, it is examined
a few instances of privacy protection failures that led to identifying individuals or users.

1.1.1 Netflix Competition

A typical and well-known example is the Netflix Crowdsourcing competition which began
on October 2, 2006. Netflix the largest online video streaming service, provided a training
dataset with over 100 million ratings which approximately 480 thousands users gave to
over 17 thousands movies. Moreover, all the direct personal information such as names,
surnames etc. had been removed from the dataset which contained only an anonymized
user Id, ratings, and the dates the subscriber rated the movie. However, Narayanan and
Shmatikov [4] from the University of Texas demonstrated that an attacker who knows little
about individuals contributing could recognize the subscriber information in the dataset.
By combining the IMDB as background knowledge with the Netflix's open dataset they
achieved to identify subscribers’ record and revealed personal sensitive information [5].

1.1.2 Group Insurance Commission (GIC)

As described and presented in Figure 1 data linking is a serious problem and everyone
is capable to match secondary information in order to identify a specific person, Latanya
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Sweeney shows us how simple is the above procedure. In Massachusetts, the Group Insur-
ance Commission (GIC) is responsible for purchasing health insurance for state employees.
GIC collected patient-specific data with nearly one hundred attributes such as diagnosis,
medication etc. per encounter for approximately 135,000 state employees and their fam-
ilies. Because the data were believed to be anonymous, GIC gave a copy of the data to
researchers and sold a copy to industry. Latanya Sweeney purchased the voter registration
list and she managed to link it with the (GIC) data by using zip code, birth date, gender and
identified diagnosis, procedures, and medications to particularly named individuals. For ex-
ample, William Weld was governor of Massachusetts at that time and his medical records
were in the (GIC) data. Governor Weld lived in Cambridge Massachusetts. According to the
Cambridge Voter list, six people had his particular birth date; only three of them were men;
and, he was the only one in his 5-digit ZIP code [1]. The example above provides a demon-
stration of re-identification by directly linking (or “matching”) on shared attributes which
provide secondary information (quasi-identifiers) about a person.

1.1.3 American Online (AOL) Search Log

Search engine’s logs are a vast source of information for both researchers and marketing
companies, but at the same time, their publication may expose the privacy of the users
from whom the logs are created. There is at least one case of such exposure of users’ per-
sonal search logs where very simple anonymization procedure was applied, revealing much
information for their identification. Another shocking example is the release of 20 million
detailed search logs of many numbers of AOL users collected over a three months’ period
for research purposes. AOL made the in an effort to help the "Information Retrieval Re-
search Community” which has dealt a severe blow both the privacy policy of AOL’s users
as well as AOL itself, with lawsuits and objections against it. Ideally search logs should be
anonymous before their publication. The problem is that achieving the desired level of pri-
vacy in logs becomes difficult, while balancing between usability and data privacy. There
are several approaches to anonymize such data, but they are usually limited to deleting spe-
cific queries or logs. In addition, common techniques used in disclosure statistical analysis
have never been applied, until recently for such cases.

1.1.4 Cambridge Analytica and Facebook

In 2013, University of Cambridge psychology professor Dr. Aleksandr Kogan created an
application called “thisisyourdigitallife.” This app, offered on Facebook, provided users with
a personality quiz. After a Facebook user downloads the app, it would start collecting that
person’s personal information such as profile information and Facebook activity (e.g., what
content was “liked”). Around 300,000 people downloaded the app. But the data collection
did not stop there. Because the app also collected information about those users’ friends,
who had their privacy settings set to allow it, the app collected data from about 87 mil-
lion people. Then, Dr. Kogan passed this data on to Strategic Communication Laboratories
(SCL), which owns Cambridge Analytica (CA), a political consulting firm that uses data to
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determine voter personality traits and behavior. It then uses this data to help conserva-
tive campaigns target online advertisements and messaging. The scandal of Facebook and
Cambridge Analytica indicates us the need to impose a tough legal framework that will
force companies to anonymize data and the further extension of the existing anonymiza-
tion techniques.

1.2 Privacy Protection

In a study by Paul Ohm [6], a professor of Law at the Georgetown University Law Center
in Washington, points out that for almost every human being on earth there is at least one
digital information that, implies a fact of his/her life, stored in a database. A malicious agent
can use this digital record to harm the victim, whether it is through blackmail, harassment,
or even identity theft.

The privacy protection field deals with developing various algorithms and anonymization
techniques, which remove identifying information from the provided data so that the at-
tacker can not identify individuals. A common technique used in anonymization models is
that of generalization [7]. Generalization is when the initial value that displayed in data is
replaced by a more general value, such as a set of values that may contain it. The set of pos-
sible generalizations of the values, forms the generalization hierarchy. A part of the initial
information is lost with the generalization technique.

For this reason, privacy guarantees are sought that prevent the transfer of personal infor-
mation but while removing as little information as possible from the original dataset while
maintaining their usefulness for those who want to use it. The basic guarantee which men-
tioned above that satisfactorily prevents the identification of a record is k-anonymity [2] .
The purpose of k-anonymity privacy-model is that no value combination should appear in
the database in less than k-records.

In addition, another powerful privacy-model is Differential Privacy [8]. Differential Privacy
offers a strict privacy guarantee with particularly favorable, powerful properties and strong
mathematical definition for preserving the privacy of individuals. The general principle of
Differential Privacy is that the attacker can learn virtually nothing more about an individual
than they would learn if that person’s record were absent from the dataset. The guarantee
is strong enough because it aligns with real world incentives—individuals have no incentive
not to participate in a dataset, because the analysts of that dataset will draw the same
conclusions about that individual whether the individual includes himself in the dataset or
not. As their sensitive personal information is almost irrelevant in the system’s outputs,
users can be assured that the organization handling their data is not violating their privacy.
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1.3 Big Data Anonymization

Our age is characterized by the way big data is processed in many sectors such as security,
extracting important results and statistics, the storage of them etc [9]. For quite some time,
organizations and companies have been investing in developing solutions for implementing
systems with enough computing power to process large volumes of data. However, big data
are so large and complex containing so much volume that can not be handle by the main
memory of an operation system and generally by traditional data-processing application
softwares. The analysis of this data is very important for both businesses and public-interest
organizations. Data with many fields required greater statistical power, while data with
higher complexity may lead to a higher false discovery rate [10].

Indeed, the complexity is quite high, while at the same time, the data types are many. For in-
stance, some data is stored in a traditional relational database, but data such as documents,
various files as well as videos and images are unstructured. New data sources have emerged
in recent years, such as data generated by social networks or applications on smart devices.
Therefore, as mentioned above, since the technology has penetrated very deeply into the
society [11] and most of the big data concerns ordinary individuals, so, it is imperative to
anonymize facing their complex management. However, it is impossible for algorithms and
software tools that use only a computer’s main memory to manage big data which contain
information in different formats or even to anonymize them.

In this thesis we designed and developed an algorithm which is customized to big data and
utilizes the hard disk so that the main memory is not overloaded. Using a clustering logic
[12] we split the data into clusters in order to load the data in small quantities into the main
memory which provides the anonymization procedure via k-anonymity guarantee using
hierarchies [13]. In a nutshell, our method stores the dataset in an embedded database on
a hard disk then, divides the data into clusters and finally, applies the k-anonymity privacy-
model to these clusters.

1.4 Amnesia Anonymization tool

The disk-based clustering algorithm has been implemented in the context of developing
and upgrading the Amnesia Anonymization Tool. Amnesia is a flexible, user-friendly, free,
and open-source data anonymization tool. More specifically, Amnesia converts relational
and transactional data into anonymous datasets to which formal privacy guarantees ap-
ply by [14] removing immediate identifiers (names, SSNs, etc.) and converting secondary
identifiers * (dates of birth, postal codes, etc.) while focusing on applicability and user-
friendliness. Amnesia provides an easy-to-use editing mode, a module for auto-generating
hierarchies, efficient and scalable algorithms for anonymizing relational and transactional
datasets through k-anonymity [2,7] and k™-anonymity [15], Users can regulate the informa-
tion loss and guide the anonymization process by graphically exploring candidate solutions,
observing data mining statistics, and mixing user-defined suppression rules with algorithm-

'https://privacy-analytics.com/
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generated generalization-based solutions.

1.5 Thesis Structure

This section provides a summary of the following chapters and the organization of the
current thesis, giving better guidance and understanding to the reader.

¢ In Chapter 2, we analyze the main anonymization techniques and privacy models
dividing them into two categories, generalization and randomization. The former in-
cludes many classic privacy techniques that have been applied for several years such
as k-anonymity, l-diversity, t-Closeness, 6-Presence and k™-Anonymity and the cor-
responding algorithms that apply the aforementioned techniques. Moreover, we pre-
sente many examples that show how the algorithms modify the data to anonymize
them as well as the disadvantages and advantages of the them. Finally, we define and
formalize the promising notion of differential privacy providing basic definitions and
theorems while showing known mechanisms and techniques for achieving differen-
tial privacy.

¢ In Chapter 3, we present in detail the proposed algorithm for anonymizing big data,
which achieves less information loss by applying local recording and employing a clus-
tering method storing the main volume of the data in the hard disk. Initially, we de-
scribed related clustering approaches presenting our new corresponding clustering
method. Moreover, we analyze the basic methods and describe the main data struc-
tures. Furthermore, we list the problems and necessary optimizations, and we evalu-
ate the algorithm using graphs regarding execution time and information loss. Finally,
we present a use case scenario utilizing the Amnesia Anonymization Tool.

¢ In Chapter 4, we summarize and conclude the current study proposing future work
for the disk clustering algorithm and possible extensions.

2. Anonymization Techniques

As described previously, increasing access to vast data is vital for reasearch and study
puproses mainly of scientific, economic and statistical interest. However, it poses serious
risks concerning the privacy of individuals. For personal data to be analyzed without the
risk of losing privacy, various anonymization techniques have been developed, varying from
simple to very complex ones.

Anonymization is a special category of processing personal data that aims to prevent the
verification of the identity of the data subject but, at the same time, the data must remain
valuable. There are essentially two different approaches of data anonymization. The former
is based on the randomization of data and the latter on the generalization of the specifics
of a database as noted below in this chapter.
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In order to better understand the study of the problem of privacy protection, it is advisable
at this point to clarify some useful definitions that are often used in the scientific commu-
nity.

Personal data: The set of personal information of an individual such as his/her gender,
job position, age or salary which determine him/her. These data are usually collected
in databases, so that they can be more easily processed and transferred.

e Table: Data which organized in a tabular format (A, A, ..., A,,) and are part of a re-
lation database where A, A,, .., A, are its attribute columns.

o Attribute: Defines a specific view of the sample objects and is displayed as a separate
column in the data table having a set of possible values.

¢ Key attributes or Direct identifiers: They directly identify a person such as full name,
ID, Social Security Number etc. which are removed from the data table before being
published.

¢ Sensitive attributes: It is a subset of table’s attributes that refers to personal infor-
mation which is required to remain confidential as they relate to sensitive personal
data.

¢ Quasi-identifiers: It is a subset of Q; = (Ai,..,Aj) (Where 1 <=1 <=j <= n)
attributes of the table T = (A, A, .., A.) which can lead to the recognition of an
individual’s identity if they link or combine with other data.

2.1 Pseudo-anonymization

Pseudonymization is a data management and de-identification procedure by which per-
sonally identifiable information fields (hames, ids, phone numbers, etc.) are removed or re-
placed by one or more artificial identifiers, or pseudonyms from a sensitive dataset (health
records, medical prescriptions, financial information, online surveys, workplace files, etc.)
[16]. A single pseudonym for each replaced field or collection of replaced [17] fields makes
the data record less identifiable while remaining suitable for data analysis and data process-
ing. Pseudonymized data can be restored to its original state with the addition of informa-
tion which allows individuals to be re-identified. In contrast, anonymization is intended to
prevent re-identification of individuals within the dataset.

2.1.1 Masking

Masking is a pseudo-anonymization method that refers to hiding some of the information
in the dataset using alternative characters. Masking techniques are widely used for hiding
parts of credit card numbers during credit card processes and payments. However, remain-
ing identifying data (date of birth, zip code, gender, marital status, etc.) could be combined

20



to re-identify persons and compromise their privacy. Note that the triple (date of birth, gen-
der, zip code) is enough to uniquely identify at least 87% of US citizens in publicly available
datasets.

2.2 Generalization

The process that more general values replace quasi-identifiers while, the purpose is to pre-
serve part of the original value information without changing it completely. In turn, this
generalized value can be generalized again to a more generalized value, again maintaining
the same semantics as the initial field value, and so on.

2.2.1 Generalization Hierarchy

All generalization levels at which a database value can be generalized constitute a gener-
alization hierarchy [18] which are usually represented in a tree form. The generalization
technique applies to both numerical and categorical data. In the former, the initial value is
replaced by a value interval containing the initial value, which can be further generalized
to a larger value interval and so on. A typical example of numerical data generalization is
presented below in figure 2 and concerns the annual income feature, where the initial value
that reflects the income of a person can be generalized over an interval of five thousands
dollars, twenty thousands dollars, etc. Concerning the latter, each value field is generalized
to a more general value based on the semantics of the initial values, as shown in the figure
below 3. There are two ways to apply the Generalization technique in a dataset, Global
Generalization (Global Recording) and Local Generalization (Local Recording).

[5000-500000)

| \ /
I A f
\ /

’__’__,-»""H-’- /,/'" i V““"*-“_‘\_\
[5000-10000) [10000-30000) [30000-100000) [100000-500000)
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Figure 2: Hierarchy for numerical
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Figure 3: Hierarchy for categorical

2.2.2 Global Generalization

Global Generalisation was proposed by Samarati and Sweeney [2, 19]and maps the entire
domain of each quasi-identifier attribute in T to a more general domain in its domain gen-
eralization hierarchy. This scheme guarantees that all values of a particular attribute in V
belong to the same domain. In this case, the anonymized datasets have all the attributes
equally generalized in all the entries. If different records had the same attribute value, this
value would correspond to the same generalized value as depicted in image 4.

CRCEC— N ) T

1 13053 Heart Disease [0=100] | A Heart Disease
2 29 13068 H.eart Dlsea.se > (0-100] ****x TR—
3 21 13068 V!ral Inflectfon 3 [0-100] ***** Vicaliofection
4 23 13053 Viral Inflection 1 [0-100] ****x Vi [ it
5 50 14853 Cancer Global 5 [0-100] ****x Cancer
6 55 14853 Heart Disease 6 [0-100] ***** Heart Disease
7 47 14850 Viral Inflection Generalization 7 [0-100] k***#* Viral Inflection
8 49 14850 Viral Inflection 8 [0-100] ***** Viral Inflection
S 13053 Cancer 9 [0-100] **¥xx Cancer
DN 3T 13053 Cancer 10 [0-100] ***** Cancer
1AW ES6 W 13077 Cancer 11 [0 08]M ESEE s Cancer
12 35 13068  Cancer 12 FEOETOO]NN R e Cancer

Figure 4: Global Generalization dataset (Initial -> Generalized)

Global Generalisation can be described as single-dimensional generalization or multidimen-
sional generalization. A single-dimension recoding defines some function ¢; : Do, — D’
for each attribute Q; of the quasi-identifier. A generalization V of T is obtained by applying
each ¢, to the values of Q; in each record of T. Whereas, multidimensional generalization
is defined by a single function ¢ : (Dg, x ... x Dq,.) — D’ which is used to recode the do-
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main of value vectors associated with the set of quasi-identifier attributes. Generalization
V of T is obtained by applying ¢ to the vector of quasi-identifier values in each record of
T [20].

Global Generalisation achieves anonymity by mapping the quasi-identifier attribute do-
mains to general values. The advantage of the method is that the anonymized table will
have a homogeneous set of values while its disadvantage is that the original dataset is
overgeneralized and as a result the information loss is too large.

2.2.3 Local Generalization

In Local Generalization two records with same quasi-identifier value, may have different
generalized values. In contrast to Global, Local generalization hides attributes per entry
element. The result is a set of data with less generalised data than Global Generalization.
The data space is divided into different regions and all records in the same regions are
assigned to the same generalized group. Since the quality limits are quite large, it is not
easy to prove the best solution given to generalization [21]. Local generalization models
capture (indistinguishable) individual data items in generalized values 5. Moreover, Local
Generalization produces much better results in a real-life scenario and is much more useful
than Global Generalisation.

o | nge | zocode | Digross | o nge | apcode | Disgross

1 28 13053 Heart Disease 1 [20-30) 130%** Heart Disease

2 28 13068 Heart Disease 2 [25-30) 1306* Heart Disease

3 21 13053  ViralInflection 3 [20-30) 1305* Viral Inflection
1 |76 Viral Inflection 4 [25-30) Viral Inflection
5 27 13054  Cancer Local 5 [20-30) 1305* Cancer

6 14853 Heart Disease m 6 [40-45) |148%* Heart Disease

7 27 13067 Viral Inflection 7 [25-30) 1306* Viral Inflection
8 [E 14850  Viral Inflection 8 |140-50) |1485%  ViralInflection
9 48 14853 Cancer 9 [40-50) 1485* Cancer

10 43 14875 Cancer 10 [40-45) 148%* Cancer

=
=

24 13022 Cancer

29 13068 Cancer

Figure 5: Local Generalization dataset (Initial -> Generalized)
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2.3 Suppression

Like generalization, suppression can be applied to both cells and entire attributes. It is
recommended to remove sensitive attributes as well as records to reduce the amount of
generalization when k-anonymity [1,2] is achieved. The combination of generalization and
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suppression was used to create different algorithms to satisfy k-anonymity which we will
analyze in the next section.

The conventional framework of such an algorithm always starts with hiding many sensitive
attributes and then splitting records of the remaining features into groups as it replaces
the exact values of the quasi-identifiers with their generalized forms for each group, called
equivalence classes. This generalization is a homogeneous [22,23].

24 k-Anonymity

Researchers have proposed various methods to preserve privacy to deal with the shortcom-
ings of simple data anonymization. One of the most popular methods of privacy preserva-
tion is the k-anonymity. For k-anonymity to be achieved in a data set, there need to be at
least k-records that share the set of attributes that might reveal the identity of the entity
whose properties are represented in the dataset [1]. In other words, a dataset is said to
be k-anonymous if every combination of values of the quasi-identifiers in the data set ap-
pears at least in k different records. K-anonymity is defined as the level of data protection
on inference by linking. It prevents linking the released data to other information sources
(background information) [7].

The k-anonymity technique aims to transform the data of a table in such a way that each
of the records becomes indistinguishable from other k — 1 records in the table. Therefore,
k-anonymity can be considered as an application of the grouping technique where data is
divided into k groups. So, the main goal of this privacy method is to reduce the possibility of
identifying an individual, even by intersection of published records that may be anonymous.
In order to do this, there must be a maximum probability at most 1/k and an attacker being
able to find out at data linking, to whom the record belongs.

Through the generalization method, the values of the quasi-identifiers fields are converted
to a more general form to create equivalence classes. As explained above, generalization
hierarchies are used to generalise the quasi-identifiers attributes in order to satisfy k-
anonymity privacy model as we can observe in the figures below 6, 7, 8.

0000 0000 ©00O0O

Figure 6: Generalization Hierarchy for 'Age’ quasi-identifier
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Figure 7: Generalization Hierarchy for 'Zipcode’ quasi-identifier

o™ g o | Dignoss o nge | apeoce | vimgross |

ge
28 13053 Heart Disease

1 1 [20-30) 130** Heart Disease
2 29 13068  HeartDisease 2 [20-30) 130%** Heart Disease
3 21 13068  VirallInflection 3 [20-30) 130**  ViralInflection
4 23 13053 Viral Inflection 4 [20-30) 130** Viral Inflection
5 50 14853 Cancer 4-Anonymity 5 [40-60) 148%* Cancer

6 55 14853  Heart Disease — 6  [40-60) 148**  Heart Disease
7 47 14850  Viral Inflection 7 [40-60) 148** Viral Inflection
8 49 14850  Viral Inflection 8 [40-60) 148** Viral Inflection
9 31 13053 Cancer 9 [30-40) 13%** Cancer

10 37 13053 Cancer 10 [30-40) 13%*** Cancer

11 36 13222 Cancer 11 QE0A0]ME S Cancer

12 35 13068 Cancer 12 [30-40) 13%** Cancer

Figure 8: Generalization to satisfy 4-Anonymity

Furthermore, k-anonymity is the combination of generalization and suppression [2]. It is a
harmonious combination of computational complexity and quality of the anonymized data.
More specifically, the most common combination used by most k-anonymity application
algorithms is the generalization at the column level and suppression at the row level of a
data table. In addition, suppression is applied in direct identifiers in order to remove them
from the data table before being published. An example of suppression is depicted in the
figure 9.

To sum up, the parameters below, describe the problem of k-anonymity and are competitive
for the best trade-off between generalization and information loss:

¢ Generalization: The amount of information that lost by generalizing the data to some
generalization level ,the higher in the generalization hierarchy the greater the infor-
mation loss.

e Suppression: The number of records removed from the data, in the anonymization
procedure.
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13053 Heart Disease [20-30) 130** Heart Disease
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2 [20-30) 130%** Heart Disease
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[40-60) 148**  Cancer Suppression

[40-60)  148%** Heart Disease
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[40-60) 148%** Viral Inflection

Figure 9: Generalisation + Suppression

Smith 44 Male 12278
Anderson | 57 Male 23448
Garcia 53 Female | 31284
Johnson |45 | Male |45026
Miller 49 Female | 45354
Williams | 42 Male 12456
Brown 59 Male 23781
Taylor 54 | Female | 31695

O | | U] | W| N —

Table 1: Example Dataset

¢ Anonymity: the minimum tolerable size of k for each equivalence class.

2.4.1 Incognito Algorithm

Incognito is a full-domain generalization algorithm that uses the approach of dynamic pro-
gramming with the help of subset property. A relation T onset of attributes is said to be
k-anonymous with respect to a chosen set of attributes Q if all the subsets P of the set
of attributes are k-anonymous P C Q [20]. Using the predefined generalization hierar-
chy creates a multi-attribute generalization lattice. The lattice illustrates schematically all
the possible combinations between the levels of the quasi-identifiers generalization hier-
archies, where all possible generalizations of the records are expressed. The algorithm aims
to find the minimum global generalization, so that there is the least possible information
loss.
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The whole procedure of the algorithm can be enumerated in 3 simple steps using the
dataset in table 1:

e Step 1: In the first step, the domain and value generalization hierarchy is defined for
all the quasi-identifiers. Figures 10, 11, 12 show the possible domain generalization
for the attributes post-code , age and gender.

e Step 2: If each of the quasi-identifiers has distinct domains, the domain generalization
hierarchy formed in step one can be combined to form a multi-attribute generalization
lattice. Figure 13 shows the generalization lattice created for the quasi-identifiers.
Each node in the lattice represents a generalization solution. In the lattice shown in
Figure 13, the node <PO, G1, Al1> is a direct generalization of <PO, G1, AO> and is an
implied generalization of <PO, GO, AO>.

e Step 3: The third step is to perform the anonymization of data. Using a breadth-first
search algorithm, the lattice is traversed. While traversing the lattice, each node is
checked to see if k-anonymity is satisfied. If a node satisfies k-anonymity then all its
direct generalizations are removed as it is guaranteed that the subsets also satisfy
k-anonymity.

The algorithm’s complexity is ultimately exponential in terms of the size of the set of quasi-
identifier features. It is a correct and complete algorithm for the k-anonymization that is
produced, but the main disadvantage of Incognito is the generation of all possible anonymiza-
tions of the dataset from which only the most efficient one is used, so the algorithm is time
consuming.

DO DA ODOCM OOODD

Figure 10: Generalization Hierarchy of post-code

2.4.2 Flash Algorithm

This anonymization algorithm uses the same concept of the lattice as Incognito in figure
13 and it goes over the lattice using a bottom-up breadth-first approach [24]. Flash uses a
greedy depth-first strategy and the lattice is traversed vertically. It uses predictive tagging
to reduce the number of nodes to be examined. Flash algorithm iterates through every node
and finds the path from that node to the next node that only has tagged successors. If that
condition is not fulfilled, the path will be from the node in question to the top node. The
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Figure 11: Generalization Hierarchy of age

Figure 12: Generalization Hierarchy of gender

created path is checked using binary search so that anonymous nodes are tagged and non
anonymous are added to the heap. After the path check is done, the algorithm continues
to next iteration using the heap nodes. The whole procedure is explained in detail as an
illustration below.

Suppose we have three attributes: Birth place, Birth year and Zip code for natural persons,
which are matched to the respective hierarchies as shown in figures 14 15 16. We can have
a solution where countries are generalized to continents (level 1 in the first hierarchy), birth
dates have not been generalized (level O in the second hierarchy) and zip codes have their
last digit removed (level 1) in the third and last hierarchy. This solution represents a node in
the generalization lattice, which we mark with [1,0,1], denoting this way the generalization
level of each attribute. The lattice is ordered as in Figure 17, where the nodes of each
horizontal level, have the same number of total generalization levels.

Flash, as mentioned above, uses a depth first strategy, which allows it to prune several so-
lutions and avoid examining them.Flash builds a path towards the top node, implementing a
greedy depth-first strategy for every node in each level, if the node is not already tagged (as
anonymous or not anonymous). The construction of a path is based on a vertical traversal
strategy aiming at choosing nodes according to three fixed criteria:
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Figure 13: Generalization Lattice of quasi-identifiers

1. The total generalization level of the node in the lattice.
2. The average generalization of all quasi-identifiers of the node.

3. The average of the number of distinct values on the current level of each quasi-
identifier.

The search is terminated when the top node is reached or the current node does not have
a successor that is not already tagged.

When a path is built, the algorithm starts checking for k-anonymity with a binary search
strategy. It starts with the node at the middle of the path, then continues with the path
to the bottom of the lattice or to the top, depending on whether the middle node was
anonymous or not. Whenever a node is checked, predictive tagging is applied within the
whole generalization lattice. This allows completely avoiding to examine other nodes. For
instance, if a node is not anonymous, then all nodes, in all paths from the bottom of the
lattice to that node, will not be anonymous either. The algorithm continues until all nodes
in the generalization lattice are checked for anonymity.

Figure 17 depicts the first iteration of the Flash algorithm. A path is constructed from root
node [0,0,0] to reach top node [2,2,3]. This path contains nodes linked with red arrows in
the figure. Then, Flash checks for 2-anonymity node [1,0,3] which is the mid-node of the
path. As this node is not 2-anonymous, all predecessors of this node are also tagged non-
anonymous and the algorithm continues by examining the upper half path containing nodes
[1,0,3],[2,0,3], [2,1,3] and [2,2,3]. Again mid-node [2,1,3] is checked which is 2-anonymous
so successor [2,1,3] is also tagged as anonymous and predecessor [2,0,3] is checked for
anonymity, which does not hold. Finally, all nodes of the path have been checked and then
the algorithm proceeds with the same process for the nodes of level 1. Two of them have
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Figure 14: Generalization Hierarchy of birth-place
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Figure 15: Generalization Hierarchy of birth-year

been tagged from the previous stage so only node [0,1,0] is a candidate, from which Flash
will construct a new path towards the top node and traverse it in the same way. This process
continues until all nodes of the lattice are checked. The traversal strategy employed by Flash
gives a clear advantage over Incognito’s breadth-first traversal.

2.4.3 Mondrian Algorithm

As already mentioned, the above algorithms apply global generalization to quasi-identifiers.
The drawback of this approach is the over-generalization of the data which become useless.
For example, in a numerical database, a full-domain generalization means the replacing of
all the initial values with fixed separate intervals or their completely concealment.

These kind of problems are solved by the Mondrian [25] algorithm, offering a higher quality
anonymization, due to the multidimensional local recording model with which it can be
applied. Based on this model, a space of -dimensions is defined, where is the number of
quasi-identifiers. By dividing this space into partitions, a k-anonymous solution is sought.
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Figure 16: Generalization Hierarchy of zipcode

The following example in figure 19 defines two anonymization models (single-dimensional
and multidimensional) for a simple dataset 18.

In single-dimensional anonymization, there are values from specific non-overlapping inter-
vals at each level of the generalization hierarchy, in contrast to multidimensional anonymiza-
tion, in which overlapping intervals are allowed in the generalization hierarchy.

To define the correct partitions in single-dimensional model, the domain is divided by draw-
ing parallel lines with respect to the axes, and these lines cross the entire space. Alterna-
tively, in the multidimensional model, two sub-domains are defined, drawing a straight line
parallel to one axis. Then, these two sub-domains are retrospectively defined other sub-
domains by drawing lines with respect to any axis, as long as these lines do not intersect
with other sub-domains. Each record can be represented as a point on the space as shown
in the figure 19. To solve k-anonymity it is enough to have at least k records in each sub-
space.

Mondrian’s basic concept is the retrospective separation of -dimensional space using a
greedy algorithm. The algorithm follows a few steps below:

1. Chooses the dimension according to which the space will be divided.

2. Implements the partition based on the above dimension, from which two sub-domains
S1 and S2 arise.

3. For each of the two sub-domains S1 and S2, the procedure is repeated until there is
no other allowable point for separation in any dimension.

4. The optimal multidimensional partition is constructed and therefore the appropriate
multidimensional generalization to be used.

Following the above procedure, the algorithm manages to find the optimal multidimensional
partition, in each region of which more than k records belong, and therefore k-anonymity
is satisfied.
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Figure 17: Generalization Lattice with the first iteration of Flash

Although optimal multidimensional partitioning is NP-hard, the algorithm provides a simple
and efficient greedy approximation algorithm for several general-purpose quality metrics
compared to other models that have been proposed. The overall complexity is O(nlogn)
where n is the number of records in the dataset and it is a quite satisfactory time execution.

2.4.4 Datafly Algorithm

Datafly algorithm is an algorithm for providing anonymity in medical data proposed by La-
tanya Sweeney [26]. Anonymization is achieved by automatically generalizing, substituting,
inserting, and removing information as appropriate without losing many of the details found
within the data. The method can be used on-the-fly in role-based security within an insti-
tution, and in batch mode for exporting data from an institution. To achieve generalization
and suppression of records, this algorithm uses a three-step process.

1. A frequency list is created which holds the unique combinations of the quasi iden-
tifier set created in the second step of the Datafly-prior process. Each entry in the
frequency list corresponds to one or more records in the original dataset.

2. Using domain generalization defined for each quasi-identifiers, the generalization is
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14851 Heart Disease
2 29 14852 Heart Disease
3 21 14852 ViralInflection
4 29 14851 Viral Inflection
5 55 14853 Cancer
6 34 14852  Heart Disease
7 34 14853 Viral Inflection
8 55 14851 ViralInflection
Figure 18: Simple table
14851 14852 14853 14851 14852 14853 14851 14852 14853
. 55 - Ggy & %
X X 34 X 34 X X
X 29 29 X X
X 21 549 X X

Figure 19: Mondrian example

made. The attribute with the most distinct values is generalized first. This step is run
recursively till k or fewer records are having a unique combination of values.

3. Allrecords with unique sequences which have a frequency less than k are suppressed.

The complexity of the Datafly algorithm is O(nlogn). However, this algorithm performs
unnecessary generalizations and as so, it does not provide an optimal solution even the
solution satisfies k-anonymity. This is one of the biggest problems with Datafly as it may
generate a solution with high information loss. To illustrate the whole procedure in image
20 we are using the table 1 with quasi identifiers zipcode and age, their generalization hi-
erarchies as represented in figures 10 11 and k = 2.

2.5 Attacks on K-anonymous Table

K-anonymity offers simple protection and easy to understand it. If a dataset satisfies k-
anonymity, then everyone who knows only quasi-identifiers’ values of an individual, can
not identify the appropriate record for that individual with a certainty greater than 1/k.
While k-anonymity protects identity disclosure, it does not provide adequate protection
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Figure 20: Datafly’s iterations

against attribute exposure. There are two main major attacks known as Homogeneity and
Background Knowledge attacks; let us discuss them based on the 3-anonymous table 2
which contains medical data of a hospital.

2.5.1 Homogeneity Attack

Homogeneity attack showed that when there is little diversity in the sensitive attributes,
the adversary can identify the value of the sensitive attribute for that group of k-records.
Suppose we have a group of k different files and they all share a specific pseudo-ID. An
attacker cannot identify the person based on pseudo-1Ds. However, if the main interest of
the attacker is the sensitive features and all groups have the same value then, the data has
been leaked.

For instance, a politician who intends to be elected to a post in the governance of mu-
nicipality of Athens utilizes the medical history of his opponent in demonstrating to the
populace that his opponent cannot or is not ready to deal with the obligations as an agent
of the municipality due to his medical problems. He will have to search for his opponent’s
medical information by utilizing the released data of the 3-anonymous table from the hos-
pital 2. Despite the likelihood that the data is a 3-anonymized table. Since he has some
information about his opponent, he can recognize what ailment his opponent has because
when there is no much contrasts (there is little diversity) in the sensitive data. Case in point,
he knows that the patient is 37 years old who lives in the postal division 11633 at Athens,
so due to this current data, he realizes that his rival has Cancer.

2.5.2 Background Knowledge Attack

In this attack, the adversary uses background knowledge to make the attack successful, and
we will show that k-anonymity does not guarantee privacy against background knowledge
attacks. To give an example based on table 2, a woman whose director’s father is sick needs
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Direct-ldentifier Quasi-ldentifiers Sensitive
Full-name Age Post-code | Gender | Municipality Disease

* (20—40] | 116* * Athens Cancer

* (20—40] | 116** * Athens Cancer

* (20 —40] | 116** * Athens Cancer

* (40 —60] | 151** * Marousi Covid-19

* (40 —60] | 151* * Marousi Covid-19

* (40 —60] | 151** * Marousi Covid-19

* (60 —80] | 185** * Pireus Anaemia

* (60 —80] | 185** * Pireus Anaemia

* (60 —80] | 185** * Pireus Broken Leg

Table 2: 3-Anonymous Medical Dataset

to comprehend the nature of the sickness. She knows that her manager’s dad is old and he
lives at Pireus so she can conclude that he is suffering from either anaemia or he broke his
leg. Nonetheless, it is realized that her boss has thalassemia which is a type of inherited
anemia. Therefore, it is easy for her to conclude that her director’s father has anaemia.
Using background knowledge, she distinguishes what malady her colleague’s dad has. To
summarise, from the above examples, it can be seen that k-anonymity does not guarantee
privacy preservation.

2.5.3 [1-Diversity

Privacy protection’s purpose in a set of records is not only the security against identifying
records. It is also the assurance that the attacker will not be able to find easily personal
information about an individual from this dataset. A new definition in privacy protection
that solved the above problems of revealing sensitive traits consistent with k-anonymity
is 1-diversity. As the name indicates, it ensures the diversity of the sensitive attributes’
values in each equivalence class while maintaining the minimum size of the k-set. The main
concept of this method is that there should be diversity in the values of sensitive data
greater than or equal to 1 for each subgroup created by k-anonymity.

According to the definition of I-diversity [27], a data table T = {A;...A,S}, where S is a
sensitive attribute, is |-diverse if each g*-block equivalence class of quasi-identifier of the
anonymous table T* = {A;...A,, S} is |-diverse, i.e. contains at least 1 "well-represented”
values for the sensitive attribute S.

To make this more comprehensible, let us consider an example of a homogeneity attack
on a 4 Anonymous table 3, with yellow color is the problematic equivalence class from
which an attacker can easily identify that someone has cancer despite the satisfaction of
4-anonymity.
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- Direct Identifier Quasi-ldentifiers Sensitive
Row number Full-name Age Post-code | Gender | Municipality Disease
1 * [15—30) | 116** * * Anaemia
2 * [15—30) | 116** * * Anaemia
3 * [15—30) | 116** * * Covid-19
4 * [15—30) | 116** * * Covid-19
5 * [40 —60) | 1858* * * Cancer
6 * [40 —60) | 1858* * * Anaemia
7 * [40 —60) | 1858* * * Covid-19
8 * [40 —60) | 1858* * * Covid-19
9 * [30 —40) | 116** * * Cancer
10 * (30 —40) | 116* * * Cancer
11 * (30 —40) | 116** * * Cancer
12 * (30 —40) | 116** * * Cancer

Table 3: 4-Anonymous Medical Dataset-Homogeneity Attack

In order to deal with the above problem, we can choose a different generalization approach
and randomize the row order, so the following table 4 is obtained, which satisfies the 1-
divarsity with 1 = 3. Each equivalence class contains at least three different values for the
sensitive attribute Disease

2.5.3.1 Distinct l-Diversity

Distinct 1-Diversity is indeed the simplest form, with the "well-represented” values being
considered the 1 distinct values. In this case, there is no limit to the occurrence frequency
of each sensitive value in every equivalence class. As a result, if a value has a very high
frequency of occurrence, it is possible to draw a conclusion from someone with knowledge
of the distribution of sensitive values. This led to the development of the following two
strongest concepts of | - diversity.

2.5.3.2 Entropy l-Diversity
In order for an anonymized table to be considered T* = {A;...A,,, S} l-diverse with entropy,
the relation below must apply to each equivalence class (g*-block) [27].

=Y Plgs) - 108D (g > log(l)

seS

Mats) s the fraction of records in the g*-block with sensitive attribute

where pq: o) = & -5
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- Direct Identifier Quasi-ldentifiers Sensitive
Row number Full-name Age Post-code | Gender | Municipality Disease
10 * [15—40) | 1163* * * Cancer
9 * [15—40) | 1163* * * Cancer
4 * (15—40) | 1163* * * Covid-19
1 * [15—40) | 1163* * * Anaemia
6 * [40 —60) | 1858* * * Anaemia
8 * [40 —60) | 1858* * * Covid-19
5 * [40 —60) | 1858* * * Cancer
7 * [40 —60) | 1858* * * Covid-19
3 * [15—40) | 1169* * * Covid-19
11 * [15—40) | 1169* * * Cancer
12 * [15—40) | 1169* * * Cancer
2 * [15—40) | 1169* * * Anaemia

Table 4: 3-Diversity Dataset

value equal to s and n(,- ;) the number of tuples of T* from the equivalence class g* with
sensitive attribute value s. As a consequence of this condition, every g*-block has at least
L distinct values for the sensitive attribute. Thus, the entropy of the whole dataset must be
at least log (I). Sometimes this can be very restrictive, as the entropy of the whole table can
be small if a few values are very common. So, we are led to the following, the less restrictive
notion of I-diversity.

2.5.3.3 Recursive (c,1)-Diversity

An anonymous table T* = A;,..., A, S satisfies the recursive (c, 1) diversity if for each
equivalence class g* the following relation is fulfilled [27]

r<c(rg+reg+ -+

where c is a given constant and r; is the rate of occurrence of the i most frequently dis-
played value for the sensitive attribute S within the equivalence class.

For the recursive (c, 1)-Diversity, there are two different ways of application depending on
how the data mining is applied to a published table T*. Publishing an anonymous T* table
leads to a positive disclosure if the attacker can correctly recognize the value of a sensitive
feature with high probability. In contrast, a negative disclosure leads when the attacker can
confidently exclude some values of a sensitive feature.

2.5.3.4 Positive Disclosure-Recursive (c, 1)-Diversity
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Therefore in cases where positive disclosure is allowed, the technique of positive disclosure-
recursive (c, 1)-diversity is applied. Corresponding to the above definitions, and in this con-
cept in order for an anonymized table T* to satisfy the positive disclosure-recursive (c, 1)
-diversity, all its equivalence classes must satisfy the positive disclosure-recursive (c,1)-
diversity, i.e. one of the following relations applies [27]:

y<{—Tandry <CZT)~
j=t
y—1

y>€—1andry<ch,-+cir]—

j=t—1 j=y+1

where Y is a subset of the values of the sensitive trait S for which positive disclosure is
allowed, y is the most frequently appearing sensitive value of the equivalence class qx,
which does not belong to the set Y, r; is the occurrence frequency of the i" most frequently
displayed value within the equivalence class g and c is a given constant.

2.5.3.5 Negative/Positive Disclosure-Recursive (ci, c;, 1)-Diversity

Finally, the Negative/Positive Disclosure-Recursive (¢, c,, 1)-Diversity is defined for a sub-
set W of values of the sensitive feature S for which negative disclosure is not allowed. An
anonymized table T* satisfies the negative/positive disclosure-recursive (c;, ¢y, 1)-diversity
if it satisfies the positive disclosure-recursive (c,1)-Diversity and each value s € W is ap-
peared in proportion at least ¢, in the records of each equivalence class.

As an extension of k-anonymity, the main advantage of 1-Diversity is the insurance of data-
subject’s privacy and anonymity, and the avoidance of attacks from drawing conclusions
and recognizing sensitive attributes.

2.5.3.6 1-Diversity’s weaknesses

However, the technique is insufficient to prevent attribute disclosure, as it remains vulner-
able to both skewness and similarity attacks, whereas in many cases, applying 1-Diversity
can be difficult and unnecessary such as implementing 1-Diversity to Big Data [28]. For in-
stance, suppose that in an equivalence class there are 1000 records. In the Disease there
is a hundred records of Cancer, another hundred for Anaemia and the other eight hundred
are Covid-19. This class satisfies the 3-diversity, but the attacker can conclude with 80%
certainty that the target person’s disease is the Covid-19. Another significant drawback is
the high degree of complexity when a data table contains more than one sensitive column.
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- Direct Identifier Quasi-ldentifiers Sensitive

Row number Full-name Age Post-code | Monthly Income Disease
1 * [15—30) | 476** 500 Lung Cancer
2 * [15—30) | 476** 700 Pneumonia
3 * [15—30) | 476** 650 Pulmonary Edema
4 [40 —60) | 4790* 1,200 Pneumonia

5 [40 — 60) | 4790* 1,250 Anaemia

6 * [40 —60) | 4790* 9280 Bronchitis

7 [30 —40) | 476** 1,450 Bronchitis

8 [30 —40) | 476** 1,000 Anaemia

9 (30 —40) | 476** 1,100 Lung Cancer

Table 5: 3-Diverse Dataset-Similarity Attack

2.5.3.7 Skewness attack

When the overall distribution is distorted, 1-Diversity will not prevent attributes disclosure.
For example, consider a dataset containing data for 1000 patients. The quasi-identifiers in
the dataset are Age, Height and Weight. There is a single confidential attribute AIDS whose
values can be "Yes” or "No” with 99% being negative, and only 1% positive. Assuming that
an equivalence class has the same number of negative and positive records and it satisfies
distinct 2-diversity, entropy 2-diversity, and any recursive (c, 2)-diversity can be imposed.
However, this is a serious threat to privacy, because everyone in the class can be considered
to have a 50% chance of being positive, compared to 1% of the total population.

2.5.3.8 Similarity attack

When the sensitive features’ values in the equivalence class are distinct but semantically
similar, the attacker is capable to learn important information about an individual. Let ex-
amine the following example, with the depicted data table 5 which satisfies 3-Diversity
with sensitive attributes Disease and Monthly Income.

If the attacker knows that Nick is 27 years old and lives in the area with postal code 47678
then he belongs to the first class of equivalence of the table 5. From the above information
the attacker is led to the conclusion that Nick’s income is relatively low and he suffers from
lung-related disease. So, l-diversity can ensure the diversity of sensitive values in each
group, but it does not take into account the semantic proximity of these values.
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2.54 t-Closeness

To prevent the limitations of 1-diversity proposed a notion of privacy called t-closeness [29].
As a result of the above l-diversity’s problems, distributions that have the same level of
diversity offer different levels of privacy, and these are:

¢ Depending on the semantic relations between the sensitive values.
e The different sensitivity levels of the fields.

e The total data distribution of the dataset.

The basic principle of the technique is that the distribution of a sensitive attribute in each
equivalence class of the data table should be as close as possible to the distribution of that
attribute in the overall data table. Therefore in the t-closeness, the values of the sensitive
features in each equivalence class must not only be 1-diverse from each other but must
have the same occurrence frequency as the original table.

We must now determine the appropriate metric for the distance between two probabilis-
tic distributions, which will reflect the semantic distance between the sensitive attributes
values. Consequently, according to the definition [29], a table T* satisfies the t-closeness if
each of its equivalence classes satisfies the t-closeness, i.e. if the distance between the dis-
tribution of the sensitive feature within the equivalence class and its distribution through-
out the table is not greater than the limit t. The lower the t value, the closer the two distri-
butions are, which means the more secure anonymization is achieved.

The appropriate metric for calculating the distance between two probabilistic distributions
is EMD (Earth Mover’s Distance) [30], The EMD is based on the minimal amount of work
needed to transform one distribution to another by moving distribution mass between each
other and formally it is defined as follows.

Let P = (p1, P2y --.Ppm)s Q = (q1, 92, ...qm), and dy; be the ground distance between element
i of P and element j of Q. We want to find a flow F = [f;;] where f;; is the flow of mass from
element i of P to element j of Q that minimizes the overall work:

EMDIP, Q] = WORK(P,Q,F) = ¥ dyfy

i=1 j=1

subject to the following constraints:
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To use t-closeness with EMD, we need to be able to calculate the EMD between two dis-
tributions. One can calculate EMD using solutions to the transportation problem, such as a
min-cost flow [31]. However, these algorithms do not provide an explicit formula. For this
reason, different algorithms for calculating the EMD metric are proposed below, depending
on the data type of the sensitive attribute.

2.5.4.1 Calculation of EMD metric for Numerical sensitive attributes

In case that the sensitive feature data are numerical, we will calculate the metric EMD using
the ordered distance. So, we consider that numerical attribute values are ordered. Let the
attribute domain be vy, v,...v,,, where v; is the i*" smallest value. Ordered distance is defined
as the distance between two values equal to the number of values between them in the
total order, i.e. o
ordered_dist (vi,v;) = u
m—1

To calculate EMD under ordered distance, we only need to consider flows that transport
distribution mass between adjacent elements, P = (p1,p2,--,Pm) t0 Q = (q1,q2---y qm)
achieving the smallest possible work when they are transferred sequentially, so the distance
between the two distributions can be calculated from the following function [29]:

j=i

2

=1

.I i=m

m—]Z

i=1

EMDI[P,Q] = (il +r 7+ +r+ooommal) =

1
m—1

wherer; =p;i —qi, (i=1,2,...,m)

2.5.4.2 Calculation of EMD metric for Categorical sensitive attributes

For categorical attributes, a total order often does not exist. We consider two distance
measures.
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Equal Distance: The ground distance between any two value of a categorical attribute is
defined to be 1. It is easy to verify that this is a metric. As the distance between any two
values is 1, for each point that pi-qi > 0, one just needs to move the extra to some other
points. Thus we have the following formula [29]:

EMDIP,Q] = Zzhjl qI—Z( - i):—Z(Pi—Qi)

Pi>di Pi<di

Hierarchical Distance: We consider the distance between two alphanumeric values of an
identifier and it is based on the minimum required level of generalization so that both values
are generalized to the same value according to the domain generalization hierarchy. Given
an hierarchy with height H and two distributions P = (p1, p2, ..., Pm) and Q = (q1, q2..-, qm)
we define the extra function as follows [29]:

extra(N) = Pi— i if N is a leaf
ZcEChud(N)extra(C) otherwise

where Child(N) is the set of all leaf nodes below node N. The extra function has the property
that the sum of extra values for nodes at the same level is 0. We further define two other
functions for internal nodes [29]:

pos_extra(N) = Z |extra(C)|
CeChild(N)Aextra(C)>0

neg_extra(N) = Z |extra(C)|
CeChild(N)Aextra(C)<0

The EMD metric can be calculated as the sum of the movement costs between the descen-
dants of N, i.e. [29]

EMDIP,Ql = ) cost(N
N

heigﬂt ™) min( pos_extra (N), neg_extra (N)) and N is a non-leaf node.

where: cost(N) =

Let examine the example in [29] according to the table 7 which is the 3-Diverse version
of table 6, there is a semantic problem in the first equivalence class where an attacker is
capable to conclude that an individual who belongs in that class has a stomach disease and
has low salary income. The distance between the distribution gastric ulcer,gastritis, stom-
ach cancer and the overall distribution is 0.5, while the distance between the distribution
gastric ulcer, stomach cancer, pneumonia is 0.278. Respectively, the distance for the dis-
tribution 30.000, 40.000, 50.000 is 0.375 whereas for the distribution 60.000, 110.000,
80.000 is 0.278.
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ZIP Code | Age | Salary | Disease
147677 29 3K gastric ulcer
247602 22 4 K gastritis
347678 27 5K stomach cancer
4 | 47905 43 6 K gastritis
5| 47909 52 11K flu
6 | 47906 47 8K bronchitis
7 | 47605 30 7K bronchitis
847673 36 2K pneumonia
9147607 32 10K stomach cancer

Table 6: Original Medical Data

ZIP Code | Age | Salary | Disease
1|476** 2* 3K gastric ulcer
2| 476 2* 4 K gastritis
3| 476" 2* 5K stomach cancer
4 | 4790* >40 | 6K gastritis
5 | 4790* >40 | 11K flu
6 | 4790* >40 | 8K bronchitis
7| 476** 3* 7K bronchitis
8 | 476** 3* 2K pneumonia
9| 476" 3* 10K stomach cancer

Table 7: 3-Diverse Dataset of Table 6-Similarity Attack
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ZIP Code | Age | Salary | Disease
114767* <40 |3K gastric ulcer
3| 4767* <40 |5K stomach cancer
8| 4767* <40 | 92K pneumonia
4 1 4790* >40 | 6K gastritis
5 | 4790* >40 | 11K flu
6 | 4790* >40 | 8K bronchitis
2 | 4760* <40 [4K gastritis
7 | 4760* <40 | 7K bronchitis
9 | 4760* <40 | 10K stomach cancer

Table 8: Table that has 0.167-closeness for Salary and 0.278-closeness for Disease

In order to minimize the values of t in the first equivalence class, the table is reconstructed
as shown in the table 8 .

The Similarity Attack is prevented in Table 8. For instance, an attacker can not infer that
an individual has a low salary or has stomach-related diseases. It is noted that t-closeness
protects against attribute disclosure, but does not deal with identity disclosure. Thus, it may
be desirable to use both t-closeness and k-anonymity at the same time.

2.5.5 Anatomy

In data anonymization, a large part of useful information is lost, as a result of which they can
not be utilized. This is caused by data generalizations in order to create equivalence classes.
In addition, the correlation of each record with its sensitive value is often not protected.

The basic concept of Anatomy [32] is the data publication without generalization but sep-
arated in two tables and linked together by a grouping mechanism. In this way the informa-
tion loss is reduced because in the published records the original values of quasi-identifiers
and sensitive attributes remain the same, however the correlation of every record with its
sensitive value is hidden.

More specifically, the procedure is analyzed in a few steps below [32]:

1. Sensitive features are separated from the data table.

2. Two sub-tables are created, the former contains the set of quasi-identifiers in the data
sample called quasi-identifier table (QIT), the latter contains the sensitive attribute of
the original dataset called sensitive table (ST).

3. The data of QIT is divided into equivalence classes in such a way that each element
of the table belongs to a single equivalence class. Moreover, 1-diversity is applied on
every record and an identifier number (id) is assigned on them.
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Quasi-ldentifiers Sensitive

23 M 11000 pneumonia
27 M 13000 dyspepsia
35 M 59000 dyspepsia
59 M 12000 pneumonia
61 F 54000 flu

65 F 25000 gastritis

65 F 25000 flu

70 F 30000 bronchitis

Table 9: Original Medical Dataset

Quasi-ldentifiers Sensitive

(21,60] | M [10001,60000] | pneumonia
[21,60] | M [10001,60000] | dyspepsia
21,60] | M (10001, 60000] | dyspepsia
21,60] | M [10001,60000] | pneumonia
61,70] | F [10001,60000] | flu

61,70] | F [10001,60000] | gastritis
61,70] | F [10001,60000] | flu

61,70] | F [10001,60000] | bronchitis

Table 10: 4-anonymous and 2-diverse table

4. In the QIT table, which includes the accurate values of the quasi-identifiers, a column
is added that contains the number that identifies which equivalence class each record
belongs to.

5. The ST table contains the sensitive attribute values and two additional columns, the
first holds the identifier number (id) of equivalence class to which every sensitive
value belongs to, and the other columns depicts the frequency of every value in each
equivalence class.

Let’s focus on the following example according to [32], the table 9 demonstrates the data
of a hospital the quasi-identifiers are Age, Sex, Zipcode and the sensitive attribute is Disease

Initially, the table 9 is generalized in such a way as to create equivalence classes that satisfy
4-anonymity and 2-diversity, as shown below in the table 10.
Then, the table 11 (QIT) is created with the original values of the quasi-identifiers , adding

a new column containing the number of the equivalence class (id) to which each record
belongs.
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23 M 11000 1
27 M 13000 1
35 M 59000 1
59 M 12000 1
61 F 54000 2
65 F 25000 2
65 F 25000 2
70 F 30000 2

Table 11: The quasi-identifier table (QIT)

1 dyspepsia 2
1 pneumonia 2
2 bronchitis 1
2 flu 2
2 gastritis 1

Table 12: The sensitive table (ST)

In the last step, the sensitive table (ST) 12 is formed, which includes the initial values of the
sensitive feature, together with the number of the equivalence class (id), and the number
of occurrences of the specific value within the equivalent class.

Using anatomy and publishing the last two tables, the attacker on the one hand, knowing
some of the values of the quasi-identifier, can determine if the person he is looking for
belongs to a record, on the other hand the attacker can not relate any record with the
sensitive value of the equivalence class to which it belongs, since each group satisfies the
2-diversity. Anatomy is preferred over generalization, in cases where the attacker knows
quasi-identifiers values of a record and he is certain that the target personiis in the published
records.

2.6 m-Invariance

The m-invariance [33] technique was created to ensure anonymity in non-static data pub-
lications, i.e. in cases when the published data table needs to be updated periodically de-
pending on the nature of the data and how they change at predetermined time periods.

None of the above methodologies support the republishing of data after any changes to
the database, such as adding and deleting records. The m-invariance is an extension of the
1-diversity [27], so that dynamic data can also be anonymized.

The first attempt to create a technique that would anonymize incremental datasets took
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place in 2006 by J-W. Byun, Y.Sohn, E.Bertino and N. Li [34]. However, this concept was
not considered enough effective , as it concerns data lists that are constantly growing, i.e.
it refers only to the addition of new data without taking into account their modification
or deletion. For this reason in 2007 it was proposed the m-invariance by Xiaokui Xiao and
Yufei Tao [33].

In the following lines, basic and useful concepts for the definition of m-invariance are pre-
sented as formulated in [33].

¢ Generalized Historical Union: Given a generalized relation T*(j)(1<j<n), we convert
each row t* € T*(j) to a timestamped tuple < t*,j >, which augments t” with another
attribute A'™, called "Timestamp”, storing j. The generalized historical union U*(n)
includes all the timestamped tuples converted from T*(1), ..., T*(n), or formally:

um=Jl U @)

j=1 \t*eT*(j)

o Lifespan: Each tuple t € U(n) is implicitly associated with a lifespan [x, y], where x(y)
is the smallest (largest) integer j such that t appears in T(j).

e Signature: Let QI* be a QI group in T*(j) for any j € [1,n]. The signature of QI* is the
set of distinct sensitive values in QI*.

Now, according to the above definitions we can define the m-invariance concept.

A generalized table T*(j)(1<j<n) is m-unique, if each QI group in T*(j) contains at least
m tuples, and all the tuples in the group have different sensitive values. A sequence of
published relations T*(1), ..., T*(n) (where n > 1) is m-invariant if the following conditions
hold:

1. T*(j) is m-unique for all j € [1,n].

2. Forany tuplet € U(n) with lifespan [x, y], t.QI*(x), t.QI*(x+1), ..., t.QI*(y) have the
same signature, where t.QI*(j) is the generalized hosting group of t at time j € [x, y].

The difficulty of applying the m-invariance technique lies in fulfilling the second condition
of the above definition, as two equivalence classes can not have the same signature when
there are records deletions that may remove a single sensitive value from the updated data
list which will be published.

These cases, called "critical absence” and leading to a possible exposure of personal in-
formation, are treated by adding counterfeit tuples to the published table when applying
m-invariance, which have the deleted sensitive values. Along with each published table
containing counterfeit tuples, another table is released containing the number of counter-
feit tuples for each equivalence class.
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Name | Age | Zip. | Disease G.ID| Age Zip. Disease
Bob | 21 | 12000 | dyspepsia 1 [21,22] | [12k, 14Kk] | dyspepsia
Alice | 22 | 14000 | bronchitis 1 (21,22] | [12k, 14K] | bronchitis
Andy | 24 | 18000 flu 2 (23,24] | [18k, 25k] flu
David | 23 | 25000 | gastritis 2 [23,24] | [18k,25k] | gastritis
Gary | 41 | 20000 flu 3 | [36,41] | [20k,27K] flu
Helen | 36 | 27000 | gastritis 3 [36,41] | [20k,27Kk] | gastritis
Jane | 37 | 33000 | dyspepsia 4 [37,43] | [26k,35Kk] | dyspepsia
Ken | 40 |35000 flu 4 [37,43] | [26k, 35K] flu
Linda | 43 | 26000 | gastritis 4 [37,43] | [26k,35k] | gastritis
Paul | 52 | 33000 | dyspepsia 5 | [52,56] | [33k,34k] | dyspepsia
Steve | 56 | 34000 | gastritis 5 [52,56] | [33k,34k] | gastritis

Table 13: Initial table T(1) and Generalized table T*(1) at the 1st release

Name | Age | Zip. | Disease G.ID| Age Zip. Disease
Bob | 21 | 12000 | dyspepsia 1 [21,23] | [12k, 25k] | dyspepsia
David | 23 | 25000 | gastritis 1 [21,23] | [12k,25k] | gastritis
Emily | 25 | 21000 flu 2 | [25,43] | 21k, 33K] flu
Jane | 37 {33000 | dyspepsia 2 | [25,43] | [21k,33k] | dyspepsia
Linda | 43 | 26000 | gastritis 2 [25,43] | [21k,33k] | gastritis
Gary | 41 | 20000 flu 3 | [41,46] | 20k, 30K] flu
Mary | 46 | 30000 | gastritis 3 | [41,46] | [20k,30k] | gastritis
Ray | 54 | 31000 | dyspepsia 4 | [54,56] | [31k,34K] | dyspepsia
Steve | 56 | 34000 | gastritis 4 [54,56] | [31k,34k] | gastritis
Tom 60 | 44000 | gastritis 5 (60, 65] | [36k,44k] | gastritis
Vince | 65 | 36000 flu 5 | [60,65] | [36k,44k] flu

Table 14: Initial table T(2) and Generalized table T*(2) at the 2nd release

To cite an example, suppose a hospital releases patients data every six months. In Table
13, T(1) is the original table which is used as a basis for anonymizing and publishing Table
T*(1). After six months based on data from the initial table T(2), the T*(2) is released. The
last two datasets are depicted in table 14.

The patients Alice, Andy, Helen, Ken and Paul have been deleted from the database. Re-
spectively, patients Emily, Mary, Ray, Tom and Vince have been added.Even though both
published relations (Tables T*(1), T*(2)) are 2-anonymous and 2-diverse, an adversary can
still precisely determine the disease of a patient, by exploiting the correlation between the
two “snapshots”.

To illustrate this, assume, again, an adversary who has Bob'’s age and Zip-code, and knows
that Bob has a record in both Tables T*(1) and T*(2) (i.e., Bob was admitted for treatment,
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Name | G.ID | Age Zip. Disease
Bob 1 (21,22] | [12k, 14K] | dyspepsia
Ci 1 (21,22] | [12k, 14Kk] | bronchitis
David 2 (23,25] | [21k,25k] | gastritis
Emily 2 (23,25] | [21k, 25k] flu
Jane 3 | [37,43] | [26k,33k] | dyspepsia
¢ | 3 37,431 26k, 33k]|  flu Gm“}’ — 1D CO;”“
Linda 3 (37,43] | [26k,33k] | gastritis 3 1
Gary 4 [41,46] | [20k, 30k] flu
Mary 4 [41,46] | [20k,30k] | gastritis
Ray 5 [54,56] | [31k,34k] | dyspepsia
Steve 5 [54,56] | [31k,34k] | gastritis
Tom 6 [60,65] | [36k,44k] | gastritis
Vince 6 (60, 65] | [36k, 44K] flu

Table 15: T*(3) which is T*(2) with counterfeits and published counterfeit statistics table

within 6 months before both publication times). Based on Table T*(1), the adversary is
certain that Bob must have contracted either dyspepsia or bronchitis. From Table T*(2),
he/she finds out that Bob’s disease must be either dyspepsia or gastritis. By combining the
above knowledge, the adversary correctly captures Bob's real disease dyspepsia.

According to the m-invariance method, table T*(2) is replaced by table T*(3), as shown
above 15. More specifically, table T*(3) involves a generalized tuple for every row in table
T*(2), together with two counterfeit tuples c¢; and ¢, (hames are not published; they are
included for row referencing). The 13 tuples are partitioned into six QI groups.

The two releases (tables T*(1) and T*(3)) have an important property. If a tuple appears in
the microdata at both publication timestamps, it is generalized to two QI groups (one per
timestamp) containing the same sensitive values. For instance, the tuple <Jane, 37, 33k,
dyspepsia> belongs to both Tables T(1) and T(2). It is generalized to Ql groups 4 and 3 in
Tables T*(1) and T*(3), respectively. The two groups include an equivalent set of diseases:
{dyspepsia, flu, gastritis} (as is achieved via a counterfeit c,). As a result, even if an adversary
finds out both QI groups, he/she can only conjecture that Jane’s disease may be an element
in that equivalent set.

To be precise, m-invariance requires the satisfaction of m-diversity and at the same time
a record always belong to the same equivalence class, which has the same set of sensitive
properties, for all publications.

In this way we avoid personal information leakage but we significantly corrupt the original
data, which is the main drawback of this technique. The information loss from the constant
generalizations of quasi-identifiers values as well as the gradual accumulation of counter-
feits records as the number of publications increases, often leads to information that is
impossible to use for any kind of research or study.
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2.7 ©6-Presence

Another metric used to protect privacy in databases is the 6-presence. The method guar-
antees that by anonymizing the database, an attacker will not be able to determine if an
individual is included in that database with a certainty greater than 6 [35] [36]. So, given an
external public table P, and a private table T , we say that 6-presence holds for a general-
ization T* of T, with 6 = (O min, Omax) if

Omin <P eT|T") <dmax VEteP

In such a dataset, we say that each tuple teP is &-present in T. Therefore, 6 = (dmin, Omax)
is a range of acceptable probabilities for P (t € T | T*).

The k-anonymity and 1-diversity methods guarantee privacy protection under the condition
that an attacker knows information about a person and is sure that individual’s information
is included in the published dataset. However, this is not enough in many cases. Suppose a
dataset which contains the cancer patients of a country. The attacker does not have to be
sure that the victim is included in this table, because then he/she knows with certainty that
the individual has cancer. Other examples of such datasets may be a database containing
information about illegal organizations or a set of patients data with a specific type of dia-
betes. In both cases, specifying that an individual or group is included in the database may
be harmful to the individual’s privacy.

In [35] examines whether the data is considered sufficiently anonymous, through the anal-
ysis of the risk of the participation or not of a natural person in the anonymized data. It is
defined as the problem of hiding individuals’ presence in a database and proves the impos-
sibility of k-anonymity in publication cases of sensitive attribute values.

2.8 Kk™-Anonymity

Despite the various techniques that have been developed, and the various guarantees of-
fered in the literature, many privacy risks remain unaddressed. The available information
that the attacker may possess can take many forms. At the same time, the published data
models may differ from time to time, with the result that each case requires a different
processing in order to ensure the databases privacy.

K™-anonymity [15] comes to solve such a problem as described above. In this problem each
record consists of datasets that get values from a common domain depicted in teble 16. The
attacker who knows up to m items of a target record, and tries to identify the remaining
values of the record and associate the published record with a real person. So, k™-anonymity
provides protection against identity disclosure.

In contrast to previous privacy guarantees, there is no clear distinction between sensitive
and quasi-identities. In each case a subset of the records’ values forms the set of the quasi-
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Figure 21: Data Generalization Hierarchy

Name Payments

John | {11000, 11000, 20000, 40000, 40000}
Mary {11000, 30500, 40000}

Nick {11000, 11000, 40000, 40000}
Sandy {11000}

Mark {20000}

Table 16: Set-valued dataset-Payment data

identifiers and the remaining values form the set of the sensitive attributes. Each record has
a different size, as opposed to relational databases where the size of each record is fixed.

This is a new version of k-anonymity, in which each combination of values with m size ,
appears at least k times in the dataset. K"-anonymity ensures that any attacker who knows
up to m items of a target record cannot use that knowledge to identify more than k individ-
uals in the dataset. This guarantee is a relaxation of the classic k-anonymity [1,2]. Consider
the 2%-anonymous Table 17 which is an anonymization of Table 16. An attacker with partial
knowledge of up to 2 values of a target, will not be able to identify less than 2 records. To
achieve this level of privacy in our dataset, using the data hierarchy of Figure 21, all values
had to be generalized because values 20,000 and 30,500 were rare. However, the same
privacy can be ensured in Table 18 where values 20,000 and 30,500 are generalized to the
range [20,000-30,500] [37]. As we can observe, less values are generalized and a smaller
information loss is achieved.

Therefore, according to definition in [15] a dataset D satisfies k™-anonymity, if every com-
bination of m values is presented in at least k different records.

51



Id Payments
(10000 — 20000], (10000 — 200001, (30000 — 40000], (30000 — 40000], (30000 — 40000]
(10000 — 200001, (30000 — 400001, (30000 — 40000]
(10000 — 200001, (10000 — 200001, (30000 — 40000], (30000 — 40000]
(10000 — 20000]
(10000 — 20000]

Q1| | W[ N —

Table 17: 2?-anonymous table using a data generalization hierarchy

Id Payments

1 | 11000, 11000, [20000 — 30500}, 40000, 40000
2 11000, [20000 — 30500], 40000

3 11000, 11000, 40000, 40000

4 11000

5 (20000 — 30500]

Table 18: 2?-anonymous table using a dynamic hierarchy

2.8.1 Generalization model

For the anonymization process, the global recording [2,19] technique is selected, according
to which a value in the database is replaced by a more general value containing the original,
without changing its semantics. The set of possible generalizations of a database is the tree
of the generalization hierarchy as shown in the figure 22. The higher the generalization
level, the greater the information loss presented by the data. In a data collection, all the
values in the database must be in the hierarchy tree as shown in the figure 22.

In this example the dataset D in table 19 does not satisfy the k™-anonymity, since for k = 2
and m = 2 the combination of values al, b1 appears only once. The application of general-
ization {a;, a;} — A to the database can solve the problem, since now any combination of
m = 2 values in the database, appears in at least k = 2 records as demonstrated in figure
20.

id | contents
u | {ar, by, by}
ty | {azbi}

ts | {az, by, by}
ty | {ai, az, by}

Table 19: Dataset D
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Figure 22: Sample generalization hierarchy

id | contents
tq {A) b] ) bl}
t, | {A,bi}
tlg {Aa b1 ) bZ}
tﬁl {A) bZ}

Table 20: Anonymized dataset D

2.8.2 Apriori Algorithm

The Apriori algorithm transforms set-valued data to k™-anonymous datasets, and exploits
the principle of apriori property. According to this property if an itemset | of size i causes a
privacy breach, then each superset of | causes a privacy breach. First the algorithm exam-
ines the privacy breaches that might be feasible if the adversary knows only 1 item from
each trajectory, then 2 and so forth till we examine privacy threats from an adversary that
knows m items. The benefit of this algorithm is that we can exploit the generalizations
performed in step i, to reduce the search space at step i+1.

Unlike the case of previous algorithms such as Flash, Apriori does not perform full-domain
hierarchy, but partial-domain hierarchy. The aim of the algorithm is to find a “cut” is the
generalization hierarchy, i.e., a horizontal partitioning of nodes as demonstrated in figure
24, that guarantees that if every value is generalized to the most abstract descendant which
is under the cut-off line, then the resulting dataset will be anonymous. The solution space
is exponential to the size of the domain and the record, thus exhaustive algorithms are very
inefficient for realistic datasets. Apriori offers a greedy heuristic with performs efficiently
and finds solutions of high quality. It relies on creating a count tree 23, which is a trie tree

53



that traces the supports of sets of values in the dataset.
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Figure 24: Generalization cuts

More specifically, the algorithm practically iterates the direct algorithm for combination of
sizes 1 = {1, ..., m}. The database is scanned at each iteration i and the count-tree is popu-
lated with itemsets of length i. Then, the algorithm finds in the count-tree the values in the
nodes-leaves that have support less than k. Each of these values it refers to the general-
ization hierarchy tree, and replaces the problematic values with the more generalized ones
in order to increase the support of each value to a number greater than k. The algorithm
repeats the procedure for all the problematic values of the count-tree. In other word, the
basic idea is to iteratively count the supports of sets of increasing length (up to size m) and
at each step to perform all the necessary generalizations to keep the dataset anonymous.
The basic steps of the algorithm are the following in the pseudocode 1 according to [15].

2.9 Randomization

Randomization involves changing the attributes in a dataset to be less precise, while main-
taining the overall distribution. More specifically, randomization is a category of anonymiza-
tion techniques that modify data accuracy to remove the strong connection between the
data and the natural person they refer to. Moreover, randomization protects the dataset
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Algorithm 1 Apriori-based Anonymization

1: procedure AA(D, |, k, m)
2: initialise cout > Cout: Set of generalization rules

3: fori:=1tomdo
4: initialize a new count-tree
5: forallt € D do
6: extend t according to cou¢
7: add all i-subsets of extended t to count-tree
8: for all leaves v in count-tree do
9: if support(v) < k then
10: ] := itemset corresponding to v
11: find generalization of items in ] that make ] k-anonymous
12: merge generalization rules with ¢,
13: backtrack to longest prefix of path ], wherein no item has been gen-

eralized in cqut

from the risk of inference. Examples of randomization techniques include noise addition,
permutation and differential privacy. A key advantage of randomization methods is their
relatively simple application as will be presented in detail below.

2.9.1 Adding noise

Adding noise is the most studied anonymization technique as many different models have
been designed for privacy. The technique of adding noise was initially created to be used
in statistical databases with numerical data [38]. However, over the years, after various
studies and analyzes, a substantial number of models were created which can be used for
categorical data [39].

Before developing the methodology of this technique we will try to clarify the meaning
of noise addition. So, adding noise concerns the modifying attributes values in a dataset
through the addition of synthetic records with similar quasi-identifiers values. Therefore,
the main principle of noise addition is the modification of the attributes of the dataset to
make them less accurate.

In the case of databases with numerical data, the addition of noise involves the modify-
ing the values of the quasi-identifiers by a very small number called noise. So the basic
logic of the statistical noise addition technique is to integrate n numbers r, 15, ..., 1, from
a known distribution into the initial values v; of a feature V = {vy, v,, ..., v,,} creating a set
of anonymized values of the same feature U = {u;,u,, ..., u,}. The integration of noise in
the initial values of a feature is fulfilled either additively or multiplicatively [40].

In the case of additive noise, the following applies:
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u=vi+r1,r€l—aa,aeR

that is, the noise variable belongs to a distribution with an average value of O and a very
small standard deviation.

In the occasion of multiplicative noise, the following applies:

Ui = ViTy

Where the noise variable belongs to a distribution to which the following applies to the
mean and variance:

E(ui|lvi)=w

Gim =V (u|v) =Vvio?

As for the alphanumeric data as is evident from the above, the addition of noise alters the
data. Therefore, to reduce the effects of data alteration, the statistical data of the sample
should be preserved during the application of the technique, ie the average, the variation,

etc.

The main benefit of noise addition is that a third party will not be able to identify an indi-
vidual nor will they be able to restore the data or otherwise discern how the data has been
altered if the noise addition is applied effectively and retains the global distribution of the
dataset. However, the noise introduced alters the quality of the data as described above, so
the analyses performed on the dataset are less relevant. The level of noise depends on the
level of information required and the impact that the disclosure of attributes would have
on the privacy of individuals.

The basic common mistakes in noise addition can be categorized as follows:

¢ Inconsistent noise addition: If the noise is not semantically viable (i.e. it is dispropor-
tionate and does not respect the logic between attributes in a set) or if the data set
is too sparse.

¢ Assuming that adding noise is sufficient: Adding noise is a complementary measure
that makes it more difficult for an attacker to recover the data, it should not be as-
sumed to be a self-sufficient anonymisation solution.

2.9.2 Permutation

The permutation technique is quite similar to the anatomy technique which described in
above section, both maintain the accuracy of the data values.
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The key idea of permutation consists of mixing attribute values in a table in such a way
that some of them are artificially linked to different data subjects. Permutation, therefore,
alters the values within the dataset by simply swapping them from one record to another.
More specifically, permutation eliminates the relations between quasi-identifiers and sen-
sitive features by grouping the records into equivalence classes and "shuffling” the sensitive
features of each class [41].

Generally, a permutation on a set V, is an one-to-one mapping from V to itself. If |[V| = N,
there are overall N! permutations on V. Let « be a permutation on a set V of tuples, we use
« (t;) to denote the image of t; under «. We use Sy, to denote the set of all permutations on
V. If Vis a Ql-group of microdata T, for example, V = QI;, we can independently uniformly
select a permutation from S, at random [42].
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2.9.2.1 Permutation Anonymization

Let T be a table consisting of Ql-attributes A;(1 < i < d) and sensitive attribute A. Given
a partition P with m Ql-groups on T, permutation anonymization is a procedure with (T, P)
as input, which produces a quasi-identifier table PQT and a sensitive table PST satisfying
following conditions:

1. PQT is a table with schema (A, A3, -+, Aq, Group-ID ) such that for each tuple t €
QL, PQT has a tuple of the form: («, (t) - Ay, xi, (t) - Azy -+, &y, (1) - Ag, 1), where
{oc-Lj (1< < d)} is independently uniformly selected from Sy, at random.

2. PST is a table with schema (Group-ID, A ) such that for each tuple t € QI;, PST
has a record of the form: (i, o (t) - As), where oy is uniformly selected from S, at
random.

In simple terms, the table T is split into sensitive attributes and simple quasi-identifiers,
creating two subsets of data. The relation between quasi-identifiers and sensitive attributes
is removed and two sub-tables are created, one QT, which contains all the quasi-identifiers
and the other ST, which contains the sensitive table attribute. Given partition P of the data
table T with m quasi-identifiers, the permutation anonymization creates two subsets of
data PQT and PST which satisfy the above conditions.

2.9.3 The concept of Differential Privacy

Although k-anonymity is quite a powerful model of anonymization, it has been shown that
k-anonymity alone does not always ensure privacy. k-Anonymity is able to prevent identity
disclosure, i.e. a record in the k-anonymized dataset cannot be mapped back to the corre-
sponding record in the original dataset. However, in general, it may fail to protect against
attribute disclosure [43]. On the contrary Differential Privacy satisfy the demands of being
a formal privacy definition.

Differential privacy [44,45] is a mathematical definition of what it means to have privacy.
It is not a specific process like de-identification, but a property that a process can have.
For example, it is possible to prove that a specific algorithm “satisfies” differential privacy.
Introduced in 2006 [8, 44], Differential Privacy describes a promise to protect individuals
from any additional harm that they might face due to their data being in the private database
D that they would not have faced if their data were not been part of D.

Furthermore, differential privacy addresses the paradox of learning nothing about an in-
dividual while learning useful information about a population [46]. Informally, differential
privacy guarantees the following for each individual who contributes data for analysis: the
output of a differentially private analysis will be roughly the same, whether or not you con-
tribute your data. In other words, differential privacy is a powerful, mathematical definition
of privacy in the context of statistics and machine learning analysis.
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As mentioned above, differential privacy is a powerful standard for data privacy [44,47],
it guarantees that the probability of an attacker who brings good or harm to any set of
participants is essentially the same, regardless of whether an individual is inside or outside
from the dataset. To achieve this, differential privacy adds a random noise to the query
output, so that the difference in output results is covered by the presence or absence of a
single person.

Differential privacy has been studied in theory and shown that provides a strict guarantee of
privacy, even when the attacker has the background knowledge of the worst-case scenario
[8]. It neutralizes all data-linkage attacks and statistical attacks because it uses the property
of a data access mechanism that does not depend on the presence or absence of basic
background knowledge.

To put it simply, consider an individual who is deciding whether to allow their data to be
included in a database. For example, a patient may decide whether their medical records
can be used in a study, or someone deciding whether to answer a survey. A useful notion
of privacy would be an assurance that allowing their data to be included should have neg-
ligible impact on them in the future. As we've already seen, absolute privacy is inherently
impossible but what is being guaranteed here is that that the chance of a privacy violation
is small. This is precisely what differential privacy provides.

2.9.3.1 Fundamental Properties and Definitions for Differential Privacy
Before defining differential privacy, we need to mention some useful concepts.

It is useful to think of the dataset D as a finite collection of records from a universe U.
Let D = (ry,72,...,7n) € U be a dataset in which r; represents a record or an individual.
Informally, any particular row is indiscreet to a differentially private output. Therefore, when
viewed from the perspective of any particular data, the calculation is like from a dataset
that does not include it. So, we come to the concept of adjacent datasets. Moreover, it
is convenient to represent a dataset or database D by its histogram which is a function
h(D) : 4 — NY in which each entry h; represents the number of records in the dataset D
of typeie U

In order to explain the distance between datasets, we have to define the 1; norm which a
basic term for neighbour datasets.

Definition 2..1 (1, norm) The 1, norm of a dataset D is denoted ||D||; and is defined to be :

DI

Dl =Y Dy

i=1

Definition 2..2 (Distance Between Databases [46]) The distance between two adjacent or neigh-
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boring datasets D, D’ with the 1, norm is:

D]
ID—D'|; =) IDi—Dj <1

i=1

Note that ||DJ; is a measure of the size of a database D (i.e., the number of records it
contains), and |D; — D{| is a measure of how many records differ between D and D’.

Before we get into the definition of differential privacy, we will therefore need to discuss the
necessity of randomization. More precisely, as we analyzed above any non-trivial privacy
guarantee that holds regardless of all present or even future sources of auxiliary information
requires randomization. For instance, a non-trivial deterministic algorithm yields different
outputs between two dataset under a specific query. Changing one row at a time we see
there exists a pair of databases differing only in the value of a single row, on which the same
query vields different outputs. An attacker knowing that the database is one of these two
almost identical databases learns the value of the data in the unknown row [46]. Thus, it
is important to define the input and output space of randomized algorithms. A randomized
algorithm with domain A and (discrete) range B will be associated with a mapping from A
to the probability simplex over B.

Definition 2..3 (Probability Simplex [46]) Given a discrete set B, the probability simplex over B,
denoted A(B) is defined to be:

B
AB)=<{xeRP®:x; > 0foralliand in =1

i=1

Definition 2..4 (Randomized Algorithm [46]) A randomized algorithm M with domain A and
discrete range B is associated with a mapping M : A — A(B). Oninput a € A, the algorithm
M outputs M(a) = b with probability (M(a)), for each b € B. The probability space is over
the coin flips of the algorithm M.

Hence, the important concept of the above definition where the probability space is over
the coin flips of the algorithm M implies that it is the source of randomness.

We are now ready to formally define differential privacy, which intuitively will guarantee
that a randomized algorithm produces similar outputs on adjacent inputs. Correspondingly,
the influence of any single record-individual on the output of the algorithm is influence and
the leakage of any individual’s information is prevented.

Definition 2..5 (Differential Privacy [44, 46]) A randomized algorithm M with domain N js
(e, 0)-differentially private if for all S C Range (M) and for all adjacent input datasets D, D’ €
N“ such that|D —D/| < 1:
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PriM(D) € S] < exp(e) PriM(D’) € S1 + 8

where the probability space is over the coin flips of the mechanism M. If 5 = 0, we say that M is
e-differentially private.

The parameter ¢, called the privacy budget and controls how much noise is needed to
protect privacy, so it directly impact on accuracy. The noise protects the individual of a data
point in the dataset. In general, smaller values of € imply more privacy, as the distributions
of algorithm’s outputs for neighbouring inputs tend closer. However, the optimal selection
of € is open question but there several methods for choosing e [48].

Regarding the parameter § we are interested in values less than the inverse of any poly-
nomial in the size of the database. In particular, values of 6 on the order of 1/||D||; are
very dangerous, they publish complete records of a small number of database participants.
Even when 5 is negligible, however, there are theoretical distinctions between (e, 0)- and
(e, 8)-differential privacy. Chief among these is what amounts to a switch of quantification
order. (e, 0)-differential privacy ensures that, for every run of the mechanism M(D), the
output observed is almost equally likely to be observed on every neighboring database, si-
multaneously. In contrast, (e, §)-differential privacy says that for every pair of neighboring
databases D, D', it is extremely unlikely that, the observed value M(D) will be much more or
much less likely to be generated when the database is D than when the database is D'. In
other words, (¢, §)-differential privacy allows a privacy leakage with some small probability
delta.

Now, we will examine some basic properties of differential privacy which make the pri-
vacy guarantee resilient to various changes in the algorithm itself, in the group of people
to whom the privacy is offered, and when combining the results of a series of algorithms
executed on private data. These properties make differential privacy stand out from other
anonymization techniques.

¢ Post-processing: Differentially private mechanisms are immune to post-processing.
The composition of any function with a differentially private mechanism will remain
differentially private. Formally, the composition of a data-independent mapping f with
an (e, 6)-differentially private algorithm M is also (e, 8)-differentially private as defined
in the lemma which proof can be found in [46].

Lemma 1 (Post-processing) Let M : N¥I — Z be a randomized algorithm that is (e, §)-
differentially private. Let f : Z — R be an arbitrary randomized mapping. Then f o M :
NI* — Riis (e, 8)-differentially private.

Essentially, what this says is that we may obtain some intermediate private result (in
a potentially easy-to-implement way) and then release this result, allowing anyone
to perform any further (statistical or other) calculations on their own, without having
to worry whether they might process this result in a certain way so as to violate the
(e, 8) privacy guarantee

61



e Composition: Perhaps most crucially, the quantification of loss also permits the anal-
ysis and control of cumulative privacy loss over multiple computations. Understand-
ing the behavior of differentially private mechanisms under composition enables the
design and analysis of complex differentially private algorithms from simpler differ-
entially private building blocks. The composition property splits into sequential com-
position and parallel composition.

- Sequential Composition: The sequential composition states that if we combine
multiple differentially private mechanisms at the same input and release all the
results, the privacy budget will add up. Formally, the sequential composition
theorem for differential privacy says that [46,49]:

Theorem 1 (Sequential Composition) Let M; : NI — Z:. be an (e, 0)-differential
private algorithm for i € [k]. Then their combination defined to be My, : N4 —

[1%., Z: by the mapping: Myy(D) = (M;(D), My(D), ..., My (D)) is (Zl; si,0>
differentially private.

Sequential composition is a vital property of differential privacy because it en-
ables the design of algorithms that consult the data more than once. Sequential
composition is also important when multiple separate analyses are performed
on a single dataset, since it allows individuals to bound the total privacy cost
they incur by participating in all of these analyses. The bound on privacy cost
given by sequential composition is an upper bound - the actual privacy cost of
two particular differentially private releases may be smaller than this, but never
larger.

- Parallel Composition: Parallel composition can be seen as an alternative to se-
guential composition - a second way to calculate a bound on the total privacy
cost of multiple data releases. Parallel composition is based on the idea of split-
ting your dataset into disjoint chunks and running a differentially private mech-
anism on each chunk separately. Since the chunks are disjoint, each individual’s
data appears in exactly one chunk - so even if there are k chunks in total (and
therefore k runs of the mechanism), the mechanism runs exactly once on the
data of each individual. More formally, parallel composition theorem [46, 50]
states that:

Theorem 2 (Parallel Composition) Let M; : N¥' — Z., be an (e, 0)-differential
private algorithm for i € [k]. Let Dy, D1, ..., Dy be k partitions of the dataset D, such
k k
that | J D; = D and () D; = 0.
i=1 i=1
Then their combination Myy(D) = (M;(D), M,(D), ..., My (D)) : N*¥! — HL Z;
satisfies (max{eq, €2, ..., £ })-differential privacy.

Note that this is a much better bound than sequential composition would give.
Since we run M k times, sequential composition would say that this procedure
satisfies ke-differential privacy. Parallel composition allows us to say that the
total privacy cost is just €

e Group privacy: Differential privacy permits the analysis and control of privacy loss
incurred by groups, such as families. In this case, we can guarantee a similar fact for
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groups of k individuals, which is extremely useful. It also addresses the case that
multiple k records in the dataset refer to the same individual [46].

Theorem 3 Any (e,0)-differentially private mechanism is (ke,0)-differentially private for
groups of size k That is, for all datasets D, D’ such that |D — D’| < kandall S C Range(M)

PriM(D) € S] < exp(ke) PriM(D’) € S,

where the probability space is over the coin flips of the mechanism M

2.9.4 Differentially Private Mechanisms

Unlike k-Anonymity [1], differential privacy [8, 44] is a property of algorithms, and not a
property of data. That is, we can prove that an algorithm satisfies differential privacy ; to
show that a dataset satisfies differential privacy, we must show that the algorithm which
produced it satisfies the above definition 2..5.

Definition 2..6 Arandomized algorithm which satisfies differential privacy property 2..5 is called
privacy mechanism.

Consequently, a privacy mechanism is essentially a randomized which quantifies the ran-
domness producing a noise result of the original input that one would have expected from
a non-private algorithm. This general method contains a number of techniques, and we will
investigate here some versions for numerical statistical methods.

2.9.4.1 Randomized Response

Differential privacy builds conceptually on a prior method known as randomized response
which is a research method introduced in the middle 60’s [38]. Here, the key idea is to
introduce a randomization mechanism that provides plausible deniability. A simple example
especially developed in the social sciences [38,46] to collect statistical information about
embarrassing or illegal behavior, captured by having a property P. Study participants are
told to report whether or not they have property P as follows:

1. Flip a coin.
2. If tails, then respond truthfully.

3. f heads, then flip a second coin and respond “Yes” if heads and “No” if tails.
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“Privacy” comes from the plausible deniability of any outcome; in particular, if having prop-
erty P corresponds to engaging in illegal behavior, even a “Yes” answer is not incriminat-
ing, since this answer occurs with probability at least 1/4 whether or not the respon-
dent actually has property P. Accuracy comes from an understanding of the noise gen-
eration procedure (the introduction of spurious “Yes” and “No” answers from the random-
ization): The expected number of “Yes” answers is 1/4 times the number of participants
who do not have property P plus 3/4 the number having property P . Thus, if p is the
true fraction of participants having property P , the expected number of “Yes” answers is
(1/4)(1-p)+(3/4)p = (1/4)+p/2. Thus, we can estimate p as twice the fraction answering
“Yes” minus 1/2, that is, 2((1/4) + p/2) - 1/2.

Differential privacy formalizes how we define, measure, and track the privacy protection
afforded to an individual as functions of factors like randomization probabilities and the
number of times surveyed. In this example, there is a parameter which is the probability that
the true response is recorded. If it is very likely that the true response is recorded, there is
less privacy protection. Conversely, if it is unlikely that the true response is recorded, more.
It is also clear that, regardless of the probability, if an individual is surveyed multiple times,
then there will be less protection, even if their answer is potentially randomized every time.

2.9.4.2 Laplace Mechanism

Before analyzing the Laplace Mechanism, we introduce the concept of 1; sensitivity which
intuitively captures the maximum effect that a individual single record may cause to the
output of the function that we want to estimate over the dataset. Using the definitions
2..1 2..2 we define the 1, sensitivity between two datasets D, D’

Definition 2..7 (L, sensitivity [44,46]) The 1,-sensitivity of a function f : N¥ — R js:

Af = max |[[f(D)—f(D')|
D,D’eNU|

Now, we will examine one of the classical techniques for differential privacy. The Laplace
Mechanism takes a deterministic function of a database and adds noise to the result. Much
like randomizing the response to a binary question, adding noise to continuous valued func-
tions provides "plausible deniability” of the true result and hence, privacy for any inputs into
that computation. Initially, we must introduce the Laplace Distribution:

Definition 2..8 (Laplace Distribution [46]) A random variable X is distributed as per the Laplace
distribution L(u, b) centered at © with scale b if its probability density function is:

Lap(x | 6,b) = ;—bexp (_!x;@!) , X €R
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We will now define the Laplace Mechanism

Definition 2..9 (Laplace Mechanism [46]) Given any function f : N¥I — R* the Laplace mech-
anism is defined as:

ML(X>f(')) 8) = f(X) + (Yh .. °)Yk)

where Y; are i.i.d. random variables drawn from Lap(Af/e).

2.9.4.3 Exponential Mechanism

The exponential mechanism [46,51] can be used to provide differentially private answers
to queries whose responses aren’t numeric. For instance "what colour of eyes is most com-
mon?” or "which town has the highest prevalence of cancer?”. It is also useful for construct-
ing better mechanisms for numeric computations like medians, modes, and averages.

The exponential mechanism was designed for situations in which we wish to choose the
“best” response but adding noise directly to the computed quantity can destroy its value,
such as setting price in an auction, where the goal is to maximize revenue, and adding a
small amount of positive noise to the optimal price (in order to protect the privacy of a bid)
could dramatically reduce the resulting revenue.

The exponential mechanism is the natural building block for answering queries with arbi-
trary utilities (and arbitrary non-numeric range), while preserving differential privacy. Given
some arbitrary range R, the exponential mechanism is defined with respect to some utility
function q : NJU| x R — R which maps database/output pairs to utility scores. Intuitively,
for a fixed database x, the user prefers that the mechanism outputs some element of R
with the maximum possible utility score. Note that when we talk about the sensitivity of
the utility score q : NJU| x R — R we care only about the sensitivity of q with respect to
its database argument; it can be arbitrarily sensitive in its range argument [46]:

_ D,1) — g(D’
A= M B, 1D ) — AP

The intuition behind the exponential mechanism is to output each possible r € R with
probability proportional to exp(eq(D, r)/Aq) and so the privacy loss is approximately [52]:

0 (exp(eq(D,r)/Aq)

exp(sq(D/,r)/Aq)) = €lad,m) = q(D’,r)]/Aq) =€
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Definition 2..10 (The Exponential Mechanism [46,52]) The exponential mechanism Mg (D, q, R)

selects and outputs an element r € R with probability proportional to exp (%‘?)

When the range of exponential mechanism is super-polynomially large in the natural pa-
rameters of the problem, it can define a complex distribution over a large arbitrary domain
and so it may not be possible to implement it efficiently.

2.9.4.4 Median Mechanism

The median mechanism is a differentially private mechanism answering predicate queries
fq, f2, ..., fi on the fly where k could be large, even super-polynomial. Without future knowl-
edge queries, this mechanism determines the appropriate correlations between different
output perturbations. Moreover, the median mechanism is the first interactive mechanism
better than the Laplace mechanism, and its performance is close to the best possible even
in the non-interactive setting [53].

Classifying queries as "easy” or "hard” with low privacy cost is the main concept of mech-
anism, for the "hard” queries there is an upper bound to O(logk - log|X]|) because of VC
(Vapnik-Chervonekis) argument dimension [54] and the constant factor reduction of the
number of databases consistent with the mechanism’s answers, every time we answer a
"hard” query [53].

The procedure of median mechanism can be explained in the following algorithm as de-
scribed in [53]:

Algorithm 2 Median Mechanism
1: procedure MM(X,fq, f3, ..., fy)

2: Initialize Cy = { databases of size m over X}.
3 for all queries fy, f;, ..., f}, do
4: Define r; and let #; = r; + Lap (%)
5: Let t; = 2+j-y, wherej € {O, 1,..., %%} is chosen with probability proportional
to 27
6: if f’i >t then
7: set a; to be the median value of f; on Ci_;
8: if f‘i <t then
9: set a; to be f;(D) + Lap ()
10: if ; < t; then
11: set C; to the databases S of C;_; with |f;(S) — a;| < ¢/50
12: else
13: C; =Ci,
14: if ; < t; for more than 20mlog |X] values of j <1 then
15: Halt and report failure
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The median mechanism makes use of several additional parameters which are set in [53]
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The o can be thought of as our "privacy cost” as a function of the number of queries k.

3. Disk based Clustering for Big Data Anonymization

Big data have become a reality with the new millennium. Almost any human activity leaves
a digital trace that is collected and stored by someone (sensors of the Internet of Things,
social apps, machine-to-machine communication, mobile video, etc.). As a result, data from
several different sources are available, and they can be merged and analyzed to generate
knowledge. Therefore, in this day and age, big data is the big star and they are important
for both research and business. For instance, companies use big data in their systems to
improve operations, provide better customer service, create personalized marketing cam-
paigns and take other actions that, ultimately, can increase revenue and profits.

Big data provides valuable insights into customers that companies can use to refine their
marketing, advertising, and promotions to increase customer engagement and conversion
rates. Businesses that use it effectively hold a potential competitive advantage over those
that don’t because they can make faster and more informed business decisions. Both his-
torical and real-time data can be analyzed to assess the evolving preferences of consumers
or corporate buyers, enabling businesses to become more responsive to customer wants
and needs.

However, as we said above big data are used from scientists and researchers. For example,
medical researchers for identifying disease signs and risk factors and doctors for helping
diagnose illnesses and medical conditions in patients. In addition, a combination of data
from electronic health records, social media sites, the web and other sources gives health-
care organizations and government agencies up-to-date information on infectious disease
threats or outbreaks. Big data are characterised by their huge volume, their velocity and
their variety.

For a long time now, organizations and companies have been investing in developing solu-
tions for implementing systems with enough computing power to process large volumes of
data. Even though big data are extremely valuable in many fields, they increasingly threaten
the privacy of individuals on whom they are collected. So, privacy is significant; however,
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big data are complex and contain so much volume that it is difficult to manage them all
in the main memory of an operating system. Indeed, the complexity is quite high, while
at the same time, the data types are many. For example, some data is stored in a tradi-
tional relational database, but data such as documents, various files, videos, and images are
unstructured.

From the above paragraphs, the conclusion is born that so much information in differ-
ent formats makes it impossible to manage data in traditional ways and, more specifically,
with algorithms and programs that use only the main memory of a machine. Therefore, big
data anonymization requires smart and optimal management of all resources. For a privacy
model to be useful for big data, it must be compatible with the volume, the velocity, and
the variety of this kind of data [55].

So, we were led to the design and implementation of a new algorithm for Amnesia Anonymiza-
tion Tool which will be adapted to the big data and will utilize the hard drive so that the
main memory is not overloaded. Using a clustering logic [56], the data are loaded in small
quantities on the main memory where they can be anonymized. The privacy model that
perfectly fits on clustering approach is k-anonymity [1, 2] which is used in our algorithm
and essentially applying local recording [21] . So the main problem now is which clustering
method we will use in order to split the data with the least computational cost using the
hard drive for the main volume of the data and the main memory for the procedure. Let us
explore some popular cluster approaches in anonymization field.

3.1 Related Clustering Approaches

J.-W.Byun et al. [12] proposed the greedy k-member clustering algorithm for k-anonymization
using clustering. This algorithm works by first randomly choosing an initial record r to start
building a cluster and consecutively picking and adding more records to the cluster such
that the attached records incur the least information loss within the cluster. Once the num-
ber of records in this cluster reaches k, the algorithm chooses a new record that is the fur-
thest from r, and repeats the same process to create the next cluster. Once fewer than k
records are not yet assigned to any clusters yet, this algorithm then individually attaches
these records to their respective closest clusters. However this algorithm is slow with time
complexity O(n?) and sensitive to outliers.

Loukides and Shao [57] proposed another greedy algorithm for k-anonymization using the
clustering concept. The algorithm forms one cluster at a time. Nevertheless this algorithm
picks the initial records for each cluster randomly. Furthermore, when creating a cluster, this
algorithm continues choosing and attaching records to the cluster until the information loss
of the cluster exceeds a user-defined threshold. Consecutively, if the number of records in
this cluster is fewer than k, the whole cluster is deleted. With the help of the user-defined
threshold, this algorithm is less sensitive to outliers. The main disadvantage of this algorithm
is the selection of a proper value for the user-defined threshold. Moreover the deletion
of many clusters may cause a considerable information loss. The time complexity of this

algorithm is O <M> where c is the average number of records in each cluster.

C
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Chiu and Tsai [58] proposed a weighted feature C-means clustering algorithm for k-

anonymization. This algorithm attempts to form all clusters simultaneously by first ran-
domly picking LT—U initial records for the clusters. This algorithm then assigns all records to
their respective nearest clusters, and updates feature weights to minimize information loss.
This step is iterated until the assignment of records to clusters stops changing. Since some
clusters might contain fewer than k records, a final step is necessary to merge those small
clusters with large clusters to meet the constraint of k-anonymity. The time complexity of

this algorithm is O (%) where c is the number of iterations needed for the assignment of
records to clusters to converge.

Zhu and Ye [59] proposed a density-based clustering method for k-anonymization. The
density of a record is defined as the inverse of the sum of distance from this record to each
of its k-1 nearest neighbors. A cluster is created by the record with the lowest density
and its k-1 nearest neighbors. This step is repeated until there are fewer than k records to
be assigned to any clusters. Eventually, this algorithm individually assigns these remaining
records to their respective nearest clusters.

Lin and Wei [60] proposed a two-stage algorithm, called OKA. During the first stage, the
algorithm clusters data using the K-means algorithm, but it only runs one iteration of the
K-means algorithm. During the second stage, it removes records from those clusters with
more than k records (called the shrinking clusters) and attach them to those clusters with
fewer than k records (called the growing clusters) such that each cluster ultimately contains

no fewer than k records. The time complexity of this algorithm is O (“—E)

Zheng et al. [61] proposed a clustering-based k-anonymity algorithm that considers the
overall distribution of quasi-identifier groups in a multidimensional space. The algorithm
first selects randomly an initial record r as a centroid of the first cluster and adds the k — 1
closest records to it, in order to form the first cluster. Then the algorithm selects the record
which has the biggest distance between itself and the initial centroid and set it to the sec-
ond centroid. The i" centroid is created by in the same way, based on the distance between
the i*" record and all the existed centroids. After each centroid creation step, the algorithm
attaches the k-1 closest records to the centroid to form the clusters. The algorithm iterates
the remaining records and adds each record to the closest cluster, i.e., having the small-
est distance with its centroid. All the clusters created contain k records at the end of this
process if there are ungrouped records.

3.2 Clustering algorithm description

Our anonymity clustering algorithm is a combination of the previous clustering approaches
and mainly uses the hybrid clustering method proposed by Lin et al. [62]. This method es-
sentially combine the One-pass K-means (OKA) [61] and k-member algorithm for anonymiza-
tion [12]. The basic ideas of this hybrid method are using OKA to reduce the total infor-
mation loss, and using the k-member algorithm to reduce the variance of information loss
among clusters. Before analyzing the disk-based clustering algorithm in detail, let us take a
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Direct-ldentifiers Quasi-ldentifiers

Conan Curbeam 89 male 5422 |11/05/1957 |ICD9:7048
Yovonnda | Leos 43 female 1280 | 04/05/1980 |ICD10:091213
Keith Lowder 28 male 7785 |18/01/1980 |ICD9:94158
West Entel 76 male 2374 | 30/11/1964 |ICD10:v983
Humfrey | Venner 30 male 4214 | 12/11/1979 |I1CD9:3530
Zulema Aliberti 4 female | 3012 | 10/08/1988 ICD10:532313K
Oswell Hietala 59 male 895 09/06/2004 | I1CD9:59970
Shizue Ornellas 22 female 1624 | 14/08/1983 | ICD9:0579

Table 21: Big Data model

look at the structure of the big data that the algorithm will try to anonymize.

3.2.1 Data Model

This thesis focuses on datasets or databases with both numerical and categorical attributes.
The examined data model relates to a database D with total records |D|. Every record r € D
contains a set of columns A = (ay, ay, ..., aq) the quasi-identifiers are selected by the user
and described by the set QI C A. The attacker has a partially knowledge of QI, so the main
purpose is to anonymize each quasi-identifier column. This type of data model may contains
millions of records and substantial amount of columns so its management it is difficult in
the main memory, which very limited in relation to the volume of the data.

The use of databases representing the above structure model is often encountered in daily
life. For instance, the data model is capable to describe banking transactions, surveys, med-
ical datasets, demographics etc. The table 21 illustrates the examined data model. The at-
tribute which contains the ICD code of a disease is normally sensitive. However, the user
can set it as a quasi-identifier for simplicity and more privacy protection without to perform
more complicated additional procedures such as 1-diversity [27].

3.2.2 Hybrid Method

Now let us move on to a detailed description of the Hybrid method [62] in which we have
made some modifications to the whole procedure especially in k-member step. Moreover,
we have customized the approach using the hard disk and parallel programming to be flex-
ible enough on the big data. Therefore, the main concept is that the dataset will be loaded
by the user and stored in a built-in SQLite database. After that, the data will be split into
the clusters (OKA step) and will be anonymized based on k-anonymity privacy model (k-
member step).
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1CD9:0854

20/5/1994

So let us delve into the details, more specifically how the data will be grouped based on the
description of Byun et al [12] and Jun-Lin Lin et al [62]. Let T denote a set of records, which
is described by m numeric quasi-identifiers Ny, ..., N, and q categorical quasi-identifiers
Ciy ...y Cq. Let P = {Py, ..., P} be a partitioning of 7', namely, U, , Pi =T ,and P;NP; = &
for any i + 1. Each categorical attribute Cicpr,q is associated with a distinct hierarchy tree
Hc, and each numeric attribute Nicp y is associated with a range hierarchy tree Hy;. Both
distinct and range hierarchy trees are used to generalize the values of a attribute as depicted
in figures 25 26.

sk ok ok ok sk sk

ICD10:T ICD10:A

1CD9:0

1CD9:V655 1CD9:V694 ICD10:T542X2D ICD10:T3340XA 1CD10:A920

1CD9:0202

Figure 25: Distinct hierarchy

1994-2016

1994-2004 2005-2011

2012-2016

13/8/2004 2/7/2005 7/6/2012 1/10/2012 11/4/2016

21/8/1994 6/10/2004 20/2/2005 3/4/2011 25/6/2011

Figure 26: Range hierarchy

Each cluster-partition is represented by a centroid structure P which is basically a record
whose value of attribute Nicp ., equals P [N,] which is the average values of the records in
P, and the value of attribute Cic; ¢ equals P [C;] which is the lowest common ancestor in
distinct hierarchy tree Hc; of the values C; in P’s records. Thus, in this way we can implement
processes for calculating the distance of a record from the cluster and updating these values
when a new record is inserted into the cluster. The procedure of the distance calculation
will be explained in the below section.

Regarding the cluster initialization, the algorithm randomly selects L%J records with their
identical in order to seed the clusters as described in [58]. Then the following questions
arise, how will the clusters be initialized? What will be their size? Moreover, what will be the
total number of these clusters? Knowing the number of records that exist in the database
and the user-defined k we can easily find the number of blocks with size k; however, their
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maximum size will be 2k —1 when it is exceeded, they must be split down into two new par-
titions illustrated by 27. Splitting helps to reduce information loss during the anonymization
procedure, e.g., if a cluster contains a substantial number of records, then the lowest com-
mon ancestor of categorical attributes will be near the root of the hierarchy tree producing
more general values in the anonymization dataset.

Cluster 1
k=4 1d_data | Distance
48 0
) Cluster 104562 0.00235
2563 0.00903
48 0 50489  0.0104

104562 0.00235
Size is 2k, the

cluster must 2563 0.00903

be divided “"’1; 50489 0.0104 Cluster 2

R 1d_data_ Distance
662 0

7 0.0315
759345 0.0672 4587 0.00143

4587 04312 —

759345 0.0389

Figure 27: Splitting procedure

The clusters are essentially stored in the database, in the main memory there are only the
centroids structures that represent the clusters. So basically with centroids it is not nec-
essary to have the data records in the main memory; all the essence and functionality of
the algorithm is based on centroid structure. More specifically, the clusters are stored in
the hard disk in a relational table in which each record consists of the cluster-ID which is
a simple number, the distance of the data record from the centroid and the data record-1D
from the original data table, as a foreign key. So there is no need for a separate table for
each cluster, as demonstrated in figure 28, saving disk space as well as speed because the
process of creating a database table is expensive.

Additionally, we must take into account the clusters which have small size (fewer than k)
when the filling process of the clusters with the original data is completed. It is almost
certain that some clusters, when the access to the dataset is terminated in order to assign
the original records to a partition (OKA step), some will remain fewer than k records, and
therefore it will not be possible to anonymize them. So, a final step is needed to merge those
small clusters with large clusters to meet the constraint of k-anonymity (k-member step)
such as in [58]. In our approach the records of the problematic clusters are redistributed to
the bigger clusters in order to avoid clusters with unsatisfactory size.

Finally another problem that arises is how clusters records should be stored in the main

memory in order to anonymize them. Therefore, our main contribution in the algorithm is
the implementation of a tree structure similar to B-tree [63] which groups the identical
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[d_dota | Custer_id | Distance |

592349 20264 0.006289
62865 16734 0.0000013
22 2172 0

3045 1378 0.01103
616 21 0.0184

8 15579 0.000025
285624 2141 0.014
83889 142 0.002875
57442 19200 0.0093

Figure 28: Relational database table containing all the clusters

centroids based on the total number number of clusters and the available main memory
i.e. centroids that have short distances (Reminder: cetroids are also records, so it is possible
the calculation of distance metrics) are grouped together so that identical or similar cluster
records can be loaded into main memory without being overloaded and stored at close
locations for quick access.

Below we present the algorithm'’s pseudocode as well as its visualization in the figure 29.

Algorithm 3 Disk-based Clustering anonymization algorithm
Input
Dataset T (set of n records)
H (m + g hierarchies for each quasi-identifier)
k value for k-anonymity
Output
T’ anonymized table with k

1: Let D = save T into the disk

2 Letp = 2] p number of clusters
3: Let P = initialiseClusters(D, p, k) P centroids of clusters
4: fillClusters(P, D, k, H) OKA step
5: removeSmallClusters(P, H, k) k-member step
6: T' = anonymization(P, p, H, k)

7: return T/

3.2.3 Distance - Cost Metric

In the clustering process, the definition of distance is very critical for both the duration of
the algorithm and the quality of the results. A good and intelligent choice of distance metric
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Figure 29: Disk-based clustering procedure

can lead to optimal results concerning the information loss but also in avoiding partition
splitting making the process of clustering slower. In this algorithm the distance metric and
the information loss are inextricably linked which makes sense since, for example, an in-
sufficient metric can lead to the same partition two or more records which are not similar.
Therefore, for the algorithm to find the equivalence class, it will need to reach high enough
in the hierarchy tree, resulting in a significant information loss to satisfy the k-anonymity
in this cluster.

There are several classic methods for calculating distance such as Euclidean and Manhattan.
However, these are restricted to numerical quasi-identifiers only and can not handle cate-
gorical attributes e.g. Gender, Country of origin, etc. Consequently, they are not adopted in
this current thesis. Essentially, we need a metric that does not just calculate a distance but
a similarity between records and clusters in order to reduce the information as explained
above.

¢ Distance for numerical attributes: For any numerical attribute N; where 1 € [1, m]
of the table T which associated with range hierarchies Hy, and Ni,Ni denote the
maximum and minimum values of N; respectively, the distance for any two values
v, v; € N; is defined as

vy — vyl
Sn (Vi V) =
N( 1y J) Ni—Ni
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¢ Distance for categorical attributes: The categorical attributes contain many discrete
forms without any ordering relation; therefore the above distance metric for the nu-
merical data cannot be applied. The only information about categorical quasi-identifiers
is the generalization hierarchy which is essentially a semantic correlation of the dis-
crete values.

For any categorical feature C; where i € [1, q] of the table T which with distinct
hierarchies Hc,, the distance for any two values v, v; € C; is defined as

O, 1 :V]’
d (Vi)v') - h{Hc; (viyv
¢ (viyy tatun))

where h (Hc, (vi,v;)) represents the height of the lowest common tree of v;,v; and
h (Hc,) denotes the total height of the distinct hierarchy tree Hc..

¢ Distance between record and cluster: To define the distance-similarity between a
record and a cluster it is enough to find the distance from the corresponding centroid
P. However, since centroid is also a record, which contains the averages for each nu-
meric attribute and the lowest common ancestors for each categorical attribute, it is
enough to define the distance between two records.

Let r € T arecord where v = (N, ..., Ny, Cy, ..., Cq) so the distance for two records
T, 75T is defined as

m

q
A (T, 1) = Z On (r [N, 15 [Ny]) + Z dc (1 [Ci], 15 [Cil)
i1

i=1
where r[N;] represents the value of numerical attribute N; in record r and r[C;] de-
notes the value of the categorical attribute C; in record r.

Accordingly, the distance between a centroid P of cluster P € P where P = {Py, ..., P,
Uicnp Pi=T and arecord v € T is defined as

m q
A(r,P) =) &y (rINJ,PINJ) + ) 8¢ (r[Ci,PICi)
i=1 i=1

where P [N;] is the average values of of Nic; .m) attributes of the records in P and P[Ci]
equals the lowest common ancestor of the values of Cic; 4 in distinct hierarchy tree
Hci.

3.3 Technical Details

Let us analyze each of the individual functions of the pseudocode 3 in more detail, bearing
in mind that in each of them, there will be parallelism in order to increase the speed of the
algorithm. Since, the read and write processes in the database cause a considerable delay
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in the algorithm'’s performance and the fact that the volume of data is very large, therefore
parallelism is a one-way option. Three intermediate storage areas (buffers) are also used for
imports, deletions, and updates to tables in the database where a certain limit is exceeded,
which is determined by the available main memory and the size of the dataset. The above
database’s tasks are performed in bulk where needed, significantly reducing the delay of
processes when they are performed in units for each record.

e initialiseClusters(D, p, k)
D: Original dataset stored in SQLite database
p: The number of clusters to be initialised
k: The value for k-anonymity

In this procedure the clusters are initialized. Let us briefly analyze what it does. Firstly
p random records are selected from the dataset. Then, the records, which have the
same values in quasi-identifiers as the random ones, are loaded in the main memory;
thus, some clusters may initially contain more than one record. If the set of initial
records to be assigned to a cluster is greater than k, this means that this cluster is
already k-anonymous. So, these records are assigned to a database table in which
the whole anonymized dataset will be stored in the end. Now, taking into account the
available threads of the processor, the remaining clusters that need to be initialized
are equally divided to the threads that undertake their initialization. Consequently,
the clusters are initialized with the help of parallelism.

e fillClusters(P, D, k, H)
P: List of centroids
D: Original dataset stored in SQLite database
k: The value for k-anonymity
H: The hierarchies to be used for computing the distance and for the generalization
of the original values

In the above method, the records are assigned in clusters. The current and the previ-
ous method reflect the OKA step. Given the available memory and processor threads,
a certain range of records is loaded into the main memory that is neither anony-
mous nor assigned to a cluster. This range of records is evenly distributed among
the threads, which take on the insertion procedure into a cluster for each record. So,
each thread computes the distance between an original record and every centroid in
the list P in order to find the minimum distance and assign the record to the "clos-
est” cluster. Once that happens, the corresponding centroid updates its values to be
consistent with the new record described above. However, if the cluster size exceeds
2k — 1, the cluster must be split into two new ones.

Let us analyze the split procedure, essentially half of the records that have the short-
est distance remain into the cluster and its centroid is redefined according to these
records. The remaining records are assigned to a new cluster and a new corresponding
centroid is created based on its records and it is added in the centroid list P.
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e removeSmallClusters(P, k, H)

59,84 ICD10:P549

L

P: List of centroids

k: The value for k-anonymity

H: The hierarchies to be used for computing the distance and for the generalization
of the original values

Since the insertion of all records into the clusters has been completed, it must be
checked whether all the clusters have the appropriate size to anonymize, i.e., whether
they contain at least k records as mentioned above. Using the processor’s threads
again for parallelism, the database ids of the problematic clusters are loaded into a
list accessible to all threads. Thus, the threads take over from one cluster at a time
until the list is empty, assigning its records to the nearest clusters calculating the
distance with the help of the centroids and the hierarchies and deleting the cluster
with a small size. The redeployment of records can be done even to another small
cluster. Finally, if at least one record has been assigned into a "small” cluster then the
latter is discarded by the deletion process. The current procedure is performed until
the elimination of problematic partitions.

anonymization(P, k, H)

P: List of centroids

k: The value for k-anonymity

H: The hierarchies to be used for computing the distance and for the generalization
of the original values

Output: T/, the anonymized dataset

Let us move on to anonymize the clusters. Nevertheless, first, the tree structure must
be implemented based on the set of clusters and the available main memory groups
similar to centroids in a specific range in order to load the records of clusters in the
main memory in nearby memory pages so that they can be accessed quickly as de-
scribed above. The tree structure is depicted in the figure 30.

64,56 1CD10:P54 38,24 ICD10:N6

60,25 ICD10:P544 6593 ICD10:P540 3567 ICDIO:N65 42,84 ICDIO:N62 3921  |CD10:N66

T

¥

Y y

r r

r: is the range of the most similar centroids

Figure 30: Tree structure which groups similar centroids
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After that, the available threads of the processor will be utilized so that there is paral-
lelism again. Therefore, each range of centroids is divided equally among the threads
which then anonymize the clusters’ records depending on the information present in
the corresponding centroids for each quasi-identifier as illusteated in figure 31.

Cluster Range Hierarchy for age
Male 70 5/3/1940 ICD10:55491XD
Female 62 21/9/2009  ICD10:55431XD Find common
ancestor for “age”
Female 62 5/6/1948 ICD10:55401XS attribute
Male 65 13/5/1997  ICD10:S5421XA
Centroid
. v Male 60-80
Age Diagnosis 1
ICD10.554 for Female 60-80
et H . 4 H 2,
64,75 TE—— Diagnosis” attribute

Female 60-80

Male 60-80

5/3/1940
21/9/2009
5/6/1948

13/5/1997

ICD10:554

ICD10:554

ICD10:S54

ICD10:S54

Anonymized
Cluster

Figure 31: Cluster anonymization for 'Age’ and 'Diagnosis ICD Code’ quasi-identifiers

Finally, the anonymized records are inserted into the database table, where the whole
anonymized dataset is stored as mentioned above. Thus, the entire original dataset
was anonymized with local recording using a clustering method.

3.4 Problems and Possible Solutions

The algorithm is capable of several optimizations in order to be able to manage cases in
which the total of the clusters is a few hundred thousand. This occurs when the data volume
is too large and the user-defined k is too small. The main optimizations that need to be done
are filling clusters with records, managing cluster splitting, and managing "small” (fewer than

k records) clusters.

In these cases, which are extreme but also quite frequent, the main adjustment that must be
implemented is to reduce the width of the clusters when a record is assigned into a cluster.
More specifically, for each record all centroids are searched computing the distance metric
in order to find the most similar cluster so, the complexity is O (n?) where the p may be

increased due to cluster splits.
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A satisfactory solution would be that the set of centroids to be split into smaller sets and
for each of these sets to be represented by a new centroid, if we repeat the same proce-
dure for the new centroids a tree structure is implemented. For each record that needs to
be assigned to a cluster, we can compare it with the levels of the tree structure until the
bottom level, where the appropriate smaller set of clusters is found. Hence, the minimum
distance must be found within this particular set which is much smaller than the entire set
of centroids.

3.5 Optimizations

Although we use parallelism in many cases, it is necessary to extend this method to more
algorithm’s functionalities. Especially, whether the choice of k, to apply the k-anonymity
model, is small enough in size concerning the total number of records, and if we take into
account that the processes in the database via the SQLite can not be easily parallelized,
this makes the optimization of the time execution even more difficult. For example, in the
initial algorithm for a dataset with one million records, the definition of k had to be at least
around 500 in order for the algorithm to run in a reasonable time frame.

Eventually, what we recognized after experiments is that the execution time of the algo-
rithm is inextricably linked to the selection of k, which is proportional to the number of
records in the dataset. However, in anonymization applications, the selection of k over ten
does not make much sense, let alone in the above example, which reaches between one
hundred and one thousand. Consequently, it is necessary to minimize this problem, and the
time execution should not depend on the user-defined k in relation to the size of the data.

Meanwhile, what makes k so important in executing the algorithm? If we refer to the pseu-
docode of the algorithm 3 what we observe is that a simple division calculates the number
of clusters of the number of records (n) by k. So, the problem is located in the number of
partitions and consequently in the space occupied by a cluster. The size of each cluster,
as mentioned above, includes up to 2k-1 records. As soon as this threshold is exceeded,
the cluster must be split into two more. If in the example above, with the dataset of one
million records, the user sets k = 4 then the total number of the clusters is 250,000, and if
we take into account that some partitions will need to be split. At the same time there will
be clusters containing records less than k, then the number of clusters is rapidly increased
because it is impossible to have absolute similarity between four records per million and
to have precisely 250,000 partitions with exactly four records. Thereby, some clusters will
work as points of convergence and will constantly be divided where this operation is very
expensive in time execution, especially if the splits are thousands.

In addition, in this case, we also have an issue in the main memory because all these clus-
ters have a corresponding centroid, so the number of these structures will be equal to the
number of clusters. Hence there is a relative overload in the main memory, which, unfortu-
nately, we can not avoid at this moment, but there is another problem arises. To compute
the distance between a record and a partition, it is necessary to access all the centroids to
find the most similar cluster. The similarity search consumes substantial time, but we can
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reduce it.

Finally, another problem that arose based on a large number of centroids is the creation
of the tree structure in the anonymization phase. Depending on the number of clusters
and the available main memory, the tree structure groups identical centroids in a specific
range in order to load the clusters records in the main memory and in nearby memory page
frames so that their access can be done rapidly. However, to implement this structure,
it essentially makes new centroids that represent a range of similar clusters of centroids.
To calculates the centroids’ similarity to create the representative centroid, the whole set
of centroids is continuously accessed to find the most similar. The appropriate centroid is
inserted in the range centroid list then the values of the representative centroid are up-
dated to have accuracy in the similarity-distance of the centroids. Nevertheless, when the
algorithm makes continuous accesses and comparisons of similarity across the multitude
of centroids, the algorithm’s execution slow down rapidly, especially when the clusters are
enumerated in thousands (same as centroids). As an effect, this algorithm’s malfunction
should be addressed.

Let us now turn in more detail at which points in the algorithm we have improved the time
performance, highlighting the modifications in some functionalities and the new structures
we designed to have a more optimal search and processing of the data. Our issue, as men-
tioned above, is when the volume of data (V) is very large and the user-defined k is too small
(V > k). So, we use a relatively simple metric that we will distinguish this case to recognize
in terms of implementation and apply a different approach, using a new tree structure for
quick access to a specific range of clusters.

The aforementioned metric checks the order of magnitude between k and the number of
records (n) by computing the k/n ratio to be greater than 10~3 and the volume of clusters to
be greater than 50000. The new tree structure is very similar to the tree structure we used
in the anonymization phase of the clusters. The tree is built from the bottom up, where
a specific range of children is initially defined for each immediate inner node of the tree
(ancestor node of initial original centroids).

The tree’s leaves are the centroids that represent the clusters in the main memory stored
on an array. Having defined the range of leaves-children, the centroids’ array is split among
the defined range, and for each partition of the array, a parent-centroid is created, which
contains the average values of the centroids. We repeat the same process until we make
the root as depicted in 32. This structure is used in different phases of the algorithm, while
the range of children of the tree is calculated based on a percentage of the total number of
clusters in the system in each phase of the algorithm.

As a result, the tree structure gives us the ability to deposit a record to a cluster without
calculating the distance metric for each centroid, but it is enough to find through the tree in
which partition of centroids the record has more similarities and then look for the shortest
distance only to the corresponding centroids. Normally, in the creation of a tree structure,
each centroid should have been checked in terms of the distance metric with all the others
in order to group identical centroids; however, it is a process with a long time cost O (n!).
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In the end, another two important improvements were made in the algorithm in fillClusters
and removeSmallCluster, using the metric that analyzed above and the new tree-structure
for computing the distance for each record among to the available clusters. However, in
the former process, the splitting procedure significantly delayed the algorithm execution,
especially when the k value was very small. So, we decided the splits to take place when all
the records are set to a cluster. After that, the partitions with a size bigger than 2k — 1 are
split until to reach the desired size between k and 2k — 1 using parallelism with threads. In
the latter process, we load in the main memory all the records to the memory of the "small”
(size less than k) clusters which are totally removed from the database. Then the records
are redistributed to the remained clusters. After that, the algorithm splits the "big” (size
bigger than 2k — 1) clusters as mentioned above. The described optimization occurs when
the described new metric is satisfied, and the algorithm significantly accelerates despite
the small increase of information loss using the tree structure.

71,78 Ico1o 48,53 ico9

56,22  ICD10:T 45,04 ICDO:6 wwressssssssssssssssssssssssssssesnes 37,1 ICD9

62,39 ICD10:TS 50,04 ICD10:T1 56,86 ICD9:64 45,69 IcD9

g

B ‘81‘06 e ‘ |8 e --_--_

\

\/

-

A A
‘

e

rP rP rp

rp: the size of each partition of the

splitted centroid array P P : the number clusters (centroids)

Figure 32: Tree structure which separate the centroids array in specific ranges

3.6 Evaluation

The disk-based clustering k-anonymity algorithm was evaluated in Netbeans IDE, where the
Amnesia Anonymization Tool was developed. The experiments were performed using Java
18 on windows 10, 64bit Home edition, with Intel Core i7-1065G7 @ 1.30GHz 1.50GHz
CPU, 16GB of RAM, and SK Hynix SSD hard disk. The dataset contains up to one million
records and is depicted in figure 21 as mentioned above.
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3.6.1 Execution Time

Time is a useful tool for concluding the performance of the algorithm. In particular, any dif-
ference in the execution time can be observed concerning the number of quasi-identifiers
and the value of the k parameter. The following section presents the results from the dif-
ferent executions of the algorithm regarding its execution time.

The proposed disk-based clustering algorithm is expected to move at lower levels compared
to other algorithms such as the parallel Flash, which is also present in Amnesia Anonymiza-
tion Tool since our new algorithm has more complicated processes and it uses SQLite and a
database stored on a hard disk to handle the data. The operations via SQLite, such as insert,
delete, and the execution of queries, are really slow without the possibility of parallelism
because it does not allow the database usage from two or more threads simultaneously. The
execution of database operations in a second stage from one thread only and via batches,
i.e., thousands of operations at the same time and not one by one, helped significantly and
decisively in the algorithm’s performance.

The supplied diagram 33 outlines the time execution of the algorithm using a different num-
ber of quasi-identifiers. As it is observed, the anonymization of a single quasi-identifier is
much slower than the other experiments using two or more quasi-identifiers. As we men-
tioned above in the optimizations section, we split the algorithm into two approaches. The
former is the classic approach which is slow but more efficient in terms of information
loss, and the latter is more optimized regarding the time execution; however, it is weak in
information loss. It is obvious that by anonymizing only the 'Date of Death’ feature, the
algorithm runs the classical, which achieves better performance in information loss, as we
will see in the next section.
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Figure 33: Execution time with varied combinations of quasi-identifiers

Another interesting note that demonstrated from the illustration 33 is the convergence of
the three other cases in a given time range proves that despite the fact that the algorithm
is non-deterministic the optimizations we have performed lead to the execution of the
algorithm always within a specific context in order to be executed in a reasonable time
frame. Of course there are other factors that affect the execution time such as e.g. the
hierarchy’s form.

In image 34 is depicted the time execution of the algorithm, which anonymizes only the
feature "Salary” with two different hierarchies where one is a range hierarchy, and the other
is a distinct hierarchy. The experiment was performed in 10 executions of the algorithm for
each hierarchy and we received the average value of time. It is clear from the bar graph
34 that the execution of the algorithm with range hierarchies is more efficient in terms
of time because the distance for the quasi-identifiers which have range hierarchies is more
simple and fast than the others that have distinct hierarchies. This happening because of the
seeking of the lowest common ancestor, which an time expensive procedure to compute
the cost metric.
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Figure 34: Mean execution time in relation to hierarchy’s type

The following figure 35 presents information about the execution time of the algorithm
among different data types of the quasi-identifiers. As observed, the 'Age’ and 'Salary’ at-
tributes give us better results about 'Date of Death’ and 'Disease ICD Code’ features. This
is perfectly reasonable due to the limited domain set for the first two quasi-identifiers, and
in one million records, it is certain that '’Age’ and 'Salary’ values are repeated many times, so
it is obvious that very few records are required to anonymize. More specifically, the 'Age’
attribute satisfies the k-anonymity for many values of the k parameter; hence the algorithm
is rapidly executed without performing the clustering approach. On the contrary, 'Date of
Death’ and 'Disease ICD Code’ quasi-identifiers have huge domain sets, and the number of
the repeated values on the dataset is minimal, especially for ICD codes.
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Figure 35: Execution time in relation to quasi-identifiers’ data types

Finally, the last graph 36 demonstrates how the execution time of the algorithm is affected
by the number of quasi-identifiers. As can be seen, the execution time is rapidly decreased
between 1 and 2 quasi-identifiers due to the classic clustering approach that the algorithm
follows when the QIDs=1. On the other hand, between 2 and 3 number of quasi-identifiers
is observed sharply increase in the execution time, and in the end, there is a slight fall
between 3 and 4 QIDs. In the current evaluation, we took the best execution times for
every quasi-identifier combination from the line graph 33.
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Figure 36: Mean execution time in relation to the number of quasi-identifiers

3.6.2 Information Loss

In order to perform the evaluation experiments to illustrate the information loss of the
anonymized dataset we used two information loss metrcs: Normalized Certainty Penalty
(NCP) [21] and Total [12].

e Normalized Certainty Penalty (NCP): The NCP is one of the most popular metric that
qguantifies the information loss. NCP is a kind of algorithm to measure the degree of
loss, which is efficient and easy to use. For every generalization value g, NCP calcu-
lates the number of leaves which are generalized by g. Then, it makes a normalization
by dividing by the total number of leaves. To find the NCP of a record it is required to
sum the individual NCP for every generalized quasi-identifier and divide by the num-
ber of quasi-identifier. Adding the NCP of every record, then by dividing by the total
number of rows, we conclude the final NCP proportion for the whole dataset.

e Total: Another famous information loss metric is Total. Total takes into account the
level of the generalized value in the hierarchy. More specifically, in k-anonymity, Total
finds the level of every generalized attribute on its hierarchy and divides it by the
height of the hierarchy minus 1. The ratios for every quasi-identifier are summed up
and normalized by dividing by the number of quasi-identifiers.
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Let us examine the experiments below and analyze the graphs of the information loss eval-
uation of the disk-based clustering algorithm. In the line graphs 37, 38 we can observe that
proportion of information is increased when we combine 2 or more quasi-identifiers in the
anonymization procedure. This is completely normal because the number of combinations
for two or more columns in the dataset is usually unique or less than k. So, the algorithm has
to search at a higher level in the generalization trees of quasi-identifiers to find an accepted
generalized combination that satisfies the k-anonymity. Therefore, a general, logical, and
unofficial rule is that the more quasi-identifiers we have in the anonymization process, the
more information loss we usually obtain.

An important remark that should be noted is that in Flash algorithm we can observe much
better performance in information loss metrics in many cases. However, a lot of accepted
solutions in the lattice, depicted in 17, are useless due to the fact that many quasi-identifiers
are generalized in a very high level and in the most cases in the root level of the gen-
eralization hierarchy and other features are not generalized because they are already k-
anonymous. So, basically Flash algorithm removes the specific columns that does not sat-
isfy k-anonymity in order to reduce information loss. For instance, in our data model 21 for
quasi-identifiers 'Age’ and 'Diagnosis ICD Codes’ Flash produces a solution with 50% infor-
mation loss in the anonymized table according Total metric, applying global generalization
with hierarchy’s root value in 'Diagnosis ICD Codes’ attribute. Thus, Flash algorithm seems
to have better performance than disk-based clustering algorithm in 38 in terms of informa-
tion loss but, essentially, corrupts the quasi-identifiers similar to 'Diagnosis ICD Codes’.

Figure 37 the NCP quantifies better the information loss due to the fact that enumerates
the original values that have been anonymized by a specific general value in the hierarchy
tree. On the other hand the Total depends on the hierarchy’s height. However, it is difficult
to make a hierarchy with satisfactory height, for example, on the '’Age’ attribute which has a
limited domain mostly from O to 100 we can not construct a very deep and sparse hierarchy.
Nevertheless, the 'Date of Death’ feature has a higher and more sparse hierarchy and this is
illustrated in both graphs where the information loss is substantial less than the other cases.
Moreover, the figure 38 expresses that for Total metric 2 or more combinations of quasi-
identifier make the information loss proportion to converge in specific values according
to the k value. Finally, as it is described above when anonymizing the 'Date of Death’ the
algorithms execute the slower approach which gives fewer information loss.
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Figure 37: Information Loss using NCP metric with varied combination of quasi-identifiers

Information Loss with Total-IL metric

—— QID=1 (Date of Death)
QID=2 (Date of Death,Age)

—— QID=3 (Date of Death,Age,Annual Income)

—— QID=4 (Date of Death,Age,Annual Income,Disease ICD Code)

20 40 60 80 100
k

Figure 38: Information Loss using Total metric with varied combination of quasi-identifiers
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Nonetheless, it is worth observing every quasi-identifier alone in the anonymization proce-
dure to have a better overview and understanding of quasi-identifier hierarchies and their
importance in information loss.

In figures 39 and 40 we can see the information loss for 3 from 4 quasi-identifiers for fixed
k = 100 because for smaller values the 'Salary’ quasi-identifier was not generalized at all
since it satisfies the k-anonymity. Unfortunately, the 'Age’ attribute has a limited domain
set, and it is already anonymous for a significant number of k values without generaliza-
tion. Obviously, the 'Salary’ quasi-identifier has the least information loss due to the lim-
ited records that do not satisfy k-anonymity, so very few records were anonymized. Many
records maintained their original salary value. On the contrary, 'Date of Death’ and 'Dis-
ease ICD Codes’ values’ have more sparsity in the dataset, and the disk-based algorithm
is obliged to generalize the values at a higher level. Moreover, the Total proportion is sig-
nificantly larger than the NCP metric for the 'Date of Death’ quasi-identifier. We can find
this explanation in its hierarchy, which has a great height proportionally to the number of
leaves in each hierarchy’s generalized node.

Information Loss using NCP metric for a single QID

Date of Death Salary
Quasi-ldentifiers

Figure 39: Information Loss using NCP metric for a single quasi-identifier
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Figure 40: Information Loss using Total metric for a single quasi-identifier

3.7 Use case in Amnesia Anonymization Tool

Let us examine a use case scenario of our disk-based clustering anonymization algorithm in
Amnesia Anonymization Tool. Summarizing the key concepts of the procedure, initially, the
dataset is stored in a SQLite database because this method is focused on big data which
are very difficult to handle them in the main memory. After that, the data are split in clus-
ters having size between [k — (2k — 1)]. Finally, the dataset is partially anonymized with the
k-anonymity privacy model and the hierarchies for the quasi-identifiers. Therefore, the so-
lution generated by the algorithm is unique, and the main feature is that a value that exists
in different records may have a different value in the anonymous dataset or even not be
anonymized at all in some records (Local Recording). The following example analyzes the
crucial steps that the user must follow to utilize this algorithm through Amnesia.

3.7.1 Loading Dataset
A user can upload a dataset to the Amnesia Anonymization tool with plenty of options

e Option 1: Clicking the orange button Amnesia shows in a modal view the available
upload options as depicted in figures 41 42. The user is able to choose the source
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destination of the dataset, Amnesia offers 4 loading choices:

]

=Drop files : uolooc

{or clck)

Figure 41: Amnesia Loading screen

Choose the source loading

Load From Local
Load From Zenodo
Load From Dataverse Server

Load folder with DICOM images

Figure 42: Amnesia sources loading

1. Loading from Local: The user can choose the dataset from his/her personal de-
vice.

2. Load from Zenodo: Loading a Dataset from Zenodo ? repository is quite common
in various software systems especially for reasearch data.

3. Load from Dataverse Server: A lot of institutes and research centers have in-
stalled Dataverse [64] servers in order to deposit data, papers etc. So, a scientist
can easily load to Amnesia through Dataverse.

*nttps://www.eui.eu/Research/Library/ResearchGuides/Economics/Statistics/DataPortal/
Zenodo
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4. Load folder with DICOM images: A doctor or a user is able to anonymize sensi-
tive metadata from DICOM images through Amnesia Anonymization Tool.

For simplicity in our example the dataset is loaded from a personal device. However,
the user can upload the desired dataset file from many other screen positions in Am-
nesia application.

e Option 2: By simply clicking on the box or dragging it, the file that user want to upload
as illustrated in figure 43.

-

then check hare

-Drup ﬁ.l'es -

Figure 43: Amnesia drag drop to load a dataset

e Option 3: By clicking on the "source” option in the left menu, then some options from
the first loading case appear. However by pressing "manage”, ignoring the warning
message and then press the "load new dataset” button and load the desired file from

the local storage presented in figures 44 45.
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Figure 44: Amnesia loading from main menu
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Figure 45: Amnesia loading dataset

After the user uploads the data file, he must specify additional information about the file.
Firstly, specify the column separator as shown in the image 46. In this case, the separator
is the comma. In addition, the user must specify the type of data set defined by the tool as
follows:

e Simple table
e Sets of values
e Table with a set-valued attribute

e Disk based simple table

93



i b Py (o s act fovodcs likon

Tipoods. sge.credncand gendes salary

Q Dataset's delimiter
2 Tyga

Dataset's type 7

o i Euiriaie] STl Ldisy

Figure 46: User-defined information about dataset

So, it is evident in our example that the dataset is loaded as a "Disk-based simple table”.
Then, Amnesia presents to the user all the columns of the data set and suggests possible
data types for the attributes refers in figure 47. The user has to choose which columns
he wants to load and their types. Moreover, the tool allows the user with the "Toggle All"
button to release all the columns and select each one that he/she needs in case he/she
wants to abort several columns from the anonymization process.

Figure 47: Choosing columns and desired data types
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Figure 48: The loaded dataset

When the loading procedure is completed as shown in 48, the hierarchies for the quasi-
attributes that will be anonymized must be imported.

3.7.2 Loading Hierarchies
The user can load hierarchies in two ways as depicted in figure 49:

1. Option 1: Pressing the "Load New Hierarchy” button

2. Option 2: Pressing "Load from Local” in the left menu.

Autogenerate Hierarch | Load New Herarch L. - Save Hierarchy B

Figure 49: Hierarchy's loading options

The hierarchies that already attached to the tool are presented as graphs, shown in figure
50.
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Figure 50: Amnesia Hierarchy Visualization

The user is capable to automatically create a hierarchy according to the dataset that he/she
uploaded by clicking the "Autogenerate hierarchy” button. In order to automatically create
a hierarchy, the dataset must have been imported into the tool. Then the user should select
the attribute from which the new hierarchy will be created and will be its leaves. Further-
more, the user is obliged to select the type of hierarchy (distinct hierarchy (distinct), range
hierarchy (range)), but for string data type, there are grouping options (Group Based) and
mask (Masking Based). After that, the user should give more information about the desired
hierarchy, such as fanout, name, a sort method, etc., as illustrated in images 51, 52 below.

Finally, Amnesia allows the user to edit,delete or add a node in the hierarchy tree.
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Figure 52: Additional Information about Hierarchy’'s Autogeneration
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Figure 53: Bind Hierarchies and set the value of k

3.7.3 Algorithm Execution

After the data set and the hierarchies for the quasi-attributes have been entered, in order
for the algorithm to be executed, the correlation of these hierarchies with the columns must
be done as well as the value of k must be determined as indicated in the image 53 below.

The anonymous dataset is presented to the user next to the original when the algorithm is
executed. As can be seen from the images 54,55, the value 58 has been anonymized to the
value 105 in the first record, but in the fourth record, the value has remained the same as
the original dataset proved the local recording anonymization approach.
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Figure 55: Local Recording

4. Conclusions & Future Work

41 Summary

The present age is characterized as the information age. Everyday life of the citizens is
flooded with a huge amount of data through the use of computers and smartphones. Com-
munication takes place almost exclusively digitally as well as the entertainment. While
mainly in recent years, the work can be carried out online from home without a physi-
cal presence in the workplace. All these are accomplished by transferring and exchanging
data via the internet.

In addition, the development of social networks as well as the rapid digitization of gov-
ernment services and documents make personal data vulnerable on the internet. Also, the
huge data volume has led to the rapid growth of statistical science and research. However,
there is the issue of personal data privacy and their secure processing without the leakage
of individuals’ personal information.

In this thesis we dealt with the problem of secure data processing by analyzing all anonymiza-
tion techniques by presenting the relevant literature and examples in the main anonymiza-
tion models. Moreover, we developed an anonymization algorithm for big data by storing
the data on the hard disk via SQLite database and loading essential parts of the dataset
into the main memory so as not to burden it. At the same time, a clustering method was
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applied to satisfy the k-anonymity privacy model with local recording in the data to pro-
duce an anonymization dataset with less information loss. However, various problems and
weaknesses of the algorithm were analyzed and solved. Besides, various issues and weak-
nesses of the algorithm were analyzed and solved. Additionally, the algorithm was evalu-
ated through a one million records dataset in terms of execution time and information loss.
A use case scenario of the algorithm was presented through the Amnesia anonymization
tool for which the specific algorithm was developed.

4.2 Extensions

Our algorithm is quite satisfactory in terms of big data management and can pique the in-
terest of many users for Amnesia as big data is now an integral part of the research. Despite
the analyzed optimizations, the disk-based clustering algorithm can be further improved,
especially in terms of time.

An improvement that will be made soon is to consider the number of records that exist
in each cluster in the distance metric. Thus, there will be more data dispersion into the
clusters so that the records do not converge in certain clusters reducing the splits and the
unacceptable clusters with a number of records smaller than k, making the algorithm faster.

A simple implementation would be to deposit the number of cluster records as a weight
on the already existing distance metric so the distance will be substantially longer, and one
record will prefer the cluster which is essentially less similar but with fewer records so that
the distribution of the record becomes more uniform.

Of course, the information loss will certainly be affected, but probably much less since
there will no longer be many "small” clusters and there will be no need to redistribute these
records into "big” clusters, this hypothesis will be revealed in practice.

An essential extension would be applying a differentially private mechanism for possible
improvement of the algorithm and extension of the algorithm'’s philosophy combining gen-
eralization and noise addition. As mentioned above, the concept of differential privacy is
a very innovative and up-and-coming anonymization technique. In the existing algorithm,
in order to avoid splits and redistributions of unacceptable clusters’ records, we could use
a Laplace mechanism to add noise to the number of records with such a sensitivity to en-
sure that the number of each cluster would be in the range [k — (2k — 1)]. As a result, the
algorithm will not need to split and redistribute the registrations of unacceptable clusters,
which are quite time-consuming processes. Another consideration is the simple application
of a differentially private mechanism when the k-anonymity through the existing algorithm
has been completed and simply adding noise to the number of all combinations of quasi-
identifiers. The latter idea may offer the combination of k-anonymity with differential pri-
vacy but does not provide a substantial improvement to our algorithm.

However, differential privacy is now an important procedure in order to achieve data pri-
vacy, and many researchers and private entities use it in their data. Thus it is imperative
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need to apply differential privacy to this algorithm in order to reduce data corruption and
maintain important statistics.
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