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IlepiAnypn

Iy enoyn g mAnpodopiag, Ta KAtavepnéva CUoTHATa apXEi®v armoteAouy 1ia aro-
otk Avor otig H1aprag audavopeveg avaykeg arnobrKeuong peydlav oykav dedopévov. H
ATTOPAKPUVOT AItd T0 CUYKEVIPOTIKO POVIEAO TOU AAoU §10KO10Tr) KAl O §1a1101paciiog tev
6edopévav oe pia opyavepévr cuotdda rmoAAarmAev KOPB@V €UVOET TV KATPAK®OTHOTNTA TOU
OUOTHLATOG, O1I®G OTEPEITAL KEVIPIKLG apX1g AEyXou. AedojiEévou ott o1 KopBot autol propet
va aroteAouv SEXMPIOTEG PUOIKEG OVIOTITEG OTIG Ortoieg bavwg va £X0Uv QUOIKT) 1] aropa-
KPUOHEVI npooBaocn Tpita MmPpoo®Iia, eyEipovial pOTIATA OXETIKA HE TV AKEPALOTTA TOV
6edopévav TIou PEpouv.

ZT0X06 NG napouoag SIMAGPATIKEG ival 0 oxeb1aopog Kat 1) UAOIOINor eVvOg KAataveun-
Bévou cuotnpatog apyeiov rmou Sa mpoopépst piia AUon oto PoBAnpa tng arepaldtntag IOV
bebopévav tou xpnot. Ta wmyv eniteudn autov, Xpnotonooupe v texvoloyia tou Ethe-
reum, pe oxedlaopo katdAAndwv e§urnveov cupBolainv, eloayoviag oto hdfs pa tpitn éprm-
OTr OVIOTNTd, UTIEUOUV Yid TOV rmapandve £Aeyxo. EmmAéov exkpetadldevopaote ) p€Bodo
1oV zk-SNARKS, pe toug ermpépoug kopBoug g ouotddag va Kataokeudadouv KatdAAnleg
anodeifelg PnNdevikng yvoong, 1KavéG va pag meioouv yia v akepaldtnia v dSebopévev
Iou @£pouv, o1 oroieg Kat Ya eAéyxovial péow v £Survov oupBolaiov (on-chain). Kata
TOV TPOIT0 AUTO KAB1EP®OVOUE £va ouotnpa eAéyxXou mou Baoidetal oty dnuooia eraAnOeu-
owpouta tou Ethereum ywpig va Suoldlel v sprmotevtkota, apou ot anodeielg mou
otéAvouv o1 kopBot dev Tipodidouv kapia mAnpodopia OXETIKA 1€ TO TIEPIEXOPUEVO TV dedo-
Pévav Tou avurpoonrievouv. 'Etol kaBe xprjotng 1ou ocuotrpatog £xel ) duvatotnta va
enaAnBevoel g ta apxeia tou dev €xouv tporononBel 1) Sraypapbel amod tpita npooea
pe Tubavég pebodoug mou v urTAKOUOUV 010 MPWTIOK0AAO0 Tou hdfs. Katdérmv nelpapatkng
a&loAoynong oupnepaivoupe neg 1 acpdaleia v fedopévav oe éva katavepnpévo cuotnpa
apxeiov eivatl ermtevdipn oupeEVaA HE TV ITAPAIAve IIPOCEYYIOT], HE OXETIKA PIKPO KOOTOG
®G Tpog 1) S1aBso1dTnTa TOU CUCTPATOG, OIS TIEPLOPIdeTal Ao TG UWNAEG UTTOAOY10TIKES

anatfoeig v zk-snarks.
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Abstract

In the era of information, distributed file systems implement an efficient solution to the
rapidly increasing demand in storage for large volumes of data. While withdrawing from
the centralized model of the simple server and dividing the data in an organized cluster
of multiple nodes favors scalability, it lacks on central audit authority. Considering that
each system node can run as an individual physical entity, with the possibility of third
parties having access to it either physically or remotely, arises the question of whether
our data is actually secure.

The purpose of this thesis is to design and implement a distributed file system that
provides a solution to the problem of the integrity of the stored user data. In order to
accomplish that, we utilize the technology of Ethereum, by creating appropriate smart
contracts, to introduce a third trusted party auditor to the existing HDFS impementation,
that is responsible for verifying the integrity of the data. Additionally, we take advantage
of the idea behind zk-SNARKSs, with each individual node of the cluster providing ap-
propriate zero knowledge proofs, capable of convincing about the integrity of the data in
possession, that can then be verified through the smart contract (on-chain). Thus, we
establish a auditing system based on the public verifiability of Ethereum without sacrifi-
cing confidentiality, since the proofs that each node sends, provide no information of the
actual content of the data they refer to. Therefore each user of this system has the ability
to verify that his files were not modified or deleted from a third party through a way that
could possibly not comply to the hdfs protocol. Following experimental evaluation we
conclude that providing data security in a distributed file system is achievable through
the above approach, with little degradation in system availability, but is limited due to

the high computational requirements of the zk-SNARKSs.

Keywords

Data Integrity, Distributed File System, HDFS, Merkle Trees, zk-SNARK
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Euyxapilotieg

Ba nbeda katapyag va euxaploton ov kadnynt) Nektapio Kolupn yla v eukaipia
TIOU POU £€8®0€ va EKTIOVIIO® TNV TIAPOoUod SUTAGUATIKY OT0 EPYACTP10 YITOAOYIOTIK®V LU-
ompatev. Emiong suxapiote deppd myv k. Awkatepivn Adka yila v €§aipetikn ouvepyaaoia,
TV UTIOpoVI] Kat v noAitipn kabodnynon tg. Tédog Sa 1Beda va euxapiotrjom v o1Ko-

yéveld pou yia v n0iky) cupnapdctact) IOV PoU TIPOCEPEPE OAd AUTA Td XPOVid.
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KepaAaro E

Ewayoyn

Ztr} oUYXPOVI EMOXY], OTIOU 1] AP AMOPACE®V 1€ YVOLOvVA TV MAnpopopia arotedet
1 VOPPA TOOO OTOV E£PEUVITIKO 000 KAl TOV EIMXEIPNUATIKO TOHEA, 1 OUAAOYN Kat
enegepyaoia dedbopévav katéxel pddo uyiong onpaciag. 'Ouwg o dlapkng audavopevog
0YyKoG TV dedopévev mou ouldéyovial, Kabiotd moAAEég @opeg aduvatn v arobnKeuor)
TOUG O€ €vav HPOVO UMOAOY10TY], HE TOUG 81adopouUg 0pyaviopous va KATAPeEUYOoUV TEAIKA O
Katavepnpeveg AUoeS.

Ta katavepnpéva ouothpata apxeiov amotedouv pia Siadedbopévr ermAoyr) yia v aro-
Onkeuon peydAou oykou debopévav, Xapn otig Suvatotnteg Katl ta OPEAN TTOU IPOCHEPOUV.
'Eva katavepnpévo cuotnpa apxeiov poipadet ta dsdopéva oe pia minbwpa PEPOVOIEVOV
UTIOAOY10TIKQV PovAadmv 1ou cuvdéovial PEom £vog H1KTUoU, eve TapdAAnda cupriepipépetat
OM®OG €va KAAOIKO TOITKO CUCTNHA APXEi®V, e TNV KAtavePnPevn @Uon ToU va Jn yivetat
TeEAMKA avudnmn ano 1§ ePApPHoYES 1] TOUg Xproteg tou. 'Opwg 1 arobrjkeuorn tov 6edo-
HEVOV 0 £vav amoplaKPUOHEVO UTIOAOY1O0TE] OUVOSEUETAl Ao £YYEVHS KIVOUVOUG G TIPOG TV
aopdalela kat myv 161QTUKOTNTA TOUG.

Meéypt oty g, OtiG MEPLOCOTEPES UAOIIONOELG KATAVEPHEVAOV OUCTIIAT®V apxeiov dive-
Tal epgaon oty acpdleia v dedopévav, NEo® TV emBOANG eAéyxwv npocBaong kat 1510-
KINoiag 1oV apxeiov, eve AEITOUpyouUVv UTIO TOV 10XUPLOHO TG OA0L 01 KOPBO1 TTOU PETEXOUV
oto ovotpa eivat adormotot. ‘Opeg 1) EPIOTOoUVI] AUTE P0G OAOUG TOUG UTIOAOYIOTEG
g ouotadag UITOVOPEUEL TIG EYYUIOEIS AKEPALOTNTAG TOV ATTOONKEUPNEVOV apXeinv, KaBng
£€vag KAKOBOUAOG CUPHETEX®V KONBog Sa propouoce va adlowwoet ta 6edopéva ou diabétet.
Eniong n ¢Bopd ota apxeia propet va pn) yivel avtlAnIity| amno t0Ug XPpHoteg £€0g O0ToU Tpay-
patorton et 1] avakinorn toug.

To HDFS eivat pia apketd dadedopévn vdoroinorn evog KATAVEUNHIEVOU OUCTHATOS
apxeilwv, oxedlaopévn yia va IpEXEL 08 UTTOAOY10TEG EPTIOPIOU £V TIAPOUO1Alel PEYAAD avoxr)
oe opaApata. Arnotelet 10 Baoko ocuotatiko tou Apache Hadoop project, pag miatdpoppag
oxeblaopévng yia v anobrreuon Kat enegepyaoia peydlwv oykov debopévav, kabiotoviag
€UKoAa mpooBaoiio tov topéa tewv Big Data Analytics. Awabéter apyitektovikn master-
slave, érou évag kopB6og, o NameNode, Aettoupyel wg KeEVIPIKY apXr] EAEyXou, ouvtovidovtag
T1G Ae1TOUpyieg TOU OUOTHATOG Katl eAéyxoviag T npooBaocn ota apyeia, eve ol urdloirot
KopBot, o1 DataNodes, armoBnkevouv 1a 6edopéva oto TOKO ouotnpa apxeiev toug. 'Opmg
n €AAelyn ermBoAnNg eAéyXOV yla TV akepalotia v Sedopévev, kablotd 1kavoug Toug

DataNodes va aAlowdoouv 1o mepleXopevo toug. EmumAéov, n eprmotoouvny og évav Kop6o
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Kepadawo 1. Ewoayeyrn

e 1000 10XUpo polo orwg tou NameNode, anotedel éva onpaviiko kevo acpaleiag, Kabmg
etvatl 1kavog va rnapéxel Peudeilg MAnpodopieg oToug XPr)oteg, apouctaloviag Uyt apxeia
®G aAAowwpéva 1 Kat 1o aviiotpopo mbavwg oe cuvepyaoia pe karotov DataNode.

[6avikd, o éAeyxog g akepatdtntag tov Sedopévev oe pia ouotdda ava§ormotev KopBog
propet va emteuyBel péow g XProng evog adlayweuotou apyeiou kataypadpng, orou da vu-
roBdAdovial karotlag Hopenrg anodeifelg yla myv akepaldta tov debopiévav rmou Siabetouv
ot kopBot. H texvoAoyia tou Ethereum blockchain amoteAet tnv 18avikr emioyr) xapn oty
dlapavela kat ) povipotnta twv ouvaddaywyv, eve HUropet va anotedéoest pia aglormotn -
Y1) Anpodoplev xopig va Paociletal oe kamowa épriotn ovidtnta. 'Opwg Adye g dnpooiag
@uong tou blockchain, n unoBoAn THNPATOV TV apxeiov Suotdlel v 161OTKOTNTA TOUG.
Tnv artavinon oto tedeutaio mpoBAnua mpoodEpouv o1 arodeilelg Pndevikng yvoong, -
Tpéroviag Vv anodeln g arkepalotag v dedopéveov on-chain, Xwpig v armokdailuyn

TOU TIEPLEXONEVOU TOUG.

1.1 Avukeipevo tng StmAopatikngg

TKOIog g dimlepankng auvtyg eivat n evioxuon tou HDFS, siodyoviag pia épriotn
tpitn oviointa, Baociopévn oto Ethereum blockchain, mou Sa Aettoupyel wg apyxn eAéyxou
Kat 9a syyudtal v akepalotma tov 8ebopévev mou arnobnkevoviatl oto ouotnpa. ‘OAot ot
KOPB01 TOU CUCTATOS €1val UTIOXPEMHEVOL va KATAoKeUuadouv Kat va urtoBailouv arode-
€e1g yia mv akepadnia v dedopévav rou drabétouv avd takta xpovikda Saotrpata, ot
ortoieg eraAnOevovial peow evog £Surtvou cupBolaiou. Ta arotedéopata tov eAéyxmv ival
81abéoaa Pog TOUG XPr|oTEG, MOTE va UIOPOoUV va arnodaviouv OXETIKA e TUXOV aAldot-
®Ooe1g 1) Tpororonoelg ota dedopéva 1oug. Adywm Ing dnpooiag @uong Kat Stapdavelag v
ouvaAlayov oto blockchain, amogeuyetatl 1) artooTOAn] TOU MEPIEXONEVOU TRV apXeiav. Avti
autou, ot anodeieig kataokeualoviatl kat eraAnBevovial Baorn tng pebodou twv zk-SNARKS,

dlatnpaviag €101 TNV 1810TKOTNTA TV 6edOEVOV.

1.2 Opyavworn Tou Topou

H napovoa Simdepatiki Siakpivetal oe Vo kupla péprn. To mpwto, SempnTiko PEPOG
niepltAapBavet 10 SepnTKS UNOBabPO Kat Ta XAPAKINPIOTIKA TRV EPYAAEI®V KAl TEXVOAOYIOV
ou Ypnowporo)nkav. ITo ouykekpipéva oto KePAaAalo 2 avapEpovial Ta XapaKIPloTKa
TOV KATAVEPNPIEVAOV OUCTIATOV ApXeimv, KaOmg Katl 1] apXTEKTOVIKY] Kal 01 BaoiKeG Asttoup-
yieg tou HDFS. Zto kepdldaio 3 mapouoiddetat n Sopr) twv Merkle trees, eve oto kepadaio 4
1a Baowka yvepiopata tou Ethereum blockchain, towv é§unvev oupBoldaiov kat tng pebdédou
aAAnlAemnibpaong €vog Xprnotn He autd. X1o KeEPAAAlo 5 avapEépetal OUVOITIIKA 1) 18éa tav
zk-SNARKS, kaBohg kal pia €mokonnon tou Ipornou Asttoupyiag toug. To deutepo, mpakti-
KO H€POG OUYKpoteital aro duo repadata. Xto kepdadaito 6 mapouoialetal n p€éBodog mmou
akolouBrjoajie yla v UAoIoinorn Tou ouoTPaTtog HEo® TG Tporonoinong tou HDFS, padi
e TG 0XeB1a0TIKEG anopacelg Tou tr ouvodeuouv. TéAog, oto Kepdadalo 7 rmapouotadetal 1

peboboAoyia Kat ta aroteAéopata g MEPAPRATIKLG ASI0AOYN0NG TOU OUCTHIATOS.
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Ke¢palairo E

Katavepnpéevo Tuotnpa ApYXEi®V

2.1 ZZuotnpa Apyeiwv

2.1.1 T eival éva ocvotnpa apxeiov

Iy emotpun g MANPoPOoP1KL), ®S cuotnpa apxeiov opidetatl n peBodog arobrikeuong
KAl 0pyAveo1g TV 6e80PEVOV TOV apXEi®V ITOU XPNO110ITOI0UVIAL 08 £VaV NAEKTPOVIKO UTTO-
Aoyiotr), kaBwg KAt ot Aoykoi Kavoveg mou 1) diErouv [9]. Xopig autod, ta anobnreupéva
apxeta 9a anotedovoav éva peydlo adopnto koppatt dedopévav, Xwpig Kavéva Tpormo va td
Eexwprjooupe 1) va rpoodilopicoupe tv akpiBr) toug tortobecia. Alaipoviag ta Sedopéva oe
Bikpdtepa THARATA KAt arnodidoviag toug SEX®P1otd avayveplotika ovouatd, Ermiuyyavetat
1] €UKOAI ATIOPOVKOOT KAl AvayveP1lot] ToUG ard T0 oUVoAo.

Ta cuotpata apXei®v XPNo0roouvial o TIOAAEG §1aPOPETIKEG CUOKEUES ATTOONKEUOTG
6edopévav, oniwg o1 orkAnpot diokot 1) ta CD-ROM yia va napakoAouBeital ) guoikr) 9€on
1OV APXEIOV MAVE OT0 PECO. L& OPLOPEVEG TEPUTIWOELS, OMKG oto tmpfs, propet kat n
KUpla pviun tou umnodoylotr) (pvhun tuxaiag npoomniédaong, RAM) va xpnotponowet yia
) Snpopylia evog IpooePvou cuotpatog apxeiov yia Bpayxunpobeopn xpnon.

EKt6g amnod 1a ouotipata apXei®v Iou XP1olporolouvial 08 Pid TOTKY OUOKEUL| AIlo-
9nkeuong, UTIAPXOUV KAl AUTA TIOU Tapexouv npooBaon oe dedopéva oe éva Srakopiotr
apxeiwv PEow evog MP®TOKOAAOU S1ktuou, onwg to NFS 1) to SMB. EmumAéov, éva ouotnpa
apxeiov propetl eivat kat e1koviko, 6nAadn ta apxeia ota oroia rapexet poobaor e Ppioko-
vtat anofnkrevpéva o€ KAolo Péco, aidd urnodoyidovtal Katd v aitnon yla avakinor| 1oug
(procfs, sysfs).

Tedkd, éva ovotnpa apxeiov dtadépel anod pia amdn vnnpeoia KATaAdyou 1) PnIpoovu,
eve opiletal g n Sopunpévn avartapdaotacn Kat draxeipnon evog ouvoloug dedopevav, padl

e ta petadedopiéva mou 10 xapaktnpi¢ouv.

2.1.2 I810tntTEGQ £VOG OUOTHPRATOS APXELQDV

'Eva ovotnpa apxeiov, og pia dienagr] yia adAnAenidpaon 1oV mpoypappdtev Xprotn
e €va arnobnKeUTIKO PECO, £XEl TTOAAEG 1810TTeg TTOU TO0 Xapaktnpilouv. MepikEg Ao Tig

0 ONPavTKEG 1610t teg eivat ot €81 :

e Alayeipnon anoOnKeUTIKOU XOPOU

AitAeopatxny Epyaoia



KepdAao 2. Katavepnpévo Zuotnpa Apxeiov

Ta meploodiepa oUCTHATA APXEIDV KAVOUV XPL|Or H1ag CUOKEUNG artobrkeuong de-
dopévav 1 oroia MPoopEpel IPooBacn o €vav TivaKa (PUOIK®OV TOUEMV OPIOHPEVOU
peyéboug, katd kavova pa duvapn tou 2 oe péyebog (512 bytes 1) 1, 2, 11 4 KiB eivat
ol o ouxveg). To ouotnpa apyeiov eival UEUOUVO Yla va OPyavV®OOEL TOUG TOPEIS
autoug oe apxeta Kat KkataAoyoug, Kabog Katl yia v IapakoAoubnon Tou 1motot Topelg
AVNKOUV Of€ TI010 apxeio kat rotot Sev ypnowporoovviatl. Ta ) Siaxeipnon Aorov
TV 6ebopévmv, Ta avtiotolXouv os Povadeg otaBepou PeyeO0UGg, aTTOKAAOUHEVESG KAl ®G
Prmdox (1 8€opieg), TIOU MEPIEXOUV £€va OUYKEKPIPEVO aplBpod topénv Siokou (ouvrBwng
1-64) ou eivat Kat 10 PIKPOTEPO OGO XOPOU 010 610KOo rou propet va Siatebet yia va
Slatnpnoet éva apxeio. AUTO OP®G £XEL WG ATIOTEAECIA VA UTIOAOIMETAL X®POS OE TIEPT-
OIS apXei®v ou 1o peyebog toug dev eivatl akpilBEg TTOAAATTAAGO10 TOU peyEboug TV
MoK, 0 o11010g 8ev Propet va agloronBei. APetépou, 1 XPro1 VoG PKPOU peyeboug
PIMAoK, propet va o8nyroet og eMITAE0V KOOTOG Slaxeipnong tou anobnKeUTIKOU XOPOU

av rpoopidetal yia arnobrkeuon Kuping peydalou peyéboug apyeiav.

e Ovopa apyeiou

Qg ovopa apxeiou, opidetat 1o 6vopa mou anodidetat os Eva apyeio Katd v anobrkeu-
Of) TOU, Kadl XPIO1Pomoleital yia Tov Ipocd1op1lopo g Torofeoiag Tou Katd Povoorpa-
VIO TPOIT0. X& OPlopEva OUCTNHATA apXEiwv, ta ovopata apxeiov eivat Sounpéva, pe
6laitepn ouvtadn yla TG EMEKTACELG TOUG KAt TOUG apiOpoug ékdoong. Le dAAeg rept-
MEOELG, Ta ovopata apyxeiov eival amlég ppdoeig kat ta pertadedopéva kabe apyeiou

arobnkevoviatl aAAou.

¢ Kataloyog

Ta replocdtepa CUCTHPATA APXEIRV XPTOTHOMOI0UV KATAAOYOUG ITOU EIMITPEITOUV OTOV
xpnotn va opadorotel ta apxeiwv oe Sexwpilotég ouddoyég. H Sopr) evog kataddyou
apxeilwv propet va eivat eminedn, 1 va smrpénet iepapyieg érmov kdOs katdAoyog va

propel va repiexel AAAoug UTIOKATAAOYOUG.

e Mctadsdopéva

[ToAAég mAnpogopieg Kataypaprg ouvrBwg ocuvodevouv kabe apyeio. To péyebog kat
1 tortoBeoia Tou apxeiou, KaO®WG KAl 1 XPOVIKY OTylr) dnpioupyiag, mpooréAaong Kat
TeAeUTAiag TPOTTOTIONONG TOU £ival PePIKEG amnd autég. ‘AAAeG Xpriotpieg IANPodopieg a-
moteAoUV 0 TUIOoG Kat ta Sikaiwpata rpooBaocng Kabe apxeiou, ou rpocdiopilouv g
Katl anod 1oloug xpnoteg propet va xpnotporoinfei. Ta petadedopéva amobnkevoviat
KAl evrjuepvovial and 1o ouotnua apxeiwv cuvnbeg ot exmptlotr) torobeoia arod ta
b6edopéva ota oroia avuotoixouv. Extog and ta petadedopéva mmou xapakinpidouv ta
apxeta, vndpxouv Kat aAdeg mapdpeTpol avaykaieg yla ) Aeltoupyia 10U CUCTHILATOg
apxeiov, onwg 10 PEyebog Tov PMAOK Kat ta dabeopa 1 eAaTiopatika tufpata tou

AroBnNKeUTIKOU PECOU.

e 'EAsyxog npoocBaong

Ynidpyxouv S1dipopot pnxaviopol rmou Xpnotiornolouvidl arno td cUoTata apyeiov ya

Tov €Aeyxo tng mpooBaong ota debopéva. XTuvriBwg 0 OKOIOG €ivatl va arotpariei 1

m AinAeopatxny Epyaocia



2.2 Kataveunuévo Zuotnpa

avAayvoor 1) 1 IPOIoIoinon apxeiov anod évav xprjotn 1 opdda xpnotov. ‘Evag dAAdog
Aoyog etvatl va draopadiotel ot ta dedopéva tpororolovvial pe eAeyXOpevo Tporo,

EMTPETIOVIAG TNV ITPO0BACT] POVO OF £va CUYKEKPIHEVO TIPOYPAPHA.

¢ Axespaidtnta

Mua onpavtikn eubuvr evog ouotpatog apxeimv etvat np HraoPdalion g CUVENELAS TOV
Sopcv tou, aveaptnia arnod g EVEPYELEG TRV IPOYPAPHIATOV ITOU ITOU £X0UV IpocBaoct)
oe auto. Karoleg amo g mbavég evépyeteg mou AapBavel puropet va sivat i evnpépn-
on TV petadedopévav Kal tov Xeplopo dedopévev mou Ppiokovial anobnkeupéva
OTNV MPOO®PELVY] PV N ta orola dev £Xouv evnpuepwbel 0To PUOIKO PECO ArodnKeu-
ong £Me1dn) T0 POYPALd TIOU Td TPOIIOTI0I0UCE TEPHUATIOE € I AVALEVOHEVO TPOTIO.
‘AXAeg TIOAVEG AOTOX1EG TTOU HUITOPEL VA TIPOKUYPOUV £1val AMOTUXIEG TOU AEITOUPYIKOU
ouotnuartog, 1 daxkonm g IPoPodociag, aro 10 Oroieg T0 CUCTNHA APXEI®V TIPETEL va

HIopel va avavryet.

2.2 Katavepnpévo Tuotnpa

Ta diktua UTOAOY10TOV £X0UV HUIIEL YVid Ta KAAd oty kabnpepwvy pag {wr. To Atadiktuo
(Internet) ivat éva t€toto 6iktuO, OTIKG £ITiONG £ival KAt ta Hiktua Kvning tnispoviag, ta
etalpika 6iktua, 1a §iKtua ota mavermotpla, Ta oKlakd acuppata diktua, Kabag Kat ta
Siktua ota autokivita. ‘OAa autd ta §iktua £XoUv Td KOWA XApAKINP1oTIKA ITOU ovopalouie

Katavepnpéva ouotnpatda.

2.2.1 Tt eival éva RATAVERNPEVO oUCTNHA

Qg katavepnpévo cuotnpa opidoupe €va ouotnpa mou anotedsitat and Sopootorxeia
AOY1011KOU Katl UAIOPIKOU, Ta oroia Bpiokoviat oe dtapopetikoug addd diacuvbedepiévoug
petadu toug urodoylotég. Ta Sopootoixeia autd ocuviovidouv g Spdoeig toug Pévo PEc®
avtaAdayng pnvupdatev [10].

Ot Sraouvdebepévol urodoylotég oe €va diktuo prmopet va eivatl yeaypadikd amopakpu-
opévol, Kat va Bpiokovtatl os onotadrjnote arndotaon petaiy toug. Mropei va Bpiokoviatl o
Sraopetikég nrieipoug, 1 oto 1610 Ktiplo, 11 akopa Kat oto 1610 depdrio.

Bdor autou tou yevikou 0plopiou e§ayoulie tpia Bacikd yvepiopatd 1oV KAatavepnuévay

oUCTNPATOV

¢ Tautoxpoviopog
Ye éva 6IKTUO UTIOAOY10T®V, 1] TAUTOXPOVH] EKTEAEOT TOAAATIAGV TIPOYPAPHATOV KAl
epappoymv ivat n voppa. Ma napddetypia, Propet £va cUVoAo Xpnotov va Soulevouv
o€ 81aPoPETIKOUG UTIOAOYIOTEG, KAl TNV 181a oty va potpadoviat 6Aot g idieg minyeg
nAnpogopiag, Onwg 10tooeAideg 1) apxeia, avaloya e Tig AvAYKeG g £pyaciag Toug.
Omndte, 1 1KAvOTNTA £vOG CUCTIHATOG vad 81aXE1p10TeEl KO1voUg ITOPoUg, Tinyeg dedopévav
K1 UINPEOIEG TIPETIEL va augavetal Kabwg rpootifevial replocdtepot opot oto §iKTuo

(r1.X. uTtoAoy10TEg).
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¢ Anouocia Ko1voU KaOoAlkoU Xpovou o 6A0 TO oUCTHHaA
'Otav xpelddetal o1 Katavepnpéveg epapiloyEg AOYIORIKOU va OUVIOVIoOUV TiG AE1toup-
yieg toug, avtaAdacoouv pnvupata. O ouvtoviopog ouyva Baciletat oty mAnpogopia
OV TIEPIYPAPEL TOV aKplBr] XpOvo ektéEAeong Tng KAOe Asttoupyiag. 'Opwmg umndpyouv
TIEPLOPIOPO1 WG TIPOG T XPOVIKY akpiBela tv oroia ot §1adopeTikol UTTOAOYIOTEG KAl
£PAPHOYES AOYIOPIKOU PITOPOUV VA IMETUXO0UV KATA TOV OUYXPOVIOHO TOV POAOY1®OV TOUG.
Ouotaotikd, dev urdpyet pia Kat povadikr) £vieiln Kovou KaBoAKOU @UOIKOU XPOVOU
avapeoa oe 81aPOPETIKOUG UTIOAOYIOTEG, €181KA €AV AUTOl €ival APKEIA AMTOPAKPU-

Opévol petadu toug.

e Avefaptnteg aotoyieg
'‘OAa ta ouotpata UTIOAOY10T®V HITOPEL va aotoxrjoouv Karolwa ouyprn. Eivat oy
£ubUVN 1OV 0Xe81A0TAOV TOV CUCTNUIATOV va PeBodeuocouv T S1axeip10r TOV CUVENEIWV
toug Ya £xouv autég ot actoyies. E1dikotepa, ta katavepnpéva ouotpata propouv va
aotoyfjoouv pe rtoAAoug dradopetikoug tporoug. Ia napddetypa, aoctoyieg ota dikrtua
EMTIKOVOVIAG €XOUV 0av ATOTEAECUA TNV AITOKOITI] UITOAOYIOT®V KAl TRV EPAPHOY®V
ToUg and 1o cuotNUd, OPeg autd de onpaivel ot ot 16101 e Sa mpénet va ouveyicouv va
ermtedouv g Aettoupyieg Toug. EminmpooBetng, autol ot UrtoAoy1lotég Kat o1 epaployES
TOUG pIopet va pnv ivat oe 9€on va draxmpiocouv av 1o H1KTUO aoTOXNOE, 1] ATIAGOG £ivatl
oAU apyo. Opoiwg, 1 actoyxia £vog UTIOAOY1OTY), 1] Plag eGAPHOYNS AOY1IoPIKOU, de

YIVETal Aj1E0a YV®OOTL) OTd UTIOAOLIA OTO1XEld TOUG CUCTHIATOG 11€ TA OTT0id EMMKOIVAVEL.

To PBaoikod Kivnipo yua 1 oxediaon KatavepnpeveV CUOTNPATOV €ival 1 KOWI] XPHor)
niopwv. H évvola 1ou mopou eival pev KAt apnpnpévo, addd xpnotpornolieital yia va opioet
pia yevikn yRapa and otoiXeia ta ormoia Propouv va XPnotonon0ouv o £va KATaveREVO
ovotnpa. I'a mapddeypa, mopog propet va eivat ta dedopéva oe pa Pdon dedopévav, 1
1a apxeia oe éva ouotnua apxeiwv, Priopet va sivatl évag umoAoyiotrg, propet va ivat pua
UTINPEoia ToU MPOCPEPETAL O £vav UTIOAOY1OTH], 1] AKOWI KAl P1d POr| £IKOVKOV Ao Hid

Pnoakn KApepa, 1 n ouveon evog Kvntou tTNAEPOVOU.

2.2.2 TeXVIREG MPOKANOCELS

KaBwg 10 €Upog KAl 1 TTOAUTIAOKOTNTA TOV KATAVEPRNHPEVOV CUCTNHIATOV KAl TOV EPAPIO-

YOV ToUug augdvetatl, 1600 evioXUovial Katl Ol OXe6100TIKEG TIPOKANOELLG :

e Etepoyivela
H etepoyévela £xet va kdvet e ta d1adopetikd €161 H1KTUGOV, AETTOUPYIKGOV OUCTUAT®V,
UALOP1KOU Kat AOY10P1KOU, KaB®g Kal UAOTTO)0E1g EPapHOy®V Ao S1apopeTIKOUG Ur-
xavikoug. Ta mpetokoAAd 51a81KTUAKNG EMKOVOVIAG 08 oUVOUAON0 e XPron Iie-
pBaAdoviov pecodoyilopikou (middleware) sivat os 9¢on va ocuyKaAUupouv AUTEG TIG

Slagopéeg.

e Awagaveia dienagpov 1 avolktd cuctipata
O 6pog dlapaveia dierapov (openess) oe £€va UTIOAOYIOTIKO CUOTNHA AVAPEPETAL OTO

XAPAKINPLOTIKO TO OTT0i0 Ipoodlopidel Katd mOco T0 CUCTNHIA PITOPEL va ertektabel 1) va
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2.2.2 TexVIKEG TIPOKATOELG

entavavloronBel pe Sapopetikovg tpornoug. H euedi§ia tov Katavepnpéveav ouotr-
patev ipoobilopidetal Kuping amno 1o fabuod eukodiag pe Tov omoio veeg unnpeoieg dia-
polpacpou kat dlaxeiplong mopmv PIopouv va rpootebouv oTo Urdapxov ouotnpa Kat
va yivouv 61ab¢o1ieg TIpog Xprion o S1apopeTikeg epappoyeg reddteg. Ta avoiktd ou-
otpata xapaxtnpi{oviatl and 1o yeyovog Ott o1 BaCiKEG IIPOYPAPHATIOTIKEG SleETaApES
etvat dnuooteupéveg. ‘Apa 1a avolktd Katavepnpéva ocuotnpata Baocidovral ot xpnon
KOWA IIPOCUPPOVI|HEVEOV UINXAVIOPOV EMKOIVOVIAg Kal oadpeg mpodlayeypappévav
Kal SNPOCIEUPEVOV TPOYPAPPATIOTKGOV dietadav (APIs) yia v ipooBaocr o KOvoug
OPOUG. Av KdAl Td AVOIKTA KATAVEPNHPEVA CUCTHHATA PITOPOUV vd KATACKEUAOTOUV
anod etepoyevy) dopoototyeia UAIOPIKOU Kal AOY1OP1KOU, Kal Ta Ooroia rmpogpyovial a-
o0 H1aPOPETIKOUG KATAOKEUAOTEG, Kabiotatal avaykaia 1 ouppopg®or KAOe tEtolou
Sop00To1XEI0U 08 OXEOT HE TA UMMOKEIPEVA TIPOTOKOAAA TIPOKEINEVOU va SracpaAiobet

n opOr) Asttoupyia ToU cuCTPATOS.

e Ac¢pdAcsia
[ToAAég amd 11§ MAnpPoQopieg mou eivatl 61abeoipieg KAl oUVInPOUVIAdl O £va KATAVe-
unpévo ouotnpa £xouv peyddn aia yia toug xprioteg. H aodpdAeia Aordv auteov tev
nAnpogoplev arotedei {Nunpa peidovog onpaociag. H aodpdieia tov nnyov minpogo-
plag os €va T€tolo cuotnpa £Xel Ipelg napaperpous: Epmoteutikotnra-Confidentiality
(mpootaocia Twv MANPOPOPIOV AT |r eVIETAAPEVOUS Xprioteg), Akepailotnta-Integrity
(mpootaocia evavtia oe pn evietadpévn addayr 1 v napadbopd 1ev dedopévav) kat
AlaBeomotnta-Availability (mpootaocia evavuia oe rtapepBoAég doov adopd otnv rpooba-
On Kat Xp1on mopav). Zuvnbwg, 1 XProrn IEXVIKOV KPUITtoypadnong pag rpochEpouv
IKAVOITOUTIKY] TIPO0TAcia 6oov agopd tr un egouctodotnuévn mpdéoBacrn oe mOpoug
TIOU UTIOKEWVIAl O€ KOWvr] XPron, Kabag kat tnv mpooBaon tpit®v Kkatd 1 Sidpkela

petadoong 6edopévev petady 81aPopeTIK®V UTTOAOYI0T®V PE0® TOou H1KTuou.

¢ KAyparwowypdétnta
‘Eva katavepnpévo cuotnpa eivatl KAPAKOOH0 1) EMEKTACIHO0, €AV T0 KOOTOG yla va
PooBEcOoUPE KAVOUPY10UG XP1OTeg £lval YpAPHIKO Og OX€0N HE TOUG IOPOUG ITOU
arattovvial yia va rmpoodpepBouv Asttoupyieg o autoug. Ot aAyopiBpot ot ortoiot Xpn-
olp0IIo10UVTAl OOTE MTOAAOL XP1IOTEG Va £X0UV TAUTOX POV IpooBaoct) ota idia 6edopéva
mpénet va eivatl anodotikoi KAt va anopeuvyetat 11 S1apopPp®Or OTEVRIIDV, TIOU UITOVO-
pevouv tedika v anodoon. Emiong ta edopéva Sa mpérnet va Sopouviat iepapXika
€101 OOTE TO oUCTNA va £XEL T PEY1oT anddoor). Aedopéva ta oroia rpoorieAauvoviat
TIOAU OUXVA HITOPOUV va UAPXOUV Odv IToTd avilypapa o€ 51apopetikoug Siraropt-
otég. ASilel va onpewdel g ota katavepnpéva cuotrpata £Xoupe ouvhwg opioviia
KATPAK®OON € TIPO0HNKI MEPIO0OTEP®V UTIOAOY10T®V OT0 oUOTNHa, 1] ortoia epgavidet
ONMPAVIIKA TTAEOVEKTAPATA £VAVTL TG KABETNG KATPAK®OONG TTOU apopd v avaBabiiion

TOU UAIOHIKOU £vog urtoAdoyiotr) (Ewkdva 2.1).
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Vertical scalability costs rise
sharply after a certain point. ;

:'é
=]
Py
L
§- Initial costs associated Horizontal scalability
¥ | with horizontal scalability -~ becomes much more
8 | tend to be higher. efficient after a certain
g 4 point.
a

Exira capacity needed

Zxnpa 2.1: Opwlovuia évavtt kAadetng eNEKTaong ovotyuarog [1]

e Alayeipilon actoxiV
Aebopévou ot kaBe dradikaoia 1 Sopootoixeio oe €va SIKTUO UMOAOYIOTOV HIopet
va aotoxrjoet ave§dptnta ano ta aida, o oxedlaopog evog KATavePnEVOU oUoTHpa-
T0G IMPETIEL va IPAYHAToIoleital pe yvopova v avioxn o tétolou eidoug opdApata
opdApata. IIpémer 6nAadn va undapyxouv prxaviopoi avixveuong, oUyKAANYng Kat
avavnyng amo TUXovV actoXieg mou propesl va mpokuyouv. Ermutdéov, pua anod tig
IO OUVNO1OPEVEG TEXVIKEG TIPOANYNG TV HEPIKAOV ACTOXIOV EVOG OUCTIIATOG ivat o

MAEOVAOOG TIOP®V.

¢ Tautoxpoviopdg
H mapouocia moAAov Xpnotewv og €va KatavePnpevo ouotnpa ouvodeUsTal amo v a-
VAyYK1 yia apdAAnAn mpooBaor) og Kowvoug rtopoug. Kabe mopog os £va katavepnpevo
ouotnpa Sa npéret va £xel oxedlaotel dote va Aettoupyel pe aopdaleia os va iepiBal-
Aov omou exkdidovial aurnpata mpooBaocng oe aUTtov TApAAAnAa Kat TaUToXpova aro

S1apopeTIkoUg XP1IOTES.

e Awagaveia
ZT0X06 £ivatl 1 oUYKAAUYD Ao TOV XPIOTL), TOV TEXVIKOV AETTIOPEPEIDV EVOG KATAVE-
pnpévou ouotnpatog. I'a mapddeiypa évag xprotng dev xpetddetal va yvapidetl mmou
Bpioketal pia unnpeoia, eav autn €Xel €va 1 IEPLOCOTEPA TToTA avtiypada oto Awa-
81KTUO, KA1 IMO1EG £1val O1 TEXVIKEG AETTIOPEPELIEG UAOTIONONG TNS. AKOPNA Kat o1 TuBaveg
aotoyieg tou Hiktuou da mpénet va AapBavoviatl uroyy Katd 1o oXe61aopio Kat v UAo-

noinon wote va avupeteri{ovial kataAAnia xopig va yivoviat avilAnmég otov teAko

xpnou.

e ITowétnta unypeoiag (QoS)
Amo 1 ouyprn Imou ot Xprjoteg eivatl oe 9€on va Xp1olponolouyV pid UINpeoia, Ornwg
yla apddetypa pia Umnnpeoia mpooriéAaong apXeiov os éva Katavepnpévo ouotnua,

etvat Sepr) n pépva yua v moota g rnpoodepopevng vrinpeoiag. Ot Baoikeg
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2.3 Tt elvat éva KatavePnpPEVo cUoTNPA ApXEI®V

PN-AE1TOUPYIKEG ATTALTOE1S TOV CUCTIATOV Ol OTI0ieg €MNPEACOUV TNV MOOTHIA NG
unnpeoiag , ON®WG AUTY gvvoeital ano toug xproteg, eivat n adlormotia (reliability), n
aopdAeia (security) kat n anédoorn (performance). ZuprAnpopatka oe aUtég, 1) IIPo-
oappootikotnta (adaptability) €éxet mpotaBei oav pia akopn Pn-AETOUPYIKL) Anaitnor
TTIOU £TNPEAdeL TNV TO0TNTA UTNPEDIAG, E181KA 08 CUCTHIATA TOV OTI0iOV 1] S1apopP®Oor

Katl 1 61aBeo1potna 1oV Mop®V Iapouctadel oUXVEG PETaBOAES.

2.3 Tueival éva RATAVERNPREVO CUCTHRA APXELOV

‘Eva katavepnuévo ouotnpa apxeiov (DFS) eivatl pia katavepunpévn vloroinorn 1ou mna-
Pad001aKOU CUCTHATOG APXEIDV, 1] OITola EMITPETIEL O XPLOTEG KAl IIpoypappiata va Staxet-
pidoviatl kat va popadoviat Sedopéva, avetaptnta anod v npaypatiky toug torobecia oto
biktuo [11]. EmumAéov mapéyel pia evorounpévr), Aoyikr oyn tov dedopévav rmou Ppiokoviat
Sidomnapta oto cuotnpa, XwPig va eival opatr) n MPAyHatiky toug torobeocia. Zuvdualet
6ndabdr) v euxpnotia v ocuotNPAteV apxeiov pe v euedi§ia 1wV Katavepnpuévav ouotr)-
PATeV, oUvodeUuopEVA OP®G KAl ATTO TIG AVIIOTOIXEG OXEO1A0TIKEG TIPOKATOE1G.

Yridpxouv oAA£g UAOTION0E1G KATAVEPNPEVOV CUCTIAT®OV APXEIDV, 01 OTT01Eg SradpEpouv
®G P0G TNV anddoot] ToUg, T PETABANTOTNTA TOU IEPLEXOUEVOU, TOV XEIPLOPO TAUTOXPOVOV
EYYPADP®V, TOV XEPIOPO POVIHING 1] TIPOO®PIVIG ATIOAEIaS KOPB®V KAl TNV TOALTIKY TOUG yid

TV AnoBrKeUOon TOU TIEPIEXOPEVOU TOV APXEIDV.

2.4 Hadoop Distributed File System (HDFS)

2.4.1 T eivat to HDFS

To HDFS eivat éva katavepnpévo ouotnpa apxeiov, oxediaocpévo va Asttoupyel oe ou-
vnOiopéva, Xapndou KOOTOUG UTIOAOYIOTIKA cuothpata spropiou. To HDFS mapéxet vyn-
ARG taxvuintag npooBaocn oe debopéva epappoy®v Kat eival KatdAAndo yla epapiloyEég mou
xepidovial peydda ouvola dedopévav. Mia ouotada HDFS propei va arotedeital ano e-
Katovtadeg 1) kat X1Atddeg pnxavnpata, kabéva amo ta ornoia anobnkevouv éva TUNHA TOU
ouvodou tev edopévev Tou cuotpatog apXeiov. Me tooa ouotatikd oto ouothpd, Orou 10
kaBéva €xel pn apeAntéa mbavotnta va actoxnoel, KAOe XpoviKy oty ivatl moAu mbavo
KATT0106 KOPBOG TOU oUoTatog va BpioKetal eKTog Aettoupyiag. Qg ek TOUTOU, 1] AVIXVEUOT
A0TOX1WV KA1 1] YPI)YOPI], AUTORATE avAvIr) arnd autég anoteAel évav arno 10Ug BaciKOTEpOUs

pnxaviopoug tou HDFS, mpoo6ibovtag tou peydAn avoyr os opdipata [2].

2.4.2 Apxttektoviky) NameNode kat DataNode

To HDFS ¢£xet apyitektoviky) master/slave. Mia cuotada HDFS anoteleital amo évav
KUp10 Slakopioty) ou Siaxelpidetal Tov X®po OVOPAT®V TOU CUOTHLATOS apXeiav Kat pubpidet
v rpocBaor) ota apyeia anod toug xprnoteg, rmou ovopadetat NameNode. EruuAéov, cuppe-
1EX0UV €vag 1) ieploodtepotl DataNodes, ouvnBwg évag ava kopBo tng cuotada, ot oroiot Kat

etvat umevbuvol yla v anobrkeuon tewv dedopévav. To HDFS 61abétet évav eviaio xopo
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KepdAao 2. Katavepnpévo Zuotnpa Apxeiov

OVOHAT®V CUCTHIATOS ApXEi@V, KOO o€ 0A0UG TOUG KONBOUG TG oUoTadag, EMITIPENOVIAS TV
0pyAaveon tev dedopévav tou xpriotn os apyeia (avtiototya pe éva tormko ocuotnpa apxeiav).

Eontepikd, kabe apyeio xopiletal oe €va 1 meplocdtepa PITAOK, Ta oroia arodnkevoviat
oe ¢va ouvodo aro DataNodes. O NameNode sxktedei 11g Aettoupyieg TOU XHPOU OVOPATOV
10U OUCTAHATOS APXEIDV, OMMG Avolylid, KAEIO110 KAl PETOVORAOia apXEimV KAl KATAAOY®OV.
KaBopilel emiong v avuotoixion tev prdoxk oe DataNodes. Ot DataNodes eivat urteuuvot
yla v egunnpétnon v atnpdiov avayveong Kal yypaeng aro toug reddteg tou ou-
otpatog apxeiov. EmumAéov, o1 DataNodes sktedouv Asttoupyieg Snuioupyiag, Siaypadng
KAl avanapay®yns tov PmAoK Katormy evioArng ard tov NameNode.

O NameNode kat o DataNode eivat ta 6Uo kupla dopootoixeia Aoylopikou tou HDFS,
1a omoia eival vdormownpéva o Java kat £€Xouv oxedlaotel yla va IpE€Xouv oe oupBatika
pnxavipata. Zuvhng ta pPnXavipata autd €X0UV EYAKTIECTNHEVO AEITOUPYIKO ouotnud
GNU/Linux. 'Opeg Xapn oty e¢alpetiky gopntotnta g Java, 1o HDFS prnopei va Asttoup-
Y0€l 0g 01mo1081TIoTe PNXAvVNId UTIOOoTNPiel T OUYKEKPIIEVH] YA®OOA MPOYPaPATionon,
KaO10tOdVIag 10 PooBactilo ano £va eUpyU @ACHA UTIOAOYIOTIKOV OUCTNHAT®OV XOPI§ KATowd
e101kr) anaiwnorn.

Mia tumikr) torodoyia piag ouotadag HDFS (Ewodva 2.2) 6iabétel éva amokA£10TKoO
pnxavnpa rou exktedel povo 1o Aoylopiko tou NameNode. Kafe éva amd ta unodloina
pnxavipata tpexouv tov kwdika tou DataNode. H apyitekviovikr) tou ouotrjpatog ev a-
MAYOPEVEL TV eKTéAeon oAdanAov DataNode oto 1610 pnxdavnpa, op®g KAtt T€T010 oravia
epappdletatl oe éva npaypatko repiBdAdov avarrtuéng. H vnapén evog povo NameNode oe
Hia ouotada armlomnolel ONPAvIIKA TNV ApXTEKTOVIKT) Tou cuotnpatog. O NameNode emortte-
UEL KAl EVOPXIOTPMVEL TG dl1apopeg Aeltoupyieg ToU ouotrpatog, eve rmapdAAnda Asttoupyetl
®g anoPetr)p1o yia o0Aa ta petadedopéva tou HDFS. To HDFS onwg eivat oxediaopiévo wote
va punv unapyet por) dedopévav xprotn péom tou NameNode os kapia @dorn tng Aettoupyiag

Tou.

HDFS Architecture

Metadata (Name, replicas, ...):
/home/foo/data, 3, ...

Namenode

Metada’ga_,ops"'

Read Datanodes Datanodes
/ | |
1 [ = H Replication 5 = -
m = Jj Blocks
o \ -
Rack 1 Vvrite Rack 2

Zxnua 2.2: Tumkny apyuektovikn hdfs ovotadag [2]
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2.4.3 Xopog ovoudtov oUctPatog apxeiov

2.4.3 X®Opog OVOPATKOV CUCTIHATOG APXELRV

To HDFS unootnpidel pia rmapadooiakn 1epapyikn opydaveon apxeiov. 'Evag xpnoing
1] pla EPapPoyr) HUIopel va SnPioupyrjoel KAataAoyoug Katl va anobnkeuoetl apyxeia péoa os
autoug. H 1epapyia tou x®pou ovopdimv sivat mapdpowa pe 1a meploootepd napadooiard
ouotpata apyxeiov. Kdabe xprioing pmopet va dnpioupyroet Kat va apaip€oet apxeia, va
HETaKIVOel €va apyeio ano tov évav KataAoyo otov dAAo 1] va PETOVOAoEL éva apyeio.

O NameNode Siatnpel 10V XOpo OVOPAT®V TOU oUuoTtpatog apxeiov. Omotadrrote aA-
Aayr) otov X®po ovopdtav 1 otg 1810tnteg Tou, Kataypdgetat ano tov NameNode. 'Evag
XPHotNg 1) pia epappoyn propel va kabopioet tov apibpod tewv avilypadev evog apxeiou mmou
anoBnkevel oto HDFS. O apiBpog tov avilypadov evog apxeiou ovopdadetal OUvVieAEoTS

avuypagng. 'OAeg autég o1 mAnpodopieg anobnkevoviatl ano tov NameNode.

2.4.4 Avrtiypada dedopévav

To HDFS ¢£xe1 oxebiaotei yla va arnobnkevet adidrmota moAv peydlou peyeboug apyeia.
Kdbe apyeio anobnkevetal g pia akoAoubia prdok. 'OAa ta PImAok evog apxeiou £Xouv 10
1610 péyebog, e e€aipeorn) iowg 1o tedeutaio. Ta Swaopdarion avoyrng oe opdaipata, 1o HDFS
Sratnpet moAAarnAd aviiypada yia kabe prdok oe dadopetikd pnxavipata. O ouviedeotng
aviypang Kat 1o peyebog 1oV PmAok eival mapaperporojotpa ava apyxeio. Edika oty
MEPIMTOOT TOU OUVIEAEDTH] AVTIYPAPL|G, 1] APXIKT] IAPAIETPOIIOIN 0N KATd ) Snjiioupyia tou
apxetou dev eivat deopeutikn, aAdd propet va petaBAndei kat apyotepa. Ta apyeia oto HDFS
ypagovtat pia gopd Kat £€Xouv auotnpd évav ouvidkin ava rnaca otypn. O NameNode
AapBavel 0Aeg TIG ATTOPACEIG OXETIKA HE TNV avilypadn t@v prilok. EmumAéov, AapBavet
nieplodika Heartbeat kat Blockreport arno kabévav ano toug DataNodes tng cuotadag. H
Afyn evog Heartbeat urmodnAovel 6tt o DataNode Aettoupyel owotd, eve éva Blockreport

eplExel pia Alota pe 60Aa ta PImAoK rmou autdg 61ab€tel 0To TOTIKO cUoTHa apXEi®v tou.

Block Replication

Namenode (Filename, numReplicas, block-ids, ...)
/users/sameerp/data/part-0, r:2, {1,3}, ...
/users/sameerp/data/part-1, r:3,{2 4,5}, ...

Datanodes

1 1 2
o B B =

88 By =

Zxnua 2.3: Avtiypaga urniok oc dtapopeticovg DataNodes [2]
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KepdAao 2. Katavepnpévo Zuotnpa Apxeiov

2.4.5 Axepaiotnta dsdopivaov

'Eva pridok 6edopévav rou £xet AngBei amno évav DataNode eivat miBavo va aAAoiwBet.
Autod prnopet va pokUPel AOY® 0PaApPAT®V TOU arobnKeUTIKOU ECOU, TOU S1KTUOU 1] aKoUd
Kat aro npoBAnpa oto Aoyiopikou. To Aoylopiko xprjotny tou HDFS xpnowonotei abpo-
topata eAéyxou (checksum) yla tov €éAeyxo tov apxeiov. '‘Otav évag medding dnpioupyet
éva apyxeto oto HDFS, uroloyidet ta aBpoiopata eAéyxou yla kabe Prmlok tou apxeiou kat
1a anobnkevel oe EEXOP10TO KPUPO apyeio otov 1610 xwpo ovopdtwv tou HDFS. ‘Otav €vag
meAATING AvakId ta IePlEXOPeva Tou apyeiou, enadnBevel o6 ta 6edopéva rou €AaBe aro
kdaBe DataNode taipiadouv pe 1a abpoiopata eAEyXoU mou eival armobBnNKeUPEVA OTO OXETIKO
KPUQO apxelo. e mepinmtaor) mou KAolo abpotopia eAeyxou SapEpet, T0Te 0 mMeAdtng PIopet
va ermA£§el va avaktAoel 1o ev A0y® UImAok ard karoov dido DataNode mou 8iabétet éva
avtiypago, eravaAapBavoviag ek véou v Stadikaoia.

'Evag akopn pnxaviopog avixveuong kateotpappévev prdok oto HDFS eivat to Block
Scanner. To Block Scanner arotedei éva tpnpa tou Aoylopikou tou DataNode, to oroio
exkteAeital meplodika, SiaBdadovrag 0Aa ta PImAoK mou BpioKovial oto TOTKO CUoT A ApXEiav
Kal €Aéyxoviag yia rmbaveg aAAolwoelg ToU MEPIEXOPEVOU TOUG. Le MePIMI®OD 1ou PpeOet
KAro1o rpoBAnpatiko pridok, o DataNode to avagpépet otov NameNode, rou pe tr og1pd tou
HEPIIVA V1A TNV AVIIKATACTAOT] TOU Ao KATo1o dAAo uyiég aviiypago tou idou prdok. 'Etot
1o HDFS eivat oe 9¢orn va evrortioel kat va 610pBwaoet Tuxov @Bopég ota dedopéva, xwpig va

aratrteital karowa napguBaocn ano to xprotn [12].

2.4.6 Opoonovdéiaxry ouotada HDFS (federation cluster)

H apxtektovikn piag ocuotadag HDFS onwg mpoodiopiotnke o¢ twpa aroteAeital a-
o povo évav NameNode rou Siatnpel éva xwpo ovopdtev, kat rtoAloug DataNodes mou
arobnkevouv ta 6edopéva. H auinon tng amobnKeUuTKAG 1KAvOTNTtag T0U CUCTIATOS EITL-
Tuyxavetal pe opgoviia KApdk®or), mpoobetoviag rneplocotepoug DataNodes ot ouotada.

v €101k TEPInTOon MEPIMI®Or KAPMAK®OONG G IPOG TNV UMNPECia OVOUAI®V TOU
OUOTIATOG, UTIOoTNPideTal 1 mapapeIponoinon Ylag cuotddag mou Xpnotpornotei moAAoug
NameNodes, kabévag ek tov oroiov diatnpei éva §exwplotd xopo ovoudtewv (Ewova 2.4).
O1 NameNode eivatl ave§aptntot kat dev anatteitatl petagy toug ouvioviopdg, eve ot Datan-
odes XpNOoIo0UVIal @§ KOvog arodnkeutikog Xopog. Kabe Datanode otéAvet replodika
Heartbeat kat Blockreport ripog 6Aoug toug Namenodes g cuotdadag. ErmumAéov yeipilo-
vtal Tig eVioAEg iou AapBavouv aro oAoug toug NameNodes. H enéktaorn autr| erutpénet tnv
XPHon TOAAGV aveddpINIeV XOP®V OVORATOV, X®PIS Ty avaykn Stapoipacpou tev DataN-
odes oe Eexwplotég ouotadeg [3].

Ta prmlok mou avrKouv o€ €va XOPO0 OVOUAT®V OUYKPOTOUV £€va GUVOAO TOU ovopadetat
Block Pool kat £€xet 1o §1k06 10U avayveplotiko. Ot DataNodes anoBfnkeyouv Pmloxk yia oAa
ta Block Pools tng cuotadag HDFS. 'Onwg kdbe Block Pool Siayepi¢etal ave§aptnta ard
1a urtodorta. Auto eIITPEIEl 08 KADE XOPO OVOUAI®V va TAPAYEL AVAYVRPLOTIKA yla KAOs
KAwvoupylo PIMAOK X®PI§ TNV avAayKr OUVIOVIOPOU HE 1a urmoloirioug. Anladn, prmopouv
OUVUTIAPXOUV PUITAOK HE TO 1610 avayveploTiko av autd aviKouv o §1adopeTIKoUg XWPOUg

ovopatwv. H aotoyia evog NameNode, 6ev anotpénet tov DataNode aro 1o va ouvexioet va
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2.4.7 Tpagpoviag éva apyeio

Namespace

i iy
1 0 N
P e '
® i HE !
o4 1 g o i
i Namenode : NS1 e NSk I NSn !
E ! : | e - H H
EY i e e i
Z ¢ \___ Block Management J : i ! H !
: : D . | |
g ol - 0or i
2 Datanode = | Datanode H | Block Pools . | !
s = el e B b s s el il
o Storage 8 l
< @ i 1
=
g Datanode 1 . Datanode 2 Datanode m J
-1 ) Bl ) | T3 .
| \ Common Storage

Yxnpa 2.4: HDFS Federation Cluster Overview [3]

guninpetel toug urodoutoug NameNodes 1ou avrjkouv otr) cuotada. AnAadn, évag XHpog

ovopatev padi pe 1o ev Aoyw Block Pool amoteAet piia autotedr), avtovoprn) povada daxeipt-

ong.

2.4.7 T'pa¢govtag £éva apxeio

Katd ) 6iadikaocia eyypagpng evog apxeiou oto HDFS, to Aoyiopiko mou ektedel o
XpHotng, apxika srmkoiveovel pe tov NameNode kat atteitatl i dnpioupyia evog Kawvoup-
Y10U KEVOU apyeiou 010 X®OPo ovopdtav. Lin ouvéxela SiaBadoviag 1o apXeio aro 10 TOrmKoO
ouotnpa apyeiov, xopidel 1o eplexopevo tou oe PIAoK otabepou peyéboug (mbavag eKtog
Tou tedeutaiou mou Ja eival pikpotepo). I'a kabe pmAok mou dnploupyel, o xprjotng evn-
pepavel tov NameNode wote va 1o ipooBeoel oto ouotnpa, AapBavoviag oG andavinon pia
axkoAouBia aro DataNodes otoug omoioug mpéret va petadobet 1o prAok autod.

Ia ) petadoon twv dedopévav evog PIMAOK, IPONyeital 1) POoWPVY] EYKATAOCTAOT) &-
vog pipeline tou cuvdéel 6Aoug toug DataNodes mou mpokettat va ta AdBouv 1o prdok. O
XPHotng otéAvel otablakd 10 TEPIEXOEVO TOU PIMAOK otov rpeto DataNode tou pipeline, v
kA0 évag DataNode yia kdBe tnrjpa 6edopévav mou AapBavet 1o avapetadidet otov enopie-
VO Otr O£1pd, KAl eOTpEPet éva prnvupa emBeBaiowong otov mponyoupevo emBeBaiwvoviag
NV EMTUXY £YyPA(dr] OTO TOIMKO ouothua apXeiov tou. ASilet va onpel®bel mog eKtog TV
Sebopévav tou prmloxk, petadidetal kat éva Lexwploto apxeio petadedopévav ou eEpet a-
9poiopata edéyxou (checksums) yia 1o PrmAok autd, KablotHVIag ePKIO TOV EAEYX0G TUXOV
AvermOUPNTOV AAAOIWOE®V TOU TIEPIEXOPNEVOU TOU ot petenetta otadio (2.4.5).

[Tio ouykekpIéva, otV MMAEUPA TOU XPI)otn eKTeAoUvial U0 vrjpata 1mou ouvepyadoviat
petady toug yia v Eriteudn v apandave, e ) Asttoupyia toug va rapouotddovial oto
Saypappa 2.5. 'Oneg @atvetal, n dadikaocieg avayvoong kat petadoong v dedopévav
aAAnAoeruikaAurntoviat. To DFSOutputStream 61aBadoviag arod 1o Tormko cUotnpa apxe-
10V, Xopidel ta dedopéva oe pnikpotepa nakera peyeboug 64kb, ta omoia katl poobetetl oto
1éAog piag oupag (FIFO8opur) 6e6opévav), 6mou arnobnkevoviatl IPooEPvA yid TV EmTtayuv-

on g Sadikaoiag peradoong toug. H oupd autr) opidet pia ox€on nmapayoyou-Katavai®t)
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KepdAao 2. Katavepnpévo Zuotnpa Apxeiov

petady v 6uo vnuatev. To DataStreamer yia kd6e Kavouplo PMAOK IOU MPOKELTAL va
petadobel, kataokeudadel o pipeline katl ot cuvéxela adaipel MAKEIA ATIO TV 0UPd, PETA-
616ovidg ta yia eyypagr] otoug DataNodes tou pipeline. MoAlg cuprAnpwBei éva prtdox, n
dabikaoia emavaAapBdavetal KAtd aAviiotolXo TPOII0 Yid T0 EMOHEVO, £0G OTOU OAOKANPGOEl
N eyypadr) 6Aou tou apxeiou. Apotou petadwbouv kat ta tedeutaia dedopéva otnv oupd, 1o

DFSOutputStream evnpepovet tov NameNode yia tv ermtuxr] oAokAnpaor) g dadikaoiag
EYYpaorg Tou apxeiou.

DFSOutputStream) DataStreamer NameNode DataNode1

dispatch
=,

createFie()

HdfsFieStatus 'H

dispatch

read all file
content
poll for

read chunk packets in >
of fie dataqueu H
LocatedBlock
[ add S eI EEEy

Um”_ dequeue and
block is write packet
omplete
L (e I B
|
W Forward to next
Datanode in pipefine
i
|
Ack <
S R i |

flush last chunk of data

return

status ’| |

-1

Zxnua 2.5: Awaypauua sequence gyypagnc apxeiov oto HDFS

2.4.8 Heartbeat xat Blockreport

KdaBe DataNode nou ouppetéxet oe pia HDFS ocuotada, eival unoxpe@pévog va oteéAvet
unvupata heartbeat otov 61opiopévo NameNode, ta oroia unoSnA®vouv v rapouacia tou
ot ouotdda, eve QEPOUV XPHOoteg TTANPOPOPieg OMKG TA AVAYVOPLIOTIKA ToU KopBou (Hie-
UBuvon kat YUPeg EMKOVAOVIEG) Kat TV evarnopévouoa Xepnukotntda tou. O NameNode dev
ekKvel aneuBeiag ouvdéoeig pe toug DataNodes, aAAd petadidel 0Aeg T1g anattovpeveg 0dn-
Yieg yia v draxeipnon tov avilypdpev ToV PITAOK, NE0K TOV Aavinoeqv 1ou ota heartbeat.
'Etot yivetatl gavepn 1 avaykn oUuxvig anootolrg tov heartbeat yia tv opbn Asttoupyia tou
HDFS, opidovtag mapdAAnda pia auotnpr MOALTIKY O1ou 1) anouoia Afyng heartbeat yua
évav kopBo g ouotadag (yia draotnpa déka Aermov anod mpoermAoyng), Tov kabiota mnpo-
omPIVA EKTOG Asttoupyliag, HPe Ta aviiypada PUMAOK IMoU @EPEL va Yempouvial IPOo®PIVA 1N

6raBeoma.
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2.4.8 Heartbeat kat Blockreport

Kata avtiotoyo tpomo, kaBe DataNode otéAvetl éva blokcreport otov NameNode ava o-
PLOEVO XPOVIKO dlaotnpa (651 wpeg artod mpoermAoyrg), rmou rneptdapBavet pia Aiota pe 6da
Ta WUITAOK TTOU 10X UPIETal MG KATEXEL OTO TOTKO ouotnua apyxeiov tou. H diadikaocia autr
oupBdAet otov ouvioviopo tov petadedopévev tou NameNode pe TG paypatikeg tomnobe-
oleg @V prdok oty ouotada. Extog amo v autopatn SpopoAoynon g eKTEAEONS £VOS
blockreport, apéxetat kat n Suvatdonta emBoAng ToU anod £vav XProtn T0U CUOTHHAToG,
otoxeupéva yia karolov DataNode. A&ilet va avagepbBei nog katd ) diapkeia evog blockre-
port o DataNode abuvatei va diekniepaiwoet ortowadfjrote aAAn Aettoupyia, kabiot®viag Tov

MPOC®PIVA 11 ATTOKPIio10.
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Kegpalairo E

Merkle trees

3.1 Tuetvatr éva Merkle tree

'Eva Merkle tree, yvooto kat wg hash tree, sivar pia evépikny Sonury debopévav omou
KABe kO1B0G-UAAO TOU 6évipou TepiExel 1o hash evog tunpatog dedopévav. Kabe evdiape-
00Gg KOpBog @épet 1o hash g ouvéveong tou mepleXopévou TV SUYATPIK®OV TOU KOPBMV.
Aedopévou ol éva hash propei va eppnveubel ©g 1 ouvoyn tev apXKeV dedopévav mou
Katakeppartidoviat, n pida tou Merkle tree e€aptdtat aro 1o cUvoAo twv dedopévav Baon tou
ortolou kataokeuadetal 1o 6évipo. Andadr), omotadrmote addayr oe €va tpnpa dedopévav,
€Xel g armotédeopa trv petaBolr] 1wv hashes 1ou povoratioy ano 10 avtiotoixo @UAAo Tou
8évipou £mg Kat g pidag. Ma tov urnodoyilopo twv hashes xprnowponoieital pla kpurtoypa-
(PIKI] OUVAPTNOT KATAKEPPATIONOU, HE ApKeTd ouvnOn ermdoyn ) SHA-2. H mAsioyngia
1@V vAdornowjoenv v Merkle trees eival 6uadika 6évipa (kabe evdiapeocog kOpBog £xet duo
duyarpikoug KopBoug), aAdd dev anokAeietal 1 Xpr|o1n MEPLOoOTEP®V JUYATPIKAOV KOPB®V ot
OP1OPEVEG EPAPHOYES TTOU TO ATIATTOUV.

To poviédo twv Merkle trees, mpotdOnke amo twv Ralph Merkle otig apyxég tng dexka-
etiag tou 1980, aro tov oroio kat €éAaBe 1o évopa tou. AKOpA KAl Onpepa aroteAel pa
O1adedopévn Sopur Sedbopévav, e epappoyr] o€ YVoOTEG teXVvoAoyieg orwg to blockchain, 1o
Git kat oe No-SQL katavepnpéveg Baocelg 6edopévav, EmIpenoviag ) ypnyopn Kat acpalr)

enaAnBeuon g OUVETELAG KAl TOU MEPIEXOHUEVOU PeEYAA®V OUVOAwV dedopévav [13].

3.2 Kpuntoypadiki) cUVAPTI Ol KATAKEPHATIOROU

Mia kpumtoypadiky] oUVAPTNOL KATAKEPPATIONOU (f] KPUITTOYPAd1KL] OUVAPTH 0L OUVO-
Wng) eivat évag pabnuatkog adyopiBpog nou arneikovidel cupBolooelpég Suadikav Yynoiov
auBaipetou prnroug oe cupBolooeipég otabepou prkoug [14]. I6avikd, n £5060¢g pag térolag
ouvAaptnong, IPEMEL va @aivetatl 66o to duvatdv Tuxaia Kai va Pmopel va UTIOAOY10TEL O TTo-
AUGVUIIKO XPOVO ®G IIPOG TO PNKOG TG £10060U. ErmmA£ov, plia KpUItoypadiki) ouvaptnon

Katakeppatopou, H : X — Y, €xet ta e€fg XapaKnp1lotKda :

e Mn-avtiotpéWipn 1§ povedpopn ocuvaptnon: Asdopgvng piag e§66ou H(x), dev prto-
pel va Bpebel 10 x 08 MOAUGVULIKO Xpovo. I6avikd, 9a 9édaye va punv priopeiva Ppebet

1 €10060, rapd poévo pe eaviAnuky avadiynor).
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KepdAao 3. Merkle trees

3.3

Awaxuon (avalanche effect): Mia pikpr) addayr) poAig evog bit tng e10060u, €xel g

arnotédsopa v PetaBoAr) TOUAAX10ToV TV Poov bits tng e€66ou.

Nteteppiviopog: Na pa edopévn el0odo, n ouvdptnon Katakeppatopou Sa mpérnet

va ermotpéel ravia 1o 1610 amotédeopa ya v €icodo auty).

Avtiotaon £9peong CUYRPOUOEWDV: Asv IITOPOUV va Bpebouv o MTOAUMVUIIKG XPOVO

800 oupBoAoOoE1PES X, Y TETO1EG WOTE va 10XVel X # Yy kat H(x) = H(y).

Mn npoBAéwpn: H £§060g mpénet va gaiverat tuxaia kat va pnv rapouotdlel kapia

ouoXEtion He Vv eicodo.

Merkle proofs

Ta Merkle proofs xpnoyonoouviatl yla tmyv anodedn tov napakdto Séoenv:

Ta 6edopéva avrikouv oto Merkle tree.

Tnv anddeln g eyrupottag evog Turpatog debouévav evog dataset, xwpig v a-

VAYKI arobrnkeuong oAdkAnpou tou dataset.

Tnv enaAnBeuon g eykupotntag evog ouvodou dedopévev mou nepltdapbdvoviat oe
éva peyaldutepo dataset, xopig v anokdluyn oute tou mArpoug dataset, oute tou

UITOOUVOAOU TOU.

"Eva Merkle proof ernaAnBevetal exkivoviag aro 1o ev Aoy @UAAO, Kat urtoAoyiloviag

T0UG evd1aEc0UG KOBOUG TOU POVOITATIOU TIPOG NG pida. 1o tédog eAfyxetatl av n pida tou

bévipou mepiexel 10 owoto hash, 6nAadn eival n ida pe ) dSnpooieupévrn. H opbBotnta tev

anodeienv Baoiletal oty avOeKUKOTNTA 08 CUYKPOUOELS TRV KPUITIOYPAPIKOV CUVAPTHOEDV

KATaKePPATIOPOoU.

Axoloubel éva mapddetypa yla peyadutepn oadpnvela og rpog ) Asttoupyia tov Merkle

Proofs:

Root
HABCDEFGHIKLMNOP

— -
|

i HiKLMNOP |

L —

HABCDEFGH

=4

Hag Hep Her HGH
2N\ 2\ 2\ 2\
Ha || He || Hc || Ho || HE || HF || He || HH [ Hi

H) Hw || HN || Ho || HP

Zxnpa 3.1: IHapabderyua Merkle proof [4]

'Eote 611 ¢xe1 kataokevuaotel 1o Merkle tree (Ewkdva 3.1) yia éva dataset, kat €xet dnpootetet

n pida tou. IIpoxkepévou va amodeioupe o ta 6ebopéva [K] avrkouv oto dataset, Sev

artatteital va arnokaAudOei 1o epleXOPeVo TV dedolEvav Kavevog urtoocuvodou tou dataset,

aAdd povo oplopéva hashes tou 6évipou.
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3.3 Merkle proofs

1. ApxkoU epappoloupie Vv KPUITIOYPAPIKL ouvdptnon Katakeppatiopou oto [K] kat

AapBavoupe 1o H(K).

2. O ratakeppatiopog g ouvvévaong tou H(K) pe to hash tou ayvootou tprjpatog edo-

pévov L, pag 6iver 1o H(KL).
3. To H(KL) oe ouvduaopo pe to H(IJ) apayet to HIJKL].
4. Ta H(IJKL) kat HIMMNOP) katakeppati¢ovtat napdyovtag to HIJKLMNOP).

5. TéAog, amod Tov KATAKEPHUATIONO 11§ ouVvEveong tov H(IJKLMNOP) kat HABCDEFGH),
nipokurttel 10 HHAABCDEFGHIJKLMNOP) mou tautidetat pe v dnpooia pida.

'Etol, katagépape va arodei§oupe nwg ta dedopéva [K] mpaypat avijkouv oto Merkle
tree, dpa xkati oto guputepo dataset [A, B, C, ... ,N, O, P|, xpnowomnowwviag povo ta H(L),
H(1J), HMNOP), HAABCDEFGH), xwpig va amokaAuypoupe 10 riepiexopevo tou K 1) omoa-
bnrote adAo tprjpa dedopévav [4]. Tia v anddeiln emumdéov g AKEPAOTTAG KAl KATOXNG
TV avtiotoixev dedopévav [K], 9a émpene va ta anokaAUPoups OOTE 0 KATAKEPHUATIONOS

TOUg va mpaypatornonfel kata ) Sadikaocia tng emairnOsvuong.
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Ke¢paiaro ﬂ

Blockchain

4.1 T etvat to blockchain

To blockchain opiletat og pa xkatavepnpévn Pdaon dedopévav 11 dnpoolo Kataotyo,
0A®V TV OUVAAAAY®V TTIOU EKTEAECTNKAV I] KAl YEVIKOTEPA TOV HEGOPEVOV TTOU PO1PACTKAV
PETady OV CUPHETEXOVI®OV PeA®V TOU ouotrjuatog. Ot S1apopeg KAtax®proelg 0pyavevovial
oe opadeg, PITAOKG, Tta Oroia pe Tt oelpd toug ouvbéovial Petady Toug KAtd HOVOOT|avio
TPOI0 Pe XPHOon Kpuroypadikov pefodwv, oxnuati¢oviag pa aduvoida. 'Eva blockchain
Slatnpeital kat evnuep®veTal amno €va 6iktuo opoupev Kopbav, dnpooio 1 1810TKo, Ornou
6ot o1 k6pBotl Slatnpouv éva avtiypago tng alucidag. Kabe mAnpogopia mpotou cupre-
plAndBel oe éva kawvoupylo PmAok, enainBsvstal Baon evog aAyopibpiou ouvaiveong rmou
ouvnOwg arattel vV cupdevia g mMAeoYPneiag 1oV PEAOV TOU CUCTPATOG, KAl adOTou
e1oayBel oto blockchain kaBiotatal apetaBAntn [15].

AnAadr), 1o blockchain Aettoupyel wg éva anokevipwpévo (decentralized), katavepnpévo
KATAOTLX0, TO OIToi0 €ival Koo yia 0AoUg TOUG CUPHIETEXOVIEG, 111AG KAl OAO1 O1 EPRITAEKOPEVOL
aroBnkrevouv éva aviiypado tou, eSaocpadidoviag v aopaleia kat i Stadpaveia tov cuvadia-
yov. EmutAéov, n iabikaocia Sieknepainong 1oV ouvallaywv arnaAAdocostal and tmy avaykr
urnapdng pag eviiapeong épruotng apxfs (Onwg pag tpanedag), adpou 1 ERInotoouvy TV
ouvadAdacoopevev pepwv Paciletal oty adlyopdpikn) embeBainon. EmumAéov, n tpororo-
inon omolac6rIote IPONyoupevng Anpogopiag kadiotatal aduvatr, KabmG ennpeddel 0Aeg
TIG PETAYEVEDTEPEG KATAXWPT OIS ot Sopn.

O kpurmtoypagpog David Chaum mpodteive yia mpotrn @opd £va MPOTOKOAAO TOU 1otadet
pe 1o onpepwo blockchain otn 6watpBry tou o 1982 "Computer Systems Established,
Maintained, and Trusted by Mutually Suspicious Groups" [16]. IIlepattépn epyaoia oe éva
Kpuroypadira acparég blockchain édaBe xopa to 1991 amno toug Stuart Haber kat W.
Scott Stornetta, oe mpoomndBela UAOTIOINONG EVOG CUOCTHIIATOS OITOU Ol XPOVIKEG ONLAVOELS
eyypaoav dev Sa propovoav va napabiactouv [17]. To 1992, o1 Haber, Stornetta xkat
Dave Bayer evoopdatwoav Merkle trees oto oxéd610 tou ouotpatog, yeyovog ou PeAtinoe
TV AMOTEAECHATIKOTNTA TOU ETITPETIOVIAG T OCUAAOYT TIOAA®V KATAX®PIOEDV O £va PITAOK
[18].

Inuavuko opoonpo oty e§EAIEH] ToU ArotéAeoe 0 0Xe81a0ROG TOU MPAOTOU ATIOKEVIP®-
pévou poviédou blockchain to 2008, aro éva datopo (1) opada atdp®yv) Yveoto HE 10 YeU-

dwvupo Satoshi Nakamoto. To ox€610 auto ul06et|Onke tov ertopevo Xpovo aro tov Nakamoto
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KepdAaio 4. Blockchain

Hash ,=
Hash{Block Header)

‘ Hash, F Hash,,, I' | Hash,,, ‘
t T e Biock Header
T Version
M Hash,, rH  Hash, -m Hash,,,

Mkl oot o Merkle Root Hash l_M“"' Root Hash I Merkle Root Hash +—
= — (]
o] " ]

List of List of listof | | R I Target difficulty |

Transactions Transactions Transactions

Merkle Root Hash

Block n Block n+1 Block n+2

|
1) [ [m] [

Block n+2 Transactions

Zxnua 4.1: Aoun tou blockchain, kat mepiexopuevo vog umiok [5]

®S Baocikd cuotatiko otnv uvlomoinorn tou bitcoin, omou Asttoupyel wg SnIOC1I0 KATACTIXO
0A®V TV ouvaAllaywv oto §iktuo. Ao 10te akoAloubnoav 1oAAég akopa vdoroosig Baot-

opéveg otnv texvoloyia tou blockchain 6rniwg 1o Ethereum xat to Ripple.

4.2 Block

Ot dagpopeg kataxwprjoelg oto blockchain opyavevoviatr oe opddeg rmou ovopddoviat
prmAok. 'Eva prdok ouviotatat aro v kedpadida kat 1o oopa tou. To owpia Tou PImAoxK Ite-
piExel évav petpnty (transaction counter), kabwg kat tg cuvaddayég. H repalida mepiéyet

€81 mebia petaBAnov:

e Block Version: I1poc610piel 11010 0UVOAO KAVOV®V £MTAARO£U0NG MIPETEL VA AKOAOU-

Settat.

e Parent Block Hash: 'Eva nebio peyéboug 256-bit mou mepiéxet 1o hash tou npon-
youpevou prmlok g aduciba. Katd tov tpormo autd emtuyXdvetal 1 JIOVOCT AV
8taouvdeon 1V Stadoxik®v PrmAok, aAdd kat 1 a-petaBAntotia TV PO yoUHEVEV
ouvaddayov. E€aipeorn arotedei 1o ripoto prdok g aAuoidag (genesis block) rou de

ouvdEeTal e KATIO10 TTPONYOUHEVO.

e Merkle Tree Root Hash: H pila tou Merkle tree tov KataX®prjoe®v TOU MEPIEXEL TO

O®}la TOU UITAOK.

e Timestamp: H xpovikn otypr] rmou npootebnke 1o Pridok otnv aluoida, oe popor)
BeUTEPOALTTIOV TTOU £XOUV Tepdoel arto v 1n Iavouapiou tou 1970. Katd tov tporo

auto opidetatl n Xpoviky aAAnlouyia 10V KATAX®P1OE®V IOV oupneplAapbdvovial oto
blockchain.

e Nonce: 'Eva mebio mou mepiéxet évav 32-bit apiBpo. Ot miners xproipornolouv 1o
nedio autd yua v emiduon evog UnoAoylotikoU poBArpatog Bdaon tou alyopidbpou
PoW.
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4.3 Wnolakég unoypapeg

e Difficulty: Ilepiéxel évav apBpo mou kabopidel moco SUokoAn Sa eivat n evpeor
tou hash yiwa 1o PoW. Xpnowonoteitat yia tmyv pubpion tou Xpovikou S1a0tijatog

€10aY®YI)G £VOG KAVOUPY10U UITAOK otV aAuacida.

4.3 WYnolakig unoypadeg

KdaBe yprioing tou cuotnpatog iabétel €va {eUuyog 181otikoU-dnpooiou kAedou. To 1-
S1oTKO KAe181 mpénet va dratnpeital PUOTIKO KAl XPNOPonoteital yla my urnoypadn tev
ouvaddayov. Ot YynPplaka UnoyeypapEveg ouvadAayeg eKmEPnoviatl oe 6Ao 1o diktuo mpo-
KEEVOU va eraAnBeutouv Kat va ouprieptAn@Bouv oto blockchain. H turukr diadikaocia
YNouaKkng uroypaopng xopidetat oe dUo @aocelg: ) @ACn Unmoypadng, KAt T @Ach £rna-
Af)Beuong [6].

INa napadetypa, n AAikn emBupel va oteidel éva prjvupa otov Mroprnt. Ma to okormo
auto, n AAikn kpurttoypadet ta §ebopéva pe 10 1810tk g KAe1di Katl otédvel otov Mo
1O KPUITTOYPAPNEVO ATTOTEAEOHA KA1 TO APXIKO HUNVUpa. Itn ouvéxela o Mmoprm propet va
ermaAnBevoet 1€ Xprjon tou Snpociou kKAe1S10U g AAIKNG TG TO Prvupa dev €xel aAdoiwbet,
Kal eG npdaypatt avnketl oty AAikn (integrity and authenticity).

O turmkég adyopifpog Pndplakng uroypadng rnou xpnotpornoteitat oto blockchain eivat

0 aAyop16pi0g Ynelakng vnoypadng eAAeinukng kapnuing (ECDSA) [19].

4.4 Kupua xapartnpiotira tou blockchain

4.4.1 AnNOREVIp®OY

e oupBaTIKA OUYKEVIPOTIKA OUCTHHATA OUVAAAaY®V, KAOs ouvaddayr) MPETEL va EMIKU-
poveTal PEo® 11ag Keviplkr] alormotng apxrg (t.x. tpdrneda), e arotédeopa va ermpepouV
EMIMTA£0V KOOTOG, AAAd KAl MTEPIOPIOHO TG ATIOS00NG HE TOV KEVIPIKO S10KOMIO0T] VA ATIOTEAET
OTEVRITOG TOU ouotiuatog. Aviubétwg, 1o blockchain Sev arattel v Unapdn piag eprmotng
ovIoTnIag, Ve Xpnotponotet évav adyopibpo opodmviag (consensus) yua i Siatipnon wmg

ouvoxng twv Sedopévav oto Siktuo.

4.4.2 Movipotnta

O1 ouvaddayég ou dnuoupyouvial UIopouv va gA€yxovial oAU ypryopa. Xto evde-
Xo0pevo omnou pia cuvaddayn Siamotwdel pr Eyrupn TOTe e yivetal amodeKtn aro EVIIoug
miners, onote Kat 8s cuprnieptdapBavetat oto blockchain. Eivail oxedov aduvatov va diaypa-
@Bel 1] va emavadepBei pia ouvadAdayr) ou 1dn €xel ouprieptaneOei oto blockchain. Omnote
OtV MEPIMIMOT) TTOU KATI0106 1] €viipiog miner ouprieptAdBetl oto PmAok nou dnuioupyel pia
Hn €ykupn ouvaddayr], TOTe 01 UTIOAOIIOL KOPBO01 TOU H1KTUOU HUIToPOoUV vd TO aviXVeUoouv
apeoa, kKabwg 6ev UMAPYXEL EPIIIOTOOUVH] PETAEU TV KOPBwV Tou 81Ktuou, pe arotédeopa
Va PV EVIaoooUV T0 AKUPO PITAOK otnv aducida rmou diatnpouv, arnopeuyoviag TeAKA v
AVAYKI] £MMOTPOYHG O IPONYOULEVI] KATAOTACH TOU OUCTHATOG, IIPAyHa IMou onweg £ida-
pe Sev ermurpénet 10 MP®TOKoAAo. AnAadr), 0Aeg 01 oUVaAAAYEG TTOU €XOUV ermKUP®BOEel Kat

ouprieplAn$BOei oto blockchain Sewpouvial £éykupeg kat dev propouv va petabAnbouv.
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KepdAaio 4. Blockchain

4.4.3 Avovupia

Kdbe xprjong propet va aAdnderudpdoet pe 10 blockchain péow piag dievbuvong nou
dnuoupyet, n oroia Kat 1OV AVILITPOOKITEVEL 0TI OUVAAAAYEG TTOU EKTEAETL X®PIG TNV AVAYKT)
AMOKAAUYNG TG MPAYHATIKEG TOU tautotntag. Qotooo, 1o blockchain dev pnopet and povo
TOU va eyyunBel TeAKdA TV aroAuty 1810TIKOTNTA TOV XPNOTOV AOY® EYYEVOV TTEPLIOPIOUWV.
H xpnion g i6ag SievBuvong oe 1oAAég ouvaAlayég erutpéret ) Petady Toug OUoXETLOT).
EmumAéov, onwg napouotadetat ota [20, 21, 22], eival epiKt) 0g OPLOPEVEG TIEPUTIVOELS 1)
ouoX£Tlon NG d1evbuvorn evog XP1oTn PE KATI010 WeudwVvUuno ToU €06 KAl TA MPOOEITIKA TOU
otorxeia 1 tnv IP tou. TMa v avipetdmnon €101V @AaivoPEVEY XPNOTHOII010UVIdl TEXVIKES
oniwg Mixing, eve otnv riepintoon tou ZCash sxkpetadAevovial ta zk-SNARKSs nipoopépoviag

nArpn avevupia péoe g 16€ag v anoddeifemv pndevikng yvoong.

4.4.4 Awgaveia

Ta 6edopéva mou cupnieptdapBavovtat oto blockchceain eivat opatda aro oAoug toug oup-
petéyovieg oto ouotnpa. 'Etotl priopet orotoobrinote embupiel va avaktrioel Kat va ernainde-

Uoel ontoladnote cuvalAayr) EKTEAECTNKE OTO TTAPEAOOV.

4.5 Opogwvia (Consensus)

e éva KAtavepnpévo oUoTnHda, 1) emiteudn g opodpviag Petaiu AoV Tov KOpBwv 100-
duvaypiel pe 1o KAao1KO npdBAnpa twv Budavtivaov Ztpatyav [23]. 'Exouv avarttuyBet moAdot
aAyopiBpot yia v emiduon tou npoBAnpatog, pe tov mo diabedopévo va eivat o Proof of
Work (PoW).

To PoW artotedel pia otpatnyikr £IiteUEng opop@viag mou Xprotpornoleital eUpewg o
texvoldoyieg onwg 1o Bitcoin kat to Ethereum. Baorn tng otpatnyikng avtg, Kabe kopBog
TOUG CUOTHLATOG OXNHATi{el TO H1KO TOU UTIOW P10 KA1voUpy1lo PUITAOK Kat uttoAoyilet 1o hash
¢ kepadidag tou. H rkepaldiba onwg eidape oto 4.2 mepiéxel £va nonce 10 OI0io 01 miners
petaBaAdouy yia va e§epeuvouv Sagpopetika hashes. Ttdxog toug eival va katadniouv oe
¢va hash mou va eivatr pikpotepo amo pa dedopévn tr (difficulty). MoAig évag miner
METUXEL TNV €M{AUOT aUTOU ToU IPoBAN1ATOg S110010TTI01El TO PITAOK TTOU S110UPYOE HE TO
OUYKEKPIEVO Nonce, Kat 6Aot o1 KOpBot Mmpéret va oUPGOVIcoUV opodava yia v opOotntd
10U, TIPO0HETOVIAG TO oto §1KO ToUg aviiypago tou blockchain. Ot kopBot ou uroAoyiouv
ta hashes ovopddoviat miners kat ) 6tadikaocia avtr) mining.

Y& éva AMOKEVIP@IIEVO oUCTN A € TTIOAAOUG miners avapévetal va rmapdyovial tTautoXpo-
va Kawvoupyla £yKupa UIMAOK, pe arnotédeopa va dnpoupyouviatl Siaxkdadooeslg, dnAadn
TIEPLO0OTEPA A0 €va S1aPopeTKA £ykupa avtiypagda tou blockchain (swkova 4.2). 'Opweg
etval oxedov amiBavo 6o aviaywviddopeveg S1akAadioelg va ouvexiocouv va erekteivoviat
Tautoxpova, orote 1o PoW emiBdaAet v utobEtnon tng peyaAutepn £ykupng aluoidag og 1
0®OTI], KATAPEPVOVTAG Va ETTMAUOEL TETO10U £160UG H1aPOpPES.

AOY® TV UMOAOYIOTIK®OV anaitioe@v tou PoW, ot miners §odsvouv moAloug mopoug
ot 6wadikaocia auvtr). Ta 1o Adyo autd mpoBAéretatl pia aviapoilBry mpog tov UTIoWneplo

TIOU ETTITUYYXAVEL va TpooBEoel éva PmAok otnv aAuoida, n omoia Siapépet avaloya pe v
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4.6 Ethereum
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Zxnpa 4.2: Zevapio Swaxiadwong oto blochchain [6]

epappoyn (ouvnbeg anotunevetatl ®g iorpadn evog rToooyU ToU £v AdY® KPUITIOVOHIoNATOog).
'Etol e§aopalifetal 1o éva Kivnipo yla toug miners @ote va akoAoubBouv 10 MPOTOKOAAO,

ouvawvaviag otnv opOr Aettoupyia tou ocuotrpatog [6].

4.6 Ethereum

4.6.1 T eivatl to Ethereum

To Ethereum eivat pia mlatgpoppa Paoiopévn oto blockchain, mou Seomidetl éva diktuo
OPOTIN®OV KOPB®V, TO 0TI010 Urootnpidet tnv acpadn ektéAeor Kat enadndevon kodika epap-
poyov, yveotég g smart contracts. Ta smart contracts emitpénouv tyv ektéAeon ouvadda-
YOV PETASU 1@V CUPPETEXOVIOV PEAOV X0pIg TV avdykn Unaping pag EPIruotng apxns, He
Vv ektéAeor| toug va katavaiwvel ether (ETH), to eyyevég Kpumrovopiopd toU UOTHATOG.
Ot kataxwproelg ouvaidayov oto Ethereum eivat apetaBinteg, enmadnbevoeg kat diavepo-
vtal pe acpaldeia og 6Ao 1o diktuo, divovtag oe GAOUG TOUG CUPHETEXOVIEG TIATPY) 610K ola
Kat opatotnta ota dedopéva toug [24].

To Ethereum opidel évav eviaio, kavovikd uriodoyiotr] (Ethereum Virtual Machine 1
EVM). 'OAot 01 CUPPETEXOVIEG KOPBO1 TOU G1KTUOU S1atnpouv éva avilypago tng Katdotaons
aUTOU TOU UTIOAOY10TI), 0TV Oroia Kat IPETet va oUpdavouv. EmmAéov, orotoodrnote oup-
pegxov propei va petadooet £va attnpa yla eKtédeon KAMoou aubaipetou UmoAoyiopou
arno tov unodoylotr] auto. Kabe gpopd rnou petadidetat éva tétoo aitnpa, dAAot cuppeteyo-
VIEG OTO S51KTUO eMAANBeVOUV, EMMKUP®VOUV Kl EKTEAOUV TOV UMMOAOYIONO0. AUTY| 1] EKTEAEOT)
npokalei pa aAdayn oty katdaotaon tou EVM, 1 oroia petadibetatl oe 0AdkAnpo to diktuo.

Ta autfjpata yia uroloylopoug ouvrBweg xapaktnpidovialt wg cuvaddayég. ‘OAeg ot ou-
vaddayég kabwg Kat n rmapovoa katdotacn tou EVM armobnkevoviat oto blockchain, to

oroio pe 1 oglpd ToU anobnKeveTal Kal cuppeveital and 6Aoug toug kopBoug [25]. To
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blockchain onwg 1é6n avagépape, dabétel kartaAAndoug pnxaviopousg yua v e§acpdiion
g akepaldTnTag Kat dapaveiag tov cuvaddayov, Kabwg Kat v ertiteudn opopoviag petasu

TOV OUPHETEXOVI®V KOPBmv (PoW).

4.6.2 Ether

To ether eivat 1o kpuntovopiopa mou xpnowpornotei to Ethereum. To Ethereum er-
TPEMEL OTOUG TPOYPAPHATIONEG va SnoUPYoUV ATIOKEVIPOPEVES edpappoyeg (dapps) mou
polpadoviatl pia Kowr| “8e§apevr)” UMMOAOY10TIKIG 10XUO0G, 1] Oroia OPKG eival MEMEPATHEVT).
Enopéveg, eivat avaykaia n Unapgn evog pnxaviopou rmou va ripocdiopilet rotog Sa xpnot-
POTIO)0e1l avd aca OTyHr] autoug Toug mopous. Atadopetikd, éva dapp Sa propouoe va
KATavaA®vel 0A0UG TOUG ITOPOUG ToU S1KTUOU, YEYOVOg rou da urtovopeue tr) Siabeocipotnta
10U OUOCTHATOG.

To xkpurttovopiopa ether vnootnpidet évav pnxaviopo TpoAdynong yia v UIoAOY10TIKY)
1oxU tou Ethereum. 'Otav o1 xprioteg 9€Aouv va paypatonowrjoouv pid ouvaddayr, MPETel
va mAnpwoouv éva oo ether yla va avayvepiotei nj ouvadAayr| toug oto blockchain. Auto
10 KOOTOG XP1|01G €ivatl yvaoto og gas fee kat 1o 1ood xpeéwong eSaptatat arod to péyebog g
UTIOAOY10TIKEG 10XUO0G ITOU aratteital yla v eKtéAeon g ouvailayng Kabmg Kat ) yevi-
KOTePN {1)T10n UTIOAOY10TIKIG 10XU0G O 0A0 T0 S1KTUO €KElvI T XPOVIKY] otiypr). Emopévag,
axkopa Kt av éva kakoBoudo dapp uroBdAet évav arepo Bpoxo, n ouvaddayr) teAika Sa ega-
vitAlouoe 10 Tipoodepopevo ether (rou eival menepaocpiévo) kat Sa teppatiddotayv, EmIPENOVIag

010 H1KTUO va ermoTpEPel OV KAVOVIKI] Agttoupyia Tou.

4.6.3 Accounts

'Evag Aoyaplaopog oto Ethereum eivat piia ovidtnta pe éva urtodowuro ether, rmou pmnopet
va oteidel aunpata cuvadlayov oto cuotnpa. Kdabe Aoyaplaopog €xel pia Kataotaor 1mou
10 Xapakinpidel kabag kat pia 160-bit Sievbuvon. H 6ievbuvon autr) arotedet €éva dnpooto
avayvoplotiké mou kabopilet tov Aoyaplaopo katd povadiko 1poro. Yrapyxouv duo 1dn

Aoyaplaopwv oto Ethereum:

e Externally owned account (EOA): rou eAéyyxetal anod évav Xpnotn HEo® eVog 1616-
TiK0oU KkAe1610U. To rAe1lbi autd kabopiletal katd ) dnuoupyia Tou Aoyaplacpou Kat
Sratnpeitat kpudod, eve pe xprion ECDSA napayetat to dnpooo xkAedi (4.3), ou a-
motedel 1 dievbuvon tou Aoyapraocpou. 'Eva EOA propet va ekkivrjoet piia ouvadiayn
oto ouotnpa onote ermbupel, av tabetel emapkeg ether yia tv KAAuyrn 10U KOOTOUG.
Zuvaddayég petaiu EOA agopouv aroxkAsiotikd petagopa ETH/token. ZuvriOwg Xpn-
olporolouvial epappoyesg onwg 1o Metamask 1) to Ethereum wallet yia ) diaxeipion
TV AOYapPlaop®dV KAl IOV OUOXETI(OPEVOV KAEB10V TOUG, Kabwg Kat yia v aAAnle-

niibpaorn pe auvtd.

e Contract account: 1rou eAéyyovral aro tov KOS1KaA Jie Tov o1oio oxetiovtat. Ze a-
vtibeorn pe toug EOA, dev pmopouv va eKKIVI)GOUV KA1VOUPY1lEG oUvaAAayeg anod povol
toug. Mrmopouv ou®g va evepyortotrjoouv cuvaddayeg (internal transactions) og a-

TTOKP101 0¢ AAAeg ouvalAayég Tou €xouv dextel.
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TeAkda omowadriote evépyela napatnpeitat oto Ethereum £xet evepyomnownBet anod cuval-
Aayég mou mpaypatonowmfnkav and karoo EOA. Télog, 1 katdotaon kKaBe Aoyaplacpou

artoteAeital ano teooepa nedia:

e nonce: I'a éva EOA, avarnapiotd 1o rmAn6og t@v ouvadAaywv rou £xet oteidet. I'a éva
contract account, eivai to mAn0og tov cupBoAaiewv Tou £xouv dnuoupynBei anod tov

ev Ad0ym Aoyaplaopo.
e balance: To uniéAoiro tou Aoyaplacpo oe Wei. le+18 Wei 1oobuvapouv pe éva ETH.

e StorageRoot: Xapaxtnpidetat kat g storage hash. Eivait o katakeppatiopog tig
pidag evog Merkle Patricia tree. To 8évipo autd KmdKOIoOlEl TOV KATAKEPPATIONO
TOU TIEPIEXOPEVOU TOU AMOBNKEUTIKOU X®OPOU TOU Aoyaplacpou, Kat givat Kevo aro

TIPOEITAOYT).

e codeHash: Xinv nepimwon €vog contract account, 1o medio autod eival to hash tou

EVM kob1ka tou ev Adoy® Aoyaplacpou. Zta EOA 1o iedio auto nmapapével Kevo.

Externally owned Contract
account account

<code>
“ <code>
<code>

| nonce I | balance | |codeHash| IsmrageRnu{l

|| nonce I | balance I |codeHash| |slorageRm)I|

Zxnpa 4.3: Eibn Aoyapraouodv oto Ethereum. [7]

4.6.4 Smart contracts

'Eva smart contract eivat artAog éva npoypappa rou exkteAeitat oto Ethereum blockchain.
Eivat pia ouddoyr) kodika (o1 Asttoupyieg tou) kat Sedopévev (1 katdotaon Tou) rou Ppioko-
vial og pa ouykekpipévn Sieubuvor oto blockchain.

Ta smart contracts onwg €ibape eival éva €idog Aoyaplaopou oto Ethereum, mou on-
paivel 6t £0UV UTOAOUTO AOyaplacpoy Kal PIopouv va otéAvouv ouvadlayég oto Siktuo.
EmunAéov, dev edéyxovial anod KATOOV Xprjotn, aAdda adotou Snpioupyndouv exktedouvial
onwG £xouv rpoypappartiotet. 'Evag xpriotng propet va aAAnAemdpd pe €éva smart contract,
untoBdAAoviag cuvaAlayeg ToU eKTeEAOUV KATIOWA A0 TI§ MPOKAO0oPIoPEVEG Ae1Toupyieg TOU
oupBoldaiou. Ta smart contracts priopouv va opidouv Kavoveg, 6nwg éva cuvnOiopévo oup-
BoAato, kat va toug ermBaAlouv autopata péo® tou KOS1ka toug. ASilet va onpelndei 6t eva
smart contract apotou SnpioupynOet Sev pnopet va Saypapbei, eved kabe alAnAenidpaon

HE auto eival P avaotpEWiyn.
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4.6.5 Transactions

O1 ouvalddayég eival KpUIMoypap1KAa UMOYEYPAPPEVES 00Nyieg aro Aoyaplaoiioug rpog
10 EVM. H armlouotepn nepintwon cuvaddayng eivat n petagopa ether petalu 6vo Aoya-
plaop®v. Mia ouvaAdayn mou petaBaldAet tnyv kataotaorn tou EVM npéniet va petadobel oe
0AoKrAnpo 10 diktuo. Omoloodrnote KOPBOG TOU cuoTHATog PItopel va unoBdalet pa aitnon
EKTEAEONG PG OUVAAAAYTG, OPKG TIPETIEL VA EMKUPMOEL KAl va eKTEAEOTEL ATIO TOUG Miners

yla va kataotet eykupn. Mia unoBAnBOeioa ouvaddayr) riepiéxet g &g mAnpodopieg:

e recipient: H 61euBuvon tou napadnmin. Mmopel va mpoodiopider éva EOA oe pa
ouvalAayn petadopdg ether, 1) éva Aoyaplacpo cupBoAaiou yla v EKTEAECT) KATIOWAG

Aettoupyiag tou.

e signature: To avayvoplotikd tou aroctodéa. Anpioupyeital Katda ty vnoypadr| g
ouvadAayng pe 10 8wuko kAeldi tou anooctoAdéa kat eruBeBaidvet v €§0ucto80tnon

g SleKEPAiRONG TNG.
e value: To rooo ETH mpog petadopd aro tov arootoAéa mpog TovV MApaAnIt), o€ wei.

e data: IIpoaipetiko nedio, pe Xprjon otnv eKtEAeon Ae1toupyl®v evog smart contract.
[TeptAapBavetl MAnpodopieg, OMOG TNV OUVAPTNOL OU MPOKeltal va KANOel kabwg kat
1a opiopata mou xpewddetal yua wmyv exktédeor) mg. To mepiexopevo 1ou kabopiletat
anod 1o abstract binary interface (abi), mou pe ) oepa tou dnuoupyeitat katd v
petayAottion tou Kodika evog smart contract kat opidet tov tporno aAAnAenidpaong pe

auTo.

e gasLimit: To péyioto mooo gas, nmou prnopet va katavaieBel amnod 1o ouvoro tev anat-

TOUHEVOV UMTOAOYI0TIKQOV PNHAT®V Yid TV EKTEAEOT TG ouvalAayng.

e maxPriorityFeePerGas: To 1i€yioto 1oocd oe gas 1rmou propel va oupnepAngdet og

@ odwpnpa pog tov miner.

e maxFeePerGas: To 1€y1l0t0 1000 gas, 1ou o artootoAéag SiatiBetal va mAnpaost yla

TV eKTEAEOT) TG OUVAAAAYTS.

e nonce: Xyetidetal pe 10 nonce mou nepiypadnke oto 4.6.3. Ipoxkepévou va aro-
peuyOouv erubéoelg double spending, to Ethereum emBalet 6Aeg o1 cuvalAayég evog
EOA va armootédAovial kat va ektedouvial ogiplakd. To nonce Aourtov, arotedel Evav
HETPNTH TTOU SEKIVA arto 1o Pndév yia évav Kawvoupylo Aoyaplacid, Katl Jetd arno Kabe
ouvaddayn auvgdvetat katda éva. EruBdAet £tol 6Aeg ot ouvaddayég va QTavouv oto

S81Kktuo KAt va ektedovuvial Pe t oe1pd.
ZUpgeva pe ta apandave, pia cuvaidayr) petadopdg ether €xet v napakdatm popen :

{
from: "OXxEA674fdDe714fd979de3EdFOF56AA9716B898ec8",

1.
2
3. to: "OxacO03bb73b6a9el08530aff4df5077c2b3d48le5a",
4 gasLimit: "21000",
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5 maxFeePerGas: "300",

6 maxPriorityFeePerGas: "10",
7. nonce: "O",

8. value: "10000000000"

Eivatl mAéov @pavepo ot untapxouv dagopetika 1)dn transaction, kaBéva pe ) 61kt T0U

Aettoupyia. Mo ouykekpipéva €xoupe tpia nén:
e TuviiOng ouvaldldayeg: petapopag ether petagy 6Uo SiaPopetikOV Aoyaplacpwy.

e Tuvadlayig Snploupyiag cupBoAaiev: orou 1o 1redio Tou mapalrnn QEpet ) Sie-

Ubuvor Tou Katvoupylou cupBolaiou, kat to riedio Sedopévav tov KOdiKa.

e ExrtéAeong Asttoupyiag oupBoAaiou: mou erutpéniet v adAnAenibpaon pe éva Ao-

yaplaopo oupBolaiou, KAt v EKTEAEONS TOU KOOIKA TOU.

4.6.6 Gas and fees

Gas ovopadetat n povada PEIPNON TS UMOAOYIOTIKAG 10XU0G TTOU ATattel 1) eKTEAEOT
pa Asttoupyia oto diktuo tou Ethereum. Asbopévou 011 n ektéAeon piag cuvaAlayng Kata-
VAA®VEL UMTOAOY10TIKOUG TTOpoug, ermBdAdovial karnowa téAn. 'Etol i emtuyng dieknepainon
plag ouvaddayrg oto Ethereum ouvodstetal and v MAnp®iir] KATO0U IT000U, avaAoyou
TV UTIOAOY10TIK@V TTOP®V ITOU KAatavaA®Onkav.

Ta téAn gas kataBaAdovial oto eyyeveg vopopa tou Ethereum, to ether (ETH). Ot tipég
Tou gas avanapiotaviat oe gwei, 1o oroio eivat pla vrodiaipeon tou ETH - kabe gwei
tooutat pe 0,000000001 ETH (1e-9 ETH). I'a mapadetypa, avti va rmoupe ot 1o gas Kootidet
0,000000001 ether, xprowonolovpe tv avanapdaotaocrt ou 1 gwei. H A¢gn "gwei” onuaivet
"giga-wei” kat wooutat pe 1.000.000.000 wei. To Wei (rou mirjpe 1o évopd tou anod tov Wei
Dai, dnpioupyo tou b-money) arotelet ) pikpotepn povada tou ETH.

IMa mv ektédeon pag ouvaddayng oto 6iktuo, ol Xprjoteg PItopouv va kabopioouv éva
PEyloto O6pto 1ou eivatl drateBeippévol va mMANPOoouv yla va ektedeotel 1 ouvaldayn toug.
Autr) 1 IPOAIPETIKY TTAPAPETPOG €ival yvwotr og maxFeePerGas. I'ia va extedeotel pia ou-
vaAldayr, 10 PEYLIOTO OP10 XPEWOTG TIPETIEL VA UTIEPBALVEL TO CUVOAIKO, TIPAYHATIKO KOOTOG TG
ouvadAayng. Z1ov anootodéa tng ouvaldayrg ermotpédetal 1 Siapopd PETAsU T0U PEYIoTou
opiou Xpéworng Kat tou abpoiopatog 10U Pacikoy T€A0UG EKTEAEOTS KAl TOU PLA0S®PNATOS
(rou etompdrtiet o miner).

TéAog a&iler va avapepbei 611 oto Ethereum, opidetat éva 6p1o gas yia ta pridok. AnAadn,
TO OUVOAIKO KOOTOG OAQV TV OUVaAAaywv 1ou oupneptdapbavel oe kABe pmAok, dev mpérmet
va gerepvd 1o 6p1o autd. Eri tou mapdviog, 1o 6p1o autd oto Kuplo iktuo tou Ethereum

(mainnet) eivat 30e+10 gas.
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Kegpaldato E

zk-SNARK

5.1 Amnodeifesig Mndevikng I'voong

Miua anodei€n pndevikng yvwong yvoong (Zero-Knowledge Proof 1) ZKP) sivat éva ripoe-
TOKOAAO TTOU EIMITPEIEL O€ Pl OVIOTNTd, Tov arodeikin (prover), va meiosl pe peyddn mba-
voTnta pia dAAn UTIOAOYIOTIKY] OVIOtTd, Tov ertaAnOeutr) (verifier), yia tv eykupotnta pag
nipotaong (assertion, statement) xwpig va anokaduyetl otov enadnBeutt| tirota AMoAUI®G
népav g eyKupottag kabauvtrg.

Eb¢ Aouov 1 évvola tng anodeng dapépet anod v €vvola ToU aviiotolKou Opou ota
pabnuatka. Ot pabnuatikég anodeilelg evog pabnuatikou Sewprjpatog 1 piag mpdtacng
€lval KATL TTOAU OUYKEKPIEVO Kal £xel PaAAov pia otatikr dopr): eival pia oelpd amno pabn-
HATIKA EMUYEPATA, TA OIToid PITOPoUV va ypadouv e §ekabapo kat Sopnpévo Tporo, Oote
0 avayvootng g anodei§ng va Pmopet va v KAtavonoet KAt va v e§nyrjoet oe KAoov
addov. Zug anobeifelg pndevikrig yvaoong, n évvola tng anddeigng eival Sopikd drapopetikn :
avadnToulie EMXEPNPATA Y1d TNV EYKUPOTNTA Hlag pdtaocng, 1 TV aAnfeia evog 10XUPIoH0-
U, ta oroia opwg dev MPETEL va PETadPEPOUV Kaveva €180g yvaong otov eraAndesutr). Meta
TV 0AOKANp®O1) TG aAAnAenibpaong pe tov arodeikn, o enaAnBeutrg 6e Sa mpémet va eivat
oe 9¢on va meioel KATIO0V TPITo yia IV eyKUPOTNTA TOU 10XUPIOP0U, HE XPNOon TG YVOonS
oU €AaBe KATd T CUPHETOXT] TOU OTO MIPOTOKOAAO [26]. AkoAoubel éva kAaoko mapadetypa

anodegng pndevikng yvoong:

'Eote ot €xoupe éva @ido pe axpopatoyia, kat Siabgtoupe 6U0 priadeg, pia KOKKIvY) Kat
pia mpdotvr), Tou €ival TAVOHOIOTTES WS P0G TA UITOAOIA XAPAKINPIOTIKA TOUG. XToV
@ido pag gaivovral evieA®g Opoleg Petady toug, Kat eival SUOIToTtog Og IPog ToV 10XUPIoHO
pag ot tedikd eivat dakpiopeg. Oa 9édape Adoutdv va tou arodeifoupe ot eival paypatt
S1aPOPETIKEG, XWPI§ OP®MG va ATOKAAUWOUHE 10 Xpopa g kabepiag. 'Eva amodeiktiko

oUoT A TTOU UITOPEel va METUXEL TO TTAPATIAV® £ivat T0 eEng:

1. Aivoupe tig pridAeg otov @ido pag, o oroiog AapBdvet 1o poAo tou enadnOeutry. KpuBet

TG PITAAEG THO® Ao TV MAATH TOU, KAl MMAEYEL va 1Ag TTAPOoUoidoet pia arno tg duvo.

2. 'Entetta, {avakpuBet 1ig priadeg kat pe mmbavotnta 50% ermdéyet rmall va pag rnapouot-

aocet pia ano ug 6vo.
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3. BAérnoviag ta xpopata priopoupe va Stakpivoupe av o @idog pag tg dddage, 1 na-
pouciace Vv i61a. Xe mepimworn mou oxupt{opacte Peudwg ot ival Siapopetikoy

Xp®Hatog, tote 9a anaviriooupe omotd pe poAlg 50% mbavointa.

4. EnavaAdapBavetal n dadikaocia tov frpdiev 2 kat 3 €émg 6tou 0 @ilog pag rnetotel yua

v 0pBOTTa TOU 10XUPLoI0U Nag.

EnavadapBavoviag ) dadikaocia apKeteg @opeg, av 10XUPLoHRog pag eivat weudrg, n
mBavotnta va aravijooupe 0OOTA KATA TUXAio Tporto KAbe @opd sivatl teAdika apeAntéa. Av
Kat o @idog pag neibetal g o1 prdleg eivat S1apopeTikEG, TEAIKA deV AMOKTA Kapia yvaoor
IOV VA TOU ETUTPETIEL VA TG seXwpioet [27].

To mpwtoxkoAAo tou napadeiypatog Baociletatl oe éva dradoyiko (interactive) arodeiktiko
ouotna, 01ou 0 enaAnBeutng ermAéyet éva AN 0og aro tuxaieg poxkAnoeig (challenges), tig
OTI0ieG O ATTOSEIKTING TIPETEL VA ATIAVINOEl. YTIAPXOUV OP®G Katl 1r §1aAoyikd mpeToKoAAa
arnodeifenv pndevikng yvowong. Zuvowiloviag, pia anodeidn pndevikng yvwoelg ouviotatat
otV meplypadrn evog IMP®IOKOAAOU erikolveviag petagu §Uo oviotfiwv, tou arnodeiktn kat

tou ertaAnBeutr) (prover/verifier). Ta Xapakinplotikd rmou cuvBEtouv pia anodein pndevi-

KNG yvaong eivat:

e ITAnpétnta: o arodeiking propei va reiost tov eradndeutr) pe vwnir rmbavotnta,

otav mpoKettal yia aAndr) mpotaon.

e OpBotnta: o eradnbeutrg Sa anoppiyet 1g AavBaopéveg npotdoeig pe vwnr mba-

votnta.

e Mndevikn yvoon: Autd rnou Sa pabet o enaAnBeutr|g PETA TV EMIKOVAOVIA TOU € TOV
anodeiktr, 9a propouoce va ta eixe UMOAOYiIoEl Kal POVOG TOU X®PIS va OCUPHETAOXEL

OT0 TIPWTOKOAAO.

5.2 T etval ta zk-SNARKSs

To axkpwvupio zk-SNARK onpaivel “Zero-Knowledge Succinct Non-Interactive Argu-
ments of Knowledge”, xat avapépetal oe pia pébodog kataokeung anodeifewv, Paciopévn oe
KPUIoypadikeg 11e0060ug, 1ou ermtpénet oe KAnowov (arodeiking) va anodeiel v Katoxm
plag ouykekpipévng rminpogopiag (r.x. password, hash preimage), xopig va arnokaAuyet
v nAnpogopia auvtr) [28]. EmrAéov, ta zk-SNARKSs eivatl pn-61adoyikd rpotokoAda, 6n-
Aadn 6ev amatteital 1adoyog petady anodeikin kat enaAnOeuty] uno ) popdr) aviaddayrg
HNVUpdtev yia roAdoug yupoug, diayxwpidoviag ta amnod ta §1adoyikd anodelkiikd ouotipatd.

'Onwg urodnAcvetl kat to ovopa, ta zk-SNARKS £xouv ta 811G XApAKTINP10TIKA

e Zero-Knowledge (Mndevikn I'voon): O snaAnBeutrig Sev propei va e€ayet kapia
yvoorn arnd v arnodedn, napd povo v eykupdtntd g (avtiotoxa pe tg anodeifelg
pndevikyg yvoong 5.1).

e Succinct (SUvropo): O1 anodeilelg eival PHIKPEG KAl PIopouv va eraAnBeutouv oAU

YPAYOPA KAl HE £€UKOAlQ, avefdptnia ard trv MOAUTAOKOTNTA Kal 10 PEyefog teov

9oV Kat Tov MPOoypapAt®y 10U avilIipoo®IEVOUV.
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e Non-Interactive (Mn-6tadoyiko): Ze avtifeon pe ta diadoyika npetokodda, dev a-
natteitat n apgibpopn smkowvevia petady arodeiktn kat ernainBeutry. H anddedn
artoteAeital amo PoAlg €éva prvupda rnou o arnodeiKing KAataoKeUAel KAl OTEAVEL OTOV
ernaAnOeutr). £ ouvéxela o enadnBeutr)g, Siatétoviag v anoddeln, sivat oe 9éon va
aropavOel yla v opBotNTd g, XWPIS TNV avayKn mepattépem aAAnienibpaong pe tov

arnodeikrm).

e ARgument (Emixeipnpa): O xapaxinpiopog autdg arotedel armdo goppadiopo. Ta
zk-SNARKs Baocidovtal oe Kpurtoypadikeég pefodoug Krat pn-vieteppiviopo, pe aro-
tédeopa va pnv arotedovv ermionueg anodei§elg pe ) pabnpatkr) évvola tou 6pou
(av kat n TBavotnta o arodeiking va meioel yia KAt rmou de yvopidetl eival mpaktika

apeAntea).

¢ Knowledge (I'voon): Mia anddeiln avirpoo®nevel 1000 v opbotnta evog 10xupt-

OJ0U, 000 KAl TNV KATOX!] TOV AMMOSEIKTIKGOV OTOIXEI®V aro Tov anodeiktn [29].

Mia apketd apalpetikn eptypadr) evog pewtokoiiou zk-SNARK, cuykpoteitatl amno tpeig

aAyopiBpoug G, P, V, ot ortoiot opidovtat wg e&ng:

e G(lambda, C) = (pk, vk)
Mua yevvr)tpla Iou He opiopata pia Kpugr tuxaia mapapetpo lambda, kat éva mpoypap-
pa C, mapayet éva {euyog kAediov pk, vk (proving key, verification key). Ta rAeidid
avta ouvnBwg xapaktnpidovrat ag CRS (Common Reference String), kat eivat dnpoowa
Kal enavaypnotponowrjonpa. H puoukn napapetpog (yvootr) katl og toxic waste) eivat
anapaitnto va Kataorpadel PETd v mapaynyr tov KA1V, Kabog n Katoxy g

Propet va ermipéyet o KAMOov va rapayet weudrg anodeiferg.

* P(pk, x, w) = prf
H cuvdptnon mou exktedel o amodeiking. Ta v KAtaoKeur piag arnodeiing anatto-
uvtal 1o proving key, pia dnpooila gicodog x, kat n 101@TKY yveoorn tou arodeiktr). H

1010TIKY yvoorn ouvhBng xapaktnpidetal kat og pdptupag (witness).

o V(vk, x, prf)
I'vopidoviag mAéov o eraAnBeutrig v anddeldn mou KAataokeuaoe 0 ArodeiKing, UIto-
pel va Vv eAéysel xpnotporowwviag v ida dnpoota eicodo x kat to verification key.
Av o0 €Aeyyog elval emtuyrg, ToTe ertaAnBevetal ot o anodeiking yvopidel Eva paptupa,
TIOU 1KAVOTIOLEL TOV €V AOY® 10XUp1opd. Andadr) o amodeiking yvopilel éva w, 1010

wote C(x, w) == true [30].

5.3 Auwadikraociag rkataoreung zk-SNARK

Ta zk-SNARKSs &gv propouv va epappiootouv areubeiag oe évav aubaipeto unoAoyiopo.
To ripog anodeidn rpoBAniia, mPEMEeL PWTA va PetacXnpatiotet og éva woduvapo Quadratic
Arithmetic Program (QAP). L1 ouvéxela propel va epappootel pe ouotnpatiko tporno pa
Eexwplotr Sabikaoia yla v Kataokeun tov anodeifemv pndevikrg yvoong, n oroia aglo-

rotel 16101teg moAuwvupev. 'Etol i) kataokeurn v arodei§emv diakpivetal oe o rkupla
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otadla (kabwg kat optopéva evbidpeoa otadia), rmou da MaAPOUCIacTOUV CUVOITIIKA OtV €-

votnIa autr).

Computation — Arithmetic Circuit - R1CS — QAP — zk-SNARK

5.3.1 Mestatpomni npoypappatog oc QAP

Ta zk-SNARKSs urtootnpiouv v anodein aubaipeta peydAov Katl IOAUITAOK®V UITO-
Aoylop®v. Av kat n arneuBeiag KAtaoKeun £vog aplOPnTKoU KUKAOUATOG £ivatl eQiKtr), O
Mo ouvheta MPOypAPPATA KATL TET010 PIopel va eivat apketda duokodo. I'a 1o okoro autod
Xpnotpornoteital pia e81kd oxedlaopévn yAwooa poypaplaticpioy, mou urootnpiel Baot-
k&g apBunukég nmpageg (+, —, -, /) kat avabioeig petaBAntov, kabwog kat orotadrynote dAAn
Aettoupyia prnopet va ekdppaotel faon avtov.

IMa napadetypa, Sswpoupe o yvopidoupe ) Avon piag tpttoBdbuiag sgiowong.
x> +x+5=235

H avtictoixn avarnapactaon oe ripdypappa Sa eixe v e€hg popdn :

def geval(x):
V=X % X % X
return x +y + 5

Ano npoypappa o aplOPNTIKG KUKA®pA

Ma v avanapdotaon evog mpoypdappatog oe 1wooduvapo cvotnpa R1CS, mponyeitat

flattening tou kOd1ka, oe pia aAAnAouvyia andev statements g popPng:
e X=y
e x =y (op) z, 610U (Op) £vag aplOPNTIKOG TEAECTNG

Andadn n 10oduvaurn avarnapdotaon Tou napadsiypartog Sa sivar:

sym_1 = X * X
y =sym_1 x x
sym2 =y + X
~out = sym 2 + 5

And ap1Opntiké KUKAwpa oe R1CS

‘Eva R1CS (Rank 1 Constraint System) opiletat og pia aAAndouvyia aro opdadeg tpiov
davuopdtev (a, b, ¢), eved n Auon evog TET010U cuoTPATOg ival éva diavuopa s rmou 1Ka-

VOrtotel v wootta s.a - s.b — s.c = 0 (o tedeotrig "." opilel 10 £0WTEPIKO YIVOPEVO PETAdy

m AinAeopatxny Epyaocia



5.3.1 Mzetatporn nipoypappatog oe QAP

U0 Savuopatev). Kabe opada davuopdtov (a, b, ¢) avanapiotd tov ypappiko cuvbuacpio
1)/Kat tov moAAanAactacpd oplopévey otolyeimv tou Slavuopatog Auong, opiloviag teAdika
€vav neplopiopo.

a ) petatporn) tou aplOpnuikoy KukAopatog oe R1CS, opidetat éva Siavuopa avti-
otoixnong (mapping vector) rmou mepi€xel pia petaBAnt) ~one yia v avanapdotaon g
povadag oty npwtn 9on tou (xpnowpornoteitat oty epappoyn v zk-SNARKs avarapt-
OT®VTAG 10V 0Tafepd OPO TOV MOAUMVUN®V), OAES TIG PETABANTEG-E10060UG TOU MPOYPANLATOG,
Vv €060 ToU mpoypappatog ~out, Kabwg Kat OAeg TG eviapeoeg petaBAntég ou epgavico-
viat (y, sym_1, sym_2). To & iavuopa-Auorn tou R1CS Sa eivat n katdAAnAn avaBeon oAwv
PeTaBANTOV TTOU 1KAVOTIOOUV T0 IPOBANNa, pe v idta akplBig oelpd. Lin ouvexela, Kabe
statement tou flattened kOd1ka pmopet va avanapaoctabel pe ouotpATKO TPOo, ©G Pia
opada davuopdtev (a, b, ¢) tou R1CS, émou 6Aa ta Stavuopata Sa £xouv 10 1610 péyebog
pe 1o Stdvuopa avuotoixnong, kat 9a ekppalouv ) oxéor petady v PetaBAntov mou ej-
pavidovtat oto apiotepd kat He&i pédog tou statement (eite g ypappikoé cuvduaopo, eite g
noAAarmAactaopo toug).

Emotpépoviag oto mapddeiypa, 10 §1avuopa aviotoixnong tou mPoBARaAtog £XEl 1)

nopon :

mapping_vector = [~one, x, ~out, sym_1, y, sym_2]
[Mapatnpwviag to rpoto statement 10U KOH1KA PItopoUpe eUKOAA va e§AYOUNE TNV Ka-
TaAAnAn avarnapdotaor) tou oto R1CS:

a=10,1,0,0,0, 0]
b=1[0, 1, 0,0, O, O]
c=1[0,0,0, 1,0, 0]

H katdAAnAn avabeon tou diaviopatog-Auong eival Ipopaveg 0Tl IKAVOIIOLEL T OXEoT) :
a.s-b.s—cs=0, érou s=[1,3,35,9,27,30]

EnavaAapBavoviag v 161a Siadikaocia yia 6Aa ta statements kataAryoupe otnv ermbu-

pn) popor R1CS.

o o © O
S = O O

0
0
1
1

S = O =
S O O O
S © ~ O
S O =
S O O O
o O O O
© © O O
S ©O O O
- O O O
© O O ~
© O ~ O
= = O O

[Ipokepévou va enaAnBeutel o1 éva diavuopa s amoteAdel Avon tou R1CS, mpémet va

oxvel 1 oxéon a.s - b.s — ¢.s = 0 yla kaBepia ano 1g opadeg Sravuopatev.

Ano R1CS os QAP

H avaniapdaotaon oe QAP, vdoroiel v i81a akp1Bwg AOY1KY] @G IPOG TOUG TIEPIOPIOH0-

UG TOU OUCTHHATOG, XPnotponoloviag noAuovupa. Zto R1ICS éxoupe tpeig opddeg aro k
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dlavuopata prkoug 1 (6mou k avtiotoryel oto mAnOog TV IEPLoplop®v rmou opidoviat, eve 1
10 péyebog tou Sravuopatog Auong). H wooduvapn popdr tou QAP Sa aroteAeitat Aowtdv
ano tpelg opadeg 1 moAuwvipwv, Badbpou k-1, 6rou ) anotipnon 1oV MOAUEVUPGV yia Kabe
x € [1, k] Sa avarnapiotd évav aro toug reploplopous tou R1CS. Tedikd kdBe ot)An tou
R1CS avuxkabictatat amoé éva moAu®vupo.

'Eote pua owAn tou R1CS pe otoxeia ay, as, ..., ai, 101 opidovratl k onpeia ng pop-
ons (1, ay), (2, ag), ..., (k, ai) kat ot cuvéxela urodoyidetat to rmoAumvupo Babpou k-1 rou
mepvda anod autd ta onpueia (to oroio eivatl kat povadiko). T'a 1o oKoro autd UIopet va Xpn-
owpononBel moAuwvupiky rapepBoAr Lagrange, opng o€ PAyPATIKEG £PaAPIOYESG OTTOU Ta
onpeia eival moAu meploodtepa arnod tou napadeiypatog mou napouotadoupe, epappodoviat
dragpopetikoi adyopiBpol mou xpnotpornotovv Fast Fourier transform yia tov pocdiopiopd
10U TIapePBAAOIEVOU TIOAUGVULIOU € ONHIAVIIKA PIKPOTEPT] UTIOAOY10TIKY] TTIOAUTTAOKOTTA.

E&etdloviag v mpot otdn oto R1CS tou napabdeiypatog opidoupe ta onpeia (1, 0),
(2, 0), (8, 0), 4, 5).

dlarmotewvoupe o1l 10 MOAUwVURO tpitou Pabpou mou mepvd aro ta onpeia auvta eivat 1o

Me xprion tou aAyopibpou moAuwvupikng rapspBoAng Lagrange,

0.833x% — 5x2 + 9.166x — 5. EnavalapBdavoviag v i6la diadikacia oe 6Aeg TG oTAAEG

KATAAfyoule 010 Mapakdat® ouotnpa (o1 ouviedeotég mapouotddovial oe auiouoa oepad):

5.0 9.166 -5.0 0.833] [ 3.0 -5.166 2.5 -0.333]
80 -11.333 5.0 -0.666 —2.0 5.166 -2.5 0.333
0 0 0 0 0 0 0 0
Alx) = .B(x) = ,
-60 95 —-40 05 0 0 0 0
4.0 70 35 -05 0 0 0 0
-1.0 1.833 -1.0 0.166 | 0 0 0 0
0 0 0 0
0 0 0 0
-1.0 1.833 -1.0 0.166
C(x) =
4.0 -4.333 1.5 -0.166
-60 95 -40 0.5
|40 -70 35 -0.5 |

A6y NG PeBOSOU KATAOKEUNG TOV MTOAUGVUI®V, av avabEooulie OT0 TapATIdve cUoTA
omou x = m, yla karowo m € [1, k], Sa AdBoupe v opdda 1wV TPV Hiavuopdiev tou
m-00toU Tieploplopou nou opioape oto RICS. 'Etot, priopoupe va eraAnBevooupe o1l Eva
diavuopa s amotelet Avon 1ou rpoBAnatog, urodoyidovrag 10 p(x) = s.A(x) - s.B(x) — s.C(x)
Kat enaAnBsvoviag ot pndevidetat yia kabe x € [1, k] (ota unidAouna onpeia 1o moAu@vupo
p(x) uropet va £xel orowadrnote ouprepipopd), SnAadr) oe KABe onpeio IOV AVIIOTOIXEL O

UAI TOU KUKAQPATOG.

‘EAgyxog tou QAP

H petatporr| tou ipoBAnrjjiatog oto 100duvapo QAP ermtpérnet v tautoXpovn eraAnOeu-

o1 OA®V TV MEPLOPIOPRV TTI0U opiotnkav oto R1CS. I'a 1o okoré auto, avii va arotijarjcouiie

AinAeopatxny Epyaocia



5.3.2 Anoddeidn yvoong rmoAuevupou

10 p(x) yla 6Aa Ta onpeia mou avilotolouVv O TTUAEG TOU KUKAOUATOG, TO S1aipoupe pe éva
aAAo roAucvupo t(x), Kat eEAéyxoupe nwg 1 diaipeon 6ev aprjvet uniddourto. To t(x) eivat to
arAouotePO TTOAUMVURO TToU pndevidetal ota onpeia mou avilototouv os Aoy1Keg rUAeg, 61n-
Aadr) €xet ) popdr) t(x) = (x— 1)(x —2)...(x — k), e 10 p(x) va mpérnet va ivatl oAAanAdacto
wou t(x) [31].

Zuvoyilovtag 1a maparndve, SEKIVOVIAg armod £va UMoAOYI0TIKO Mpdypapiia PetaocXniia-
tidoupe 10 mPoBAnpa oe 10oduvapn popdpn QAP, avanapiotoviag kKaBe urtodoylotiko Prijpa
TOU MPOYPAPHATOS OGS £vaV TIEPIOPIOHO, KAl UAOTIOIROVIAS TOV PE XP1on oAuavupev. 'Etotl n
arode1&n T0U UTIAOY1010U TOU IPOYPARIIATOS Y1a KATIO1eg £100860U¢ 10U yvepilel o artode-
iKtng, 1obuvapei MAEoV e T YVOOT) ToU TOAUGVUH0U p(x) = S.A(x)- s.B(x) — s.C(x), ou pe
1) 0€1pA ToU TPOoUIoBETEL ) Yvaon tou Siavuopatog Auong s. Le MPAyHaTiKeG ePAPHOVES,
Ol UTTOAOY10H01 MTPAyHATonoouvial e aplOpntiky UMOAOIIIOU OE €va TETEPACTHEVO OOHdA

axkepaiov tagng n (Z,, +, -), OIIOU N KAIO10G PEYAAOG ITP®TOG aptOpog.

5.3.2 Anode§n yvoong noAuwvipou
IIoAUGOVUPO WG ATIOGELRTIROG PECO

Ao 10 depedindeg Sewpnpa g ddyeBpag, £XOUNE G AJECT AMOPPOLA TG KAOE TIOAU-
wvupo Babpou d, £xet 1o oAU d mpaypatikeg pides. Oewpmviag duo pn ioca moAuwvupa f,
g 10 oAU Babpou d, tote autd Sa £xouv 1o oAU d Kowva onpeia, adpou 1o rmoAvwvupo f-g

eivat 1o oAU Babpov d. Ta napaderypa, £0te ta moAudvupa f(x) = x° — 6x2 + 11x — 6 kat

g(x) = x® — 6x2 + 10x — 5, 1a ornoia napouvotadoviat otny ekéva 5. 1.

y

Zxnpa 5.1: Tpagikeg napaotaocelg dUo un-iowv toJvoviuov [8]

Eivat @avepod ot pia 1000 pikpr) 81adopd 0toUg OUVIEAECTEG TOUG EMIPEPEL TIOAU Sladope-
KA anotedéopata. AKOUn MEPLOCOTEPO, elvat aduvatov va Bpebouv 6o pn ioca moAuovupa
oU potlpalovial £va OUVEXOHEVO KO1VO THNHA, EKTOG ATIO TNV TETPTPIHEVI] MTEPITTIOON TOU HOo-
vadikou onpeiou.ITio cuykekpipéva av anotpndouv §Uo un ioa moAumvupa 1o oAU Babpiou
d ot éva tuxaio x € [1, k], tote n mbavoa ta §vo onueia va tautidovrat eivat to oAv d/k,
IOV Yla €MAPK®G peydado nedio oplopou, n mmbavotnta avtr eivat apeAntéa.

Xwpig BAAGBN NG YEVIKOTNTAG, CUPTIEPAIVOURE OTL Il ATIOTIPN 0N £VOG TTIOAUGVULOU OF £va
auBaipeto onpeio, oxetidetal apeoa pe v avarnapactaoct) g 1ovadiKng ToU TautotnTag. Xe

autov akplBg Tov 1oXUplopod Paciletal n kataokeur Kat n opbotnta v zk-SNARKS.

AitAeopauxny Epyaocia m
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IIapayovtonoinon noAuwvipou

Bdon tou 9epedindoug Sewprpatog g adysbpag, Kabe emAUOII0 MTOAU®VUHO HUIopet
va avaAuBei og yivopevo YpapHIKov rmapayoviey. 'E1ol propouiie va avanapaotrjoouie €va

EYKUPO TTOAUMVUHO ®G TO YIVOHEVO TRV ITAPAYOVI®V TOU
(x—a))(x—-ay)...x—a,) =0

'Eote 6Tl 0 arnodeiking yvopidel éva moAumvupo p(x) mou €xel TOUAAX1otov g pileg
ai, ..., i (baveg va éxer k1 dAdeg). Tlpoxreippévou va arodei§el Tov 10XUPIORO TOU X0PIg
va anokaduyet 1o p(x), apkei va deiel wg 1o p(x) eivat 1o yivopevo tou Pacikoy moAuw-
VUPOoU t(x) = (x — ap)...(x — ay), TIou £xel TG Pideg AUTEg, KAl evog auBaipetou moAUmVUIoU
h(x), této10 ®ote:

p(x) = tx)h(x)

Ae6opEVOU OTL TO P(X) TIEPIEXEL WG TIAPAYOVTA TO t(x), TIPETIEL va £XE1 KA1 OAEG TOU T1G Pideg.
O urnodoyiopdg tou katdAAndou h(x) propel va yivel péow g daipeong h(x) = p(x)/t(x).
Av o arnobdeirtng 6ev propet va Bpet katdaAAndo h(x), autd onpaivel Mg 10 MMOAUGVULO
rou 61abgtel, Bev €xel wg mapdyovia 1o t(x), kat n dwaipeon toug agprvetl urtodouto. 'Etot
propet va xprouronOei to £€1g anlo nmPeTOK0AAO yia ) OUYKPL0H TRV MTOAUMVURGV p(Xx)

kat t(x)h(x) (6mou povo 1o t(x) eival yvwoto otov eradnBeutr)):

1. O emaAnOeutrng ermdéyet €vav tuxaio apOpod r, kat unmodoyidetl to t(r). Xt ouveéxela

ATIOKAAUTTIEL TO T OTOV ATIOSEIKTY).

2. O amobeixktng urodoyidetl 1o h(x) = p(x)/t(x). Tt ouvéxela anoupd ta p(r) xat h(r)

Ta oroia Kat otéAvel otov ernaAnBeuty).

3. O enaAnBeutrg eAéyxel av p = th. 'Etol pnopel va darmotmoet av 1o p(x) €xel tg

emlupnteg pideg.

210 MPWTIOKO0AAO aUTO, 0 amodeiking £xel ) duvatdtnta va ermvorost Evav tuxaio h kat
va 9¢oel p = th, kAt nou Ya yivel dekto amod tov enaAnBeutr). EmutAéov, dedopévou ot
pabaivel 1o TUXaAio T, PITOPEL VA KATAOKEUAOEL OTIOI00ATIOTE TIOAUMVULLO TTIOU VA €XEl ATTA®G
éva Kowo onpeio oto r pe 1o t(r)h(r). Autd amotedouv {nirpata mou ermAvovial Pe XpProrn)

1OV pabnpatkov epyaleiov ou mapouoialovial ot oUVEXELa.

OpOpOPPIKI] KPUNMTOYPAGN O

H opopgodikry kpurttoypadnon eivatl pia popdr) KPUMIoypddnong mou ermIpErel v
EKTEAEOT] AP1OPNTIKAOV UTTOAOY1I0U®OV Ota Kpurttoypapnpéva dedopéva, Xopig v avaykn a-
MTOKPUITIOYPAPNOL|G ToUG. AUTr) 1] 1€6060g propel va Xpnotporoin et yia v anokpuyn tov
Tpev rou aviadddoooviatl petady anodeiktn Kat eraAnOgutr) 0To MPKOTOKOAAO TOU avapépa-
HE, ETUTPEMOVIAG OP®G TV EKTEAEOT] TOV APOPNTIKOV UTIOAOY1I0P@V TToU artattouviat. a to
OKOITO aUTO EMALYOVIAL KAl YVOOTOIooUvidl 1o Péyebog n tou nedio tipev (6nAadn 1o Zy,
OTIOU N €vag EMAPKOSG PEYAA0G IPwTog apibudg), kabwg kat éva otoixeio yevvrjtopag g. 'Etot

yla évav aubaipeto apibpo x propel va urodoyiotr) n Kpurtoypdgnor) tou E(x) = g*(modn).
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H aogpdlAeia autou tou oxnpatog Kpuroypdonong Baociletal o duokodia eupeong tou X
otav pag eival yvootd ta g, n kat E(x), yvootd kat og 1o rpoBAnpa diaxkpitou Aoyapibpou
(DLP).

Xpnotponowviag autd 10 oXHHa KPUITIoOypddnong, Uropel o enmaAnbeut|g va emAgyet
€va TUYaio r, T0 OTOI0 KAl KPATAElL KpUPO, KAl O CUVEXELD va UTIOAOYiLel KAl va OTéAvel
otov anodeiktn 6Aa ta E(rt), Yi € [0, d], érou d o Padpog tou mpog arnoddei€n moAuvmvipiou.
O armodeiking eival oe 9€on va amotiproel 10 MOAU®VUR0 1ou diabétel epappodoviag toug
OUVIEAEOTEG TOU Cy, ..., Cg OTI§ KPUITIOYPAPNIEVES TIHESG, X®PIS va Pabet TeAKA Og TTI0 onpEio

AVTIOTOTYEl.

E(rHee. . . E(r%)% = gcdrd . -gCOrO = gcdrd+"‘+C°r0 = E(cgr® + ... + cor¥)

v npaypatkomia, ta zk-SNARKs xprnoponolouv kKpurtoypagia eAAEITKOV Ka-
HIUAGV yid TNV KPUITIOYPA(dnon TV TH®V, 0pidoviag T aviiotolxeg Asitoupyieg mou ava-

PEPApE.

EnaAnOsuopn vpowon os 6uvapn

H yvwon tou nmoAuwviupou ota zk-SNARKS, sivat i1co6Uvapn pe i yvoorn tov cuviede-
OTOV TRV EMPEPOUS OprV ToU. 'Opeg PEXPL OTyRng 0 anodeiking propet va ermvorjoet Yo
auBaipeteg TIPEG Zp, Zp TIOU 1KAVOTIOIOUV I OXEOT] Zp = (z)'", Eeyeddvtag tov eraAnBeuty).
[Mpokeévou va srmBadAetal otov arnodeikty va XPNOHOIIOLEl TI§ KPUITTOYPAPNHEVES TIHES
TTOU TOU TIaPEXOVIAl KAl va KATAOKeUAlel tny arodei§n pe Xpron @V OUVIEAECTOV TOU ITo-
Auwmvupou rou dabétet, xpnowpornoteitat to Knowledge-of-Exponent Assumption (KEA) rou
nipotdadnke oto [32].

'Eote 6t 0o enaAnBeutrg diabetel pia aubaipetn tpr a kat embupet va v vPooet o
anodeiking oe pa Suvapn. Bdon tou KEA propet va xpnotpornownfel 1o mapakate mpe-

TOKOAAO:

1. O enaAnBeutrig ermdéyel éva tuxaio x, urodoyilet 1o @’ = a*(modn) katl apgxet o

{euyog (a, a’) otov anodeixmn.

2. O amodeiking ermdéyet évav aplbpo y kat kataokeudadel ta b = a¥(modn) xar b’ =

a’¥(modn). i ouvéxela amokalvret 1o {euyog (b, b').
3. Awabgtoviag mA€ov v andavinor, o eraAn0suthg eAEyXEL TG 10X VEL 1) Wootta b* = b’.

YUupgeva pe to KEA, to (euyog (b, b’) prmopet va mporAbe povo péow vywwong twou (a, a’)
oe karowa duvar, eve o anodeiking dev propel va earatrijoet tov enadnBeutr) adpou eivat
abuvartov va £§ayet 1o x arto 1o a’ (DLP). Avtiotoixa, o eraAnBeutr)g Ptopet va eAEyXel oG ot
TIHEG TTOU KATAOKEUALel 0 arodeiking, IIpogpxovial arnod v UPaoT) T@V KPUITIOYPAPIEVEV

TPV og pa duvapr, Xeopig va pabaivel mowa eivat avtn n Suvaun.

IToAAanAaolacpog KPUNTOYPAPNHEVOV TIHGOV

"Eva cryptographic pairing (billinear mapping) cupBoliletat og pa ouvaptnon e(g*, g*),

Iou y1a opiopata Uo kpuroypagnuéva oroixeia g%, gP mou avikouv oe éva oUvoAo ototye-
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KepdAawo 5. zk-SNARK

1@V, opidetl TV AMEIKOVNON TOU YIVOHIEVOU TOUG O€ €va OTOLXEl0 evog S1adpopeTikoy ouvoAou.

e(g®, g") = e(g. 9)®

Agbopévou ot To Tiedio ip®V Stapépet ano 1o nedio opiopouy, Sev eival epiktog o cuvdua-
opog g €§060u pe pia Kpurtoypagnpévn tprn tou nediou optopou. To napandve oxnpa

anekoviong Paocidetat oe 1610TNTEG EAALITUKOV KAPMTUAGV KAl €XEL TIG £61NG PAOIKEG 1610t TEG:

e(g®. g") = e(g”. g = e(g™. g") = e(g". ") = e(g". g")* = ... = e(g". g™

cd ab+cd

e(g*.g") - e(d.gH)=9g" -g%=g = e(g. g)**

Mze xprjon tou cryptographic pairing, kafiotatal ekt n avanapdotaot] ToU YIVOHEVOU
U0 tpwv, otav autég Bpiokovial e§ioou oe kpurtoypadpnuévy popdr). H dadikaocia auvtr
Bonbda otn dnuoupyia dnpooinv kat enmavaypnotpornotopey rapaperpev (CRS), xopig v
avaykn diatfpnong Kpupav Tipev ano tov enaAnbsutr). 'Etol, omoloobrnote £xel ipooBa-
01 Ot AUTEG TIG TAPAPEIPOUS UIOPEl va eraAnBevoet pia anoden, Xwpig va aratteitat n)

ENMAVAANYI 0AOKANPOU TOU MPXTOKOAAOU eXwplotd yia Kabe eraAnBeuty).

IIpxTtOKOAAO Yla MOAUGDVUHO

AapBavovtag 6Ad ta maparndve VoY, KAtaAryoupe oto £§HG MPOToKoAAo zk-SNARKOP

(zero-knowledge Succint Non-Interactive Argument of Knowledge of Polynomial):

¢ Kataokesu1] Snpoociov napapétpnv
TMa &vo tuxaioug apBpovg r, a vrodoyidovrat ta g%, {gri}ie[l,d]; {gari}ie[o,d]. X1 ou-
véxela opidetatl kat dnpootomnoteitatl 1o {guyog proving xkat verification key, eve ot
TUXAiEG TIHEG KATAOTPEPOVIAL X®WPIG va armokaAupBouv oe kavevav.
proving key: ({gri}iell,dj’ {gari}ie[o,dj)
verification key: (ga, gt(r))

¢ Kataokesun anddesing
O anodeixing yvopilet éva moAudvupo g popdng p(x) = caxd + ... + c1xt + cox®.

| yon-
OIH0TIO)VIAS TIG KpuTttoypadnpéves tipég tou proving key. Emmumdéov, emléyet éva

Kataokeudlet 1o oAudvupo h(x) = p(x)/t(x) kat uriodoyitet ta gP"”, g®", g

txaio 8 kat moAdardaoiaetl pe autd ta otoiyela mou umoAodyloe (xprotporoteitat
Srapopetikd 6 oe kAOe anoddeiln, KpuBoviag TV MPAYHATIKY CUNITEPIPOPA TOU MTOAU®-
vupou). Tédog, arokalurtet v anodesn

proof: (gapm, g, géap(r))

¢ EnaAnOcsuon
O enaAnBeutrg €AEYXEL AV 1] ATIOTIPNOT TOU TMOAUMVUIOU KATAOKEUAOTNKE 1€ XPNO1)
TOV KPUITIOYPAONPEVEV TIHOV IOV Itepiéxovial oto proving key, dnAadr av oxuvet i
wotna e(g?®", g) = e(g?", g%). Téhog, eAéyXetal av 10 TIOAUGVUO TOU artodein
gxel TIPAypatt TG ermbupnég pideg, 6nAadn éxel wg mapdyovia o t(x), e(g??"”, g) =
e(gt(r), géh(r)).
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5.4 ZoKrates

T'evikeuon

To napandve mP®TOKoAAO ermrpénet myv anddeln yvoong evog rmoAumvupiou mou Sia-
9étel opropéveg pideg. Av Kat KATL TETO10 £ival apKeTd XPH o0, 0 arodeiking Prnopet eUKoAa
VA KATAOKEUAOEL KAl va arodei§el orolodrote moAumvupo IPOKUITIEL Ao TOV TOAAATIAA-
olaopo tou t(x) pe éva aubaipeto h(r). 'Etol ta zk-SNARKS erekteivouv 10 IpOTOKOAAO
auto, meplopidooviag t Hopdr] ToU MOAUMVULOU ®OOTE va 1oxUel p(x) = L(x) - R(x) — O(x),
10 ortoio avtiotoixet ot poper tou QAP. EmurmA¢ov, emitpénouv v emBoArn oplopévav on-
pooiev £1068mv ard tov eraAnBeutr) otov rpog arnddetgn uvnodoylopd. H Baon tou mArpoug

TIPOTOKOAAOU TTaPoUstadetal avalutikotepa oto [8].

5.4 ZoKrates

To ZoKrates eivat pia egpyaleobnkn yla kataokeur] zk-SNARK arnodei§ewv, kat v
ernaAnBeuon toug oto Ethereum. Asdopévou 611 o oxedraopog tou QAP yia peydAoug urtodo-
ylopoug eivatl pia moAundokrn Siadikaoia, opidel pia yAwooa uyndou emredou, otnv omnoia
HIOPOUV va KATACOKEUAOTOUV ta 1pog anodeidn npoypappata. H yAoooa autr) mepiéxet
KATTIO10G £YYEVIG TTIEPIOPIOI0UG OG ITIPOG TNV EKPPACTIKOTNTAG TNG. XTIV OUVEXELA KATAOKEU-
adet 1o 1oobuvapo QAP, ermtpénoviag Vv EKTEAEOT] TOV EMPEPOUS 0TASiOV TOU TIPOTOKOAAOU
1oV zk-SNARKS, x0pig 0 ipoypappatiotg va Xpetddetal va yvopilel mog autd Asitoupyouv.
[Ipoodepet SnAadn pia uywnAou srunedou dienagn yia off-chain dnpiovpyia kat emaAnBsvon
zk-SNARK mpoypappdtev, Kabmg £miong PIopel va KAtaoKeudoel KataAAnAo smart con-

tract yia v on-chain enadr)fsuorn tov zk-SNARK arnobeitewv [33].
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Ke¢palaio E

APY1TEKTOVLKI] CUCTHATOG

6.1 KaroBoulog rop6og

'Onwg napouoldotnke oto Kepddao 2.4, n apyitektovikyy tou HDFS 8abéter pnyavi-
Op0UG Yld TOV EVIOMIONO aAAoldoemVv yia ta dedopévav. 'Opmg oAot autoi ol pnxaviopoi
Baoilovtal otov 10XUP1oP6 OGS 01 KOJBO1 ToU cuotnpatog ivat épriotol. ‘Evag kakoBouAog
DataNode 9a propouoce va eprnodioel v OpaAr] Aetoupyia TOU CUCTAATOS 1€ TIOAAOUG
51apOopPETIKOUG TPOTIOUG, ATIO TOV YPEUdN 10XUPIOPO KATOXNG UIMAOK, £€®S KAl TV aAAoiwon
1V 6edopévav TIOU mpaypatika dtabetet.

Yo kavovikég ouvBrkeg 1o BlockScanner Sa ftav oe 9éon va ekBéoel TUXOV avert-
Suunteg tpomomnoinoelg os €va UIMAOK, 81a0TaUPEOVOVIAG TO TIEPIEXOHUEVO TOU M Ta abpo-
iopata edéyxou oto aviiotoixo apxeio petadedopévov. 'Opwmg, 1 Asttoupyia tou prope-
1 eUkoAa va amevepyorownBel amod v mAeupa tou DataNode (9étoviag v mapdperpo
dfs.datanode.scan.period.hours ce évav apvnuko apiOpo oo apyeio hdfs-site.xml), ka-
dotevtag oroleodrrote KakOBoUAeg eveépyeleg ota dedopéva i aviXveuoteg Katd autopa-
10 tporo. EmutAéov, ta apyeia 6edopévev kat petadedopévav evog avilypdpou WUITAOK,
Bpioxkovial e&§ioou oto torko ovotnua apyeiov tou DataNode. Omote ta abBpoiopata eAgy-
Xou &ev pmopouv va Jewpnbouv éurmota, eve 1 TPOIONOinor toug da Propouce va UIo-
KpUYel ortoleodrInote aAAoldoelg OTo IepleXoevo v dedopévav, 1000 Katd ) Asttoupyia
tou BlockScanner, 600 kat Katd v avakinor KAt Tov €AeyX0 TOU UITAOK arod TovV XPr|otn.

Avagpopikd pe ) 6tadikaocia tou blockreport, évag DataNode prnopet va diaypawet éva
PrmAok eve ouveyilel va dnAwvel tnv katoxn tou otov NameNode, amda Siatnpoviag kat
otédvoviag povo ta avtiototya petadedopéva. ErumAéov, ounv nepintoon 6rou o NameN-
ode tg HDFS ouotddag eivat kakoBoudog, prmopei va ocuvepyaotel pe karoov DataNode

rapouotddoviag éva aAAo1wpEévo PNITAOK G EYKUPO.

6.2 EmoKOnnon apXltteKTOVIKIG CUCTHATOS

Eivat gavepd nwg oe pia ovotada avadiormotwv kopbwv, ot pnyaviopoi tou HDFS a-
Suvatouv va avianetédbouv. 'Etol, ekpetalAeuopevol tyv aopdieia kat ) Stapdveia tou
Ethereum blockchain, napouociadoupe éva cUotnpa Mou PIopel va TApPEXEL 10XUPES EY-
YUI0g1§ Via v ao(pdAela KAl v akepalot)a v debopévav, dnuioupywviag £va £Eurvo

oupBoAatlo Tou Sa Asltoupyel G KEVIPIKY apX1) EAEyXOU.
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Kepadaio 6. ApXITEKTOVIKI] OUCTIHATOS

O yprioteg, yia kKaOs prdok debopévav mou arobnkevouv oto HDFS, to xwpidouv os

Hikpotepa tprpata otabepou peyéboug (chunks) kat kataokeuddouv 1o Merkle tree. Zin

ouvéxela anobnkevouy 1) pida tou oto £§urvo cupBoAato.

{ HDFS cluster Y

@Allocate Block

Client

blocks

Split into Split into
chunks

:

File |:['> [

Merkle /_\ ™
root MameNode
{—
(2)Biock Info
DataMode
Block
N J
Z
e @ |~ DataMode
=
AL
a0
'
Ethereum |2
blockchain Filesystem DataMNode
smart contract
N ————

xnua 6.1: Emokonnon eyypa@ng apxeiov oto rporonomusvo HDFS

KaBe DataNode katd ) 6idpkela evog blockreport, urnoxpeoutatl va KataoKeuddel Ka-

1dAAnAa Merkle proofs yia kaBe prdok rou Siabetet, mou Sa arodeikviouy v akepalotnta

evog TpRatog dedopévav 1ou prdok autou. IIpokeiévou va anodevyetatl ) Snpooieuot) tou
TEPIEXOPEVOU TeV ap)eiwv oto blockchain, o1 DataNodes &npioupyouv arodeitelg Bdon g

pebodou twv zk-SNARKS yia ta Siadpopa Merkle proofs, ot oroieg kat emaAnBevetat teAdikda

on-chain.

Ethereum
blockchain

4

Filesystem
smart contract

-l

Generate and | 7 Submit . Access
retrieve seed ! Proofs results
Create " (DataNode ©
Merkle proofs "----- Request Blockreport s
(optional) _
‘ Block ‘ ‘ Block ‘ ‘ Block | B Client
Generate
Zk-proofs
Star @ 6D
Blockreport Lease Send NameNode
report Response
MNameNode

Zxnupa 6.2: Emokonnon blockreport oto tpomonomusvo HDFS
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6.3 Amnodelktiko Péco

'Etot kaBe DataNode priopet va Staypeuotel 1 va neioet yia myv akepatduna v dedo-
pévav Tiou S1aB€tel katd aopaldr] Kat enaAnOeUoIIo TPOTIo, X0Pils va Suotaletal 1) EPIoTEUTL-
KOTNTA TOU IEPIEXOEVOU TRV apXeiwv, adou ot arodeielg rmou urtoBaidoviat oto blockchain
8ev AmoKAAUIIOUV TImoTa OXETIKA 1E Ta 161a ta Sedopéva. Ta amotedéopata 1oV eAEYXOV
kataypagovrat oto blockchain kat sivat 61aBéotpa mpog toug xproteg yia afloAoynor).

H vlornoinon pnopet va diaxkpiBel oe tpia Baockd tunpata, m pébodo nmapaywyng tov
arnodeienv, 1o £Eurvo oupBoAalo KAl T1§ TPOIIOMON0EIS OV ApX1teKTtovikr] tou HDFS. Auta
aPouUo1adovial avaAduTikOTepd OT0 emopeva Kedpddala, ouvodsuopeva aro Tig OXES1A0TIKEG

anopdocelg ou Anednkav Katd tov oxedlaopod toug.

6.3 AmnodelkTIKO péco

H andbeidn g akepaldntag evog PItAok 8e6oévav ermtuyXAvetat e v KataoKeur) Kat
v enaAnBeuor) arnodeifewv Paociopévav ota Merkle proofs, yia éva 1y riepioodtepa tpnpata
autou. Andadr), 0 10XUPIoROS YVOONG ToU TpEret va arodeifel évag DataNode propel va
ekPpaotel ®g \1 KATOXN £vOG THNHATOS dedopévav Kat evog ouvodou ano hashes tou Merkle
tree, T€t010 OOTE 1] KATAOKEUN KATAAANAOU povoratioy arod autd odnyel oto {ntoupevo
Merkle root". Tia v kataokeur] katdAAnAev zk-SNARK arnobeiemv anatteitat n €Kppaot
autou, o€ popd1] UITOAOY10TIKOU Mpoypappiatog ot yeudoydoooag tou ZoKrates (6.1).

Qg dnpooieg e10060uUg oto poypappa xpelalopaote 1o Merkle root tou prmlok, kaBwg Kat
évav deixktn (index) rpog to {nrovupevo chunk oto oroio avtuotoiei n anddeln. O deiking
auTog €MAEYETAL KATd TUXaio tpomo onwg S9a doupe otn ouvéxela Kat gival anapaitnto va
ermBadAdetal kata ) dwadikaoia tng emaArnBeuong, addiwg o DataNode Sa pmopouoe va
uroBdalet orowadrjrote anodeidn srmbupei, aropevyoviag tuxov aAloiwpéva TUHPata tou
HItAok.

Ot dwtikol gicodot tou mpoypappatog, €ivat ta hashes yia v kataokeun tou povo-
matou (avtiotoya g 6tadikaciag mou napouoialetat oto 3.3), KaBwWG Kat 10 TEPIEXOIEVO
tou 1pog arodedn urpatog 6edopévav. H xprjon povo tou hash tou tpfjpatog edopévav
oty arodedn, 9a enérperne otov DataNode va arobnkevetl ta @uUAla tou Merkle tree, kat
va Kataokeuadetl tig arodeifelg Xpnotponoimviag auvtd, Xopig anapaitnta va Katéxet ta v
Aoyw Sedopéva. 'Etol n oupriepidnyn tewv dedopévav oty anodeidn xpnotponoieitat yia tmy
arodeidn g KatoxAg v ev Aoywm debouévav.

Aoy eyyevav ieploplop®v tou ZoKrates, o1 enavaAnyeig 1ov BpoxXmv Tou Ipoypappiatog
bev propouv va kabopidoviat Suvapikd, aAdd mpEnel va eival YVooTEG KAtd T PETAyA®Ti-
on, kabwg eriong ot mivakeg otig £10060Ug eival otatikou peyeboug. 'Etot, avaykalopaote
va nieplopiocoupe ta Merkle proofs dote va yxprnouporoouv éva otabepou peyéboug Merkle
tree, ave§apt)tog tou peyeboug tou prmdok. AnAadr), t6co 1o péyebog tov THNUATOV Se-
Sopévev mou avarplotouv ta @UAAa (chunks), 6co kat to Uyog tou §évipou, kabopiletal
KAtd TV MAPApEIPOoinorn 10U CUCTAHATOG, KAl MAPAHEVOUV ®G €Xewv KaB’ OAn tn 61-
apkela g Asttoupyiag tou. ‘'Etotl opidetat éva péyioto umootnpidopevo peyebog MIMAOK,
blockSizeSafeMax = chunkSize * 2¢eHe9Nt 3¢ nepimtwon mou 10 Pok, eivat pikpodte-
0O TOU HEYIOTOU UMOoTPKgOeEVoU PeYEOOUG, TIPOTIIATAL 1) CUPIMANP@OT] TOU UITOAEUTOIEVOU

THNPATOG e TV ENAVAANYI) TG akoAoubiag Tou MEPLEXOREVOU TOU, O0EG (POPEG aTatteitat.
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Kepadaio 6. ApXITEKTOVIKI] OUCTIHATOS

Autd oupBaivel povo katd ) dnpopyia twv Merkle trees, omote ta aroBnkeupéva PImAoK
oto ovotnpa apxeiov tou DataNode propouv va €xouv omnotodnmote péyebog opiletatl ano
1o HDFS (1] ka1 pikpotepo). 'Etot kabe chunk tou Merkle tree miepiExel kamoto tpnpa 6edo-
HEVOV TOU avIioToXoU PITAOK, AITAOIIONNVIAS TV EMAOYH TOV SEIKTOV/TIPOKANoE®V rTou Sa

exdidoviatl yla kabe PmAoxk.

import "hashes/blake2/blake2s" as blake2
import "hashes/utils/256bitsDirectionHelper" as multiplex
import "utils/pack/u32/packl28" as pack

def merkle_proof<N,H>(u32 index,
private u32[N][16] chunk,
private u32[H][8] siblings,
private bool[H] pathDirection) —> field[2]:
// hash selected chunk

u32[8] hs = blake2 (chunk)
u32 count = 0
u32 1vl =1

// follow path to root

for u32 i in 0..H do
hs = blake2 ([ multiplex(pathDirection[i], hs, siblings[i][0..8])])
count = count + if pathDirection[i] then Ivl else O fi
Ivl = 1vl x 2

endfor

assert (count == index)

return [pack(hs[0..4]), pack(hs[4..8])]

def main(u32 index, field[2] rootDigest,
u32 randomness,
private u32[8][16] chunk,
private u32[16][8] siblings,
private bool[16] pathDirection) —> bool:
assert(rootDigest == merkle_proof(index, chunk, siblings, pathDirection))

return true

Listing 6.1: ITpoypappa enaAnBeuong Merkle proof

H Bonbnukn 16wtk petaBAnt) pathDirection xpnowonoteitat yia tov kabBoplopo g
Kateubuvong Katd v KATACKEUT] TOU HOVOrAaTioU, Kabag kat v emBeBaimoel UrtoBoAng
tou owotou chunk. Katd v kataokevr] twv anodeiewv ano to ZoKrates xproiponotovpe
10 anodekuko oxfpa Grothl6, Adym tou YapnAou kKOotoug gas Katd Vv enalnBeuorn oto
blockchain, kafwg Kat 10 HIKPOTEPO XPOVO KATAOKEUTG TV arnodeifewv. 'Opng pia oviotta
nou éxet npooBaor) ot pia anddeln Sa priopovoe va v avaxpnoonojosl autouoid yia

v arodedn tou i6ou uroAoyiopou. Edikdtepa yia 10 OUYKERPIIEVO AMMOBEIKTIKO OXH A
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6.4 'Eturtvo oupBodaio

PIopel Kaveilg akoin KAt va XprolpoIolr)oet 111a arodeidn yia va KataoKeudaoet pia dtapope-
TIKY) £€YKUPI anodeidn yia tov i610 akpiBog 10XUp1lopo, Xopis va yvepidet tedikd v 1810tkn
yvoon [34]. Ta nmapandve Priopouv va avIPEIRIToToUV Xprotponotoviag ¢éva randomness
®g dnpooia eicodo, mou a Sagpépet ava Datanode kat Blockreport, Asttoupyoviag €101 g
nullifier yia tig arodeigerg.

I'a tov unodoyiopog tev hashes yprnotpornotovpe v KPUMIOypadiKy OUVAPTH oL Katd-
Keppatiopou Blake2s [35]. Xdapnv tng amiotntag Kat Tou PIKPOTEPOU MANO0UG UTIOAOY10P®V
IOV armatteitat yia tov UroAoyiopo g, 1) avarnapdotaot) g oto R1CS ypnowpornotet Atyote-
pOUG TEPIOPIOHROUG, KATAANYOVIAG OE PMIKPOTEPO XPOVO KATAOKEUNS TV arnodeiewv oe oxéor
He TG TIEP1000TEPES H1a0£011EG OUVAPTAOEIS KATAKEPPATIONOU, X®WPIS 0pwg va Suotadetl tnv
aogpalela Kat my 1axUinTd UToAoy1opoU.

Me xprjon tou ZoKrates, Katormyv PETAyADTIIONG TOU MPOYPAPPATOS KAl EKTEAEONG TOU
setup, popadetat 1o proving key oe 6Aoug toug DataNodes (kabmg kat 10 PETAYADTIIONEVO
mpdypappa) yia va propouv va kataokeualouv tg arodei§elg. ErmumAéov, pe xprion tou
verification key kataokeuddetat 1o €§urvo oupBodaio yia v enadrfeuorn v anodeifenv
(Verifier).

6.4 ’'Efunvo cupBoAatio

To £§urvo oupBOAdIo TIOU KATAOKEUAOAUE, XPNOUIOIolEital yia v arnobrKeuor tev
Merkle roots tov priox, kabwg kat v enaindevon twv Merkle proofs rmou unoB8aAiouv ot
DataNodes. H ermdoyr] tov mpokAnoenv yia kabe prdok (6nAadr ta chunk yia ta oroia
avapéverat 1 uroBolrn arodegng), kabopiletal péom piag yevvrplag peudotuxaiov apiB-
pov rou givatl Siabéon tooo otoug DataNodes 600 kat oto é§urtvo oupBoAato. H yevvrtpla
avtn, AapBdvel g opiopata €va omopo Katl £va avayveoplotiko PImAOK, Katl rapdayetl K yeu-

Sotuxaioug ap1Bpoug oto eUpog TRGOVY [0, 2eeHeght

1]. Aedopévou ot o1 kopBot tng HDFS
ouotadag eivat avadlomotot, o oropog ermAéyetal Katd e§iocou yweudotuxaio tpoéno on-chain
Eexwplotd yia kabe DataNode kat avaveovetal Katd v évapsn evog blockreport.

Orote, o1 Baocikég mAnpodopieg rmou arobnkevovial oto €§urvo oupBoAato, eivat to
Merkle root kdbe prmiAok, kat o omopog kabe DataNode. ErmmumAéov, eivatl anapaitntog
0 0p1oJ6g Tou TAnBoug v arodei§emv ava purlok nou unoBaidoviat (k), to mAROog v
@UAAewV Tou Merkle tree ou opidoupe KAtd TV APX1KI] MIAPAPEIPOITOINOY TOU CUOTHIATOS
(2treeHeighty xaB6g kat n Sevbuvon tou ¢€unvou oupBoAaiou rou dnuioupyet to ZoKrates kat
XpPnoworoteitat yla tov €éAeyxo g Kabe anodegng.

TMa v e§aopalion g opOrig Aettoupyliag tou ocuotpartog, 1o é§urtvo oupBoAato ulortotet
v gAaxiotn duvaty Sienagr) otg ouvapthoelg ou ektedouv ot DataNodes, eve xpnoipo-
motet ) 6npoota d1evbuvon rmou ouvodevel I CUVAAAAQYEG Yid TNV avayvoplor T0U drooto-
A¢a. 'Et1o1, 000 10 1810T1KO KA£161 ToUu Aoyaplacpou kabe DataNode mapapével puotiko, 1o

Ethereum eyyudtat v aubevuikotnta towv cuvaddayov. Ot Slenapég tov ouvaptrosmy ivat

o1 €81G:

e add_digest(blockpoolld , blockld, root): Kalsitat amno toug Xprjoteg yla v aro-

9nkevorn tou Merkle root evog prox.
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e create_seed(blockpoolld , randomness) rat peek_seed(blockpoolld): Xpnoipo-
roouvtat and kdBe DataNode yia v avavémon KAl avakinor TOU ONOPOU Toug
avtiotoixa. a v avavémon tou oropou, MAPEXETAl Pld TuXaia MapdpeIrpog aro-
KAE10TIKA Y1d TUITIKOUG Adyoug, adou edattiag Tou vieteppviopou tou blockchain dev
propet va ermteuxBeil 1 napaywyn npaypatkd twyaiov aplbpev xepig kanowa e§o-
1epkr) apépBaon. H mapayeyr tou ondpou eaptatatl erurdéov anod ) ievbuvon
tou DataNode kat i xpovoodpayida tou prmiok (oto blockchain) oto oroio cupre-
pllapBavetatl n ouvadAayr). H xpovooppayida autr) Xpnopomnoleital Kat @G XPOViKY
ofjpavon g ekkivnong evog on-chain blockreport, pe 6Aeg t1g emopeveg UrtoBoAEg
arodeigemv tou ouykekpipévou DataNode va ) Xproyionolovv ota event rmou Ka-
Taypadouv, £mg TNV EMOHPEVI] AVAVEROL TOU oTiopou. 'Etotl ermtuyxdavetatl o Xpovikog

Sraxwplopog twv Sragpopstikev blockreport ava DataNode.

e verify(blockpoolld, blockld, numbers[]): H cuvdptinon auvt xpnowornoteitat yla
v eraAnBsuon k anobeiewv nmou urnoBdalet évag DataNode yia 1o prdok pe ava-
yvoplotiko blockld. Xpnowornowwviag 1o anoBnkeupévo Merkle root tou prok, kat
tov ortopo tou DataNode arootoAéa (mapayoviag ta challenges péowm tng yevvitplag
weudotuyaiov aplBpwy), enadndevet v eykupotna tov anodeifenv péow tou Veri-
fier oupBoAaiou mou kataokeudotnke aro 1o ZoKrates. Katomv g emaArOsuorng,
Kataypagetat éva event g poporg BlockReport(address datanode, uint time, uint
blockld, bool corrupt), rmou amnoxkaldurmtetl ) dnpoola dievbuvon tou DataNode, to

ATIOTEAEOIA TOU EAEYXOU Kat 1) Xpovoodpayida tou tpgxoviog blockreport.

[Tpoxkepévou va AaBoupie UMOWV TV APXITEKTOVIKY NG opoonioviiakyg HDFS cuotadag
(2.4.6), mpoobéoape éva emimmAéov eninedo H1ax®P10110U ®G P0G T0 AvayveP1loTiko tou Block
Pool. AnAadn péow evog mapping aviiotorxidoupe éva avayveplotiko Block Pool oe piia 6o
ou dlatnpel toug ortopoug kat ta Merkle roots mou avtiotoryouv oto Block Pool autd. To
blockpoolld rapéxetat otig aviiotoixeg KAfOEG OUVAPTAOER®V TOU £§urivou oupBoAaiou ya
Vv 0pO1n eKTEAEOT] TRV H1aPOP®V AEITOUPYI®OV TOUG.

O mArpng kodikag tou £§urnvou cupBolaiou mapartibetal o avtiotolxo mapdptnua yua

Adyoug mAnpotntag.

6.5 IlapepBaoeig oto HDFS

6.5.1 ITapapeTpomnooljla XapaKt)pLoTiKa

H tporonoinon g apxttektovikr tou HDFS, cuvodevuetal anod v el0aywyn Kawvoup-
YOV ITapapérp®y, mou opidovial mpwv v eKKivnon tou cuotnpatog. 'Oneg 1én avagépa-
He, ot Pacikotepeg autov givat 1o UPog tov Merkle trees mou kataokesudadoviai yia Tov
gleyxo v 6edopévav, kabng kat 10 péyebog TV TPNRAtev dedopévav (chunks) mou avti-
MPOORITEVOUV ta @UAAa tou. Ot mapaperpot autoi Sev egaptovial apeoa aro 1o péyebog
prAlok. Anladn ot xproteg tou ouotnpatog eivatl oe 9€on va ermAéyouv 1o pEyebog pmlok
ava apyeio mou ypdgouv Eexmpiotd, onwg opidetat arno to HDFS. 'Opwg to péyiloto mirnbog

d6edopévav yla kabe prmdoxk mou prnopet va enaAnOesutel and 10 mPOToKkoAdo, sival 100 pe
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6.5.2 T'pagoviag éva apyeio

blockSizeSafeMax = chunksSize * 2reeHedht - Ay 10 péyeBog prdok ermAeyPei peyadvtepo, ta
6edopéva TIou eP1o0eVOUV gival eUAADTA 08 AAAOINOETS.

Eruutidéov, 1o ouotnpa ermBdAet tnv Katoxr) Sexwplotov ethereum Aoyaplaopov yia kabe
DataNode mou xprowporolouviat yia v adAnAenidpaon pe 1o €§urvo cupBolailo Kat Ka-
Yopidouv v tautonta toug kata 1o blockreport. Kabe DataNode 6iaBeter ano éva wallet
apxeio yua ) dtaxeipion tou Aoyaplacpou Tou, OTo Ortoio £xel pdoBaor Povo o 18106 Kat
10 AOYIOMIKO TTOU eKteAel. Aviiotolya Kat Ol XP1joteg TOU OUCTIIATOG MPETEL va ditabétouv
¢vav ethereum Aoyapiacpo yia v uroBoAr] tov Merkle roots oto £€§urtvo cupBodato. Ta
Vv 1pooBaoct tou Aoylopikou oto wallet, ripérnet va oplotouv 10 POVOoTATL ITIPOG TO AVIIoTOTX0
apxeio Kat 0 KAd1KOg TPooBaong MG MAPAIETPOL.

‘AAAeg TAPAPETPOL TIOU arattouvial eivat n 6ievbuvon tou éSurtvou cupBoraiou oto
blockchain, n IP &ieubuvon evég kopBou tou blockchain otov omoio otéAvoviat ot ouvadia-
Y€g mou Snpoupyouvial arnod toug KOpBoug T0U CUCTHIIATOG, TO AVAYVOPIOTIKO TOU H1KTUoU
ethereum ka1 1o mAnOog twv Merkle proofs rou mpérnet va urtoBaAAoviatl avda PIAox.

ErmumtAéov, mapexoupe 1 duvatotnta nmapdAAning kataokeung tov Merkle trees kabmg
katl tov zk-SNARK arobeie@v katd 1o blockreport, pe 1o mAr00g vipdiev mou Xpnotuo-
molouvIal otnv Kabe Asttoupyia va sival apapeIpoojoljlo, yia myv KaAutepn diaxeipnon
1OV OP®V ToU uttodoylotr). ‘OAeg ol mapdperpot autoi, opidoviat oto apxeio hdfs-site.xml,

padi pe tg urntdAorieg tou HDFS.

6.5.2 TI'pa¢govtag £éva apxcio

Becrpwviag ot o1 kKOpBot tou HDFS eivatl avadidrmotot, n eUpeon Katl artobfjKeuor] tov
Merkle roots enagietal otnv eubUvn 10U Xpriotn. 'a kabe prdok dedopévav mou ypaget oto

gtreeHeight chunks otaBepot peyéBoug mg @UAAa Tou Sévipou, Ta omoia Kat

ouotnua, opilet
YERIeL pe 1O TIEPIEXOPEVO TOU eV AOY® PrtAok. To meplexopevo tou prdok enavailapBaverat
£0G 0Tl CUPIANP®OOUV 0Aa ta chunks. It ouvéxela, XpNnoTHOMOIWVIAS TV KPUITIOYPAPIKI)
ouvdptnon katakeppatiopou Blake2s, kataokeuddet to Merkle tree kat unoBaAet v pida
10U yla arnobrikeuor oto £§urivo oupBoAato péow tng ouvaptnong add_digest(). To urtoAoiro
nP@IOKOAAO Asttoupyiag tou HDFS napapével og £xetv.

[Tio ouyKeKP1IEVA, OTIOG TIAPOUCIACTNKE 010 Ye@pnuiko pepog (Kepddato 2.4.7), oto Ao-
YIOH1KO TTOU €KTEAEL 0 XPrjotng yla v eyypadn evog apxeiou oto HDFS, ektelouvral 6uo
VIIHATa yid TV avayveon ToU apXeiou armod 10 TOTKO oUoTHHd apXEi®V KAl TNV art0oTOAn
tou otoug DataNodes avtictoixa. ITAéov, to DFSOutputStream Siatnpet évav buffer omou
ouoo®pevel Ta 6ebopéva evog PIMAOK, KATA TV AvAyveor] ToU drnd 10 TOIMKO cUoTtnpad ap-
Xelwv. MOAlg oupriAnpwBei éva prdox, dSnuioupyei 1o Merkle tree kat e§ayet ) pida tou.
Aebopévou ot Sev €xel Seopeubel akopa KAMO0 AVAYVOPLOTIKO Yid TO €V AOY® MITAOK, TO
toroBetel oe pa oupda. H oupd autr, opilet pia ox€on napayeyou-Katavaletr) Petasy tov
6U0 vnuatev (0reg Kat 1 oupd yla 1a MaKETa 6edopEvav).

O DataStreamer, yla kaBe prAok rou petadidetl ermkovavet pe tov NameNode yia v
nmapayeyn Kat 6£0p€U0n £vog avayveplotikou. Metd tnv 0AoOKANP®Oon g PETadoong evog
prmoxk, agpaipet 1o avtiototyyo Merkle root aro v oupd KAl KATAOKEUALeL pia ouvaliayn

yla kAror) g ouvaptnong add_digest(blockpoolld, blockld, merkleRoot) tou é§urtvou ouy-
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Kepadaio 6. ApXITEKTOVIKI] OUCTIHATOS

BoAaiou. Aedopévou 6t kat ot §uUo oupég, maketwv kat Merkle root, eivat FIFO (First In
First Out) 6ev amatteital KATIO10G CUYXPOVIONOG Yla 1) 0oty avilotoixnon t@v Merkle roots
ota prmdok. EZaipeon arotedei 1o tedeutaio prmdoxk tou apxeiou yia 1o omoio r cuvadiayr)
Kataokevadetat arno 1o DFSOutputStream katormy arootoAng TV TEAEUTAIOV TIAKETOV ATIO

tov DataStreamer. To tporonoinpévo mPOTOKOAAO Ttapoucialetal oto oxnpa 6.3.

DFSQutputStream| DataStreamer

_ dispateh_ |

NameNode ‘Smart Contract

‘ DataNodel ‘

createFie()

HdisFileStatus '[I

dispatch

read all file
content

loop until

" poll for
block is read chunk packels in addBlock() >
filled or of file
reached dataque LocatedBlock H
EOF 1 add packet to dataquisue . e L L CEECRTREES S
if previous block exists

dequeue and upload its root

create
L [ S P e SO S, U
[ add Merkle rool lo qleve e doquene and

v block is write packet
ompletd
or J| S
flush :
[ushegt Forward to next
Datanode in pipefine
L I I T T
flush last chunk of data s ST B B S

upload last Merkle root

>
i
T | A

return

complete()

7l

Yxnpa 6.3: Modified write file sequence diagram

H arootoAr] 6Aev tov cuvallayov avatibetat oe exmploto vijpa nou diatnpel pia ouvde-
on pe tov KopBo, yla v anopuyr Kabuoteprioewv otig faocikeg Aettoupyieg tou HDFS, opwg
yla Adyoug arddtntag 8 @aivetatl oto oxfpa. To vijpa auto avapével oe id OUYXPOVIOHEVT
Alota yla kawvoupyla {euyn avayvoplotikou priok kat Merkle root, ta omoia ipooBétouv ta
6uU0 Baowkd vipata mou petEXouv otV eyypadn tou apyeiou. I'a kabe {euyog rou AapBavet,

dnpoupyel pa véa cuvadAayr) v onoia Kat oTteAvel oTov .

6.5.3 Blockreport

KdBe DataNode ekkivel éva blockreport avd kamowo optopévo Xpoviko dtaotnua, evi-
pepovoviag tov NameNode oxetika pe ta pridok nou iabétel. H Sadikaoia autr) propet
ermiong va rpaypatornoindel katd napdayyeApa 1ou Xpnotn Je xpnon g evioAng hdfs dfsad-
min -triggerBlockReport <datanodelP:port>. Agbopévou ot o DataNode pmopet va toxupt-
otel TV KATOX1) 0ro10udote PItAoK, eivat erbuunt) 1 anodei§n autou tou wxuptopou. I'a
10 OKOITO0 auto, kaBe DataNode, katd ) Siapkeia tou blockreport kataokeuddel katdAAnia
Merkle proofs yia 6Aa ta prdok Sedopévev rou 61abétel. Lt OUVEXEW, XP1OIHOIIOIOVIAS

ta Merkle proofs, 1o ZoKrates kat 1o proving key kataokeudletr zk-SNARK arodeigeig tig
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6.5.3 Blockreport

ortoieg kat urtoBdalet oto €Eurtvo oupBoAaio rnpog eraAr|feuor. Kabe anodedn sival ikavr va
MEI0E1 OXETIKA PE TNV KATOXT KAl TV akepalotnta evog turipatog (chunk) tou avtiototyou
pridok dedopévav.

H 6wabikaoia mou akoAdoubeital katd 1o tpornorounpévo blockreport rmapouoiddetat oto
oxnpa 6.4. To vijpa BPServiceActor eivat urteubuvo yia v nieptodikr) artootoAn heartbeat.
[Tpokepévou va Eekvrioetl €va blockreport, o DataNode otéAvel éva heartbeat artoupevog
yia éva blockreport lease arto tov NameNode, 1o oroio Kat 10XUel yid €va OplOPEVO XPOVIKO
Sraotnpa. Zin ouveéyxela ermdéyet Eva tuxaio apibuo (randomness) kat Snpioupyel pia cuvai-
Aayr) yla avavémor) Tou oriopou Tou oto £Eurtvo oupBoAato péow g create_seed(blockpoolld,
randomness), TOv 01010 KAl avaktda peoe g peek_seed(blockpoolld). T'vopiloviag mAcov
TO OTIOPO, PITOPEL Va TAPAYEL TIG TIPOKATCELS TTOU TOU avaAoyouv yia KAOs PmAoxk, Xprotpo-
TIOIOVIAG TNV YEVVITp1a Peudotuxainv aptdpov.

Ia kdBe prdok rou 61abétet oto TOrKO cuotpa apxeiwv, 61aBdadel 1o epleXOEVO TOU
Kat kataokeualel to Merkle trees (avtiotoixa tng pebodou mmou akodoubel Katl o Xpnotng).
Aedopévou Tou OTIOPOU KAl TOU avVAYVAOPLOTIKOU TOU £V AOY® UITAOK, Bpioketl T1g {ntoupeveg k
mAnBoug pokrAnoelg kKat kataokeualel Merkle proofs yia ta avtiotoixa @UAAa tou 6évipou.
Ta Merkle proofs kafe pridok artoBnkevovial rrpoowpva ot pia Atota. Apotou, 0AoKANP&Oel
n Sadikaoia yia 6Aa ta prdok tou DataNode, n Alota pe ta Merkle proofs nmapaympeitat
oe Eexwploto vrpa ZKProofT, eve 1o BPServiceActor otéAvel otov NameNode t) Aiota pe
1A PIMAOK 0TS 0Pidel T0 KAAOIKO MPOTOK0AA0 tou HDFS eriotpédoviag otnv Kavoviky ToU
Aettoupyia.

To ZKProofT pe 1t Ponbeia tou ZoKrates, kataokeudadel zk-SNARK armodeifelg yia ta k
Merkle proofs tou kaBe prAok nou Ppioketat otn Alota, Kat 11§ vroBadAet yla ernalrnBeu-
on oto £gurtvo oupBoAaio péow tng verify(blockpoolld, blockld, numbers[]). H xkataokeur)
1wv zK-SNARK anobeifenv eival apketd anarnukn dadikacia og npog 1 Sidprela kat
TNV KAtavaAloKOPEV UOAOY10TIKY] 10XU. 'Etotl 1 avdBeor| g $exmploto vijpa ermtpénetl tov
Staxwplopo tou blockreport oe off-chain kat on-chain otadia, 6rou povo Katd 10 MPOIO
o DataNode &ev eival anokpiopog. Andadn to on-chain blockreport 6ev kaBuotepel v
EMMIOTPOPT] OTI KaAVoVik) Asttoupyia tou DataNode, opwg eivatl mbavo va petovet ) diekre-

PAIDTIKY] TOU 1KAVOTNTA, PEXPIS OTOU OAOKATNPKOEL.
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BPServiceActor

ZKProofT MNameMNode Smart Contract
j j i
i i i
| | '
i i i
: : '
! ! ;
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blockreport lease ! o '
T '
j '
\ '
return response ! '
e s e :
| | ;
i i i
: : '
i i '
. | | H
generate and retrieve seed ! ! g
] [ Lall
| |
i i
ez ... retunseed . . U
i i '
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'
'
'
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Yxnpa 6.4: Modified blockreport sequence diagram
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Kegpalaio

IIeipapatiryg a§ltoAdynon

7.1 MeOodoloyia

H nelpapatikn aglodoynorn paypatornor)fnke oe pia ardn ouotada HDFS rou arote-
Aettat ano poAtg évav NameNode kat évav DataNode. 'Etot, 6Aa ta Sedopéva tortobetouviav
otov povadiko DataNode 10U oUCTN1ATOG, ETTITPETIOVIAG TOV XEPIOHNO0 TOU MAHO0UG TV PITAOK
Kal teAkd tov anodeiemv mou urnoBaAloviav katd 1o blockreport. e 6Aa ta nepdaparta,
apaxwPnOnKav t€o0eplS ITUPTVEG TOU EIMESEPYAOT] AIMOKAEIOTIKA V1A TV KATAOKEUL] TQV
Merkle proofs kat tov zk-SNARK arobeiewv katd ta blockreports.

Yxeukd 1o Ethereum blockchain, xpnowponow)0Onke 1o epyaleio Geth [36] yia tnv eyka-
TA0oTNOoN KAl eKTEAE0N €vOG TOrMKOU, 181wTKoU S1KtUuou e PoAlg évav kopBo. Ta v e€a-
opdaAion pag otabepng Porg Kavoupylov UIAOK oty aAuoida, deopevtnke €vag rmuprvag
TOU ere§epyaotr] AroKAE10TIKA yia 10 mining. ErumAéov 1£0nke katdAAnia to difficulty
Kata 1 dnuioupyia tou genesis block, dote 10 amartoUpevo XPoviko Slaotnpa £10ay®Oyns
KAwoupylev UIMAoK otnv aAucida va npooeyyidel Katd Péco 0po ta 24 deutepoAera.

IMa kabe MapapPETPOIIOino TOU CUCTIIATOG ITOU £§epeUVHONKE, PO yeital 1 PEtayAotu-
01 TOU IPOYPARPatog yia v ertaAnfsvor) tov Merkle proofs pe xprjon tou ZoKrates, kabwg
Kal N apay®yn Tou Kawvoupylou {euyoug proving key kat verification key. Avtiotoika, e-
ravadapBavotav ) dnpioupyia tou £§urtvou oupBoAaiou Gote va QEPEL TIG VEEG TTAPAPETPOUG
Kat To kawoupyto verification key.

IMa v e€ay®yn 1oV PEIPTOE®V IPAYHIATOIOW]ONKE 1] EKTEAE0T £VOG TIEIPAPATOG TOUAQX1L-
OTOV TIEVIE POPES Yia KAOE TIAPAPETPOIIOIN 0N TOU CUCTAIATOG, OUVAYOVIAG TEAIKA TV PEOT)
T TOV EMPEPOUS XPOVaV eKTEAeong. EmumAéov, amait)fnke katdAAndog XE1plopog 1oV
AKPAi®V TIHOV MoU Tpoékuwav egattiag mbavov actoxX1®v TOU UAIKOU 1] AAAGV e§RTepikaV
apaAyoviev, He 10 meipapa va enavaiapBavetal meploootepeg POPES OTIOU KPiOnKe anapa-
ttnto. 'OAa ta mapandve ototxeia AoylopikoU eKteAouviav otov 1610 UTtoAoy1otr), ToU ortoiou

ot podiaypadég napatiBeviat yia Adyoug minpotntag.
e GNU/Linux 5.4.0-104-generic, Ubuntu 20.04.4 LTS
e AMD Ryzen 5 3600, 3.6 GHz
o RAM G.Skill RipjawsV DDR4-32000MHz (4x8GB)

e Western Digital Blue 1TB HDD, SATA III, 7200rpm, 64MB Cache

AinAeopatxny Epyaocia m



KepdAao 7. Tlelpapatxkn a§loddynon

7.2 Eyypa¢n apxeiou

H eyypaon evog apxeiou amotedel ) Paoikotepn Asttoupyia tou ouotpatog Kat pia
ano TG Kuplotepeg Sieragég yla tov xprotn, Kadotoviag anapaitnn v a§loddynon tou
QVTIKTUTIOU TTOU ETUPEPOUV 01 TPOIOMO0e1g. Xprotponowwviag peyebog prmdok 64 MBytes,
mpaypatornoteitatl n eyypadrn evog tuxaiou apxeiou peyéboug {(512MB, 1GB, 2GB, 4GB,
8GB]} ({8, 16, 32, 64, 128} prdok avtiotolka), Kal Kataypdadetal 10 OUVOAIKO XPOVIKO O1-
aotpa S1eKMEPAiONG TG O OAEG TG TEPUTIOOELS, KAO®g KAl 0 XpOvog Iou anattbnke

AMOKAEI0TIKA Yid TV KATAOKEUT 0Awv Tov Merkle trees.

Time spent creating Merkle trees

70 4
—e— chunk_512
—a— chunk_1lk
601 —s— chunk 2k
chunk_4k

50 4 —= chunk_8k

Time (sec)
=Y
[=]
1

w
(=]
1

10 4

T T T T
512m 1g 29 4q 8g
File Size

Zxnpa 7.1: Awaypauua Siapkeiag kataokeurg twv Merkle trees kata v eyypagn evog apye-
iou

'Onwg elvat avapevopevo, o xpovog kataokeung tov Merkle trees eivatl pikpotepog yla
peyadutepo chunk size, 6edopévou o1 pewwvetal 1o UPog tou S€vipou, dpa Kal 1o mAnbog
v hashes mou anatteitatl va vnioAoyotouv. H avtiotoixn katavour) gaivetat 0t petapepe-
1Al KAl 0T0 OUVOAIKO Xpoviko Sidotnpa eyypadng tou apxeiou oto HDFS. Ondte n xprnon
peyaAutepou chunk size kat pikpOTEPOU UPOUG HEVIPOUG EUVOEL TNV TAXUTEPD £YYPADT] TRV

apXel®V OTO TPOTIOTIOINEVO CUCTHA.

H anobnkevorn twv hashes oto blockchain eiodyet pia ermumdéov kabuotépnon €mg 0Tou
ol ev A0ym ouvarlayég ouprepldapbnOouv oto Kavoupylo PUMAOK g aAuocidag omou kat
kabiotaviat Sabéopeg yia ) Swabikaoia ernalrnbsuong v arodei§ewv. H kabuotépnon
auty) darmotddnke G pooeyyidel katd péco opo ta 15 SeutepoAernta, opwg de ouprept-
AapBdvetat oto daypappa Kabwg 0 Xprjotng Uopet va ouvexioet ) ouvnOn Asttoupyia tou

X®PIg KArmola emimeon ot dadikacia avtr).
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7.3 Blockreport

Client file upload (total time)

100 1r— not_medified
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Zxnpa 7.2: Awaypauua diapkelag eyypoagng evog apxeiou

7.3 Blockreport

Ta wmv a§oAoynon tou blockreport tou cuot)patog Xprowpornow)nke blockSizeSafe-
Max ico pe 64 MBytes, ®Ote va €MMITPENEL EMAPKT] EEEPEVVIOT TOV S1APOPETKGOV TTAPA}IE-
TPOTION0E®S, XWPIS va umepBaivel 11 dUVATOTTEG TOU UTIOAOY10TL). XTn OUVEXElWd, yia da-
(POPETIKEG TIApAMETpOITooelg Tou chunk size kat avtiotoixa tou Uvyoug twv Merkle trees,
KaOwg Kat TV arnattoupevev anodei§emv ava ok, ektedéotnke 1o blockreport e§dyoviag
) XPpovikn S1dpKela autou Kal 1oV eMpépoug otadiov tou.

Katd ) diapkela tov nelpapdiov ermkevipobrnkape os évav DataNode o oroiog 51€0gte
128 prAoxk oto TorKoO ToU ouotnpa apXeiov tou, peyéboug 64 MBytes to kaBéva. H smdoyr)
10U IMAN00UG TV dedopévav MPayHatono|fnKe Pe yvouova ) Xpovikn SidpKela eKtEAEoNS
TV MEPLOCOTEPO ATTALTTIKMV MEPAPRATOV, GOTE VA PNV SEMEPVA TO TIPOETNAEYHEVO XPOVIKA
Sraotpa petadu 6waboyxikmv blockreport (6ndadn tg 6 opeg). To chunk size AapBavet
Tpég {512Bytes, 1KByte, 2KBytes, 4KBytes, 8KBytes} pe 10 Uyog twv Merkle trees va
petaBdadAetat avtiotoa {17, 16, 15, 14, 13}.

Apxika mapatifetat 10 daypappa mou mapouctdalel 1 S1dpKeEld avAyvoong OA®V IOV
PIMAoK amod 10 TormKoO cuotnua apxeiov kat dnpiovpyiag twv Merkle proofs (Zxnua 7.3).
'Onwg @aivetatl oto diaypappa, n avinorn tou chunk size euvoel v TaxUTePn MAPAYOYH TRV
Merkle proofs, kaBog peidvet 1o péyebog twv Merkle trees rmou kataokeuddovial, KataAryo-
VIag OtV avaykrn uroloyiopou Atyotepwv hashes. Emiong, eivat gavepo nog n avayveor
TOU TEPIEXOPEVOU OA®V TOV UITAOK E€10AYEL Pla onpaviiky kabuotépnon oy Sadikaoia.
AvuiBétwg, 1o AN0og 1wv Merkle proofs 6ev mapouciddetl 181aitepo Xpoviko aviikiumo, Ka-
9wg n kataokeur tou Merkle tree mpaypatortoteitatl PoAlg pia @opd avd PIAoK, He OAEG TIg

arattovpeveg anodeifelg va e€ayoviatl ot ouvéxela ano auto.
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Reading data and creating Merkle proofs (128 blocks)
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Zxnpa 7.3: Awaypaupa didpkeiag avayveoong tov UnAok kat kartaokeung tov Merkle proofs
Kata 1o blockreport

Avtiototxa, oto Zxnpa 7.4 nmapouotdadetal To oUvoAlko dactnpa omou o DataNode ma-
papével U anoxkpiolpiog katd 1o blockreport. AnAadr), amno v ekkivnon evog blockreport
€0g ) ANyrn) g anavinong ano tov NameNode katoruv avapopdg tng Alotag pe ta PmAok
rou o DataNode 61aBétel. H Swadikaocia auvrtr) arotedeital aro ta dadoyika Prjpata én-
Hloupyilag Kal avakinong ToU KAalvoupylou Oropou, g Kataokeurg twv Merkle proofs kat

g ermkowvaviag tou DataNode pe tov NameNode.

To otddio dnuoupyiag KAl Avaxkinong T0U orOPOoU MAPATPHONKE NMOG E10AYEL YA EITL-
mA¢ov kaBuotépnon, Kabwg n ouvaddayr] avaveé®ong T0U OITOPOU TIPETIEL va oUUIEP1AN POl
oto blockchain. H xaBuotépnon aut e§aptdtat amo i ouxvotnta £10ayayrg Kavoupyleav
HIAoOK otV aAuoidag, eve otV MEPII®OOT] Pag apatnpndnKe va rmpooeyyidel Katd 11€00 6po
ta 15 SeutepoAerta. AapBavoviag unoywn neg X®P1g TG TPOIIOO0elg ITOU avapEéPOUlE, yid
10 1610 TIAN)B0g Hedopevav kat peyebog block, n péon diapkeia evog blockreport tou DataN-
ode 6ev Eemepvouoe ta 25 msec, yiverat @avepn 1 eruBapuvon wg 1pog ) dtabeopdtnta tou

KopBou.

'Opeg yia 1o ipoavapepBev mAnog Sedopiévev Kat v IPOETUAEYHEVT] OUXVOTITA EKTEAE-
ong tou blockreport rou sivat pia @opd ava £8 dpeg, 10 xpovikd dactpa rou o DataN-
ode dev eival anokpiollog MAPAPEVEL OXETIKA HIKPO, KAl adou ol smpépoug DataNodes
dev umoypeouvial va extedouv tautdyxpova 1o blockreport, teAikd pe peydin rmbavotnta
9a Bpioketal ava naca ouypr) karowog Siabeopiog DataNode yua ) Siekniepaimwon tov at-
MPAtV v xpnotwyv. H kabuotépnon aut) 6peg auidvetal ypappika He ToV OYKO T®V
debouévav rou mpérnet va arodei§el o DataNode, miepropidoviag teAdikd tv KAHAK@OTIOTTA
tou ouotfjpatog. To tedsutaio sivat epiktd va BeAtwOel e avdbeor) meEPIOoOTEPOV TTUPTIVOV

otnv kataokevur) tv Merkle trees, kat ) xprjon RAID cuctoikiag og jita mpoottt) Auon ya
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Block report (DataNode downtime for 128 blocks)
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Zxnpa 7.4: Aaypauua didpreiag un anokpiowns eaong tov DataNode kata to blockreport

TaXUTEPD), TAUTOX POV IPOoBaOoT) KAl AVAKINOT) TRV EMPEPOUS PITAOK ATTO TO TOIKO ouotnid
apyelov.

H xpovikr Sidpkela kataokeung v zk-SNARK anobeiewv rapouoiddovial oto Lxnpa
7.5. Av xat dev meplopidetal 11 QUOIOAOYIKY AElTOUPYia TOU OUCTHHIATOG, £ival @avepd MG
anatteital onpaviika mePloootePOg XPOVog yla TV Kataokeurn toug. To xpoviko Siaotnpa
rataokeung pag zk-SNARK anobeidng yia éva Merkle proof kaBopiletal kuping amo to
nAn0og 1wv hashes rmou amodsikvyovial, 1000 IOV EVO1AIIECHV TOU FOVOIIATIOU 000 KAl TOU
epleXopévou tou ev Aoy® chunk. ITio ouykekpipéva, n Blake2s xwpilet tnv aubaipetou
pnkoug €icobo oe ermpépoug TPnpata prnkoug 512bits, ota omoia kat Asttoupyet dradoxi-
KA. AnAadn 1o KOOTog UMoAOY1opoU tng €gaptdtal ard 1o PrKog tng €oodou. 'Etot sival
AVAPEVOPEVO VA TAPATNPOUE ONPAVIIKA audniévo XpOvo KATAOKEUHS TV anodeiemv yia
peyaldutepo chunk size. 'Opeg yia otabepd péyebog pmdoxk, n peiwon tou chunk size de
OUVENAYETAl YPAPHIKY] PEi®Oon TOU XPOVOU KATAOKEUNG Tov arodeifewv, kabmg autavetat to

Uyog tou Merkle tree, ordte Kat 10 PKOG TOU HOVOIIATIOU TIOU AOSEIKVUETAL.

TéAog, mapatifetal 1o Siaypappia 10U CUVOAIKOU XpoviKoU diaotrjpatog tou blockreport,
amo T OUyPr g €KKivnong €mg tv uroBoldn kat tg tedeutaiag zk-SNARK anddeigng
(Exnpa 7.6).

Av Kal amod 1a Maparndve KataAfnyoupe nog pikpotepo chunk size odnyel oe tayutepn
napayeyn v zk-SNARK arnobei§ewv, agidel va epeuvrioouyie 1o ooootd tev §edopévav mou
TeAkd eAéyxetatl oe Kabe mepintworn, kKabwg autd Kpivel kat ) feBatdtnta Tou Xpr)otn OG IIPog
Vv arepadta v dedopévav tou. Awatnpaviag, otabepo 1o mArbog twv dedopévav mou
anodeikvuovtat oto 1 MByte and to ouvolo tov 8 GByte rou 61abétel o DataNode (6nAadn
16A 0 0.0122% 10U oUVOAOU TV He60PEVRV), TTAPOUCIAOUHE TO XPOVO KATAOKEUNG TOV

zK-SNARK arobeienv yia ta Siapopetikég napaperporotrjoetg tou chunk size, pubpidoviag
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KepdAao 7. Tlelpapatxkn a§loddynon

ZK-Proof generation (128 blocks)
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Zxnpa 7.5: Awaypauua 6iapreiag karaokeung twv zk-SNARK anobeifewv

On-Chain Report Total (128 blocks)
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Zxnpa 7.6: Awaypauua ovvojkng dwdpkeiag blockreport

KatdAAnda v mAfog tov arnodeiewv nmou uvnoBaiAoviat avd pridox (Exfpa 7.7).

Eivat Adoudv gavepod niwg n avdnorn tou chunk size eival aiobntd anodouxdtepn pebodog
KAAUYNG rep1oodtepou mArBoug Sedopévav o aviibeon pe v auvdnorn tev anodeiewv. H
9éon aut) evioyuetatl teAdkdA Kal ard 1o KOotog enaAnfeuong towv anodeiewv oto ethereum

blockchain (Zxrjpa 7.8), to oroio e§aptdtal arnokA10TIKA Ao 1o MAR0og Toug.

'‘Ouwg 1 avdnon tou chunk size 0dnyel oe onpavukd avénuéveg anaitfjoelg oe PV
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Proving 1MB out of 8GB
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ynua 7.7: Aaypauua karaokeung zk-SNARK anobeiewmv yia otadepo mandog dedousvov

Verification Gas Cost (per block)
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Zxnuna 7.8: Awidypauua Kootoug emaindevong tov anodeifemv evog uniok (o gas)

RAM, kdu mou 1meplopidetal anokAE10TIKA Ao 10 VAIOHIKO tov DataNodes (Zxnpa 7.9).
AnAabdry, n MapapEeTPOIOino 10U CUCTHIATOG £6aPTATAL A0 TG IIPOd1ayPAPES TV UITOAO-
Y10TIK®V OUOKEUQV ITOU TO OUYKPOTOUV, £V® IAPOUOo1dlel HUOKOAleg KATA TV KAPAKOON ©G
rpog to TAN00g tev rpog arodeidn dedopévav. Tuprnepaivoupe £€tol wg n BéAtiotn napa-
HETPOIIOINOL TOU CUCTHATOS € YVOIOVA TNV PEY10TH KAAUYn 6edopévav Katd Tov €AeyXO,

01O €AAX10TO HUVATO XPOVIKO S1dotnjia, EUVOEITAL ATIO TNV £IMAOYT] TOU PEYAAUTEPOU EPIKTOU
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chunk size ou unootnpidetat amno ) dabéon RAM 1wv DataNodes.

RAM Utilization per ZoKrates Thread
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Txnpa 7.9: Awayoauua anaitrioewv os RAM yia xdde extefovuevo viua katd tnv Kataokeun
v zlk-SNARK amnobeifewv

Eivat dowrov gavepod niog av kat ta zk-SNARKSs anoteAdouv éva 10XUpo amodelkTiKo ep-
yaleio mou propet va eyyunBetl pndeviky) yvoor, datnpoviag v 1010TKOTIA IOV IIP0G
anodeidn 10XUPIoPGV, P0G TO MAPOV 1] XPHON TOUG 0t PeydAng KApakag epapuoyeg ivat

TIEPIOPIOHEVT] AOY® TOV CNHAVIIKA UPNA®V UITOAOYI0TIK®V ATIAIT|CERDV TTOU Td CUVOOEUOUV.

7.4 Zuvaptnon Katarsppatiopou

'Onwg Sarmotodnke KAtd v MEPAPATIKY] a§loAdynon ToU OUCTHHATOG, I KATAOKEUT)
1wv zZK-SNARK anobeienv eival n otevordg tou tpororotnpévou blockreport, pe ta hashes
Va ArnoteAouv 10 MEPIOCOTEPO UTIOAOYIOTIKA akp1BO Pripa tou 1rpog anodein urnoloyiopou.
'Etot, kabiotatal avaykaia n emdoyr] KAatdAAnAng ouvaptnong KAtaKePPATIOPoU ylad TtV
€Aax10TOIo|on ToU Xpovou Kataokeur)g twv zK-SNARK arobei§ewv. Ta to okord autd
eruAégape v BLAKE2s kat kataokeudoape ) 61kr) pag vdonoinor Baciopévr oto RFC-
7693, mote va tauti¢etat pe 1o endianness kat ) pé6odo UMOAOY1oP0U TTOU aKoAoubel to
ZoKrates, n omoia kat xpnotwpornoteital yia v kataockeun twv Merkle trees oto cuotnpa.

H emmdoyn auvtr dev éyive tuyaia. Ia tov katakeppatiopod pla oupBoloosipag auba-
ipeTou pnkoug, 1o ZoKrates rapéyet ) Suvatotnta Xprong OplopEVEV OUVAPTHOEMY OTIWG 1)
SHA-256, n SHA-3 kat 1 BLAKEZ2s, e v nipoUnofeson napayepiopatog mg 10060u aote
va €xel teAdkd PnKog rmoAdaridoio v 512 bits. Me xprjon evog armlou mpoypappiatog oto
ZoKrates yia v anodei§n urmoAoylopou 10U KATAKEPHATIONOoU yia pia tuxaia eicodo, urto-
Aoylotnke 0 anattoupevog Xpovog yia v kataokeur] pag zk-SNARK anédeigng ouvaptrion

10U pPfKouUg 6 €10060u. Ta amoteAdéopata rapouotddoviat oto Zxnua 7.10, kat gavepmvouv
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7.4 ZTuvdapinon Katakeppatiopou

KOG 1 KATaoKeur] g anodedng ya v BLAKE2s anattel onpaviika Atyotepo Xpovo arod

T1G UIMOAOLITEG OUVAPTNOELS, avadelkvUovIag v oG BEATiotn ermAoyr).

ZK-Proof of computation of a Hash Function
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Zxnpa 7.10: Awdypappa xpovou kataokevnc zk-SNARK anodeing vrofoyiopov evog Hash
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Mapaptnpa

Kwdirag é§unvou ocupBoAaiou

// SPDX-License-Identifier: UNLICENCED
pragma solidity >=0.4.22 <0.9.0;

import "./verifier.sol";

contract Data {

// Need to be instantiated on deployment
uint constant num_chall = 1; // challenges/block
uint constant num_chunks = 65536; // chunks/block

struct bp_struct {
mapping (uint=>bytes32) roots;

mapping (address=>uint) seeds;

mapping (bytes32=>bp_struct) bp_data;

Verifier verifier;

event BlockReport(bytes32 indexed blockpool, address datanode, uint time,

)8

constructor () {

verifier = new Verifier();

uint blockId, bool corrupt

function add_digest(bytes32 _bp_id, uint _block_id, bytes32 _root) external {

bp_data[_bp_id].roots[_block id] = _root;

function create_seed(bytes32 _bp_id, uint randomness) external {

uint seed = block.timestamp;

// pack both randomness and timestamp in 256bit uint (timestamp on LSBs)

assembly{

let shifted_rand := mul(randomness, 0x100000000000000000000000000000000)

seed := or(seed, shifted_rand)
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Mapdptpa A'. Kedikag é§urivou oupBoAaiou

}
bp_data[_bp_id].seeds[tx.origin] = seed;

function peek seed(bytes32 _bp_id) external view returns(bytes memory) {

return abi.encodePacked(bp_data[_bp_id].seeds[tx.origin], _bp_id, tx.origin);

// generate a series of _count random numbers using a seed

function gen_challenges(bytes memory _seed, uint _block_id) internal pure returns (uint[num_chall]

memory) {

uint[num_chall] memory challenges;

uint tmp = uint(keccak256(abi.encodePacked(_block id, _seed)));

challenges[0] = tmp % num_chunks;

for(uint i = 1; i < num_chall; i++) {
tmp = uint(keccak256(abi.encodePacked(tmp, _block_id)));
challenges[i] = tmp % num_chunks;

}

return challenges;

function get_input_vector(bytes32 root) internal pure returns(uint[5] memory) {

uint[5] memory input;
// implemented with inline assembly for gas efficiency

assembly {

mstore(add(input, 0x40), and(root, Oxffffffffffffffffffffffffffffffff))
mstore(add(input, 0x20), and(div(root, 0x100000000000000000000000000000000), 0

XFEfffffffffffffffffffffffffifeerer))
}

return input;

function verify(bytes32 _bp_id, uint _block_id, uint[] memory numbers) external{

// first get a reference to the blockpool storage
bp_struct storage bp_pointer = bp_data[_bp_id];
// grab the seed and generate challenges
uint seed = bp_pointer.seeds[tx.origin];
uint time;
assembly{
time := and(seed, Oxfffffffffffffffffffffffffffffffe)

}

uint[num_chall] memory challenges = gen_challenges(abi.encodePacked(seed, _bp_id, tx.origin),

_block_id);
// get the input vector for the verification
uint[5] memory input = get_input_vector(bp_pointer.roots[_block_id]);
input[3] = challenges[0];
input[4] 1;

for(uint i = 0; i < num_chall; i++) {

input[@] = challenges[i];
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88 Verifier.Proof memory proof;

89 proof.a = Pairing.GlPoint(numbers[ix8], numbers[i*8+1]);

90 proof.b = Pairing.G2Point([numbers[i*8+2], numbers[i*8+3]], [numbers[i*8+4], numbers[ix8+5]])
91 proof.c = Pairing.GlPoint(numbers[i*8+6]1, numbers[ix8+71]);

92 if(!verifier.verifyTx(proof, input)) {

93 emit BlockReport(_bp_id, tx.origin, time, _block_id, true);
94 return;

95 }

96 }

97 emit BlockReport(_bp_id, tx.origin, time, _block_id, false);

98 }

99

100 }
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