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If I were to give a summary of the tendency of our times, I would say, Quantity. The
multitude, the mass spirit, dominates everywhere, destroying quality. Quantity, instead

of adding to life’s comforts and peace, has merely increased man’s burden.

E. Goldman, 111 years ago






IIEPIAHWH

H epappoyr) texvikev g ermotfung 6edopévev Kat tng Pnxavikng pabnong oty
vavutidia €xel avadeiyxBel wg €vag TTOAAA UTIOOXOHEVOS EPEUVNTIKOG TOPEAS HE ON-
pavuko duvapiko yla tn Bedtioon tng anodoong tev mloiov kat 1 diacdpdalion
A0PAA®OV VAUTIAIAK®V EMIYEIPNOE®V, AOY® NG MANOdpag twv dedopévav mou On-
Houpyouvial arno diapopoug atobntrpeg kat ocuotnpata. [apd to duvapiko auto,
N vautidia €xel kabuoteprioel va U00eToel TV YPrP1lomoinon Kat IV ePpappoyr)
MPONYHEV®V TEXVIKOV avdiuong. H nmapovoa epyaocia amotelet éva Brjpa mmpog v
Kateubuvorn g TeXVoAoyikeg e§€A1§NG KAl Tg autopatonoinong ot vavtidia, ma-
pouotladoviag pid IIPOCEYYLOT Yld TV dVIXVEUOI AVOUAAl)V OTd OUCTHHATA IOV
mMAolOV PE€o® EPapPoynS NS PNXAVIKNG Babnong.

Mo ouykekppéva, egetdletatl n epappoyn alyopibuwev avixveuong povopetabin-
TOV KAl TOAUPETABANTOV AVOHUAAIGV, 1€ OTOXO TNV ITAPAKOA0UON 0N TV CUCTNHATOV
TV IMAOIGV KAl tnVv aviyxveuon mbavov rmpoBANPAtev mptv autd Kataotouv Kpioad.
ZUYKEKPIIEVA, XPIOIHOIOLEITAl éva POVIEAO CUVEAIKTIKOU VEUPOVIKOU S1KTUOU 1E
Spectral Residuals (SR-CNN) yia tnv avixveuorn HOVOUETaBANTOV aveOPaAldV, V6
yla TV avixveuor MOAUPETaBANTOV aveOPAAL)V XP1O1HOIOlEITAl P1d TIPONYHEVD €K-
8001 10U POVIEAOU avixveuong MmOAUNETABANTOV AVOIAAIOV O XPOVOOELPEG NECKH

VEUPOVIKOV SIKTUGV Ypadev e attention (MTAD-GAT) g Microsoft.

210 mAaiolo g pedétng avarrtuooovial tpia drapopetikd £idn ouvodrwv dedopié-
VoV yla v exknaibeuon xat mv aflodoynon g anodoong tov PoviEA®V: évag Tu-
T0G GUVOAGV Se60EVAOV e TEXVNTA £10aYOHEVES AVOIIAAIEG TIOU XPNOTHOTIOI0UVIAl
yla v npo-ekmnaideuorn kat tmyv agloddynon 1oV PoViEA@V v v €K600T) ToUg
(deployment), évag turog cuvoAmv ouvletik®v Hedopévav Xpovooelpav ta oroia
XPTOHOMo10UVIal yid v aSloAoynorn g EKPPACTIKOTTAG TOV HOVIEA®VY, XPotl-
porowwvtag €1dn avopaAiov pe ta oroia ta povieda dev €xouv £pbet oe emagr), Kat
£€vag TUTIoG OUVOA®V SebopEveV TIOU MEPIEXOUV Ta HedOEVA TIOU EKTTEPITOVIAL ATIO

TOUG eV Asttoupyia atodnipeg 1@V MAOiGV.

Zinv gpyacia avadvetat emiong n Siadikaocia data engineering mou akoAouBeitat
yld TNV KATAOKEUT €vog MArpoug pipeline, to omoio mepldapBavel v €10ayoyn
b6edopévav, 6Aoug Toug arnapaitnToug UMTOAOYIoHOoUG, TV AnoBrKeuor) TV Sedopié-

VOV KAl thv £€K600T] TOV POVIEA®V. AUTO erituyXAvetal a§lornoiwviag Tig rponyHeves



duvatonTeg TV UITOAOYIOP®V O UTOAOY10TIKO VEPOG (cloud computing) kat £11-
KOTEPA TI§ UTNPECIEG TTOU TTAPEXOVIAL ATIO TO OIKOCUOTN A UTIOAOYIOTIKOU VEPOUG

Azure tng Microsoft.

Ta aroteAéopata mou MPOKUITIOUV ard v exkmnaidsuvon kat aloAdynon tewv po-
VIEA®V 0TO OUVOAO SEDOPEVHV 1E TIG TEXVITA £10aAYONEVES avapialieg deixvouv rmoco
oAAd urooXOpevn eivat 1) IIPOTEWVOHEVE] TIPOCEYYIOL OV AVIXVEUO!] AVOUAALOV
oe dlaPopetikoug TUToug edopévav Kat ouvOnK®v. ASl00NIEIOTO £ival 10 YEYOvog
G 0¢ HUO MEPITTOOELS TA HOVIEAA KATAPEPVOUV va AVIXVEUCOUV AVOUAAN OU-
priepipopd oe dUO cuoTPATA MTAOIOV XPNOIOTIOIOVIAS TV IPAYHATIKL POI) artd
TOUG a100NTPeg TOUG: KATOTTV £MMBE®PNOE®V A0 UNXAVIKOUG TIOU aKOAoUOnoav
HEPIKEG NUEPES HETA TIG TIPOBALWELS TRV POVIEA®V, AUTEG CUOCXETIOTNKAV HE TTapa-
mpnotpeg BAdBeg ota avtiotolxa cuothpata v mloiov. H epyaocia autn napéxet
a&lodoyeg mAnpogopieg yia ) duvatdtnra g Pnxavikng pabnong va emnavacye-
b14a0¢el TOV TPOTIO JiE TOV 0TI00 MPAYHATOIIOOUVIAL Ol VAUTIAIOKESG ETTLXEIPTOEIS KAl

TIPOOPEPEL KATEUOUVOELS Yia NEAAOVIIKEG EPEUVEG OTOV TOHED.

AEEEIZ KAEIAIA

VauTlAlakéc eniyelpnoelg, OSelopéva ypovooelpwv, aviyveuon avwua-
Alwv, SR-CNN, veupwvikd Sikxtua ypdpwv pe attention, petaBaiidpevor
autokxwdikonmolnTég, xataokeur] ouvélou Bebopévwv, unoloyiopol oTo

cloud, data engineering
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ABSTRACT

The application of data science and machine learning techniques to the maritime industry
has emerged as a promising field with significant potential for improving vessel perfor-
mance and ensuring safe marine operations, due to the abundance of data generated by
various sensors and systems. Despite this potential, the industry has been slow to em-
brace digitalization and the application of advanced analytics. This thesis represents a
step towards the direction of automation in the maritime industry, presenting an ap-
proach for detecting anomalies in shipboard systems through the application of machine

learning.

More specifically, the deployment of univariate and multivariate anomaly detection algo-
rithms is studied, with the aim of monitoring the health of vessel systems and identifying
potential issues before they become critical. The Spectral Residual Convolutional Neural
Network model is used for univariate anomaly detection, while an advanced version of
Microsoft’s Multivariate Time-Series Anomaly Detection via Graph Attention Network

model is used for multivariate anomaly detection.

As part of the study, three separate dataset types are developed to train and evaluate the
performance of the anomaly detection models: a family of datasets with artificially in-
duced anomalies that is used for the pre-training and evaluation of the models before
deployment, a family of synthetic time-series datasets which is utilized to evaluate the ex-
pressivity of the trained models using unseen types of anomalies and a family of datasets

corresponding to the operational sensor data feed.

The work also includes a comprehensive analysis of the data engineering process followed
for the construction of a complete pipeline, which involves the ingestion of data, all nec-
essary computations, data storing and models serving. This is achieved by leveraging the
advancements in cloud computing and in particular the features and services provided

by Microsoft’s Azure Cloud Ecosystem.

The results achieved from training and evaluating the models in the artificially induced
anomalies dataset demonstrate how promising the proposed approach in detecting anoma-
lies in different types of data and settings is. Importantly, two instances of the deployed
models are able to detect anomalous behaviour in two vessel systems using their sensors’
live feed and consequent inspections by engineers on-board validate the models’ predic-

tions. This thesis provides valuable insights into the potential for machine learning to

ii



revolutionize the way marine operations are conducted, and offers a roadmap for future
research in the field.
KEYWORDS

marine operations, time-series data, anomaly detection, SR-CNN, graph
attention networks, variational autoencoders, dataset construction,

cloud computing, data engineering
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INTRODUCTION

The maritime sector is a crucial player in global trade and commerce, with ships being the backbone
of the transportation of goods and passengers across oceans on a daily basis. Evidently, ensuring
the smooth operation of these vessels is paramount to the efficiency and reliability of the industry.
With the growth by leaps and bounds that the fields of Internet of Things (IoT), Big Data and Ma-
chine Learning have seen in the past few years (), there is enormous potential to optimize the per-
formance of vessels and improve safety, thus fundamentally transforming the way marine operations
are conducted. Despite these advances in technology, the maritime sector has been slow to embrace
digitalization [*), missing out on opportunities to improve efficiency and reduce operational costs.

A modern ship is a highly complex system, comprising hundreds of systems and sub-systems lo-
cated in different locations and serving a variety of purposes. As such, one of the most promising ways
to harness the power of technology is to automate the processes that monitor the health condition of
these systems and alert engineers and stakeholders whenever certain actions need to be taken for their
maintenance or possible repairs. In the past, this task was performed through periodic inspections
and engineering checks, a highly non-scalable practice that could only be parallelized by increasing
the number of engineers on board[*. To address this limitation, some vessels began incorporating
sensors to automate the monitoring process and established rule-based alerting systems!>®! based on
sensor readings. For instance, by defining a certain width threshold, a sensor monitoring a steel pipe’s
width is able to transmit an alert if its readings drop below said threshold. Of course, this rule-based
approach has its own limitations, including the inability to analyze multiple signals and make deci-
sions based on combined component behavior. Additionally, this approach is very naive and requires
a prior understanding of the system’s behaviour in each specific environment (the rules cannot be set
arbitrarily), which is almost never the case. Finally, data from normal operating conditions may be
continuously collected, however data from known faults are substantially rarer, especially if they are
labeled.

A more advanced way to automate this process of monitoring and alerting is through the imple-
mentation of anomaly detection machine learning algorithms”). These algorithms are designed to
identify deviations from a learnable normal behavior, which could indicate potential problems before
they cause costly disruptions in the operation of the vessel. A major advantage of this approach is that
it can be done through the analysis of single sensors, as well as by monitoring the health of multiple
sensors that may be located on a single system. Additionally, no prior knowledge of the systems is

required, as long as there are available data, and the data vectors themselves do not necessarily need



2 Thesis Scope & Structure

to be labeled. Of course, there are still challenges that need to be addressed, such as the handling of
noisy and incomplete data, or ensuring the privacy and security of collected data. The application of
anomaly detection in the marine industry is still in its early stages. Nevertheless, there is increasing
interest in using machine learning to analyze data from ships and identify potential problems before

[8-14]

they occur . The digitalization of the shipping industry and the application of machine learning

in marine operations holds great promise, and some may argue that it is long overdue.

1.1 THESIS SCOPE & STRUCTURE

The present thesis investigates the application of machine learning in the field of marine operations.
The focus is on the application of algorithms and machine learning models to detect anomalies in data
collected from sensors installed on vessels, which provide various parameters related to the health
of systems, such as temperature and vibration readings. The objective of the study is to streamline
the process of anomaly detection, making it faster and more accurate through the use of machine
learning models. The study aims to demonstrate the feasibility of using machine learning in a real-
world scenario, where large amounts of data are generated continuously at large scales. The scope of
the thesis includes the design and implementation of a complete pipeline that ingests, pre-processes
and stores the data collected from the sensors, as well as trains and deploys the machine learning
algorithms. This pipeline is based on cloud services, which allow for scalability and efficient processing
of the data. The study also includes a thorough evaluation of the performance of the machine learning
models and provides insights into the challenges and opportunities in this field.

The structure of the thesis is organized in a clear and concise manner to provide a comprehensive
understanding of the subject. Chapter 2 lays the foundation by introducing the theoretical framework
of anomaly detection, covering both univariate and multivariate approaches. It provides a detailed
examination of the machine learning models and algorithms used throughout this work, including a
formal description of each method. Chapter 3 focuses on the data used in the experiments. It provides
an overview of the sensors used to collect the data, the data collection process, as well as the result-
ing datasets used to train and evaluate the machine learning models. Chapter 4 covers the technical
aspects of the machine learning operations and data engineering. It describes the cloud services and
pipelines used for all the involved stages, from data ingestion and pre-processing to the deployment
of the trained models. Chapter 5 delves into the implementation and training of the machine learn-
ing models. It presents the experiments performed with the trained models, and provides a detailed
discussion of the results. This chapter is critical in understanding the models’ performance and the
validity of the applied methods. Finally, Chapter 6 provides a conclusion to the study, summarizing
the results and their implications. It also includes an outlook for future work, proposing potential

avenues for further research and development.
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1.2 RELATED WORKS

The use of anomaly detection algorithms in monitoring systems on vessels is an evolving field. De-
spite the growing interest in this area, a large volume of related work has been done by companies
operating in the maritime sector, rather than academic institutions. As a result, much of the research
and development being conducted in this field is proprietary, and not readily available to the public.
For this reason, there are limited publicly available publications on the subject of monitoring systems
on vessels and alerting through anomaly detection algorithms in real-world scenarios.

Among the publicly available ones, some studies have demonstrated the effectiveness of anomaly
detection in the maritime industry by utilizing a series of different algorithms. Ellefsen et al.['"! train a
Variational Autoencoder on carefully pre-processed data in order to classify velocity and acceleration
measurements from autonomous ferries as anomalous or regular. Brandszter et al.l*) employ Auto
Associative Kernel Regression (AAKR) [*] for signal reconstruction and the sequential probability ra-

tio test[!®

I for anomaly detection on data from sensors that cover different aspects of vessel operations.
The same authors also develop a cluster based version of the same algorithms ! to perform anomaly
detection on diesel engine-related data, such as engine speed and power or bearing temperature. Last
but not least, Kim et al. "' propose an ensemble-based method for anomaly detection, including a se-
ries of different algorithms, such as Local Outlier Factor (LOF)['”! or Locally Selective Combination
in Parallel Outlier Ensembles (LSCP) 8],

Other studies do not focus on the machine learning models as their primary research point, but
rather on the different types of shipboard systems they can monitor and detect anomalies on, such
as engines or generators. Qu et al.['* focus on diesel engines, which are the main driving force for
various civil ships, and perform anomaly detection on vibration data using deep learning models such
as Recurrent Neural Networks or Autoencoders. Velasco-Gallego and Lazakis!'*) perform anomaly
detection on data composed of 14 features and acquired from sensors on diesel generators, using
similar machine learning models.

Finally, very recently researchers turned their eye to explainable anomaly detection in maritime
environments. Acknowledging the existence of several different anomaly detection algorithms, most
of which are unsupervised due to the limited volume of available labeled data, they try to combine
anomaly detection with explainable AI in order to be able to explain why models classify specific
data instances as anomalies and measure the influence of individual features to the classification. For
instance, Kim et al.!'?! adopt the Shapley Additive exPlanations!'*] (SHAP) framework and combine
it with clustering methods to identify anomalies and specify which sensor is mainly responsible for
them in each case.

It is worth mentioning that a considerable volume of studies have been performed on similar topics
or fields and can be readily applied to the maritime sector. For instance, research has been done on
the use of machine learning algorithms for predictive maintenance and anomaly detection in other

20]

industrial sectors, such as aviation "), automotive ! and power generation (221 These studies provide



4 Related Works

valuable insights into the potential benefits and challenges of implementing these technologies in a

complex, real-world environment.



THEORETICAL FRAMEWORK & ALGORITHMS

As explained in the introductory part of the present thesis, through continuous monitoring and anal-
ysis it is possible to identify unexpected events or rare occurrences in data that are obtained from
sensors installed on various systems on vessels. These may indicate decreased efliciency or lead to
equipment failures, resulting in significant financial losses for stakeholders. The early detection of
these “anomalies” enables prompt action to be taken in order to mitigate or completely prevent the
occurrence of issues. For example, the detection of an abnormal increase in a motor’s temperature at
an early stage allows an on-site engineer to activate redundancy measures, thereby preventing further
overheating and potential equipment failure.

This process of identifying patterns or behaviors in data that deviate from the norm is known as
anomaly detection (or outlier detection). The earliest forms of anomaly detection were based on sim-
ple statistical methods, such as the use of moving averages and standard deviation-based tests*>~2°!,
However, with the growth of big data, more sophisticated methods for anomaly detection were devel-
oped in order to allow for the analysis of large and complex datasets ("],

One of the main challenges with the task of anomaly detection is that anomalies are by definition
rare events, and it is often difficult to find a sufficient number of labeled examples in order to per-
form it in a supervised manner. Furthermore, the definition of what constitutes an anomaly can vary
depending on the application or the context, making it difficult to create a consistent set of labeled
examples. For this reason, especially in industry applications where a single business scenario might
require millions of labeled time-series data, unsupervised approaches are usually preferred. Nonethe-
less, when the availability of data allows anomaly detection algorithms to be trained in a supervised
manner, their results tend to be more accurate.

This chapter presents a thorough analysis of the algorithms utilized for anomaly detection on the
datasets that are presented in the following chapter. These algorithms are classified into two main
categories, based on the number of features they analyze: univariate anomaly detection (UVAD) al-
gorithms, which are used to identify anomalies in the time-series of a single feature, and multivariate
anomaly detection (MVAD) algorithms, which are used to detect anomalies in the time-series of mul-
tiple features. While the UVAD algorithm of choice is unsupervised by default, the MVAD algorithm

can be applied in both an unsupervised and supervised setting.



6 Univariate Anomaly Detection

2.1 UNIVARIATE ANOMALY DETECTION

The class of UVAD algorithms consists of models that attempt to identify anomalies in a single time-
series. The problem can be formally stated as follows: given an input vectorx = [z, Ty, ..., 77| € RY,
a UVAD algorithm produces an output vector y = [y, ¥y, ..., Y|, where y; € {0, 1}, indicating
whether the value x; constitutes an anomaly (y; = 1) or not (y; = 0).

In the context of marine operations, UVAD is applied to the readings of each individual sensor. As
such, a network of sensors would in general require a network of UVAD models - one for each sensor.
The UVAD algorithm used for the purposes of the present thesis is known as the Spectral Residual
Convolutional Neural Network (SR-CNN) [2¢],

2.1.1 SPECTRAL RESIDUALS & SALIENCY MAPS

2728 and can be obtained by

Saliency maps are frequently used in the domain of computer vision!
calculating the spectral residuals (SR) *”! of images. Images are equivalent to time-series, in the sense
that an image is an ordered sequence of pixels, while a time-series is an ordered sequence of values at
specific timestamps. Therefore, methods that have proved to be efficient in one domain can usually
be used in the other, mutatis mutandis. The main idea of the SR UVAD is that the tasks of UVAD and
visual saliency detection share a lot of common elements, since the anomaly points are usually salient
in the visual perspective.

Given an input time-series x, the first step in acquiring the corresponding saliency map is the
calculation of its Discrete Fourier Transform (DFT) using the Fast Fourier Transform (FFT) algorithm.

Supposing that 7 is the DFT operator and w is the frequencies vector, the Fourier spectrum’s amplitude

and phase spectra can be calculated as

A(w)=Re[T (x)] and P(w)=Im[T (x)], (2.1)

respectively. Next, the log-representation of the amplitude spectrum is given by

£ (w) =log[A (w)], (2.2)

where amplitudes that are equal to zero are ignored (for example, set equal to zero). Using the log-

representation, the averaged spectrum, .4 (w), can be approximated®) as
A(w)=h,® £ (w), (2.3)
i.e. the convolution of £ (w) by a filter h, where

1

h,=-[1,1,1,..,1 € R%. (2.4)
q

) Strictly speaking, Eq. (2.3) is only an approximation. However, the averaged curve usually indicates a local linearity and
therefore adopting a local average filter to approximate its shape is more than reasonable.
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The filter h,, is represented as a ¢ X 1 vector in Eq. (2.4), since £ (w) is the log-representation of the
amplitude spectrum of a sequence vector (time-series). In the equivalent computer vision problem,
where the sequence would correspond to an image, the filter would be represented as a ¢ x ¢ matrix.
The parameter ¢ corresponds to one of the model’s hyper-parameters.

The spectral residual, R (w), of the spectrum is obtained by subtracting the averaged spectrum

from the log-representation:

R(w) =L (w) —A(w). (2.5)

In the context of image data, the spectral residual is supposed to contain the “innovation” of an image,
in the sense that all redundant visual information has been removed (or at least significantly reduced)
by the subtraction of Eq. (2.5). For this reason, in terms of time-series data, the spectral residual
contains the “novelties” of the time-series expressed as discrete values in the frequency domain. The

saliency map is then simply the corresponding information as expressed in the spatial domain:

S (x) = |77 {exp [R (w) +iP ()]} | (2.6)

Evidently, 7! in Eq. (2.6) is the inverse DFT operator. Note that the phase spectrum of the time-
series is preserved during this process and that all information regarding anomalies comes from the
amplitude spectrum. Figure 2.1 depicts an example of how saliency maps highlight anomalies in a

time-series.

> —— Original time-series
—— Saliency map
® Anomalies

Figure 2.1: The upper line corresponds to the original time-series, while the lower line corresponds to its saliency
map (both lines have been min-max scaled). Anomalies are marked with red.

The upper line of Fig. 2.1 corresponds to a time-series containing a small number of peaks and valleys
that can be identified as anomalies even by visual inspection, while the lower line corresponds to its

saliency map, obtained as explained through Egs. (2.1) - (2.6). The saliency map is mainly composed
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of a somewhat homogeneous region of values, but also shows a small number of peaks, the locations
of which coincide with the locations of the original time-series’ peaks and valleys.
The way the peaks of the saliency map of Fig. 2.1 are classified as anomalies follows a simple, yet

robust rule:

S@) =, (2.7)

where

S(x)=h,®S (x) (2.8)

is defined as the averaged saliency, similarly to how the averaged spectrum was defined in Eq. (2.3).
The rule of Eq. (2.7) states that if the percentage difference between the saliency S (z;) at point x;
and the averaged saliency S () is higher than a selected threshold, 7, then this point is classified as
an anomaly. Note that in this case z # ¢ is another hyper-parameter which determines the number,
z, of preceding points to be considered for a local averaging of the saliency (in general, z > q). As for
the threshold, 7, it is the last of the model’s hyper-parameters and must be calibrated independently

for each sensor’s readings, depending on the desired sensitivity.

2.1.2 THE SR-CNN MoODEL

While the threshold utilized by the SR algorithm can be fine-tuned per sensor to yield results which
are more than satisfactory, an even more sophisticated decision rule can be constructed using dis-
criminative models. The main idea is to use the unlabeled time-series data in order to automatically
construct a synthetic labeled dataset and then use the latter for supervised learning (a process that
shares common elements, but is not equivalent to self-supervised learning).

More specifically, the original time-series is scanned using a sliding time-window of width w and
a step 3 such that the step is smaller than the time-window (3 < w), resulting in overlapping sliding
windows. The data points within each window are treated as normal values and up to® & points are

randomly chosen so that they can be artificially transformed into anomalies using the transformation

r, =z, + (Z; +p)- (1+0%) -1, (2.9)

where r ~ N (0, 1), i and o are each window’s mean and standard deviation, respectively, and

z; = [h, ®x], (2.10)

is the local average of all points preceding x,. This process, which is illustrated in Fig. 2.2, creates
a labeled dataset of time-series data which are segments of the original input that contain artificially

injected anomalies.

@ For example, if & = 20, then one time window may contain 17 artificial anomalies, while another one might contain 3.
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T N

Original time-series

fiiian Secach

Selected time window Injected anomalies

Figure 2.2: Top: the original time-series. Bottom: The selected time window’s data (left) and the injected anoma-
lies within this window (right).

The features that are extracted from this dataset are the saliency maps, using the steps described
in Egs. (2.1) - (2.6), while the labels are 1 for the injected anomalies and 0 for all other points. All that
is left to do at this point is the supervised training of a discriminative model and among the best can-
didates for this, with proven efficiency on saliency detection on image data*’-*?1, are Convolutional
Neural Networks (CNNs). While one single CNN architecture cannot be expected to yield optimal
results for all types of sensor data, there are a few universal rules: in all cases, the first 1-dimensional
convolutional layer’s kernel’s size must be equal to w, i.e. the sliding window’s length. In addition,
fully connected linear layers should be stacked at the end of the convolutional layers, with the final
layer (of size w) having a sigmoid activation. The main components of the complete SR-CNN model

described in the present section are schematically represented in the flowchart of Fig. 2.3.

SPECTRAL
RESIDUALS
INPUT !
SEGMENTATION . SALIENCY
TIME-SERIES | : MAPS FULLY-CONNECTED
1
INPUT : ANOMALY 1 . !_AYERS
| : INJECTION : 1-D ! SIGMOID
I I I X I CONVOLUTIONS 1 OUTPUT
I I I I I I I I
° ° ® ° \ - -
1 1 1
o o

Spectral Residuals &
Saliency Maps Extraction Supervised Learning:
Convolutional Neural Network

Figure 2.3: A complete flowchart depicting the complete SR-CNN model, from the saliency maps’ extraction,
to the CNN’s supervised learning.
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2.2 MULTIVARIATE ANOMALY DETECTION

When it comes to uncorrelated sensors (i.e. the monitoring of uncorrelated features), while UVAD is a
perfectly reasonable approach, its scalability becomes a significant challenge as the number of sensors
increases. Even if their lifecycle maintenance is handled by good MLOps practices, one instance of a
UVAD model for each sensor in a network of hundreds or thousands of sensors is computationally
costly and inefficient. One could argue that this issue can be addressed by grouping sensors together
based on the system they are monitoring, or depending on the type of feature they are recording.
An example of the former approach would be a vessel with 6 engines, where an ensemble of UVAD
models deployed using the feed of one engine’s sensors could possibly be sufficient to make accurate
predictions on the readings from the other 5 engines’ sensors as well. As for the latter approach,
by grouping sensors of different types together, one universal UVAD model per type could provide
satisfactory results (for example, one UVAD model for all thermal sensors).

Despite the potential for reducing computational costs and “model bookkeeping” by implement-
ing these ideas, and even if this is accomplished without making compromises on model accuracy, a
significant limitation still arises in the case of correlated sensors. A fundamental principle in Statisti-
cal Physics states that a system’s expected behaviour cannot be determined by examining the influence
of each of its components individually, without taking their interactions into account. In the words
of P. W. Anderson, more is different**). Based on this idea, in a network of sensors that monitor a
system, the health status of the entire system is not reflected by the health status of each individual
sensor, but rather by mutual information about the whole network. For instance, sudden perturba-
tions in a single sensor’s readings do not necessarily imply changes on the system as a whole and vice
versa. This is where Multivariate Anomaly Detection (MVAD) enters the stage.

MVAD aims at detecting anomalies in multidimensional data by analyzing dependencies among
sequences of multiple features. It solves both the issue of bookkeeping when handling a large number
of models as well as the physical problem of missing the interactions between a number of features that
are not taken into consideration when analyzing each feature individually. While there is a plethora
of approaches when it comes to algorithms designed to solve the problem of MVAD [**-3¢_ one of the
most effective among them is perhaps also the most intuitive: the process of decomposing a system
into its constituents along with their interactions can be represented by a graph. Consequently, Graph
Neural Networks (GNNs) are a perfect candidate for solving this problem. Note that the final MVAD
model used for the purposes of the present study is not itself a GNN, however GNNs are a very impor-
tant part of its architecture. For this reason, the following sub-sections are devoted to a short overview

of the constituents of the final MVAD model, starting with GNN?.

2.2.1 GRAPH NEURAL NETWORKS

The motivation for the development of GNNs came from the abundance of problems that involve data
whose structure can be represented in the form of graphs: social networks analysis, molecular struc-

ture prediction and language syntax trees, to name but a few. The first application of neural networks
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to graph-structured data involved the use of recursive neural networks to process data represented as
directed acyclic graphs®”). However, the term “Graph Neural Network” was not coined until almost
a decade later, when Gori et al. *®! introduced GNNs as a generalization of recursive neural networks
that can deal with a broader set of families of graphs, such as cyclic or undirected graphs. Scarselli
et al.*) and Gallicchio et al.[*"! further elaborated on these ideas, with their collective work falling
today into the category of Recurrent Graph Neural Networks (RecGNNs) “!). RecGNNS consist of an
iterative process, where neighbour information is propagated in an iterative manner until equilibrium
(message passing), with the purpose of learning a target node’s representation.

While the ideas that led to the development of RecGNNs were revolutionary, the models them-
selves have numerous limitations, with scalability being perhaps the most significant among them [*?
RecGNNs are based on iterative processes that are computationally demanding and involve a number
of parameters that increases as the graph grows. Additionally, RecGNNs suffer from limited expres-

(3] These obser-

sivity, as they fail to capture more complex relationships between nodes in a graph
vations, along with the desire to expand the notion of convolution to data that cannot be represented
in grid-like structures, led to the development of Graph Convolutional Networks (GCNs). Besides,
CNNs had already seen tremendous success in a range of problems spanning from image classifica-
tion**! to machine translation!*”). Research on GCNs is often divided into two main streams: the
spectral-based and the spatial-based approaches.

As far as spectral-based approaches are concerned, Bruna et al.!*! and their pioneering work
introduced a graph convolution based on spectral graph theory. More specifically, the convolution
operation is performed in the spectral domain, i.e. on the eigenvectors of the graph Laplacian which
are used to define the graph’s Fourier basis. This approach is not without issues, however most of
them were addressed by subsequent works. For example, the original spectral GCN led to spatially
non-localized filters. Furthermore, the explicit eigendecomposition of the graph Laplacian imposed
certain computational constraints. Nonetheless, it was found that the filters can be spatially localized

(47

either by proper reparameterizations!*’), or by restricting the filters to operate in a nearest-neighbour

48]

setting (**], while approximations of the Laplacian could remove the need for solving the correspond-

ing eigenvalues-eigenvectors problem exactly (*’!

. Despite these efforts and without denying the suc-
cess of spectral GCN models on various tasks*’~>?], a problem that appears to be inherent in this
spectral-based approach is that it leads to filters that depend on the Fourier basis, which in turn de-
pends on the graph itself. Consequently, spectral GCNs have inherent limitations when it comes to
their capacity, as they cannot easily generalize to graphs with different structures.

When it comes to spatial-based approaches, their research started earlier compared to spectral-
based ones, with the work of Micheli'**!. In spatial GCNs, convolutions are defined directly on the
graph, operating on groups of nodes within given neighbourhood sizes. Obviously, this creates the
problem of properly defining operators that combine the weight sharing property of CNNs and the
ability to work with neighbourhoods of different sizes. Various suggestions have been made regard-
ing this problem, for instance separating weight matrices for different nodes depending on their de-
54]

gree*), or sampling a neighbourhood of fixed size for each node and then performing specific aggre-



12 Multivariate Anomaly Detection

gations over it!>"). These approaches (especially the latter example) have indeed yielded impressive
performance scores across numerous tasks, however a significant limitation of them is that the neigh-
bours of each node are treated in a uniform manner, i.e. without taking into account cases where

nodes are not influenced equally by all neighbours.

2.2.1.1 GRAPH ATTENTION NETWORKS

It becomes evident that, despite the fact that GCNs made several steps towards extending the notion
of convolutions from grids to graphs, each approach faces its own shortcomings. By combining their
issues, one may define the “ideal” convolution-like operation as one having the following properties:
(1) satisfactory complexity (especially when it comes to temporal complexity); (2) learning scalability
(the cardinality of the algorithm’s set of parameters should not depend on the graph’s size); (3) high
capacity (a trained model should be able to generalize to unseen graphs of varying structures); (4)
spatial localization (the convolution operation should be performed on a node’s neighbourhood); and
(5) expressivity (the algorithm should be able to capture more complex relationships between neigh-
bouring nodes and would therefore need to assign different influence scores on each neighbour). Fig.

2.4 provides a schematic representation of what one such desirable operation would look like.

NN N K
/ J/

Figure 2.4: The desirable equivalent of convolutional operations on graph nodes.

Heavily influenced by the unprecedented breakthroughs of attention mechanisms °>°”! on virtually all
sequence-based tasks, Velickovi¢ et al.*®! introduced an attention-based graph model, in an attempt
to define the aforementioned ideal convolution-like operation. The building block of this architecture
is known as a graph attentional layer and 1 or more such layers stacked together construct a Graph
Attention Network (GAT).

The input to a graph attentional layer is a set of node vectors, v = {v;,...,v.}, withv, € R7,
where k is the number of nodes and 7" is the number of elements per node vector. In the context of
time-series data, each node may correspond to a single feature and 7" is equal to the total number of
time steps. This input layer produces a new set of node vectors, u = {u,, ..., u,}, withu; € R”,
where T” is in general different from 7, but the cardinalities of v and u are equal. These new node

vectors essentially correspond to higher-level features, similarly to how a CNN transforms its input in
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the context of grid-structured data. Given the graph’s adjacency matrix, A, the original node vectors

are transformed as

k
j=1

p
where o (x) is the logistic sigmoid function and W € R”"*7 is the weight matrix that corresponds
to one of the graph attentional layer’s learnable parameters. The presence of the adjacency matrix’s
elements in Eq. (2.11) ensures that only linked nodes are taken into account for this convolution-like
operation, since A;; = 1 only if (4, j) is an existing edge and 0 otherwise. As for «,, it corresponds

to the neighbourhood-normalized version of the self-attention coefficients and it is given by

_ exp (e;)
(eij> B Zm A exp (€,,)

where ¢, ; are the original self-attention coeflicients. These indicate the importance of node j’s features

o, . = softmax (2.12)

J

to node ¢ and are usually calculated as

e;; = A;; LeakyReLU (a-[W-v,®6W- vj]) , (2.13)

where @ denotes vector concatenation and a € R?”” is a weight vector which parameterizes the feed-
forward neural network that serves as the attention mechanism. In fact, due to the appearance of A,;
in all equations, the attention is known as masked attention, since it allows each node to attend only to
its linked nodes, without dropping the structural information about the graph. A bias vector may also
be included before applying the LeakyReLU nonlinearity, however bias vectors are omitted through-
out this analysis for brevity. Additionally, the negative slope of the LeakyReLU is one of the model’s
hyper-parameters, though in literature it is usually set equal to 0.2. In general, the self-attention co-

efficients can occur through any attention mechanism of the form

eij = f (W vy, w, - v;), (2.14)

where f : RT”" x RT" — R. Nonetheless, ever since Velickovi¢ et al. suggested Eq. (2.13), most
implementations and related works have been using this specific attention mechanism, which became
synonymous with graph attention.

The aforementioned equations can be generalized in order to account for multi-head attention,
which acts as a regularization factor: by extending the weight matrix to a tensor W € RT *T*M,

where M is the number of attention mechanisms that are employed, Eq. (2.13) becomes

ef; = A;; LeakyReLU (a- [W™ - v, @ W™ -v,] ), (2.15)

where W™ € RT"*T is the weight matrix associated with the m-th attention mechanism. Similarly,
the normalized attentions are given by applying a softmax filter to the results of Eq. (2.15). As for how

the node vectors are updated, Eq. (2.11) assumes the form
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M k
u, = EBl [0 (wm ) z;Aijag%vj)], (2.16)
m= 1=

R™"*M_ as long as the graph attentional layer is not the final layer of the GAT, since

where now u; €
it is more sensible to perform some kind of aggregation (mainly averaging) instead of concatenation

on the prediction layer’s outputs. In this case, the transformed node vectors are given by

1 M k
u, =0 (M Z W™ . ZAija?;vj> . (2.17)
m=1 Jj=1

These two different ways of transforming the original node vectors through multi-head attention are

depicted in Fig. 2.5.

e o o
Attention Concatenation Attention Averaging

Figure 2.5: Depiction of concatenation (left) and averaging (right) in the case of multi-head attention for M = 2.

Apart from multi-head attention, it is worth noting that applying dropout *”! to the self-attention co-
efficients also serves as an efficient regularizer, especially in problems with small training datasets!*®).

Returning to the five properties discussed regarding “ideal” convolution-like operations on graph,
it becomes clear that the attention-based approach of Veli¢kovic et al. respects all of them: (1) the time
complexity of a graph attentional layer with single-head attention is O (Ny,TT” + NgT"), where Ny,
and N are the number of graph nodes and edges, respectively, the self-attention layer’s operation is
parallelizable across all edges and the computation of output features is parallelizable across all nodes;
(2) the number of parameters is fixed and independent of the graph’s node/edge count; (3) the attention
mechanism does not depend on global graph structure and is therefore applicable to any type of graph;
(4) the operation is spatially localized by default, since only linked nodes attend to each other; and (5)

the resulting model is more expressive than GCNs, thanks to its inherent ability to assign different

influence scores (attention) to different neighbours.

2.2.1.2 STATIC VS DYNAMIC ATTENTION

As was the case with other models before it, the application of this self-attention mechanism to GNNs
led to breakthroughs in a number of different tasks and datasets!°*°!). Additionally, it paved the road
for the development of novel GAT-like architectures to tackle new, challenging problems[®=%*l. Tt
was not until 2022, when Brody et al. (65] presented their work, that the expressivity of GATs was first

characterized as limited, despite being better than its predecessors.
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The authors argue that GATs do not compute the expressive type of attention they call dynamic
attention, but rather a restricted, static form of attention. Their argument is that, given a specific query,
any attention-based model should be able to “focus” on the most relevant input, which is only possible
by “decaying” other inputs, i.e. assigning a lower score to these inputs. By adopting the terminology of
Vaswani et al. *’], the authors prove that the attention mechanism utilized by GATs leads to a selection
of keys regardless of the query. As a result, this mechanism hinders the model’s expressivity in cases
where the relevance of each key highly depends on the corresponding query. The formal proof of these
statements along with a mathematical formulation of the concepts of static and dynamic attention can
be found in Appendix A.

More specifically, the issue in GATs can be traced in Eq. (2.13), where the layers W and a are
applied consecutively and could therefore be collapsed into a single linear layer without any deforma-
tional impact on the model’s architecture. As a solution to this issue, Brody et al. suggest a simple
modification in the order of internal operations: the input node vectors are concatenated before ap-
plying the W layer and the nonlinearity is applied before applying the a layer. Eq. (2.13) can then be

rewritten as

€ = Az-j a - LeakyReLU (W . [vi ®v; ) , (2.18)

where now W € R27"*2T ®) While this change in order of operations may seem trivial at first
sight, drawing the neural network that corresponds to each attention mechanism reveals their key

differences (see Fig. 2.6).

Static Attention Mechanism Dynamic Attention Mechanism

Figure 2.6: Feedforward network for the calculation of static attention (left) and dynamic attention (right) in
the case where T' = 3and T” = 5.

The neural network that corresponds to the static attention mechanism proposed in the GAT architec-

ture is indeed equivalent to a single layer, while the neural network that corresponds to the dynamic

® In fact, there is no practical reason in setting the number of rows of W equal to 27", since 7" is an arbitrary dimension
independent of the original input. By renaming 27" — T, one simply makes a change of variables with absolutely no
impact on the framework. Nonetheless, this notation makes it easier to draw parallels between GAT and GATv2 and this
is why it is adopted.
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attention mechanism is equivalent to a Multiple Layer Perceptron (MLP). As a result, the latter at-
tention mechanism is strictly more expressive, since this advanced GAT - which the authors named
GATV2 - is a universal approximator (*°,

An issue with Eq. (2.18) is that it does not allow a direct inference of the new form of Eq. (2.11),
i.e. the new transformation rule for the original node vectors, since the dimensions of W in GATv2

are different compared to the ones in GAT. For this reason, Eq. (2.18) can be equivalently written as

e;; = A;; a- LeakyReLU (wl v, +w, 'Vj> , (2.19)

wherew,., w; € R27"*T and W is simply the augmentation of w, and w,., i.e. W = (w;|w,.). Now, one

can readily rewrite Eq. (2.11) as

k
j=1

For completeness, it is mentioned that in the case of multi-head attention, Eq. (2.19) is generalized to

et = A;;a- LeakyReLU (W)™ - v; + W)™ - v;) (2.21)

i I J

and Eq. (2.20) is generalized to

S

M
u, = @ [0’ (wz,” : ZAija;?vj>] (2.22)

m=1 j=1

for intermediate layers of a GATv2 and to

1 M k
u =0 ( Z w - Z Aijag-‘vj) (2.23)
M m=1 7j=1
for the output layer of a GATvV2.

2.2.2 GATED RECURRENT UNIT NETWORKS

Apart from GNNs, another integral part of the final MVAD model’s architecture is the Recurrent
Neural Network (RNN)[*7:¢%] that utilizes Gated Recurrent Unit (GRU) cells. Before diving into the
specifics of GRUE, it’s important to give a short overview of RNNs, which are a type of neural network
designed to process sequential data such as speech or text - a problem that can’t be handled by con-
ventional feedforward neural networks. They achieve this via the use of feedback connections that
allow them to maintain an internal state known as the hidden state that can be updated at each time
step. This allows RNNs to take into account the context of the input, making them well suited for tasks
involving sequential data.

The basic structure of the RNN starts with an input x = (x, Xy, ... , X7-) € R, where x, € RF’
is the input vector’s element at time step ¢, which is simply a F'-dimensional feature vector. This input
is sequentially processed by the so-called cell (in the case of vanilla RNNG, the cell consists of a single

smooth, bounded function, such as the logistic sigmoid or hyperbolic tangent) in order to produce
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a hidden state vector h = (hy, h,, ... ,hy) € RT*9, where d is the dimension of each hidden state
vector element, also known as hidden dimension. The hidden dimension is often one of the hyper-
parameters in the network’s architecture. Note that, optionally, the RNN may include an output apart
from the hidden state vector. In order to illustrate how the RNN processes the input sequence step by

step, a helpful visualization trick involves unrolling it through time, as shown in Fig. 2.7.

-

=(k |

Figure 2.7: Unrolling Recurrent Neural Networks (RNNs) through time.

At each time step ¢, the RNN takes the x, element from the input vector and updates its hidden state
using this input and the previous time step’s hidden state. The update rule for the vanilla RNN is

h, = f<W' x; ®h, 4] )7 (2.24)

where W € R?*(F+4) jg the matrix containing the learnable weights and f is an activation function
(usually the logistic sigmoid or hyperbolic tangent). Note that a bias can also be incorporated in the
rule of Eq. (2.24) by adding a vector b € R? in the activation function’s argument, however in what
follows biases will be omitted for brevity, as was done in previous sections. Another important remark
is that h, is set equal to the null vector in order to calculate h; at time step ¢ = 1.

The major among the shortcomings of vanilla RNNG is that they cannot be trained to capture
long-term dependencies using gradient-based optimization strategies, due to the problem of vanish-

s1%). This is a consequence of the fact that the content of the hidden state is completely

ing gradient
overwritten at each time step, even though the hidden state at time step ¢ is calculated based on the
hidden state at time step ¢ — 1. As a result, the effect of long-term dependencies is hidden by the ef-

s17%). This issue can be addressed either by devising different learning

tects of short-term dependencie
algorithms[”!J, or by introducing gating mechanisms inside the cell that allow the network to selec-
tively update or preserve its hidden state, thus allowing it to effectively capture both short-term and
long-term dependencies. As far as the latter approach is concerned, the two most well-known gated
cells are the Long Short-Term Memory (LSTM) [72) and the Gated Recurrent Unit (GRU) 73!,

The main difference between LSTMs and GRUs is the number of gates they use. LSTMs use three
gates, an input gate, an output gate, and a forget gate, while GRUs use only two gates, an update gate and
areset gate. In a nutshell, the LSTM’s gates are used to control the flow of information into, out of, and
within the cell state of the LSTM, while the update gate of the GRU controls how much of the previous
hidden state to retain, and its reset gate controls how much of the new input to let through. Both cells

(74,75

have been successful in a wide range of applications such as natural language processing!’*’°), speech
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recognition”®), and machine translation””7%], so the choice of which one to use always depends on
the specific task and the type of data being used. Experimentally, it has been found that LSTMs tend to
perform better on tasks that highly prioritize remembering long-term dependencies, while GRUs tend
to be more computationally efficient "] and perform well on tasks that require the model to quickly
adapt to changing input "),

Based on this comparison and for reasons that become clearer in Section 2.2.4, the final MVAD
model utilizes the RNN with a GRU cell as part of its architecture. Fig. 2.8 depicts the GRU cell and

the update rule it follows to perform updates on the hidden state at each time step.

reset update
h e h . pointwise . pointwise
o - addition multiplication
% @ sigmoid . tanh
C activation activation
@ concatenation
‘_)
D multiplication by -1 and
\ J pointwise addition of 1

Figure 2.8: Schematic representation of the Gated Recurrent Unit (GRU) cell.

At time step ¢, the update and reset gates are calculated as

z, = a(WZ [x, ®h, 4] ) and r, = U(WT - [x, ®h,_4] ), (2.25)

respectively, where W*/7 € R4*(F+4) i the matrix containing the learnable weights associated with

the update/reset gate. Using these gates, a candidate hidden state vector element is defined as

n, = tanh (W” ‘[x, ®r,0h, 4] ), (2.26)

where o denotes the Hadamard product (pointwise multiplication) and W” € R%**(F+4) js the matrix
containing the learnable weights associated with the candidate hidden state vector element. The reason
why this quantity is known as the candidate hidden state vector element is because the actual hidden

state vector element is given by

h,=(1-z)oh,_; +2z,0n, (2.27)

which is an update rule analogous to the one of Eq. (2.24).

Eq. (2.27) shows that the hidden state vector element at time step ¢ is a linear interpolation between
the previous time step’s hidden state vector element and the current step’s candidate hidden state vector
element. In addition, this equation clarifies why z, is called the update gate, since it is the vector that
quantifies how much the previous hidden state vector element needs to update its content. In the

extreme case where z, = 0, no update occurs and therefore all hidden state vector elements are equal
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to the null vector (since hy, = 0 by convention). Similarly, the reset gate quantifies how much the
previous hidden state vector element is taken into account for the calculation of the candidate hidden
state vector element. In the extreme case where r, = 0, the network effectively becomes a feedforward
one, since each time the cell encounters a new item from the sequence, it treats it as if it is the first
one, ignoring all previous input. Finally, in the extreme case where z, = 1 and r, = 1, the network is

effectively equivalent to a vanilla RNN and the vanishing gradients problem resurfaces.

2.2.3 VARIATIONAL AUTOENCODERS

The last missing piece of the MVAD model’s architecture is a structure known as the Variational Au-
toencoder **!] (VAE), however it is first worth providing a short summary of “traditional” Autoen-

coders!®! (see Fig. 2.9).

X h Z A X
@ q

Encoder Decoder

Figure 2.9: Schematic representation of an autoencoder. Deterministic variables are placed inside rhombi.

Autoencoders are deep neural network architectures whose main purpose is to learn a representation
for a set of input data, in order to perform a series of tasks, such as feature engineering**! (for example,
dimensionality reduction), compression (*] (for example, in the case of image data), or data genera-
tion () (for example, to enrich limited datasets), to name but a few. Given an input vector x € R?, the
left part of the autoencoder (known as the encoder) learns a low-dimensional latent representation
z € R” for it, where typically L < d. This low-dimensional layer is also known as the bottleneck.
Then, the right part of the autoencoder (known as the decoder) tries to reconstruct x from z, since the
objective of the model is to create an output x € R? as close as possible to the original input: X ~ x.
It is stressed that these structures are presented herein in a completely abstract way, precisely because
they do not correspond to specific architectures; their architecture depends on the type of input data
and task. For instance, in a generative autoencoder for image data, the encoder usually uses CNN
layers followed by linear layers, while the decoder utilizes linear layers followed by CNN layers.

Itis important to note at this point that the traditional autoencoder is a purely deterministic model:
feeding the model with a specific input x,,, the output will always be X. In this sense, the VAE can be
seen as the probabilistic extension of an autoencoder, where the encoder’s and decoder’s outputs are
not single values, but rather parameters of probability distributions from which the z and X, respec-
tively, are sampled. A schematic representation of the VAE can be seen in Fig. 2.10, where z and x are
not deterministic anymore (and therefore not placed inside rhombi), but instead are sampled from the
distributions that are parameterized by the probabilistic encoder’s and decoder’s outputs (a procedure
represented with dashed lines). Following Girin et al.[*"), the formal presentation of the VAE is split
into two main parts: one including the details of its decoder, which acts as a generative model, and

one including the details of its encoder, which corresponds to an inference model.
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oo e

Probabilistic Probabilistic
Encoder Decoder

Figure 2.10: Schematic representation of a VAE. Dashed lines represent a sampling process. The general VAE
architecture is not limited to specific probability distributions, however in the present example the encoder and
decoder outputs are parameters for Gaussian distributions, indexed by ¢ and 6, respectively.

2.2.3.1 VAE DECODER: A GENERATIVE MODEL

The VAE decoder corresponds to a Deep Latent Variable Model (DLVM), i.e. a latent variable model
whose distribution is parameterized by a deep neural network. It is a generative model, since it takes
care of the reconstruction of the probability distribution of the input vector, based on the value of
the latent variable. In fact, it can be considered as a generalization of generative mixture models with

[81

continuous latent variables instead of discrete ones®!). More formally, it is defined by

Po <X7 Z) = Do (X’Z) p <Z> ) (2-28)

where § denotes the set of parameters of the conditional distribution p, (x|z)® and p (z) corresponds
to the prior distribution of the latent variable. While the latent variable’s prior distribution can in
general also depend on its own set of parameters, the most common choice for it is an isotropic L-

dimensional Gaussian,

p(z) =N(z;0,1). (2.29)

This is due to the fact that, as long as the functions parameterized by the #-parameters are expressive
enough (which is always the case with deep neural networks), the shape of the prior distribution does
not really matter®”). As for the conditional distribution, any probability distribution function can be
used®, depending on the nature of the input vector, x. Nonetheless, a common choice is a Gaussian

, d
distribution with a diagonal covariance matrix, X, (z) = diag ({0(9” 2 (z)} ):

=1
d . .
P (X[2) = NV (x:, (2), %4 (2) = [ [V (29 1 (2), 04 (2)), (2:30)
=1

where g, : R — R? and 6,y : RE — R? are deep neural network functions of the latent variable (for

example, MLPs) parameterized by the §-parameters (for example, weights and biases).

@ Strictly speaking, the decoder is defined by p,, (X, z), since using the same variable name at both the input and output is
an abuse of notation. However, it is justifiable in the present case, where the objective is to reproduce the input variable’s
distribution in the output.

© For example, it has been found that Gamma distributions are a good choice in the case of audio data [**],
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When it comes to the training of the decoder, it amounts to optimizing the parameters 6 so that
the Kullback-Leibler (KL) divergence between the original data distribution, p* (x), and the model

distribution, p, (x) is minimized:

min { Dy (p* (x) [ py (x) ) } <= min {E, [ logp* (x) —logp, (x)]}

< max {[Ep*(x) [log py (x)] } (2.31)

Eq. (2.31) indicates that the minimization of the KL divergence is equivalent to a Maximum Likeli-

hood Estimation (MLE) for the model distribution, i.e. the marginal likelihood:

P (%) = / po (xX12) p (2) dz. (2.32)

In practice, the original data distribution p* (x) is never known, however one can assume that the
N

training dataset X = {x, € [Rd}n: , consists of N independent and identically distributed (i.i.d.)

data vectors sampled from py (x). In this case, the expectation of Eq. (2.31) can be replaced by the

Monte Carlo estimate

1 M
max { i mZZI log py (xm)} . (2.33)

The issue with this expression is that the marginal likelihood which is present in Eq. (2.33) is analyt-
ically intractable, since the integral of Eq. (2.32) involves a highly non-linear function of z (because
the parameters of the conditional distribution are generated from a deep neural network). That said,
the standard approach is to utilize Expectation-Maximization (EM) variational algorithms®"): these
leverage the latent variable nature of the model to maximize a lower bound of the intractable marginal
log-likelihood ™!, which depends on the posterior distribution of the latent variable.

More formally, let 7 denote a variational family defined as a set of probability distribution func-
tions over the latent variable z. For any variational distribution ¢ (z) € #, one may re-write the

marginal log-likelihood as

logpy (x,) = Eg(r) log pp (x)] = By [log (ZZ i;:?)]

=By [log (mq(z)ﬂ j ((;')X>)]

VY
= b [“’g (p9q<<xz’>z>>} *Fae [bg (pq <(zz|>x>>]’ 239

£(6.9(2):%) Dy (4(@) | po(2iv)

where the second term is the KL divergence between ¢ (z) and the posterior p, (z|x), and the first

term, £ (0, q(z);x), is referred to in literature as the evidence lower bound (ELBO). Based on the
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fact that any KL divergence is non-negative, it becomes evident that the ELBO is a lower bound on

the marginal log-likelihood, i.e.

logpy (x) > £(0,q(2);x), (2.35)

with the equality holding only when the variational distribution ¢ (z) is exactly equal to the posterior.
Based on Eq. (2.35), instead of focusing on maximizing the marginal log-likelihood, one may focus
on maximizing the ELBO, first with respect to ¢ (z) (E-step) and then with respect to 6 (M-step). Of
course, Eq. (2.34) indicates that the E-step involves finding the variational distribution ¢ (z) in the

family 7 that best approximates the true posterior p, (z|x) according to the KL divergence:

¢ (2) = argmax £ (0, q (z) ;x) = argmin Dy (¢ (2) | po (2[x) ). (2.36)

If the variational family 7 is unconstrained, the solution to the E-step is trivially given by the exact
posterior distribution, i.e. ¢*(z) = p, (z|x). Note that this optimal distribution over z is actually
conditioned on x, therefore henceforth the notation ¢ (z|x) will be used instead of ¢ (z). However, the
intractability of the marginal likelihood leads to an intractability of the posterior distribution, which
in turn hinders any attempt at solving the E-step analytically. To tackle this issue, the variational family
J is constrained by being re-defined as a set of variational distributions with a certain parametric form
gy (z|x), where the A-parameters govern the shape of the distribution. This is known as variational
inference®!. The ELBO thus becomes a function of both the decoder’s parameters, 6, as well as the

variational parameters, \:

L(0,Ax) = (55 [logpy (x,2) —logg, (z[x)]. (2.37)

What is more, the E-step of Eq. (2.36) reduces to the problem of optimizing the A\-parameters as
\* = arg mfxﬁ (0, \;x) = arg m}in Dy (g5 (z]x) | pp (z|x) ). (2.38)

2.2.3.2 VAE ENCODER: AN INFERENCE MODEL

N
In general, given a dataset of i.i.d. data vectors X = {xn S IRd}n: |» one needs to find the param-
eters A = {)\n}nN:1 of the variational distributions g, (z,|x,), forn = 1,..., N. This is done by
maximizing the total ELBO

N
£(0,A;X) £(0,M,:%,), (2.39)
=1

n
which is the sum of the local ELBO defined in Eq. (2.37) over each vector in X. Evidently, this proce-
dure is costly for large datasets, which is why an even stronger assumption can be made when defining
the variational family: all variational distributions g, (z,[x,,) share a common set of parameters, ¢,

which is introduced through an inference model f,; that satisfies
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)‘n - f¢> (Xn) : (2.40)

This is known as amortized variational inference and it introduces a single model which is used to
map each observation x,, to a local variational parameter, \,,. This stronger assumption effectively

transforms the variational distributions as well as the ELBO itself into functions of ¢:

N
= Z [Eqd,(zn\xn) [lnge Xns n) IOg qqﬁ( n|xn>] (2.41)

n=1
Therefore, the optimization of the set of local variational parameters, A, is equivalent to the optimiza-
tion of the shared set of inference model parameters, ¢. This inference model corresponds to the
VAE’s encoder and, similar to the decoder, it corresponds to a DLVM. A common (however not the

only) choice for it is

L .
gy (2%) = N (zp, (%), 2, (0) = [V (2051 (00,05 % (%), (2.42)

=1

4 d

i.e. a Gaussian distribution with X ; (x) = diag <{0$) 2 (x)} 1). In this expression, g, : RY — RY
1=

and 6, : R? — RL are deep neural network functions of the input variable (for example, MLPs)

parameterized by the ¢-parameters (for example, weights and biases).

Returning to the ELBO of Eq. (2.41), by using Bayes’ theorem it can be equivalently written as

M=

L (05 ¢7X) = [Eqd,(zn\xn) [logp0 (Xn|zn) + Ing (Zn) - 10gq¢ (Zn|xn)]

Il
—

n

N

N
= > Eyi logpy (x,02,)] = Y D (0 (2.lx,) [p(2,) ). (243)
=1

n=1 n

Reconstruction accuracy Regularization term

The first term of Eq. (2.43) is the reconstruction accuracy that represents the average accuracy of re-
constructing the distribution parameters of the original inputs distribution, while the second term
acts as a regularizer that enforces the approximate posterior distribution to be close to the prior. In
practice, when using Gaussian priors as in Eq. (2.29), this term forces different entries of z to be
independent and encode a different characteristic of the input datal®). For most commonly cho-
sen distributions, the regularization term has an analytical expression as a function of 6 and ¢ (see
Appendix B for the example of Gaussian prior and posterior), though the same can’t be said for the
reconstruction accuracy term, where the expectation taken with respect to the approximate posterior
renders it analytically intractable. As a result, it is approximated using a Monte Carlo estimate with

M i.i.d. samples from g, (z,,|x,,), similarly to what was done in Eq. (2.33):

N 1 M
X)~ > = logpy (x,| ZDKL(% x,) |p(z,) ). (2.44)

n=1 m:l
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In the standard VAE methodology!®"! the approximated ELBO of Eq. (2.44) is optimized using
gradient-based optimization techniques to learn the generative and inference model parameters: the
encoder and decoder DLVMs are cascaded and the sets of - and ¢-parameters are jointly estimated
from the training dataset®. In terms of the gradient descent technique, the gradient of £ (6, ¢; X)
with respect to # can be easily computed using the backpropagation algorithm. However, backpropa-
gation cannot be applied for the gradient with respect to ¢, because the aforementioned sampling op-
eration from the approximate posterior distribution is not differentiable. To bypass this issue, Kingma
and Welling*"! proposed a so-called reparameterization trick: the sample Z,, ,,, is reparameterized as

1/2
Lo = By (%,) + diag {02 (x,)} &, (2.45)

where ¢, is a sample drawn from an L-dimensional standard Gaussian distribution,

&, ~N(0,1), (2.46)

which does not depend on ¢. This trick essentially transfers the stochastic nature of the procedure
from z,, ,,, to a new stochastic node, since z,, ,,, can be seen as a deterministic function of ¢, x,, and
g,,. As such, the ELBO becomes differentiable with respect to ¢ and the backpropagation algorithm

can be utilized. This procedure is illustrated in the computation graphs of Fig. 2.11.

Original form Reparameterized form

Figure 2.11: Illustration of the reparameterization trick performed to enable backpropagation, where deter-
ministic variables are placed inside rhombi and stochastic variables are placed inside circles. The dashed arrows
correspond to the calculation of gradients with respect to ¢ during backpropagation, which can only be done
in the reparameterized form.

Closing the discussion on VAEs, it is worth noting that the gradient of the approximated ELBO given
by Eq. (2.44) with respect to ¢ is an unbiased estimate of the gradient of the exact ELBO*!l. This
allows using very few samples during the training of the VAE (even setting M = 1 is a valid choice ")),

as long as the training is done in a mini-batch setting (for example, with stochastic gradient descent)

and a sufficiently large number of mini-batches is used.

© Note that this is different from an EM algorithm, which would alternatively optimize the ELBO with respect to ¢ and 6
in the E- and M-step, respectively.
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2.2.4 PIECING EVERYTHING TOGETHER: THE MTAD-GATv2 MODEL

Having formally defined all the constituents of the final MVAD model, this chapter’s final section is
devoted to a thorough presentation of its full architecture. The model is based on Microsoft’s Multi-
variate Time-Series Anomaly Detection via Graph Attention Network (MTAD-GAT)®! and is called
MTAD-GATv2. In a nutshell, the model treats each univariate time-series in a sensor network as an
individual feature and tries to perform anomaly detection by modelling both the correlations between
different features, as well as the temporal dependencies within each time-series.

The length of the multivariate time-series, 7', is taken to be equal to the total number of timestamps
available for the longest univariate time-series and all operations involved in the model’s architecture
are performed in a sliding window setting, with constant length At. First, the pre-processed time-
series for each feature (details on the pre-processing are provided in the following chapter) passes
through a 1-dimensional convolutional layer, in order to extract high-level information as a type of
local feature engineering. The outputs of this convolutional layer are then processed by two parallel
GATv2 layers, hence the name of the model”): a feature-oriented GATv2 layer and a time-oriented
GATV2 layer.

For the feature-oriented GATv2 layer, the multivariate time-series within a sliding window is con-
sidered as a complete graph where each node corresponds to a certain feature and each edge represents
the relationship between two features. This allows the GATv2 layer to detect multivariate correlations
without any prior knowledge, as the relationships between nodes are carefully captured through the
dynamic attention mechanism. On the other hand, the time-oriented GATv2 layer considers all the
timestamps within each sliding window as a complete graph, with each node corresponding to a fea-
ture vector at a given timestamp. This allows the model to capture all temporal dependencies in the

time-series, similarly to how a transformer *°! utilizes self-attention to model a sequence of words.

Feature-oriented GATv2 Time-oriented GATv2
T timestamps T timestamps
s Y s 7
U1,1 v1,2 MR UI.T v1 U1.1 /UL,z M UI.T
U2,1 /Uz.g MR v2,T ‘/.2 Uz,l /Uz.g MR v2,T
k features . . . k features
Uk,l Ungy . Upr A\ Uk,l un Uir
- J = J
\ AR A v,

Figure 2.12: The node vectors corresponding to the feature-oriented (left) and time-oriented (right) GATv2
layers. For this illustration At = 7" has been assumed.

More formally, in the feature-oriented GATv2 layer, each node is represented by a node vector

At . .
v, = {Ui7t}t_1, where v, , is the value for the i-th feature at time step ¢. For a total of k nodes,

) In the original work by Zhao et al.°") regular GAT layers are applied, which have the limitations discussed in Section
2.2.1.2 due to the calculation of static instead of dynamic attention
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the final output of this layer is a k x T matrix, where each row is a 7'-dimensional vector representing
the GATv2 layer’s output for a single node. In the time-oriented GATv2 layer, each node is repre-
sented by a node vector v, = {Um }le, where v, , is the value at time step ¢ corresponding to the i-th
feature. For a total of 7" timestamps, the final output of this layer is a 7" x k matrix, where each row is
a T-dimensional vector representing the GATv2 layer’s output for a single node(®. The node vectors
utilized by each GATv2 layer can be seen in Fig. 2.12.

The transposed & x T' output of the feature-oriented GATv2 layer, the 7" x k output of the time-
oriented GATV2 layer and the original input of the layers (the 1-dimensional convolutional layer’s
output) are then concatenated to a single 7' x F' matrix, where F' = 3k. Each row of this matrix
corresponds to a ['-dimensional feature vector which fuses the original input’s information with the
feature-based and temporal dynamic attention scores. This concatenated product is then fed toa GRU
layer of hidden dimension d, in order to capture sequential patterns and long-term dependencies in
the time-series. As was discussed in Section 2.2.2, LSTM networks are better at capturing such depen-
dencies. Nevertheless, GRU networks are computationally more efficient and, most importantly, they
perform better when the model needs to adapt to changing input. In the present case, the parameters
associated with the attention mechanisms of the GATv2 layers are learnable, therefore the output of
these layers - which is part of the GRU layer’s input - changes with every training epoch.

The final part of the MTAD-GATv2 architecture corresponds to a forecasting-based model and a
reconstruction-based model, which work in parallel using the GRU’s output. The former is utilized
so that the model can make predictions for the value at the next timestamp, while the latter is used
to capture the data distribution of the entire multivariate time-series. The chosen models are a MLP
for the forecasting process and a VAE with bottleneck dimension L for the reconstruction. Note that
in this case the VAE’s objective is not to reconstruct a vector similar to the GRU’s output, but rather
to reconstruct a vector similar to the input time-series’ k-dimensional feature vector. For this reason,
while the GRU’s output is d-dimensional, the dimension of the VAE’s decoder’s output must be taken
equal to k). The architecture of the full MTAD-GATv2 model is depicted in Fig. 2.13.

During the training process, the learnable parameters from both models are updated simultane-

ously and the loss function is defined as the sum of both optimization targets:

L=L+ 4, (2.47)

where £, and £, are the loss functions associated with the forecasting and the reconstruction model,
. N . . . s Ak
respectively. During inference, at a given timestamp, the MLP provides a prediction X = {Z;},_,,

where Z, is the predicted value for the i-th feature. On the other hand, the VAE receives the actual

® Note that, following the original paper presenting the MTAD-GAT, in the present work the mapping RT/* — R/ is
also chosen for the feature-/time-oriented GATv2 layer, respectively. Nonetheless, this is not a limitation by design of the
GATV2 as seen in Section 2.2.1.1, which means that the mappings can be generalized to R” — R”” and R — R*’.

© Another viewpoint would be to consider the full MTAD-GATv2 model as a VAE, where the encoder consists of everything
other than the forecasting model and the decoder model. Then, the dimension of the VAE’s input would be equal to the
dimension of its output.
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Figure 2.13: Architecture of the MTAD-GATv2 model.

measured value of each feature, ;, and tries to reconstruct it, with its decoder producing an output

k . .
vector r = {r;},_,, where 7, is the reconstructed value for the i-th feature. The final output of the
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model is an overall inference score, which is the sum of the inference score per feature, given by

E 1~
S:ZSi:Z|Ii x|+, 7}"7 (2.48)

k
=1 i=1 1 +7

i
where v is a hyper-parameter that weights the relative contribution of the reconstruction and forecast-
ing process to the final score. This score takes into account the squared error between the prediction of
the forecasting model and the actual measurement, in order to quantify the former’s deviation from the
latter. Additionally, it considers the absolute error between the measurement and the reconstructed
value, to quantify the probability of generating a non anomalous value, given the approximated dis-
tribution of the time-series. Finally, if the overall score surpasses a certain threshold, then the value
at the corresponding timesmtamp is classified as an anomaly.

While this threshold can be considered a hyper-parameter and an optimal value for it can be in-

%21 approach is utilized to choose the

vestigated by experimentation, a Peak Over Threshold (POT)!
threshold automatically. In a nutshell, the POT algorithm starts by choosing an initial threshold
to identify anomalies in the data, using either domain knowledge or statistical methods (the 95-
percentile of the original data is used for the purposes of this work). Given this threshold, the al-
gorithm identifies the excesses over the threshold and then models them using a Generalized Pareto
Distribution (GPD). The GPD is used to model the tail behavior of the distribution, which is where
the “extreme values” are expected to be located. Given the estimated parameters of the GPD, the
anomaly threshold is re-set (the 95-th percentile of the estimated distribution is chosen). This pro-
cess is repeated iteratively until convergence; the convergence criterion chosen here is §7 < 5 - 1073,

where 47 is the difference between two consecutive threshold choices. The code implementation of

the POT algorithm used in the MTAD-GATv2 model is the one written by A. Siffer >,
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The marine industry delivers a rich playground for machine learning and data science, as it generates
large amounts of data from various sources, including sensor data, navigation data, and environmental
data. These data come in different forms and structures, providing diverse datasets that can be used
to train and evaluate machine learning models. Among the different types of data generated by the
marine industry, sensor data is particularly important for the safe and efficient operation of vessels and
offshore platforms. Sensor data includes, but is not limited to, time-series data from various sources
such as temperature, pressure, vibration, and other environmental sensors. These data are used to
monitor the performance of equipment and detect any potential issues before they become critical.
As explained in the previous chapters, collecting such data is crucial in order to perform anomaly
detection, identify potential issues and provide early warning signs before they escalate into serious
problems. The purpose of the present chapter is to present the different types of sensors used to collect
the data that are utilized for the training and evaluation of the anomaly detection algorithms discussed
in Chapter 2. In addition, a short overview of the data collection process is given. Finally, the three

different custom datasets developed for the purposes of the study are discussed in detail.

3.1 SENSORS AND STUDIED SYSTEMS

The availability of large amounts of data is ideal for the development and improvement of predictive
models. However, in practical applications, it is not always possible or cost-effective to gather data
from every possible source. In the context of monitoring vessel systems, it is necessary to carefully
consider which systems and parameters to monitor, and how many sensors to use, in order to optimize
the balance between data availability and cost. To this end, it is important to focus on systems for which
there is a good understanding of the common problems that occur, and to prioritize the monitoring
of key parameters that are known to have the greatest impact on the performance and reliability of
these systems. By doing so, it is possible to gather the most relevant data and use them to develop
effective predictive models that can help to improve the performance and safety of vessel operations.
Based on this, the scope of the work presented herein covers the monitoring of four system types!?):

Motor-Pump systems, Stern tubes, Pipes and Scrubber Towers.

(9 They are referred to as “system types” instead of “systems”, since a single instance thereof may be present in several

locations of the vessel. In other words, monitoring system A means that all instances of this system on the vessel are
monitored, regardless of their location or the larger system that they are a part of.

29
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Motor-pump systems refer to the combination of a motor and a pump that work together to trans-
fer fluids or other materials. They are closely related and interdependent components, which is why it
is necessary to study them together in order to understand their performance. Motor-pump systems
are essential in a vessel and are used for a variety of purposes, including fuel transfer, bilge pumping,
cooling systems, and fire-fighting systems. Their monitoring is important in order to ensure their
proper functioning and detect potential issues as soon as possible, thus maintaining the safety and
performance of the vessel. The fact that motor-pump systems are components of numerous other
larger shipboard systems further justifies why they correspond to one of the four monitored system

types. A basic outline of a motor-pump system can be seen in Fig. 3.1,

A

o
(7) Pump

4
°® T A L )

=) |(e|(8) ® (6) ® e o o
Coupling

Motor

Figure 3.1: Outline of a motor-pump system connected through a coupling. Arrows typically depict the fluids’
flow direction. Red points indicate the locations where sensors are placed.

The motor-pump system depicted in the figure above is connected through a coupling which serves
as a flexible joint transmitting power from the motor to the pump while allowing for small misalign-
ments between the two components. This type of system typically involves the motor and pump being
mounted on separate bases, with the motor providing the necessary power to drive the pump and the
coupling helping absorb vibrations and prevent wear and tear.

The red circles in the figure indicate the approximate locations where the sensors used to monitor
each motor-pump system are placed. A vibration sensor is placed on the motor’s shaft (1), followed by
a temperature sensor (2) and a current sensor (3). Their outputs are units of displacement (specifically
millimeters), degrees in the Fahrenheit scale and amperage, respectively. Vibration sensors are also
placed on the coupling between the motor and the pump (4), as well as on the pump’s casing (5).
Additionally, a tachometer is placed near the pump’s impeller (6), in order to measure its speed (in
rpm). Finally, two Coriolis flow meters are placed in the pump’s discharge (7) and suction sides (8),
yielding measurements of fluid flow in liters per minute.

The second monitored system type is the stern tube, an outline of which can be seen in Fig. 3.2.

Many vessels have a single stern tube, however several cargo ships and oil tankers may have multiple

(D Note that Fig. 3.1, as well as other similar figures, depicts oversimplifications of the actual systems, whose architecture is

obviously more complex.
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Figure 3.2: Outline of a vessel’s stern tube, with emphasis on its oil supply line. Arrows depict the direction of
the oil's flow. Red points indicate the locations where sensors are placed.

stern tubes to accommodate multiple propeller shafts, which can provide increased propulsion power
and redundancy in case of failures. A stern tube system is a component of the propulsion system that
supports the propeller shaft and provides a sealed surface for its rotation. It typically consists of one
or more pairs of bearings, which are used to support the propeller shaft and reduce friction between
the shaft and the stern tube, allowing the propeller to rotate freely. Additionally, a stern tube contains
seals, with the aim of preventing water from entering the stern tube, providing a barrier between the
sea and the ship’s hull. Another very important component is the lubrication system, which helps to
reduce friction and wear on the bearings and the propeller shaft, ensuring that the propeller can rotate
smoothly and efficiently.

A pair of temperature sensors (1), (2) and vibration sensors (3), (4) is placed on each pair of
bearings, in order to monitor the alignment of the stern tube’s shaft. A rather severe issue that can
occur due to several reasons, such as leaks in the shaft seals, leaks in the oil supply system, or failures
of the oil return system, is water ingress into the stern tube. Measurements of oil pressure and oil flow
rate can help detect water ingress into the stern tube system, through changes in these parameters’
measurements. For instance, if the oil pressure decreases or the oil flow rate decreases, this could
indicate that water is entering the system and displacing the oil. For this reason, a pressure transducer
(5), (6) and a Coriolis flow meter (7), (8) are placed in the oil supply line of the lubrication system, in
order to measure the oil’s pressure (in atm) and flow (in liters per minute), respectively.

Another system type that is monitored for the purposes of the work presented herein is the com-
mon steel pipe, which is obviously a component of most shipboard systems (see Fig. 3.3). The main
issue with steel pipes is the occurrence of corrosion, which can lead to severe leaks and damage if left
unchecked. It is therefore crucial to monitor the width of the pipe using corrosion sensors, which can
measure both the external (1) and internal (2) width of the pipe (in millimeters). It has been found that
corrosion usually originates from areas of the pipe where the pipe’s radius changes, due to the abrupt
change of the fluid’s velocity (continuity equation), which is why it suffices to place corrosion sensors

only in such areas. Other important features of steel pipes that require monitoring are the fluid’s flow
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Figure 3.3: Outline of a generic steel pipe with variable radius. Arrows typically depict the fluids’ flow direction.
Red points indicate the locations where sensors are placed.

rate and its pH, in order to ensure that there are no leaks into or out of the pipe, in pipes carrying
hazardous materials or pipes feeding other sensitive systems that could be damaged from the influx of
acidic fluids. This is why two Coriolis flow meters are placed in the pip€’s inlet (3) and outlet (4), and
a pH-meter is placed in the interior of the pipe (5). It is worth mentioning that thermistors were also
considered, due to their low cost compared to more expensive sensors used to measure temperature,
such as the thermocouples used in stern tubes and motors. Nevertheless, their use was dismissed after
realizing how vulnerable they are when exposed to somewhat extreme environments that are usually
found in several vessel locations.

The final system type studied is the scrubber tower (commonly referred to simply as “scrubber”),
an outline of which can be seen in Fig. 3.4. Scrubber towers are commonly used in maritime and in-
dustrial applications to remove pollutants from exhaust gases. They work by passing the exhaust gases
through a series of chambers or scrubber elements, where the pollutants are captured and removed
from the gas stream. This helps to reduce the emissions of harmful pollutants, such as sulfur oxides

(SOx), nitrogen oxides (NOx) and particulate matter, which are produced by the combustion of fuels.
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Figure 3.4: Outline of a cylindrical scrubber tower. Arrows typically depict the fluids’ flow direction. Red points
indicate the locations where sensors are placed.

In order to detect possible fouling or scaling in the interior of the scrubber, 2 pressure sensors are

placed near its inlet (1) and outlet (2): clogging due to scaling and fouling can be detected by measur-
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ing pressure gradients. For the same reason, a conductivity sensor (yielding measurements of uS/cm)
is placed in the scrubber tower’s interior (3). One of the most common problems in scrubbers are
thermal shocks, which occur when there is a sudden change in temperature within the scrubber sys-
tem. They can be caused by a variety of factors, including changes in the temperature of the scrubbing
solution or fluctuations in the temperature of the exhaust gases. The sudden expansion or contraction
of the scrubber components due to temperature changes can cause stress that exceeds the material’s
strength, leading to cracks and other types of damage. In order to monitor the function of the scrub-
bers, 6 thermocouples (4)-(9) are placed on its shell: 2 closer to its bottom part and the remaining 4

in a helix around its center (Fig. 3.4 is a 2-dimensional projection, so the helix is not visible).

3.2 DATA COLLECTION

Unlike in many research cases where datasets are readily available, the collection of data in an in-
dustrial setting is a complex and challenging task that requires specialized knowledge and expertise.
Real-world scenarios involve a significant amount of effort and resources to gather information, which
is often collected through the deployment of properly configured data acquisition systems, ensuring
accurate and reliable data collection. This section gives a short overview of this process, a schematic

representation of which can be seen in Fig. 3.5.

Figure 3.5: Schematic representation of the data collection process, from receiving and properly processing the
sensor readings, to transmitting them to the cloud.

The first step is the ingestion of sensor readings on the egde, i.e. on the vessel. This is done by us-
ing several programmable logic controllers (PLCs), on the input/output (I/O) modules of which the
sensors are physically connected. A PLC is a type of computer that is designed to control industrial
processes, such as production lines or automation systems. PLCs are widely used in industrial control
applications due to their ability to handle a wide range of inputs and outputs, perform complex con-
trol algorithms and communicate with other devices such as sensors and human-machine interfaces.
They are also known for their ruggedness, reliability and ability to operate in harsh environments,
which is why they are an ideal choice for marine operations. PLCs are programmed using specialized

programming languages, and they typically include a number of built-in functions that can be used
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to control and monitor industrial processes. Examples of such programming languages are ladder
logic®*, function block diagrams (FBD) [”), or sequential function charts (SFC) [*°.

Once a network of sensors is connected to a PLC’s I/O modules (typically one PLC is used per
monitored system), these modules are configured to the appropriate input type, range and scaling to
match the sensors being used. This involves setting up the I/O modules to use the appropriate voltage
or current levels and performing all necessary signal conditioning to ensure accurate and reliable read-
ings from the sensors. Then, the PLC is programmed to read the data from the sensors and perform
any necessary processing before storing them in appropriate data structures. As far as this processing
is concerned, there are two types of required operations that the PLC must perform.

To explain the first type of operation, it is important to note at this point that for many monitored
systems some features are measured by two sensors instead of one. This is done to ensure availability
in case of sensor failures, which is more common for some sensor types than others and hence is
taken as a preventive measure for these specific sensor types (vibration measurements are the most
typical example of this). In these cases, the PLC is programmed to process the input sensor data,
either by logging the mean value of the two readings as a single measurement in case both sensors are
operational, or by isolating the failed sensor’s measurements and logging only the operational sensor’s
readings in case one of them has malfunctioned. As for the second type of operation, it corresponds
to adding required metadata to each sensor’s readings, apart from the timestamp on which they were
taken and their value. These metadata include the name of the sensor that yielded the corresponding
measurement!?), as well as an ON/OFF indication. This indication is necessary so that when the
data are analyzed, they can be filtered depending on whether the system was operational during the
measurement (ON indication) or not (OFF indication)". The ON/OFF indication is acquired by
having a separate status input (a digital input connected to a simple switch) connected to the PLC.

In industrial control systems, the method of data transmission is a crucial consideration: one must
determine whether the data will be transmitted in real-time via a streaming scenario or collected and
sent in batches. Streaming involves the continuous transfer of data in real-time, while batch transmis-
sion involves the collection of data over a certain period of time, and then sending the accumulated
data in one go. For vessels, which may not always have a constant internet connection, batch trans-
mission is the preferred option. In this scenario, the PLC collects and stores the data and sends it out
in batches at predetermined intervals or when an internet connection is available. This ensures that
data is still captured and transmitted, even if a continuous connection is not present.

With the data properly processed and stored in batches using the discussed method, the final
step is their transmission into the cloud. As discussed in more detail in Chapter 4, the ingestion of

the data once they reach the cloud is performed by Microsoft Azure’s IoT Hub!”! service. For this

(12 Theoretically, this is not necessary, as a PLC’s channel is in a one-to-one correspondence with the feature that it logs from

the connected sensor. Nonetheless, for reasons that will become clearer in Chapter 4, it is considerably easier to create
data pipelines on the cloud when the data explicitly include information about the sensor’s name.

(13 Shipboard systems are not always operational, however they are still monitored even when offline. For example, if specific

valves are closed, there is no fluid flow from a pipe and therefore no valuable flow measurements.



Data Collection & Datasets 35

reason, a secure and reliable connection is established between all PLCs and the Azure IoT Hub, using
the MQTT protocol. MQTT stands for Message Queuing Telemetry Transport and it is a lightweight
publish/subscribe messaging protocol that is commonly used for transmitting data from IoT devices to
servers. One advantage of using MQTT is its efficiency and low overhead, making it well suited for use
in resource-constrained environments such as those found in many IoT devices. Additionally, MQTT
provides a flexible and scalable way to transmit data from a large number of devices to a centralized
hub like Azure IoT Hub. In the case presented herein, where data is sent in batches from a PLC to
Azure IoT Hub, the PLC is configured as an MQTT client and uses the MQTT protocol to publish
messages containing the sensor readings and other relevant data to separate devices entities of the IoT
Hub. The IoT Hub, acting as an MQT'T broker, receives these messages and corresponds to the entry
point of a cloud-based data pipeline.

3.3 CONSTRUCTED DATASETS

Closing the present chapter, an overview of the three dataset types used in this study is provided. It
must be stated at this point that the term “dataset type” is used to refer to three different “families”
of datasets. For example, the first “dataset type” described in what follows actually consists of four
separate datasets. However, these datasets’ use is different compared to the use of datasets that are

discussed later, which is why they are grouped into a single dataset type.

3.3.1 DATASET TYPE #1: CONTROLLED ANOMALY SIMULATION

The first dataset type consists of four individual datasets which are called pre-training datasets. Each
of these datasets corresponds to one monitored system from the ones discussed in Section 3.1. Their

features along with their descriptions can be seen in Tables 3.1 - 3.4.

Feature Description
VibM vibration on motor’s shaft
TempM motor temperature
CurrM motor current
VibC vibration on coupling

VibP vibration on pump’s casing

Speed pump impeller speed

FlowOut | flow from pump discharge

FlowIn flow into pump suction

Table 3.1: Pre-training dataset for motor-pump systems.

Obviously, a machine learning model is best trained using historical instances of the data that it is

asked to provide inference results for. When historical data are not available, a common practice is
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Feature Description
BeariTempl | first temperature measurement of the first bearing pair
Bear1Temp2 | second temperature measurement of the first bearing pair
Bear1Vib1 first vibration measurement of the first bearing pair
Bear1Vib2 second vibration measurement of the first bearing pair
Pressurel oil pressure in first inlet of lubrication system
Pressure?2 oil pressure in second inlet of lubrication system

Flowl oil flow in first inlet of lubrication system

Flow2 oil flow in second inlet of lubrication system

Table 3.2: Pre-training dataset for stern tube systems.

Feature Description

ExtWidth | external measurement of pipe width

IntWidth | internal measurement of pipe width

FlowIn fluid flow in the pipe’s inlet
FlowQOut fluid flow in the pipe’s outlet
pH Measurement of fluid pH

Table 3.3: Pre-training dataset for pipe systems.

Feature Description
Pressureln pressure near scrubber tower’s inlet
PressureQut pressure near scrubber tower’s outlet
Cond conductivity measurement in scrubber tower’s interior
TempB1 first temperature measurement near the scrubber tower’s base
TempB2 second temperature measurement near the scrubber tower’s base
TempC1 first temperature measurement of the helix
TempC2 second temperature measurement of the helix
TempC3 third temperature measurement of the helix
TempC4 fourth temperature measurement of the helix

Table 3.4: Pre-training dataset for scrubber tower systems.

to collect data until a significant volume is concentrated, manually label them and then use them for

training. However, in an industrial setting, this approach is impractical for two reasons: firstly, it re-
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quires a significant amount of time, which is translated into loss of profit for a company’s stakeholders.
Secondly, and most importantly, anomalies are by definition rare events, which means that in order
to collect timestamps that are labeled as anomalous, the aforementioned time is multiplied by a large
factor.

To mitigate this challenge, before installing sensors on vessels and deploying machine learning
models for anomaly detection, one instance of each system discussed in Section 3.1 is purchased and
sensors are installed on it to collect data as explained in the previous sections. This is done in dry
dock™ facilities, thus providing a controlled environment in which the systems can operate in con-
ditions that simulate (as best as possible) real-world vessel conditions, while also allowing engineers
to induce artificial anomalies, so that labeled datasets can be constructed. It goes without saying that
the data acquired in this manner are not ideal. Isolating each system from its environment artificially
removes possible correlations between different systems. Additionally, stressing the systems to induce
artificial anomalies in order to acquire timestamps that are labaled as anomalous has its limitations;
for instance, a pipe cannot be artificially corroded in a given time window and a scrubber tower can-
not suffer a thermal shock and then return to a normal operating condition without repairs. Finally,
caution is required so as not to create temporal correlations that do not occur in real-world scenarios
(for instance, inducing a series of anomalies once every day can lead to the creation of some sort of un-
realistic periodicity). Nonetheless, pre-training models on data acquired from the exact same sensors
that are installed on vessels and provide the real-time data feed for anomaly detection is significantly
“better than nothing”.

As far as dataset details are concerned, the systems are monitored for a total of 17 days, with a
measurement granularity (frequency of sensor measurements) of 30 seconds for every feature. This
leads to the creation of time-series with 48960 labeled timestamps. The following table (Table 3.5)

presents the contamination factor (the percentage of anomalies) for each system’s dataset.

System Number of induced anomalies | Contamination Factor
Motor-pump system 2306 4.71%
Stern tube 1842 3.76%
Pipe 2893 5.91%
Scrubber tower 2566 5.24%

Table 3.5: Contamination factor of each multivariate time-series dataset.

Note that these contamination factors correspond to the multivariate time-series’ labelling and not
that of individual features. For example, in a pipe system, even if the ExtWidth feature’s time-series

appears normal in a given time window (its label is 0 in this window), if the readings for the pH feature’s

U9 Dry docks are large structures that are used to lift vessels out of the water so that maintenance and repairs can be carried

out on their hulls, propellers and other parts.
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time-series correspond to anomalous events (its label is 1 in this window), then the pipe system is con-
sidered to be in an anomalous state (thus the multivariate time-series’ label is 1 in this window). This
example is depicted in Fig. 3.6. Of course, the labels for each feature individually are also included in
the datasets, in order to allow for the evaluation of both univariate and multivariate anomaly detec-
tion algorithms. The feature-wise distribution of anomalies over each multivariate time-series can be

found in Appendix C.

—— ExtWidth labels

—— pH labels

—— Collective labels

Figure 3.6: Example of how individual features” labels are used to create labels for the entire multivariate time-
series corresponding to a system.

3.3.2 DATASET TYPE #2: SYNTHETICALLY GENERATED TIME-SERIES

The second dataset type comprises univariate and multivariate time-series datasets of 10000 times-
tamps each, which are used to evaluate the expressivity of the models trained on the previously in-
troduced pre-training datasets. These datasets’ time-series are synthetically generated by using noisy
periodic functions (namely sine and cosine waves, square pulses and ECG-like pulses, with added
Gaussian noise) as a base time-series model and injecting them with different types of anomalies in
order to test the algorithms” performance on data that are both unseen and generated from distribu-
tions which are different compared to the ones of the training data. This is why periodic functions are
used as a base model: most of the features of the monitored shipboard systems do not exhibit periodic
behaviour or show patterns of periodicity. Note that extremum anomalies are included in all datasets.

To create the datasets of this type, scripts based on the GutenTAG tool of the TimeEval project **)
are developed. There are 8 different anomaly types which are injected into the base time-series: (1)
amplitude and (2) frequency anomalies (which alter the wave’s/pulse’s amplitude and frequency, re-

spectively), (3) extremum anomalies (which correspond to global or local minima or maxima injected
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Figure 3.7: Examples of each anomaly type taken into consideration for the development of the synthetically

generated time-series datasets.

in the normal time-series), (4) pattern anomalies (which inject patterns of waves/pulses that are dif-

ferent from the ones used in the base time-series), (5) variance anomalies (where the Gaussian noise

is increased), (6) platform anomalies (which create plateaus somewhere in the time-series), (7) mean

anomalies (which correspond to vertical displacements of the time-series) and (8) creeping anomalies

(which introduce effects that gradually alter the base time-series’” pattern over time). These different
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anomaly types are depicted in Fig. 3.7, where the base time-series corresponds to sine waves. Addi-
tionally, table 3.6 provides details for the different datasets constructed for this purpose, including a
dataset ID, the number of its features (thus making a distinction between univariate and multivariate
time-series), the periodic function used as a base model, the types of injected anomalies, as well as the

contamination factor.

ID | Features | Base Model Anomalies Contamination Factor
U1 1 sine wave (1), (2), (5) 5%

U2 1 cosine wave (1), (4), (6) 5%

U3 1 square pulse (4), (7) 5%

U4 1 ECG pulse (6), (8) 8%

M1 8 all (1), (2), (4), (6) 5.2%

M2 8 all (1), (2), (4), (5) 4.5%

M3 5 all (6), (8) 7.6%

M4 9 all (6), (7), (8) 7.8%

Table 3.6: Datasets of synthetically generated time-series.

It is stressed at this point that these datasets are developed to test the expressivity of already trained
models. As a result, the number of features for each multivariate dataset is fixed, depending on the
type of model that is to be tested: datasets of 8, 8, 5 and 9 features are developed for MVAD models pre-
trained on the dataset of motor-pump systems, stern tubes, pipes, and scrubber towers, respectively.
Note that the granularity of data is not relevant in this case, however it is taken to be equal to 30

seconds, for uniformity reasons.

3.3.3 DATASET TYPE #3: OPERATIONAL VESSEL DATA

The final dataset type consists of datasets constructed from the real-world data that are transmitted
from sensors installed on operational vessels. For the purposes of the present thesis, the data of a single
vessel are taken into account, however the project described herein concerns in general numerous
vessels, of different types, from several companies. The studied vessel is a cruise liner with 6 diesel
engines and therefore has 6 scrubber towers. Additionally, 19 different pipe systems are monitored
(including the pipes that lead to the scrubber towers), as well as 28 different motor-pump systems
(the vessel has more than 100). Including the single stern tube, this amounts to a total of 54 datasets,
which are continuously appended with new data as they arrive in batches. By the time of writing the
present thesis, each dataset contains features with more than 170000 entries, corresponding to more
than 2 months of constant data feed. The sensors’ measurement granularity is 10 seconds, however,
as explained in the next chapter, by taking the median of 3 consecutive measurements as a single data

point, the granularity effectively becomes equal to 30 seconds, as in the case of the pre-training data.
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In the field of machine learning and data science, having access to well-curated datasets is critical
to the development and evaluation of models. However, in real-world applications, collecting and
preparing data for analysis can present significant challenges. This is particularly true in the context
of maritime operations, where the use of sensors to gather information about the health condition of
vessel systems requires a robust and efficient data pipeline.

The process of managing data in a production environment is referred to as Data Engineering. It
encompasses the design, development and maintenance of the necessary infrastructure and processes
for collecting, transforming and preparing data for use with machine learning models or other algo-
rithms. The challenge of Data Engineering is to efficiently handle the complexities of large and diverse
datasets, making sure that the data is processed in a way that is suitable for analysis.

The use of cloud infrastructure, such as the Azure Cloud Ecosystem [*] which is used in the work
presented herein, can simplify the process of Data Engineering by providing scalability and reliability
for handling the complexities of data ingestion, transformation, and modeling. This allows Data Engi-
neering to be streamlined, enabling the creation of a robust and efficient data pipeline. Presenting the
followed practices and used services for the construction of this pipeline as a unified Azure solution

is the aim of this chapter.

4.1 AzURE CLOUD ECOSYSTEM & SOLUTION ARCHITECTURE

The Azure Cloud Ecosystem, developed by Microsoft, is a comprehensive cloud computing platform
that provides organizations with scalable and reliable services for their data processing and analysis
needs. With its wide range of services for data analysis and machine learning, one can build and deploy
complex data-driven applications in a flexible and efficient manner.

One of the most significant benefits of the Azure Cloud Ecosystem is its scalability. Azure provides
a flexible infrastructure that can accommodate changing demands, making it ideal for organizations
with dynamic data processing needs. This is exactly the case with maritime operations, where the
number of sensors, vessels or even client companies can change drastically in a single day. Regard-
less of the size of one’s data processing needs, Azure provides the necessary infrastructure to support
these demands. Additionally, Azure offers a range of data storage options, including structured and

unstructured data, making it easy to store and access large and complex datasets, such as sensor data

41
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from vessel systems. With the ability to scale as needed, organizations can avoid the costs and limita-
tions of traditional on-premises data centers and focus on their core business operations.

Another critical aspect of the Azure Cloud Ecosystem is its reliability. Azure provides high avail-
ability and disaster recovery features, ensuring that data is always available and protected, which are
particularly important for organizations that rely on their data for critical business operations. This is
exactly the case with the studied problem, where anomaly detection is performed to identify potential
malfunctions and system failures or indications thereof. Azure also offers a wide range of security
features, including data encryption, access control and network security, to ensure that data is pro-
tected from unauthorized access. With the assurance of data security and availability, organizations
can focus on their core business operations and avoid the costs and complexities of managing their
own data centers.

Its open and flexible architecture is another key feature of the Azure Cloud Ecosystem. Azure
supports a wide range of programming languages and platforms, making the integration of existing
systems and tools with the Azure platform easy. Additionally, Azure provides numerous Application
Programming Interfaces (APIs) and Software Development Kits (SDKs), making it easy for organi-
zations to automate their data processing and analysis tasks. In the present work, the Python SDK is
utilized to create and manage a series of different services. This allows efficiently organizing all data
processing and analysis workflows for maritime operations, reducing the time and resources required
to manage these processes.

The Azure Cloud Ecosystem also provides several services for data analysis and machine learn-
ing, which can be used to build and deploy complex data-driven applications. Additionally, Azure
provides services for data ingestion, pre-processing and modeling, making it easy to create end-to-
end data pipelines for the analysis of sensor data from vessel systems, streamlining all aspects of data
operations. One key feature of Azure that supports all of these functionalities is the integration of
Databricks!'"), a powerful and collaborative platform for big data processing and machine learning.
The Databricks platform offers a user-friendly interface, collaborative features, and the ability to scale
to meet dynamic demands, making it ideal when working with large and complex datasets. Azure
Databricks!!"!! integrates with other Azure services and tools, offering organizations a seamless and
efficient solution for their data processing and analysis needs. With its comprehensive capabilities
and robust architecture, Azure Databricks is a valuable tool for organizations seeking to gain valuable
insights into their operations and optimize their processes.

The full architecture of the solution developed in Azure for the requirements of the work pre-
sented in this thesis can be seen in Fig. 4.1. It can be divided into four main groups of resources,
each serving a specific purpose in the data pipeline: Data Ingestion (a group handling the ingestion
of the data transmitted from the vessel), Data Storage (a group controlling the storage of the data into
different tiers), Computations (a group containing the services that handle the orchestration of com-
putations with the processed data) and Serving (a group for the services that serve the final results). In

addition to these resource groups, there is an extra group seen in Fig. 4.1, titled Logging and Security.
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Figure 4.1: Architecture of the Azure solution.

This group includes three main Azure components that are used globally, outside the scope of indi-

(1021 which is a monitoring service

vidual resource groups. The first among them is Azure Monitor
allowing the collection, analysis and action on telemetry data received from a variety of resources and
applications, in order to optimize the performance and availability of their workloads. The second

is the Azure Active Directory!'%*!

, which is an access management service allowing organizations to
securely manage user access and authentication to cloud-based resources and applications. The third
is the Azure Key Vault!'*!), which allows organizations to store and manage sensitive information,

such as cryptographic keys, passwords, and certificates, in a centralized and highly secure manner.

4.2 DATA INGESTION

The solution’s architecture is described in the order in which the data pipeline’s events take place,
starting from the transmitting of sensor data from the vessel all the way to serving the final results.
This means that the first resource group under consideration is the one handling the ingestion of the
transmitted data, which includes the Azure IoT Hub, the Azure Stream Analytics [105] and the Azure
IoT Hub Device Provisioning Service!'’! components.

As mentioned in the previous chapter, the Azure IoT Hub service is the entry point of the data
pipeline where the batch data collected from the sensors and transmitted from the PLC devices are
queued for ingestion and storing. It provides secure communication channels for devices to com-
municate with the cloud and also provides secure storage for device identities and credentials. This
ensures that only authorized devices can communicate with the cloud, and that communications be-
tween devices and the cloud are protected from unauthorized access. Another important feature of
Azure IoT Hub is its scalability, as it is designed to handle large numbers of devices, and provides
features such as partitioning and load balancing to ensure that the IoT Hub can handle the scale and

complexity of large IoT deployments.
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For the purposes of the work presented here, a single IoT Hub component is used per company.
The partition number, which determines the number of parallel processing nodes that are used to
handle the workload of the IoT Hub, is set equal to 10, however it can be increased or decreased
as needed to accommodate changes in the scale of the deployment. All messages received by the IoT
Hub are retained for 7 days (which is also configurable) before being automatically deleted, as a backup
measure in case a part relevant to the storing of the data further down the data pipeline fails. Finally,
using built-in endpoints, IoT Hub’s message routing feature allows all received messages to be directed
to storage layers (containers inside Azure Blob Storage'’’), in a time-optimized and secure manner.

More specifically, the message routing feature ingests data, transforms them into avro' files and

then routes them to blob storage containers to be saved temporarily (for 7 days) using the format
{iothub}/{partition}/{YYYY}/{MM}/{DD}/{HH}/{mm},

where {iothub} corresponds to the company’s IoT Hub, {partition} corresponds to the partition
number and {YYYY}/{MM}/{DD}/{HH}/{mm} is a datetime format. Unfortunately, this format used
from IoT Hub’s message routing options is not ideal: in order to perform analytics and train machine
learning models, a single sensor’s!® data need to be isolated from data points obtained from other
sensors. Additionally, a directory-like hierarchy needs to be applied, separating the time-series of
different sensors from different systems, belonging to different system types and different vessels, thus
optimizing the way queries can be performed on the data during pre-processing or analysis. A way
to achieve this would be to include additional fields in the above format, such as metadata from the
received data messages. Nonetheless, at the time of writing the present thesis, there is no way of
specifying one such custom format. For this reason, the Azure Stream Analytics (ASA) service is used
to reorganize the ingested data and save them in the desired hierarchical format in another container.

ASA is a fully managed, real-time data streaming service whose central building blocks are called
ASA Jobs. An ASA job is a continuous real-time data processing unit that receives input data from one
or more sources, performs a series of transformations and outputs results to one or more destinations.
As the name suggests, it is ideal for streaming scenarios and can be used for data analysis besides data
ingestion. However, in the scenario described herein, it simply acts as a helper for the data ingestion
process that handles the storing of data in a custom format, while leaving all other aspects of the
process to IoT Hub. While using both IoT Hub and ASA might seem redundant at first sight, it is
important to note that they are complementary to each other: IoT Hub can’t handle the required data
formatting and ASA cannot provide the reliability, availability and safety of batch data ingestion from

the PLC devices that IoT Hub provides.

% Avro is a binary data serialization format that is widely used in big data and data processing applications, since it provides

compact, efficient and highly interoperable data serialization capabilities, as well as high-level data schema evolution
metadata.

(9 1n general, a sensor can provide more than one measurement for more than one feature. However, as explained in Chapter

3, each sensor deployed for this project measures only a single feature, which is why the words “sensor” and “feature” are
used in this text interchangeably.



Cloud Data Engineering 45

As explained in Section 3.2, each sensor reading comes with the corresponding timestamp, as
well as metadata regarding the status of the sensor’s system (ON or OFF) and the sensor’s name. The

sensor’s name is a string formatted as
{vessel}/{location}/{system}/{feature},

where {vessell} corresponds to a specific vessel’s name or ID, {location} corresponds to a moni-
tored system’s type (one of four system types discussed in Chapter 3), {system} corresponds to the ID
of the specific system (for example system No. 5, out of 19 monitored pipe systems) and {feature}
corresponds to the measured feature (one of the features shown in Tables 3.1 - 3.4). This allows one
to define the container where IoT Hub redirects messages as avro files as an ASA job source; then,
whenever a new file appears, or an existing file is appended in this source, the job checks each row’s
metadata and sends (by copying) the data point to a destination container in which data are organized
using the {vessel}/{location}/{system}/{feature} format. This is done by writing queries
in ASA’s SQL-like query language.

Device Provisioning
Service
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Figure 4.2: Data ingestion process using IoT Hub, DPS, ASA and Storage containers.

Closing the discussion on data ingestion, it is worth mentioning that each IoT Hub Device is in a
one-to-one correspondence with a sensor of a monitored shipboard system. This means that for the
single vessel that is used as a case study for the present thesis, the total number of required registered

devices is given by

ste}:l/iube scrubber towers
Np = 28-8 + 1-8 +19-5+ 6-9 =381 (4.1)
motor-pump systems pipes

This indicates that the total number of devices that need to be registered in IoT Hubs is a number of
O (10%), multiplied by the total number of vessels per company and the total number of companies.
It becomes evident that a scalable solution for registering large numbers of devices with IoT Hubs is
required and this is where the IoT Hub Device Provisioning Service (DPS) enters the stage. The DPS
acts as an intermediary between the devices and an IoT Hub and automates the process of register-
ing devices with IoT Hub, ensuring security and consistency and eliminating the need for manual

configuration of each device. Fig. 4.2 provides a synopsis of the described ingestion process’ flow.
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4.3 DELTA LAKE & MEDALLION ARCHITECTURE

As discussed, the destination of the ASA job that transforms and arranges the data in a suitable format
is a data storage container with hierarchical structure, which is part of a wider storage service known
as Azure Data Lake Storage Gen 2[!°*) (ADLS2). ADLS2 is a cloud-based data lake that provides a
comprehensive solution for managing big data, designed to handle both structured and unstructured
formats. In general, data lakes are an evolution of traditional databases which provide a more flexi-
ble, scalable and reliable way of managing big data. Unlike databases, which are designed to handle
structured data, data lakes allow organizations to store and process both structured and unstructured
data in their raw form. They also provide a cost-effective solution for big data management, as they
are built on a shared infrastructure and can be scaled as needed.

While data lakes have revolutionized the way organizations store and manage big data, they are
not without their challenges: slow and complex data ingestion processes, lack of data governance and
data management capabilities, difficulty in ensuring data reliability and consistency, to name but a
few. These issues limit the full potential of data lakes and make it arduous for organizations to derive

meaningful insights from their data. To address these challenges, Delta Lake ['’)

, a new generation of
data lake technology, offers a more sophisticated solution and provides a more streamlined approach
to data management and processing.

Azure Delta Lake is an open-source storage format that provides ACID transactions, data ver-
sioning and schema enforcement to data lakes, built on top of ADLS2. Through its support for ACID
transactions, it ensures that data is always consistent and accurate. This is achieved by implementing a
transaction log that keeps track of all changes made to the data, allowing for undo and redo operations.
This makes Delta Lake particularly useful in cases where data is being written and read concurrently,
as is the case with the previously discussed ingestion process, ensuring that data remains consistent
even in the face of errors or failures. As far as versioning is concerned, Delta Lake makes it easier to
revert to previous versions of the data if necessary and enables users to track the evolution of the data
over time. This feature is particularly useful in cases where data is being updated frequently, as it pro-
vides a way to keep track of changes and ensure that the data remains accurate. Finally, with schema
enforcement, which helps to ensure that the data remains consistent and conforms to a specific format,
data quality issues that can arise from inconsistent data formats are prevented. In addition to these
features, Delta Lake also provides a number of performance optimizations that make it faster and
more efficient than traditional data lake technologies. For example, Delta Lake supports columnar
storage formats, such as Parquet, which enable faster and more efficient processing of big data.

The Delta Lake platform provides a robust and scalable solution for data management in the mod-
ern data landscape. However, simply storing data in a Delta Lake does not guarantee its quality or
reliability. For the purposes of the work presented herein, the medallion architecture is adopted on
top of the Delta Lake platform. This is a three-layer approach to data storage that takes into account

the varying quality of the data being stored. The medallion architecture provides a flexible and scal-
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able solution for managing data throughout their lifecycle, from raw and unprocessed data to highly

curated and reliable information (see Fig. 4.3).

l Bronze Silver

Raw Ingestion Filtered, Cleaned Business-level
Augmented Aggregates

Figure 4.3: The three-layer medallion architecture built on the Delta Lake platform.

The first data layer of this architecture is the bronze tier, which is designed to hold the raw, un-
processed data that is ingested using the process described in the previous section. This layer is used
for storing large amounts of data in a cost-effective manner, with no pre-processing and no quality
checks. Its primary purpose is to provide a centralized repository for all ingested data, with practically
infinite retention period (be reminded that the data ingested into the Blob Storage using IoT Hub re-
main there only for a limited number of days as a safety measure, so access in historical raw data is
only possible through this bronze layer).

The second layer is the silver tier, which corresponds to a curated data layer used for storing data
that has been processed and transformed to meet the quality standards required for use in analytics
and machine learning applications. Essentially, this layer holds the data that have been transformed
from their raw form into a more usable format. For the purposes of the work presented in this thesis,
each sensor’s newly ingested raw data are aggregated by selecting the median of every three sensor
measurements to be used as a single data point. This is how the granularity of the real-time datasets is
artificially set equal to 30 seconds, while the granularity of the sensors’ measurements is 10 seconds.
Additionally, the raw data are also pre-processed for the purposes of machine learning (only min-max
normalization is applied so far, which is discussed in the next section). The processed data are then
appended in dataframe-like structures supported by the Delta Lake format, with every sensor’s data
corresponding to a single dataframe.

The third and final layer of the medallion architecture is the gold tier and it is used for storing the
output data of machine learning algorithms and in general data that are to be used for reports or to be
served in applications and dashboards. This layer provides fast and efficient access to the data stored

in it, which are stored in a format that is optimal depending on their use case.

4.4 COMPUTATIONS & SERVING

The medallion architecture discussed above describes how the different tiers of data are organized and
stored based on their “quality”, however it is also important to discuss how each layer is populated and

how the data that populate it are curated or generated. Azure Databricks is the service that takes care
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of most of this orchestration, thanks to its wide array of tools for processing and transforming data,
including Spark for big data processing and an integrated Delta Lake platform.

As far as the bronze tier is concerned, since it is populated by ASA using the process described in
Section 4.2, Databricks is used only to read the ingested data and process them before saving them to
the silver tier layer. Specifically, using the Spark engine, Databricks performs the aggregation required
to reduce the granularity of the data (taking the median of every 3 values as a data point). Then, the
Spark engine also takes care of additional transformations, namely a min-max normalization of the
data. Min-max normalization, also known as feature scaling, performs a linear transformation x — &
on the original data in order to create scaled data in the range (0, 1). The transformation is given by
(i,t) _ (1)

FORN (4.2)

Tmax — Lpin

i) —

where the ¢ and ¢ superscripts correspond to the i-th feature and ¢-th time step, respectively, and
(i)

xmin/xgzm are the i-th feature’s minimum and maximum values, respectively. These minimum and
maximum values are obtained from the pre-training datasets, as the normalization performed on the
real-time data must be identical to the one performed for the pre-training ones. Finally, using the Delta
Lake format, Databricks appends the transformed data to existing dataframes, with each dataframe
corresponding to an individual sensor (or, equivalently, feature).

When it comes to the gold tier, it stores data that are generated using the deployed machine learn-
ing models, which perform inference on the silver tier’s pre-processed data. While Databricks provides
a comprehensive and integrated platform for machine learning development and deployment, it is not
always the best fit for every use case; in some cases, it may be necessary to leverage other technolo-
gies. In the present case, the combination of Docker!'!”), Kubernetes!!'!] and FastAPI[''?] is utilized
to carry out the machine learning operations and populate the gold tier.

Docker allows the packaging of the pre-trained machine learning models and all relevant depen-
dencies into a container image, making it easy to distribute and run the models in a consistent, re-
producible environment. Kubernetes, which is provided as an Azure service, provisions a platform
for deploying and managing such containers in a scalable and reliable manner. This is crucial in the
present scenario, where a single container image corresponding to the pre-trained model for a specific
shipboard system needs to be distributed to several containers, so that each machine learning model
instance can be fine-tuned and used to monitor all different instances of the same shipboard system.
This fine-tuning, which is discussed in detail in Chapter 5, along with the inference and possible eval-
uation of the models is achieved by creating task-specific endpoints, which can be called from other
applications (in this case, Databricks). This is where FastAPI is utilized, as it is a web framework that
provides a simple and efficient way to serve machine learning models as web services.

All of the steps described in the present section are automated and orchestrated using Databricks
Jobs, a feature of Databricks that enables the scheduling, running and monitoring of the execution of
long-running, complex, batch-oriented workloads. Jobs can be triggered by time, event, or API and

can be scheduled to run at specific intervals, such as daily or weekly. In the case of the data pipeline
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discussed herein, the first trigger is activated when ASA ingests new data files into the bronze tier. All
the other steps, from data processing to machine learning operations, are triggered and executed as a
series of orchestrated jobs, with each job being triggered only after the successful completion of the
previous one. This not only streamlines the process, but also ensures that each step is executed in the
correct order, reducing the risk of errors and increasing overall efficiency.

Before closing the present chapter, it is worth mentioning how the results that are stored in the gold
tier are served. The final job in the aforementioned pipeline of Databricks Jobs concerns serving the

1131 database, also hosted on Azure. PostgreSQL is an open-

contents of the gold tier in a PostgreSQL!
source relational database management system known for its strong reliability and advanced features,
such as data integrity, indexing and query optimization. This database is connected to the back-end
of a dashboard web application, which offers visualizations of the real-time data feed (whenever new
batches are ingested), as well as the inference results of the machine learning models. One could think
of this PostgreSQL database as the database duplicate of the gold tier layer of the ADLS2 and therefore
question its necessity in the overall solution architecture. Nonetheless, it is important to note two key
points that render both the gold tier and the database important. Firstly, isolating different parts of the
whole project is considered a good practice, not only for debugging, but also for security reasons. As
a result, using both the gold layer and the SQL database ensures that the web application is kept out of
immediate connection to the data pipeline. Secondly, and most importantly, the web application does
not offer the visualization of historical data that go arbitrarily back in time, but rather has a threshold
of 3 months. This means that the SQL database does not keep all of the contents of the gold tier layer,
but rather only the values with timestamps that belong in this time range. This makes queries on the
web application significantly faster, as the number of data points that are considered during lookup

are orders of magnitude higher in the data lake, compared to the database.
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IMPLEMENTATION & RESULTS

Having established the theoretical background and the datasets used for training and evaluating all
models, and also having presented the data engineering process, this final part of the present thesis

discusses the implementation of the anomaly detection models and their results on all three datasets.

5.1 MODELS IMPLEMENTATION

As far as the implementation of the SR-CNN model is concerned, for the extraction of saliency maps
the values ¢ = 3 and z = 21 are chosen for the hyper-parameters corresponding to the filters h,,
and h,, which are related to the averaged spectrum and averaged saliency map, respectively. These
are also the values suggested by the authors in the original SR-CNN paper[*°!. As for the CNN, it is
implemented in Python using the PyTorch!''*) library. The synthetic dataset generated for the train-
ing of the CNN is constructed by scanning the original time-series in a sliding window with size
w = 400, a choice different compared to the one in the original paper. The scanning step is taken
equal to 8 = 100, so that the sliding windows are overlapping. As far as the x-parameter is concerned,
it is not considered universal for all instances of the SR-CNN model; depending on the dataset where
each model instance is evaluated, ~ is chosen so that /2w is approximately equal to the dataset’s
contamination factor(!?),

The CNN’s architecture comprises three 1-dimensional convolutional layers with zero padding,
unit kernel*® and unit stride and output channels of dimension w, 2w and 4w, in this order. The
convolutional layers’ outputs are then flattened and passed over two fully connected layers with outputs
8w and w, in this order. Each layer is followed by a ReLU nonlinearity, except for the final layer which is
followed by a logistic sigmoid activation, since the final outputs need to be interpreted as probabilities
(or scores). Additionally, batch normalization is used after each convolution and before ReLU, as it
helps alleviate the problem of the internal covariate shift!!!).

Finally, regarding the network’s training, a constant number of 30 epochs is chosen. An early stop-

[116

ping mechanism ') could be adopted, however experiments showed that imposing L2 regularization

U7 This is because in a window with size w where up to x points are chosen as anomalies, the mean number of chosen

anomalies is /2. For instance, for w = 400, in a dataset with a contamination factor of 3%, « is taken to be approxi-

mately equal to 24.
(18 A univariate time-series can either be seen as a T-dimensional sequence of a single channel, or as a 1-dimensional item

of T channels. The latter viewpoint is adopted in this case.
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is more than sufficient to avoid overfitting. The loss function is obviously binary cross entropy and it
is optimized using PyTorch’s Stochastic Gradient Descent (SGD) optimizer. The learning rate, Ir (e),

is adjustable per epoch e, following the rule

1\ le/10]
Ir(e)=lry- <§> ) (5.1)

where [r is the initial value of the learning rate and |a/b| corresponds to integer division of a by b.
For all model instances, Ir, is taken equal to 1073,

Moving on to the MTAD-GATv2 model for MVAD tasks, it is also implemented in Python using
the PyTorch library. A significant portion of the code is based on the implementation by MLAITS ['7]]
even though their model is not an accurate representation of Microsofts MTAD-GAT !l (which is
what significantly differentiates it from the work presented here). As in the case of the SR-CNN model,
a sliding window approach is followed here as well, with window size At = 400.

For the first part of the model’s architecture, the output channel’s dimension for the 1-dimensional
convolutional layer is set equal to its input channel’s dimension (i.e. the number of features, k) and
a kernel of size 10 is chosen for the convolution operation. A ReLU nonlinearity is also added as
the activation of this single convolutional layer. Regarding the GATv2 layers, their details are dis-
cussed thoroughly in Section 2.2.4, however it is worth mentioning that a dropout layer with dropout
probability equal to 0.25 is also added in the neural network that calculates the attention vectors, for
regularization purposes. As is common practice, the LeakyReLU nonlinearity’s slope is taken equal
to 0.2. The concatenated outputs of the two GATv2 layers and the 1-dimensional convolutional layer
are fed to a single GRU layer with hidden dimension d = 150; the code allows for the addition of
multiple GRU units (and the introduction of in-between dropout layers for regularization), however
experiments showed that this does not lead to noticeable accuracy improvements.

For the second part of the MTAD-GATv2 model’s architecture, the MLP corresponding to the
forecasting model is chosen to include three hidden layers of sizes d, 2d and d, in this order. The input
layer and all hidden layers are followed by dropout layers with dropout probability equal to 0.25,
which is in turn followed by a ReLU activation. As for the VAE used as the reconstruction model, the
prior’s, as well as the encoder’s and decoder’s distributions are taken to be Gaussians with diagonal
covariance matrices (see Egs. (2.29), (2.30) and (2.42) from Chapter 2). In fact, following the original
MTAD-GAT paper, the standard Gaussian distribution is chosen for the prior and the decoder. The
deep learning models chosen for the encoder’s generative task and the decoder’s inference task are
CNNs. More specifically, the encoder consists of 3 sequential 1-dimensional convolutional layers with
ReLU activations, output channel dimensions d, 2d and 4d, in this order, kernels of size 4, strides of
2 and unitary padding. The convolutional layers’ outputs are then flattened and duplicated, since
the encoder’s multivariate Gaussian distribution with a diagonal covariance matrix is parametrized
by one L-dimensional vector of means and one L-dimensional vector of variances. Consequently,

each duplicate passes through two fully connected layers with hidden dimension d and bottleneck
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dimension L = 10. As for the decoder, its architecture is the inverse!®) of the encoder’s architecture,
with the exception of its final layer: since the VAE’s objective is to reconstruct the original time-series’
feature vector, an additional convolutional layer is applied, with output channel dimension equal to &
and same kernel, stride and padding sizes.

As far as the MTAD-GATv2 model’s training is concerned, the loss function is the sum of the
forecasting and reconstruction error given by Eq. (2.47). The loss function chosen for the forecasting
model is the MSE, while the loss function corresponding to the VAE’s reconstruction error is the
opposite of the approximated ELBO of Eq. (2.43) (the ELBO needs to be maximized, so its opposite
needs to be minimized). This expression is greatly simplified in the case of Gaussian priors, encoders
and decoders, especially given that the decoder’s distribution is the standard Gaussian (see Appendix
B for detailed calculations). For a given (measured) feature vector x = {azi}le at time step ¢, if the
forecasting output is denoted by X = {@-}211 and the reconstruction output is denoted by r = {r; }le ,

then the overall loss function at time ¢ can be written as
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where p,, ; and O’é,i are the i-th elements of the L-dimensional mean and variance vectors, respec-
tively. The optimizer used to minimize this loss function is SGD, with an adjustable learning rate that
follows Eq. (5.1), with Ir, = 1073. All model instances are trained using an early stopping mecha-
nism, with patience threshold equal to 14.

A final point of discussion concerns the MTAD-GATv2 model’s inference, and specifically the v
hyper-parameter. As discussed in the original MTAD-GAT paper, if 7y is set between 0.4 and 1.0, no
significant differences in predictive power are observed for the trained models on Microsoft’s TSA
dataset°!]. Without thorough investigation, but by performing a limited number of experiments, this
is also confirmed in the case of all 4 pre-training datasets, thus - is set equal to 0.8 (as in the original

paper) for all MTAD-GATv2 model instances.

5.2 PRE-TRAINING & EVALUATION

Following the implementation, the first part of the experimental procedure concerns the pre-training
of the MTAD-GATv2 models using the pre-training dataset for each monitored system, as well as
their evaluation on a subset of data reserved for this purpose. As far as the SR-CNN model is con-
cerned, since it is trained in an unsupervised manner, the pre-training dataset is used in its entirety

for evaluation.

(9 For the convolutional layers of the PyTorch implementation, this means that if the encoder’s layers are Convid ob-

jects, then the decoder’s layers are ConvTransposeld objects where the in_channels of the one corresponds to the
out_channels of the other and vice-versa.
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The formalism used herein is that a dataset’s samples classified as non anomalous (labeled with
0) or anomalous (labeled with 1) by an anomaly detection model are split into four categories: 00
(samples that are not anomalous and are classified as such), 01 (samples that are not anomalous but
are classified as anomalous), 10 (samples that are anomalous but are classified as non anomalous) and
11 (samples that are anomalous and are classified as such). Based on this, a confusion matrix can be

assigned to each model’s predictions:

00 01
CF = (5.3)
10 11

Given this confusion matrix, a number of different evaluation metrics can be defined:

o Accuracy: the proportion of correctly classified samples among all samples, i.e.

Accuracy = 00 + 11 (5.4)
Y T 00+ 01+10+ 11 ‘

« Recall: the proportion of correctly predicted anomalies among all actual anomalies, i.e.

11
Recall = ——— (5.5)
104+ 11

« Precision: the proportion of correctly predicted anomalies among all predicted anomalies, i.e.

. 11
Precision = ——— (5.6)
01+11

o F1-Score: the harmonic mean of Recall and Accuracy, i.e.

11
F1-Score = 2 - (5.7)
01+4+10+2-11

Among these metrics, accuracy is the least reliable one, due to how highly imbalanced the utilized
datasets are: by definition, anomaly detection concerns rare events, therefore non anomalous data
are much more common compared to anomalous events. As a result, a model that classifies all re-
ceived samples as non anomalous is expected to have satisfactory accuracy, while in practice it is the
worst model imaginable for the task®?). For this reason, in what follows, emphasis is given on Recall,
Precision and especially F1-Score.

Another metric that is utilized for the evaluation of the MTAD-GATv2 model instances is the
Receiver Operating Characteristic (ROC) curve, which depicts a model’s predictions’ true positive
rate (sensitivity) against the corresponding false positive rate (1 - specificity) at different threshold
settings (in MTAD-GATv2 the threshold is automatically assigned using the POT algorithm, so to
extract the ROC curve this threshold is varied manually). A ROC curve provides a way to evaluate and
compare the performance of different model instances by considering the trade-oft between sensitivity
and specificity. The area under the ROC curve (AUC) is a commonly used metric for evaluating the
performance of models such as anomaly detectors. A perfect model's ROC curve has an AUC of 1,

while the random classifier’s ROC curve has an AUC of 0.5.

(@9 For instance, in a dataset with a contamination factor of 5%, one such model’s accuracy would be 95%, however the

model would fail to identify any anomalies.
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5.2.1 EvALUATION OF THE SR-CNN MODELS

As far as the SR-CNN model’s instances are concerned, the pre-training datasets are used only for a
preliminary evaluation thereof. For this purpose, separate instances of the model are self-trained as
explained in Section 2.1.2 using the entirety of the available time-series’ timestamps for each feature

individually. Figs. 5.1 - 5.4 depict the confusion matrices corresponding to the predictions for each
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Figure 5.1: Feature-wise confusion matrices for the motor-pump systems with the SR-CNN model.

Feature | Accuracy | Recall | Precision | F1-Score
VibM 99.98% 78.79% 96.30% 86.67%
TempM 99.81% 71.23% | 95.41% 81.57%
CurrM 99.66% 70.04% 95.41% 80.78%
VibC 99.81% 71.38% 95.50% 81.70%
VibP 99.88% | 69.66% | 95.38% 80.52%
Speed 99.81% 66.80% 95.43% 78.59%

FlowQOut 99.62% 74.22% 95.38% 83.48%

FlowIn 99.93% 70.54% | 96.34% 81.44%

Table 5.1: Feature-wise evaluation metrics for the motor-pump systems with the SR-CNN model.
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feature, while Tables 5.1 - 5.4 provide the values for all evaluation metrics®). As expected, the ac-
curacy metric provides no valuable information regarding the UVAD models’ performance, with all

instances achieving higher than 99% results. Additionally, the precision of all instances is higher than
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Figure 5.2: Feature-wise confusion matrices for the stern tube with the SR-CNN model.

Feature Accuracy | Recall | Precision | F1-Score

Bear1Templ | 99.45% | 66.58% | 95.35% 78.41%

Bear1Temp2 | 99.78% | 65.97% | 95.48% 78.03%

Bear1Vibl 99.96% | 66.10% | 97.50% 78.79%

Bear1Vib2 99.82% | 65.67% | 95.62% 77.86%

Pressurel 99.98% 65.62% 95.45% 77.78%

Pressure2 99.82% 69.32% 95.31% 80.26%

Flowl 99.86% | 68.81% | 95.86% 80.12%

Flow2 99.98% | 56.00% | 100.00% 71.79%

Table 5.2: Feature-wise evaluation metrics for the stern tube with the SR-CNN model.

(@D Note that the inclusion of the evaluation metrics is technically redundant, as the confusion matrices themselves offer all
the information required for their extraction.
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95%, indicating that the models do not tend to misdiagnose anomalies. This renders the recall and
F1-Score as the only suitable metrics for evaluation. More specifically, the relatively low recall scores
point to the UVAD models’ difficulty in recognizing all of the datasets’ anomalies. As for the F1-Score,
its mean value for the motor-pump systems’ pre-training dataset is 81.84%, its mean value for the stern
tube’s pre-training dataset is 77.88%, its mean value for the pipes’ pre-training dataset is 81.37% and

its mean value for the scrubber towers’ pre-training dataset is 80.51%.
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Figure 5.3: Feature-wise confusion matrices for the pipe systems with the SR-CNN model.

Feature | Accuracy | Recall | Precision | F1-Score
ExtWidth | 99.74% | 71.75% | 95.35% 81.88%
IntWidth 99.58% 70.66% 95.32% 81.16%

FlowIn 99.80% 72.31% 95.28% 82.22%

FlowOut 99.70% | 70.77% | 95.27% 81.21%
pH 99.24% 69.55% 95.26% 80.40%

Table 5.3: Feature-wise evaluation metrics for the pipe systems with the SR-CNN model.

At first sight, these results might seem unimpressive and can be attributed to the UVAD models’
inherent inability in identifying important intra-feature correlations, which are strongly present in this
work’s datasets. Nevertheless, it must be stressed that, unlike in most other works regarding anomaly
detection, the results presented herein are obtained via a one-to-one evaluation of predicted labels, as
is common in the evaluation of classification models. In particular, anomaly detection algorithms are
usually evaluated using a neighbourhood evaluation scheme, where an anomaly prediction is rendered
as correct even when the timestamp on which it is predicted is not the exact timestamp, ¢, when the

anomaly occured, but lies within a neighbourhood 4t around ¢. Another approach is to use a sliding
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window scheme (different from the one used for training), where the evaluation considers a sequence

of consecutive time intervals and calculates the proportion of correctly predicted anomalies within

each interval. Here, anomalies are considered correctly predicted only when the prediction is made

on the exact timestamp with an anomaly label, which is why the recall score appears so low. This is
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Figure 5.4: Feature-wise confusion matrices for the scrubber towers with the SR-CNN model.
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Feature Accuracy | Recall | Precision | F1-Score
Pressureln 99.88% | 72.13% | 95.65% 82.24%
PressureQOut 99.60% 69.72% 95.27% 80.52%
Cond 99.97% 60.98% 96.15% 74.63%
TempB1 99.98% | 77.42% | 96.00% 85.71%
TempB2 99.87% 74.07% 95.24% 83.33%
TempC1 99.66% 70.55% 95.45% 81.14%
TempC2 99.82% | 64.68% | 95.60% 77.16%
TempC3 99.87% 66.07% 95.69% 78.17%
TempC4 99.60% 71.38% 95.38% 81.66%

Table 5.4: Feature-wise evaluation metrics for the scrubber towers with the SR-CNN model.
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done for two main reasons; firstly, it is important to evaluate the models as if there is no degree of
uncertainty regarding the anomalies’ timestamps, so that a lower threshold of their performance can
be known before their deployment - in other words, “it’s better to be safe than sorry”. Secondly, the
datasets include a series of point anomalies (mainly extrema), therefore it is important that the models

recognize them as such exactly when they occur.

5.2.2 PRE-TRAINING OF THE MTAD-GATv2 MODELS

Moving on to the MTAD-GATv2 model’s instances, which is the main reason the pre-training datasets
were developed, the results for their training and evaluation can be seen in what follows: Figs. 5.5,5.7,
5.9 and 5.11 depict the loss functions during the models’ training, Figs. 5.6, 5.8, 5.10 and 5.12 show

the results’ confusion matrices and Tables 5.5 - 5.8 present the corresponding evaluation metrics.
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Figure 5.5: Loss functions for the training and validation of the MTAD-GATv2 model for the motor-pump
systems.
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Figure 5.6: ROC curve & confusion matrix for the motor-pump systems’ MTAD-GATv2 model.

Accuracy | Recall | Precision | F1-Score

98.81% | 78.45% | 95.41% 86.10%

Table 5.5: Evaluation metrics for the MTAD-GATv2 model for the motor-pump systems.
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Since each MTAD-GATv2 model instance is trained by minimizing the joint loss function of Eq.
(5.2), which corresponds to a forecasting loss function, £, and a reconstruction loss function, £,,
the figures portray both individual loss functions as well as their sum, as far as the models’ training
(left) and validation (right) are concerned. The vertical dashed red line signals the epoch where the
early stopping mechanism is activated and training is terminated, due to a constant increase in valida-
tion losses. The reason why some graphs show £ higher than £, (or vice-versa), with this relevant
positioning also changing in some cases as the number of epochs increases, is simply because some-
times the losses corresponding to the forecasting’s optimization are higher compared to the ones that

correspond to the reconstruction’s optimization (or vice-versa).
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Figure 5.7: Loss functions for the training and validation of the MTAD-GATv2 model for the stern tube.
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Figure 5.8: ROC curve & confusion matrix for the stern tubes MTAD-GATv2 model.

Accuracy | Recall | Precision | F1-Score

98.86% | 73.18% | 95.33% 82.80%

Table 5.6: Evaluation metrics for the MTAD-GATv2 model for the stern tube.

Unlike in the case of UVAD models, the ROC curves obtained from the MVAD models’ results
are also depicted in this section. The AUC is higher than 86.17% in all cases, which might not seem
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optimal at first sight®”, however one must keep in mind the one-to-one evaluation process previ-
ously discussed, as well as the fact that the pre-training datasets are custom datasets developed for the
very specific requirements of the present work and cannot be easily compared to commonly available
datasets used for anomaly detection benchmarking. As far as the shapes of the curves are concerned,
the fact that they are steep at the beginning and then start moving horizontally signifies that the posi-
tive (anomalies) and negative (regular data) classes are well separated for a given range of thresholds.
This happens because the corresponding samples are well separated in the feature space and the model

is able to exploit this separation to make accurate predictions.
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Figure 5.9: Loss functions for the training and validation of the MTAD-GATv2 model for the pipe systems.
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Figure 5.10: ROC curve & confusion matrix for the pipe systems’ MTAD-GATv2 model.

Accuracy | Recall | Precision | F1-Score

98.98% | 86.86% | 95.41% 90.94%

Table 5.7: Evaluation metrics for the MTAD-GATv2 model for the pipe systems.

@)1n the original MTAD-GAT paper it is stated that the AUC of ROC curves is not chosen as an evaluation metric, as

all models yield AUCs which are higher than 97%. Nonetheless, it is also stated that the used datasets concern only
continuous (and not point) anomalies, where the correct detection of a single anomaly renders the whole segment of
anomalies as correctly detected.
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As regards the other evaluation metrics, it is worth noting that the confusion matrices are given
here normalized, since the exact support of each area can be inferred from the existing knowledge
of the total number of samples and contamination factors (in the case of UVAD models, the exact
anomaly distribution across features is not given beforehand, with the exception of the graphs of Ap-
pendix C, which is why each individual support is depicted as an absolute number). The recall and
F1-Scores achieved by the MVAD model instances are significantly better compared to the UVAD
ones, perhaps with the exception of the stern tube’s dataset. Obviously, this can be attributed to the
fact that the architecture of the MVAD-GATv2 model is such that it allows the inclusion and proper
weighing of intra-feature correlations using the feature-oriented GATv2 layers and their dynamic at-

tention mechanisms.

Mean loss per epoch: training Mean loss per epoch: validation
— Lr — L
Lr L,
— £ — £
L
T~
0 10 20 30 40 50 60 70 0 10 20 30 40 50 60 70

Figure 5.11: Loss functions for the training and validation of the MTAD-GATv2 model for the scrubber towers.
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Figure 5.12: ROC curve & confusion matrix for the scrubber towers’ MTAD-GATv2 model.

Accuracy | Recall | Precision | F1-Score

98.77% | 80.63% | 95.26% 87.34%

Table 5.8: Evaluation metrics for the MTAD-GATv2 model for the scrubber towers.
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5.3 EXPRESSIVITY EVALUATION

With the pre-trained MVAD models readily available, the next part of the experimental process con-
cerns their evaluation on the synthetic time-series datasets. Again, when it comes to UVAD models,
their results do not provide information about their expressivity, as they are self-trained anew on the
new time-series. Instead, they simply indicate how good the SR-CNN model is in identifying different
types of anomalies in periodic data. The evaluation results for each SR-CNN instance can be seen in

the confusion matrices of Fig. 5.13 for each univariate dataset, as well as in Table 5.9.
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Figure 5.13: Confusion matrices for the SR-CNN model on the univariate datasets.

Dataset | Accuracy | Recall | Precision | F1-Score
U1 99.19% | 88.20% | 95.25% 91.59%
U2 99.14% | 87.00% | 95.39% 91.00%
U3 99.55% | 95.60% | 95.41% 95.50%
U4 98.83% | 89.62% | 95.47% 92.46%

Table 5.9: Evaluation metrics for the SR-CNN model on the univariate datasets.

The results are considerably better compared to the results for the pre-training datasets. This can be
attributed to the fact that the synthetically generated time-series are based on periodic functions with
relatively small variance, so learning this periodic behaviour and then classifying divergences from

this periodicity as anomalies (especially when they correspond to well-defined types of anomalies, as
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is the case for the time-series in these datasets) is quite simple for a CNN model to achieve.

As for the MVAD models, their results can be seen in Fig. 5.14 and Table 5.10.
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Figure 5.14: Confusion matrices for the MTAD-GATv2 model on the multivariate datasets.

Dataset | Accuracy | Recall | Precision | F1-Score
M1 98.13% | 67.31% | 95.37% 78.92%
M2 98.11% 60.67% 95.79% 74.29%
M3 97.53% 70.92% 95.40% 81.36%
M4 97.20% | 67.44% | 95.29% 78.98%

Table 5.10: Evaluation metrics for the MTAD-GATv2 model on the multivariate datasets.

As expected, the results for the MTAD-GATv2 model instances are not as promising as the ones for the
SR-CNN. The first reason concerns the fact that the anomalies present in these datasets are “mathemat-
ical’, in the sense that many of them can’t be expected to appear in real-world problems (for example,
a uniform, constant shift for all values in a given time window does not have physical significance).
The other reason is that the distributions from which the regular time-series data are generated in
these datasets (periodic functions) are completely different compared to the distributions that gen-
erate the real-world sensor data. Besides, these are the reasons why these datasets were generated as
an expressivity challenge. All things considered, a mean recall of 66.49% and an average F1-Score of
78.39% are satisfactory, especially given how the evaluation is performed (the one-to-one evaluation

scheme described in the previous section).
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5.4 FINE-TUNING AND CASE STUDIES

The final and perhaps most interesting part of this chapter concerns the findings using the real-world
data transmitted from operational vessels equipped with sensors. Before investigating two case studies,
it is worth mentioning that the SR-CNN model is not utilized for inference, as it is costly and inferior
to the MTAD-GATv2 model. Additionally, the MTAD-GATv2 pre-trained model instances are not
directly deployed for inference after their training. Instead, a fine-tuning procedure is first followed,
essentially equivalent to transfer learning.

First, approximately 10000 values (about 4 days of data feed) are extracted from the time-series
data transmitted from each system’s sensors. Then, the data are cleaned from possible anomalies
(which are extremely rare in such short windows of operation), by applying the SR technique presented
in Section 2.1.1. The threshold, 7, required for the rule of Eq. (2.7) is defined by an iterative POT pro-
cess similar to the one applied for the automatic inference threshold calculation of the MTAD-GATv2
model. This effectively creates a set of mini time-series containing non anomalous data, on which the
pre-trained models are fine-tuned for a total of 15 epochs.

As discussed, while the pre-training datasets are a good way to train models in a supervised man-
ner, the conditions on which their data are collected do not accurately represent real-world vessel
conditions and operation. As a result, this fine-tuning is essential, so that the models can capture ad-
ditional information regarding the distributions from which the real-time data are generated. There
are several different ways to perform this fine-tuning process as far as the models’ learnable parameters

[118-120] " The approach followed here concerns freezing all learned parameters except

are concerned
for some of the final layers of the forecasting and reconstruction models and retraining them with a
learning rate of 5 - 107°.

With the fine-tuned models deployed on Kubernetes as explained in Chapter 4 and performing
inference on received data, after 2 months (by the time of writing the present thesis) of data transmis-
sion, several alerts of detected anomalies have been published by the models. The two most significant
among them, which were verified by engineers who performed follow-up checks on the corresponding

systems, are discussed in what follows.

5.4.1 CASE #1: CRACKS ON SCRUBBER TOWERS

The first verified anomaly detection event concerns a scrubber tower system. As explained in Chapter
3, the most common problem with scrubber towers are cracks and damages that occur due to thermal
shocks, which are in turn caused by sudden changes in temperature. Fig. 5.15 depicts three segments
of the pre-processed time-series obtained from the TempB1 feature’s sensors (the situation is similar for
the other temperature-related features, which is why depicting only one suffices). The vertical dashed
lines indicate the beginning and the end of the scrubber tower’s heating process, which is a crucial
part of its operation, and the segments have been positioned in a way such that the beginning of the
heating process is common in all three. In the first segment, the heating process is done smoothly, over

a certain period of time (smooth heating). In the second segment the heating process is done over a
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smaller time-window and less smoothly (the curve is almost linear, hence the title linear heating). In
the third segment, the heating process is finished at almost half the time compared to the first and
in a very sharp manner (sharp heating). The MTAD-GATv2 model correctly identifies the behaviour
shown in the second and third segment as a series of anomalies: more than 3/5 of the second segment’s
area within borders is recognized as anomalous, while the entirety of the area within borders of the

third segments is recognized as anomalous.

—— Smooth Heating

—~—~ A/ ---- Borders

—— Linear Heating
---- Borders

—— Sharp Heating
---- Borders

Figure 5.15: Three different segments portraying the depicting a scrubber tower’s heating process over different
time windows, with different behaviours.

Figure 5.16: Visual inspection of cracks on the studied scrubber tower.

It is important to note that the analysis of these segments is made possible thanks to the ON/OFF
metadata discussed in Section 4.2. The scrubber towers are not always in operating mode, but are
activated (ON state) and de-activated (OFF state) depending on which engine is used (the studied
vessel is a cruise liner with six diesel engines) and on whether they are needed or not. However, the
sensors attached on them receive and transmit measurements for all the monitored features even when
the scrubber towers are not in operation. It is evident that the data gathered while a scrubber tower is

in its ON state come from a different distribution compared to the ones gathered while the scrubber
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tower is in its OFF state. Therefore, filtering the data on this key is essential for the MTAD-GATv2
model to be able to recognize anomalous events during the scrubber tower’s operation®,
Interestingly, about two weeks after the MTAD-GATv2 model first reported the anomalous be-
haviour of this scrubber tower (which was most likely due to bad operation practices), an engineer
performed an inspection on the tower. Among the findings of the inspection were two small cracks
on the tower (see Fig. 5.16), which were most likely the result of thermal shocks caused by the non-

smooth heating of the scrubber towers during operation.

5.4.2 CASE #2: SHAFT MISALIGNMENT IN MOTOR-PUMP SYSTEMS

The second case study corresponds to a monitored motor-pump system and is a great example of why
MVAD algorithms are necessary to detect anomalies in scenarios such as the studied one. Fig. 5.17
portrays segments of the time-series for the VibM, TempM and CurrM features extracted from a motor-
pump system’s sensors. While the values have been removed from the axes for privacy reasons, note
that the three time-series share the same time axis, i.e. vertical slices thereof correspond to the system’s

feature vector at a given timestamp.

—— TempM
—— Event

— CurrM
—— Event

Figure 5.17: Multivariate anomaly detection of an event that propagates across features.

First, the time-series segment corresponding to the VibM feature shows a very slight shift which is
almost inconceivable by a visual inspection and is followed by values with larger variance compared

to the previous ones. A few timestamps later, a sharp increase in temperature can be seen; while the

@) Without this filtering and due to the fact that the alternation between ON and OFF states is not periodic, it is very likely
that the algorithm would identify the scrubber tower’s operational states as continuous anomalies.
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absolute value of the temperature does not change significantly, a phase-transition-like behaviour is
clear. Before this transition is complete, another transition seems to appear for the current, although
in a different way (i.e. with a different functional dependence). Upon inspection, it was found that
the motor’s shaft was slightly misaligned, which is what caused this series of highly correlated events.
Note that in Fig. 5.17 the events have been highlighted after the fact, as an interpretation of what
happened (some sort of labeling). The MTAD-GATv2 model identified the event as an anomaly before
it propagated to the temperature and current features. Of course the anomaly score assigned to the
event while it was only present in the VibM feature was smaller compared to the anomaly score it

assigned to the event once it became visible in the other two features (almost equal to maximum).



CONCLUSION

In this thesis, an approach for detecting anomalies in shipboard systems through the application of
machine learning was presented. Specifically, UVAD and MVAD algorithms were deployed with the
purpose of monitoring the health of vessel systems and identifying potential issues before they became
critical. The Spectral Residual Convolutional Neural Network (SR-CNN) model was used for univari-
ate anomaly detection, while an advanced version of Microsoft’s Multivariate Time-Series Anomaly
Detection via Graph Attention Network (MTAD-GAT) model was used for multivariate anomaly de-
tection. The most significant improvement on Microsoft’s original model concerned the addition of
GATV2 layers, which compute dynamic instead of static attention (MTAD-GATv2).

Three separate dataset types were developed to train the MVAD models, evaluate their perfor-
mance and compare it to the performance of the self-trained SR-CNN instances. The first among
them contained datasets with artificially induced anomalies for pre-training the MVAD models which
would be deployed to monitor four different types of shipboard systems: motor-pump systems, stern
tubes, pipes and scrubber towers. The second dataset type consisted of synthetic time-series datasets
which contained 8 different types of anomalies injected on 4 different types of base periodic functions,
with the aim of evaluating the expressivity of the trained MVAD models using unseen types of data
and anomalies. The third and final type of dataset comprised the time-series extracted from the feed
of the sensors installed on operational vessels.

Additionally, a comprehensive analysis of the data engineering process was conducted, thoroughly
explaining the development of a complete data pipeline on the cloud using Microsoft’s Azure Ecosys-
tem. The first part of this pipeline concerned the batch ingestion of the transmitted sensor data into the
cloud through IoT Hubs and their organization into containers and directories in a query-optimized
way using Stream Analytics. Then, the storing of the data using the Delta Lake format was discussed,
including an introduction of the medallion architecture, where data is logically organized in multi-
ple layers, with each layer representing a different step in the data processing pipeline. Finally, the
role of computation services such as Databricks - both in data engineering and in machine learning -
was investigated, before describing the pipeline’s exit point where results are served on a PostgreSQL
database at the back-end of a dashboard web application.

The results from training and evaluating the models on the first type of datasets demonstrated the
promising nature of the proposed approach. Using a one-to-one evaluation scheme, similar to a clas-

sification problem, the MVAD models seemed to perform quite well for all used metrics: accuracy,
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recall, precision, F1-Score and AUC of ROC curves. On the other hand, the UVAD instances no-
ticeably outperformed the pre-trained MVAD models on the second type of datasets, since the latter
were not trained on data from similar distributions or types of anomalies, while the former were self-
trained on each synthetic time-series separately. The most important result, however, was the MVAD
models” achievement in identifying two cases of anomalous behavior in the time-series of a vessel’s
live data feed: cracks on a scrubber tower system caused by sharp increases in temperature and the
misalignment of a motor’s shaft in a motor-pump system. After the detection of these anomalies, they

were validated by inspections performed by engineers onboard.

6.1 OuTLOOK

This work represents a significant step forward in the digitalization and automation of the marine in-
dustry, through the utilization of machine learning algorithms for anomaly detection in vessel systems.
Nonetheless, there are still challenges to be addressed and opportunities for further development. As
far as the studied models are concerned, a possible avenue for future work is replacing the VAE model
in the MTAD-GATV2 architecture with another, perhaps less sophisticated model (such as a GRU-
based reconstruction model) in favor of computational efficiency, as long as it does not come at the
expense of predictive accuracy. Besides, this was the reason a MLP was used as the forecasting model
instead of more complex architectures such as LSTMs or Conv-LSTMs, which were tested but did not
yield noticeably better results. In this case, it is also worth exploring the use of GATs instead of GAT
layers (i.e. collections of GAT layers instead of single ones).

As far as the datasets are concerned, a significant improvement would be to use the datasets of the
real-time data feed collected from sensors on operational vessels for the pre-training of the MTAD-
GATv2 model instances. Of course, this requires the labeling of millions of data points, which is a
highly parallelizable, yet time-consuming task. For this reason, a direction worth exploring is the
automatic labeling of the datasets by using either deterministic algorithms or machine learning!').
Another possible step could be towards designing richer datasets for the evaluation of the models’
expressivity, for example using Generative Adversarial Networks (GANS), such as the TGAN-AD [??],
which is an anomaly detector itself, however its architecture can be used for generative tasks.

Last but not least, when it comes to the Data Engineering process, the data pipeline that handles
the ingestion, storing, processing and serving of the data should be enriched with additional practices
concerning the machine learning operations: scheduled model re-training, continuous re-evaluation
on new data as they become available, hyper-parameter re-tuning, to name but a few. The most well
known framework suitable for such operations is MLflow!'>*!, which is an open source platform that
helps manage the machine learning lifecycle. MLflow is ideal for the work presented here, since it
also offers the possibility to create endpoints for the machine learning models and is compatible with

Databricks workspaces, thus rendering the use of FastAPI and Kubernetes Clusters redundant.



APPENDIX

A. DIFFERENT TYPES OF ATTENTION

As mentioned in Section 2.2.1.2, Brody et al.[**! define two different types of attention. If the attention
mechanism always weighs one key at least as much as any other key regardless of the query, then this

attention mechanism is static. More formally:

DEFINITION A.1: A family of scoring functions F C (R? x RY — R) computes static scoring for a
given set of key vectors K = {ky, ..., k,} C R and query vectors Q = {qy, ..., q,,} C R% if for every
[ € T there exists a “highest scoring” key j, € [{] such that for every query i € [n] and key j € [(]
it holds that f (qi, kjf) > f(q; kj). A family of attention functions computes static attention given
K and Q, if its scoring function computes static scoring, possibly followed by monotonic normalization,

such as softmax.

In the above definition, ¢ and n are the cardinalities of K and Q, respectively, d is the dimension of the
key/query vectors and [s] = {1,..., s} C N. Following this definition, one may prove the following

theorem:

THEOREM A.1: A GAT layer computes static attention for any set of node representation vectors
[K — Q — {V17 e ,Vk,}.

Recall that a GAT layer is described by Eqs. (2.11) - (2.13). To prove Theorem A.1, consider a graph
modeled by a GAT layer with some learned W and a layers and having node vectors {v,, ..., v, }. The
a vector can be written as the concatenationa = [a, ® a,] € R*”", witha,,a, € R”". Then, Eq. (2.13)

assumes the form

e;; = A LeakyReLU (a; - W-v; +a,-W-v;). (A.1)

Since [] is finite, there exists a node j; € [k] such thata, - W - v;, is maximal among all nodes
j € [k]. Due to the monotonicity of LeakyReLU and softmax, for every query node i € [k], the
node j; also leads the maximal value of its attention distribution {c;; | j € [k]}. It follows directly
from Definition A.1 that the GAT computes only static attention. Note that in the case of multi-head
attention, Theorem A.1 holds for each head separately: every attention head m € [M] has a specific
node that maximizes {a, - W™ - v; | j € [k]} and the output is the concatenation/average of M static
attention heads.

Due to the limitations of static attention discussed in Section 2.2.1.2, Brody et al. suggest a more

expressive form of attention, which they call dynamic attention:
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DEFINITION A.2: A family of scoring functions ¥ C (R? x R? — R) computes dynamic scoring for
a given set of key vectors K = {ky, ..., k,} C R? and query vectors Q = {qy, ... ,q,,} C R, if for any
mapping ¢ : [n] — [{] there existsa f € F such that f (qi,k(b(i)) > f(q;,k;), for any query i € [n]
and any key j € [(] with j # ¢ (i). A family of attention functions computes dynamic attention given K
and Q, if its scoring function computes dynamic scoring, possibly followed by monotonic normalization,

such as softmax.

This definition indicates that, unlike static attention, dynamic attention can select every key ¢ (i) using
the query 7 by making f (qi,k(p(i)) maximal in { f (q;,k;) | j € [(]}. Based on this definition, the

following theorem regarding GATv2 can be proven:

THEOREM A.2: A GATv2 layer computes dynamic attention for any set of node representation vectors

K=Q= {vl"”avk}‘

Recall that a GATv2 layer is described by Egs. (2.19), (2.20), however for the following proof instead
of Eq. (2.19) the equivalent Eq. (2.18) will be referenced. To prove Theorem A.2, consider a graph
modeled by a GATv2 layer, having node vectors {v, ..., v, }. Additionally, let ¢ : [k] — [k] be any

arbitrary function that maps [k] — [k] and define g : R?*T — R as

1 .f 3 ) : = . .
g®:{71 b= meva], (A2)
0, else
Next, define a continuous function g. : R?T — R such that it is equal to g only for the k2 inputs

[vi @ v;], with i, j € [k], ie.

g ([vev))=g([v.®v;]), Vije k] (A.3)

There is an infinite number of continuous functions that satisfy Eq. (A.3), since k2 is finite. Now, by

design, for every node i, j € [k]| with j # ¢ (i),

1=g. ([VZ @‘%(i)]) > g, ([vi®v,]) =0 (A4)

holds. Consequently, by defining the scoring function
e (vi,vj ; W,a) = A;;ja- LeakyReLU (W-[v;® vj]) , (A.5)

the universal approximation theorem [°!

states that e can approximate g, for any compact subset of
R2T. This part clarifies the need to define g,.: the universal approximation theorem concerns only
continuous functions and ¢ is not. Nonetheless, since the theorem ensures that e can approximate g,,
then e also approximates g in the k? chosen points as a special case. Therefore, for any sufficiently
small € > 0, there exist parameters W and a such that for all nodes i, j € [k] with j # ¢ (i),
e(vi,v(z)(i);W,a)>1—€>0—|—e>e(v A4 'W,a) (A.6)

Vg0
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holds, thus proving that e computes dynamic scoring. Finally, due to the increasing monotonicity
of softmax, this result implies that that « is an attention function which by Definition A.2 computes
dynamic attention, thus concluding the proof of Theorem A.2. For completeness, it is stated that in
the case of multi-head attention Theorem A.2 holds for each head separately (every attention head

m € [M] computes dynamic attention).
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B. VAE ELBO CALCULATION

In the present Appendix the approximated ELBO of Eq. (2.44) is calculated analytically for the Gaus-
sian distributions of Eqs. (2.29), (2.30) and (2.42). As far as the reconstruction accuracy is concerned,

assuming M = 1 based on the reasoning presented in Section 2.2.3.2, it is equal to

N N
Zlogpe (x,]z,) = ZlogJ\f (X3 8 (2,) 29 (2,,))

N d (1) _ G
:_Nidlog 2m) NZloga z,) %ZZ [ Ma , (B.1)

n=1 i=1 J Zn

where

%, (z,) = diag ({U(Hw 2 (zn)}j_1> : (B.2)
Excluding additive constants, Eq. (B.1) is essentially the squared Mahalanobis distance between the
input and the decoder’s output, summed over all input data points. Dividing this expression by /V and
requiring that the covariance matrix of the Gaussian distribution be the identity matrix, transforms it
into half the mean-squared error (MSE) between the input dataset and the decoder’s output.

Moving on to the regularization term, the KL divergence can be written as

= D (0 (ulx,) 193 ) = [ 0 (20lx,) log (2,) ~Ioga, (2/x,)] da,

— [ as @l t0gp (2) da, [ g, 2 x) 083, (2, k) da, ®3)
Tl T2
where
1
T, =— —log(2m) — 2/2 N (zn;y¢( )Xy (xn)) dz, = —Elog(27r)—

L 1 & i i
=— S log(2m) — 5 ) (082 (x,) + 1) 2 (x,,)] (B.4)
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and
Tzz——log (2m) Zloga¢ X,,)
1 L [Z(i) _ “E;) (x >]2
_2/2 (2) 2 N(Zn7nu¢ (Xn)72¢ (Xn)) dzn
i=1 J(j) <Xn)
L

=— —log (2m) Zlog%) (x,,) — 5 (B.5)

with
. (%) 2 d
X, (x,) = diag ({a¢ <X">}i:1> . (B.6)

As a result, the regularization term becomes

=3 D4 (zalx) 1p () ) = 50+ 30> logol (x,)-

1 L& (i) 2 (i) 2
—522[% (x,) + 1y (x,)] (B.7)

Finally, dividing by N to average over all dataset vectors and ignoring constant terms, the averaged

approximated ELBO becomes
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C. ANOMALY DISTRIBUTION FOR DATASET TYPE #1

This Appendix contains the ground truth labels for each feature of the first type of datasets, i.e. how a

multivariate time-series’ anomalies are distributed across features.
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Figure C.1: Features’ anomaly distribution for the pre-training dataset of the motor-pump systems.
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Figure C.2: Features’ anomaly distribution for the pre-training dataset of the stern tube.



78 Anomaly Distribution for Dataset Type #1
——— Full Time-Series
0 -
| “ | i I
0 H ‘H
! " intwidth
0
1 | — Flowln
0
L M I bt
| i H| H H i I
0

Figure C.3: Features’ anomaly distribution for the pre-training dataset of the pipes.
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Figure C.4: Features’ anomaly distribution for the pre-training dataset of the scrubber towers.
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