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Tnv tedevtaia dexoetia eppovilovtol OAO KoL TEPLEGOTEPES GVGHEVEG TTOV ALVIIHOLV
oto owocvotnpa Tov Atadetoov twv Ilpaypdtwv (IoT). Ot cuorevég avtég éxovy
™ duvatotnta vo cuvdéovTal 6To dadiKTLO KL VoL AVTOAAAGGOLY dedopéva
HUPLWG HE TN XPHOT) EVOWHATOHEVOY aucdnthpwv. To mepipdAlov 6To omoio Aet-
TOVPYOLV eival GLUVHYWG TEPLOPLOUEVO GE TTOPOULG Kol VPOS LOVNG, YEYOVOS TTOU
mepLopilel xo TNV ao@GAelx TOL Tapéyovv. [a TNV AVTIHETOTLIGT ALTOD TOV TTPO-
PARpatog éxovv mpotadel xo Tumomoindel TOAAL VEX TPWTOKOAAX SadiuTOOoV
HOUL ACPAAELAG, T OTTOLOL TTELIVVOVTAL GE TETOLEG GLOKEVEG. MeTakl avtov eival
rou to TpwtoroAro EDHOC, 1o omolo eivat éva eAappl mTpwTtOX0AL0 OVTOANAYTG
HAEWOLOV Wovind yia teplopiopéva meptparrova. Ta mpwtorola dev mpémel vau
elval povo xoda oxediacpéva otn dewplia, A& o oty mpd€n. O vAomoloelg
TOV TPOTOXOAA®VY Ja TTpéTel va elvar axpiLPelc, eEDPWOTEG KL VOL CUPUHOPPOVOVTOL
pe Tig Tpodiaypagég Toug. To xbplo avtikeipevo Tng Tapovoag SUTAWHATIHAG elval
1 avdAvoT Twv bAoTotoewv ToL TpwtoxdAAlov EDHOC. "Evag amd toug moAlovg
LG YOVG TPOTTOVG YLot TNV AVAALGT] TETOLWV LAOTOLCEWV elval va dnpLovpy)-
el TpOTA €V (TPOCEYYLOTIHG) HOVTENO HIXOVIG HATACTACEWV TV DAOTOLGEWV,
TO 0TT010 0T GUVEXEL Ja emdewpniel omTind 1} Ja xproiponoindel 6 AVTOHATO-
TONUEVO EAeYX0. TNV Tapovoa duthwpating tapovcidletar o EDHOC-Fuzzer, To
orolo elvar éva epyahelo tavo vor HOJOIVEL TETOLX HOVTEAQ IOV HATAGTACEWV
XPNOHOTOLOVTAG TNV TEX VXY TOL protocol state fuzzing. H texvun avtr éxel ndn
eQappOoTEL pe emTUYIA 08 TTOAAG AAAQ TPWTOKOAAC. XTNV TaApoLox SUTAWHL-
T dudpopeg vAomotjoelg EDHOC tédnuav vmd expddnon xol o HovTéAa mTov
padevTnray avodddnuav diefodud. H avalvorn tovg mapéxel TAnpogopieg ya
TOV TPOTO e TOV OTTOL0 CUUTTEPLPEPETOL 1) LAOTIOLNGT) Mol PItopel var artoxadOYeL
OPLOPEVAL HOAK HPUPHEVO AOY A COGAPALTOL, T OTTOLOL PITOPEL VO 00N YTIGOLVY OO
nol oe evmadeleg aoPolelog. AvTo ovadeviel OXL HOVO TNV OITOTEAECHATILOTI T
TWV TEXVIXOV TTOV XPNOLHOTOLRINHKAY YIX TNV AVAALGT) TV DAOTOLNGEWV, 0AAL
XO(L TOV QVTIXTUIIO TTOV PITOPODV VoL £XOVV TETOL EPYAEL, OTAV TPOGTETOVY GTNV
ePYAAELOTTUT] TWV OVIPOTTWVY TOL VAOTOLODV TETOLX TTPWTOXOANCL.

AéEerg Khewdud: acpadelor mpwtoudAAwy, aoc@dlelar AoyLlopon, expadnon po-
VTEAWV, evepynTnn expddnon avtopdtev, protocol state fuzzing, mpwtdoroAlo
EDHOC
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Abstract

The last decade an increasing number of devices have come to light that belong to
the ecosystem of Internet of Things (IoT). These devices have the ability to connect
to the internet and exchange data mainly using embedded sensors. The environ-
ment that those devices operate in are usually limited in resources and bandwidth,
which is a fact that also restricts the security that they provide. In order to ad-
dress this problem a lot of new network and security protocols have been proposed
and standardized, targeting such devices operating in constrained environments.
Among them is the EDHOC protocol, which is a lightweight key exchange proto-
col ideal for constrained environments. Not only the protocols should be well de-
signed in theory, but also in practice. The implementations of the protocols ought
to be precise, robust and should comply with their specifications. The main sub-
ject of this thesis is the analysis of the implementations of the EDHOC protocol.
One of the many available ways to analyze such implementations is to first gener-
ate a close approximation of the implementations’ underlying state machine model
and then inspect the resulting model or use it for model-based testing. This the-
sis presents EDHOC-Fuzzer, which is a tool capable of learning such state machine
models using the technique of protocol state fuzzing. This technique has been al-
ready successfully applied to many other protocols. In this thesis several EDHOC
implementations were put under learning and their learned models have been ana-
lyzed thoroughly. Their analysis provides insights in the way that the implementa-
tion behaves and can uncover some well-hidden logical flaws that can lead to minor
bugs or even security vulnerabilities. This showcases not only the effectiveness of
the techniques used to analyze these implementations, but also the impact that such
tools can have, when they are added in the toolbox of people implementing such
protocols.

Keywords: protocol security, software security, model learning, active automata
learning, protocol state fuzzing, EDHOC protocol
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KepdaAlaro 1

Extetopévn EAAnvn Iepiinyn

1.1 Ewoayoyn

Tnv tedevtaia dexaetia mopatnpninue tepdotio aOENGT TOL APLIHOD TV GLEKEV-
@V XOUNANG woybog mov cuvdéovtot oto dtadintvo. OL GLOKEVES AVTEC AVOLPEPO-
vron oG Awadixtvo tev Hpaypatwv (IoT) xat éxovv T duvatdTnTA Vor GLAAEYOLV
not vor avtaAddooouvv dedopéva e TPUYRATIHG XPOVO X PNCLHOTOLOVTOS XUPLWG
eVOOPATOPEVOLS atodnthpes. Opilopéva Paced mapadeiypota mepthopfdvouv
QOTA, JePPOCTATES, Puyela, EELTTVO POAOYLOL, AXOUN KL LGOI T PEG OE LTOXLVT)-
ta. To meptBAAAov 6T0 071010 AELTOLPYOVV AVTEC OL GLGHEVEG ELVOL TLVTITIWGS TTEPLO-
PLOHEVO OGOV apopd TNV TPOGPact oTo dadinTvo xot Tovg StardécLpovg TOPOLG,
YEYOVOG 7OV TtePLOPLLEL TNV AGPAAELX TTOL TTPOGPEPOLY AVLTES OL GLUGKEVES. Tl TNV
OVTIHETOTLOT QUTNG TNG TTPOXANONG, £XoUV TpoTadel TOAAL TpwTOHOA L Srxdi-
UTOOL O OLTPAAELAG, TTPOUEHEVOL VAL XATAOTEL duvaTh) 1) KELOTTLOTN KoL ACPAATG
ovtoAoyn) dedopévav PHeTad ALTOV TOV CLGKEVOV.

Ot mepropiopol wov Jétel to meptPArov xadoTOOY TN XPToT) TOL TPWTOKOAAOV
petopopag UDP xatdAANAn yia tnv emucovovia twv cvoxevov [oT. Ilavw oe avtod
éxeL xtiotel To CoAP [RFC7252], éva Staduetvomnd mpwtduoAlo petapopdg eEetdi-
HEVHEVO Yl TTEPLOPLopEVE TtepLBGALlovTa TOL Koo Td duvartr) Tnv emovovia. H
acpatela tng emwovoviag topéxetol otd o OSCORE [RFC8613], éva mpwTOnoA-
A0 TTOV XPTCLHOTTOLELTAL YIX TNV XPLTTTOYPAPTOT) KL CUVETMG TNV TIPOCTAGL TOV
QITOPPNTOL TOV AVTOUAAAGGOpEVQOV dedopévav. QoTdc0, T0 TpwTtdKolro OSCORE
arontel TNV HAGEPWOT] CUHUETPIUOV HUOTIUOV TTOPOHETPWVY ATTO TOLG HOPPOLG
OV ETUOLVWVOLV, YEYOVOG TTOU UTOONAMVEL TNV OVAYKHN] Yot €VAL ACPAAEG KL
ELOTTLOTO TTPWTOXOAAD avToAAoyrig xAediov. Avtd 1o xevd nolbmrer to ED-
HOC [SMP23], éva mpdo@ato TPOTELVOUEVO TPWTOXOAAO TTOL PploneTal el TOV
TOPOVTOG 08 HATAGTHCT] Tpooxediov, To omolo eivon éva eAappld TPWTOKOANO
avtaAAaynig ¥Aetdldv Wavind yio meploplopéva mepLaAlovia.

Amo N pla mAevpd ot Jewplia, T TPOTOKOAAQ TpOTEIVOVTOL GTASLONA, TTPO-
HEWEVOL VO OVTIHETWITLOTOVV TO TPOPANHATA TTOL TPorOITOLY. ATO TNV GAAN
TAELPA, GTNV TTPAEN, Ol VAOTOUCELS TWV TPOTOXOAAWY €lval UTEG TTOL GLVA-
vtovtor xadnpepva. I To Adyo avtd eivor {wTinng onpaciog oL VAOTOLOELG
aLTEC va elvor ouplLPeis, eEDPWOTEG KL CORPWVEG HE TIG TTPOSLALYPAPES TWV TPWTO-
HOAAWV. AuTO TO TPOPANH TPOSTATEL VAL AVTIHETWITIOEL 1) TTAPOVO O SLITAWHATIX,
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OVOTTTOOOOVTOG EPYOAELQ KOl TEXVIHES YLOL TOV QUTOTEAEGHATING EAEYXO TWV VAO-
TOLNoEWV TOV TPwToxdAAwv EDHOC.

H xOpuo texvinr) mov ypnotpomoteitar ovopaletar protocol state fuzzing, n omo-
ot OLCLXOTIXG XPTICLHOTIOLEL EVEPYTTINT] EUPAUTON LTOHATWV, HLOL TEXVIXT] TTOV
eMOLOKEL VO PADEL e HOAT] TTPOGEYYLOT) TO HOVTEAO HIXOVAG HATACTACEWDY HLOG
vAomoinong. To povrélo mov padaiveton pmopel eite v emdewpndet yioo Aoy
OPAAHATO XL ACVVETIELEG HE TLG TTPOJLALYPOPES TOV TTPOTELVOPEVOL TTPWTOXOAAOV
elte va xpnoipomotndel yioo QUTOHATOTOLNEVO EAEYXO.

Juvelcpopd

H wdpra cuvelopopd eivar o oyediaopodg kot 1 vAomoinen tov epyaieiov EDHOC-
Fuzzer, to omoio propet va ypnoipomomndet yioe tnv expddnen pog (evdexopévmg
TPOCEYYLOTIKAG) HNXovig xataotdoewv puog vAomoinong EDHOC. O EDHOC-
Fuzzer mepilopfdvel wg ecwtepind eEApTnpa Eva YeVIKO Ko oupnprpévo epyaieio,
TO omolo emiong vAomowjdnxe xou ovopdletar ProtocolState-Fuzzer o do po-
povoe va entedel G aLTOVOpO epyadelo oto péAlov. EmumAéov, otnv mapovon
Sutdwpote, podedtnray to povréda dtxpdpwv vhomoicewv EDHOC xau ava-
AbovTal AeTTOPEPOC.

Iepiypappa Evorrov
Ot vtOAOLTEG EVOTNTEG ElVAL OPYOVOHEVEG WG EENG:

« H Evotnra 1.2 mapéyel to amapaitnto dewpntind vndfadpo, 6cov agopd
TO TPWTOHOAAQ KOl TIG TEXVIHES TTOV Y proLpomotonuav. Eniong, avoagpépel
OLVOTTIUA KL OYETIHT] DOVAELX AAAWVY TTAV® BTNV TeX VKT TOUL protocol state
fuzzing.

« HEvotnta 1.3 mapéyel Aentopépeteg vAomoinong tov EDHOC-Fuzzer.

« HEvotnta 1.4 mopéxel T mELPAPOTO TTOV EYLVOLV AL TAL HOVTEAQL TTOL pade-
VTNHAV KoL AVOADITHOY.

« H Evotnta 1.5 cuvoyilel tnv SUTA@HATIHG KoL TTOPEXEL TPOTAOELS YOt HEA-
AOVTINEG ETEUTACELS.
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1.2 Oewpntnd Yrofodpo

CBOR Mopen Aedopévov

H Concise Binary Object Representation (CBOR) [RFC8949] eivon piot poper} xw-
dwomoinong dedopévev yio tn dvadnr) avorapdotact) SoUnNpéVeV dedopévwv
(emiong yvwotn wg popen dvadwng oewpronoinong). Baoiletol non emexteivel to
povtéro dedopévav JSON. ‘Exel oxediaotel yio va emituyydvel modd pnpd péyedog
n@dwar avalvth xo ppd péyedog pnvopatog. ‘Evag amd toug mpoTopyeong
otoxovg Tov CBOR elvar va popel vor xwSLHOTOLEL [l COPT|VELX TLG TILO KOLVEG
HOPPEG BEQOUEVOVY TTOL XPTCLULOTOLODVTOL T TTPOTLITA TOL SLASULTVOV.

COSE IIpotvmo

To ntpoTuto CBOR Object Signing and Encryption (COSE) [RFC9052] xadopilet Tov
TpOTO SMpLovpylag ko eneEepyaciog KOSKMOV UPLITOYPAPT GG, VITOYPAPOV KOl
QLIEVTIKOTIOLNONG HIVUHAT®OV XAl TOV TPOTO QVATTXPAGTOOTG KPLITTOYPAPLLDV
nAewduodv pe xpnomn tov CBOR. To COSE PBacileton oto JOSE, oAl evewpaTdVEL
TIg TpOodeteg duvartotnTeg mov €xel To CBOR évavti Tov JSON.

CoAP IlpwtoéHxoiro

To Constrained Application Protocol (CoAP) [RFC7252] eivan éva e€etdinevpévo
Sradietvond TPWTOHOANO HETOPOPAS YLa XPT|OT) O€ TTEPLOPLOHEVOLS HOPPoUG Kot
EPLOPLOPEVAL SinTua, OTTWG dixtva YapUnAng toxvog. Eivon oxediacpévo yio egpop-
poyéc pnyavng mpog pnxovr. To CoAP mapéxer éva povtélo aAinAemidpoacng
aitnong/amavinong Hetafd TEA®OV oNpeiwV ePappoy®V, LITOCTNPIleL EVOWH-
TOHEVESG LIINPEGLEG KL arvardALYn TTOpwV KoL TepAopPavel Paoinég évvoleg Tov
[Moyrdopov Iotod, 6mtwg Ta URI xan tovg tomoug pécwv tov Ataduetdov. Emumiéov,
propet va drtxocvvdedel pe to HTTP. Aoywd, to CoAP mepiéxetr dvo emimedo mov
@aivovtal 6to Xxnpoa 1.1, éva eminedo avtariayng pnvopdtwv CoAP mov xpnot-
poroteital yuo tov yewptopd tov UDP xan tng actyyxpovng ¢bong twv aAAnAermt-
dpdaoewv xaun o eninedo aitnong/amdvtnong yw Tig aAiniemdpaoels. IIpotind,
aLT& Ta VO GTPOUATA EIVOL ATTADG XXPoUTNPLOTIKG TNG emiepalidag CoAP.

o -
| Application |
o -

$—— + N\

Requests/Responses

—————————————————————— ‘ CoAP
| Messages |
+——_ + /
o -

| uDP |

p—— +

Sxnuoe 1.1: To 800 aporpetind Aoywnd emtimedo tov CoAP, to éva yia
TOL PIVOHOLTOL X0l TO XAAO YLOL TOL OULTHHOITOL XOLL TIG OUTOLVTTOELS.
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OSCORE IIpwtonoAro

To mpwtdéroAro Object Security for Constrained RESTful Environments (OSCORE)
[RFC8613] opilet pioe pédodo yia tnv mpootacio Tov tpwtoxdilov CoAP ot e-
ninedo epappoyng, xpnopomowdvtag to COSE. ‘Exel oxediaotel yio vo mapéyet
Qo PaAeL oTtO GUpo o€ Gupo petaEd dvo Teppatinwv onpeiwv CoAP, eved mopdh-
AnAo epmtodilel Toug eVOLAIEGOVS VAL TPOTOTOLGOLY 1) VO AtoXTHoOoLY PO oot
oe omotodnmote medio pnvopartog, to omoio dev oxetiletar pe TG mTpoPAemope-
veg Aettovpyieg tovg. Ovotaotind, To OSCORE petatpémer éva prpvopa CoAP oe
TPOGTATEVHEVO, JUCPAALLOVTOG OXL HOVO TO WPEALHO POPTiO, XAAX KOl OAEG TIG
TANPWG TpooTateLOpeveg emthoyég CoAP, toug apyueovg nwdiwodg REST aitnong
no odvtnong, xodog xot turpoate tov URL twv mépwv, 6Toug 0moiovg otoxe-
vouvv Ta pnvopoarta. To agnpnuévo eninmedo tov OSCORE pe to mpwtdénoAro CoAP
TopovoLaletol 6To Tynpo 1.2.

T va ypnopomoicovy 1o tpwtoxorro OSCORE, ol cuppetéyovteg mpémel vo 8-
HLOVPYNGOLVY EVOL KOLVO TTAXLOLO ATPOAELOG YLot TNV eTeEEPYATLA TWV AVTIKEHEVDV
COSE. T v oupPet autd, or amoapaitnteg TANpoPopieg xol ta LA yia éva
nowo uAeldi Ja mpémel vor avTaAlaydoov pe ao@UAN KoL TLGTOTOLNHEVO TPOTO,
TOV OTTOLO TTOPEYEL EVOL HATOAAANAO TTPWOTOHOAAO XVTAAACYTG HAELDLOV.

+——————————————— +
| Application |
+——-— = +

CoAP

+4--— + /
e +
| UDP / TCE / |
e e +

Sxnpa 1.2: To apoipetind eninedo tov OSCORE oto CoAP mpw-
TOXOANO.

EDHOC IIpwtoxoAro

To npwtoékorro Ephemeral Diffie-Hellman Over COSE (EDHOC) [SMP23] eivau
EVOL OUPTTOYEG Mol EAOPPD TTPWTOKOAAO OVTOAAYNG HAEWLOV pe mLoToTOlnoN
TOLTOTNTAC, TO OTTOLO TTOPEXEL LOLOTNTEG ACPAAELNS OTTWG TPOCTAGLA TUVTOTNTOG,
SLTTPAYHATEVCT) HPLTLTOYPAPTOTG HOLL UG TIXOTN T TTPOG T EPTTPOS. Mia arrd Tig
HOPLEG TEPLITTAOCELG XPTOTG TOL ELVAL VO ATTOTEAEL TOV TPOTTO AVTOUAAXYTIG HAELDL-
oV Y 70 TpwtOroAlo OSCORE, dniadr) va mapéyel ToTOTOINGT) TALTOTN TG KAl
Snpovpyio khedrov ocuvodov. ‘Exel oxediaotel yia epifdAlovta pe vPmAoig re-
PLOPLOHOVG Kol 6ToYEVEL aTNV LITodopr) Tov [oT, 6oL epmAéxovTal eVveOpATOpHEVOL
HIPOEAEYUTEG, ALoUNTHPEG HalL evepyomonTéS. EmumAéov, To mpwtonoiro EDHOC
Xpnotornotel ta it TpwTOKOA X pe To TpwTOroAro OSCORE, ta omoia eivar to
COSE yia tnv xpumtoypagic, To CBOR yu tnv kwdwomoinon kot to CoAP yia
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N peta@opd. Tn otiypr) mov ypagetal 1 Tapovoa epyacic, T0 TPWTOXOAAO QVUTO
elvor Internet draft xon ) tpéyovoa éxdoor| Tov eivar 1 19.

Emedn n mapovoa SimAopatinn agopd tnv avaAvorn tev vAomotoewv Tov ED-
HOC, axohovdei pio cOvtopn ko vYmAoo enuédou enoUOTNON HATOLWV GTOLXELWV
TOL TPWTOXOAAOV.

Polotr. Yrdpyovv dvo mdavol podol mov propet va éxel évag xopfog: Initiator 1) Re-
sponder. O Initiator eivor vTOG TOL EENLVA TO TPWTOKOAAO AVTOUAAXYNG HAELOLOV
pe Tov Responder. Avtol ot poAot dev cuVIEOVTAL e TO XPTCLLOTOLODHEVO SLordL-
UTVOKO TTPWTOHOANO peTapopds. I Tapddetypa, otav xpnopomnoteital to CoAP,
évag CoAP client propel va eivon eite Initiator eite Responder yio To mpwtdroAro
EDHOC, 1o id10 xa évag CoAP server. Avtd onpaivel 6Tt yio o Tpwtoxoiro CoAP
vrtapyovv téooeplg mdavol xopPor: CoAP client Initiator, CoAP client Responder,
CoAP server Initiator xaw CoAP server Responder.

Mnvopota. To mpwtOHoAAO amoTeAelTal GUVOAA OUTO TTEVTE PNVOHATO. e
MLt €TTLTUXT) OVTOAAGYT] HAELOLOV TA LTTOYXPEWTIKA elval Tar message_1, message_ 2
no message_3. Emiong, vmapyel to message 4, T0 omolo eival TPOALPETIHO KL
t0 error_message. O Initiator ypnouomolel To message_1 o to message_3 not o
Responder ypnoupomolei to message_2 o mpooupetind to message_4. Ko o dvo
poAoL PItopolV va xpropostotjoovy to error_message. Eva pfvopa EDHOC xw-
dwomoteitan wg axolovdia otoryeiwv CBOR. Mia por) pnvupdtov mtapovoidletol
oto Xxnpa 1.3.

Initiator Responder
| METHOD, SUITES I, G_X, C I, EAD 1 |

message_1 |
G_Y, Enc{ ID_CRED_R, Signature_or_MAC_2, EAD 2 ), C_R |
message_2
AEAD( ID CRED_I, Signature_or MAC_3, EAD_ 3 )
| message_3
I AEAD( EAD_4 )
|

message_4 |

Sxnpa 1.3: Ponp Mnvopdtov EDHOC pe to mpoaipetind message 4.

Nreteppivietino Ilenepaocpévo Avtoparto

‘Eva Nteteppuviotind Hemepaopévo Avtopato (DFA) eivan puoe pmyov memepa-
OPEVOV HATACTACEWV, 1) oTtola amodéxeTal 1) amoppintel pix dedopévr cvpfolro-
cewpd. H pnyovn Eexnva oe pioe apynr) xatdotoot xot dedopévov xdde cupforov
1 xopaxtipa pog ovpfolocelpdg etaodov, 1 pnyavn petafaivel amd xatdotaot
0€ UATAOTAOT) CUPPVA He TN cuvaptnon petdPoacng. Metd n petdfocn mov
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npoxaleital and to tedevtaio cOpPoro g ocvpforocelpig elcddov, edv 1) pnxo-
vi} Pploreton o€ piot atd TIG KATACTAGELS XTT0d0X NG, TOTE 1) CUHPOAOGELPA LGOS0V
ylveton orodentr), SLoupopPeETIHA QUTOPPLITTETOLL.

‘Eva Nteteppuviotind Iemepacpévo Avtoparto eivon puo tevtado (3, Q, qo, A, F),
omov:

« X elvou To TemepacéVo al@aPnto cupPorwv eLlcodov
« () elvol TO TEMEPACEVO GUVOAO HATACTACEWV
« ¢o € Q) elvar n ap ) ®ATAOTAOT

« A Q@ X X — Q eivou pua cuvaptnon petdPoong, n omola divel Lo edOpeEV
natdotaon A(q, s) yu udde notdotaon q¢ € @ xon cOpPolro s € X

« [ C (@ elvou T0 TemEPAGHEVO GVVOAO TOV HATACTAGEWY OITOOOXTG

Mnxoaviy Mealy

M pnxovy Mealy eivot piar pnyovr) TemepocpéVeOY XATAOTACEWY, TNG OTOLHG OL
Tpég e€6d0v e€aptovtal amd TNV Tpéxovoa xatdotaon xal Tig eloddove. 'Exouvv
TETEPACHEVO OAPEPNTO SUUPOAWY elcOd0L HaL €680V KL Yot xAJE HATAGTOOT
rot eloodo etvar dvvartr To moAD pia petdfact. Ao pla opyK HATACTOOT), ETTE-
Eepyalovtan éva cOpPPoAro elc6d0v Tporad®dvTag TN dnpovpyia piag axolovdiog
oupPorwv e£6dov mov xavel TN pnyovh va petofel oe pio vEx xatdoTocT). Ao
auTh TN véo xaTdoTaoT) HTopel va emeEepyaotel To emopevo oOPPoAo eloddov.

Mo pnyovy Mealy eivon pua e€éda (1,0, Q, qo, 0, A), 6T0UL:
« I eivon To memepacpévo ad@afnto cupforwv elcddov
« O eivou To memepacpévo alpaPnto cupforwv e£6dov
o () elvou TO MEMEPAGHEVO GUVOAO HATAOTACEWDV
« qo € () elvar ) ap ] ®ATACTAOT)

¢ 0:Q x I — Q eivou pua cvvaptnon petafoong, n oola divel pio eOHEVN
natdotaon 6(q, 1) yio xdde xatdotaon g € @ xal cvpPolo ewoddov i € [

e A Q x I — OF eivan e ovvaptnon e€6dov, 1 omoia divel puo (Tiovog
uevr)) oaxolovdia cupforwv e€68ov A(q, 1), yio ®&de natdotaon ¢ € Q nan
oVpPolro elcddov i €

Evepyntun Expddnon Avtopdtov

H evepyntun expddnon avtopdrov (AAL) ostotelel puo evpeio vtoxatnyopio
™G expadnong povtédwv [Vaal7]. TIpdxelton yio Pt QUTOHXTOTOLNHEVT] TEXVL-
n1) HOPOL HOLTLOV, 1) OTOL HATAOHEVALEL (HATA TTPOGEYYLOT)) HOVTEAQL UYLV
HUTUOTACEWV CUGTNHATOWV AOYLGHLXOV KoL DAOD TOPEXOVTAG TOVG EL6OSOVG (€-
POTARATR) KoL TOPATNPOVTEG TIS ££0d0Vg Toug (amavtioelg). Zuvrdwg, oL aA-
YOpLIpOL evepYNTIHNG EXPAINONG UTOUATWOV eEQYOLV Lt VTETEPULVLOTLXY HIXOVT
Mealy, n omoiat avostaplotd T0 povVTéAO TOL LG expddnon ocvotipatog (SUL).



1.2. Ocwpntind YréPfadpo 7

Membership
Oracle

Hypothesis
Construction

Learner

Hypothesis
Validation

Equivalence
Oracle

Ixnpo 1.4: O wbpieg cvviotdoeg evog AAL adyopidpov. To Mem-

bership Oracle amtorvtéer membership epwtipato avogpopd pe to

SUL, amd ta omoio 0 Learner xataorevalel pia vodeor. To Equiv-
alence Oracle eraAndetel tnv vtddeon Paoetl Tov SUL.

H dwxdwacio expadnong eivor pioe cuveyng etavaAnyn d00 @AGE®V: XATOGHELT)
LTTOUEcE®V KOl EMKOPWOT) LITodésewv. Ol cLVIETOGEG TNG TOPOLGLALOVTOL GTO
Yxnpa 1.4.

Kotaoxevn vrodécewv. Katd tn Sidpreio autig g @AoNG, emAEyovTaL oxo-
Aovdieg cupPorwv elcddov kot atootéAAovtal 6to SUL mpoxepévou va mapartnpn-
Jobv oL arnorovdieg cupPforwv eEddov mov da amavrnoel. Ol emdpeveg anolovdieg
eLl60d0L emAéyovTaL e PACT) TIG TAPATPOVHEVES ATTOUPLOELS. XE QUTH) TN PAOT) T
epwtnpota extelovvron e évo Membership Oracle ko ovopdlovtor membership
epoTRpata. O adyoplipog expddnong xataoxeLAleL pioe LITODECT), OTAV TATPO-
vt oplopéva xpitipla cOyrAong. H vmddeon, oe avtr ™ Sumhopoatin, eiva
Hi eEAdyLo T vTeTeppvioTinn pnxoavr) Mealy mov cuvadel pe Tig péypt tdpa xota-
YeYpoppéveg Tapatnproelg. Me dAlo Adyla, yio 0Aeg TG oawolovdieg elcddov, oL
omoteg éxyovv otalel oto SUL, 1 vodeon mapayet Tig idieg e€0d0vg pe atvTéG Tov
nopatnpROnuay and to SUL. 'Ocov agopd pix axolovdia etoddov mov dev éxel
otalel 6to SUL, n vtddeon mpoexteivel Tnv €000 TNG OO TIG HATOYEYPOHHEVES
TOPATNPHOELS, OLOLACTING LIToYéTovTag Tec. [Ipoxepévou va emwvpwdel 6TL ov-
TéG oL Ltovéoelg ouppoppevovtal pe To SUL, 1) expddnon petagépetol ot QAao
eMUOPWOTC.

Enwbdpwon vrodécewv. Katd tn didpueia avtrg Tng pdong, exteleitan éAeyyog
ouppopewong oto SUL, étol wote va emxvpwdel OTL 1) vTOYeon elval GUUPWVN
pe tn ovpmepipopd tov SUL. Ze avtr} TN @Aon n mpog endpwaorn vrddeotn ato-
oté et oe éva Equivalence Oracle, To omoio extelel epwtnpoata, to Aeyopevo
equivalence epotrpoata oto SUL. Eivou midovo avtdg o €éAeyx0og GUHHOPPWOTG Vo
Bper éva avtimapadetypa, dnAadn pia axolovdia eic6dov otnv omoix 1 ¢€0dog
g vrtddeong ko Tov SUL dev taupialovv. e aqutr TNV mePInT®OT], 0 aAyOpLIHog
EXPAINONG EMLOTPEPEL OTI PACT] HATACHEVNG, TTPOOTAIOVTAG VO PEATLOGEL TNV
vntoveon AapPavovtog vtoYn To avTITapPadeLypo Tov avoxoAvednxe. Edv dev
Bpedel avtimapadetypa, 1 expddnon TepHATICETAL KL ETLOTPEPEL TNV TPEXOLC A V-
TOVECT) WG TO HOVTELO TOV Lo Thpatog. Emeldn o éAeyxog cuppopewaong dev eiva
TANPNG, TO HOVTEAO TTOL padaiveTtal meplypagel xat mpocéyylon to SUL. IIpo-
Pavag, 060 meplocOTepa equivalence epwTrpaTa exteAOOVTAL GE QUTH TN QAOT),
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TG0 peyadOTepeg elval oL TIaVOTNTEG E0PECTC AVTUTAPASELYHATOC.

E&v n aAAnlovyio avtdv tewv d0o pdoewv dev Teppatioel, TOTe eivor mdavo 1)
ovpmepupopd tov SUL va pnv propel v omotumtwdel otd pioe pnyoviy Mealy tng
orolog To PéYedog KA 1) TTOALTAOKOTNTA VAL TTPOGLTA GTOV TPEXOVTA AAYOpLIjo
expadnong.

Protocol State Fuzzing
concrete

Membership
( * Oracle
protocol

ahstract messages
Learner symbols

Equivalence
Oracle

xnua 1.5: To Tplo e€apTriporTar TOL Y PTOLUOTOLOVVTOL YLt TO Pro-

tocol state fuzzing. IIpocé&te tnv Béon Tov Mapper peta ta Oracles

HOL TOV XPOHATIHG x@OW: TTpaoivo yuo Tov Learner, yxpt yix tov
Mapper »on pocdpo yio to SUL.

O 6pog Protocol State Fuzzing, mov emivondnue amod touvg de Ruiter ko Poll [RP15],
elva pol TEXVIXT OV XPT|CLHOTTOLEL TNV EVEPYTTIXT) EXPATTIOT AVTOPUATWYV, TTPOXEL-
HEVOL VO GUHTTEPAVEL TIG HNYOVEG HATACTOOTG VAOTOCEWY TPWTOXOAwY. Ta
povtéAa mov podaivovtal oTn ocvvéxela avalbovtal, eite Yelpoxivinta eite pe T
XPNOT) KOG TEXVIHNG EAEYXOV HOVTEAWV, YL TNV VAl TNOT) AOYLKOV ATEAELOV TTOV
HITOPOUV VO TOXAALPTODV TO [r) TUTTOTOLNHEVES 1) ATTPOGAOUNTEG OUOAOVIiES
pnvopdTov. Avti va yivetou fuzzing pepovopéveov pnvopdtov, yiveton fuzzing
OXOAOLILOV HIVUHATOV.

Efaptipata expadnong. Me faorn tov adyopldpo evepynTinng expadnong avto-
HATOV PHEXPL OTLYUNG, TA ATTOULTOVHEVA CUGTATIHA YL TNV EYUATACTACT) EXPATTONG
elva dvo: évag Learner won évae SUL. O Learner givon vebduvog yia tnv vofoAn
ePOTNHATOV 610 SUL 1o TN AN TV QITAVTIHGEDY TOV, EXTEADVTAG JE XRVTOV TOV
TPOTTO WTOTEAEGHATING TOV XAYOPLIpO expadnong. Qotdoo, 0 Learner dev yvwpilel
TITOTA YOt TO EXAOTOTE CLYHEUPLHEVO TTPWOTOXOAAO, dNAdY) TO dAP&PnTo e160d0V
mepLEXEL apnpnpéva oOpPora elcddov, T omola o Learner dev yvopilel moG vo
HETATPEYEL OE CUYHEUPLHEVA PNVOHATA TTPOTOXOAAOV. AUTO TO #EVO UOADTITETOL
o éva evOLapeso eEapTnpa, Tov Mapper 6to Eynpa 1.5, 0 0T0l0g HETATPETEL TAL
apnpnpéve cOpPorax eLOd0L ATTd TO TTETEPATHEVO OAPAPNTO ELGOOOV G€ GLYHEKPL-
HEVOL HNVOHOTO TPOTOXOAAOL TTOL atootéAlovtal 6To SUL, GUPTANpOVOVTOG TIG
amapaitnTeg Aemtopépetes. AvtioTpoga, o Mapper avtioToLyilel TO CUYHEXPLUEVOL
unvopato otd to SUL ot apnpnpéva oOpPfora tov adeafritov e£6dov mov eivor
YVooTtd otov Learner agalpovtag TiG meplttég Aemtopépeleg. Emiong, dwxtnpel
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TNV XATAGTACT) TOL TTPOTOXOAAOUV, 1] OO AUTALTELTOL YLOL TI) CUUTANPWOT) TV
TAPOPETPOV TV UNVUHATOV.

Sxetwn BiAroypagia

H teyvur) tov protocol state fuzzing xai yevindtepa tng evepyntinng expddnong
HOVTEAWV €xeL xprotomotndel yix vo aovadvdodv TOAAEG LAOTTOLGELG TTPWTOUOA-
Awv. M 1o avodvtinr Aot oyeting PipAtoypagpiog propet va fpedei oto wiki
mov meprypdpetot oto [Nei+19] xan oto [Wen20]. Axolovdei pio oyetued punpn
AMoto oxetwng PipAtoypapiog.

« DTLS [FB+20; Fit+22]
« IPSEC [Vel17]

« MQTT [TAB17]

« OpenVPN [DPR18]

« QUIC [Fer+21; RAR19]
« SSH [FB+17]

« TCP [Fer+21; FBJV16]
« TLS [Ruil6; RP15]
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1.3 YAomoinon

M emonomnon g apytrextovinng tov EDHOC-Fuzzer gaiveton oto Zympo 1.6.
Avtd ypnopomotel wg framework éva dAAo vAomopévo epyaieio mov ovopdletan
ProtocolState-Fuzzer xou elvo yevind mpoo@épovtag TNV amapaitnTn eyXaTaoTo-
on ywo v texvinr] tov ProtocolState-Fuzzing. T'iow avtd t0o Adyo o EDHOC-Fuzzer
vAomotel poVo Ta oapaiTn T XOPPATIA TTOL Aglmovy, Ta omoix eival To Abstract
Symbol SUL xoa o Mapper.

H vAomoinomn tov ProtocolState-Fuzzer eivou epmvevopévn xan pop&letot Tov idlo
Bacud xddwma pe tov DTLS-Fuzzer [FB+20; Fit+22]!, évav protocol state fuzzer
ypoppévo oe JAVA yux to mpwtoéxorro DTLS. T tnv evepyntnn expddnon po-
viédwv ypnopornoteiton to LearnLib framework [IHS15]%.

H ypron tov 6pov “SUL” omovdrjote aAlol extdC ard T0 GVGTNHA LTTO XA o™
elvor amAg pia ovopaotinn oVppocn mov mpoépyetor amd to Learnlib framework
nou dev oyetiletal Pe TO CVGTNHO VIO EXPADNOT) TTOV ELVOL X POHXTIGHEVO PE HOOPO
XPOHX 6TO ZxNpa 1.6.

H evotnta mov ocolovdel meprypdpel Ta xoppdtio tov mopéxel o EDHOC-Fuzzer
(xpopoaticpéva pe pol xon yrpL 6To ZxNHo 1.6) 1oL 1) ETTOHEVT] EVOTNTA TTEPLYPAPEL
v ecwtepinr) obvieon tov ProtocolState-Fuzzer.

EDHOC-Fuzzer

Abstract Symbol SUL

abstract

symbols protocol

messages

ProtocolState-Fuzzer

>xnua 1.6: H apyrrextoviur) tov EDHOC-Fuzzer amoteAeiton amd

tov ProtocolState-Fuzzer, to Abstract Symbol SUL »a tov Mapper. O

ProtocolState-Fuzzer cuvdéetou pe To Abstract Symbol SUL, to omoio

XPNOoLHoToLEl TOV Mapper Yo vou eTTLKOLV VG EL e TNV LTTO expadn o

vAomnoinon EDHOC mov ovopdletor SUL xo avtpetomiletonl wg

povpo xovti. O Mapper »at to SUL enucovovody pécwm tov diutou
xot ovvidwg oto Tomd dixtvo.

EDHOC-Fuzzer

To povo KOPPATLO TTOL Y peLdoTnie Va LAoToJolV eivar o Mapper kot To Abstract
Symbol SUL. O Mapper mpémel va yvopilel TG va peTaTpémel agpnpnpéva oOpoio
oe pnvopata EDHOC, OSCORE, CoAP xau avtictpopa. To Abstract Symbol SUL
elval To amapaitnto otoiyeio, poxeévov va xpnotponoindet o ProtocolState-
Fuzzer xou xpnowomolelt Tov Mapper yix va emucovovioetl pe to SUL, To omolo

10 DTLS-Fuzzer eivan Siadéopog oto https://github.com/assist-project/dtls-fuzzer
To LearnLib eivou Stadéoiio oto https://learnlib.de


https://github.com/assist-project/dtls-fuzzer
https://learnlib.de

1.3. YAomoinon 11

avtipetoriletal wg podpo xovti. EmumAéov, apuetég yprioieg xAdoelg mov ma-
péxeL o ProtocolState-Fuzzer xpnoipomodnurav yix tnv vAomoinen xal twv dvo
HOHHOLTLOV.

Abstract Symbol SUL

To Abstract Symbol SUL eivan to facid dopnd otolyeio mov eivot vedIvvo yia
N Aym evog apnpnpévov cupPOAoL eLGOSOL KoL TNV ETLGTPOPT] TOL AVTIGTOLYOV
apnpnpévov cupPorov e€odov. Ta apnpnpéva cvpPfora eivor ta cOpPora elcddov
no €000V Twv avtioTolywv adgafritwy. Avtd To Sopd oToLyElo Elval aTopaiTh-
10 yoe Tov EDHOC-Fuzzer, 810tt cuvdéel tov ProtocolState-Fuzzer pe tov Mapper
no téhog pe To SUL. H vAomoinon tov Abstract Symbol SUL mapovoialetor oto
Yxfpa 1.7.

Abstract Symbol SUL

SUL Wrappers \l

/
input

Symb0|5 Edhocsul
m————

A
Y

Mapper -

output

symbols X J/

Sxnpo 1.7: H vAhomoinomn tov Abstract Symbol SUL. Zto ecwtepind

etvou ) ¥Aé&om EdhocSul, n omoia xproyomotel tov Mapper kot eivor

TUALYHEV outd €val HITPLVO OTPOHA PONONTIKGOY KAAGEWV TOV OVO-
palovron SUL Wrappers.

SUL Wrappers. Ot SUL Wrappers, xpoHaTIGHEVOL [ ¥lTPpLVO oTo XYHpa 1.7, elvo
évoe 60VoA0 PoninTindv xAdcewv mov Tpocpépovtat 6tov ProtocolState-Fuzzer xon
mopéyovy Tpocdetn Aettovpywotnta otnyv Pacwr) xAaon, EdhocSul. Ovowaotind
aLTO TO emtimedo amoteleitan Atd HAAGELG TTOL TUALYOVTOL 1) o HEoO GTNV GAAT), OL
omoleg avadbovtal otnv emdpevn evotnta. To ovpPoro etoddov AapPavetor amod
v 1o e€wtepnnr) ¥hdomn xan Sradidetan oTny mo ecwtepwer] (1] GTOV TLPTIVCEL), TTOV
givan To EdhocSul. "'Otav n khéon muphvag emiotpé@et éva oOpfolo e€ddov, avtd
drodideTal atd TNV MO ECWTEPIUT] GTNV TTLO EEWTEPLUT] HAACT).

EdhocSul. Avtr n xhdon eivar np kxAdon moprvag tov Abstract Symbol SUL xon
vAoTtoLel TN Aoyinr] oxeTHd pe éva epodTN (1) éva test), To omoio eivor pio ocoAov-
i oupPorwv etco6dov. Amod tn oxomid Tov EdhocSul vdpyovv tpelg paoelg mov
OLVOEOVTAL HE TNV EXTEAEDT) EVOG EPWTIHATOG: 1] PACT] TTPLV, KT TN SLpueLor o
1N @aomn petd. XN eact mptv antd tnv extédeot, to EdhocSul pvipiler tov Mapper
avaroya pe to av to SUL agopd vAomoinon server 1j client ko apyiromotet tnv
natdotoaot tov. o mapddeypa, 6tav to SUL agopd vAomoinon client, tote o
Mapper mepipévet To apxwod ppvopo EDHOC tovu client xan otn ovvéyeio apyilel
N expadnon. Xtn @acT kot TNV extéleot tov epwthipatog, 6tav to EdhocSul
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AapPéver O o ta cOPPora ELGOOL TOL EPWTHHATOG, XPTOLHOTOLEL Tov Mapper yia
va emrovovnoel pe o SUL xan va Adfel o avtiotoryo oOpPoro e£6dov. H teAev-
Talor Ao elvol HETA TNV EXTEAECT] TOV EPOTHHATOG, xatd TNV omolia To EdhocSul
EXEL TNV evrpio va amedevdep®aoel TuxOV decpevpévoug Topovs. H emavadnyn
QUTOV TV TPLOV acewv xadodnyeitar and Tov ProtocolState-Fuzzer, o omoiog
EVOOHATOVEL TN Aoyrr] ToL adyopidpov expddnong.

Mapper

BipArodnxn. O Mapper mpémet va eivon e€edinevpévog oto EDHOC mpwtonoAo
no yix avtd amopaciotnue tog n PpAtodnun mov da mapéyel tnv e€etduevpév
YL TO TTPWOTOUOAAO AELTOVPYUOTNTO ot TPOEPYETOUL ATTO piot AT ILv) LAOTTOLN O
TOL TPWTOXOAAOV®. MeTd TG aapaitnteg Tpomomoioelg, n fAiodnun avt) mo-
péxeL OAN TN ool TovPEVT) AetTovpywOTnTa ToL Mapper. Zvyxexpyéva, o Mapper
XELPLLETAL TNV UATAGTAOT TOL TPWTOHOAAL o €xeL T duvatotnTa var Stafdlet
rot va ypagpelt CoAP, EDHOC xot OSCORE pnvopara.

YAomoinon. H vAomoinon tov Mapper, 1 ool tapovotdletar oto Xxnpe 1.8, fo-
oiletou o€ pLoe ¥Adon ov mpooépetan atov ProtocolState-Fuzzer o ovopaleton
MapperComposer, 1 ontoia aartei dvo diapopeTinovg sub-Mappers: tov Edhocln-
putMapper xow tov EdhocOutputMapper. O EdhoclnputMapper petatpémet éva
aPNPNHEVO GUUPOAO £LlGOSOL GE €Vl GUYHEXPLUEVO PIVUHO TTPWTOXOAAOL HOIL TO
amootéAlel oto SUL, eved o EdhocOutputMapper Aopfdvel to cuyrexnpipévo prpvo-
Ho TpwtoxdArov tov SUL xou to petatpémnel oe éva agpnpnuévo ovpforo e£odov.
Qotd00, xou oL do €xovv eyyeveig duorolieg vAomoinong. Amod tn pio TAevpd, 0
EdhocInputMapper mpénel va evepyetl oav client yia vo eminolvewvel pe puo server
LAOTIOLNOT) XL GOV server ylo Vo emieolvevel pe puoe client vAomoinon. Amd v
aAAn tAevpd, o EdhocOutputMapper da mpémel va tpoomadel vo TCUTOTTOLGEL TOL
AopPovopeve pnvopoto pe 660 To duvatov peyalitepr axpifela xo vor pnv yevi-
nevet. Ta mapadetypa, otnv nepintworn tov CoAP, 6Aa ta AapPavopeva pnvopota
etvor pnvopata CoAP xan povo éva vitosbvoro avtev eivat pnvopoata EDHOC. Av-
6 onpaivel 6Tt 0 EdhocOutputMapper dev mpémel va tavtomotel OAa T pnvopato
G CoAP, entdg edv dev eivon duvartr) GAAn Tavtomoinon. Eivon onpovtind xo ot
dvo sub-Mappers voe GUPTTEPLPEPOVTOL OGO TO HVVATOV TTLO CWOGTA, TTPOUELHEVOL T
QoTEAEGHOTO VoL lvat axpLp).

Emippon otnv expddnon. Amod 1t oxomi tov Learner, o Mapper do mpémel
VO CUUTTEPLPEPETOUL PE SLAPAVELDL AL VOL CLVTOLVOUAGL TAL TTPOLYHOTINA PHVOROTO TTOV
petadidovtal, AL VITEPYOLV TEPLTTOCELG, OTTOVL 1) CLUTEPLPOP& TOL Mapper ava-
TOPeLHTA eTTNPeALEL TO HOVTELO TTOUL pocdaiveTal. AvTég oxeTi{ovTol XLPLWG pe TNV
HATAGTACT] TOL TTPWTOXOAAOL TOL Mapper. SvyxexpLéva, vLITEPYOLVY TEPUTTMOCELG
omov o Learner {nt& va otokel éva ouynenpipévo oOpforo elcddov, aAlé o Mapper
dev eivou oe Béom va to oteihetl, Aoyw ng xatdotacng tov. Ta pnvopatoa OSCORE
elval éva yapoutnplotind mapddetypo, 6tav o Mapper Aettovpyel wg server. Me
Al Aoy, 0 Wavindg Mapper da mpémel va elvo 060 To duvaToOV Lo StPavig,

SH vAomoinon mov ypnoipomotidnie wg BpAodrun eivar to cf-edhoc module oto https://github.
com/rikard-sics/californium/tree/edhoc


https://github.com/rikard-sics/californium/tree/edhoc
https://github.com/rikard-sics/californium/tree/edhoc
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Mapper
input 4 MapperComposer ) protocol
gymb0| message
-.=[L EdhoclnputMapper } -

- {EdhocDutputMapper}.—.
output \J T/ protocol
symbol message

Sxnuo 1.8: O Mapper eivow vAomowmnpévog wg MapperComposer, o

omolog mapéyetal otov ProtocolState-Fuzzer, arotehoVpevog otd

tov EdhocInputMapper yia ta oOpfora etcddov »at tov EdhocOut-
putMapper yio tae cOpfora e€6d0v.

dNAadn vor 6TéEAVEL TO PVUHA TTOL TOL diveTal eVTOAN Vo oTelAel ot vor AapPavel
Vv avticTolyn é€0d0, ywpig va tapepPaivel otn dwadeacio avt.

AlpaPnta

Ynapyovv dvo tOmoL adpaPritwv mov xpnoitoroovvtal. To adgafnrto eilcddov
HITOPEL VAL TTOPEYETAL ATTO TOV X PT|OTT), VG TO XAPAPTTO e£680V elval E6TEPIUO TOV
epyadeiov xou e€aptdron amd tnv axpifeia tov Mapper. Kade oopfolro etoddov 1)
e€000V €xel Pl TA P HOPOT] HOL Piot GOVTOLT Hop®T] Yio To 6vopd tov. H obvtoun
HOP @1 XPTCLLOTOLELTOL YOl GHOTTOVS OTTIXOTTOLNGTG GTA HOVTEAQ TTOV TTPOXVITTOLV.

Al@dfnto Ele6dov. ‘'Oha ta vrootnpilopeva ocvpfora etoddov Ppicrovtal otov
[Tivoxa 1.1. To tpoxadopiopévo alpaPnto elcddov epiéxel O o To cOpHPOACL, XANG
0 xpnotng éxeL Tnv evel€io v mapadeiel udmolo edv To emduplet.

Mivaxag 1.1: AAgépnto Zupforov Eioddov

IMAARpeg Ovopa ‘ Tvvontind ‘'Ovopa
EDHOC_MESSAGE _1 M1
EDHOC_MESSAGE_2 M2
EDHOC_MESSAGE_3 M3
EDHOC_MESSAGE,_4 M4
EDHOC_ERROR_MESSAGE ERRg
EDHOC_MESSAGE_3_OSCORE_APP M3APP,
OSCORE_APP_MESSAGE APPy
COAP_APP_MESSAGE APPc
COAP_EMPTY MESSAGE EMP

Axolovdel pior cOVTOpN ene€nynomn Twv cLHPOAWV elcoS0UL.

« EDHOC_MESSAGE {1, 2, 3, 4} xo EDHOC_ERROR_MESSAGE, eivot ta fo-
owd pnvopoata EDHOC.
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« EDHOC_MESSAGE_3_OSCORE_APP, eival 1) cuvévwon Twv S0 PNVupHaToV
HET& TNV TTopaywyr evog véou hatsiov OSCORE. Movo évag EDHOC Ini-
tiator popel va To oTellel.

+ OSCORE_APP_MESSAGE, pmopei va ammootadel apod oAouAnpwdel emito-
xog N avtodoyp EDHOC ko mpoxtyer éva mhaiocto OSCORE. Avtd to
HAVUHO €lVOL OLCLOGTIXA TO UPLITTOYPUPNHEVO HUVUHA EYAPUOYNG HETAED
Twv 000 KOPPwV.

« COAP_APP_MESSAGE, ypnoomoteiton yio va eleyydel edv o mépog Tov
GAAOVL %OPPOL QVOpEVEL TTPAYHATL £VOL XPUTITOYPAPNHEVO URVOHO KoL Sev
oVt o€ pn xpuntoypapnpéve. Etvon n pn kpumtoypoagnpévn exdoxn tov
OSCORE_APP_MESSAGE.

« COAP_EMPTY_MESSAGE, eivan éva pfpvopo CoAP ywpic ogéApo goprio.

Arpafnto EE6dov. Ta oOpPora e£6d0v mov avayvwpilet o Mapper gaivovtol
otov Ilivoa 1.2.

[Mivoag 1.2: AAeaPnto ZvpPorwv EE6Sov

IMARpeg Ovopa ‘ Yvvontind ‘Ovopa
EDHOC_MESSAGE _1 M1
EDHOC_MESSAGE_2 M2
EDHOC_MESSAGE,_3 M3
EDHOC_MESSAGE_4 M4
EDHOC_ERROR_MESSAGE ERRg
EDHOC_MESSAGE_3_OSCORE_APP M3APPq
OSCORE_APP_MESSAGE APPg
COAP_APP_MESSAGE APP¢
COAP_MESSAGE MSGc
COAP_ERROR_MESSAGE ERRc
COAP_EMPTY_MESSAGE EMP
UNSUPPORTED_MESSAGE NA
UNSUCCESSFUL_MESSAGE X
UNKNOWN_MESSAGE ?
SOCKET_CLOSED 1
TIMEOUT 16

Axolovdel pia ovvtopun eme€nynon ylo ta emmpocdeta cOpPoia eEddov mov dev
eppovifovtal ota oOpPora elcddov.

« COAP_MESSAGE, eiva to 1o yevind privopa e£600u tewv pnvopdtov CoAP.

« COAP_ERROR_MESSAGE, eivo évor pfvopar GQAAHOTOG TTOL HETOPEPETAL
oto CoAP. Aev mpémel va ovyyéetan pe to EDHOC_ERROR_MESSAGE.

« UNSUPPORTED_MESSAGE, eivou éva e1dued pvopo eé€ddou mouv deiyvel 0Tt
0 Mapper dev pmopoivcoe va oTeilel TOo {NTOVHEVO HAVUHX €LlGOJOVL GTNV

HOTAGTACT] 6TV omola Ppiondtav. XTIG TEPLOCOTEPEG TMEPUTTMOCELS EM-
paviletar oto EDHOC_MESSAGE_3_OSCORE_APP, emeidr) o Mapper wg
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EDHOC Responder dev pmopel vo oteidel tétowa pnvopata xor oto OS-
CORE_APP_MESSAGE, o6tav o Mapper, o omoiog dpa wg server, AopfPdvet
éva aitnpo wov dev eivan mpootartevpévo pe OSCORE, aldd o Learner {ntd
v atootoAn) evog OSCORE_APP_MESSAGE. Avto o prvupa e£6dov ato-
Tehel HEPOG TOL TEALKOD HOVTEAOL, AN Sev OXETILETOUL € TN GUNTTEPLPOPA
tov SUL.

« UNSUCCESSFUL_MESSAGE, eivou éva e1dued pvopo e€6dov mov epgpovile-
ta ovvidwg 0tav to SUL eivar client xa o Mapper dpa wg server. To prjvopo
vodeVLEL OTL TO TTPaypaTnd Prvupa e£6dov Tov SUL eAfjeon, oAl ) eme-
Eepyaoio Tov cuvavtnoe xdoto cpaipa. o Topaderypa, eppoavileton edv
1 vAomoinomn tov client oteilel éva prvupa TOL GTOXEVEL GE VLY TTOPO TOV
omoio o Mapper dev vrtootnpilet.

« UNKNOWN_MESSAGE, eivot T0 110 yeviro privopa e£680v amd dAo o X pr)-
OLHOTTOLELTOL OTAY TO VLR TTOL AopPdveton dev pmopel vo avayvwplotet
pe @AAo tpormo.

« SOCKET_CLOSED, eivou éva eldixd prpvopa e€6dov mov deiyvel ot to SUL
€XEL OTOPATNOEL VO ooVEL T1) JUPa TTOL GUOLYE. LUVIHI®G ALTO OTpOiveL OTL
n diepyacio SUL éxel teppatioTe.

« TIMEOUT, eivou éva e1dued prjvopa é€0dov mov deiyvel 6TL 0 Mapper mepipeve
yLot pioe ouyrexppévn xpovinn Siapueto kot dev Ehafe novéva pvupe e€680ov
amd To SUL.

ProtocolState-Fuzzer

O ProtocolState-Fuzzer mpoépyeton and tov emavacyedioopd tov DTLS-Fuzzer,
elvort apUpwTOG KA ETEUTAGLUOC, SLATNPOVTAG TAPAAANAX TNV TUTLKY AELTOVPYL-
notnta tov DTLS-Fuzzer. H apyitextovinr) tov ProtocolState-Fuzzer mapovoiale-
tal oto Xxnpa 1.9. O State Fuzzer, pe pmhe ypopa, cvvtovilel Tnv aldayn tov
@aoewv expainong. To emdvo péPog LAOTOLEL TH) PAGT) HATAOHEVNG DITOVECEWY,
EVO TO XATW PEPOG LAOTTOLEL T PdoT) emcdpwong vTodécewy. O Learner, pe Tpaot-
VO XPWOH, TPOCTOIEL HOVO VO HATOOHEVAGEL Pt LTTOTeon. Aapfdvovtag Loy
tov Learner pe mpaowvo xpopa oto Zxfpo 1.4 ko Zxfpoe 1.5, ot appodidtntég tov
notavépovtol Topa petald tov State Fuzzer wou tov Learner. Ilapatnprote to
uitpwo oTpopata mov TVAiyovv 6mtwg ot SUL Wrappers oto Zxfpa 1.6. 'Ola to
aLTA TA OTPOHATA, SLpTEPIAapPavopévav Twv SUL Wrappers, meplypdpoviol o€
QLT TNV EVOTNTA.

Tomol Aedopévov

Epotnpa 1 test. ‘Eva epotnpa (query) eivon pia oetpd ovpforwv etloddov mov
mpémel v exteleotel aveEaptnta amd dAla epotipate. Ovopdlovtal emiong
“tests” amd tnv omtwn} tov software testing. Tia va emtevydel  atontodpev
ave€aptnoia, cvvAdwg petd amd wdde epotnua {nteiton éva “reset”, To omoio
nmpouoel TNV emavexnivinon tng depyaciog tov SUL.
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ProtocolState-Fuzzer

Membership
Helper Oracles

SUL QOracle

queries

[counterexample]

Learner

answers

hypothesis

input
symbols

State Fuzzer

output
symbols

hypothesis,
input alphabet queries
_________ Equivalence >

_________ Oracle + ——

[counterexample] answers

Equivalence
Helper Oracles

SUL Oracle

xuo 1.9: H apyitextovinn tov ProtocolState-Fuzzer. O Learner
He TPACLVO XPWH, exTeAel TNV xoTaoKeLT TNG LILOYESNG He TO o-
vtiotoiyo Membership SUL Oracle. Ta mdavadg toAréd Equivalence
Oracles mov vmodewvioovton pe To oOUPOAO oLV, exteAODV TNV €-
nwbpwor tng vrodeong pe to dixd tovg Equivalence SUL Oracle.
O State Fuzzer pe pmle xpodpa, ocvvtovilel v evorlloyr tov do
QAOEDV KoL ETLOTPEPEL TO HOVTENO TTOVL TTpoNVTTEL. MTopel emtiong
va mopaoyel otov Learner éva avtutapddetypo mov Ppédnue wotd
NV emudpwon tng vddeong, mpoxeévou o Learner va fedtidoet
v vddeot Tov. H porj dedopévwv eivar emtiong onpetwpévn.

Améavinon. M atvtnon (answer) o€ éva epOTNHO atoTeAeiTon otd P oelpi
oLpPOAWY €680V TTOL avTioTOLYOUV 6TO epwTnUa. Eival dvvartov éva ovpforo
€LoOO0VL TOL EPWTNHATOC Vo £XeL TTOAAG avtioTorya cOpfola e€680v 1o OxL povo
gva. Avto eEaptatal oo T oupmeplpopd Tov SUL xot amd to moéco Pnvopoto
OTEAVEL WG ATTAVTNOT) G€ €va POVo oOPBoAo elgddov.

State Fuzzer

O porog Tou State Fuzzer elvar vo cuvtovilel TIG AoELS EXPADNONG, VAL TIG EVOA-
AAOGEL KoL TEAKO VO ETLOTPEPEL €LTE TO PHOVTENO TTOL épade eite va onpatodortel
OTL ®&TL T Ye oTpafd xot 1) expddnon dev popece va Teppatioel. Mmopel emtiong
v Topoolovdel Tovg yopoug kot vo teppartilel Tn dradiwacio expadnong, ov
éxeL oplotel Oplo yOopwv. 'Evog véog yopog dewpeitat, 6Tav éxel xotaouevootel
pio vTodeo, €xel Ppedel eva avtumapadetypo xon €xel apyioel n PeAtioon g
vnodeonc.

Learner

H povn evdodvn tov Learner mov xpwpatileton pe Tpaoivo ypwpo 6to Zynpo 1.9,
elvo var padet pia véo vddeon 1) va feATiodoel pio vtdpyovoa vtddeot pe Paon
EVaL TAPEYOUEVO AVTLITAPAOELY QL.
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Membership SUL Oracle

SUL Oracle. To SUL Oracle eivat to amapaitnto dopind otoryeio to oosOo T
tov LearnLib ov mpémel va déxeTal g elc0d0 €var epOTNIOL HAL VOL ETLGTPEPEL TNV
QVTIOTOLYT) TTAVTNOT). ZUYEXPLHEVA, YL x&de GOUPOAO ELGOSOL GTO eLGEPYOHEVO
epatnpa, to SUL Oracle da mipémel va Ppionel Ta avtictoryo oOpfora e€6d0ov mov
emotpépel o SUL. TN va emmitevydel avtd, To SUL Oracle do mpémet va cuvdedet pe
évae Abstract Symbol SUL (8ev gaiveton oto Zyrjpa 1.9), oto omoio propei va ddoet
ndde oOpPolro elcddov kot va mepiével to avtiotoryo ovpforo e€6dov. T to
npwtororro EDHOC éva tétoto Abstract Symbol SUL gaivetat pe pol xpopo 6To
Sxnpa 1.6. Xto Xxfpa 1.9, to SUL Oracle eivou nf ¥Aédon muprivag evog oTpoOHATOg
amnd Oracles mov mapéyovv mpdodetn AettovpywdTnTaL.

Membership Helper Oracles. To otpopa Membership Helper Oracles, xpwparti-
OHEVO pe uLTPLVO XpOpa 6To Xxfpa 1.9, amotedeital ord moAAd evdidpeca Oracles
TTOL TTPOGPEPOLV TTPOCUETI AELTOVPYIUOTNTA AT TNV EAAXLOTI TTOL TPOCPEPEL TO
SUL Oracle. Eivou toliypéva to éva péoa 6to GAAO, TPAYHO TOL CNHALVEL OTL TO
eLoEPYOUEVO epOTNH SLadideTal GTNV E6MOTEPT KAXCT) TLPHVA KL 1) ATTAVTNOT)
dradideton amd avtnv Tpog ta €€ péYPL va emoTpéPel otov Learner. Avtd to
evoiapeoca Oracles emiong potpalovTal opLopEVOLS TOPOUG, OTTWS EVa SEVTPO TTopoL-
THPNONG 1 KL XPLPT) LVTILT], TTPOKELLEVOV VAL ETLTUXOLV TOV GUYUEUPLHEVO OHOTTO
toug. H oetpd xan o tommog teov evdiapecwv Oracles popodv va petafAndoov, aAla
Tt TPOUATOPLOPEV OpLLOVTaL TTOPOUATK HE TN GELPA OO TO eEWTEPUO TTPOG TO
ECWTEPLUO, OTTWG PaiveTon 6To ZyNpa 1.10.

+ LoggingSULOracle, e&v eival evepyomonpévo xataypa@el x&de epOTNHR G
gva xadoplopévo apyeio.

+ CachingSULOracle, xpnoytosmotei Tnv xowvi ¥pu@n pvipun yia tnv avoalntnon
HOL TTOUTHEVOT] EPWTHATOV, OCTE VO UV ETAVOAUPAVOVTOL OL EXTEAETELG
TV BLOV EPOTNHATOV.

« NonDeterminismRetryingSULOracle, xpnoyiomotel Tnv xowvoxpnotn xpuen
HVARN Yl Vo EAEYXEL YLOL 1) VIETEPHULVIOHO UOL EXTEAEL EX VEOU EPWTHHATA
0€ MEPLNTWAOT] EVTOTLIOPOD UI| VIETEPHULVLGHOD.

« MultipleRunsSULOracle, e&v eivon evepyomoinpévo extelel udde epOTNpO
TOAAEC POPEG TTPOUELHEVOL VO LVTLHETMOTLOTEL O 1) VIETEPULVIONOG. Xe Tre-
pintwon mov ol exteAécelg odnynoovv oe diapopeTinég e£0dovg, propel va
exteléoel mbavoloywn] eEvylavon, m.y. extelel TO epOTNHA TOAAEG POPEG
1oL LITOAOYLCEL TNV ATTAVTNOT pe TN peYaADTEPT TdavoTnTO.

Equivalence Oracle

To Equivalence Oracle d¢yetat wg eicodo éva povtédo vtdodeong kot to aApaPnTo
€Llo0d0L KoL XprolloToldvTag évav equivalence adyopldpo mpoomadel vor avo-
ntioel puoe amavinon and to SUL mov dev eival ovvenng pe tnv vmodeon. Edv
Bpedel avrimapadetypo, avtd emotpépeton otov State Fuzzer. Ilpoxeyévov va
amavtndoly ta epwTHHaTA Tov, To Equivalence Oracle pwtdetl to TuAtypévo Equiv-
alence SUL Oracle.
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/ Logging \
SUL Oracle

/ Caching \
SUL Oracle
Leries 7~ NonDeterminismRetrying
q - SUL Oracle
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- MultipleRuns input
answers S LI symbols
[ SUL Oracle L “““““ > .

=
') output
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Yxnpe 1.10: To Membership SUL Oracle atoteAeiton omd fondnrind
Oracles pe xitpvo ypopa xor otd to o ecwtepnd, To SUL Oracle.

To Equivalence Oracle ecwtepind pmopet va amotedeiton eite amod évav equivalence
oAyopLipo eite omtd pio Aot equivalence adyopidpwv, pe TpOTO TETOLO (OOTE
VO ETIUVUPOVOLV JLXSOY U TNV LITOVECT] HEXPL HATOLOG OO ALTOVG Vo Ppel va
AVTLITaPASELYHOL.

Equivalence SUL Oracle

SUL Oracle. To SUL Oracle nailer tov idto poAo pe to avtictoryo tov Mem-
bership SUL Oracle, dnAadn déxetal wg el6080 éva epMOTNHA KoL ETLOTPEPEL TNV
avtiotowyn amtdvinon. O poévog Aoyog yia tov omolo viapyovv dvo SUL Oracles
oto Zynpa 1.9 eivan 816t TVAlyovTan pe dtapopeTind cvvoro Pondntewv Oracles
e uiTpvo Ypopo.

Equivalence Helper Oracles. To otpopa Equivalence Helper Oracles, ypwporti-
OpEéVO pe xitpvo Xpopo oto Zynpe 1.9, aroteleiton omtd moAld evdiapeca Oracles
7OV TTPOooPEpouy poadetn Aettovpywdtnta amd avth Tov SUL Oracle xow oo-
Aovdet tnv idwa dopn pe oo Membership Helper Oracles. Avto to otpopa mepiéyet
dvo evdiapeca Oracles, avti yla téocepa mov atotelovv oo Membership Helper
Oracles. H oetpd& xou 0 100G Twwov evdiapeswv Oracles pmopodv va tpomomoindoiy,
OANG Tar TpOUATOPLOPEVO 0PLLOVTOL TTAPAKATE HE TH) CELPA ATTO TO EEWTEPLUO TTPOG
TO £0WTEPWO, OGS Yaivetal oto Zxnpa 1.11.

« CachingSULOracle, ypnoomotel tnv xowvr) xpu@n pviun yo tnv avoalntn-
o1 X0l TNV OUTOJNUEVLCT] EPWTNUATOV, OGTE VoL UV emovalapfavovtot ot
EXTENECELG TOV OLWV EPWTNHATWV ELGOJOU.

+ CESanitizingSULOracle, av eivai evepyomomnpévo emavolopfével éva mio-
VO VT PAdELY o TTOAAEG POPES, EAEYYOVTAG TNV €£000 TOVL. e TepInT®OoT
Aovdaopévev aviutapoadelypatov, oavtd to Oracle e€owovopel xpovo, pn
ETMLTPETOVTAG OTI PACT] EMUVPWOTG DITOVECEWV VO TEPHATIOEL KL VO ETTL-
oTpéYeL avTod TO AavIaopévo avTitapddetypa. Avt avtol, 1 eAcT) eTdpo-
ong vrodécewv ovveyilel TNV avalnTnon GAAov avTiTopadelylatog.
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Caching ™
SUL Oracle
queries CESanitizing input
————————— > SUL Oracle
-
R symbols
......... =
answers SUL Oracle "
\\ ') output
symbols

Sxnua 1.11: To Equivalence SUL Oracle atoteAeiton amd Bondntued
Oracles pe xitpivo ypopo xo atd to mio ecwtepind, to SUL Oracle.

SUL Wrappers

Me tov ido TpodTO TOL LITAP)OLVY evdidpeca Pondntikd Oracles mov mepLPaA-
Aovv tov muprjva SUL Oracle, o ProtocolState-Fuzzer mapéyel tovg Aeyopevoug SUL
Wrappers, ot omtoiol teptaALovy TNV a@npnpévn *AXGT TOL TLPN VA, TTOL OVOUAe-
ta AbstractSul. H yprjon avtdv twv wrappers eival tpooatpetint, oA A& Topéxovv
TPOCUETN AELTOLPYIHOTNTA, €iTE YLt GHOTOVG expadnong eite yix n dixyeipion
no wopaxorovdnon g depyaciog SUL. O mo eEwtepuedg wrapper AopPavel
évar oOpPoro elcddov nat to Stadidel e OAN TN dadpopn} TPOG TNV O EcWTEPLY)
N ¥A&on mouprva, n omola da eivol gl vAoTOLNpEVT vIToxAdoT tng AbstractSul,
omwg 1 EdhocSul oto Exnpa 1.7. H vAomoinpévn vtoxAdon tng AbstractSul propet
va ouvdedel pe évav vAomopévo Mapper wote va emwowvavel pe To SUL. "Otav
enmoTpéPovtol T avtioTorya oOpPola e£6dov, avtd dradidovton amd TV kAdom
mupnva Tpog tov TLo eEwtepnd wrapper. Eivou emiong duvatd évag wrapper va
emAéEeL v unv Sraddoel éva eloepyOpevo oOpPoro e1lc6dov, COHPLVA pe HATOLX
eleyxOpevn ocuvinun, xot vo emoTtpéPel apécwg éva oOpPoro e€ddov. H celpa
1oL 0 TOTTOG TV Wrappers PropovV vo TPOTOToLdouv, aAA& Ta Tpoxadoplopéva
1odopllovTol TAPAKATE HE TN CEPR oTd TO eEWTEPIUO TTPOG TO EGWTEPLUO, OTWG
Qaiveton oto Zxnpo 1.12.

+ TestLimitWrapper, mtapaxolovdei ta tests (1] epOTARATA) TTOL EXOLY OAOKAN-
pwdel xou dnpiovpyel pa e€aipeon Oty emitevyJel To TapeyOpeEVO OpLo tests,
onoTte 1 Sadwacion expadnonGg CTOHATA.

« TimeoutWrapper, mapaxolovdet tn Siapueto expainong xo Snpovpyet pio
e€aipeon 0Ty emitevyVel To mapeyOpeEVO Xpovind 6plo, omoTe 1) drodacio
EUPAONONG OTOHATA.

+ ResetCounterSUL, evnuepovel évav petpntr oe udde extéleon evog test xata
™ duaprela xaL TV d0o Ppacewv expddnong. Emedn ot Sonipég eivor ave-
Eqptnreg, daywpilovton pe “resets”, o aptdpdg TV omoiwv peTpdrtal amd
QLTOV TOV Wrapper.

« SymbolCounterSUL, evnuepovel évav petpntn oe udde extéleon elcoOdov
HoT& T SLapuela xol TV S00 PACEWV EUPAINOTNG.

« AbstractIsAliveWrapper, eAéyxet av éva oOpBolo e£6d0v Tov petapépet TAN-
pogopieg oxeTnd pe TN (wvtavia tng diepyaciog SUL, deiyvel 0TL T diepyaioca
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EXEL TEPHATIOEL. X QUTT) TNV TEPLTTWOT), oL axdAovdeg eicodot dev Stadido-
VTOL TTEPOALTEP® QIO XLTOV TOV Wrapper %ol eMLOTPEPETOL HLX XOTAAANAN
eldnn €£080¢ WG aTAvTnoT TOLG.

SulAdapterWrapper, ypnotpomoteital e mepintwor mov évag launcher server
mpémel va exnvroel pux véa Siepyacio tov SUL.

AbstractProcessWrapper, eivat vteDdUVO yla TNV exxivion 1) TOV TEPHATIONO
g depyaciog tov SUL. H exxivnon pmopel va yivel oe 0o droupopetind
onpeio evepyomoinong: (1) pioe opd xatd tnv €vapén, e TEPUATIONO GTO
TENOG TNG expddnong 1 (2) mpwv amd tnv extéheon e test, pe TepPATIONO
peT& TNV extéAleon tou test. EmumAéov, avtdg o wrapper mpocdétel otV
antdvtnon xade SUL tnv mAnpogopic e&v 1 diepyacio SUL e€oxorovdel va

elva {ovtavn 1 oL
TestLimit
Wrapper

Timeout
Wrapper

\
\
/ Rese;CUOLunter \
4 )
/ N
N

SymbolCounter

input SUL
symbols AbstractisAlive
_________ > Wrapper
-
e
/ SulAdapter
output Wrapper
symbols
AbstractProcess
Wrapper

=
==

Yxfpa 1.12: Ov SUL Wrappers e #lTpLvo XpOHA TPOCOEPOLY ETL-
npbdovetn AettovpywdtnTo otV ¥Ador mupriva, tnv AbstractSul.
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14 Ilseypdpota

"O)eg 0L LAOTTOLOELG TTOU LVOADOVTOL OE CLUTT] TNV EVOTNTO ELVOL AVOIXTOD KOS
nou Srativevtal oto drodintvo. Kade pioe otd avtég diedétel war EDHOC client xon
EDHOC server. Aedopévou 0Tt oL AOTOLNCELG eEEALCCOVTOL GUVEXDG, TOX HOVTEAQL
TTOL TTOPATITEVTOL TTOUPOUATW PITOPEL VO PNV AVTIXATOTTTPILOLV TIG TEAEVTOULEG EX-
do0elg Tovg, WoTOGO e€owolovdody va eival XprioLUa.

2TIG eTONEVEG EVOTNTEC, TA HOVTEAQ TToLPEXOVTAL HOCL HLE Lot VOLAUTLHT] TLEPLY PALPT].
To ovopato GUPPOAWVY TTOL TTEPLEXOVTAL GTA HOVTEAQ Dot ELVaL GTI) GUVTOT HOPPT
ToVG, O1tWG Ppiorovton otov [livana 1.1 kot atov ITivoa 1.2 ko ot idieg petafdoelg
ovyxwvevovtat oe pio. o Tapadetypo, edv LITAPYEL PO HATAOTOOT) HE TEVTE e-
TaP Ao LS TPOS LA SLOUPOPETIUT) HATACTACT), AVTO AVTIXATOTTPLLETOL GTO LOVTEA QL
G pio petaPoot pe mévte eTnETeG, pio Y xdde petafoon. O petafdoelg oe éva
povtéAlo axolovdoiv tn popen "I/ 0", mov onpaivel 61t 0o EDHOC-Fuzzer éotethe
10 I xou o SUL aavtnoe pe to O 1) ndmorog SUL Wrapper amavtnoe pe éva 8o
ovpPolro e€6dov O.

O petaPaoelg mov éxovv to e1dKd Prvup €680V NA onpaivovv 6tL 0 Mapper
dev pmopece va oteilel 1o {NTOoOHEVO PAVLHA £160J0V. AvTd cupPaivel xvupiwg
otav o EDHOC-Fuzzer, o omoiog Aettovpyel wg CoAP server EDHOC Responder,
npoonadel va oteidet M3APPo ko APPg. Avatpé€te otn obdvtopn ene€nynon tov
NA oto Evotnra 1.3. Enpewdorte, eniong, 0t to edied prjvopa e€6dov L (socket
closed) emiotpépeton wg amdvinon oe éva pvupa etoddov amd éva eviidpeco SUL
Wrapper, o omoiog aviyvevel 0L 1) dtepyacio SUL éxel otapatriosl vo anovel otnv
rodoplopévn Jopa Tng.

Ye Oho T mopontw povtéda o client eivon o EDHOC Initiator xou o server eivou
o EDHOC Responder. ‘Otav to SUL eivou client, o EDHOC-Fuzzer Aertovpyei wg
server xot 0tav To SUL eivon server, o EDHOC-Fuzzer Aettovpyel wg client.
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EDHOC-RS

To project Bpioxeton oto https://github.com/openwsn-berkeley/edhoc-rs.
To commit hash 09aa2a822a9aa278146808b8498bea06f9103d59 vtodnAwvel to ver-
sion 1oL YproLpoToLinKe.

Default Client
To povtédo pnyovng ratactacewv Tov default client paivetal oto Xyfpoe 1.13.

Apxwn petdPaon. H petdPocn otnv apywn xatdotaon 0 eivor amAog po
vrteviopon o0t 1 dwdeaoiar expddnong Eentva povo agot o client oteiler To
apyd M1 ywpic o EDHOC-Fuzzer va oteidet timota. Ovolaotng, o client Eentvael
™V aAAnAemidpaon).

Avtolaynn EDHOC. H avtoAhay EDHOC Eexiva pe tov client va otélvel
0 M1 o to povrédo va petafPaiver otnv xatdotaon 0. O EDHOC-Fuzzer to
eme€epyaletanl xon otéAvel M2, oto omoio o client amavtd pe M3 x&vovtag to
povtédo va petoPei otnv xatdotaon 2. ‘Etol oloxAnpovetol 1o TpowtoxoAlo amnd
v mAevpd tov client, ¥&TL oL Paiveton od TV €€080 T GE HATE PIVUHA TTOV
oxohovdel and tov EDHOC-Fuzzer ko tnv tedwr) é€0do L otnv xataotoot 1.
H petaPfocm tov povrélov otnv xatdotoaon 1 onpaivel 6tL 1 diepyacio SUL éxel
TePUATIOEL.

APPo / NnaA
M3APPo / Na

M3APPo/ L

Sxfpe 1.13: To povtéro tov default EDHOC-RS client.
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Default Server

To povtého pnyovng ratactacewv Tov default server gaiveton oto Xxnpo 1.14.

Avtaiiayn EDHOC. O EDHOC-Fuzzer otéAvel to apxind M1 ko AapPdavel amd
ToV server To M2, eved To povtédo petafaivel amd TN xatdotocn 0 6TnV xaTdoToc
2. 3t ovvéyxetor o EDHOC-Fuzzer otélver M3 xou AapPdver amtd tov server EMPe,
eV TO pOoVTEAO TTapopével otny xatdotaon 2. Eav o EDHOC-Fuzzer oteiler M1
tote pia véor aovtalhayr) EDHOC Eexivd amd tnv apyr) xol avTinatontpileTal ot
self-loop petdfoomn tng natdotoong 2.

M3 otnv ratdotoon 2. H evdiapépovoa cupmeptpopd mov Tapovctalel 1 xo-
taotaon 2 eivon 1 self-loop petdPaocn 6tav o EDHOC-Fuzzer otéAver M3 xon
Aappavet EMPc. Auto onpoadivel OTL HETA TOV TEPUATIONO HLOG ETLTUXTHEVIG CLVTOLA-
Aayric EDHOC (to povtélo PBpioxeton otnv xatdotaot 2), ev o EDHOC-Fuzzer
otethel Eava M3, T0Te 0 server dev Jow TaVTGEL e GOAAHAL.

Anavtnoeilg 611§ rotaotdoelg 0 o 2. ATIg xotaoctdoelg 0 kot 2, o server
anmovtd ot APPo, APPc nat M3APPo. Avtd ta pnvipata ammootéAdovtol o€ éva
CoAP resource 7ov o server dev éxel pLIPLOTEL va LITOo TN pLlel. AvTO onpaivel OTL
OL XOLVOVIXEC OUTALVTHOELS O€ TETOLO UNVOHOTA da ETTPETTe va elval GOAAPATO, OAAL
avt’ autov eivan eite éva nevo prjvopo CoAP (EMPc) eite pnviopata CoAP pe wditolo
TUXOo wEEAo poptio (APP().

APPc / EMPc
APPo / APPc
M3APPo / APPc

M1 /M2

M3 / EMPc
APPc / EMPc
APPo / APPc
M3APPo / APPc

EMPc/ @

Ml/1
M2/ L
M3/ L
M4/ L
APPc/ L
APPo/ L
EMPc/ L
ERRE/ L
M3APPo/ L

YxAuo 1.14: To povtélo tov default EDHOC-RS server.
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RISE

To project Bpioretan oto https://github.com/rikard-sics/californium/tree/edhoc.
To commit hash £994359a0bc04d62df5b3706a64ce857f1d3dfb7 vodnAiwvel To ver-
sion 1oL YproLpoToLinKe.

Default Client
To povtédo pnyovng natactacewv Tov default client gpaivetal oto Xyfpoe 1.15.

Avtailayn EDHOC. O EDHOC-Fuzzer, o omoiog dpa wg server, meplével To
apxwd M1 amd tov client. 3tn cvvéyeia otédver M2 xou AapPaver ticw M3. To
povtédo tou client petafaivel amd v xatdotaon 0 otnv xatdotoon 2. 'Etol
OAOXANpOVETAL 1) VTAAAQYT] KoL Yot T SVO PEAT), ATL TTOL ELVaIL TTPOPAVEG GTLG
peTaPACELS OTTO TNV KATACTAOT) 2 TNV XaTAoTooT 1.

APPo / Na
M3APPo / Nna

Sxnuoe 1.15: To povtédo tou default RISE client.
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Default Server
To povtého pnyovng xatactdoewv Tov default server paiveton oto Sxnpoa 1.16.

Avtaiiayn EDHOC. O EDHOC-Fuzzer, o omoiog dpa wg client, ctéAvel To apyt-
16 M1 xou AapBverl oo tov server M2. Xtn ovvéyewa, o EDHOC-Fuzzer propel va
oteilet eite M3 xan va AdPet EMPc 1} va oteider M3APPo xou va AaPer APPo. e
aLTO TO HOVTELD LITAPYOLV 5 dtoupopeTinég emituyelg avtallayég EDHOC. Zuyne-
wpyéva, (1) oxorovdia xataotdoewv 0 — 1 — 2, (2) oanolovdia xataoctdoewv
1 =1 — 2,(3) axorovdia xatactdcewy 2 — 3 — 2, (4) cxolovdia ®xatacTACEDY
3 = 3 = 2,(5) axorovdia natactacewv 4 — 3 — 2. Miax véa avtadrayr) EDHOC
propel va Eentvnoel ot péon g tponyovpevng. T mapadetypo, v 1o povtélo
éxeL petoPet amd v xatdotoon 0 otnv xatdotoon 1 xaw o EDHOC-Fuzzer oteilet
éva M1 tote Eerva pa véa aovtahhory.

Plaintext Application Message. Ilapatnpriote 0Tl o xGde naT&OTACT EAV O
EDHOC-Fuzzer oteilet APP¢c otov server, tote o server amavtd pe APPc. Avtod
ovpPaivel, emeldn o server diywg va eAEYXEL XV TO PIVUH ELVOL TTPOGTATEVHEVO HE
OSCORE, amavthel xovovird.

Axbpwon devtepng aviarlayng EDHOC. Mwa emituyrg avtaiiayry EDHOC
ExeL oAouAnpwiel, éxer dnpovpyndel éva miaico acpareing OSCORE o to
povtédo PBpioueton otnv xatdctact 2. O EDHOC-Fuzzer otéAvel To M1 xort Aop-
Baver miow M2, xdvovtag to povTéAo TOL server vo petafel otnv xatdoToot 3.
O EDHOC-Fuzzer xodvotepel TO eTOUEVO PIVURO TTOV LVOUEVEL O Server, TO OTo-
o eivar M3 1} M3APPg, xat otélver avti avtod M2. O server amovtd pe ERREg,
HAVOVTAG TO HOVTENO Vo peTafel 0TV HaT&oTOoT 4 KoL TEPPATICEL TNV TpEYOovoQ
ovvodo avtarrayng. Ed&v todpa o EDHOC-Fuzzer mpoonadnicel va oteilel to
TPONYOUHEVWOS avapevOpeva pnvopata (M3 11 M3APP), toTe 0 server omavtd e
ERR¢, vmodewvibovtag Ot mpdypatt 1 tpéyxovca obvodog avtariayng EDHOC
EXEL TEPHATIOEL.

OSCORE Context. Ztnv xatdotaoct 2 kot T d00 pEAN £XOVV TAPAYAYEL TO TAQ-
ioto OSCORE xau eivon e 9éon v avtaAAdcoovy TposTatevpéva pnvopato. To
ovyxexpipévo miaicto OSCORE Sa mapoapeivet, Tumind, {ovtavo, HExpL vo ONOXAN-
podel pia véa avtodloy) EDHOC ot v mpoxdyel éva véo mhaiocio OSCORE. O
EDHOC-Fuzzer £exiva pia véa avtorioyn EDHOC, otéAver M1 xo Aapfaver M2,
eve To povtéro petaPaivel otnv xataotactn 3. O EDHOC-Fuzzer otélvel Todpa
éva APPo nou Aapféver icw éva APPo wg amtdvinon pe to miaicio OSCORE va
elvat To 1810 pe to mponyovpevo, emedn n tpéyxovoa avtaiioyy EDHOC Sev éxel
oloxAnpwiel. E&v o EDHOC-Fuzzer oteidelr ERRE, o server dev amavt& »oiL 1o po-
vtélo petaPaivel otnv xatdotaon 4. Kot méht otnv xatdotoom 4, oL avtalAayég
APPg avagpépovton 610 ido mAaicro OSCORE 6mwg ko wpiv. Eqv, otnv xatdota-
on 4, o EDHOC-Fuzzer mapaydyet éva véo miaicio OSCORE (avtadiotovrog
TO TTPONYOUHEVO evepYyO) peTd To M3 1) pv To M3APP xon oteidel eite M3 eite
M3APPq otov server, o omoiog dev €xeL mapaydyel avtd TO vVéo TAAioLO, TOTE O
server da anavtnoet pe ERRc. Ev to peta€d, o EDHOC-Fuzzer éxel avTiwatactroel
T0 tponyovpevo evepyo mAaicio OSCORE xou wdde mepoutépw APPo mov otédvel
odnyei oe ERRc, to omoio onpaivel 0Tt To povtédo éxel petafel otnv natdotao 0.
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EInpeioon ywax tov Mapper. H mponyolpevn mapdypogog meplypd@el Tn pe-
taPaon amd v ratdotoon 4 otnv xatdotaocn 0. Avtr eivol po meplntwon,
O7T0VL 1) CLPTTEPLPOPE TOL Mapper entnpedlel AVOITTOPELHTA TO HOVTEAO TTPOG PALTT)-
O1). ZUYHEUPLHEVA, 1] CUUTTEPLPOPA TOL eival va Tapdyel éva véo mAaicio OSCORE
opécwg peta tnv enelepyacia evog M3. Eav o Mapper dev elye avTinataoTr|oEL TO
nponyovpevo mAaicto OSCORE, tote eivon mdavd avtr) 1 petdPoon va ftav éva
self-loop otnv xatdotaon 4. Qotdco, edv 1 petdfacn amod TNV xaTdoTact 4 6TV
ratdotoot 0 eixe Tig xovovinég e€68ovg tou server, dnAadn EMPc ko M3APP
avticTolya, TOTe aLTO Ja onpaLve OTL 0 server dev eiye Teppatioel Tn cvvedpia.

Metdfaon and tnv xatdotaon 2 otnv xatdotoon 0. M evdiapépovoa oo-
HITEPLPOPE TOL server eivat 1) peTGPaon otd TNV KATAOTACT] 2 GTNV KATAGTAOT
0. H xatdotaon 2 eival to onpelo 0mov €xel oAoxAnpwoel pior emTUYHEV O-
vtoAloy) EDHOC xou T 800 pédn éxouvv mapayayet éva tiaicto OSCORE, pe to
omolo propel va €xouvv ndN avtarragel pnvopata. Edv o EDHOC-Fuzzer oteilel
topa éva ERRg, o server dev amavtdel timota. To evdiopépov eivar OtTL o server,
eme€epyaleton to ERRE, dev amavtaer timoto aAAd dioyplpel To moporyOpevo
nmAaicro OSCORE, nati mov gaivetan and tig ERR¢ amavtioelg Tov otae APPg Tov
EDHOC-Fuzzer otnv xatdotoon 0. Me &AMl Aoyla, o server eme€epydletal éva
ERRg mov dev mepiéxel xoption AT GUYKEXPULEVT) TANPOPOPL YL TNV TPONYO-
OHEVT) OAOXAN POHEVT) LVEDPLAL EXLTOG ALTTO TO VALY VWPLGTIXO GOVIEGTIG GTNV apX T
Tov punvopatog. Ovowxotwd avtd to ERRE xdvel Tov server va teppaticel tnv
UPLTLTOYPAPNEVT) oVVIECT) PETOED TV dVO KOPPwV.
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M2 / ERRc
M3/ ERRc
M4 / ERRc
APPc / APPc
APPo / ERRc

M2 / ERRE
M4 / ERRE
ERRE/ @

1 /M2
APPc / APPc

APPo / ERRc
EMPc / ERRc

M3 / EMPc
M3APPo / APPo

M3 / ERRc

APPo / APPo M3APPo / ERRc

EMPc / ERRc
M3APPo / &

M3 / EMPc
M3APPo / APPo

M1 /M2
APPc / APPc

M2 / ERRE
M4 / ERRE

M4 /| ERRc
APPc / APPc
APPo / APPo
EMPc/ ERRc
ERRE/ @

SxAuo 1.16: To povtélo tou default RISE server.
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SIFIS-HOME

To project Bpioxeton oto https://github.com/sifis-home/wp3-solutions.
To commit hash 9956c8cf9a6f8cb3ab09e48842ceafeb9d2a790e vtodnAwvel to ver-
sion 1oL YproLpoToLinKe.

AvTtd 10 project avanmtocoeTol Ad TOLVG LdLOVG VI PHOITOVG TTOL £X0LV avaAPeL
xot 7o RISE. TN avtd T povtéda eivat mopopota pe ovtd tov RISE.

Default Client Phases 1, 2

To povtého pnyovig xataotdoewv twv default clients twv phases 1 xou 2 eivan idto
xo oivetor 6to Zynpo 1.17.

Avtailayn EDHOC. O EDHOC-Fuzzer, o omoiog dpa wg server, meplével To
apxwod M1 xan otn cvvéxelon otéAvel M2 oto omoio o client amwoavtd pe M3 xou
T0 povtélo tov petafaivel otnv xatdotaon 2. H amdvrnon tov EDHOC-Fuzzer
oto M3 eivou eite APPc eite EMPc. H avtadayr) EDHOC oloxAnpovetat, ta dbo
HEAN éxouv mapaydyel éva mAaioro OSCORE xou o client aravtd otov EDHOC-
Fuzzer pe APPg. To povtého touv petafaivel otnv ratdotoact 3, otnv omoia o
client weppéver tnv amavtnon tov EDHOC-Fuzzer oto APPg, o 6tav tn Adfet
dev amavtdel Timota (Qaivetal pe tnv €£0d0 &) xal To povtélo peTaPaivel otV
ratdotoon 4.

‘E€080g NA otV ratdotaon 4. 'Otav 10 povtédo petafaivel oTnv xatdoToo
4, 0 EDHOC-Fuzzer dev pmopel va otethel xavéva prpvopa micw. Avtd ocuvpPaivet,
emewdn o client otéAver CoAP requests ota ool 0 EDHOC-Fuzzer, dpovtoag wg
server, omtovté pe CoAP responses. H tedevtaio ¢é€0dog mov édafe o EDHOC-
Fuzzer, oOppwva pe tn petdfaocn and tnv katdotaon 3 oty 4, eival 10 &, t0
omoio onpaivel 0TL dev éxel An@Iel navéva véo CoAP request, emopévwg o EDHOC-
Fuzzer dev eiva oe 9éomn v osmavti)oel 1ol emoTpéPeL NA punvopata e€odov. TNa
QUTO TETOLOL TOTTOV peTaPaoelg dev oxetilovtal pe Tr cupmeptpopd tov SUL, aAl&
npoxarovvron otd Tov EDHOC-Fuzzer ko avticatontpiloviotl 6To HOVTEAO.


https://github.com/sifis-home/wp3-solutions
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APPc/ @
EMPc/ @
ERRE/ @

M1/ o

ﬁ%;g APPc / APPo
M EMPc / APPo
ERRE / &

M3APPo / Na

M3APPo/ L

M1/ &
M2/ @
M3/ &
M4/ o
APPc/ @
APPo / @
EMPc/ @
ERRE/ @

M1 /nNa
M2/ Na
M3 /nNa

y M4 / Nna

4 APPc/ Na
APPo / NnaA
EMPc / NaA

ERRE / Na
M3APPo / Na

Exfpa 1.17: To povtédo twv default SIFIS-HOME clients twv phases
1 non 2.
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Default Client Phases 3, 4

To povtédo pnyovng xatactacewv twv default clients twv phases 3 ko 4 etvou idto
xo aivetor oto Xynpo 1.18.

Avtollaynn EDHOC. O EDHOC-Fuzzer, o omoiog 8pa wg server, mepLével To
apxwd M1 xai ot cuvéxelo otédvel M2 oto omolo o client aavtdel pe M3APPg
xoL To povtého tov petaPaivel otnv xatdotaon 2. H avrarlayry EDHOC éxel
oloxAnpwiel xou Ta 0o péAn éxovv mapayayel éva thaiocio OSCORE. O client éxet
Non oteilel éva prjvopae OSCORE oto M3APPo xan mepipével tnv ot@vtnon Tov
EDHOC-Fuzzer, otnv omoix dev ammavtd. To povtédo petafaivel oTnv xatdotao
1 »ou 1 dtepyacia Tov client teppotilet.

M3APPo/ L

Sxnpo 1.18: To povéro Twv default SIFIS-HOME clients twv phases
3 nou 4.

Default Server Phases 1, 2,3, 4

To povtédo pnyavig xataotdoewv Tov default servers twv phases 1, 2, 3 xo 4
elvow mapopoto pe avtd tov RISE oto Zxnpa 1.16. H povn dwxgpopd eivar ot
TOpa oL amavtioelg Tov server ota APPc pnvopata tov EDHOC-Fuzzer eivon
ERR(, T0 omoio onpaivel mwg o server eAéyyel av T CoAP requests mov épyovta
elval mpootatevpéva pe OSCORE 1 oxt. Movo av eival mpootatevpéva, o server
oTaVTAEL XOvovInd, cAAL®OG otavtael pe ERRc.
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uOSCORE-uEDHOC

To project Bpioxetot oto https://github.com/eriptic/uoscore-uedhoc.
To commit hash fbaa96caala2028d369c70e24al173caa60alcel5 vtodnAwvel To ver-
sion 7ov xproipomotine.

Default Client EDHOC and OSCORE

To povtého pnyovng xatactacewv Tov default client EDHOC and OSCORE ¢aive-
Tl 670 Zyfpo 1.19.

Avtarlayn EDHOC. O EDHOC-Fuzzer, o onolog dpa wg server, meptével to
apxwo M1 amo tov client, petd otéAvet M2 ko Aopavet M3. To povtédo petaPaivet
aTtd TNV ®ATAGTHGT) 0 GTNV 2 KoL ETOL OAOUATPOVETAL 1] AVTOAAXYT), e T SVO PEAT)
va €xovv mapayayel eniong éva tAiaicio OSCORE.

Bpoyyog otig ratactdoelg 2 xo 3. Ot petofdaoelg ammd tnv ®atdotoot 2 6TV
3 xou avtiotpopa Snpovpyovv éva Ppoyxo 6TO HOVTELOD XaL LITOSEWVDOUV OTL KoL
o id1o0g client extelel évav atéppova Ppdyyo.

‘E€0dog x. H petdPoon and v xatdotacn 3 otnv 2 éxel og é€0do évar X,
emeldn) o client xdver éva CoAP request oe éva pn Swadécipo CoAP Resource tov
EDHOC-Fuzzer, o onoiog anoppintel to CoAP request.

APPo / NA
M3APPo / Na

Ml /@
M3/ @
M4/ o
APPc/ @
EMPc/ @
ERRe/ @

M2 /M3

M1l/L1
M2/ L1
M3/ L
M4/ L
APPc/ L
APPo/ L
EMPc/ L
ERRE/ L
M3APPo/ L

APPo / NA
M3APPo / Na

M1/ x
M2/ x
M3/ x
M4/ x
APPc/ x
APPo / x

M1 / APPo
M2 / APPo
M3 / APPo
M4 / APPo
APPc / APPo
EMPc / APPo

ERRE / APPo EMPc / x

ERRE/ X

Exfpa 1.19: To povtédo tov default uOSCORE-uEDHOC EDHOC
and OSCORE client.


https://github.com/eriptic/uoscore-uedhoc
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Default Server EDHOC and OSCORE

To povtého unyovng rataotdoewv tov default server EDHOC and OSCORE ¢a-
tvetal oto Zynpo 1.20.

Avtollayi EDHOC. O EDHOC-Fuzzer, o omoiog pa wg client, ctéAvel to apyind
M1, hapPdaver M2 xon to povtédo petafaivel otnv xatdotactn 1. Eav o EDHOC-
Fuzzer, oteilet M3 da maper MSGe wg amavinon xow eqv oteiret M3APPo, o
server dev Jo QITOLVTNOEL TUTOTO KoL TO PHOVTEAO TOU Ja petafel oTnv xatdotoon
3, ohoxAnpwvovtag tnv avtoarioyy EDHOC.

Application Messages. Xtnv xatdotoon 3, kot o d00 pEAN €xovv Tapayyel
éva mAaioto OSCORE o avtalldcoovv xpumtoypognuéva pnvopata (APPg). O
server déxetou o pn xpumroypognuéva pnvopoto (APPc). Xe omotadrjmote dAlo
punvopatae, o server amovtd pe MSGe. Xtnv mpoaypatieotnta avtd to MSGe eivon
id1o pe To APPc, aAAG avth 1) epintwon udvel epgpavi) tn duoxoAio Tov Mapper
VO TLTOTTOLoEL LT T dVO PnvopaTa, 1 omoia culntrdnxe otnv Evotnra 1.3.

Teppatiopog. Etnv xatdotaon 3, eav o EDHOC-Fuzzer oteiler évoo M3APPg
TOTE 0 server Oev amavtdel, 1 €é€000g eivat & xou ot cuvéxela teppatilel. Eivon
mavd To péyedog tov M3APPG va ndvel Tov server vor TEPHATIGEL OLVETLTUXOG
AOY® GPAAPOATOG.

M2/ @
M3/ o

M4 /o
APPc/ @
APPo / @
EMPc/ @
ERRE / &
M3APPo / &

M3APPo / @

M1 /MSGc
M2 / MSGc
M3 / MSGc
M4 / MSGc

APPc / APPc
APPo / APPo

EMPc / MSGc
ERRE / MSGc

M3APPo / @

MB3APPo/ L

Exfpo 1.20: To povtédo tov default uOSCORE-uEDHOC EDHOC
and OSCORE server.
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Avtoparomompévn Aviyvevon TQAAPATOV

Axdpa ko ov qUTA Tor HOVTEAQ TTOL PAJOUVOVTOL TTEPLEXOLY HIKPO ALPLIPO HOTO-
oTACEWY KoL PETOPACEWY, 1) AVTOPATOTOLNGT TNG AVIXVELONG CPUAPATOY elval
e€loov onpavtwr. IIpog v xatevdvven avtr, da xprnopomroindel to epyaeio
SMBugFinder [Fit+23; FB+22].

To epyaieio avTO LAOTIOLEL Lol UTOHOLTY) TEXVIXT) HODPOL HOVTLOD YL TNV ALViyVeL-
01 COAAHATOV HNXOVOV HATACTACEWY. AUTH| 1) TEXVLKT XPELALeTOL VO oSO TEL
pe éval (aTd TPOGEYYLOT)) HOVTEAO TNG LAOTIOLNGTG KL EVOLY XATAAOYO TWV GPAA-

HOTWV PNYOVIG HATACTACEWV TOL TPTOoxOAAOL (1) bug patterns) pe tn popen
DFAs.

To povtélo mov mapéyeton eivor awtd mov mapayet o EDHOC-Fuzzer mpwv amod
omotodnote onTInn PEATIWOT), OTTWG 1) CLYYXDOVELOT) HETAPAGEWV KAL) CUVTOUELGT)
ovopatwv. To bug patterns eivar DFAs eumAoOUTIOHEVA [le HATTOLX GLYHEXPLUEVA
ovppora mov avayvwpilovtar and to epyaieio. O SMBugFinder petatpénet to
mopeXOHEVO PovTéLO, TO omolo eivar pia pnyavr) Mealy, oe éva DFA xan yior ndde
bug pattern dnprovpyel éva véo mApeg DFA petd TIC amapaitnteg Tpomonolioelg
7oL emPdArlovy avtd ta oOpfora. Xtn ocvvéxewx, o SMBugFinder ypnoipomotet
DFA intersection ot dvo véa DFAs mpoxeypévou va Ya&el yuoe To bug pattern oto
DFA tov mopeyOpevov HOVTEAOL.

Y avth v evotnta o tapatedel povo éva bug pattern, n cOvtoagn Tov omoiov dev
elvorl qvTT) TTOL Y proLoToLel TO epyadeio, LITApPYEL OPWG HATOLX avTIoTOLY LA, AULTO
yiveton yix vae dodel éppoaot atny xatovonon tov DFA oe vinAotepo emimedo no
ylot ToV (310 AOYO T OVOHATO TWV HIVUHATOV Elval 6T GOVTOUN Hop@r) Tovg. To
eldwod ovpPoro U oe pio petdfocn amod o xatdotact) s 6€ Piot GAAT XA TAoTACT)
QAVTLITPOCMTTEVEL OA Tar Stadéapa pnvopata ov dev Bpiorovtal oe o eEepxOpevn
petdPaomn tng xatactaong s. EmmAéov, ypnoipomotodvton ol avw deinteg I, R
otav elvar aapaitnto va Eexadoplotel av To prvopa tpoépxetot amd tov Initiator
1 Tov Responder avtiotoiyo.
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Bug Pattern

O client Initiator dratnpei Tn 60vodo Lo VTaVN HETA TNV ATOGTOAN UM VOHO-
10§ EDHOC Error. Avuto to DFA propei va epappoctel o évav client Initiator xon
QITOTLTTOVEL TO GPAAP OTL évag client diatnpel T oOvodo EDHOC {wvtavr peta
Vv atootoln evog pnvopatog EDHOC error. Iapovoialetor oto Exnpa 1.21.

To self-loop pe tn petdPocn U otnv apyiur ®atdotaoTt, TUPOUUAUTTEL ONEG TLG
petoPaoerg péxpr v Ppedei éva (e€epyopevo) ERRg tov Initiator, to omoio mapov-
owletou pe Tov detutn I. Tote n petafoaocn U avtictoryel o€ omolodrmote cOpforo
elc6d0v Tov elval 1 amavtnon tov dArov xopPov oto ERRe. O client da émperme
vo €xeL Teppatioel T oOvodo, aldd av 1 é€odog tov client eival dAAN and &, L
N 7 toTe mpoOKELTAL YL CPAMIX, TO OTolo onpaivel 6Tt o client aavtd otnv Sl
ovvodo.

>xnuo 1.21: To bug pattern mov avayvwpilel 6tav évag client Ini-
tiator, Statnpei tn cOHvodo {wvTavi HETR TNV ATTOGTOAY HNVORATOG
EDHOC Error.
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1.5 Xvprnépacpa

H napotoo Sumhwpotinr apyilel pe pLo eTLoROTNOT) TOL AITAPALT)TOL Je®PNTIHOD
vntoPadpov. Xtn cuvéxela, oolovdovv ol Aemtopépeleg oxetind pe tov EDHOC-
Fuzzer, o omolog amoteAel TNV xOpLa cUVELGPOPE AVTHG TNG SITAOHATIXNG. AVTEG
Ol AETITOHEPELEG APOPOVY HVPLOG TOL XOUUATL TTOL AELTTOLY KOl OAOKANPOVOLY
éva epyadeio eavo va extelel protocol state fuzzing e vAomowoeig EDHOC. X1n
OULVEXELNL, TIEPLYPAPOVTAL OL AETITOHEPELEG VAOTIOLNGONG KO 1) E6WOTEPLKT] GOVIEDT)
tov ProtocolState-Fuzzer. Télog, mapovotdlovTal Ta TELPAHUATO TOV TPOLYHATO-
o dnuav ce dixpopeg LAOTOCELS. ALTA AITOTEAOVVTOL QTO TAL HOVTEAQL TTOVL
propeoe va dnpovpynoet o EDHOC-Fuzzer padi pe puoe evdelexr) avaAvot toug.
EmurAéov, mapovor&letol kot éva btocOVolo xadoplopévav bug patterns mov pro-
POVV VO GUUTTAPOCOVV TNV OTTLKT] ETLOHOTNGT) TOV HOVTEAWY ALUTOPATOTTOLOVTOG
NV avalTNoT OPLOHEVOV KATIYOPLOV COUAPATOY GTA HOVTEAQ.

[Topodro mov, natéd PEGO OPO, T HOVTEAQ ATTOTEAOVVTOL OTO ALYEG HATACTACELG
not petaPaoelg, elvol oAl evOLaPEPOV TO YEYOVOS OTL TTAPOATIPELTAL HLOL TTOLKLALL
OUUTIEPLPOPDOV. AULTO TPOHVITEL PUOLKA ATTO TO YEYOVOS OTL SLPOPETIHESG OUADEG
ovIPOTWV APPAvouV OpLopEVES OYEILAOTINEG ATTOPACELS KL AVOTTTUGGOLY TLG
vAoToLGEeLg TOUG e dtapopetind Tpomo. H mpotinn mpouAnon tétolwv epyoieiwv
o0mwg o EDHOC-Fuzzer eivot 1) ieavotn T vor aAAnAemidpoiv emituymg pe moAAEG
vAoTotoelg ko va pnv meplopilovtal ce opiopévec. EmumAéov, 1o yeyovog OtL 1)
EXPAIT O ELVOL ETTLTUYTG AL T) AVAALCT) TOV HOVTEAWV PITOPEL VO aTtox oA DeL HOAK
UPUHPEVEG OUPOLES TEPLITITOCELG KL AOYLHA COAAHOTA, LITOONAMVEL T CNHACio
aLTOV TV epyaleinv, 6mwg o EDHOC-Fuzzer, eldud yia Tovg avdpomToug mov
EXOUV AVOAGPEL TNV LAOTTIOINGT] ALTOV TOV TPOTOUOAAWV.

MeAdovtinég Ementdoerg

‘Ocov agopd tov EDHOC-Fuzzer, vrtépyouvv dikpopeg emhoyég ov xprilovv die-
pevvnone. H mpadn elvon apuetd tpopavig o apopd tn cvvexn PeAtiowon tov
epyadeiov xat TNV vTooTHPLEN GAAW®V LAOTOGEWV KODOG AVTEG JX APYIGOLY VoL
eppavilovtat. Avtod Tov eldovg 0 EAeyX0G CUUPATOTNTAG e VEES DAOTIOLGELG O)L
povo do av€noel tnv axpifela ko TNV evpwoTticr Tov 3oL TOL epyaieiov, AN
not da Pedtiodoel Tig mbavotnteg v xpnotponoindel amd GAAovg wg éva ato-
TeheoPaTNO epyaleio Y TIG Ség Tovg vAomowjoelg. H dedtepn emloyr mov
da propovoe va diepevvniel eivat 1 TPosUNUN OPLOHEVWV CUYKEUPLUEVROV AETTTO-
pepeldv ot oOpPora elcddov xat e€6dov. Avtég pmropolv va SlevrkoAbvovy TV
OVAALOT) TNG CUUTTEPLPOPAS TwV LAOTOLcE®V. Mia Tpitn iAoy elvol 1) eménta-
on Twv dvvartotrtewv Tov EDHOC-Fuzzer mpog to fuzzing yevind, to omoio pmopet
vou arroxaAOYeL 0pLopéVeg xatnyopieg opaipdtov mov to protocol state fuzzing
dev elvan o Yéom va To nAvel.

‘Ocov agopd tov ProtocolState-Fuzzer, pua Buooyn pedlovrny xoatevdvvon da
NTAV VO XUXAOPOPTOEL OG £V XLTOVOHO epyalelo oL Ja Aettovpyel wg frame-
work yia ToAAo0g dropopeTinoig protocol state fuzzers. Avtod da peiwve To ©06T0G
NG LAOTTOINGNG £VOG HEYAAOVL HEPOLG TNG EYUATACTAONG EUPADNONG, TPOCPEPO-
vtog TapdAAnAa peydho Podpd emextacpoTnTOG Kol TPOocappoyng. Mo GAAn
mdovr, aAld& mo prlooTaocting, katebduvon do Tav 1 expddnoen Tov HovTéAov
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Vo TparyaTooLeital xo pe dAAeg pedodoug, Omwg 1 wadn Ky expddnon 1 dAleg
TPOTELVOHEVEG TEXVIHES TTOL Yo XPeLAlovTay Tn Snr] TOVG EYHATACTACT) EXPATT)-
ong. Qotdco, elvar AUPLEPNTACLHO oV oUTA T XapaxTnpLoTnd do taiprolo
naA& otov ProtocolState-Fuzzer 1} da jtav mpotipdtepo v tpocpépovton oe Sind
TOUG XVTOVOHO epYyaAeio.
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Chapter 2

Introduction

The last decade has witnessed an immense increase in the number of low-powered
devices connected to the internet. These devices are referred to as Internet of Things
(IoT) and have the ability to collect and exchange data in real time using mainly em-
bedded sensors. Some primary examples include lights, thermostats, refrigerators,
smart watches and even sensors in cars. The environment that those devices operate
in is usually constrained in terms of network access and available resources, which
limits the security offered by those devices. Hence the anecdotal saying that “the S
in IoT stands for Security”. To tackle this challenge, a lot of network and security
protocols have been proposed, in order to enable reliable and safe data exchange
between those devices operating in constrained environments.

The restrictions posed by the environment make the use of the UDP transport
protocol suitable for the communication of IoT devices. Built on top of that is
CoAP [RFC7252], a web transfer protocol specialized for constrained environments
that makes the communication possible. The security of this communication is pro-
vided by OSCORE [RFC8613], a protocol used for encrypting and thus protecting
the privacy of the exchanged data. However, the OSCORE protocol requires sym-
metrical secret parameters to be established by the communicating peers, a fact that
indicates the need for a secure and reliable key exchange protocol. This gap is filled
by EDHOC [SMP23], a newly proposed protocol currently in draft status, which is
a lightweight key exchange protocol ideal for constrained environments.

On the one hand in theory, protocols are proposed incrementally, in order to address
the arising problems. On the other hand in practice, the implementations of those
protocols are the ones encountered daily. For this reason it is crucial that these
implementations are precise, robust and compliant with their specification. This is
the problem that this thesis is trying to tackle by trying to develop techniques and
tools for the effective testing of EDHOC protocol implementations.

The main technique used is called protocol state fuzzing, which essentially uses
active automata learning, a technique that seeks to learn a close approximation of
the underlying state machine model of the implementation under learning. The
learned model can either be inspected for logical flaws and inconsistencies with the
proposed protocol’s specification or used for model-based testing.
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2.1 Contribution

The main contribution is the design and implementation of the EDHOC-Fuzzer tool,
which can be used for learning a (possibly approximate) state machine of an EDHOC
implementation. EDHOC-Fuzzer includes as a component a general and abstract
tool, which is also implemented and called ProtocolState-Fuzzer, which could be
exposed as a standalone tool in the future. Moreover, in this thesis, the models
of several EDHOC server and client implementations are learned and analyzed in
detail.

2.2 Outline

The remaining chapters are organized as follows:

+ Chapter 3 introduces the necessary theoretical background concerning the
protocols and the techniques used. It also briefly reviews related work.

+ Chapter 4 provides implementation details of the EDHOC-Fuzzer.

« Chapter 5 provides the experiments and the models that have been learned
and analyzed.

+ Chapter 6 concludes this thesis and provides suggestions for future work.
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Chapter 3

Background

3.1 CBOR Data Format

The Concise Binary Object Representation (CBOR) [RFC8949] is a data encoding
format for binary representation of structured data (also known as binary serial-
ization format). It is built on and extends the JSON data model. It is designed to
achieve very small parser code size and small message size. One of CBOR’s primary
objectives is to be able to unambiguously encode the most common data formats
that are used in Internet standards.

3.2 COSE Standard

The CBOR Object Signing and Encryption (COSE) [RFC9052] specifies how to create
and process encryption, signatures, and message authentication codes and how to
represent cryptographic keys using CBOR. COSE builds on JOSE, but incorporates
the additional capabilities that CBOR has over JSON, like a direct encoding method
of binary data without converting them first into a base64-encoded text string. Es-
sentially this standatd specifies basic application-layer security services that can be
efficiently encoded in CBOR.

3.3 CoAP Protocol

The Constrained Application Protocol (CoAP) [RFC7252] is a specialized web trans-
fer protocol for use with constrained nodes and constrained networks, such as
low-power or lossy networks. It is designed for machine-to-machine (M2M) ap-
plications, such as smart energy and building automation. CoAP provides a re-
quest/response interaction model between application endpoints, supports built-in
services and resources discovery and includes key concepts of the Web, such as URIs
and Internet media types. Furthermore, it can be interfaced with HTTP and it meets
specialized requirements of constrained environments, such as simplicity, multi-
cast support and very low overhead. Logically CoAP contains two layers shown
in Fig. 3.1, a CoAP messaging layer used to deal with UDP and the asynchronous
nature of the interactions and the request/response layer for the interactions. How-
ever, these two layers are just features of the CoAP header.
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o +
| Application |
o +
4 + N
Requests/Responses
—————————————————————— ‘ ColP
| Messages | |
+——_ + /
o +
| UDP |
- +

F1GURE 3.1: The two abstract CoAP layers, one for messages and one
for the requests and responses.

A CoAP message contains a header and a payload, as shown in Fig. 3.2. The CoAP
header consist of four bytes. Next, a token used to bind a request with a response
follows. Its size can vary between 0 and 8 bytes, as indicated in the previous part
of the CoAP header. Also, the header can include a number of options, following
a Type-Length-Value scheme, whose value has variable length depending on their
type. These options are used to control various functions of the protocol, such as
indicate message fragmentation at the application layer. Finally, payload can be
present, in which case a single byte with value 0xFF acts as payload delimiter and
is followed by the actual CoAP payload.

1 2 3
01234578 5%012345356785%01234536785%01

F—b—t—t—+ F—t—+

|V&r| T | TKL | Code | Message ID

e e s At S e s s S
| Token (if any, TEL bytes) ...
Fob—F—F—F—F—F—F—F—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+
| Options (if any)

B e e T T T et Tl e E e
[t 111111 1] Payload (if any) ...

Fob—t bttt —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+

FIGURE 3.2: The message format of CoAP.

3.4 OSCORE Protocol

The Object Security for Constrained RESTful Environments (OSCORE) [RFC8613]
defines a method for application-layer protection of the CoAP Protocol, using COSE.
It is designed to provide end-to-end security between two CoAP endpoints, while
preventing intermediates to alter or access any message field, which is not related
to their intended operations. Essentially, OSCORE transforms an unprotected CoAP
message into a protected one by securing not only the payload, but also all the fully
protected CoAP options, the original request and response REST codes, as well as
parts of the URI to resources targeted in request messages. The abstract layer of
OSCORE with the CoAP protocol is shown in Fig. 3.3.
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In order to use the OSCORE protocol, the participants need to derive and establish
a shared security context to process the COSE objects. In order for this to happen,
the necessary information and keying material should be exchanged in a secure and
authenticated way, provided by a suitable key exchange protocol.

+-——- = +
| Application |
f————————— +
- + N

CoAP

4 + /
e +
| UDP / TCP / |
f——_————————— +

F1GURE 3.3: The abstract layer of OSCORE within the CoAP protocol.

3.5 EDHOC Protocol

The Ephemeral Diffie-Hellman Over COSE (EDHOC) protocol [SMP23] is a com-
pact and lightweight authenticated key exchange protocol, which provides security
properties like identity protection, cipher-suite negotiation and forward secrecy.
One of its main use cases is to be a key exchange for the OSCORE protocol, which
means to provide authentication and establishment of session keys. It is designed
for highly constrained environments and it targets the IoT infrastructure, where
embedded microcontrollers, sensors and actuators are involved. Moreover, the ED-
HOC protocol uses the same primitives as the OSCORE protocol, which are COSE
for cryptography, CBOR for encoding and CoAP for transport. At the time of writ-
ing, this protocol is an Internet Draft and its current version is 19.

Because this thesis concerns the analysis of EDHOC implementations, a rather short
and high-level overview of the protocol elements follows.

3.5.1 Roles and Messages

Roles. There are two possible EDHOC roles that a peer can have, namely Initiator
or Responder. These roles are not tied to the web transfer protocol used. For ex-
ample, when CoAP is used, a CoAP client can be either Initiator or Responder for
the EDHOC protocol, so can a CoAP server. This means that for the CoAP protocol
there are four possible nodes: CoAP client Initiator, CoAP client Responder, CoAP
server Initiator and CoAP server Responder.

Messages. The protocol consists of five messages in total. In a successful key ex-
change the mandatory ones are message_1, message_2 and message_3. There is mes-
sage_4, which is optional and the error_message. Initiator uses message_1 and mes-
sage_3 and Responder uses message_2 and optionally message 4. Both roles can use



42 Chapter 3. Background

the error_message. An EDHOC message is encoded as a sequence of CBOR data
items. A message flow can be seen in Fig. 3.4.

Initiator Responder
| METHOD, SUITES I, G_X, C_ I, EAD 1 |

message_1 |
G_¥, Enc{ ID_CRED_R, Signature_or_MAC_2, EAD 2 ), C_R I
message_ 2
AEAD( ID_CRED_I, Signature_or_MAC_3, EAD_3 )
| message_3
I AEAD( EAD_4 )
|

message_4 |

F1GURE 3.4: EDHOC message flow with optional message_4.

3.5.2 Authentication Method

EDHOC supports authentication with signature or with static Diffie-Hellman keys.
The authentication method, or METHOD, is an integer out of { 0, 1, 2, 3 } and specifies
the authentication method of both parties. When a static Diffie-Hellman key is used,
the authentication is done by computing the Message Authentication Code (MAC)
of an ephemeral-static ECDH shared secret. The different authentication methods
are shown in Fig. 3.5.

3.5.3 Connection Identifiers

Connection Identifiers are selected by each peer to identify the current session. Ini-
tiator selects its identifier, C_I and sends it in message_1 to the Responder, which
then selects its identifier, C_R and sends it in message 2 to the Initiator. The con-
nection identifiers can be used for the correlation of messages and the retrieval of
the protocol state during the session. For example the CoAP client, regardless of its
EDHOC role, prepends the CoAP server’s connection identifier before its messages

tmmmamnaaaanaa ommemcccsssanaaaanaa I L L LT T T +
| Method Type | Initiator | Responder |
| Value | Authentication Key | Authentication Key |
tmmmamnemaanaa L T T I L L LT T T +
| B | Signature Key | Signature Key |
| 1 | Signature Key | Static DH Key |
| 2 | Static DH Key | Signature Key |
| 3 | Static DH Key | Static DH Key |
R LR E T R R LT e e L E T EE +

FIGURE 3.5: Authentication Keys for Method Types
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to the server. Additionally, they can be used for an application protocol after the
successful key exchange, such as OSCORE. In this case, the selection of an iden-
tifier by each peer should follow the restrictions of that application protocol. For
instance, when these connection identifiers are used for the OSCORE protocol, they
should not have the same value. Two EDHOC exchanges with prepended identifiers
are shown in Fig. 3.6 and Fig. 3.7.

Client Server
I |
e =| Header: POST (Code=0.82)
POST | Uri-Path: "/.well-known/edhoc"

| Content-Format: application/cid-edhoc+cbor-seq
| Payload: true, EDHOC message_ 1

I
I
I
I
|<--------- + Header: 2.84 Changed
I
I
I

2.684 Content-Format: application/edhoc+chor-seq
Payload: EDHOC message_ 2
POST Uri-Path: "/.well-known/edhoc"

I
I
I
Fommmm - >| Header: POST (Code=8.02)
I
| Content-Format: application/cid-edhoc+cbor-seq
| Payload: C_R, EDHOC message_3
I
Emmmm e o + Header: 2.04 Changed
| Content-Format: application/edhoc+cbor-seq
| Payload: EDHOC message_4
I

F1GURE 3.6: EDHOC exchange of CoAP Client Initiator and CoAP
Server Responder. The prepended connection identifiers and the op-
tional message_4 are included.

3.5.4 Authentication Parameters

There are four types of authentication parameters, authentication keys, authentica-
tion credentials, authentication credential identifiers and external authorization data.

Authentication Keys. The authentication key is the public key (of the other peer)
that is used for authentication. It must be either a signature key or a static Diffie-
Hellman key, according to the selected authentication method.

Authentication Credentials. The authentication credentials of the Initiator and
the Responder contain their public authentication key and are defined as CRED_I
and CRED_R. The authentication credentials can be used to verify the integrity of
the other peer and to verify proof-of-possession of the private key. They are not
usually transported in EDHOC, although it is possible, but they are provisioned
otherwise. This means that both Initiator and Responder have their and their peer’s
authentication credentials stored.

Authentication Credential Identifiers. They are used to identify the correspond-
ing stored authentication credentials. Their size is smaller than the credentials that
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Payload: EDHOC message_ 1

Client Server
I |
e =| Header: POST (Code=0.82)
| POST | Uri-rPath: "/.well-known/edhoc"
I |
|<--=------- + Header: 2.84 Changed
| 2.04 Content-Format: applications/edhoc+cbor-seq
I
I

I
I
I
| Header: POST (Code=0.02)
POST | Uri-rPath: "/.well-known/edhoc"
| Content-Format: application/cid-edhoc+cbor-seq
| Payload: C_I, EDHOC message_ 2
I

Content-Format: application/edhoc+cbor-seq

I

I

I

I

e + Header: 2.04 Changed

I |

| | Payload: EDHOC message_ 3
I |

Ficure 3.7: EDHOC exchange of CoAP Client Responder and CoAP
Server Initiator. The prepended connection identifiers are included.

they identify, so they are the ones that are transported during EDHOC. The identi-
fier of the Responder, ID_CRED R, is transported in message_2 and the identifier of
the Initiator, ID_CRED_], is transported in message_3. Optionally they can contain
their respective authentication credential, but it is not necessary for many settings
as they are otherwise acquired. Essentially, both peers have somehow stored in their
memory the mapping of (possibly many) ID_CRED_Is to (possibly many) CRED_Is
and the mapping of (possibly many) ID_CRED_Rs to (possibly many) CRED_Rs.

External Authorization Data (EAD). These are external application data that can
be integrated in each message of the EDHOC protocol. The format of each EDHOC
message has a dedicated field for these data, namely EAD 1, EAD_2, EAD_3 and
EAD_4. These are integrated in an attempt to reduce round trips and the number of
exchanged messages and simplify processing.

3.5.5 Cipher Suites

An EDHOC cipher suite contains in that order: an EDHOC AEAD algorithm, an ED-
HOC hash algorithm, an EDHOC MAC length in bytes for static authentication, an
EDHOC key exchange algorithm, an EDHOC signature algorithm for signed authenti-
cation, an Application AEAD algorithm and an Application hash algorithm. A cipher
suite is identified by an integer label, the value of which can be found in a new
registry titled "EDHOC Cipher Suites" under the new registry group "Ephemeral
Diffie-Hellman Over COSE (EDHOC)" of IANA.

The EDHOC protocol also specifies how a cipher suite negotiation can take place
between two peers. The important part of the negotiation is that it does not happen
on the same session as the exchange. Specifically the Initiator sends its preferred
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cipher suites in message_1 and the Responder reply with an error_message that con-
tains its supported cipher suites, while discontinuing the current session. In this
way, the Initiator is responsible for storing and resolving this disagreement in the
next message_1 sent to the Responder. In other words, a successful EDHOC ex-
change cannot contain a cipher suite negotiation.

3.5.6 Ephemeral Public Keys

The ephemeral public keys are represented as G_X and G_Y for the Initiator and
the Responder and they are exchanged in message_1 and message_2, respectively.
They are used as source of randomness for each session. That is the reason why
each peer should generate fresh and random ephemeral key pairs.

3.5.7 Application Profile

The application profile is stored in each peer and contains information that enable
the relevant processing and verification to be made. Some examples of data that it
contains are the authentication method, if message_4 should be sent or expected,
the use and type of external authorization data.

3.5.8 OSCORE Context Derivation

The two peers can derive OSCORE security context parameters after they have suc-
cessfully processed message_3. Specifically, the OSCORE Master Secret and Master
Salt can be derived using a specific interface called EDHOC-Exporter interface. Ad-
ditionally, the selected cipher suite of the EDHOC session contains an application
AEAD algorithm, which could be also the OSCORE AEAD Algorithm and contains
an application hash algorithm, on which the OSCORE HKDF Algorithm can be
based. Lastly, a peer can have the other peer’s EDHOC connection identifier as
the OSCORE Sender ID and its own EDHOC connection identifier as the OSCORE
Recipient ID.

3.6 Deterministic Finite Automaton

A Deterministic Finite Automaton (DFA) is a finite-state machine, which accepts or
rejects a given symbol string. The machine starts in an initial state and given each
symbol or character of an input string, the machine transitions from state to state
according to its transition function. After the transition caused by the last symbol
of the input string, if the machine is in one of the accepting states then the input
string is accepted, otherwise it is rejected.

A Deterministic Finite Automaton is a 5-tuple (X, @, qo, A, F'), where:
« Y is the finite alphabet of input symbols
« () is the finite set of states

+ o € @ is the initial state
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« A:Q XX — (@ is a transition function, which gives a next state A(q, s) for
each state ¢ € () and symbol s € ¥

« F C (@ is a finite set of accepting states

3.7 Mealy Machine

A Mealy Machine is a finite-state machine, whose output values depend on the
current state and inputs. They have finite alphabets of input and output symbols and
for each state and input at most one transition is possible. From an initial state, they
process an input symbol triggering the generation of an output symbol sequence
that makes the machine transition to a new state. From this new state the next
input symbol can be processed.

A Mealy machine is a 6-tuple (I, O, @, qo, 6, \), where:
« [ is the finite alphabet of input symbols
+ O is the finite alphabet of output symbols
« () is the finite set of states
e qo € Q is the initial state

« §:@Q x 1 — (@ is a transition function, which gives a next state 6(q, i) for
each state ¢ € () and input symbol i € [

« A : Q x I — OF is an output function, which gives a (possibly empty) se-
quence of output symbols \(g, 7), for each state ¢ € ) and input symbol i € [

3.8 Active Automata Learning

Active Automata Learning (AAL) constitutes a broad category of model learning
[Vaal7]. It is an automated black-box technique, which constructs (approximate)
state machine models of software and hardware systems by providing them with
inputs (queries) and observing their outputs (answers). Usually in this thesis, the
active automata learning algorithms output a deterministic Mealy machine, which
represents the learned model of the System Under Learning (SUL). The learning
procedure is a constant iteration of two phases: hypothesis construction and hy-
pothesis validation. Its components are shown in Fig. 3.8.

Hypothesis Construction. During this phase, sequences of input symbols are se-
lected and sent to the SUL in order to observe the responded sequences of output
symbols. Next input sequences are selected based on the observed responses to pre-
vious ones. In this phase the queries are performed on a membership oracle and are
called membership queries. The learning algorithm constructs a hypothesis, when
certain convergence criteria are met. The hypothesis is a minimal deterministic
Mealy machine consistent with the so far recorded observations. In other words,
for all input sequences, which have been sent to the SUL, the hypothesis produces
the same outputs as those observed from the SUL. Regarding an input sequence not
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Membership
Oracle

Hypothesis
Construction

Learner

Hypothesis
Validation

Equivalence
Oracle

FIGURE 3.8: The main components of an AAL algorithm. The Mem-

bership Oracle answers membership queries regarding the SUL, from

which the Learner creates a hypothesis. The Equivalence Oracle val-
idates the hypothesis according to the SUL.

sent to the SUL, the hypothesis extrapolates its output from the recorded observa-
tions, essentially assuming it. In order to validate that these assumptions conform
with the SUL the learning shifts to the hypothesis validation phase.

Hypothesis Validation. During this phase, conformance testing is performed on
the SUL, so as to validate that the hypothesis agrees with the behavior of the SUL. In
this phase the hypothesis to be validated is sent to an equivalence oracle, which per-
forms queries, called equivalence queries on the SUL. It is possible that this confor-
mance testing would find a counterexample, which is an input sequence on which
the output of the hypothesis and the SUL do not match. In this case, the learning
algorithm shifts back to the hypothesis construction phase, trying to refine the hy-
pothesis by considering the discovered counterexample. If no counterexample could
be found, learning terminates and returns the current hypothesis as the learned
model. Because conformance testing is not complete, the learned model approxi-
mately describes the SUL. Obviously, the more equivalence queries are performed
in this phase, the higher are the chances of finding a counterexample.

If the alteration of those two phases does not terminate, then it is possible that the
SUL’s behavior cannot be captured by a Mealy machine whose size and complexity
is within reach of the current learning algorithm.

3.9 Protocol State Fuzzing

Protocol State Fuzzing, a term coined by de Ruiter and Poll [RP15], is a technique
that uses active automata learning, in order to infer the state machines of protocol
implementations. The learned models are then analyzed, either manually or using
a model checking technique, in search for logical flaws that can be exposed by non-
standard or unexpected message sequences. Instead of fuzzing individual messages,
sequences of messages are fuzzed.

Learning Components. Based on the active automata learning algorithm so far,
the needed components for the learning setup are two: a Learner and a SUL. The
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Learner is responsible for asking queries to the SUL and receiving its answers, run-
ning this way effectively the learning algorithm. However, the Learner is protocol-
agnostic meaning that the input alphabet contains abstract input symbols, which
the Learner does not know how to turn into concrete protocol messages. This gap
is filled by an intermediate component, the Mapper in Fig. 3.9, which acts as a test
harness that transforms abstract input symbols from the finite input alphabet to
concrete protocol messages sent to the SUL. The Mapper transforms the abstract
input messages to concrete messages by filling the necessary details. Conversely,
the Mapper maps the concrete messages from the SUL to abstract symbols of the
output alphabet known to the Learner by removing protocol-specific unnecessary
details. The Mapper also maintains a state hidden from the Learner needed for filling
the message parameters.
concrete

Membership
Oracle
protocol
ahstract messages
Learner symbols Mapper SUL
Equivalence
Oracle

F1GURE 3.9: The three components used for the protocol state fuzzing.

Notice the position of the Mapper after the Oracles and the color

coding: green for the Learner, gray for the Mapper and black for the
SUL.

3.10 Related Work

Protocol state fuzzing and active automata learning in general have been used to
analyze many protocol implementations. A more detailed list of related work can
be found in the wiki described in [Nei+19] and in [Wen20]. A rather incomplete list
of works follows.

« DTLS [FB+20; Fit+22]

IPSEC [Vel17]
MQTT [TAB17]

OpenVPN [DPR18]

QUIC [Fer+21; RAR19]

SSH [FB+17]
« TCP [Fer+21; FBJV16]
« TLS [Ruil6; RP15]
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Chapter 4

Implementation

An overview of the EDHOC-Fuzzer’s architecture is shown in Fig. 4.1. It uses as a
framework another implemented tool, called ProtocolState-Fuzzer, which is generic,
protocol agnostic and offers the necessary setup for the protocol state fuzzing. For
this reason the EDHOC-Fuzzer implements only the necessary parts, which are the
Abstract Symbol SUL and the Mapper.

The implementation of ProtocolState-Fuzzer not only draws inspiration from, but
also shares the same backbone code with DTLS-Fuzzer [FB+20; Fit+22]', a proto-
col state fuzzer for the DTLS protocol written in JAVA. The LearnLib framework
[IHS15]? is used for active automata learning.

The use of the term “SUL” anywhere else than the SUL implementation is just a
naming convention originating from the LearnLib framework and is not to be mis-
taken with the implementation under learning colored in black in Fig. 4.1.

The following section describes the parts that EDHOC-Fuzzer provides (colored in
pink and gray in Fig. 4.1) and the next section describes the internal composition of
ProtocolState-Fuzzer.

EDHOC-Fuzzer

Abstract Symbol SUL

abstract
symbols

protocol
messages

ProtocolState-Fuzzer

FIGURE 4.1: The architecture of the EDHOC-Fuzzer consists of the
ProtocolState-Fuzzer, the Abstract Symbol SUL and the Mapper. The
ProtocolState-Fuzzer connects with the Abstract Symbol SUL, which
uses the Mapper to communicate with the black-box EDHOC im-
plementation under learning called SUL. The Mapper and the SUL
communicate through the network and usually in localhost.

'DTLS-Fuzzer is available at https://github.com/assist-project/dtls-fuzzer
?LearnLib is available at https://learnlib.de


https://github.com/assist-project/dtls-fuzzer
https://learnlib.de
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4.1 EDHOC-Fuzzer

The only parts that needed to be specified are the Mapper and the Abstract Sym-
bol SUL. The Mapper should know how to convert abstract symbols to EDHOC,
OSCORE and CoAP messages and vice versa. The Abstract Symbol SUL is the nec-
essary component, in order to utilize the ProtocolState-Fuzzer and uses the Mapper
to communicate with the SUL, which is treated as a black-box. Additionally, several
useful classes that the ProtocolState-Fuzzer provides were used for the implemen-
tation of both parts.

4.1.1 Abstract Symbol SUL

The Abstract Symbol SUL is the basic building block that is responsible for taking
an abstract input symbol and returning the corresponding abstract output symbol.
The abstract symbols are the input and output symbols of the corresponding alpha-
bets. This building block is essential to the EDHOC-Fuzzer, because it connects the
ProtocolState-Fuzzer with the Mapper and finally the SUL. The implementation of
the Abstract Symbol SUL is shown in Fig. 4.2.

Abstract Symbol SUL

SUL Wrappers \

/
input

Symb0|5 Edhocsul

A
Y

Mapper -+

output

symbols R ]/

FIGURE 4.2: The implementation of the Abstract Symbol SUL. Inner-
most is the EdhocSul class, which uses the Mapper and is wrapped
with a yellow layer of helper classes, called SUL Wrappers.

SUL Wrappers. The SUL Wrappers, colored yellow in Fig. 4.2, is a set of helper
classes offered in ProtocolState-Fuzzer and provide additional functionality to the
core class, EdhocSul. Essentially this layer consists of classes wrapped in one an-
other, which are detailed in the next section. The input symbol is received from
the outermost class and propagated to the innermost one (or core), which is the
EdhocSul. When the core class returns an output symbol, this propagates from the
innermost to the outermost class.

EdhocSul. This class is the core class of the Abstract Symbol SUL and implements
the logic regarding a query (or a test), which is a sequence of input symbols. From
the perspective of the EdhocSul there are three phases tied to the execution of a
query; the prior, during and the after phase. In the phase prior to the execution,
the EdhocSul sets up the Mapper according to whether the SUL concerns a server
or a client implementation and initializes its state. For example, when the SUL is a
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client implementation then the Mapper waits for the client’s initial EDHOC message
and then the learning starts. In the phase during the query execution, when the
EdhocSul is provided with all the input symbols in the query, it uses the Mapper to
communicate with the SUL and to receive the corresponding output symbol. The
last phase is after the query execution, in which the EdhocSul has the chance to
release any held resources. The repetition of those three phases is instructed by the
ProtocolState-Fuzzer, which incorporates the learning algorithm logic.

4.1.2 Mapper

The Mapper should be specific to the EDHOC protocol and therefore three choices
were available for its implementation in order of decreasing implementation diffi-
culty:

« Implement the EDHOC protocol from scratch
« Find an EDHOC implementation and modify it, in order to use it as a library
+ Find an API that allows sending on demand and receiving EDHOC messages

Library. The second option was selected, thus the basic library regarding the ED-
HOC protocol stems from an actual protocol implementation®. The code used as
the library provides all the necessary pieces for the Mapper to function (after some
necessary modifications). For example the Mapper can keep the protocol’s state and
has the ability to read and write CoAP, EDHOC and OSCORE messages.

Implementation. The implementation of the Mapper, shown in Fig. 4.3, is based on
a class offered in ProtocolState-Fuzzer and called MapperComposer, which requires
two different sub-mappers; the EdhocInputMapper and the EdhocOutputMapper.
The EdhocInputMapper converts an abstract input symbol to a concrete protocol
message and sends it to the SUL, while the EdhocOutputMapper receives the SUL’s
concrete protocol message and converts it to an abstract output symbol. However,
both of them have inherent implementation difficulties. On the one hand, the Ed-
hocInputMapper should act like a client to communicate with a server implementa-
tion and like a server in order to communicate with a client implementation. On the
other hand, the EdhocOutputMapper should try to identify the received messages
as accurate as possible and not generalize. For instance, in case CoAP is concerned,
all received messages are CoAP messages and only a subset of them are EDHOC
messages. This means that the EdhocOutputMapper should not identify all of the
messages as CoAP ones unless no other specific identification is possible. It is cru-
cial that both of the sub-mappers behave as correctly as possible, in order for the
results to be accurate.

Impact on Learning. From the learner’s perspective, the Mapper should behave
transparently and reflect the actual messages that are being transmitted, but there
are instances, where the Mapper’s behavior inevitably affects the learned model.
These are mostly related to the Mapper’s protocol state. Specifically, there are cases
when the Learner requests a specific input symbol to be sent, but the Mapper is

3The implementation used as library is the cf-edhoc module at https://github.com/rikard-sics/
californium/tree/edhoc


https://github.com/rikard-sics/californium/tree/edhoc
https://github.com/rikard-sics/californium/tree/edhoc
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Mapper

N

input 4 MapperComposer protocol

gymbm message
-.JL EdhoclnputMapper } -

A

{ EdhocOutputMapper ]:
output O 7/ protocol
symbol message

FiGure 4.3: The Mapper is implemented as a MapperComposer,

which is provided in ProtocolState-Fuzzer, consisting of an Edhocln-

putMapper for the input symbols and an EdhocOutputMapper for the
output symbols.

unable to send it, because of its state. The OSCORE messages are a characteristic
example of this, when the Mapper acts as a server. In other words, the ideal Mapper
should be as transparent as possible, meaning that it sends the message it is in-
structed to send and receives the corresponding output, without interfering in this
process.

4.1.3 Alphabets

There are two types of alphabets that are used. The input alphabet can be provided
from the user, while the output alphabet is internal to the tool and depends on the
accuracy of the Mapper. Each input or output symbol has a full-form and a short-
form for its name. The short-form is used for visualization purposes in the resulting
models.

Input Alphabet. All the input symbols that are supported are shown in Table 4.1.
The default input alphabet includes all input symbols, but the user has the flexibility
to omit some of them, according to their needs.

TaBLE 4.1: The Input Alphabet Symbols

Full Name Short Name
EDHOC_MESSAGE 1 M1
EDHOC_MESSAGE _2 M2
EDHOC_MESSAGE_3 M3
EDHOC_MESSAGE_4 M4
EDHOC_ERROR_MESSAGE ERRg
EDHOC_MESSAGE 3 OSCORE_APP M3APPq
OSCORE_APP_MESSAGE APPq
COAP_APP_MESSAGE APPc
COAP_EMPTY_ MESSAGE EMPc

A short explanation for the input symbols follows.
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EDHOC_MESSAGE {1, 2, 3, 4} and EDHOC_ERROR_MESSAGTE, are the basic
EDHOC messages.

EDHOC_MESSAGE 3 OSCORE_APP, is the concatenation of the two mes-
sages after a new OSCORE context has been derived. No prepended connec-
tion identifier is used and only an EDHOC Initiator can send this.

OSCORE_APP_MESSAGE, can be sent after the EDHOC exchange has been
successfully completed and an OSCORE context has been derived. This mes-
sage is essentially the encrypted application message between the two peers.

COAP_APP_MESSAGE, is the plaintext version of OSCORE_APP_MESSAGE
that is used to check if the other peer’s resource actually expects an encrypted
message and does not reply to unencrypted ones.

COAP_EMPTY_MESSAGE, is a CoAP message with no payload.

Output Alphabet. The output symbols that the Mapper identifies are shown in
Table 4.2.

TaBLE 4.2: The Output Alphabet Symbols

Full Name ‘ Short Name
EDHOC_MESSAGE_1 M1
EDHOC_ MESSAGE 2 M2
EDHOC_MESSAGE 3 M3
EDHOC_MESSAGE 4 M4
EDHOC_ERROR_MESSAGE ERRg
EDHOC_MESSAGE_3 OSCORE_APP M3APPq
OSCORE_APP_MESSAGE APPo
COAP_APP_MESSAGE APPc
COAP_MESSAGE MSGc
COAP_ERROR_MESSAGE ERRc
COAP_EMPTY_ MESSAGE EMPc
UNSUPPORTED MESSAGE NA
UNSUCCESSFUL_MESSAGE X
UNKNOWN_ MESSAGE ?
SOCKET _CLOSED 4
TIMEOUT 1%]

A short explanation follows for the additional output symbols not shown in the
input symbols.

COAP_MESSAGE, is the most general output message of the CoAP messages.

COAP_ERROR_MESSAGE, is an error message transferred in CoAP. Not to
be confused with EDHOC_ERROR_MESSAGE.

UNSUPPORTED_MESSAGE, is a special output message indicating that the
Mapper could not send the requested input message at the state it was in.
In most cases it occurs to EDHOC_ MESSAGE 3 OSCORE_APP, because the
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Mapper as an EDHOC Responder cannot send such messages and to OS-
CORE_APP_MESSAGE, when the Mapper, which acts as a server, receives
a request which is not OSCORE-protected, but the Learner requests an OS-
CORE_APP_MESSAGE to be sent. This output message is part of the learned
model, but it is not related to the behavior of the SUL.

« UNSUCCESSFUL_MESSAGE, is a special output message that usually occurs
when the SUL is a client and the Mapper acts as a server. The message indi-
cates that the actual output message of the SUL was received, yet its process-
ing encountered an error. For example, if the client implementation sends a
message targeting a resource that the Mapper does not support.

« UNKNOWN_MESSAGE, is the most general output message of all and is used
when the message received cannot be identified otherwise.

« SOCKET_CLOSED, is a special output message indicating that the SUL has
stopped listening to the port that was supposed to listen. Usually this means
that the SUL process has terminated.

« TIMEOUT, is a special output message indicating that the Mapper waited for
a specific time duration and has not received any output message from the
SUL.

4.1.4 Remarks

The identification of output symbols, implemented in the Mapper, is quite difficult.
It depends on the way and the order that the Mapper tries to identify the SUL’s
responses. Some output symbols are closely related from the Mapper’s perspective.
The COAP_APP_MESSAGE and the COAP_MESSAGE are a characteristic example.
Both are CoAP messages, but they possibly differ in the payload content. A logical
approach for the Mapper is to expect a COAP_APP_MESSAGE right after send-
ing an OSCORE_APP_MESSAGE or a COAP_APP_MESSAGE. However, this leads
sometimes a COAP_APP MESSAGE to be identified as a COAP_MESSAGE. Over-
all, the more detailed input and output symbols the Mapper supports, the better an
SUL can be analyzed.

4.1.5 Outcome

The outcome is the EDHOC-Fuzzer that accomplishes two goals. Firstly, it acts as
a proof-of-concept for the ProtocolState-Fuzzer, since it effectively uses it in order
to avoid a lot of implementation details regarding the learning setup and secondly
it proves that the protocol state fuzzing of EDHOC implementations can be done
successfully, in order to help in their analysis. Its development has not stopped,
instead the tool is continuously being improved. The current functionality that
EDHOC-Fuzzer provides is that it can either learn the approximate state machine
model of an EDHOC implementation or it can perform explicit tests (or queries) on
an EDHOC implementation.
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4.2 ProtocolState-Fuzzer

The ProtocolState-Fuzzer stems from the abstraction and redesign of DTLS-Fuzzer,
it is modular and extensible, while keeping the DTLS-Fuzzer’s standard function-
ality. The architecture of the ProtocolState-Fuzzer is shown in Fig. 4.4. The State
Fuzzer, colored in blue, coordinates the alteration of the learning phases. The top
part realizes the hypothesis construction phase, while the bottom part realizes the
hypothesis validation phase. The Learner, colored in green, only tries to construct
a hypothesis. Considering the green colored Learner in Fig. 3.8 and Fig. 3.9, its
responsibilities are now split between the State Fuzzer and the Learner. Notice the
presence of wrapping yellow colored components like the SUL Wrappers in Fig. 4.1.
All components, including the SUL Wrappers are described in this section.

ProtocolState-Fuzzer

Membership

querie Helper Oracles

>

[counterexample]

Learner

T B SUL Oracle
hypothesis answers

input
symbols

State Fuzzer

output
symbols

hypothesis,
input alphabet queries
_________ Equivalence >

_________ Oracle +

[counterexample] answers

Equivalence
Helper Oracles

SUL Oracle

FIGURE 4.4: The architecture of ProtocolState-Fuzzer. The Learner, in
green, performs the hypothesis construction with its corresponding
Membership wrapped SUL Oracle. The possibly many Equivalence
Oracles, indicated by the plus sign, perform the hypothesis valida-
tion with their Equivalence wrapped SUL Oracle. The State Fuzzer,
in blue, coordinates the alteration of the two phases and returns the
resulting model. It can also provide the Learner with a counterexam-
ple, found during hypothesis validation, in order for the Learner to
refine its hypothesis. The data flow is also annotated.

4.2.1 Data Flow

Query or Test. A query is a series of input symbols that has to be run independently
from other queries. They are also called “tests” from a software testing perspective.
In order to achieve the needed independence, usually after each query (or test) a
“reset” is requested, which causes the process of the SUL to be restarted.

Answer. An answer to a query or a test consists of a series of output symbols, cor-
responding to the query. It is possible that an input symbol of the query has many



56 Chapter 4. Implementation

corresponding output symbols and not only one. This depends on the behavior of
the SUL and on how many messages it sends in response to a single input symbol.

Hypothesis Construction Data Flow. When a new hypothesis needs to be gen-
erated, the State Fuzzer colored in blue in Fig. 4.4, asks the Learner. Aside from the
first time, the State Fuzzer can provide the Learner with a counterexample, found
during a previous hypothesis validation phase, in order for the current hypothesis
to be refined. During the hypothesis construction phase, the Learner, which imple-
ments a learning algorithm, creates and sends queries to the wrapped SUL Oracle.
This Oracle connects to an Abstract Symbol Oracle (it is not shown in Fig. 4.4) and
propagates to it every input symbol in the query, in order to receive the correspond-
ing output symbols. Finally, the answer to the query is created and returned to the
Learner.

Hypothesis Validation Data Flow. When a hypothesis needs to be validated,
the State Fuzzer provides the learned hypothesis alongside with the input alpha-
bet to the Equivalence Oracle. The Equivalence Oracle is responsible for creating
queries and sending them to its own wrapped SUL Oracle. This wrapped SUL Or-
acle connects to an Abstract Symbol SUL, in order to get the output symbols from
the black-box SUL and finally create the answers, which are returned to the Equiva-
lence Oracle. If an inconsistent answer of a query between the provided hypothesis
and the black-box SUL is found, then the pair (query, answer) is a counterexam-
ple and is returned to the State Fuzzer. The State Fuzzer, then, can provide this
counterexample to the Learner, in order to refine its current hypothesis. If no coun-
terexample can be found, then the last hypothesis is returned from the State Fuzzer
as the learned model.

4.2.2 State Fuzzer

As it has already been mentioned earlier, the role of the State Fuzzer is to coordinate
the learning phases, alternate them and finally return either the learned model or
signal that something went wrong and the learning could not terminate. It can
also keep track of rounds and terminate the learning process, if a round limit has
been set. A new round is considered, when a hypothesis has been constructed, a
counterexample has been found and hypothesis refinement has begun.

4.2.3 Learner

The only responsibility of the Learner, colored in green in Fig. 4.4, is to learn a new
hypothesis or refine an existing hypothesis based on a provided counterexample.
The Learner implements the following learning algorithms that are used for the
hypothesis construction phase:

o L*
« Rivest-Schapire
« TTT

» Kearns-Vazirani



4.2. ProtocolState-Fuzzer 57

4.24 Membership SUL Oracle

SUL Oracle. The SUL Oracle is the necessary building block in LearnLib’s ecosys-
tem that should take as input a query and return its corresponding answer. Specif-
ically, for every input symbol in the incoming query, the SUL Oracle should find
the corresponding output symbols that the black-box SUL would return. In order
to achieve this, the SUL Oracle should be connected with an Abstract Symbol SUL
(not shown in Fig. 4.4), to which can propagate every input symbol and expect the
corresponding output symbol. For the EDHOC protocol one such Abstract Symbol
SUL is shown in pink in Fig. 4.1. In Fig. 4.4, the SUL Oracle is the core class of a
layer of Oracles that provide additional functionality.

Membership Helper Oracles. The Membership Helper Oracles layer, colored in
yellow in Fig. 4.4, consists of many intermediate oracles that offer additional func-
tionality than the minimum one of the SUL Oracle. They are wrapped in one an-
other, meaning that the incoming query is propagated to the innermost core class
and the answer is propagated from the innermost to the outermost Oracle and then
returned to the Learner. Those intermediate Oracles can also share some resources,
like an observation tree or cache, in order to achieve their specific purpose. The
order and the type of intermediate Oracles can be altered, but the predefined ones
are specified below in the order of outermost to innermost as shown in Fig. 4.5.

« LoggingSULOracle, if enabled logs every query to a specified file.

« CachingSULOracle, uses the shared cache to lookup and store queries so that
executions of the same query inputs are not repeated.

« NonDeterminismRetryingSULOracle, uses the shared cache in order to check
for non-determinism and re-runs queries in case non-determinism is detected.

« MultipleRunsSULOracle, if enabled executes each query multiple times in or-
der to handle non-determinism. In case the runs result in different outputs,
it can perform probabilistic sanitization, e.g. runs the query many times and
computes the answer with the highest likelihood.

/ Logging \
SUL Oracle

/ Caching \
SUL Oracle
Leries /”NonDeterminismRetrying
q - SUL Oracle
- "
e MultipleRuns input
answers SUL Oracle symbols
[ SUL Oracle L. """"" > -

| s
Y, output

\\\_\ _// symbols

F1GURE 4.5: The Membership SUL Oracle consists of the helper ora-
cles in yellow and the core innermost SUL Oracle.
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4.2.5 Equivalence Oracle

The Equivalence Oracle takes as input a hypothesis model and the input alphabet
and using an Equivalence Algorithm tries to retrieve an answer from the black-box
SUL that is not consistent with the hypothesis. If a counterexample is found, it is
returned to the State Fuzzer. In order to have its queries answered, the Equivalence
Oracle asks its wrapped Equivalence SUL Oracle.

The Equivalence Oracle internally can consist either of one equivalence algorithm
or a list of equivalence algorithms, in a way that they validate the hypothesis con-
secutively until one of them finds a counterexample. The available equivalence
algorithms are:

« Random Walk

« W Method

« WP Method

« Random WP Method

Sampled Tests

WP Sampled Tests

4.2.6 Equivalence SUL Oracle

SUL Oracle. The SUL Oracle plays the same role as the one in the Membership SUL
Oracle, which is to take as input a query and return its corresponding answer. It
is more detailed in the Membership SUL Oracle description. The only reason that
there are two SUL Oracles in Fig. 4.4 is that they are wrapped with different set of
helper oracles colored in yellow.

Equivalence Helper Oracles. The Equivalence Helper Oracles layer, colored in
yellow in Fig. 4.4, consists of many intermediate oracles that offer additional func-
tionality than that of the SUL Oracle and follows the same structure as the Member-
ship Helper Oracles. In fact this layer contains two intermediate oracles, instead of
four that consist the Membership Helper Oracles. The order and the type of inter-
mediate Oracles can be altered, but the predefined ones are specified below in the
order of outermost to innermost as shown in Fig. 4.6.

+ CachingSULOracle, uses the shared cache to lookup and store queries so that
executions of the same query inputs are not repeated.

+ CESanitizingSULOracle, if enabled reruns a potential counterexample multi-
ple times, checking its output. In case of spurious counterexamples this ora-
cle saves time by not allowing the hypothesis validation phase to terminate
and return that erroneous counterexample. Instead the hypothesis validation
phase continues searching for another counterexample.
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Caching ™
SUL Oracle
queries CESanitizing input
————————— > SUL Oracle
-
R symbols
......... =
answers SUL Oracle "
\\ ') output
symbols

F1GURE 4.6: The Equivalence SUL Oracle consists of the helper oracles
in yellow and the core innermost SUL Oracle.

4.2.7 SUL Wrappers

In the same way that are intermediate helper oracles that wrap the core SUL Ora-
cle, ProtocolState-Fuzzer provides the so-called SUL Wrappers, which wrap the core
abstract class, called AbstractSul. These wrappers are optional to use, but provide
additional functionality, either for Learning purposes or for managing and monitor-
ing the black-box SUL process. The outermost wrapper receives an input symbol
and propagates it all the way to the innermost or core class, which would be an
implemented subclass of AbstractSul, just like the EdhocSul in Fig. 4.2. The im-
plemented subclass of AbstractSul can connect to an implemented Mapper so as
to communicate with the black-box SUL. When the corresponding output symbols
are returned, they are propagated from the core class to the outermost wrapper. It
is also possible that one wrapper can choose not to propagate an incoming input
symbol, according to some monitored condition, and return an output symbol im-
mediately. The order and the type of wrappers can be altered, but the predefined
ones are specified below in the order of outermost to innermost as shown in Fig. 4.7.

« TestLimitWrapper, keeps track of the tests (or queries) that have finished and
raises an exception when the provided test limit is reached, in which case the
learning process is stopped.

« TimeoutWrapper, keeps track of the learning duration and raises an exception
when the provided time limit is reached, in which case the learning process
is stopped.

+ ResetCounterSUL, carries and updates a counter on every test run during both
learning phases. Because tests are independent they are separated by “resets”,
the number of which is counted by this wrapper.

« SymbolCounterSUL, carries and updates a counter on every input run during
both learning phases.

« AbstractIsAliveWrapper, checks whether an output, which carries informa-
tion about the aliveness of the process, indicates that the process has termi-
nated. In this case, the following inputs do not propagate further from this
wrapper and an appropriate special output is returned as their response.
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+ SulAdapterWrapper, is used in case a launch server should launch a new in-
stance of the SUL.

+ AbstractProcessWrapper, is responsible for launching or terminating the pro-
cess that starts up the SUL. Launches can be made at two distinct trigger
points: (1) once at the start, with termination taking place at the end of learn-
ing/testing or (2) before executing each test, with termination done after the
test has been executed. Additionally this wrapper adds to each SUL’s response
the information whether the SUL process is still running or not.

TestLimit
Wrapper

g R
' Tmeout \\
.

ResetCounter
SUL

SymbolCounter \
input sUL

symbols / AbstractisAlive \\

_________ = Wrapper

S / SulAdapter N\

output Wrapper
symbols

AbstractProcess
Wrapper

=

FiGure 4.7: The SUL Wrappers that are colored in yellow provide
additional functionality to the core AbstractSul class.

4.2.8 Outcome

The outcome of the refactoring and redesigning process of DTLS-Fuzzer was a
tool, called ProtocolState-Fuzzer, which is currently internal to this project. It is
a protocol-agnostic, modular and extensible framework that requires, in the default
case, only the essential parts of the learning setup to be implemented.
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Chapter 5

Experiments

All of the implementations in this chapter are open-source, actively maintained and
updated. Each one of them offered both client and server implementations of the
EDHOC protocol, whose (approximate) state machine would be provided in this
chapter. Notice that, since the implementations keep evolving, the learned models
may not reflect their latest versions, yet they are still useful.

In the following sections, the learned models will be provided alongside a descrip-
tion. The symbol names contained in the models would be in their short form, as
they are found in Table 4.1 and Table 4.2 and the same transitions are merged into
one. For example if there is a state with seven labelled transitions to a different state
this is reflected in the learned models with one transition with seven stacked labels.
The transitions in a learned model follow the format "I / O", which means that the
EDHOC-Fuzzer sent the input [ and the implementation replied with the output O
or some SUL Wrapper replied with a special output O.

The transitions that have the special output message NA mean that the Mapper
was unable to send their corresponding inputs and returned this output message.
This occurs mainly when the EDHOC-Fuzzer, which acts as a CoAP server EDHOC
Responder, tries to send M3APPg and APPg. See the short explanation of the NaA in
Chapter 4. Note, also that the special output message | (socket closed) is returned
to an input message by an intermediate wrapper, which detects that the SUL process
has stopped listening to its specified port.

In all the following models the client is the EDHOC Initiator and the server is the
EDHOC Responder. When the SUL is a client, the EDHOC-Fuzzer acts like a server
and when the SUL is a server, the EDHOC-Fuzzer acts like a client.
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5.1 EDHOC-RS

The project is available at https://github.com/openwsn-berkeley/edhoc-rs.
The commit hash 09aa2a822a9aa278146808b8498bea06f9103d59 identifies the ver-
sion.

5.1.1 Default Client
The learned state machine model of the default client is shown in Fig. 5.1.

Initial Transition. The transition to the initial state 0 is just a reminder that the
learning process starts only after the client sends the initial M1 without the EDHOC-
Fuzzer sending anything. Essentially, the client initializes the interaction.

EDHOC Exchange. The EDHOC exchange starts with the client sending M1 and
the model transitioning to state 0. The EDHOC-Fuzzer then processes it and sends
M2, which is processed by the client and M3 is replied making the model transition
to state 2. This concludes the protocol from the client’s side, which is seen from the
output & to any message followed by the EDHOC-Fuzzer and the final output L in
state 1. Having the model transitioned to state 1 means that the client process has
terminated.

APPo / NaA
M3APPo / Na

M3APPo/ L

FIGURE 5.1: The learned model of the default EDHOC-RS client.
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5.1.2 Default Server
The learned state machine model of the default server is shown in Fig. 5.2.

EDHOC Exchange. The EDHOC-Fuzzer sends the initial M1 and receives M2 from
the server, while the model transitions from state 0 to state 2. Then the EDHOC-
Fuzzer processes M2 and sends M3 that the server receives and replies with EMPc,
while the model stays in state 2. If the EDHOC-Fuzzer sends M1 then a new EDHOC
exchange starts afresh and is reflected in the self-loop transition in state 2.

M3 in State 2. The interesting behaviour that state 2 exhibits is the self-loop tran-
sition when the EDHOC-Fuzzer sends M3 and receives EMPc. This means that after
a successful EDHOC exchange has been terminated and the model is in state 2, if
the EDHOC-Fuzzer sends M3 again, then the server would not reply with an error.

Responses in States 0 and 2. In states 0 and 2 the server responds to APPg, APP¢
and M3APPo. These messages are sent to a CoAP resource that the server is not
configured to support. This means that the normal responses to such messages
should be errors, but instead they are either an empty CoAP message (EMP¢) or
CoAP messages with some random payload (APP¢).

APPc / EMPc
] > APPo / APPc
M3APPo / APPc

M1 /M2
M3 / EMPc

‘ APPc / EMPc
APPo / APPc
M3APPo / APPc

M2/ @
M4/ o
EMPc/ @
ERRE/ @

M2/ 1L
M3/ 1
M4/ L
APPc/ L
APPo/ L
EMPc/ L
ERRE/ L
M3APPo / L

FIGURE 5.2: The learned model of the default EDHOC-RS server.
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5.2 RISE

The project is available at https://github.com/rikard-sics/californium/tree/edhoc.
The commit hash f994359a0bc04d62df5b3706a64ce857f1d3dfb7 identifies the ver-
sion.

A patch has been applied to the downloaded source code that provides additional
functionality to the server and client implementations and allows for altering some
parameters regarding the EDHOC exchange. For example, it allows to specify if the
EDHOC exchange would include the message_4 or not.

5.2.1 Default Client

The learned state machine model of the default client is shown in Fig. 5.3.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits for the initial
M1 from the client. Then sends M2 to the client and receives back M3. The model
transitions from state 0 to state 2. This concludes the exchange for both peers, which
is obvious from the transitions from state 2 to state 1.

APPo / NaA
M3APPo / Nna

FI1GURE 5.3: The learned model of the default RISE client.
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5.2.2 Patched Client

Utilizing the additional functionality of the patch, the model of the RISE client was
learned when the EDHOC exchange had message_4 enabled and after the exchange
OSCORE messages were also sent. Note that the patch did not alter the logic incor-
porated in the client. The learned state machine model is shown in Fig. 5.4.

Normal EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits
for the initial M1 from the client. Then sends M2 to the client and receives back
M3. The model transitions from state 0 to state 2. The EDHOC-Fuzzer then sends
M4, which the client receives. The EDHOC exchange is finished here, but the client
is configured to send an OSCORE message, so it prepares it after having derived
the necessary OSCORE context and replies with APPg. This is the direct transition
from state 2 to state 4. In state 4, the client waits for a reply to its OSCORE message
(without replying back, thus the output is & in the transition from state 4 to state
1) and then terminates in state 1.

Alternative EDHOC Exchange. The EDHOC-Fuzzer has received M1, sent M2
and received back M3. The model is at state 2. Notice the alternative path from state
2 to state 4 through state 3. In state 2 the client expects M4, in order to successfully
complete the EDHOC exchange. Instead, if the EDHOC-Fuzzer sends either M2
or M3 then correctly the client responds with ERRg (EDHOC error message) and
the model transitions to state 3. Having responded with ERRg, the client should
have terminated the exchange session, which is not the case. Regardless of the
EDHOC-Fuzzer’s message, the client receives it and continues with deriving the
OSCORE context and sending back an APPg, which makes the model transition
from state 3 to state 4. Note that an OSCORE context can be derived by both peers
after receiving M3. Then the client waits for a reply to its OSCORE message and
terminates in state 1. This alternative EDHOC exchange has been reported to the
developers, who acknowledged the problem and promptly fixed it by making the
client terminate the session after sending an ERRg and waiting for a response. In the
model this means that the transition from state 3 to state 4 changed to a transition
from state 3 to state 1.
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APPo / NA
M3APPo / NA

M2 / ERRE
M3 / ERRE

M1/ @
M3/ @
M4/ o
APPc/ @
EMPc/ @
ERRE/ @

M4 / APPo

APPo / NA
M3APPo / NA

M1 / APPo
M2 / APPo
M3 / APPo
M4 / APPo
APPc / APPo
EMPc / APPo
ERRE / APPo

F1GURE 5.4: The learned model of the patched RISE client.
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5.2.3 Default Server
The learned state machine model of the default server is shown in Fig. 5.5.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a client, sends the initial
M1 and receives M2 from the server. Then the EDHOC-Fuzzer can send M3 and
the server would reply with EMP¢ or it can send M3APPo and the server would
reply with APPgo. In this model there are 5 different successtul EDHOC exchanges.
Specifically, (1) state sequence 0 — 1 — 2, (2) state sequence 1 — 1 — 2, (3)
state sequence 2 — 3 — 2, (4) state sequence 3 — 3 — 2, (5) state sequence
4 — 3 — 2. Additionally, a new EDHOC exchange can be started in the middle of a
previous one. For example if the model has transitioned from state 0 to state 1 and
the EDHOC-Fuzzer sends a M1 then a new exchange starts.

Plaintext Application Message. Notice that in every state if the EDHOC-Fuzzer
sends a plaintext (non OSCORE-protected) message APP¢ to the server’s resource,
then the server replies with APP¢. This happens, because the server’s resource does
not check if the received request is OSCORE protected.

Cancel Second EDHOC Exchange. A successful EDHOC exchange has com-
pleted, an OSCORE context has been derived and the model is in state 2. The
EDHOC-Fuzzer sends M1 and receives back M2, and the model transitions to state
3. The EDHOC-Fuzzer delays the next message that the server expects, which is
M3 or M3APP, and sends a M2 instead. The server replies with ERRg, making the
model transition to state 4 and terminates the current EDHOC exchange session.
If now the EDHOC-Fuzzer tries to send the previously expected messages (M3 or
M3APP() then the server replies with ERRc, indicating that indeed the ongoing
EDHOC exchange session has been terminated.

OSCORE Context. In state 2 both peers have derived the OSCORE context and
are able to exchange OSCORE-protected messages. This OSCORE context will, typ-
ically, remain alive unless a new EDHOC exchange is completed and a new OS-
CORE context will be derived. The EDHOC-Fuzzer starts a new EDHOC exchange
and sends M1 and receives M2, while the model transitions to state 3. The EDHOC-
Fuzzer now sends an APPg and receives back an APPg as response; this OSCORE
context is the same as before, because the current EDHOC exchange has not fin-
ished. If the EDHOC-Fuzzer sends ERRE, the server does not reply and the model
transitions to state 4. Again in state 4, the APPo exchanges refer to the same OS-
CORE context as before. If, in state 4, the EDHOC-Fuzzer derives a new OSCORE
context (overwriting the previous active one) after M3 or before M3APPq and sends
either of M3 or M3APPg to the server, who has not derived this new OSCORE con-
text, then the server would reply with ERRc. Meanwhile the EDHOC-Fuzzer has
overwritten its previously active OSCORE context and any further APPg sent, re-
sults in a ERR¢, which means that the model has transitioned to state 0.

Note on the Mapper. The previous paragraph describes the transition from state
4 to state 0. This is an instance, where the Mapper’s behavior inevitably affects
the learned model. Specifically its behavior is to derive a new OSCORE context
immediately after an EDHOC message_3 has been processed. Had the Mapper not
overwritten its previous OSCORE context, then it is possible that this transition
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would be a self-loop in state 4. However, if the transition from state 4 to state 0 had
the normal server outputs, EMPc and M3APPg respectively, then this would mean
that the server had not terminated its session.

Transition from state 2 to state 0. One interesting behavior of the server is the
transition from state 2 to state 0. State 2 is the point where a successful EDHOC
exchange has been completed and both peers have derived an OSCORE context,
with which they may have already exchanged messages. If the EDHOC-Fuzzer now
sends an ERRg, the server does not reply anything back. Interestingly, the server
processes this ERRg, replies nothing but deletes the derived OSCORE context, which
is shown from the ERR¢ replies to the APPg in state 0. The EDHOC-Fuzzer’s ERREg
contains no other specific information to the previous session, than the prepended
connection identifier, which makes the server terminate the encrypted connection
between the two peers.
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M2 / ERRc
M3/ ERRc
M4 / ERRc
APPc / APPc
APPo / ERRc

M2 / ERRE
M4 / ERRE
ERRE/ @

1 /M2
APPc / APPc

APPo / ERRc
EMPc / ERRc

M3 / EMPc
M3APPo / APPo

M3 / ERRc

APPo / APPo M3APPo / ERRc

EMPc / ERRc
M3APPo / &

M3 / EMPc
M3APPo / APPo

M1 /M2
APPc / APPc

M2 / ERRE
M4 / ERRE

M4 /| ERRc
APPc / APPc
APPo / APPo
EMPc/ ERRc
ERRE/ @

F1GURE 5.5: The learned model of the default RISE server.
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5.2.4 Patched Server

Utilizing the additional functionality of the patch, the RISE server’s model was
learned when the EDHOC exchange had message_4 enabled and after the exchange
OSCORE messages were also sent. Note that the patch did not alter the logic incor-
porated in the server. The learned state machine model of the patched server is
shown in Fig. 5.6.

Resemblance to the Default Server Learned Model. This model is similar to
the one in the default case, except that the EDHOC exchange is completed after the
server sends M4 in response to the EDHOC-Fuzzer’s M3 and now the server does
not accept M3APPg. All the other transitions are the same.

M2 /ERRc
M3/ ERRc
M4 / ERRc
APPc / APPc
APPo / ERRc

M3APPo / ERRc

M2 / ERRE
M4 / ERRE
ERRE/ @

M3APPo / ERRE

M1 / M2

M3APPo / ERRE

M2/ ERRc
M3 /ERRc
M4 / ERRc
APPc / APPc
APPo / APPo
EMPc / ERRc

M3 /ERRc
M3APPo / ERRc

M2 / ERRE
M4 / ERRE

EMPc / ERRc
ERRE/ @

F1GURE 5.6: The learned model of the patched RISE server.
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5.3 SIFIS-HOME

The project is available at https://github.com/sifis-home/wp3-solutions.

The commit hash 9956c8cf9a6f8cb3ab09e48842ceafeb9d2a790e identifies the ver-
sion. The directory edhoc-applications contains the client and server implemen-
tations.

A patch has been applied to the clients, because they were interactive in nature
and were waiting for user input. The patch disabled this interaction and made the
clients send one OSCORE message after the EDHOC exchange.

This project is being developed by the same people as the previous RISE project. For
this reason the EDHOC logic is the same and some learned models are very similar.

5.3.1 Default Client Phases 1, 2

The learned state machine model of the default clients of phases 1 and 2 are identical
and are shown in Fig. 5.7.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits for the ini-
tial M1, sends M2 and receives M3. The client’s model transitions to state 2. The
EDHOC-Fuzzer’s now sends either APPc or EMPc. The EDHOC exchange is com-
pleted, both peers have derived an OSCORE context and the client replies to the
EDHOC-Fuzzer with an APPg. The model transitions to state 3, in which the client
waits for the EDHOC-Fuzzer’s response to their APPg. When they receive it they
reply nothing back (annotated with &) and the model transitions to state 4.

Output NA in State 4. When the model transitions to state 4, the EDHOC-Fuzzer
is unable to send any message. This happens, because under the hood the client
sends CoAP requests to which the EDHOC-Fuzzer, acting as a server, replies with
CoAP responses. The last output that the EDHOC-Fuzzer received, according to the
transition from state 3 to state 4, is @, which means that no new client’s request has
been received, thus the EDHOC-Fuzzer is unable to respond and deems all further
output messages as NA. This is why this type of transitions are not related to the
SUL’s behavior, but they are caused by the EDHOC-Fuzzer and are reflected in the
learned models.


https://github.com/sifis-home/wp3-solutions
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APPo / Na
M3APPo / Na

APPo / Na
M3APPo / Nna

APPc / APPo
EMPc / APPo

EMPc / Na
ERRE / NaA
M3APPo / NA

FIGURE 5.7: The learned model of the default SIFIS-HOME clients for
phases 1 and 2.
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5.3.2 Default Client Phases 3, 4

The learned state machine model of the default clients of phases 3 and 4 are identical
and are shown in Fig. 5.8.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits for the initial
M1 and then sends M2 to which the client replies with M3APPg. The model tran-
sitions to state 2. The EDHOC exchange is completed and both peers have derived
an OSCORE context. The client has already sent an OSCORE message (combined
with the M3APP() and waits for the EDHOC-Fuzzer’s reply to which it does not
respond. The model transitions to state 1 and the client process terminates.

M3APPo/ L

F1GURE 5.8: The learned model of the default SIFIS-HOME clients for
phases 3 and 4.
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5.3.3 Default Server Phases 1, 2, 3, 4

The learned state machine model of the default server implementations of phases
1, 2, 3 and 4 are identical and are shown in Fig. 5.9.

Resemblance to the RISE Default Server Learned Model. This model is similar
to the one of the RISE default server in Fig. 5.5, except that the server’s responses
to a APPc is ERR(, which shows that the server’s resource now rejects an incoming
request if it is not OSCORE protected. All the other transitions are the same.

M2 / ERRc
M3 /ERRc
M4 / ERRc

M4 / ERRE

APPc / ERRc
APPo / ERRc
EMPc / ERRc

M3 / EMPc
M3APPo / APPo

M3 /ERRc
M3APPo / ERRc

APPo / APPo
EMPc / ERRc
M3APPo / &

M3 / EMPc
M3APPo / APPo

M2 / ERRE
M4 / ERRE

M4 / ERRc
APPc / ERRc
APPo / APPo
EMPc / ERRc
ERRE/ &

FIGURE 5.9: The learned model of the default SIFIS-HOME servers for
phases 1,2, 3 and 4.
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5.4 uOSCORE-uEDHOC

The project is available at https://github.com/eriptic/uoscore-uedhoc.
The commit hash fbaa96caala2028d369c70e24al173caa60a0cel5 identifies the ver-
sion. The directory samples contains the client and server implementations.

In this project the prepended connection identifiers are not used.

5.4.1 Default Client EDHOC
The learned state machine model of the default client EDHOC is shown in Fig. 5.10.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits for the initial
M1 from the client. Then sends M2 to the client and receives back M3. The model
transitions from state 0 to state 1. This concludes the exchange for both peers. In
this model there are only two states, because the client does not wait for a response
to the M3. In other words, the client sends M3 and terminates.

=<

M3APPo/ L

FIGURE 5.10: The learned model of the default uOSCORE-uEDHOC
EDHOC client.
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5.4.2 Default Client EDHOC and OSCORE

The learned state machine model of the default client EDHOC and OSCORE is
shown in Fig. 5.11.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a server, waits for the initial
M1 from the client. Then sends M2 to the client and receives back M3. The model
transitions from state 0 to state 2. This concludes the exchange for both peers, who
have also derived an OSCORE context.

State 2 and State 3 Loop. In state 2 both peers have derived an OSCORE context.
Regardless of the EDHOC-Fuzzer’s reply to client’s M3, the client responds with
APPg and the model transitions to state 3. Then regardless of the EDHOC-Fuzzer’s
reply, the client responds with x. The transitions from state 2 to state 3 and vice
versa, indicates that the client is executing an infinite loop.

Output x. The transition from state 3 to state 2 has an output message of x. This
happens, because the client makes a CoAP request to an EDHOC-Fuzzer’s unavail-
able resource, which makes the EDHOC-Fuzzer reject that request. The rejection,
for any reason, of a client’s request is deemed as an X message.

APPo / Na
M3APPo / Na

M1/ o
M3/ @
M4/ o
APPc/
EMPc /
ERRE/

M2 /M3

SIS

M1l/1
M2/ 1
M3/ 1
M4/ L
APPc/ L
APPo/ L
EMPc/ L

APPo / NA

ERRE/ L
M3APPo / L
M1/ x
M2 / APPo M3
M3 / APPo M4/ x
M4 / APPo
APP APPc/ x
c / APPo APP
o/ X
EMPc / APPo EMPc / x
ERRE / APPo ERRE / X
M3APPo / Na

FIGURE 5.11: The learned model of the default uOSCORE-uEDHOC
EDHOC and OSCORE client.
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5.4.3 Default Server EDHOC
The learned state machine model of the default server EDHOC is shown in Fig. 5.12.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a client, sends the initial M1
and receives M2 from the server and the model transitions to state 1. The EDHOC-
Fuzzer, now, sends either M3 or M3APPg and the server does not reply anything,
finishing the current EDHOC exchange.

Problem with M3APPg. Since this server is used only for the EDHOC protocol,
without deriving any OSCORE context, a combined message should not be accepted.
However, this is not the case for this server, which accepts the message, without re-
plying anything back. Note that M3APPg does not have any prepended connection
identifier and this server generally does not make use of them, so it is possible that
the server processes only the EDHOC message_3 part of the M3APPg and com-
pletes the protocol. This behavior raises the question of whether or not the APPg
part of the message is deliberately not processed by the server or is unintentionally
skipped without knowing its presence.

M3APPo / @

FIGURE 5.12: The learned model of the default uOSCORE-uEDHOC
EDHOC server.
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5.4.4 Default Server EDHOC and OSCORE

The learned state machine model of the default server EDHOC and OSCORE is
shown in Fig. 5.13.

EDHOC Exchange. The EDHOC-Fuzzer, which acts as a client, sends the initial
M1, receives M2 and the model transitions to state 1. If the EDHOC-Fuzzer sends
M3 gets a MSGc as response and if it sends M3APPg the server does not reply with
anything and the model transitions to state 3, completing the EDHOC exchange.

Application Messages. In state 3, both peers have derived an OSCORE context and
can exchange encrypted messages (APPp). The server also accepts non encrypted
messages (APPc). To any other EDHOC-Fuzzer’s messages, the server responds
with a MSGc. Actually this MSGec is the same as the APP¢, but this instance makes
apparent the difficulty of the Mapper to identify these two messages, discussed in
Chapter 4.

Termination. In state 3, if the EDHOC-Fuzzer sends an M3APPg then the server
does not reply back (&) and it terminates afterwards. It is possible that the size of
the M3APPo makes the server terminate unsuccessfully or crash due to an error.

M2/ o
M3/ @

M4/ o
APPc/ @
APPo / @
EMPc/ @
ERRE / &
M3APPo / @

M3/ MSGc
M3APPo / @

M1 /MSGc
M2 / MSGc
M3 /MSGc
M4 / MSGc
APPc / APPc

APPo / APPo

EMPc / MSGc
ERRE / MSGc

Y

ERRE/ L
M3APPo/ L

FIGURE 5.13: The learned model of the default uOSCORE-uEDHOC
EDHOC and OSCORE server.
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5.5 Automated Bug Detection

Even if those learned models contain a small number of states and transitions, au-
tomating the bug detection is equally important. Towards this goal, the tool SM-
BugFinder will be used [Fit+23; FB+22].

This tool implements a fully automatic black-box technique for detecting state ma-
chine bugs in implementations of stateful network protocols. This technique needs
to be supplied with an (approximate) model of the implementation and a catalogue
of the protocol’s state machine bugs (or bug patterns) in the form of DFAs.

The supplied learned model is the one that the EDHOC-Fuzzer produces prior to
any visual enhancement like transition merging and name shortening. The sup-
plied bug patterns are DFAs augmented with some specific symbols recognized by
the tool. SMBugFinder turns the supplied learned model, which is a Mealy Machine,
into a DFA and for each bug pattern, represented as a DFA with special symbols,
it creates a new complete DFA after the necessary modifications imposed by these
symbols. Then SMBugFinder uses DFA intersection on the two DFAs (one of the
learned model and the new one of the bug pattern) in order to search for the pres-
ence of the bug pattern in the learned model.

The syntax of the following bug patterns is not the one that the tool uses, there
is some correspondence however. This is done so as to emphasize on the under-
standing of the DFAs in a higher-level and for the same reason the names of the
messages are in their short form. The special symbol U in a transition from a state
s to another state resembles all the available messages that are not in an outgoing
transition of the state s. In addition, there are used some superscripts /, R when it
is necessary to disambiguate whether the message comes from the Initiator or the
Responder respectively.
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5.5.1 Bug Patterns

Client Initiator keeps session alive after sending EDHOC error message.
This DFA can be applied to a client Initiator and captures the bug that a client keeps
its EDHOC session alive after sending an EDHOC error message. It is shown in
Fig. 5.14.

The self-loop with the transition U in the start state, skips over all transitions until
an Initiator’s (outgoing) ERRE is found, which is shown with the I superscript. Then
the transition U refers to any input symbol being the response from the other peer
to the ERRE. The client should have terminated the session, but if the client’s output
is other than &, L or 7 then this is a bug, which means that the client responds in
the same session.

FIGURE 5.14: Bug pattern that captures a client Initiator, when it
keeps the session alive after sending an EDHOC error message.
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Server exchanges OSCORE messages and is forced to terminate. It is usual
from a server (regardless of being EDHOC Initiator or Responder), when a suc-
cessful EDHOC exchange has been completed and an OSCORE context has been
derived, that it remains active and replies to further OSCORE requests. It is quite
unusual for a server to terminate after an unrelated input has been received, unless
some type of crash has occured. This bug intends to capture the DFA in Fig. 5.15.

In the DFA all transitions (if any) are skipped until an input APPg is received by
the server, to which it replies back with an APPg. Then if any input that the server
receives causes it (after a series of transitions) to terminate, is captured by this DFA.

Go
APPo
rcv_oapp
APPo
4
snt_@
U
4

rcv.any ) OU

FIGURE 5.15: Bug pattern that captures a server Initiator or Respon-
der, when after an OSCORE exchange some sequence of inputs causes
it to terminate.
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Server’s OSCORE resource responds to plaintext messages. Usually a server
(regardless of being EDHOC Initiator or Responder) has some CoAP resources that
are OSCORE protected, meaning that only an OSCORE protected message gets pro-
cessed, otherwise an error message is returned. However, some implementations
may not return an error message, but treat the received message in any other way.
The DFA shown in Fig. 5.16, captures the behavior of a server that returns some
response other than error.

In the DFA all transitions (if any) are skipped until an input APP¢ to the imple-
mentation is found. This APPc is sent to a specified resource to which OSCORE
messages are also sent. Then if the server’s output is something other than error
message (or other special output), the desired bug is found.

b

U-{ERRE ERRc, &, 1L,?}

FIGURE 5.16: Bug pattern that captures a server Initiator or Respon-
der, when its resource intended for OSCORE messages replies also to
plaintext messages.
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Initiator without the required message_4 sends OSCORE message. This pat-
tern can be applied to models, where the SUL is an EDHOC Initiator, a message_4
is required during EDHOC and an OSCORE message is exchanged afterwards from
the SUL. This OSCORE message is used to signal that the EDHOC exchange has
been completed and an OSCORE context has been derived. The DFA is shown in
Fig. 5.17.

In the DFA all transitions (if any) are skipped until an input M2 to the Initiator
is found. The Initiator then responds with M3. Afterwards, the DFA captures the
behavior of the Initiator that without receiving the required M4, it manages to derive
an OSCORE context and send an APPg. Essentially, the Initiator ignores the fact that
no M4 is received and completes successfully the EDHOC exchange.

FIGURE 5.17: Bug pattern that captures an EDHOC Initiator, when
it completes the exchange without the required message_4, derives
OSCORE context and sends back an OSCORE message.
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Receiving EDHOC error message harms the derived OSCORE context. This
pattern can be applied to both EDHOC Initiator and Responder models and is shown
in Fig. 5.18.

In the DFA all transitions (if any) are skipped until the SUL receives an input APPg,
and replies back with an APPg. This means that an EDHOC exchange has been
successfully completed and OSCORE messages are exchanged. If the SUL receives
an ERRg, normally this should not cause any harm to the previously established
OSCORE context, which means that if the SUL receives an APPg it should respond
to it. However the bug is found, when the response to the received APPg is other

than an APPg.
G
APPo

APPo

ERRE

FIGURE 5.18: Bug pattern that captures an SUL, when receiving an
EDHOC error message harms the active OSCORE context.
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Chapter 6

Conclusion

This thesis begins with an overview of the necessary theoretical background. Af-
terwards, follow the details regarding the EDHOC-Fuzzer, which is the main contri-
bution of this thesis. These details mainly concern the missing pieces that complete
a tool capable of performing protocol state fuzzing on EDHOC implementations.
Next, the ProtocolState-Fuzzer’s implementation details and internal composition
are described. Finally, the experiments that have been conducted in several imple-
mentations are presented. These consist of the learned models that EDHOC-Fuzzer
was able to generate alongside with a thorough analysis of those models. Addition-
ally, a subset of defined bug patterns has been introduced that can complement the
visual inspection of the models by automating the search of certain classes of bugs
in the learned models.

Although, in average the learned models consist of few states and transitions, it is
very interesting that a variety of behaviors are observed. This naturally stems from
the fact that different groups of people take certain design decision and develop
their implementations differently. The practical challenge of such tools as EDHOC-
Fuzzer is the ability to successfully interact with many implementations and not
be limited to certain ones. Moreover, the fact that the learning is successful and
the analysis of the learned models can uncover well-hidden edge cases and logical
flaws, indicates the importance of these tools, such as EDHOC-Fuzzer, especially
for the people that are tasked with implementing those protocols.

6.1 Future Work

Regarding EDHOC-Fuzzer, there are several options in need of exploration. The
first one is quite obvious and concerns the continuous improvement of the tool and
support of other implementations as they will start to emerge. This type of compat-
ibility testing with new implementations not only would increase the preciseness
and robustness of the tool itself, but also would improve the chances of being used
by others as an effective tool for their previously unseen implementation. The sec-
ond option that could be explored is the addition of certain concrete details in input
and output symbols. These could provide better insights in the observed behavior of
the implementations. A third option is to extend the capabilities of EDHOC-Fuzzer
towards fuzzing in general, which can uncover certain classes of bugs that protocol
state fuzzing is unable to do so.
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Regarding ProtocolState-Fuzzer, a viable future direction would be to release it as
a standalone tool that will act as a framework for many different protocol state
fuzzers. This would reduce the implementation burden of a large part of the learning
setup, while offering a large degree of extensibility and customization. Another
possible, yet more radical, direction would be the model learning to be performed
also by other methods, such as passive learning or other proposed techniques that
would need their own learning setup. However, it is debatable if these features
would fit well in ProtocolState-Fuzzer or they would be better offered in their own
standalone tool.
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