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Abstract: 

The objective of this thesis is to investigate the correlation between the most popular 

cryptocurrencies and explore their potential for price prediction. The rapid growth and 

widespread adoption of cryptocurrencies have attracted significant attention from investors and 

researchers alike. Understanding the interrelationships between different cryptocurrencies can 

provide valuable insights into the dynamics of this emerging market. 

To conduct this study, a comprehensive dataset comprising historical price and trading volume 

data of the most popular cryptocurrencies was collected and analyzed. The selected 

cryptocurrencies include Bitcoin (BTC), Ethereum (ETH), and Litecoin (LTC), which are known for 

their dominant market positions and wide-ranging impact on the cryptocurrency ecosystem. 

The first phase of the research involves analyzing the correlation between the selected 

cryptocurrencies, but also the evolution of their route since the day of their creation. The 

correlation analysis aims to quantify the strength and direction of relationships between these 

digital assets. By examining correlations, it can be determined whether the prices of different 

cryptocurrencies move in sync or independently from one another. This analysis will shed light 

on potential diversification benefits and the degree of interdependence within the 

cryptocurrency market. 

Furthermore, this thesis explores the use of correlation analysis as a tool for predicting 

cryptocurrency prices. By leveraging historical correlation patterns, it can be assessed whether 

the correlation between certain cryptocurrencies can be indicative of future price movements. 

Statistical models and machine learning algorithms will be employed to identify and quantify the 

predictive power of correlations in forecasting cryptocurrency prices. 

The results of this study will contribute to the existing body of knowledge on cryptocurrencies 

and provide valuable insights for investors, traders, and financial analysts. A better understanding 

of the correlation patterns and their potential predictive abilities can assist in making informed 

investment decisions and developing effective trading strategies in the volatile cryptocurrency 

market. 

Finally, this thesis explores the utilization of machine learning techniques for price prediction of 

cryptocurrencies. By leveraging advanced machine learning models, models can be developed 

that exploit the characteristics of cryptocurrencies and their correlations to more accurately 

forecast future prices.  

Keywords: cryptocurrency, correlation analysis, price prediction, machine learning, Bitcoin, 

Ethereum 



Περίληψη 

Ο σκοπός αυτής της διατριβής είναι να διερευνήσει τη συσχέτιση μεταξύ των πιο δημοφιλών 

κρυπτονομισμάτων και να εξετάσει την δυνατότητά για πρόβλεψη της τιμής τους. Η ταχεία 

ανάπτυξη και η ευρεία αποδοχή των κρυπτονομισμάτων έχουν προσελκύσει μεγάλο 

ενδιαφέρον τόσο από επενδυτές όσο και από ερευνητές. Η κατανόηση των αλληλεπιδράσεων 

μεταξύ διαφορετικών κρυπτονομισμάτων μπορεί να παρέχει πολύτιμες πληροφορίες για τη 

δυναμική αυτής της αναδυόμενης αγοράς. 

Για τη διεξαγωγή αυτής της μελέτης, συλλέχθηκε και αναλύθηκε ένας εκτενής σύνολο 

δεδομένων που περιλαμβάνει ιστορικά δεδομένα τιμής και όγκου συναλλαγών των πιο 

δημοφιλών κρυπτονομισμάτων. Τα επιλεγμένα κρυπτονομίσματα περιλαμβάνουν το Bitcoin 

(BTC), το Ethereum (ETH) και το  Litecoin(LTC), τα οποία είναι γνωστά για την κυρίαρχη θέση 

τους στην αγορά και την ευρεία επίδρασή τους στο κρυπτονομισματικό οικοσύστημα. 

Η πρώτη φάση της έρευνας περιλαμβάνει την ανάλυση της συσχέτισης μεταξύ των επιλεγμένων 

κρυπτονομισμάτων, αλλά και την εξέλιξη της πορείας τους από την ημέρα δημιουργία τους. Η 

ανάλυση συσχέτισης στοχεύει στο να καταμετρήσει την ισχύ και τις σχέσεις μεταξύ αυτών των 

ψηφιακών περιουσιακών στοιχείων. Με την εξέταση των συσχετίσεων, μπορεί να καθοριστεί 

εάν οι τιμές διαφορετικών κρυπτονομισμάτων κινούνται συγχρονισμένα ή ανεξάρτητα μεταξύ 

τους. Η ανάλυση αυτή θα ρίξει φως στα πιθανά οφέλη διαφοροποίησης και στο βαθμό 

αλληλεξάρτησης εντός της αγοράς κρυπτονομισμάτων. 

Επιπλέον, η παρούσα διατριβή διερευνά τη χρήση της ανάλυσης συσχέτισης ως εργαλείο για 

την πρόβλεψη των τιμών των κρυπτονομισμάτων. Αξιοποιώντας ιστορικά μοτίβα συσχέτισης, 

μπορούμε να αξιολογήσουμε κατά πόσον η συσχέτιση μεταξύ ορισμένων κρυπτονομισμάτων 

μπορεί να είναι ενδεικτική για μελλοντικές κινήσεις των τιμών. Θα χρησιμοποιηθούν στατιστικά 

μοντέλα και αλγόριθμοι μηχανικής μάθησης για τον εντοπισμό και την πρόβλεψη των 

συσχετίσεων καθώς και των τιμών των κρυπτονομισμάτων. 

Τα αποτελέσματα αυτής της μελέτης θα συμβάλουν στις ήδη υπάρχουσες γνώσεις σχετικά με 

τα κρυπτονομίσματα και θα παρέχουν πολύτιμες πληροφορίες για επενδυτές, εμπόρους και 

οικονομικούς αναλυτές. Η καλύτερη κατανόηση των μοτίβων συσχέτισης και των πιθανών 

προβλεπτικών τους ικανοτήτων μπορεί να βοηθήσει στη λήψη τεκμηριωμένων επενδυτικών 

αποφάσεων και στην ανάπτυξη αποτελεσματικών στρατηγικών συναλλαγών στην ασταθή 

αγορά κρυπτονομισμάτων. 

Τελικά, η παρούσα διατριβή διερευνά και τη χρήση τεχνικών μηχανικής μάθησης για την 

πρόβλεψη των τιμών των κρυπτονομισμάτων. Αξιοποιώντας προηγμένα μοντέλα μηχανικής 

μάθησης, μπορούν να αναπτυχοθύν μοντέλα που εκμεταλλεύονται τα χαρακτηριστικά των 



κρυπτονομισμάτων και τις συσχετίσεις τους για την ακριβέστερη πρόβλεψη των μελλοντικών 

τιμών.  

Λέξεις-κλειδιά: κρυπτονόμισμα, ανάλυση συσχέτισης, πρόβλεψη τιμών, μηχανική μάθηση, 

Bitcoin, Ethereum 
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1. INTRODUCTION 

Cryptocurrencies have emerged as a revolutionary force in the global financial landscape, 

captivating the attention of investors, traders, and enthusiasts alike. With the advent of 

blockchain technology, cryptocurrencies have transformed traditional notions of monetary 

systems, introducing decentralized digital assets with the potential to disrupt existing financial 

frameworks. As the popularity and adoption of cryptocurrencies continue to grow, 

understanding their dynamics, market behavior, and price movements becomes increasingly 

crucial. 

The aim of this thesis is to delve into the analysis of cryptocurrencies and explore the possibilities 

of price prediction. By conducting a comprehensive study of top cryptocurrencies, we seek to 

unravel valuable insights into their market trends, interrelationships, and potential for future 

growth. Additionally, we endeavor to develop predictive models that can assist investors and 

market participants in making informed decisions. 

The study of cryptocurrencies goes beyond the realm of finance and enters the domains of 

computer science and economics. These digital assets, with their decentralized nature and 

cryptographic security, have the potential to reshape traditional financial systems and empower 

individuals with newfound financial sovereignty. As such, investigating the various facets of 

cryptocurrencies provides a unique opportunity to explore the technological advancements and 

socio-economic implications associated with this innovative form of currency. 

In this thesis, we will conduct a thorough literature review to establish a strong theoretical 

foundation for our analysis. We will examine the historical context of cryptocurrencies, exploring 

their evolution from the introduction of Bitcoin to the vast array of altcoins available today. By 

surveying existing research on cryptocurrency analysis and price prediction, we will identify key 

methodologies, models, and techniques that have been employed in this field. 

Our methodology will encompass the collection and analysis of relevant data from 

cryptocurrency markets, including historical price data, trading volumes, market capitalizations, 

and other pertinent variables. By employing statistical and machine learning techniques, we will 

explore the relationships and patterns within the cryptocurrency ecosystem. Furthermore, we 

will investigate the impact of external factors such as regulatory developments, technological 

advancements, and market sentiment on cryptocurrency price movements. 

The findings of this thesis will contribute to the growing body of knowledge surrounding 

cryptocurrencies and their market dynamics. By shedding light on the analysis of top 

cryptocurrencies, we aim to provide valuable insights to investors, traders, and policymakers 

navigating this rapidly evolving landscape. Moreover, the development of price prediction 

models will offer practical tools for forecasting cryptocurrency prices. 



It is our belief that a comprehensive analysis and understanding of cryptocurrencies and their 

price dynamics will contribute to the maturation and stability of the cryptocurrency market. By 

bridging the gap between theory and practice, this thesis seeks to empower stakeholders with 

the knowledge and tools necessary to navigate the exciting and dynamic world of 

cryptocurrencies. 

2. PURPOSE OF THESIS AND SIGNIFICANCE OF CRYPTOCURRENCIES 

Cryptocurrencies have emerged as a disruptive force in the global financial landscape, 

revolutionizing the way we perceive and transact with money. These digital or virtual currencies, 

based on blockchain technology, have garnered significant attention and interest from various 

stakeholders, including investors, financial institutions, governments, and the general public.  

2.1 PURPOSE AND OBJECTIVES OF THE THESIS 
The primary purpose of this thesis is to explore the intricate relationship between 

cryptocurrencies and price prediction. Cryptocurrencies have emerged as a new asset class, 

offering unique investment opportunities. However, the highly volatile nature of 

cryptocurrencies poses challenges for investors who seek to make informed decisions. By 

investigating the factors that influence cryptocurrency prices and developing accurate price 

prediction models, this thesis aims to provide investors with valuable tools to navigate the 

cryptocurrency market with greater confidence. 

To achieve this purpose, several objectives have been identified. Firstly, the thesis aims to analyze 

the dynamics of the cryptocurrency market. This involves examining historical price data, trading 

volumes, market capitalization, and other relevant indicators to identify patterns, trends, and 

market cycles. By understanding the market dynamics, we can gain insights into the behavior of 

cryptocurrencies and identify key factors that drive price movements. 

Another objective is to identify the factors that influence cryptocurrency prices. Cryptocurrency 

markets are influenced by a multitude of factors, including technological advancements, 

regulatory developments, market sentiment, and macroeconomic conditions. By conducting a 

comprehensive analysis of these factors, we can gain a deeper understanding of their impact on 

cryptocurrency prices and develop predictive models that account for their influence. 

The main objective of this thesis is to develop a price prediction models for cryptocurrencies. 

Using advanced statistical and machine learning techniques, we aim to create predictive models 

that can forecast cryptocurrency prices with a high degree of accuracy. These models will 

incorporate historical price data, as well as relevant market indicators and external factors, to 

generate reliable price predictions.  



In conclusion, this thesis aims to contribute to the field of cryptocurrency analysis and provide 

investors with a comprehensive framework for price prediction. By examining the dynamics of 

the cryptocurrency market, identifying factors influencing prices, and developing accurate 

predictive models, this research strives to enhance understanding and decision-making in the 

cryptocurrency investment landscape. 

Shortly, the objectives of the thesis are: 

1. To analyze the historical price data, trading volumes, and market capitalizations of 

cryptocurrencies to identify trends, patterns, and correlations. 

2. To explore the interrelationships between different cryptocurrencies and understand the 

impact of major cryptocurrencies, such as Bitcoin, on the broader market. 

3. To investigate the influence of external factors, including regulatory developments, 

technological advancements, and market sentiment, on cryptocurrency price 

movements. 

4. To develop predictive models, utilizing statistical and machine learning techniques, for 

forecasting cryptocurrency prices. 

2.2 OVERVIEW OF CRYPTOCURRENCIES 
Cryptocurrencies are decentralized digital or virtual currencies that utilize cryptographic 

techniques to secure financial transactions, control the creation of new units, and verify the 

transfer of assets. They are not controlled by any central authority, such as a government or 

financial institution, making them resistant to censorship and interference. The concept of 

cryptocurrencies was first introduced in 2009 with the launch of Bitcoin by an anonymous 

individual or group known as Satoshi Nakamoto. 

Cryptocurrencies offer several unique features and benefits that distinguish them from 

traditional financial systems. They provide increased transparency, as transactions recorded on 

the blockchain are publicly accessible and immutable. Additionally, cryptocurrencies enable fast 

and low-cost transactions, especially when compared to traditional banking systems that often 

involve intermediaries and lengthy settlement periods. 

The adoption and significance of cryptocurrencies have grown exponentially in recent years. They 

have attracted attention as alternative investment assets, means of conducting online 

transactions, and platforms for decentralized applications (DApps) and smart contracts. 

Furthermore, cryptocurrencies have sparked discussions on the democratization of finance, 

financial inclusion, and the potential to reshape the global financial landscape. 

In the following sections, we will delve into a detailed analysis of cryptocurrencies, exploring their 

market behavior, price dynamics, and the factors influencing their value. By understanding the 



background and significance of cryptocurrencies, we can lay the foundation for a comprehensive 

study that contributes to the existing body of knowledge and provides practical insights for 

various stakeholders. 

The cryptocurrency ecosystem has expanded significantly beyond Bitcoin. Today, there are 

thousands of different cryptocurrencies, often referred to as altcoins, each with its unique 

features and use cases. Some prominent cryptocurrencies include Ethereum, Ripple, Litecoin, 

and Bitcoin Cash, among many others. These cryptocurrencies often differ in terms of their 

underlying technology, consensus mechanisms, scalability, and intended applications. 

The rapid growth and diversification of the cryptocurrency market have presented both 

opportunities and challenges. On one hand, the proliferation of cryptocurrencies has increased 

the options available to investors and provided platforms for innovation and experimentation. 

On the other hand, it has also introduced complexities and risks associated with volatility, 

regulatory uncertainties, and security concerns. 

Understanding the dynamics of the cryptocurrency market and developing reliable price 

prediction models can offer valuable insights for investors seeking to navigate this evolving 

landscape. By analyzing historical data, market trends, and external factors, we can gain a deeper 

understanding of the behavior of cryptocurrencies and potentially identify patterns that can 

inform investment decisions. 

In the subsequent chapters of this thesis, we will delve into detailed analyses of various 

cryptocurrencies, examining their price movements, market capitalizations, trading volumes, and 

interrelationships. By utilizing advanced statistical and machine learning techniques, we aim to 

develop accurate and robust models for predicting cryptocurrency prices. The findings of this 

research will contribute to the existing body of knowledge on cryptocurrencies and provide 

practical implications for investors and market participants. 

In the overview diagram below, we see that the bitcoin system consists of users with 
wallets containing keys, transactions which are propagated across the network and 
miners who produce (through competitive computation) the consensus blockchain, the 
authoritative ledger of all transactions (M.Antonopoulos, 2015) 
 



 

FIGURE 1: BITCOIN OVERVIEW (M.ANTONOPOULOS, 2015) 

3 .DEFINITION AND CHARACTERISTICS OF CRYPTOCURRENCIES 

3.1 DEFINITION AND CHARACTERISTICS 
In this section, we will explore the definition and foundational characteristics of cryptocurrencies. 

These are: 

Digital Nature: 

One of the defining characteristics of cryptocurrencies is their digital nature. Unlike physical cash 

or traditional forms of digital payment, cryptocurrencies exist solely in digital form. They are 

represented by cryptographic codes and stored in digital wallets. This digital nature enables 

seamless and borderless transactions, as cryptocurrencies can be sent and received 

instantaneously across the globe. 

Origin and Evolution: 

The concept of cryptocurrencies traces its roots back to the publication of the Bitcoin whitepaper 

by Satoshi Nakamoto in 2008. Bitcoin, the first decentralized cryptocurrency, introduced the 

concept of a peer-to-peer electronic cash system that operates on a decentralized network called 

the blockchain. Since then, numerous cryptocurrencies have emerged, each with its unique 

features and value propositions. 

 



Decentralization: 

Central to the concept of cryptocurrencies is decentralization. Traditional financial systems rely 

on central authorities such as banks or governments to control and regulate transactions. In 

contrast, cryptocurrencies operate on decentralized networks, typically utilizing blockchain 

technology. This decentralization eliminates the need for intermediaries, enhances transparency, 

and reduces the risk of censorship or manipulation. 

Cryptographic Security: 

Cryptocurrencies employ advanced cryptographic techniques to ensure the security and integrity 

of transactions. Transactions are secured using public-key cryptography, where users possess a 

public key for receiving funds and a private key for signing transactions. This cryptographic 

security provides strong protection against fraud and unauthorized access. 

Anonymity and Privacy: 

While cryptocurrencies offer transparency through the public nature of blockchain transactions, 

they also provide a degree of anonymity and privacy. Users can transact using pseudonyms, and 

their identities are not explicitly tied to their wallet addresses. However, it is important to note 

that blockchain analysis techniques can potentially de-anonymize users, and privacy-focused 

cryptocurrencies have emerged to address this concern. 

Smart Contracts and Programmability: 

Beyond serving as a medium of exchange, cryptocurrencies can also enable the execution of 

smart contracts. Smart contracts are self-executing contracts with predefined conditions and 

rules encoded into the blockchain. They allow for automated and decentralized agreements, 

eliminating the need for intermediaries and enhancing efficiency in various industries. 

Interoperability and Tokenization: 

Cryptocurrencies have paved the way for the tokenization of assets and the development of 

interoperable blockchain ecosystems. Through tokenization, real-world assets such as real estate 

or artwork can be represented and traded on the blockchain, unlocking liquidity and enabling 

fractional ownership. Interoperability refers to the ability of different blockchain networks to 

communicate and interact with one another, fostering a connected and efficient ecosystem. 

Use Cases and Adoption: 

Cryptocurrencies have found utility in various sectors and use cases. They enable fast and low-

cost cross-border transactions, making them particularly valuable in remittance and international 

payments. Additionally, cryptocurrencies have facilitated the rise of decentralized finance (DeFi), 



enabling individuals to access financial services such as lending, borrowing, and trading without 

the need for intermediaries. Furthermore, cryptocurrencies have been utilized for fundraising 

through initial coin offerings (ICOs) and as a store of value akin to digital gold. 

Market Volatility and Speculation: 

Cryptocurrencies are known for their high volatility and speculative nature. Price fluctuations can 

be substantial, offering both opportunities and risks for investors and traders. The decentralized 

and relatively nascent nature of the cryptocurrency market contributes to this volatility, as it is 

influenced by various factors such as market sentiment, regulatory developments, and 

technological advancements. Understanding and managing these risks are essential 

considerations for participants in the cryptocurrency ecosystem. 

Energy Consumption and Environmental Impact: 

As cryptocurrencies gain popularity, concerns about their environmental impact have arisen, 

particularly regarding energy consumption. The mining process for cryptocurrencies such as 

Bitcoin requires significant computational power and electricity consumption. Critics argue that 

this energy-intensive process contributes to carbon emissions and raises environmental 

concerns. However, efforts are underway to explore alternative consensus mechanisms and 

improve the energy efficiency of cryptocurrencies. 

Regulatory Challenges and Legal Frameworks: 

The regulatory landscape for cryptocurrencies varies across jurisdictions. Governments and 

regulatory bodies worldwide have grappled with determining appropriate regulations to ensure 

consumer protection, prevent illicit activities, and foster innovation. The lack of uniformity in 

regulatory frameworks presents challenges and uncertainties for businesses and users operating 

in the cryptocurrency space. Monitoring and adapting to evolving regulatory requirements are 

crucial for long-term sustainability and mainstream adoption. 

Challenges and Scalability: 

Cryptocurrencies face several challenges that need to be addressed for widespread adoption. 

Scalability is a significant concern, as blockchain networks must handle increasing transaction 

volumes without compromising speed or cost. Solutions such as layer-two protocols and 

alternative consensus mechanisms are being explored to address scalability issues. Additionally, 

user experience, user interface design, and education play crucial roles in making 

cryptocurrencies more accessible and user-friendly. 

 



Interplay with Traditional Financial Systems: 

The emergence of cryptocurrencies has sparked discussions about their relationship with 

traditional financial systems. Central banks and financial institutions have shown interest in 

exploring central bank digital currencies (CBDCs) and integrating blockchain technology into their 

operations. The potential interplay between cryptocurrencies and traditional systems raises 

questions about interoperability, regulatory alignment, and the potential for collaboration or 

competition. 

Technological Advancements and Innovation: 

Cryptocurrencies have driven significant technological advancements in the realm of blockchain 

and distributed ledger technology (DLT). Beyond financial transactions, blockchain technology is 

being applied in various sectors, including supply chain management, healthcare, and voting 

systems. The decentralized nature of cryptocurrencies has inspired innovations in consensus 

algorithms, privacy enhancements, and scalability solutions. Staying abreast of these 

technological developments is crucial for understanding the evolving cryptocurrency landscape. 

Community and Governance: 

Cryptocurrencies are often supported by vibrant and passionate communities. These 

communities contribute to the development, promotion, and governance of cryptocurrencies 

through open-source projects, discussions, and collaborations. Decentralized governance 

models, such as decentralized autonomous organizations (DAOs), enable community 

participation in decision-making processes. The involvement of community members fosters 

innovation, resilience, and inclusivity within the cryptocurrency ecosystem. 

Ethical Considerations and Social Impact: 

The rise of cryptocurrencies has brought forth ethical considerations and debates. Issues such as 

wealth inequality, potential for illicit activities, and environmental concerns require attention and 

thoughtful examination. Ad (AsianMarketCap, 2020)dressing these ethical considerations and 

striving for positive social impact is essential for ensuring the long-term sustainability and positive 

transformational potential of cryptocurrencies. 

Limited Supply and Scarcity: 

Many cryptocurrencies, including Bitcoin, have a limited supply, meaning there is a finite number 

of coins or tokens that can ever be created. This limited supply adds an element of scarcity to 

cryptocurrencies, which can impact their value and utility. The scarcity of cryptocurrencies is 

often achieved through mechanisms such as halving events or predetermined emission 

schedules. 



(AsianMarketCap, 2020) 

 

 

FIGURE 2: THE TRADING CHARACTERISTICS OF CRYPTOCURRENCIES  (CARAJPUT, N.D.) 

 

3.2 KEY CONCEPTS: BLOCKCHAIN, DECENTRALIZED FINANCE (DEFI), SMART CONTRACTS 
 

The key concepts of Blockchain are the following: 

Distributed Consensus: Blockchain achieves consensus among multiple participants, known as 

nodes, through mechanisms like Proof of Work (PoW), Proof of Stake (PoS), or other consensus 

algorithms. Consensus ensures that all nodes agree on the validity of transactions and the state 

of the blockchain. This decentralized consensus mechanism eliminates the need for a central 

authority and enhances the security and integrity of the blockchain. 

Security and Immutability: Once a block is added to the blockchain, it is extremely difficult to 

alter or delete the recorded transactions due to the cryptographic hash functions used. Each 

block contains a unique hash that is generated based on the data within the block and the hash 

of the previous block. This immutability enhances the security and trustworthiness of the data 

stored on the blockchain, making it resistant to tampering and fraud. 



 

Transparency: Blockchain provides transparency as all transactions are recorded on a public 

ledger. Anyone with access to the blockchain can view and verify transactions, promoting 

openness and accountability. This transparency is achieved through the distributed nature of the 

blockchain, where copies of the ledger are maintained by multiple nodes in the network. 

Use Cases: Beyond cryptocurrencies, blockchain technology has applications in various 

industries. For example, in supply chain management, blockchain enables secure and transparent 

record-keeping, allowing stakeholders to track and verify the origins and movement of goods. In 

healthcare, blockchain can enhance data privacy, interoperability, and patient consent 

management. Other use cases include identity verification, intellectual property protection, 

voting systems, and more. Blockchain eliminates the need for intermediaries, facilitates trust in 

peer-to-peer transactions, and empowers individuals with greater control over their data and 

assets. (M.Antonopoulos, 2015) 

 

Similarly, for Decentralized Finance (DeFi): 

Financial Inclusion: DeFi aims to provide financial services to individuals who may not have access 

to traditional banking systems. It enables anyone with an internet connection to participate in 

financial activities, such as lending, borrowing, and trading, without the need for intermediaries 

like banks or brokers. DeFi protocols leverage blockchain technology to create decentralized and 

open financial systems that are accessible to a global audience. 

Open and Permissionless: DeFi protocols are open-source and permissionless, meaning anyone 

can access and use them without requiring approval or meeting specific criteria. This fosters 

innovation, collaboration, and accessibility within the DeFi ecosystem. Users can interact with 

DeFi protocols directly, without the need for intermediaries, giving them greater control over 

their financial assets. 

Interoperability: DeFi protocols are designed to be interoperable, allowing different applications 

to interact and leverage each other's functionalities. This interoperability enables the 

composability of various DeFi building blocks to create more complex and advanced financial 

products. Users can seamlessly move assets and data between different protocols, enhancing 

liquidity and expanding the possibilities for decentralized financial services. 

While DeFi offers exciting opportunities, it also faces challenges that need to be addressed for its 

wider adoption and sustainable growth. Regulatory uncertainties pose challenges as different 

jurisdictions grapple with how to regulate DeFi activities. Security vulnerabilities can lead to 



financial losses, highlighting the importance of rigorous code audits and security practices. 

Scalability limitations and user experience hurdles also need to be overcome to ensure that DeFi 

can handle increasing transaction volumes and provide seamless and intuitive user interfaces. 

 

Finally, regarding Smart Contracts: 

Automation and Trustlessness: Smart contracts automate the execution and enforcement of 

agreements without the need for intermediaries. They eliminate the reliance on third parties, 

reducing costs, increasing efficiency, and minimizing the potential for fraud or manipulation. 

Smart contracts are self-executing and self-enforcing, ensuring that the agreed-upon conditions 

are met without relying on human intervention. 

Code as Law: The code of a smart contract defines the rules and conditions under which the 

contract operates. Once deployed on the blockchain, the execution of the contract is determined 

solely by the code, ensuring impartiality and removing the need for subjective interpretation. The 

transparency and immutability of the blockchain provide an auditable record of smart contract 

execution, promoting trust and accountability. 

Programmable Functionality: Smart contracts can have complex logic and can interact with other 

smart contracts and external data sources. This programmable functionality enables the creation 

of decentralized applications (DApps) that can implement various functionalities, such as token 

issuance, decentralized exchanges, lending platforms, and more. Smart contracts provide a 

flexible and versatile framework for developing innovative financial products and services. 

Auditing and Security: Smart contracts require careful auditing and testing to ensure they are 

secure and function as intended. Vulnerabilities or bugs in smart contracts can lead to exploits 

and financial losses, emphasizing the importance of rigorous code review and security measures. 

Best practices such as formal verification, code audits, and bug bounty programs help to identify 

and mitigate potential vulnerabilities in smart contracts, enhancing the overall security of the 

blockchain ecosystem. (Sharma, 2022) 

 



 

FIGURE 3: SMART CONTRACTS CHARACTERISTICS (CHIRAG, 2022) 

The concepts of blockchain, DeFi, and smart contracts continue to evolve and have the potential 

to disrupt traditional systems across industries. As these technologies mature, they offer exciting 

possibilities for innovation, transparency, and decentralized governance in various sectors of the 

global economy. 

4. MARKET ANALYSIS AND FACTORS INFLUENCING CRYPTOCURRENCIES PRICE  

Market capitalization plays a significant role in the cryptocurrency market, providing insights into 

the relative size and dominance of different cryptocurrencies. It is calculated by multiplying the 

current price of a cryptocurrency by the total number of coins or tokens in circulation. By 

examining market capitalization, we can gain a deeper understanding of the competitive 

landscape and market share of major cryptocurrencies (Spilka, 2023) 

In analyzing market capitalization, it is essential to focus on major cryptocurrencies such as 

Bitcoin, Ethereum, and Ripple. These cryptocurrencies have established themselves as key 

players in the market, and their market capitalization can have a significant impact on overall 

market trends. By tracking the market capitalization of these cryptocurrencies over time, we can 

identify emerging trends, shifts in market dominance, and potential investment opportunities. 



4.1 MARKET ANALYSIS 

Market analysis of cryptocurrencies involves examining various aspects of the cryptocurrency 

market to gain insights into their behavior, trends, and factors influencing their value. This 

analysis can provide valuable information for investors, traders, and policymakers in 

understanding the dynamics of the cryptocurrency market and making informed decisions. Here 

are some key components of market analysis for cryptocurrencies: 

Historical Price Analysis: Analyzing the historical price data of cryptocurrencies is essential for 

understanding their price movements over time. This involves examining charts, graphs, and 

patterns to identify trends, cycles, and recurring patterns. By studying historical price behavior, 

analysts can identify support and resistance levels, price volatility, and potential price reversals. 

They can also identify historical price patterns such as ascending triangles, head and shoulders 

patterns, or double bottoms, which can provide insights into future price movements. 

Market Capitalization Analysis: Market capitalization represents the total value of a 

cryptocurrency, calculated by multiplying the current price by the total circulating supply. 

Analyzing market capitalization provides insights into the relative size and dominance of different 

cryptocurrencies in the market. It helps identify the top cryptocurrencies and their market share, 

allowing for comparisons and tracking market trends. Market capitalization can also be used to 

assess the overall growth and adoption of cryptocurrencies as an asset class. 

Trading Volume Analysis: Trading volume refers to the total number of cryptocurrency units 

traded within a specific time period. Analyzing trading volume helps understand the liquidity and 

activity levels in the cryptocurrency market. Higher trading volumes often indicate increased 

market participation and interest, while lower volumes may suggest reduced market activity. 

Analyzing volume patterns can reveal trends, such as increasing or decreasing interest in a 

particular cryptocurrency, as well as identify potential price breakouts or reversals. 

Correlation Analysis: Correlation analysis examines the relationships and interdependencies 

between different cryptocurrencies. By studying the correlation coefficients, analysts can identify 

whether cryptocurrencies move in tandem or exhibit unique behavior. This analysis helps 

understand the impact of major cryptocurrencies, such as Bitcoin, on the broader market and 

identify potential diversification opportunities. Correlation analysis can also provide insights into 

the market's response to specific events or news affecting cryptocurrencies. 

External Factors Analysis: Cryptocurrency prices are influenced by various external factors, 

including regulatory developments, technological advancements, market sentiment, economic 

events, and news. Analyzing these external factors provides insights into the drivers of price 

movements and helps assess the potential risks and opportunities associated with specific 

cryptocurrencies. For example, positive regulatory news or partnerships with established 



institutions can boost market sentiment and drive up prices, while negative news or regulatory 

crackdowns can have the opposite effect. 

Sentiment Analysis: Sentiment analysis involves assessing the market sentiment and investor 

attitudes towards cryptocurrencies. This can be done by monitoring social media platforms, news 

sentiment indicators, and sentiment analysis tools. Understanding market sentiment helps gauge 

market expectations and potential market reactions to specific events or news. It can also help 

identify periods of excessive optimism or pessimism, which can signal potential market reversals. 

Fundamental Analysis: Fundamental analysis involves evaluating the intrinsic value of 

cryptocurrencies by examining their underlying technology, use cases, adoption rates, 

partnerships, and development progress. This analysis helps assess the long-term viability and 

growth potential of cryptocurrencies beyond short-term price fluctuations. By understanding the 

fundamental factors driving a cryptocurrency's value, analysts can make more informed 

investment decisions based on factors such as utility, network effects, and competitive 

advantages. 

By conducting a comprehensive market analysis of cryptocurrencies, we can gain valuable 

insights into their behavior, trends, and potential future performance. This analysis can inform 

investment strategies, risk management approaches, and decision-making processes for 

investors and traders. It also contributes to the overall understanding of the cryptocurrency 

market and its evolving dynamics. Ultimately, a robust market analysis provides a foundation for 

making informed decisions in the dynamic and rapidly evolving world of cryptocurrencies. 

4.2 PRICE DYNAMICS AND VOLATILITY 

Price dynamics and volatility are crucial aspects to consider when studying cryptocurrencies. The 

prices of cryptocurrencies are highly volatile, and understanding their dynamics can provide 

valuable insights for investors and traders. By analyzing historical price data, we can identify 

patterns, trends, and cycles in cryptocurrency prices. 

Volatility refers to the degree of price fluctuations within a given period. Cryptocurrencies are 

known for their high volatility, which presents both opportunities and risks. By quantifying and 

assessing price volatility, we can understand the potential risks associated with investing in 

cryptocurrencies. Standard deviation and volatility indices are commonly used measures to 

quantify price volatility. 

Studying price dynamics and volatility across different cryptocurrencies allows us to compare 

their behaviors and identify outliers. This analysis can assist in understanding market sentiment, 

identifying potential entry or exit points, and formulating effective trading strategies. 

 



4.3 FACTORS INFLUENCING CRYPTOCURRENCY PRICES 

The price dynamics of cryptocoins are influenced by a multitude of factors. This section explores 

the key drivers that impact cryptocurrency prices, including: 

Market Demand and Supply: 

The dynamics of supply and demand in the cryptocurrency market directly influence the prices 

of cryptocurrencies. Market liquidity, trading volume, and investor sentiment all play a significant 

role in determining the balance between supply and demand. 

Market liquidity refers to the ease with which cryptocurrencies can be bought or sold without 

causing significant price movements. Higher liquidity typically leads to more stable prices, as 

there is a sufficient number of buyers and sellers in the market. Conversely, low liquidity can 

result in higher price volatility, as large buy or sell orders can have a disproportionate impact on 

the market. 

Trading volume, which represents the total number of cryptocurrencies traded within a specific 

period, also affects price dynamics. Higher trading volume indicates increased market activity 

and can contribute to price discovery and price stability. Conversely, low trading volume may 

lead to larger price swings and increased volatility, as there is less overall market participation. 

Investor sentiment is another crucial factor influencing demand and supply. In the cryptocurrency 

market, investor sentiment can be driven by factors such as news events, market trends, social 

media discussions, and overall market sentiment. Positive sentiment, fueled by optimism and 

positive news, can drive up demand and push prices higher. Conversely, negative sentiment, 

driven by factors like negative news, regulatory uncertainty, or market fears, can result in 

decreased demand and lower prices. 

Technological Developments: 

Technological advancements have a profound impact on cryptocurrency prices. As 

cryptocurrencies are built on underlying technologies like blockchain, improvements and 

innovations in these technologies can significantly influence investor perception of value. 

Blockchain upgrades, such as the implementation of scalability solutions or the introduction of 

new features, can enhance the utility and efficiency of cryptocurrencies. These improvements 

often lead to positive price movements, as investors recognize the potential for increased 

adoption and value creation. 

New consensus mechanisms, such as Proof of Stake (PoS) or Directed Acyclic Graph (DAG), can 

also affect cryptocurrency prices. These mechanisms offer alternatives to the traditional Proof of 

Work (PoW) consensus, providing benefits such as increased scalability, reduced energy 



consumption, and improved transaction speed. The introduction of novel consensus mechanisms 

can generate excitement and attract investor attention, potentially driving up prices. 

Protocol enhancements, such as the addition of smart contract capabilities or the integration of 

interoperability solutions, can also impact cryptocurrency prices. These enhancements expand 

the functionality and potential use cases of cryptocurrencies, making them more attractive to 

investors and increasing demand. 

Overall, technological developments have the potential to drive significant price rallies or 

corrections, as investors assess the potential impact of these advancements on the future value 

and adoption of cryptocurrencies. 

Regulatory Environment: 

Government regulations and policies significantly influence cryptocurrency prices. Positive 

regulatory developments can enhance market confidence and lead to price appreciation, while 

negative actions or bans can result in price declines and increased market uncertainty. 

When governments and regulatory bodies recognize cryptocurrencies as legal tender or establish 

frameworks to regulate and legitimize their use, it can instill confidence in the market. Positive 

regulatory developments provide a level of certainty and legitimacy to cryptocurrencies, 

attracting institutional investors and traditional market participants. This increased demand can 

drive up prices as the market anticipates broader adoption and increased mainstream 

acceptance. 

Conversely, negative regulatory actions or bans on cryptocurrencies can have a detrimental 

effect on prices. Regulatory uncertainty can lead to market fears and investor hesitation, 

resulting in decreased demand and downward pressure on prices. Instances of regulatory 

crackdowns or restrictive policies in certain jurisdictions have historically led to significant price 

corrections and heightened market volatility. 

Investor Sentiment and Market Psychology: 

Investor sentiment and market psychology play a vital role in cryptocurrency price dynamics. 

Emotions such as FOMO (Fear of Missing Out), FUD (Fear, Uncertainty, and Doubt), and market 

speculation can contribute to heightened volatility.FOMO occurs when investors fear missing out 

on potential gains and rush to buy cryptocurrencies. (Bouronikos, 2022) 



 

FIGURE 4:FACTORS AFFECTING CRYPTO PRICE (BLOOMENTHAL, 2022) 

 

5. SECURITY AND PRIVACY ANALYSIS 

 5.1 SECURITY 

Security and privacy are critical considerations in the cryptocurrency ecosystem. As 

cryptocurrencies operate on decentralized networks and rely on cryptographic techniques, 

ensuring robust security measures is essential to maintain trust and protect against hacking, 

fraud, and unauthorized access. 

Cryptocurrencies employ various security measures to safeguard transactions and user funds. 

These measures include cryptographic techniques, encryption algorithms, and secure key 

management. Cryptocurrencies also rely on consensus mechanisms, such as proof-of-work 

(PoW) and proof-of-stake (PoS), to ensure the security and integrity of transactions. 

Security is a fundamental aspect of cryptocurrencies, and they incorporate several key security 

features to protect the integrity and confidentiality of transactions. Understanding these security 

mechanisms is crucial for comprehending how cryptocurrencies provide a secure environment 

for users. The following are the key security features employed by cryptocurrencies: 



Cryptographic Algorithms: 

Cryptocurrencies rely on cryptographic algorithms to ensure the security of transactions and 

protect the privacy of users. These algorithms provide various cryptographic functions, such as 

encryption, decryption, digital signatures, and hashing. Encryption helps secure the 

communication and storage of sensitive data, while digital signatures authenticate the identity 

of participants and verify the integrity of transactions. Hash functions are used to generate 

unique identifiers for data, ensuring data integrity and preventing tampering. 

Public-Key Infrastructure (PKI): 

Public-Key Infrastructure is a vital security component in the cryptocurrency ecosystem. It 

involves the use of public and private key pairs for secure communication and transaction 

verification. Each user possesses a unique pair of cryptographic keys: a public key that is openly 

shared with others and a private key that is kept secret. Public keys are used to encrypt messages 

or verify digital signatures, while private keys are used for decryption or generating digital 

signatures. The PKI framework provides a secure foundation for authenticating users and 

ensuring the confidentiality and integrity of transactions. 

Digital Signatures: 

Digital signatures are cryptographic mechanisms used in cryptocurrencies to verify the 

authenticity and integrity of transactions. When a user initiates a transaction, they sign it with 

their private key, creating a digital signature. This signature is unique to the transaction and the 

user, providing proof of authenticity and preventing tampering. Other participants in the network 

can then use the sender's public key to verify the signature and confirm the integrity of the 

transaction. 

Consensus Protocols: 

Consensus protocols are essential for maintaining the security and integrity of blockchain-based 

cryptocurrencies. These protocols enable participants in the network to agree on the validity of 

transactions and ensure the consistency of the blockchain ledger. Popular consensus algorithms 

include Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and Practical 

Byzantine Fault Tolerance (PBFT). These algorithms provide mechanisms for achieving agreement 

among participants and preventing malicious actors from compromising the network. 

Blockchain Technology: 

Blockchain technology is the underlying infrastructure for most cryptocurrencies, offering a 

decentralized and secure transaction history. The blockchain is a distributed ledger that records 

all transactions in a transparent and immutable manner. Each transaction is grouped into a block, 



and once a block is added to the chain, it becomes extremely difficult to alter or tamper with the 

data. The decentralized nature of the blockchain, combined with cryptographic techniques, 

ensures the security and integrity of the transaction history. 

The combination of cryptographic algorithms, public-key infrastructure, digital signatures, 

consensus protocols, and blockchain technology provides a robust security framework for 

cryptocurrencies. These features work together to protect against unauthorized access, 

tampering, and fraudulent activities, ensuring the confidentiality, integrity, and transparency of 

cryptocurrency transactions. However, it is important to note that while cryptocurrencies employ 

advanced security measures, the security of individual users also depends on their own practices, 

such as securely managing their private keys and utilizing trusted wallet solutions. 

(M.Antonopoulos, 2015) 

5.2 PRIVACY ANALYSIS 

Cryptocurrencies have gained popularity due to their pseudonymous nature, where transactions 

are associated with cryptographic addresses instead of real-world identities. However, this 

pseudonymity does not guarantee complete privacy, and several privacy concerns have emerged. 

In this section, we will explore various privacy features and challenges associated with 

cryptocurrencies. 

Address Reuse and Transaction Linkability: One of the primary privacy concerns in 

cryptocurrencies is the reuse of addresses and the linkability of transactions. When a user 

repeatedly uses the same address for receiving funds, it becomes possible to link multiple 

transactions to the same entity, compromising privacy. This linkability can allow external parties 

to track and analyze transaction patterns, potentially revealing sensitive information about the 

user's financial activities. 

To address this issue, several techniques have been developed to enhance privacy and 

unlinkability: 

• Stealth Addresses: Stealth addresses are a technique used to improve privacy by 

generating a unique, one-time address for each transaction. When a sender wants to send 

funds to a recipient, they derive a new address specific to that transaction. This way, even 

if the recipient reuses the same address for subsequent transactions, they cannot be 

easily linked. 

• Ring Signatures: Ring signatures enable transaction obfuscation by mixing the sender's 

transaction with a set of decoy inputs. A ring signature makes it computationally difficult 

to determine the actual sender among the participants in the ring. This technique adds 

ambiguity to transaction analysis, making it challenging to trace the origin of funds. 



• Zero-Knowledge Proofs: Zero-knowledge proofs allow a user to prove possession of 

certain information without revealing the information itself. In the context of 

cryptocurrencies, zero-knowledge proofs can be used to demonstrate the validity of a 

transaction without disclosing the transaction details. This enhances privacy by providing 

a way to verify transactions without revealing sensitive information. 

These techniques aim to improve the privacy of cryptocurrency users by reducing address reuse 

and transaction linkability, making it more difficult for external observers to track and analyze 

transactions. 

Privacy Coins: Privacy-focused cryptocurrencies, often referred to as privacy coins, go beyond the 

privacy-enhancing techniques mentioned above and employ advanced cryptographic 

mechanisms to provide strong privacy features. These coins prioritize user privacy by default, 

offering features such as: 

• Confidential Transactions: Privacy coins like Monero and Zcash use confidential 

transactions to hide the transaction amounts. This prevents external parties from 

determining the exact value transferred in a transaction while still allowing valid network 

verification. 

• Ring Signatures and Mixing Services: Privacy coins often implement ring signatures or 

mixing services to obfuscate the transaction history and make it challenging to trace the 

flow of funds. These techniques mix transactions among a set of participants, making it 

difficult to identify the original sender. 

• Zero-Knowledge Proofs and zk-SNARKs: Some privacy coins, like Zcash, utilize zero-

knowledge proofs, specifically zk-SNARKs (Zero-Knowledge Succinct Non-Interactive 

Argument of Knowledge), to provide strong privacy guarantees. zk-SNARKs allow users to 

prove possession of certain information without revealing any additional details, ensuring 

transaction privacy. 

Privacy coins are designed with a primary focus on privacy and aim to provide a high level of 

anonymity and confidentiality for users' financial transactions. They offer an alternative for 

individuals who prioritize privacy and wish to conduct transactions without exposing their 

financial activities to public scrutiny. 

Regulatory Implications and Privacy Trade-offs: The enhanced privacy features provided by 

certain cryptocurrencies can raise regulatory concerns, particularly related to anti-money 

laundering (AML) and countering the financing of terrorism (CFT) efforts. While privacy is valued 

by individuals for various reasons, it can also be exploited by malicious actors for illicit activities. 



Regulatory bodies around the world have started to address these concerns by introducing 

measures to ensure compliance and transparency in cryptocurrency transactions. These 

measures may include Know Your Customer (KYC) requirements, transaction monitoring, and 

stricter regulations for privacy-enhancing features. 

The introduction of regulations aimed at combating illicit activities can potentially impact the 

privacy offered by cryptocurrencies. Balancing privacy and regulatory compliance is a delicate 

task, as excessive regulation may compromise the very essence of cryptocurrencies, while too 

little regulation can allow illicit activities to flourish. 

The evolving landscape of cryptocurrency regulations is an ongoing topic of discussion and 

debate, as governments and regulatory bodies strive to find the right balance between privacy 

and regulatory requirements in the context of cryptocurrencies. 

In summary, privacy considerations in cryptocurrencies are of paramount importance. Address 

reuse and transaction linkability can compromise user privacy, but various techniques like stealth 

addresses, ring signatures, and zero-knowledge proofs aim to enhance privacy and unlinkability. 

Privacy coins go further by employing advanced cryptographic mechanisms to provide stronger 

privacy features. However, the balance between privacy and regulatory compliance is a complex 

challenge that requires careful consideration to protect against illicit activities while respecting 

individuals' privacy rights. (crypto.com, 2022) 

 

5. 3 MITIGATION STRATEGIES 

To address the security and privacy risks that exist within the cryptocurrency ecosystem, it is 

important to implement best practices and mitigation strategies. The following strategies can 

significantly enhance the security and privacy of cryptocurrency holdings: 

Strong Authentication and Password Management: 

Implementing strong authentication mechanisms and robust password management practices is 

crucial to protect cryptocurrency holdings. It is recommended to use complex, unique passwords 

for each cryptocurrency account or wallet. Consider utilizing password managers to securely 

store and generate strong passwords. Additionally, enabling two-factor authentication (2FA) 

adds an extra layer of security by requiring a second verification step, such as a unique code sent 

to a mobile device. 

 

 



Multi-signature Wallets: 

Multi-signature (multi-sig) wallets provide an additional layer of security by requiring multiple 

signatures from different parties to authorize a transaction. With multi-sig wallets, even if one 

private key is compromised, an attacker cannot execute transactions without the cooperation of 

the other authorized parties. This reduces the risk of unauthorized access and adds a level of 

control and accountability over cryptocurrency holdings. 

Regular Software Updates and Patching: 

Keeping cryptocurrency software, wallets, and related applications up to date with the latest 

security patches is essential. Developers continuously improve the security of their software by 

addressing vulnerabilities and fixing bugs. By regularly updating your cryptocurrency software, 

you ensure that known security flaws are patched, reducing the risk of exploitation by malicious 

actors. 

Privacy-Enhancing Techniques: 

To enhance privacy in cryptocurrency transactions, consider adopting privacy-enhancing 

techniques. This includes using privacy-focused cryptocurrencies, often referred to as privacy 

coins, which employ advanced cryptographic mechanisms to provide strong privacy features. 

Privacy coins like Monero and Zcash utilize techniques such as confidential transactions, ring 

signatures, and zero-knowledge proofs to obfuscate transaction details and enhance privacy. 

Additionally, advanced transaction obfuscation methods, such as CoinJoin, can be employed. 

CoinJoin combines multiple transactions into a single transaction, making it difficult to trace 

individual inputs and outputs. By mixing transactions among multiple participants, the original 

source of funds becomes challenging to identify, adding an extra layer of privacy. 

It is important to note that while privacy-enhancing techniques can enhance privacy, they may 

attract regulatory attention. Therefore, it is essential to stay informed about the legal and 

regulatory requirements in your jurisdiction to ensure compliance. 

By implementing these mitigation strategies, cryptocurrency users can significantly reduce 

security and privacy risks associated with their holdings. However, it is important to remain 

vigilant, stay updated on the latest security practices, and exercise caution when dealing with 

cryptocurrencies to ensure the highest level of security and privacy. (k2integrity.com, 2021) 

 

 

 



 

 

5.4 VULNERABILITIES AND THREATS IN CRYPTOCURRENCIES 

While cryptocurrencies offer various security features, they are not entirely immune to 

vulnerabilities and threats. It is essential to understand potential attack vectors to mitigate risks 

effectively. The following vulnerabilities and threats are commonly associated with 

cryptocurrencies: 

Double Spending: 

Double spending is a vulnerability where an individual attempts to use the same cryptocurrency 

units for multiple transactions, effectively creating counterfeit coins. This can undermine the 

integrity and reliability of the cryptocurrency system. To mitigate this vulnerability, 

cryptocurrencies employ consensus mechanisms such as Proof-of-Work (PoW) or Proof-of-Stake 

(PoS). These mechanisms ensure that transactions are validated and added to the blockchain in 

a secure and verifiable manner, making it computationally expensive and impractical for an 

attacker to successfully perform double spending. 

51% Attack: 

A 51% attack occurs when an entity or group controls the majority of the computing power 

(hashrate) in a cryptocurrency network. With majority control, an attacker can potentially 

manipulate transactions, double spend, or exclude legitimate transactions from being confirmed. 

This attack vector poses a significant threat to the security and integrity of a cryptocurrency 

network. However, for well-established cryptocurrencies with robust network participation, a 

51% attack becomes increasingly difficult and resource-intensive to execute. 

Cryptocurrencies with strong network security often encourage widespread participation and 

incentivize miners to maintain the network's integrity. Additionally, alternative consensus 

mechanisms such as Proof-of-Stake (PoS) and Delegated Proof-of-Stake (DPoS) aim to mitigate 

the risk of 51% attacks by requiring users to hold a significant stake in the network to validate 

transactions. 

Wallet Vulnerabilities: 

Wallets are software or hardware devices that store users' cryptocurrency keys. They can be 

vulnerable to various attacks, including phishing, malware, and physical theft. Phishing attacks 

involve tricking users into revealing their private keys or login credentials through fraudulent 

websites or emails. Malware can compromise a user's device, allowing attackers to gain 

unauthorized access to cryptocurrency wallets. Physical theft occurs when an attacker gains 



physical access to a user's wallet, such as hardware wallets or paper wallets. The following table 

shows some of the biggest wallet attacks of cryptocurrencies: 

 

FIGURE 5: LIST OF WALLET ATTACKS (RAMOS, 2021) 

To secure cryptocurrency wallets, users are advised to follow best practices such as: 

• Using hardware wallets: Hardware wallets provide an offline, secure environment for 

storing private keys, minimizing the risk of online attacks. 

• Employing strong security measures: This includes using complex, unique passwords, 

enabling two-factor authentication (2FA), and regularly updating wallet software and 

firmware. 

• Verifying wallet sources: Users should only download wallets from official sources and 

verify the authenticity of the software or hardware they use. 

• Being cautious of phishing attempts: Users should exercise caution when clicking on links 

or providing sensitive information, ensuring they are interacting with legitimate websites 

or applications. 

Smart Contract Vulnerabilities: 

Smart contracts are programmable agreements executed on blockchain platforms. While smart 

contracts bring automation and transparency to various industries, they can contain coding 

vulnerabilities that may lead to financial losses or exploitation. Common vulnerabilities include 

reentrancy attacks, input validation issues, and code vulnerabilities. 

To mitigate smart contract vulnerabilities, auditing and testing processes are essential. Code 

audits involve reviewing and analyzing smart contract code for potential security flaws. 

Developers employ techniques such as formal verification, which mathematically proves the 



correctness of the code, and thorough testing to identify and address vulnerabilities before 

deploying smart contracts. 

Furthermore, blockchain platforms and development communities often adopt bug bounty 

programs, encouraging security researchers to discover and report vulnerabilities in exchange for 

rewards. This collaborative approach helps identify and fix vulnerabilities in smart contracts, 

strengthening the overall security of the ecosystem. 

Overall, understanding and addressing vulnerabilities and threats in cryptocurrencies are crucial 

for maintaining the security and integrity of the ecosystem. Implementing best practices, staying 

updated on security measures, and fostering a proactive approach to vulnerability detection and 

mitigation contribute to a safer and more robust cryptocurrency environment. (Ramos, 2021) 

6. BLOCKCHAIN SECURITY AND CONSENSUS MECHANISMS 

Blockchain technology serves as the foundation for cryptocurrencies, providing security, 

transparency, and decentralization. Understanding blockchain security and consensus 

mechanisms is crucial to comprehending the underlying infrastructure of cryptocurrencies. 

Blockchain security involves safeguarding the integrity and immutability of the distributed ledger. 

The decentralized nature of blockchain makes it resistant to hacking and fraud. The use of 

cryptographic techniques, such as hash functions and digital signatures, ensures the authenticity 

and integrity of transactions. Consensus mechanisms, such as proof-of-work (PoW) and proof-of-

stake (PoS), validate and confirm transactions, preventing double spending and maintaining the 

security of the network. 

Exploring different consensus mechanisms, such as delegated proof-of-stake (DPoS) or practical 

Byzantine fault tolerance (PBFT), allows for a comprehensive analysis of their security properties 

and trade-offs. Understanding the strengths and weaknesses of various consensus mechanisms 

is essential in evaluating the security and reliability of different blockchain platforms. 

 

6.1 BLOCKCHAIN SECURITY 

Blockchain technology has revolutionized the way we conduct transactions, offering 

decentralization, transparency, and immutability. However, ensuring robust blockchain security 

is paramount to maintain trust, protect against malicious actors, and realize the full potential of 

this groundbreaking technology. In this article, we will explore the key aspects of blockchain 

security and the measures taken to safeguard this innovative ecosystem. 

 



Cryptographic Foundations: 

At the core of blockchain security lie cryptographic techniques that provide confidentiality, 

integrity, and authenticity. Hash functions, such as SHA-256, ensure data integrity by generating 

unique hash values for each transaction block. Digital signatures, based on asymmetric key 

cryptography, verify the authenticity of transactions and prevent tampering. These cryptographic 

foundations form the bedrock of blockchain security, ensuring the accuracy and trustworthiness 

of the stored information. 

Decentralized Consensus Mechanisms: 

Blockchain achieves consensus among multiple participants, or nodes, through various consensus 

mechanisms. Proof of Work (PoW), employed by Bitcoin, requires nodes to solve complex 

mathematical puzzles, demonstrating computational power and validating transactions. Proof of 

Stake (PoS), used by Ethereum, selects validators based on their stake in the network, reducing 

energy consumption. These decentralized consensus mechanisms ensure agreement on the 

validity of transactions and maintain the security of the blockchain against potential attacks. 

Immutable Ledger and Data Integrity: 

Once a transaction is recorded on the blockchain, it becomes virtually impossible to alter or 

delete. This immutability is achieved through the combination of cryptographic hash functions 

and the decentralized nature of blockchain networks. Each block contains a hash value that is 

calculated based on the previous block's hash, creating an interlinked chain of blocks. Any change 

in a previous block would result in a mismatched hash value, alerting the network to tampering 

attempts. This immutability enhances the security and integrity of the data stored on the 

blockchain. 

Network Security: 

Blockchain networks employ robust security measures to protect against various attacks. 

Distributed network architecture ensures that no single point of failure exists, making it resilient 

against DDoS attacks. Consensus mechanisms, such as PoW and PoS, prevent malicious actors 

from gaining control of the network by requiring computational resources or ownership of a 

significant stake. Additionally, blockchain networks utilize public-key cryptography to secure 

communication channels and prevent unauthorized access to sensitive data. 

 

 

 



Smart Contract Security: 

Smart contracts are self-executing agreements stored on the blockchain. Ensuring their security 

is crucial, as vulnerabilities can lead to significant financial losses. Solidity, the programming 

language used for Ethereum smart contracts, incorporates security features to mitigate risks. 

However, developers must exercise caution to avoid common pitfalls, such as reentrancy attacks 

and integer overflows. Security auditing and code review processes help identify and rectify 

potential vulnerabilities, ensuring the reliability and security of smart contracts. 

Privacy and Confidentiality: 

While blockchain provides transparency and accountability, preserving privacy is also essential in 

certain contexts. Privacy-focused blockchains, like Monero and Zcash, employ advanced 

cryptographic techniques, such as ring signatures and zero-knowledge proofs, to obfuscate 

transaction details while still maintaining integrity and transparency. Additionally, privacy-

enhancing technologies, such as secure multiparty computation and homomorphic encryption, 

are being explored to enable privacy-preserving blockchain solutions. 

Auditing and Compliance: 

Blockchain technology is subject to regulatory frameworks that vary across jurisdictions. 

Blockchain platforms and applications must adhere to legal and compliance requirements, such 

as anti-money laundering (AML) and know-your-customer (KYC) regulations. External audits and 

compliance checks ensure that blockchain implementations meet these standards, fostering trust 

and facilitating the integration of blockchain technology into existing systems. 

(geeksforgeeks.org, 2023) (M.Antonopoulos, 2015) 

 



 

FIGURE 6: FEATURES OF BLOCKCHAIN (GEEKSFORGEEKS.ORG, 2023) 

 

6.2 CONSENSUS MECHANISM 

Consensus mechanisms play a vital role in blockchain technology, enabling decentralized 

networks to achieve agreement on the state of the distributed ledger. Consensus ensures that all 

participants in a blockchain network agree on the validity of transactions and the order in which 

they are added to the blockchain. By establishing consensus, blockchain networks can operate 

securely and transparently without relying on a central authority. In this section, we will explore 

various consensus mechanisms commonly employed in blockchain technology and their 

respective strengths and weaknesses. 

Proof-of-Work (PoW): 

Proof-of-Work is the consensus mechanism originally introduced by Bitcoin and is widely 

adopted by many cryptocurrencies. In PoW, participants, known as miners, compete to solve 

complex mathematical puzzles, requiring significant computational power. The first miner to 

solve the puzzle earns the right to add a new block to the blockchain and is rewarded with 

cryptocurrency. 

The key advantage of PoW is its robust security. The computational effort required to solve 

the puzzles makes it computationally expensive and time-consuming to alter the blockchain's 

history. However, PoW has drawbacks, including high energy consumption due to the 

intensive computational requirements. Additionally, PoW favors participants with substantial 

computing power, leading to centralization concerns. 



 

FIGURE 7: PROOF OF WORK (FAWOLE, 2023) 

 

Proof-of-Stake (PoS): 

Proof-of-Stake is an alternative consensus mechanism that addresses the energy 

consumption and centralization concerns of PoW. In PoS, validators are chosen to create new 

blocks based on their stake, i.e., the number of coins they hold and are willing to "lock up" as 

collateral. Validators are selected through a deterministic process, taking into account factors 

such as their stake and the length of time they have held the coins. 

PoS offers energy efficiency and a more decentralized approach since it does not rely on 

computational power. However, criticisms of PoS include the "rich-get-richer" problem, 

where participants with more stake have a higher probability of being chosen as validators, 

potentially leading to wealth concentration. 

Delegated Proof-of-Stake (DPoS): 

Delegated Proof-of-Stake is an enhancement of PoS that introduces a voting-based 

governance system. Instead of all participants being eligible to create blocks, DPoS allows 

token holders to vote for a limited number of delegates who are responsible for block 

production. These delegates take turns producing blocks according to a predefined schedule. 



DPoS offers scalability and efficiency since a smaller number of trusted delegates can produce 

blocks on behalf of the entire network. However, concerns exist regarding the concentration 

of power among a limited number of delegates and potential collusion among them. 

Practical Byzantine Fault Tolerance (PBFT): 

PBFT is a consensus mechanism designed for permissioned blockchains, where network 

participants are known and trusted. PBFT is based on a voting system, where a predetermined 

number of validators, known as replicas, reach a consensus on the order of transactions. 

PBFT provides high throughput and low latency, making it suitable for enterprise and 

consortium blockchains. However, it requires a fixed number of validators and is less suitable 

for public, permissionless networks where participants may join or leave dynamically. 

Proof-of-Authority (PoA): 

Proof-of-Authority is another consensus mechanism designed for permissioned blockchains. 

In PoA, validators or authorities are preselected and identified entities responsible for 

validating transactions and creating blocks. Validators' identities are known, and they are 

held accountable for their actions. 

PoA offers fast block times and higher throughput, making it suitable for private blockchain 

networks. However, it sacrifices decentralization since trust is placed in a limited number of 

authorities, making it less suitable for public blockchains. 

Tendermint: 

Tendermint is a consensus mechanism that combines elements of PoS and PBFT. It uses a 

voting-based system where a set of validators takes turns proposing and voting on blocks. 

Validators are selected based on their stake in the network. 

Tendermint provides high performance, fault tolerance, and fast finality. It is used in projects 

like Cosmos and Binance Chain. However, concerns about centralization arise due to the 

reliance on stake, and the need for a predefined set of validators limits the dynamic 

participation of new nodes. 

These are just a few examples of consensus mechanisms in blockchain technology. Each 

mechanism has its own trade-offs in terms of security, scalability, energy consumption, 

decentralization, and performance. The choice of consensus mechanism depends on the 

specific requirements of the blockchain network and the desired balance between these 

factors. (Fawole, 2023) (M.Antonopoulos, 2015) 

 



 

FIGURE 8: CONSENSUS MECHANISM SUMMARY (FAWOLE, 2023) 

 

6.3 CRYPTOCURRENCY WALLETS: TYPES AND SECURITY CONSIDERATIONS 

Cryptocurrency wallets play a crucial role in securely storing and managing cryptocurrencies. A 

cryptocurrency wallet is a digital wallet that allows users to store, send, and receive their digital 

assets, such as Bitcoin, Ethereum, or any other supported cryptocurrencies. These wallets come 

in various types, each offering different features and security considerations. 

Software Wallets: 

Software wallets are applications or software programs that can be installed on a computer or 

mobile device. They provide users with direct control over their private keys, which are essential 

for accessing and managing their cryptocurrencies. Software wallets can be further categorized 

into: 

a. Desktop Wallets: These wallets are installed on a desktop or laptop computer. They provide a 

high level of security as the private keys are stored locally on the user's device. Examples of 

desktop wallets include Electrum (Bitcoin) and Exodus (multiple cryptocurrencies). 



b. Mobile Wallets: Mobile wallets are designed for smartphones and tablets. They offer 

convenience and accessibility, allowing users to manage their cryptocurrencies on the go. Mobile 

wallets can be used for both Android and iOS devices. Popular mobile wallets include Trust Wallet 

(Ethereum and ERC-20 tokens) and Mycelium (Bitcoin). 

c. Web Wallets: Web wallets are online wallets that can be accessed through a web browser. 

They are convenient as they can be accessed from any device with an internet connection. 

However, web wallets are generally considered less secure as the private keys are stored on the 

server. Examples of web wallets include MetaMask (Ethereum) and MyEtherWallet (Ethereum). 

Hardware Wallets: 

Hardware wallets are physical devices specifically designed to store cryptocurrencies securely. 

These wallets provide an extra layer of security by keeping the private keys offline. They are 

resistant to malware and hacking attempts, making them one of the most secure options for 

storing cryptocurrencies. Hardware wallets are typically USB-like devices that require a 

connection to a computer or mobile device when performing transactions. Popular hardware 

wallets include Ledger Nano S, Trezor, and KeepKey. 

Paper Wallets: 

Paper wallets are a form of cold storage where the user's public and private keys are printed on 

a physical piece of paper. This method keeps the private keys offline, making it resistant to 

hacking attempts. Paper wallets are generated using specialized tools or websites and should be 

created in a secure and trusted environment. It is crucial to keep paper wallets in a safe and 

secure location to prevent loss or damage. 

Security Considerations: 

When using cryptocurrency wallets, it is essential to consider security measures to protect your 

digital assets. Here are some key security considerations: 

• Strong Password: Set a strong and unique password for your wallet to prevent 

unauthorized access. 

• Two-Factor Authentication (2FA): Enable 2FA to add an extra layer of security when 

accessing your wallet. 

• Regular Software Updates: Keep your wallet software updated to benefit from the latest 

security patches and improvements. 

• Backup and Recovery: Create backups of your wallet's private keys or recovery phrases 

and store them in secure locations. 



• Cold Storage: Consider using hardware wallets or paper wallets for long-term storage of 

significant amounts of cryptocurrencies. 

• Be Cautious of Phishing Attempts: Beware of phishing emails or websites that try to trick 

you into revealing your wallet credentials. 

• Secure Device: Ensure that the device you use for accessing your wallet is secure and free 

from malware or viruses. 

By understanding the different types of cryptocurrency wallets and implementing proper security 

measures, users can enhance the safety of their digital assets and have peace of mind while 

managing their cryptocurrencies. It is essential to stay updated with the latest security practices 

and be vigilant to protect against potential threats in the ever-evolving cryptocurrency landscape 

(Toshendra, 2023) 

6.4 BLOCKCHAIN SECURITY BEST PRACTISES 

Blockchain technology has emerged as a powerful tool for revolutionizing various industries, 

enabling secure and transparent transactions. However, the decentralized nature of blockchain 

also brings unique security challenges. To ensure the integrity, confidentiality, and availability of 

blockchain systems, it is essential to follow best practices for blockchain security. In this article, 

we will explore some key practices that can help safeguard digital assets in a decentralized world. 

Secure Key Management: 

One of the fundamental aspects of blockchain security is the proper management of 

cryptographic keys. Private keys are used to sign transactions and provide ownership of digital 

assets. It is crucial to generate strong, random private keys and securely store them in offline 

hardware wallets or secure key vaults. Using multi-factor authentication and encryption 

techniques can further enhance key security. Regularly backing up private keys and implementing 

key rotation practices can mitigate the risk of key loss or compromise. 

Regular Software Updates: 

Keeping blockchain software up to date is essential for maintaining security. Blockchain platforms 

and protocols often release updates and patches to address security vulnerabilities and improve 

system performance. It is crucial to regularly update blockchain nodes, wallets, and other 

software components to benefit from the latest security enhancements. Following official 

announcements and security advisories from blockchain developers and communities is essential 

to stay informed about potential security risks and recommended updates. 

 



Network Security Measures: 

Securing the underlying network infrastructure is vital for blockchain security. Implementing 

firewalls, intrusion detection systems, and robust access controls can help protect blockchain 

nodes from unauthorized access and attacks. Using secure communication protocols, such as 

SSL/TLS, for network connections ensures data confidentiality and integrity. Regular monitoring 

of network traffic and implementing anomaly detection mechanisms can help identify and 

mitigate potential network-based attacks. 

Consensus Mechanism Selection: 

Different blockchain networks utilize various consensus mechanisms, such as Proof of Work 

(PoW) and Proof of Stake (PoS). It is crucial to understand the strengths and weaknesses of each 

consensus mechanism and select the most appropriate one based on the desired security 

requirements. For example, PoW-based blockchains are resistant to Sybil attacks but consume 

significant computational resources, while PoS-based blockchains are energy-efficient but 

require careful stake distribution. 

Code Auditing and Smart Contract Security: 

Smart contracts are self-executing agreements that run on blockchain networks. Ensuring the 

security of smart contracts is vital to prevent vulnerabilities and potential exploits. Performing 

code audits and security assessments by experienced professionals can help identify and fix 

vulnerabilities in smart contract code. Implementing best practices, such as input validation, 

secure coding practices, and avoiding known vulnerabilities, can significantly enhance smart 

contract security. Utilizing formal verification tools and conducting thorough testing before 

deploying smart contracts can further minimize security risks. 

Continuous Monitoring and Incident Response: 

Monitoring blockchain networks and applications in real-time is crucial for detecting and 

responding to security incidents promptly. Implementing robust monitoring tools and security 

analytics systems can help identify suspicious activities, such as abnormal transaction patterns or 

network behavior. Establishing an incident response plan, including predefined steps and 

responsibilities, allows for swift action in the event of a security breach. Regularly reviewing 

system logs, conducting vulnerability assessments, and performing penetration testing can 

proactively identify security weaknesses and minimize the risk of attacks. 

 

 



User Education and Awareness: 

Ensuring the security of blockchain systems also relies on the knowledge and behavior of users. 

Educating users about best practices for creating strong passwords, recognizing phishing 

attempts, and maintaining the security of their accounts is crucial. Encouraging the use of multi-

factor authentication and password managers can significantly enhance user security. Regularly 

communicating security updates, reminders, and awareness campaigns can help foster a culture 

of security-conscious users within the blockchain ecosystem. 

Compliance with Regulations: 

Blockchain technology is subject to regulatory frameworks, and compliance with applicable laws 

and regulations is essential. Understanding the legal landscape surrounding blockchain 

implementations, such as data privacy, consumer protection, and anti-money laundering 

regulations, is crucial for maintaining compliance. Collaborating with legal experts and adopting 

compliance frameworks specific to blockchain can help navigate the regulatory landscape 

effectively. 

In conclusion, adopting best practices for blockchain security is vital to safeguard digital assets 

and ensure the trustworthiness of blockchain systems. By following secure key management 

practices, regularly updating software, implementing network security measures, conducting 

code audits, and fostering user education, blockchain stakeholders can mitigate security risks and 

embrace the full potential of this transformative technology. With continuous monitoring and 

adherence to regulatory requirements, the blockchain ecosystem can evolve securely, paving the 

way for a decentralized future.  (Groopman, 2023) 

 

 
 

 

 

 

 

 

 



7. MACHINE LEARNING IN CRYPTOCURRENCIES 
 

7.1 DATA COLLECTION AND PREPROCESSING TECHNIQUES 

7.1.1 DATA COLLECTION 

Data collection and preprocessing are fundamental steps in any Machine Learning project, 

including the prediction of cryptocurrency prices. This section focuses on the importance of 

collecting relevant data and the various techniques involved in preparing the data for analysis 

and modeling. 

Collecting high-quality data is crucial for accurate cryptocurrency price prediction models. The 

availability of reliable and comprehensive data plays a significant role in the success of the 

models. Here are some common data sources used in cryptocurrency research: 

a. Cryptocurrency Exchanges: Data can be obtained directly from cryptocurrency exchanges, 

which provide historical price data, trading volumes, and other relevant information. Popular 

exchanges such as Binance, Coinbase, and Bitstamp offer APIs for accessing their data. 

b. Market Data Providers: Several market data providers offer cryptocurrency-specific datasets, 

including historical prices, trading volumes, order book data, and social media sentiment. 

Examples include CoinMarketCap, CoinGecko, and CryptoCompare. 

c. Blockchain Data: Cryptocurrencies are built on blockchain technology, and blockchain 

explorers provide access to transaction data, addresses, and other blockchain-specific 

information. This data can offer insights into on-chain activities and network metrics. 

d. News and Social Media: Sentiment analysis and news sentiment can provide valuable 

information about market sentiment and potential price movements. Scraping news articles and 

analyzing social media platforms like Twitter and Reddit can help capture market sentiment 

indicators. 

It is important to select data sources that are reliable, have a good track record, and provide data 

in a consistent and accessible format. 

7.1.2 DATA PREPROCESSING 

Once the data is collected, it needs to be preprocessed to ensure its quality, consistency, and 

compatibility with the Machine Learning models. The preprocessing techniques may vary 

depending on the specific requirements of the models and the characteristics of the data. Here 

are some common preprocessing techniques used in cryptocurrency price prediction: 

 



a. Handling Missing Data: Missing data can occur due to various reasons, such as data collection 

errors or incomplete records. Missing data can significantly impact the performance of the 

models. Techniques like imputation (replacing missing values with estimated values) or removing 

incomplete records can be applied based on the severity of missing data. 

b. Data Normalization and Scaling: Cryptocurrency price and volume data often exhibit large 

differences in magnitude. Normalizing and scaling the data to a common range, such as between 

0 and 1 or using z-scores, helps prevent any bias in the models due to these variations. 

c. Feature Engineering: Feature engineering involves selecting and creating relevant features that 

can capture the underlying patterns and relationships in the data. Features can include price 

volatility, moving averages, technical indicators (e.g., RSI, MACD), and sentiment scores derived 

from news articles or social media data. 

d. Handling Outliers: Outliers, which are extreme values that deviate significantly from the 

majority of the data points, can distort the models' performance. Identifying and handling 

outliers using techniques such as filtering, Winsorization, or robust statistical measures is crucial 

to ensure the models' robustness. 

e. Time-Series Aggregation: Cryptocurrency price data is often recorded at high-frequency 

intervals, such as seconds or minutes. Aggregating the data into meaningful time intervals (e.g., 

hourly or daily) helps reduce noise and focuses on important trends and patterns. 

(projectpro.io, 2023) 

 

7.1.3 ASPECTS TO CONSIDER 

In addition to the aforementioned techniques, there are several other aspects to consider during 

the data collection and preprocessing stages. Let's explore them further: 

Handling Time Zone and Timestamps: Cryptocurrency markets operate 24/7 across different time 

zones. It is essential to standardize the timestamps of the collected data to ensure consistency 

and facilitate accurate analysis. Converting timestamps to a unified time zone or representing 

them in a standardized format (such as Unix timestamps) enables seamless integration of data 

from different sources. 

Dealing with Noise and Anomalies: Cryptocurrency markets are known for their inherent 

volatility, which can result in noisy data and anomalies. Noise can arise from sudden price spikes 

or erroneous data points, while anomalies can occur due to market manipulation or system 

glitches. Implementing techniques like smoothing filters, anomaly detection algorithms, or 

statistical tests can help mitigate the impact of noise and anomalies on the models' performance. 



Feature Selection and Dimensionality Reduction: As the collected data might include numerous 

features, not all of them may contribute significantly to predicting cryptocurrency prices. 

Conducting feature selection techniques, such as correlation analysis or recursive feature 

elimination, helps identify the most informative features for the models. Additionally, in cases 

where the dataset has a high dimensionality, dimensionality reduction techniques like principal 

component analysis (PCA) or t-distributed stochastic neighbor embedding (t-SNE) can be 

employed to reduce the number of variables while preserving essential information 

Data Splitting: To evaluate the performance of the Machine Learning models accurately, it is 

crucial to split the dataset into training, validation, and testing subsets. The training set is used 

to train the models, the validation set helps fine-tune hyperparameters and select the best-

performing models, and the testing set is utilized to assess the models' generalization ability on 

unseen data. The splitting ratio depends on the dataset size, with commonly used ratios being 

70-15-15 or 80-10-10. 

Handling Imbalanced Data: In cryptocurrency datasets, it is not uncommon to encounter 

imbalanced classes, particularly when dealing with price movements (e.g., predicting price 

increases or decreases). Techniques such as oversampling the minority class, undersampling the 

majority class, or using more advanced methods like Synthetic Minority Over-sampling Technique 

(SMOTE) can help address class imbalance and prevent bias in the models' predictions. 

By incorporating these additional considerations into the data collection and preprocessing 

stages, researchers can further enhance the quality and reliability of the data for cryptocurrency 

price prediction. These techniques provide a solid foundation for the subsequent application of 

Machine Learning models, enabling more accurate and meaningful predictions. (Jain, 2023) 

In summary, data collection and preprocessing are crucial steps in cryptocurrency price 

prediction using Machine Learning models. Carefully selecting data sources, addressing missing 

values, normalizing data, conducting feature engineering, handling outliers, and other 

preprocessing techniques ensure the data's integrity and suitability for analysis. By paying 

attention to these aspects and accounting for the specific characteristics of cryptocurrency data, 

researchers can improve the performance and robustness of their models, ultimately enhancing 

the accuracy of cryptocurrency price predictions. 

 

 

 

 



7.2 MACHINE LEARNING MODELS USED FOR CRYPTOCURRENCY PRICE PREDICTION 
 

Machine Learning (ML) models have gained significant popularity in the field of cryptocurrency 

price prediction due to their ability to analyze vast amounts of data, identify patterns, and make 

predictions. This section explores some of the commonly used ML models for cryptocurrency 

price prediction, highlighting their strengths, limitations, and applications. 

7.2.1 SUPERVISED LEARNING MODELS 
 

Machines are educated using appropriately “labeled” training data, and then utilizing that data 

to anticipate the output, which is known as supervised learning. The term "labeled data" refers 

to input data that has already been assigned the appropriate output. During the cross-validation 

phase, the model adjusts its weights as input data is fed into it until the model is properly fitted. 

A common example of how supervised learning aids companies is by classifying spam in a distinct 

folder from your email. 

In this case, supervised learning models are trained using historical data with known 

cryptocurrency price values to learn patterns and relationships. Here are a few popular 

supervised learning models utilized for cryptocurrency price prediction: 

a. Linear Regression: Linear regression is a simple yet powerful model that establishes a linear 

relationship between input features and target variables. It assumes a linear correlation between 

predictors (e.g., trading volume, market capitalization) and cryptocurrency prices. Linear 

regression models provide insights into the direction and magnitude of the relationship between 

variables, enabling price trend predictions. 

b. Support Vector Regression (SVR): SVR is a variant of support vector machines (SVMs) that is 

effective for regression tasks. SVR models map data into a higher-dimensional feature space to 

identify optimal hyperplanes that best fit the data. These models can capture nonlinear 

relationships and handle complex patterns in cryptocurrency price data. 

c. Random Forest Regression: Random forest is an ensemble learning technique that combines 

multiple decision trees to make predictions. In the context of cryptocurrency price prediction, 

random forest regression models leverage the collective wisdom of multiple trees to account for 

different features' importance and interactions. They are robust to outliers, can handle high-

dimensional data, and provide interpretability. 

The steps Involved in Supervised Learning can been seen below: 

1. The different steps involved in the working of a Supervised Learning Model are as follows: 



2. Identify the training dataset type first. 

3. Gather the training data using labels. 

4. Create training, test, and validation datasets from the training dataset. 

5. Identify the training dataset's input features, which should have sufficient details to 

enable reliable output prediction. 

6. Choose the best method for the model, such as a decision tree or a support vector 

machine. 

7. Apply the algorithm to the practice data. Validation sets, a subset of training datasets, are 

occasionally required as control parameters. 

8. Use the test set to determine the model's correctness. If the model correctly predicts the 

outcome, then it is accurate. 

(Anand, 2022) 

 

 

FIGURE 9:TYPES OF SUPERVISED LEARNING MODELS (ANAND, 2022) 

 

 

7.2.2 DEEP LEARNING MODELS 
 

Deep learning is a subset of machine learning, which is essentially a neural network with 

three or more layers. These neural networks attempt to simulate the behavior of the 

human brain—albeit far from matching its ability—allowing it to “learn” from large 



amounts of data. While a neural network with a single layer can still make approximate 

predictions, additional hidden layers can help to optimize and refine for accuracy. 

(ibm.com, n.d.) 

Deep learning models, particularly recurrent neural networks (RNNs) and long short-term 

memory (LSTM) networks, have gained significant attention for their ability to capture temporal 

dependencies and patterns in cryptocurrency price data. These models excel in handling 

sequential data and are widely used in cryptocurrency price prediction. Key deep learning models 

used in this domain include: 

a. Recurrent Neural Networks (RNNs): RNNs are a type of neural network that can be used to 

model sequence data. RNNs, which are formed from feedforward networks, are similar to human 

brains in their behaviour. Simply said, recurrent neural networks can anticipate sequential data 

in a way that other algorithms can’t. 

RNNs are designed to process sequential data by incorporating feedback connections. They have 

memory capabilities that allow them to remember past information and make predictions based 

on historical trends. In cryptocurrency price prediction, RNNs can capture long-term 

dependencies in price sequences and provide valuable insights for short-term and long-term 

price forecasting. (Kalita, 2022) 

 

FIGURE 10: RECURRENT NEURAL NETWORK (RNN) (KALITA, 2022) 

b. Long Short-Term Memory (LSTM) Networks:  

LSTM stands for long short-term memory networks, used in the field of Deep Learning. It is a 

variety of recurrent neural networks that are capable of learning long-term dependencies, 

especially in sequence prediction problems. LSTM has feedback connections, i.e., it is capable of 

processing the entire sequence of data, apart from single data points such as images. This finds 

application in speech recognition, machine translation, etc. LSTM is a special kind of RNN, which 

shows outstanding performance on a large variety of problems. 



As previously said, they are a type of RNN that addresses the vanishing gradient problem and 

captures long-term dependencies more effectively. They are equipped with gated cells that 

selectively remember or forget information over time. LSTM models have shown promising 

results in capturing complex patterns and trends in cryptocurrency price data, making them 

suitable for price prediction tasks. (intellipaat.com, 2023) 

7.2.3 HYBRID MODELS 
 

Hybrid models combine the strengths of different ML techniques to improve prediction accuracy. 

One popular hybrid approach for cryptocurrency price prediction is combining deep learning 

models with traditional technical analysis indicators. By integrating deep learning models' ability 

to capture complex patterns with the interpretability of technical indicators like moving averages, 

relative strength index (RSI), or Bollinger Bands, hybrid models aim to provide more accurate 

predictions and better understanding of market dynamics. 

Ensemble Models: 

The ensemble learning is a concept of machine learning where the combined power of machine 
learning models is employed in a learning problem such as a classification problem or a regression 
problem. In this approach, several homogeneous machine learning models are taken as weak 
learners and they are grouped together. When applied to the problem, each of the weak learners 
shows its own result either on the entire training set or on a fraction of the entire training set. 
Finally, the results of each weak learner are combined together to obtain the final result.  

There are two popular categories of ensemble learning, one is called as the bagging and other is 
called the boosting. Random forest is the popular ensemble learning model that comes under 
the bagging category. AdaBoost is another popular ensemble learning model that comes under 
the boosting category. The bagging models work on a fraction of the entire dataset while the 
boosting models work on the entire dataset.  

Ensemble models combine multiple individual ML models to obtain a consolidated prediction. 

These models leverage the collective intelligence of diverse models to improve accuracy and 

robustness. For cryptocurrency price prediction, ensemble models such as gradient boosting 

machines (GBMs), AdaBoost, or stacking models can be employed to aggregate predictions from 

different ML algorithms and generate a more accurate forecast. 

 



 

FIGURE 11:HYBRID ENSEMBLE LEARNING MODEL (ASAD, 2023) 

 

It is important to note that the performance of ML models for cryptocurrency price prediction 

relies heavily on data quality, feature engineering, hyperparameter tuning, and market 

conditions. Additionally, ML models should be used as decision-support tools rather than relying 

solely on their predictions. The cryptocurrency market is highly volatile and influenced by various 

factors, making accurate predictions challenging. 

In conclusion, ML models have become valuable tools for cryptocurrency price prediction. 

Supervised learning models like linear regression, support vector regression, and random forest 

regression are commonly employed for their simplicity and interpretability. Deep learning 

models, such as RNNs and LSTM networks, excel at capturing temporal dependencies in 

cryptocurrency price sequences. Hybrid models and ensemble models further enhance 

prediction accuracy by combining multiple techniques or aggregating predictions from diverse 

models. However, it is crucial to consider the limitations and uncertainties inherent in 

cryptocurrency markets when interpreting and utilizing the predictions generated by these 

models. 

 

 7.3 EVALUATION METRICS AND VALIDATION TECHNIQUES 

Evaluation metrics and validation techniques play a critical role in assessing the performance and 

reliability of Machine Learning models used in cryptocurrency analysis and prediction. This 

section explores various evaluation metrics and validation techniques commonly employed in 

the cryptocurrency domain, highlighting their significance and applications. 

 



7.3.1 EVALUATION METRICS 

Evaluation metrics are used to measure the performance of ML models by comparing their 

predictions against the actual values. Here are some commonly used evaluation metrics in 

cryptocurrency analysis: 

a. Mean Absolute Error (MAE): MAE calculates the average absolute difference between the 

predicted and actual values. It provides a measure of the average prediction error and is suitable 

for evaluating models without considering the direction of the errors. 

b. Mean Squared Error (MSE): MSE calculates the average squared difference between the 

predicted and actual values. It amplifies the impact of larger errors and is widely used in ML 

models. However, MSE values are not easily interpretable since they are in squared units. 

c. Root Mean Squared Error (RMSE): RMSE is the square root of MSE and provides a more 

interpretable measure by representing the average prediction error in the original units. It is 

commonly used when the magnitude of errors is of interest. 

d. Mean Absolute Percentage Error (MAPE): MAPE measures the average percentage difference 

between the predicted and actual values. It is particularly useful when analyzing the accuracy of 

predictions relative to the magnitude of the actual values. 

e. Directional Accuracy (DA): DA assesses whether the model's predicted price movement 

direction (e.g., increase or decrease) matches the actual price movement. It is a binary metric 

that provides insights into the model's ability to capture the correct trend direction. 

f. R-squared (R^2): R-squared measures the proportion of the variance in the target variable that 

is explained by the model. It indicates how well the model fits the data, with higher values 

indicating a better fit. However, R-squared should be interpreted in conjunction with other 

metrics, as it may not capture prediction accuracy comprehensively. 

(Srivastava, 2019) (Mishra, 2028) 

 

7.3.2 VALIDATION TECHNIQUES 

Validation techniques are used to estimate the performance of ML models on unseen data and 

to prevent overfitting. Here are a few commonly employed validation techniques in the 

cryptocurrency domain: 

 

a. Train-Test Split: The train-test split is a basic technique where the dataset is divided into 

two parts: a training set used to train the ML model and a separate test set used to 



evaluate its performance. The split is typically done by allocating a certain percentage 

(e.g., 70-30 or 80-20) of the data to training and testing, respectively. 

 

FIGURE 12: TRAIN, TEST SPLIT TECHNIQUE (TEAM, 2023) 

b. Cross-Validation: Cross-validation is a more robust technique that partitions the dataset into 

multiple subsets or "folds." The model is trained and evaluated multiple times, with each fold 

serving as the test set while the remaining folds are used for training. Cross-validation provides 

a more comprehensive evaluation of the model's performance and reduces dependency on a 

specific train-test split. 

c. Time-Series Cross-Validation: In cryptocurrency analysis, time-series data often exhibits 

temporal dependencies. Time-series cross-validation preserves the temporal order of the data 

during the validation process. It involves creating sequential train-test splits, where the training 

data precedes the testing data in time. This technique ensures that the model is evaluated on 

data that follows the same temporal patterns as the unseen data. 

d. Walk-Forward Validation: Walk-forward validation is particularly suitable for evaluating ML 

models in time-dependent scenarios like cryptocurrency price prediction. It involves iteratively 

training the model on a rolling window of historical data and testing it on subsequent data points. 

This technique mimics real-world scenarios where the model is continually updated with new 

information to make predictions. 

 



e. Out-of-Sample Testing: Out-of-sample testing involves evaluating the model's performance on 

an entirely separate dataset that was not used during the model's development or training. This 

approach provides a more reliable estimate of the model's generalization ability and its 

performance on new, unseen data. 

(Team, 2023) (Grootendorst, 2019) (Germayne, 2019) 

Proper validation techniques help assess the generalization capabilities of ML models in 

cryptocurrency analysis, ensuring that they can provide accurate predictions and insights in real-

world scenarios. 

In conclusion, evaluation metrics and validation techniques are crucial components of ML-based 

cryptocurrency analysis and prediction. Evaluation metrics like MAE, MSE, RMSE, MAPE, DA, and 

R-squared enable quantifying prediction accuracy and directionality. Validation techniques such 

as train-test split, cross-validation, time-series cross-validation, walk-forward validation, and out-

of-sample testing assess the models' performance on unseen data and prevent overfitting. By 

employing appropriate evaluation metrics and validation techniques, researchers and 

practitioners can gain insights into the strengths and limitations of ML models in the 

cryptocurrency domain, enabling more accurate and reliable predictions. 

8. MY APP ANALYSIS 
 

8.1 DATASET CHOICE AND PREPERATION 

8.1.1 DATASET CHOICE 

The datasets were downloaded from the https://www.cryptocompare.com/  for the last 5 years. 

We decided to chose the top five most popular bitcoins according to our analysis which are: 

• Bitcoin : It is a decentralized digital currency that operates on a peer-to-peer network 

called the blockchain. It was created in 2009 by an anonymous person or group known as 

Satoshi Nakamoto. Bitcoin offers fast, secure, and low-cost transactions, and its limited 

supply and growing adoption have contributed to its value appreciation over time. 

 

• Ethereum: Ethereum is a decentralized blockchain platform that enables the 

development of smart contracts and decentralized applications (DApps). It was proposed 

by Vitalik Buterin in 2013 and launched in 2015. Ethereum's native cryptocurrency, Ether 

(ETH), is used to fuel transactions and execute smart contracts on the network, making it 

a foundational element of the Ethereum ecosystem. 

 

 

https://www.cryptocompare.com/


• Litecoin: Litecoin is a peer-to-peer cryptocurrency that was created by Charlie Lee, a 

former Google engineer, in 2011. It is often referred to as the "silver to Bitcoin's gold" due 

to its similarities with Bitcoin in terms of technology and functionality. Litecoin offers 

faster transaction confirmation times and a different hashing algorithm, making it a 

popular choice for users seeking quicker and more efficient transactions compared to 

Bitcoin. 

 

• Wrapped Bitcoin 

Wrapped Bitcoin (WBTC) is a type of cryptocurrency that represents Bitcoin on the 

Ethereum blockchain. It allows users to access the benefits of Bitcoin, such as its liquidity 

and value, while taking advantage of the features and capabilities offered by the 

Ethereum network. WBTC is created by locking up Bitcoin in a custodial account and 

issuing an equivalent amount of WBTC tokens, which can be used in decentralized finance 

(DeFi) applications and smart contracts on the Ethereum platform. This integration of 

Bitcoin and Ethereum provides users with increased flexibility and interoperability 

between the two networks. 

 

• Yearn Finance: Yearn Finance (YFI) is a decentralized finance (DeFi) platform built on the 

Ethereum blockchain. It aims to provide users with automated yield farming strategies 

and opportunities to maximize their returns on cryptocurrency investments. YFI token 

holders can participate in various yield farming pools, which automatically move their 

funds between different DeFi protocols to optimize returns. Yearn Finance leverages 

smart contracts and decentralized governance to offer users a transparent and efficient 

way to earn passive income in the rapidly evolving DeFi ecosystem. The platform has 

gained popularity for its innovative approach to yield generation and its commitment to 

community-driven decision-making. 

 

 

8.1.2 DATA QUALITY PREPERATION 

In every dataset we checked for missing values or duplicate values and removed them. 

 
 

 



8.2 EXPLAROTARY DATA ANALYSIS 
 

8.2.1 DAILY AVERAGE, TRANSACTION VOLUME AND HISTORICAL DIFFERENCE 

8.2.1.1 DAILY AVERAGE 
 

At first we calculate the daily average for each cryptocoin, which is given by: 
 
daily average = (open_price+ high_price + close_price + low_price) / 4  
 
and plot the appropriate graph for these crypto as seen below: 
 
 
 

 

SCREENSHOT 1: HISTORICAL DAILY AVERAGE OF TOP 5 CRYPTOS 

As seen above the daily average of the Bitcoin, Wrapped Bitcoin and Yearn Finance varies the 

most, while this of Litecoin's and Ethereum's is more steady. All of them have the most high value 

between 2021 and 2022 and then tend to decrease, but with a slight upward trend after 2023. 

 

 

 

 

 



8.2.1.2 TRANSACTION VOLUME 

Then, we plot the transaction volume (in Million) of each Crypto as seen below: 

 

 

                   SCREENSHOT 2:CRYPTOCURRENCY TRANSACTION VOLUME (MILLION) 

Based on the above plot, we observe that there was limited activity in the cryptocurrency 

ecosystem prior to 2018, with only Bitcoin and Ethereum showing some transaction activity. 

However, 2018 marked a significant turning point for the cryptocurrency market. 

 

Furthermore, we notice the following trends: 

 

As the transaction volume of Bitcoin grew, the transaction volume of other cryptocurrencies also 

increased. This indicates a correlation between Bitcoin's transaction volume and the overall 

transaction activity in the cryptocurrency market. 

 

Similarly, as the price of Bitcoin rose, the prices of other cryptocurrencies also tended to increase. 

This suggests that Bitcoin's price movements have an impact on the broader cryptocurrency 

market. 

 

Taken together, these observations imply that Bitcoin plays a leading role in driving market 

changes within the cryptocurrency ecosystem. 

 

 



8.2.1.3 HISTORICAL DIFFERENCE BETWEEN OPENING AND CLOSING PRICE 

 

Next we go on keeping  only the data after 2018 for each dataset, in order to be more accurate. 

 

We draw the historical difference between opening price and closing price since 2018 for the 

cryptocurrencies in two different diagrams in order to be better distinct: 

 

 

SCREENSHOT 3:HISTORICAL DIFFERENCE BETWEEN OPENING AND CLOSING PRICE 

 

SCREENSHOT 4: HISTORICAL DIFFERENCE BETWEEN OPENINGS AND CLOSING PRICE 



By the above diagrams of the difference between daily opening and closing price, the following 

conclusions could be made: 

Daily opening price and closing price of BitCoin and Wrapped Bitcoin varies the most, the 

differences can range from 1000 to more than 8000 dollars. The rest of the cryptocurrencies that 

we selected tend to be fairly stable. 

In order to gain a deeper insight into the disparity between the daily opening and closing prices 

of the above cryptocurrencies, we conducted an analysis that involved calculating the average 

difference, which is the mean of the above difference. The results clearly demonstrate that both 

Bitcoin and Wrapped Bitcoin exhibit the highest levels of variation in this regard as seen below : 

 

 

SCREENSHOT 5: AVERAGE DIFFERENCE 

 

8.2.2  5-DAY MOVING AVERAGE, INDIVIDUAL PLOTS AND PEARSON CORRELATION 

8.2.2.1  5-DAY MOVING AVERAGE 
 

Afterwards we use the 5-day moving average, also known as the 5-day MA, which is a technical 

analysis tool used to smooth out short-term fluctuations in data and identify trends over a 

specific time period. It is calculated by taking the average of the data points over the last five 

trading days. 

The 5-day moving average is commonly used in financial markets to analyze stock prices, market 

indices, and other time-series data. By calculating the average of the most recent five data points, 

it helps filter out noise and provides a clearer picture of the underlying trend. 

Traders and investors use the 5-day moving average to assess the direction and strength of a 

trend. If the current price is above the 5-day moving average, it suggests an upward trend, while 

a price below the moving average indicates a downward trend. Additionally, the slope and 

crossovers of the 5-day moving average with longer-term moving averages can provide signals 

for potential buying or selling opportunities. 



The 5-day moving average is considered a short-term indicator due to its focus on recent data. It 

provides a more responsive view of price movements compared to longer-term moving averages, 

which may smooth out short-term fluctuations but offer delayed signals. (Fernando, 2023) 

The 5-Day Moving Average on Daily Closing Price diagram of each cryptocurrency is shown below: 

 

SCREENSHOT 6: 5-DAY MOVING AVERAGE ON DAILY CLOSING PRICE 

 

Analyzing the 5-day moving average plot, we can observe the following: 

The prices of Bitcoin, Wrapped Bitcoin and Yfi experience slightly higher levels of fluctuation 

compared to other cryptocurrencies. This implies that these three cryptocurrencies exhibit more 

volatility in their price movements. 

Starting from January 2018, the price of Bitcoin took a notable downturn but began showing signs 

of recovery and on 2021 got its peak along with WBTC, YFI, LTC and ETH. 

 

 

 

 

 

 



8.2.2.2  INDIVIDUAL PLOTS 

We need also to plot the individual daily open, high, low and close prices for each cryptocurrency 

to gain a better view about their prices: 

 

SCREENSHOT 7:HISTORICAL DAILY AVERAGE 

Although many of the aforementioned plots may not exhibit significant variations among 

different prices, we have previously identified a distinct pattern from transaction volume and 

average price change analysis. It is evident that as the price or volume of Bitcoin rises, there is a 

concurrent increase in the price and volume of other cryptocurrencies. This phenomenon can be 

attributed to the fact that the success of Bitcoin has paved the way for the development of 

cryptocurrency ecosystems, thereby attracting a growing number of investors. Furthermore, the 

high purchase price of Bitcoin often acts as a trigger for purchasing its more affordable 

alternatives. 

8.2.2.3  PEARSON CORRELATION 

The Pearson correlation coefficient is a statistical measure that quantifies the strength and 

direction of the linear relationship between two variables. It ranges from -1 to +1, where -1 

indicates a perfect negative correlation, +1 indicates a perfect positive correlation, and 0 

indicates no linear correlation. 

The coefficient is calculated by dividing the covariance of the two variables by the product of 

their standard deviations. This normalization ensures that the coefficient remains within the -1 

to +1 range. 



The Pearson correlation coefficient is widely used in data analysis to understand the relationship 

between variables and assess their association. It helps determine whether two variables move 

in the same direction (positive correlation) or in opposite directions (negative correlation). 

A coefficient close to -1 or +1 indicates a strong correlation, while a coefficient close to 0 suggests 

a weak or no correlation. The sign of the coefficient indicates the direction of the relationship. 

(Turney, 2022) 

We calculate the pearson correlation between the cryptocurrencies regarding their close price, 

as seen below: 

 

SCREENSHOT 8: CORRELATION HEATMAP 

From the above heatmap, we can observe that BTC has strong correlation with ETH and WBTC. 

while WBTC has strong correlation with LTC and ETH as well. The rest cryptocurrencies have a 

weak correlation between each other. 

 

8.2.2.4  CONCLUSIONS 

 

Drawing insights from the heatmap and the preceding individual plots, we can confidently state 

that the price of Bitcoin exerts a significant influence on other cryptocurrencies. We observe the 

following trends: 



1)As the transaction volume of Bitcoin rises, the transaction volume of other cryptocurrencies 

also experiences an increase. This implies a positive correlation between the transaction volumes 

of Bitcoin and other cryptocurrencies. 

2)Similarly, as the price of Bitcoin climbs, the prices of other cryptocurrencies tend to follow suit, 

demonstrating an upward trend especially for Ethereum and for Wrapped Bitcoin. This suggests 

a positive correlation between the prices of Bitcoin and other cryptocurrencies. 

3)It is evident that Bitcoin plays a leading role in driving market changes within the 

cryptocurrency ecosystem. Its price movements often set the pace for the broader market. 

4) The prices of other cryptocurrencies exhibit a positive correlation with the price of Bitcoin, 

especially Ethereum and Wrapped Bitcoin. When Bitcoin's price increases, it tends to have a 

corresponding positive impact on the prices of other cryptocurrencies. 

Τhe price of Bitcoin holds substantial way over other cryptocurrencies, as evidenced by the 

transaction volume, price correlations, and market dynamics observed in the heatmap and 

previous analyses. 

 

8.2.3 RETURN RATIO 

 

Continuing we calculate the return ratio of each cryptocurrency, which is actually the current 

value of the cryptocurrency divided by the initial value of the cryptocurrency. 

The return ratio of a cryptocurrency provides valuable information for investors and analysts. It 

allows for performance comparisons against benchmarks, evaluation of investment profitability, 

assessment of risk, portfolio management, market analysis, and performance tracking. By 

calculating and analyzing return ratios, one can make informed investment decisions, optimize 

portfolio allocation, monitor market trends, and understand the historical performance of 

cryptocurrencies. However, it is crucial to consider other factors alongside the return ratio, such 

as market conditions, project fundamentals, and regulatory changes, to make well-rounded 

investment decisions. 

 

 

 

 



Their return ratio can be seen below: 

 

SCREENSHOT 9: RETURN RATIO OF BITCOIN AND ETHEREUM 



 

SCREENSHOT 10:RETURN RATIO OF LITECOIN, WRAPPED BITCOIN AND YEARNFINANCE 

 

It looks like Ethereum, Bitcoin and Wrapped Bitcoin had and have the highest return ratio. 

Investing in BitCoin, Wrapped Bitcoin and Ethereum seems to worth a try since their price is fairly 

stable and there seems to be an upward trend. 

 



8.2.4 CANDLESTICK CHARTS 

A candlestick chart, also known as a Japanese candlestick chart, is a popular type of financial 

chart used to represent the price movement of an asset over a specific time period. It originated 

in Japan in the 18th century and gained widespread popularity among traders and analysts due 

to its ability to convey valuable information about price trends and patterns. 

The candlestick chart consists of individual "candles" that visually represent the price action 

during a given time frame, such as a day, hour, or minute. Each candlestick contains four main 

components: the open, high, low, and close prices. 

Here's how the components of a candlestick are represented: 

1) Open: The opening price of the asset at the beginning of the time period. It is typically denoted 

by the left side of the candlestick's body. 

2) Close: The closing price of the asset at the end of the time period. It is usually represented by 

the right side of the candlestick's body. 

3) High: The highest price reached by the asset during the time period. It is indicated by the upper 

or uppermost part of the candlestick's body or a vertical line called the "upper shadow" or "upper 

wick." 

4) Low: The lowest price reached by the asset during the time period. It is depicted by the lower 

or lowermost part of the candlestick's body or a vertical line called the "lower shadow" or "lower 

wick." 

The body of the candlestick is colored or shaded to indicate whether the closing price is higher 

(typically green or white) or lower (typically red or black) than the opening price. This color 

differentiation helps traders quickly assess whether the price trend is bullish (upward) or bearish 

(downward). 

Candlestick charts offer valuable insights into price patterns and trends, such as reversal patterns, 

continuation patterns, and market sentiment. Traders and analysts use these patterns to make 

informed decisions about buying or selling assets based on the potential future price movements 

they indicate. 

By studying candlestick charts, market participants can gain a deeper understanding of market 

dynamics, identify potential trading opportunities, and improve their overall technical analysis 

skills. (Mitchell, 2023) 

 



Next, a candlestick for BitCoin is plotted: 

 

 

SCREENSHOT 11:CANDLESTICK BITCOIN 

 

As seen from the above diagram, Bitcoin seems to have its highest value between 2021-22. 

Following we will try to investigate the factors that lead to this most increased value. 

8.3 FACTORS THAT AFFECTED VALUE BETWEEN 2021-22 
 

As seen from the above candlestick, the value of Bitcoin has its most increased value between 

2021 and 2022. It is influenced by a combination of various factors, including: 

Increased Institutional Adoption: During this period, there was a notable increase in institutional 

adoption of Bitcoin. Several large companies, financial institutions, and investment funds 

announced their involvement in Bitcoin, either through investments, trading, or offering Bitcoin-

related services. This increased institutional interest and acceptance contributed to positive 

market sentiment. 

Market Speculation and Investor Sentiment: Bitcoin is known for its volatility, and market 

speculation plays a significant role in its price movements. Positive investor sentiment, driven by 

expectations of future growth and potential returns, can contribute to increased demand and 

higher prices. Conversely, negative sentiment or market uncertainties can lead to price declines. 



Regulatory Developments: Regulatory actions and announcements by governments and 

regulatory bodies can impact the value of Bitcoin. Positive regulatory developments, such as the 

acceptance of Bitcoin by certain countries or the introduction of regulations that provide clarity 

and legitimacy to cryptocurrencies, can boost investor confidence and drive up prices. 

Conversely, negative regulatory news or increased scrutiny can create uncertainty and negatively 

impact prices. 

Macro-economic Factors: Bitcoin's value can be influenced by broader macro-economic factors, 

such as inflation concerns, economic stability, geopolitical events, and global market trends. For 

example, during periods of economic uncertainty or inflationary pressures, some investors view 

Bitcoin as a potential hedge against traditional assets and fiat currencies, which can drive up 

demand and prices. 

Technological Advancements and Adoption: Advances in Bitcoin-related technologies, 

infrastructure, and adoption can have a positive impact on its value. Improvements in scalability, 

transaction speed, security, and user experience can attract more users and increase demand. 

Additionally, increased merchant acceptance and integration of Bitcoin as a payment method can 

contribute to its perceived utility and value. 

It's important to note that these factors are not exhaustive, and other elements, including media 

coverage, market manipulation, and unforeseen events, can also influence the price of Bitcoin.  

(Kashettar, 2023) 

The cryptocurrency market, including Bitcoin, is influenced by a multitude of factors, and it can 

be challenging to establish direct causation between specific events and price movements. 

Nevertheless, here are some notable events and factors that occurred during 2021 and 2022 that 

could have had an impact on Bitcoin's value: 

Increased Institutional Adoption: 

• February 8, 2021: Tesla, led by Elon Musk, announces a $1.5 billion investment in Bitcoin, 

signaling increased institutional interest. 

• March 17, 2021: MicroStrategy, a business intelligence company, announces an 

additional purchase of $15 million worth of Bitcoin, further solidifying their position as a 

major institutional investor in the cryptocurrency. 

• April 27, 2021: Coinbase, a leading cryptocurrency exchange, goes public on the Nasdaq 

stock exchange, highlighting the growing acceptance of cryptocurrencies by traditional 

financial markets. 

 



Regulatory Developments: 

• October 2021: El Salvador becomes the first country to adopt Bitcoin as legal tender, 

which generates international attention and discussions around the potential impact on 

global cryptocurrency adoption. 

• December 2021: Several countries, including China and South Korea, announce increased 

regulatory scrutiny on cryptocurrencies, which creates uncertainty and negatively 

impacts market sentiment. 

Market Sentiment and Investor Behavior: 

• April 14, 2021: Bitcoin reaches an all-time high of over $64,000, driven by positive investor 

sentiment and growing institutional interest. 

• May 19, 2021: Bitcoin experiences a significant price drop, falling by around 30%, 

attributed to a combination of factors such as regulatory concerns, market speculation, 

and leveraged trading. 

Macro-economic Factors: 

• Inflation Concerns: Throughout 2021 and 2022, concerns about inflation and potential 

currency devaluation due to extensive government stimulus measures and economic 

recovery efforts contribute to increased interest in Bitcoin as a potential hedge against 

inflation. 

• Global Economic Recovery: As the global economy recovers from the impacts of the 

COVID-19 pandemic, investors seeking higher-risk assets may have turned to 

cryptocurrencies, including Bitcoin, for potential returns. 

Technological Advancements and Adoption: 

• December 2021: The Lightning Network, a layer-two scaling solution for Bitcoin, 

continues to gain traction, enhancing Bitcoin's transaction speed and scalability, which 

may have positively influenced market sentiment. 

Increasing Merchant Acceptance:  

• Over the period, more businesses, including major retailers and online platforms, begin 

accepting Bitcoin as a form of payment, providing increased utility and potential 

mainstream adoption. 

 

 



 8.4 BUILDING MODELS – PRICE PREDICTION 

 

8.4.1 MODELS 

The following ten regression models are used: 

• Random Forest Regressor: a machine learning algorithm that uses an ensemble of 

decision trees to predict continuous numerical values. It combines the predictions of 

multiple trees to produce more accurate and robust regression results. 

 

• Gradient Boosting Regressor: a machine learning algorithm that builds an ensemble of 

weak prediction models, typically decision trees, in a sequential manner. It optimizes the 

model by minimizing the loss function through gradient descent, resulting in a strong 

predictive model for regression tasks. 

 

 

• ExtraTrees Regressor: a machine learning algorithm that is an extension of the Random 

Forest algorithm. It builds multiple decision trees using random subsets of features and 

random splits. It combines the predictions of these trees to make robust predictions for 

regression tasks. 

 

• Bayesian Ridge: a linear regression algorithm that incorporates a Bayesian framework to 

estimate the coefficients of the regression model. It uses prior probability distributions to 

regularize the model and avoid overfitting. By accounting for uncertainty in the estimates, 

Bayesian Ridge provides more reliable predictions and handles multicollinearity well. 

 

 

• Elastic Net CV: a regression algorithm that combines the L1 and L2 regularization 

techniques of Lasso and Ridge regression, respectively. It automatically selects the 

optimal combination of variables and balances between feature selection and feature 

shrinkage. The cross-validation aspect helps in finding the best hyperparameters and 

improves the generalization of the model. 

 

• SVR: Support Vector Regression (SVR): a regression algorithm based on Support Vector 

Machines (SVM) that excels in handling non-linear and complex data. It seeks to find the 

optimal fit while allowing for a certain tolerance margin. By utilizing support vectors and 

various kernel functions, SVR can effectively capture different relationships in the data. 



• LSTM (Long Short-Term Memory):  a type of recurrent neural network (RNN) used for 

handling sequential data. It excels at capturing long-term dependencies and complex 

patterns in the data. With its memory mechanism, LSTM cells can retain and forget 

information selectively. This makes LSTM well-suited for modeling and predicting 

sequential data in various domains, including finance and cryptocurrency prediction. 

 

• GPR (Gaussian Process Regression): a probabilistic regression technique that models the 

relationship between input features and target variables. It assumes a Gaussian 

distribution over possible functions and provides a distribution of predictions rather than 

a single point estimate. GPR is effective for handling non-linear and non-parametric 

problems, and it can capture complex patterns in the data. It is particularly useful in 

scenarios with limited data and uncertainty estimation. GPR has applications in various 

fields, including finance, where it can be utilized for time series analysis and forecasting. 

 

 

• XGBoost Regressor: a popular gradient boosting algorithm used for regression tasks. It 

creates an ensemble of weak prediction models and combines their predictions to make 

accurate predictions. It handles complex relationships between features and targets and 

incorporates regularization techniques to prevent overfitting. XGBoost Regressor is 

efficient, scalable, and widely used in domains such as finance, healthcare, and e-

commerce. It offers features like early stopping and cross-validation for model tuning and 

is known for its high performance and interpretability. 

 

• LightGBM is a gradient boosting framework that aims to provide high performance and 

efficiency in training and prediction. It uses a novel tree-based learning algorithm that 

partitions data in a leaf-wise manner, resulting in faster training times. LightGBM supports 

various objectives and evaluation metrics for regression tasks and incorporates 

techniques like feature importance analysis and early stopping. It offers options for 

parallel and GPU training, making it suitable for large-scale datasets. LightGBM is known 

for its ability to handle large amounts of data efficiently and deliver competitive 

performance in terms of accuracy. 

(Vadapalli, 2022) (guest_blog, 2018) 

We continue by splitting the datasets into training and testing sets using the train_test_split 

function. The training set consists of 80% of the data, while the testing set consists of the 

remaining 20%. The random state is set to 43 for reproducibility. These datasets will be used to 

train each model. 



Each one of the above models: 

1) Fits the model using the training data, that were calculated above. 

2) Calculates the: 

• R2 score :  measures the proportion of the variance in the dependent variable that 

can be explained by the independent variables 

• Mean Absolute Error : represents the average absolute difference between the 

predicted and actual values of the dependent variable 

• Mean Squared Error: measures the average squared difference between the 

predicted and actual values of the dependent variable 

 

    (Chugh, 2020) 

  , by using the test data that were also calculated above. 

8.4.2 APPROACH FOR 30-DAYS PREDICTION 
 

8.4.2.1 APPROACH 

We start by defining a new column in our dataset with name: 'daily_avg_After_Month' , which 

will be chosen as target and all other variables as predictors. This column will indicate the daily 

average price after one month for each day and this is what we will try to predict. The values in 

this column are derived from the existing column 'daily_avg' (which indicates the daily average 

price regarding this day) by shifting the values 30 rows forward. For example, this column for day 

1 will have the daily average value of the day 31, for day 2 will have the value for the day 32, etc. 

Next, we create the X_DATA dataframe, which is calculated by dropping any rows with missing 

values and by removing the columns 'daily_avg_After_Month' and 'daily_avg', while  y_DATA 

dataframe is calculated by selecting the 'daily_avg_After_Month' column (target column) ,after 

dropping any rows with missing values.  

Continuing, we split the X_DATA and y_DATA datasets into training and testing sets using the 

train_test_split function.  

 The training set consists of 80% of the data, while the testing set consists of the remaining 20%: 

 
X_train_DATA ,X_test_DATA, y_train_DATA, y_test_DATA = 

train_test_split(X_DATA,y_DATA,test_size=0.2,random_state=43) 

 



The above datasets: X_train_DATA, X_test_DATA, y_train_DATA, y_test_DATA are now used for 

the training and the testing of our models. 

Finally, since we want to predict the price for the next 30-days, we create a new DataFrame called 

X_forecast_DATA by selecting the last 30 rows of our data and dropping the columns 

'daily_avg_After_Month' and 'daily_avg'. We are going to predict the value in the column 

'daily_avg_After_Month' based on the remaining columns of the X_forecast_DATA. 

 

8.4.2.2 REGRESSORS RESULTS 
 

Following, we can see the results for every regressor in each cryptocurrency: 

Bitcoin (BTC): 

Random Forest Regressor 

R2: 1.00 

MAE: 677.47 

MSE: 1475338.72 

 

Gradient Boosting Regressor 

R2: 0.99 

MAE: 794.38 

MSE: 1709851.45 

 

ExtraTrees Regressor 

R2: 0.99 

MAE: 881.33 

MSE: 2351726.21 

 

Bayesian Ridge 

R2: 0.89 

MAE: 3807.36 

MSE: 32960821.22 

 

Elastic Net CV 

R2: 0.43 

MAE: 9985.01 

MSE: 169776018.97 

 

SVR 

R2: -0.38 

MAE: 14052.68 

MSE: 411229279.61 

 

LSTM 

R2: -580.97 

MAE: 313275.42 

MSE: 173030390012.37 

 

GPR 

R2: -1.71 

MAE: 22570.28 



MSE: 806734247.11 

 

XGBoost Regressor 

R2: 1.00 

MAE: 670.06 

MSE: 1294039.20 

 

LightGBM 

R2: 0.99 

MAE: 910.51 

MSE: 2095706.33 

 

Ethereum (ETC): 

Random Forest Regressor 

R2: 0.99 

MAE: 50.11 

MSE: 8741.19 

 

Gradient Boosting Regressor 

R2: 0.99 

MAE: 51.07 

MSE: 8708.26 

 

ExtraTrees Regressor 

R2: 0.99 

MAE: 64.10 

MSE: 13412.93 

 

Bayesian Ridge 

R2: 0.88 

MAE: 256.86 

MSE: 169082.68 

 

Elastic Net CV 

R2: 0.51 

MAE: 593.63 

MSE: 699167.35 

 

SVR 

R2: -0.10 

MAE: 880.20 

MSE: 1570761.13 

 

LSTM 

R2: -1891301.54 

MAE: 137463.79 

MSE: 2700724877629.15 

 

GPR 

R2: -1.15 

MAE: 1279.93 

MSE: 3066179.24 

 

XGBoost Regressor 

R2: 0.99 

MAE: 49.45 

MSE: 7261.80 



 

LightGBM 

R2: 0.99 

MAE: 78.92 

MSE: 21342.99 

 

Litecoin (LTC): 

Random Forest Regressor 

R2: 0.97 

MAE: 5.57 

MSE: 84.64 

 

Gradient Boosting Regressor 

R2: 0.98 

MAE: 5.07 

MSE: 74.89 

 

ExtraTrees Regressor 

R2: 0.96 

MAE: 7.65 

MSE: 145.03 

 

Bayesian Ridge 

R2: 0.75 

MAE: 20.82 

MSE: 841.35 

 

Elastic Net CV 

R2: 0.37 

MAE: 33.52 

MSE: 2124.08 

 

SVR 

R2: 0.01 

MAE: 40.72 

MSE: 3351.21 

 

LSTM 

R2: -5642932.38 

MAE: 87900.42 

MSE: 19076519160.25 

 

GPR 

R2: -2.83 

MAE: 97.86 

MSE: 12956.87 

 

XGBoost Regressor 

R2: 0.98 

MAE: 5.25 

MSE: 75.50 

 

LightGBM 

R2: 0.95 

MAE: 7.47 

MSE: 168.53 

 



Wrapped Bitcoin (WBTC): 

Random Forest Regressor 

R2: 0.99 

MAE: 956.26 

MSE: 2475101.69 

 

Gradient Boosting Regressor 

R2: 0.99 

MAE: 995.05 

MSE: 2473209.17 

 

ExtraTrees Regressor 

R2: 0.99 

MAE: 990.48 

MSE: 2549962.67 

 

Bayesian Ridge 

R2: 0.83 

MAE: 4595.23 

MSE: 42280534.88 

 

Elastic Net CV 

R2: 0.30 

MAE: 11055.24 

MSE: 170552267.76 

 

SVR 

R2: -0.08 

MAE: 13372.26 

MSE: 262662359.18 

 

LSTM 

R2: 0.46 

MAE: 9558.43 

MSE: 131954932.42 

 

GPR 

R2: -3.10 

MAE: 27400.16 

MSE: 993198583.62 

 

 

XGBoost Regressor 

R2: 0.99 

MAE: 938.64 

MSE: 2538409.06 

 

LightGBM 

R2: 0.99 

MAE: 1103.41 

MSE: 2550250.44 

 

Yearn Finance (YFI): 

Random Forest Regressor 

R2: 0.98 

MAE: 1082.40 

MSE: 2887904.71 



 

Gradient Boosting Regressor 

R2: 0.98 

MAE: 1124.61 

MSE: 3961951.40 

 

ExtraTrees Regressor 

R2: 0.98 

MAE: 1334.62 

MSE: 4563357.23 

 

Bayesian Ridge 

R2: 0.78 

MAE: 4668.16 

MSE: 40975679.71 

 

Elastic Net CV 

R2: 0.59 

MAE: 6359.32 

MSE: 76404897.70 

 

SVR 

R2: -0.04 

MAE: 12021.94 

MSE: 193203838.27 

 

LSTM 

R2: -9.60 

MAE: 11479.66 

MSE: 1971655478.62 

 

GPR 

R2: -2.92 

MAE: 23321.02 

MSE: 729856693.11 

 

XGBoost Regressor 

R2: 0.98 

MAE: 1211.26 

MSE: 4587391.76 

 

 

LightGBM 

R2: 0.97 

MAE: 1405.24 

MSE: 4989629.24 

 

 
 

 

 

 



8.4.2.3 BEST MODELS FOR EACH CRYPTOCURRENCY & PREDICTION ANALYSIS 

 

Based on the results, the best model to use for prediction varies depending on the 

cryptocurrency. Here is the summary for each one: 

Bitcoin (BTC): 

• XGBoost Regressor: The first best model with high R2 score (1.00), low MAE (670.06) and 

low MSE (1294039.2) 

• Random Forest Regressor: The second best model with high R2 score (0.99), low MAE 

(674.38), and low MSE (1491490.36). This model is recommended for prediction. 

Either of these models can be used for prediction, since their prices are similar. 

Ethereum (ETH): 

• XGBoost Regressor: The first best model with high R2 score (0.99), low MAE (49.95) and 

low MSE (7261.80) 

• Random Forest Regressor R2 score (0.99), low MAE (50.11) and low MSE (8741.19)  

Both models have similar performance with high R2 scores (0.99) and relatively low MAE and 

MSE values. We can choose any of these models for prediction. 

Litecoin (LTC): 

• Gradient Boosting Regressor: This model has the highest R2 score (0.98), low MAE (5.04), 

and low MSE (73.50). It is the recommended model for prediction. 

Wrapped Bitcoin (WBTC): 

• XGBoost Regressor: The first best model with high R2 score (0.99), low MAE (938.64) and 

low MSE (2538409.06) 

• Random Forest Regressor (R2: 0.99, MAE: 956.26, MSE: 2475101.69 

Both models have similar performance with high R2 scores (0.99) and relatively low MAE and 

MSE values. We can choose any of these models for prediction. 

Yearn Finance (YFI): 

• Random Forest Regressor and Gradient Boosting Regressor: Both models have high R2 

scores (0.98) and relatively low MAE and MSE values. Either of these models can be used 

for prediction. 



 

The best model to use for prediction varies depending on the cryptocurrency. It is recommended 

to select the model with the highest R2 score, low MAE, and low MSE for accurate predictions. 

 

Next, we will use for prediction the  

• RandomForestRegressor(n_estimators=200): an instance of the Random Forest 

Regression algorithm with 200 decision trees in the ensemble. Random Forest Regression 

is a popular machine learning algorithm that combines multiple decision trees to make 

predictions. Each tree in the ensemble is trained on a random subset of the data, and the 

final prediction is the average of the predictions made by each individual tree. The 

number of estimators, in this case, is set to 200, indicating that the ensemble consists of 

200 decision trees. 

 

This model will be used for every cryptocurrency except the Litecoin. 

 

• (n_estimators=500): a machine learning algorithm used for regression tasks. It trains a 

sequence of decision trees to correct mistakes made by previous trees. With the 

"n_estimators=500" parameter, it trains 500 decision trees in the ensemble. The 

algorithm is powerful, can handle complex relationships, and is commonly used in 

domains where accurate predictions of continuous values are needed. 

 

This model will only be used for Litecoin. 

3)Now, the selected regression model which is either the RandomForestRegressor  or the 

GradientBoostingRegressor is  fitted (trained) using the independent variables (X_DATA: all the 

variables of the dataset except the ‘daily_avg_After_Month' and 'daily_avg’) and the dependent 

variable ( y_DATA: only the daily_avg_After_Month variable). 

4)After fitting the model, the predict method is called on the fitted(trained) model using the input 

data for prediction (X_forecast – last 30 rows without the columns: ‘daily_avg_After_Month' and 

'daily_avg’ ) in order to predict the values for the next 30 days. The predict method generates 

predictions for the given input data. 

Finally, we get the latest date of each cryptocurrency-dataset and from this one we calculate the 

dates for the next 30 days. Then, we create the desired new dataset that contains the above 

forecasted values along with their corresponding dates. 



8.4.2.4 PLOTS FOR 30 DAYS PREDICTION 
 

The plots for the 30 days – prediction can be seen below: 

For Bitcoin: 

 

SCREENSHOT 12: PREDICTION OF DAILY AVERAGE OF BITCOIN 



 

• According to the prediction, Bitcoin’s price stays almost stable regarding the whole month 

with a slight downward trend. 

For WrappedBitcoin:  

 

 

 



 

 

 

SCREENSHOT 13: PREDICTION OF DAILY AVERAGE OF WRAPPEDBITCOIN 

 

• According to the prediction, the price of WrappedBitcoin has a lot of fluctuations, ups and 

downs. 

 

 

 

 

 

 

 

 

 

 



For Ethereum: 

 

 

SCREENSHOT 14: PREDICTION OF DAILY AVERAGE OF ETHEREUM 



 

• According to the prediction, we can say that Ethereum’s price has a stable upward trend. 

 

For Litecoin: 

 

 

SCREENSHOT 15: PREDICTION OF DAILY AVERAGE OF LITECOIN 



• According to the prediction, the price of Litecoin has a lot of fluctuations but in general 

seems to have an upward trend. 

And finally for Yearn Finance: 

 

 

 

SCREENSHOT 16: PREDICTION OF DAILY AVERAGE OF YEARNFINANCE 



 

• According to the prediction, the price of Yearn Finance starts with a downward trend, but 

then has a steady upward trend. 

 

8.4.3 DELTA DIFFERENCE AND APPROACH FOR 30-DAYS DELTA PREDICTION 
 

8.4.3.1 DELTA DIFFERENCE 

A steady delta difference, which is the difference between the current day's value of a 

cryptocurrency and its previous day's value, indicates the rate of change or the daily price 

movement of the cryptocurrency. Here are a few interpretations based on different scenarios: 

• Small or close to zero delta difference: A small or close to zero delta difference suggests 

that the cryptocurrency's price has not experienced significant changes from one day to 

the next. It indicates a relatively stable or steady price movement, indicating a period of 

consolidation or low volatility. 

• Positive delta difference: A positive delta difference implies that the cryptocurrency's 

price has increased from the previous day. It suggests upward momentum or a bullish 

trend, indicating potential buying pressure or positive market sentiment. 

• Negative delta difference: A negative delta difference indicates that the cryptocurrency's 

price has decreased from the previous day. It suggests downward momentum or a bearish 

trend, indicating potential selling pressure or negative market sentiment. 

 

8.4.3.2 APPROACH 

Now, we want to calculate and predict the difference of the average_daily_price between every 

day and it’s previous one. 

The difference between the average daily price of a cryptocurrency and its previous day's average 

daily price provides valuable information about the price movement or volatility of the 

cryptocurrency. This difference, also known as the price difference or price delta, is important 

and useful in several ways: 

Trend Analysis: By calculating and analyzing the price differences over time, you can identify the 

trend of the cryptocurrency's price movement. Positive differences indicate an increase in price 

from the previous day, suggesting an upward trend, while negative differences indicate a 

decrease in price, suggesting a downward trend. 



Volatility Measurement: The price difference reflects the volatility of the cryptocurrency. Larger 

differences indicate higher volatility, meaning the price is changing more rapidly, while smaller 

differences indicate lower volatility, suggesting a relatively stable price movement. 

Momentum Analysis: Price differences can be used to analyze the momentum or rate of change 

in the cryptocurrency's price. Positive and increasing differences indicate positive momentum, 

while negative and decreasing differences indicate negative momentum. 

Trading Strategies: Traders and investors often use price differences to develop trading 

strategies. For example, a common strategy is to buy when the price difference is positive, 

indicating an upward movement, and sell when the difference is negative, indicating a downward 

movement. 

Predictive Modeling: The price differences can be used as features in predictive models to 

forecast future price movements. By incorporating the historical price differences along with 

other relevant features, machine learning models can be trained to make predictions about 

future price changes. 

(learn.bybit.com, 2023) 

 

Continuing, we are using again the column defined above in our dataset with name: 

'daily_avg_After_Month' . This column indicates the daily average price after one month for each 

day. 

Based on the above column, we are creating a new one, which contains the difference of 

'daily_avg_After_Month' between every day and it’s previous one, called ‘daily_avg_diff 

_After_Month‘. Similarly, this column with the name ‘daily_avg_diff_After Month’, is chosen as 

target and all other variables as predictors. This column will indicate the daily average difference 

price after one month for each day and this is what we will try to predict. The values in this column 

are derived from the existing column 'daily_avg_After_Month' by calculating the appropriate 

difference. For example, the column ‘daily_avg_diff _After_Month‘ for day 1 will have the daily 

average difference between day 1 and day 0, for day 2 will have the difference between day 2 

and day 1, etc. 

Next, we are creating the X_DATA dataframe, which is calculated by dropping any rows with 

missing values and by removing the columns 'daily_avg_After_Month', 'daily_avg' and 

'daily_avg_diff_AfterMonth', while  y_DATA dataframe is created by selecting the 'daily_avg_ 

diff_After_Month' column (target column) ,after dropping any rows with missing values.  



Next, we continue by splitting the datasets into training and testing sets using the train_test_split 

function. The training set consists of 80% of the data, while the testing set consists of the 

remaining 20%. The random state is set to 43 for reproducibility: 

 
X_train_DATA ,X_test_DATA, y_train_DATA, y_test_DATA = 

train_test_split(X_DATA,y_DATA,test_size=0.2,random_state=43) 

Finally, since we want to predict the price difference(delta) for the next 30-days, we create a new 

DataFrame called X_forecast_DATA by selecting the last 30 rows of our data and dropping the 

columns 'daily_avg_After_Month' ,'daily_avg' and ‘daily_avg_diff_AfterMonth’. We are going to 

predict the value in the column 'daily_avg_After_ daily_avg_diff_AfterMonth’ based on the 

remaining columns of the X_forecast_DATA. 

8.4.3.3 REGRESSORS RESULTS 

Now, we are using the same regression models as in the previous section, as well as the same 

training and test data logic. 

Following, we can see the new results for each one of them for each cryptocurrency: 

Bitcoin (BTC): 

Random Forest Regressor 

R2: -0.05 

MAE: 443.43 

MSE: 585043.77 

 

Gradient Boosting Regressor 

R2: -0.24 

MAE: 478.68 

MSE: 686509.47 

 

ExtraTrees Regressor 

R2: -0.13 

MAE: 457.85 

MSE: 625112.89 

 

Bayesian Ridge 

R2: 0.00 

MAE: 425.06 

MSE: 552742.79 

 

Elastic Net CV 

R2: -0.00 

MAE: 425.75 

MSE: 555438.13 

 

SVR 

R2: -0.00 



MAE: 425.85 

MSE: 555407.72 

 

LSTM 

R2: -43800.61 

MAE: 129251.31 

MSE: 24325836347.57 

 

GPR 

R2: -0.00 

MAE: 426.31 

MSE: 555366.94 

 

XGBoost Regressor 

R2: -0.23 

MAE: 494.58 

MSE: 684652.22 

 

LightGBM 

R2: -0.21 

MAE: 474.94 

MSE: 669631.40 

 

Ethereum (ETC): 

Random Forest Regressor 

R2: -0.07 

MAE: 34.47 

MSE: 3894.99 

 

Gradient Boosting Regressor 

R2: -0.16 

MAE: 35.03 

MSE: 4225.43 

 

ExtraTrees Regressor 

R2: -0.13 

MAE: 35.27 

MSE: 4125.31 

 

Bayesian Ridge 

R2: 0.00 

MAE: 32.28 

MSE: 3639.71 

 

Elastic Net CV 

R2: -0.00 

MAE: 32.32 

MSE: 3652.82 

 

SVR 

R2: -0.00 

MAE: 32.13 

MSE: 3648.61 

 



LSTM 

R2: -13488110.29 

MAE: 105740.95 

MSE: 49115434981.48 

 

GPR 

R2: -0.00 

MAE: 32.08 

MSE: 3646.08 

 

XGBoost Regressor 

R2: -0.30 

MAE: 37.50 

MSE: 4743.98 

 

LightGBM 

R2: -0.24 

MAE: 37.64 

MSE: 4523.77 

 

Litecoin (LTC): 

Random Forest Regressor 

R2: 0.03 

MAE: 3.14 

MSE: 29.22 

 

Gradient Boosting Regressor 

R2: -0.12 

MAE: 3.36 

MSE: 33.76 

 

ExtraTrees Regressor 

R2: 0.07 

MAE: 3.11 

MSE: 28.06 

 

Bayesian Ridge 

R2: 0.01 

MAE: 3.09 

MSE: 29.70 

 

Elastic Net CV 

R2: 0.01 

MAE: 3.08 

MSE: 29.77 

 

SVR 

R2: 0.01 

MAE: 3.09 

MSE: 29.98 

 

LSTM 

R2: -52733195.47 

MAE: 26148.60 



MSE: 1590121171.73 

 

GPR 

R2: -0.00 

MAE: 3.09 

MSE: 30.16 

 

XGBoost Regressor 

R2: -0.07 

MAE: 3.32 

MSE: 32.12 

 

LightGBM 

R2: -0.05 

MAE: 3.33 

MSE: 31.55 

 

Wrapped Bitcoin (WBTC): 

Random Forest Regressor 

R2: -0.21 

MAE: 637.73 

MSE: 1232817.87 

 

Gradient Boosting Regressor 

R2: -0.31 

MAE: 680.60 

MSE: 1327426.71 

 

ExtraTrees Regressor 

R2: -0.14 

MAE: 616.87 

MSE: 1157308.92 

 

Bayesian Ridge 

R2: -0.00 

MAE: 588.72 

MSE: 1021062.55 

 

Elastic Net CV 

R2: -0.01 

MAE: 583.34 

MSE: 1024637.65 

 

SVR 

R2: -0.01 

MAE: 582.59 

MSE: 1024063.58 

 

LSTM 

R2: -32.94 

MAE: 4338.26 

MSE: 34506848.44 

 

GPR 



R2: -0.01 

MAE: 582.56 

MSE: 1024047.23 

 

XGBoost Regressor 

R2: -0.76 

MAE: 696.13 

MSE: 1788196.56 

 

LightGBM 

R2: -0.13 

MAE: 649.68 

MSE: 1144869.90 

 

Yearn Finance (YFI): 

Random Forest Regressor 

R2: 0.11 

MAE: 770.42 

MSE: 1752808.27 

 

Gradient Boosting Regressor 

R2: 0.12 

MAE: 803.24 

MSE: 1723039.04 

 

ExtraTrees Regressor 

R2: 0.13 

MAE: 765.26 

MSE: 1702279.53 

 

Bayesian Ridge 

R2: 0.01 

MAE: 758.75 

MSE: 1937315.31 

 

Elastic Net CV 

R2: -0.01 

MAE: 762.16 

MSE: 1969669.89 

 

SVR 

R2: -0.00 

MAE: 759.65 

MSE: 1966740.11 

 

LSTM 

R2: -332.13 

MAE: 3114.44 

MSE: 652749523.82 

 

GPR 

R2: -0.01 

MAE: 762.98 

MSE: 1970621.21 



 

XGBoost Regressor 

R2: 0.23 

MAE: 818.88 

MSE: 1509197.84 

 

LightGBM 

R2: 0.03 

MAE: 859.47 

MSE: 1905604.41 

 

8.4.3.4 BEST MODELS FOR EACH CRYPTOCURRENCY & PREDICTION ANALYSIS 
 

Based on the evaluation metrics provided, here are the best models for each cryptocurrency: 

Bitcoin (BTC): 

• Model: Bayesian Ridge 

• R2: 0.00 

• MAE: 425.06 

• MSE: 552742.79 

• Model: Random Forest Regressor 

• R2: -0.05 

• MAE: 443.43 

• MSE: 585043.77 
 

Ethereum (ETH): 

• Model: Bayesian Ridge 

• R2: 0.00 

• MAE: 32.28 

• MSE: 3639.71 

• Model: Random Forest Regressor 

• R2: -0.07 

• MAE: 34.47 

• MSE: 3894.99 
 

Litecoin (LTC): 

• Model: Bayesian Ridge 



• R2: 0.01 

• MAE: 3.09 

• MSE: 29.70 

• Random Forest Regressor 

• R2: 0.03 

• MAE: 3.14 

• MSE: 29.22 
 

Wrapped Bitcoin (WBTC): 

• Model: Bayesian Ridge 

• R2: -0.00 

• MAE: 588.72 

• MSE: 1021062.55 

• Random Forest Regressor 

• R2: -0.21 

• MAE: 637.73 

• MSE: 1232817.87 
 

Yearn Finance (YFI): 

• Bayesian Ridge 

• R2: 0.01 

• MAE: 758.75 

• MSE: 1937315.31 
 

• Random Forest Regressor 

• R2: 0.11 

• MAE: 770.42 

• MSE: 1752808.27 
 

 
 

Based on the results, although, the better regression model is the Bayesian Ridge, we select to 

train our data with the RandomForestRegressor model, because after plotting the results of  the 

Bayesian Ridge model we noticed that this the more representative.  



• As a result, RandomForestRegressor model is  fitted (trained) using the independent 

variables (X_DATA : all the variables of the dataset except ‘daily_avg_diff_After_Month, 

daily_avg_After_Month' and ‘daily_avg’) and the dependent variable ( y_DATA: only the 

daily_avg_diff_After _Month variable). 

 

• After fitting the model, the prediction method is called on the fitted(trained) model using 

the input data for prediction (X_forecast – last 30 rows without the columns: 

‘daily_avg_After_Month' and ‘daily_avg_diff_After_Month'  and 'daily_avg’ ) in order to 

predict the values of ‘daily_avg_diff_After_Month' for the next 30 days. The predict 

method generates predictions for the given input data. 

Finally, we get the latest date of each cryptocurrency-dataset and from this one we calculate the 

dates for the next 30 days. Then, we create the desired new dataset that contains the above 

forecasted values along with their corresponding dates. 

8.4.3.5 PLOTS FOR 30 DAYS DELTA PREDICTION 

The plots for the 30 days delta – prediction can be seen below: 

For Bitcoin, small or close to zero delta difference with a minimal negative delta difference: 



 

SCREENSHOT 17: PREDICTION ON DIFFERENCE OF DAILY AVERAGE OF BITCOIN 



For Wrapped Bitcoin, we can observe a close to zero negative delta difference: 

 

 

SCREENSHOT 18: PREDICTION ON DIFFERENCE OF DAILY AVERAGE OF WRAPPED BITCOIN 

 

 



For Ethereum, a close to zero negative delta difference: 

 

 

 

SCREENSHOT 19: PREDICTION ON DIFFERENCE OF DAILY AVERAGE OF ETHEREUM 



For Litecoin, a close to zero negative delta difference: 

 

 

 

SCREENSHOT 20: PREDICTION ON DIFFERENCE OF DAILY AVERAGE OF LITECOIN 



For Yearn Finance, small or close to zero delta difference with a positive delta difference: 

 

 

 

SCREENSHOT 21: PREDICTION ON DIFFERENCE OF DAILY AVERAGE OF YEARNFINANCE 



9.CONCLUSION 

In summary, this thesis sought to explore the relationship between the most widely traded 

cryptocurrencies and their price prediction. By conducting a thorough analysis of historical data 

and employing various statistical techniques, valuable insights have been gleaned regarding the 

correlation among these digital assets and their future price movements. 

The application, that was developed involved the choice and preparation of datasets, exploratory 

data analysis, and the identification of factors influencing value increase. Building upon these 

findings, models for price prediction were constructed, yielding valuable insights and showcasing 

the potential for predicting cryptocurrency trends. 

The findings of this study have revealed that correlation analysis can provide significant 

information about the interdependencies among cryptocurrencies, aiding investors and analysts 

in comprehending the ever-changing dynamics of this market. Through the examination of price 

patterns and correlation analysis, it has become evident that certain cryptocurrencies 

demonstrate strong positive or negative correlations, indicating their tendency to move in 

parallel or opposite directions. 

Furthermore, the research into price prediction has shed light on the challenges and complexities 

associated with forecasting cryptocurrency prices. While correlation analysis offers valuable 

insights into the relationships between different cryptocurrencies, it does not guarantee precise 

price predictions. The inherent volatility of the crypto market, influenced by various factors such 

as market sentiment, regulatory changes, technological advancements, and macroeconomic 

events, poses significant hurdles to achieving accurate price forecasts. 

Nevertheless, this thesis provides a comprehensive exploration of correlation analysis and its 

implications for price prediction. It underscores the significance of considering multiple factors 

and employing advanced techniques to enhance the accuracy of cryptocurrency price forecasts. 

As the cryptocurrency market continues to evolve and mature, it is crucial to undertake further 

research and advancements in data analysis methodologies to deepen our understanding of the 

intricate dynamics within this domain. Future studies could focus on incorporating more 

sophisticated machine learning algorithms, sentiment analysis, and real-time data to strive for 

more precise and reliable price predictions for cryptocurrencies. 

Finally, it is essential to recognize the inherent challenges associated with predicting crypto 

currency prices. Through continued research and advancements, the field of cryptocurrency 

analysis can progress, contributing to more accurate price forecasting and enabling better-

informed decision-making within the crypto market. 

 



10. BIBLIOGRAPHY 
(n.d.). Retrieved from carajput: https://carajput.com/blog/corporate-and-professional-update-dec-24-2016/ 

Anand, A. (2022, 11 29). analyticssteps.com. Retrieved from analyticssteps.com: 

https://www.analyticssteps.com/blogs/different-types-supervised-machine-learning-models 

Asad, R. (2023, 3 19). mdpi.com. Retrieved from mdpi.com: https://www.mdpi.com/2071-1050/15/6/5431 

AsianMarketCap, O. (2020, August). Medium.com. Retrieved from Medium.com: https://medium.com/the-

capital/key-characteristics-of-cryptocurrency-and-why-do-they-matter-to-you-5f33e483a40f 

Bloomenthal, A. (2022, 5 11). inestopedia.gr. Retrieved from inestopedia.gr: 

https://www.investopedia.com/tech/what-determines-value-1-bitcoin/ 

Bouronikos, V. (2022, 12 14). ied.eu. Retrieved from ied.eu: https://ied.eu/blog/technology-blog/what-are-the-

factors-influencing-the-crypto-market-today/ 

chirag. (2022, 7 22). appinventiv.com. Retrieved from appinventiv.com: https://appinventiv.com/blog/smart-

contract-guide/ 

Chugh, A. (2020, 12 8). medium.com. Retrieved from medium.com: https://medium.com/analytics-vidhya/mae-

mse-rmse-coefficient-of-determination-adjusted-r-squared-which-metric-is-better-cd0326a5697e 

crypto.com. (2022, 01 08). Retrieved from crypto.com: https://crypto.com/university/privacy-cryptocurrencies 

Fawole, J. (2023, 5 17). hacken.io. Retrieved from hacken.io: https://hacken.io/discover/consensus-mechanisms/ 

Fernando, J. (2023, 3 31). investopedia.com. Retrieved from investopedia.com: 

https://www.investopedia.com/terms/m/movingaverage.asp 

geeksforgeeks.org. (2023, 3 14). Retrieved from geeksforgeeks.rg: https://www.geeksforgeeks.org/features-of-

blockchain/ 

Germayne. (2019, 9 5). medium.com. Retrieved from medium.com: https://medium.com/eatpredlove/time-series-

cross-validation-a-walk-forward-approach-in-python-8534dd1db51a 

Groopman. (2023, 6). techtarget.com. Retrieved from techtarget.com: 

https://www.techtarget.com/searchsecurity/tip/8-best-practices-for-blockchain-security 

Grootendorst, M. (2019, 9 26). towardsdatascience.com. Retrieved from towardsdatascience.com: 

https://towardsdatascience.com/validating-your-machine-learning-model-25b4c8643fb7 

guest_blog. (2018, 9 6). analyticsvidhya.com. Retrieved from analyticsvidhya.com: 

https://www.analyticsvidhya.com/blog/2018/09/an-end-to-end-guide-to-understand-the-math-behind-

xgboost/ 

ibm.com. (n.d.). Retrieved from ibm.com: https://www.ibm.com/topics/deep-learning 

intellipaat.com. (2023, 6 13). Retrieved from intellipat.com: https://intellipaat.com/blog/what-is-lstm/?US 



Jain, D. (2023, 5 6). geeksforgeeks.com. Retrieved from geeksforgeeks.com: https://www.geeksforgeeks.org/data-

preprocessing-in-data-mining/ 

k2integrity.com. (2021, 11). Retrieved from k2integrity.com: https://www.k2integrity.com/en/knowledge/expert-

insights/2021/five-ways-for-compliance-to-mitigate-cryptocurrency-risks/ 

Kalita, D. (2022, 3 11). analyticsvidhya.com. Retrieved from analyticsvidhya.com: 

https://www.analyticsvidhya.com/blog/2022/03/a-brief-overview-of-recurrent-neural-networks-

rnn/#:~:text=A%20Deep%20Learning%20approach%20for,by%20a%20deep%20feedforward%20model. 

Kashettar, S. (2023, 3 4). analyticsinsight.net. Retrieved from analyticsinsight.net: 

https://www.analyticsinsight.net/10-factors-that-are-influencing-bitcoin-value/ 

learn.bybit.com. (2023, 5 4). Retrieved from learn.bybit.com: https://learn.bybit.com/investing/how-to-analyze-a-

cryptocurrency-using-fundamental-analysis/ 

M.Antonopoulos, A. (2015). Mastering Bitcoin. In A. M.Antonopoulos, Mastering Bitcoin (p. 273). USA: O'Reilly 

Media. 

Mishra, A. (2028, 2 24). towardsdatascience.com/. Retrieved from towardsdatascience.com/: 

https://towardsdatascience.com/metrics-to-evaluate-your-machine-learning-algorithm-f10ba6e38234 

Mitchell, C. (2023, 3 31). investopedia.com. Retrieved from investopedia.com: 

https://www.investopedia.com/trading/candlestick-charting-what-is-it/ 

projectpro.io. (2023, 3 27). Retrieved from projectpro.io: https://www.projectpro.io/article/data-preprocessing-

techniques-and-steps/512 

Ramos, S. (2021, 09). sciencedirect.com. Retrieved from sciencedirect.com: 

https://www.sciencedirect.com/science/article/pii/S2096720921000166 

Sharma, R. (2022, 9 21). Investopedia. Retrieved from Investopedia: https://www.investopedia.com/decentralized-

finance-defi-5113835 

Spilka, D. (2023, 5 16). makeuseof.com. Retrieved from makeuseof.com: https://www.makeuseof.com/what-is-

market-capitalization/ 

Srivastava, T. (2019, 8 6). analyticsvidhya.com. Retrieved from analyticsvidhya.com: 

https://www.analyticsvidhya.com/blog/2019/08/11-important-model-evaluation-error-metrics/ 

Team, T. (2023, 2 14). tasq.ai. Retrieved from tasq.ai: https://www.tasq.ai/blog/top-machine-learning-model-

validation-techniques/ 

Toshendra. (2023, 1 25). https://www.blockchain-council.org. Retrieved from https://www.blockchain-council.org: 

https://www.blockchain-council.org/blockchain/types-of-crypto-wallets-explained/ 

Turney, S. (2022, 5 13). scribbr.com. Retrieved from scribbr.com: https://www.scribbr.com/statistics/pearson-

correlation-coefficient/ 



Vadapalli, P. (2022, 10 4). upgrad.com. Retrieved from upgrad.com: https://www.upgrad.com/blog/types-of-

regression-models-in-machine-learning/ 

 

 
 

 


