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Abstract

The increasing adoption of cloud and edge computing infrastructures has led to a growing
concern for their security against Distributed Denial of Service (DDoS) attacks. In this thesis, we
propose a comprehensive approach to enhance the security of cloud and edge infrastructures
through the use of Machine Learning-based detection and mitigation techniques.

The thesis investigates various ML algorithms for DDoS attack detection, analyzing their
effectiveness in identifying and classifying malicious traffic patterns. Through extensive
performance evaluations and comparisons, we identify the most suitable ML algorithms for DDoS
detection in cloud and edge environments.

To address the computational challenge of ML detection models in resource-constrained
environments, we introduce an idea for accelerating these operations, fully compatible with cloud
and edge infrastructures. This technique serves as an extension, optimizing the computational
complexity while maintaining high ML model performance, enabling rapid and efficient real-time
detection of DDoS attacks. Through evaluations and simulations, we demonstrate the
effectiveness of the proposed approach in DDoS attack detection within cloud and edge
infrastructures.

Furthermore, we propose an ML model architecture leveraging deep learning techniques to
further enhance the accuracy of DDoS detection. This model combines the detection of malicious
traffic patterns and behavioral anomalies to provide a comprehensive view of potential attacks
and minimize false positives.

The objective of this thesis is to contribute to the field of cloud and edge security by providing
a comprehensive framework for DDoS attack detection and mitigation, leveraging the power of
Machine Learning. The proposed techniques build upon established cloud and edge security
methods while paving the way for advancements in safeguarding critical systems from cyber
threats.

Keywords

Cloud computing, Edge computing, Security, Distributed Denial of Service (DDoS),
Machine Learning, Detection, Mitigation, Traffic patterns, Performance evaluations,
Resource-constrained environments, Acceleration techniques, Real-time detection, Deep
learning, Cyber threats
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3.3.3 Random Forest Classifier (RFC)
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3.3.4 Naive Bayes (NB)
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3.3.7 Neural Networks (NN)
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4.4 UNSW15

4414914 Uz Uy o Udatasdd Ue g
¢ aatasel a3 Us UsUdy Gse e UNSWHIsU =40 [ySeilaidildiv(16s g
MB), UNSWNBL5_2csv(165 MB) UNSWNBL5_1csv(155 MB)s UNSWNBL5_1csv(95

o

MB)o Us y 3 UNSWNBIY feaurescsv(4.04kdd) e U UU 83he 00U Uxs 6C
U e dptaset
ge UosYbUGeU Uxs U cUdaaframe Us UU®d3y fitdide Oedg Ud
oaUGUoaal veeatukesthUcUesy " hoc oy od Uilietly s o) el Js g
csv files= [UNSWNBL5 1csv,'UNSWNBL5 2csv,'UNSWNBL5 3csv,'UNSWNBLS5 4csv]
dfs=[]
for file in csv_files:

df = pd.read_csv(file,neader=None,low_memory=False)

dfs.append(df)

unsw_dataset = pd.concat(dfs).reset_index(drop=True)

unsw_features pd.read_csv('./NUSWB15_features.csv', encoding="t{88591")
unsw_features['Name' = unsw_features['Name'].apply(lambda x: x.strip().replace(’ ', ' *).lower())

unsw_dataset.columns = unsw_features['Name']

ct_flw_http_mthd 1348145

K3 Ggs3UcUaU, ¢U Undgwedatasptisiajisunt)d is ftp_login 1429879

by sge U aUUUgdUaUs "~ vd Uy aU U ct_ftp_cmd e 0

attributesU edgtaset = U} s y dlaNg(BU (s eeyadU Ct—-"""—zr‘c o

UsUse 00y ageaUUs g (y@hmaddaty j . oi e .

) dioea onaltlotrssUpc bawe UUD) ct_src_ltm e
ct:src:dport_ltm e

#delete'attack cat' c:_jsz_spopﬁltm g

' ' : : C s src m
unsw_dataset.drop(‘attack_cat', axis=1, inplace=True) attack cat 2218764

#replace NaN's with 'O’
unsw_dataset['ct_flw_http_mthd’] = unsw_dataset.ct_flw_http_mthd.fillna(value=0)
unsw_dataset['is_ftp_login'] = (unsw_dataset.is_ftp_login.fillna(value=0)).astype(int)
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# List of highly correlated feature pairs

correlated_pairs =[]

6 ) e 0 dgorr( d ¥ sttsHibeed ©g U~ 3

UatUgtd Uxs

ooy, U
£ s UgoY)ddUEda B Wd ah B Y pe

o eadibmat 3 Us g

g g 0 agritbes) ¢ dpadet) U0 dJovras ™ fi olalish |
UhtigUiasy QU bisdedigegibsatord Ug e d) Ua 3 6 g 3
ee3Uyoars.

- 10

- 0.8

0.6

- 0.4

0.2

0.0

p_mthd
is_ftp_login -
tm -1
tm -
label -

of_ft,

p_cmd

meansz
s_depth -
y_len il
ps_ports
ct_state_ttl -
ct_srv_src -
_ . |
_src_Itm -l
po
_sport
ct_dst_src

ct_flw_htt
ct_srv_dst

ct_dst_s

is_sm_i
ct_src_d

Name

eeféhwiegf@egeogqﬁpfj glcUOtstia:
Jg qUUa

cx
(@)

# Iterate through the correlation matrix to find pairs of highly correlated features
for i in range(len(highly_correlated.columns)):

for j in range(i):
if highly_correlated.ilocfi, j]:

correlated_pairs.append((highly_correlated.columnsJi], highly _correlated.columns]j]))
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Highly correlated feature pairs:

("sloss', 'sbytes') ('ct_src_dport_ltm', 'ct_srv_src')
('dloss', 'dbytes') ("ct_src_dport_ltm', 'ct_srv_dst')
("dpkts', 'dbytes') ("ct_src_dport_ltm', 'ct_dst_ltm')
("dpkts', 'dloss') ('ct_src_dport_ltm', 'ct_src_ltm')
("dpkts', 'spkts') ('ct_dst_sport_ltm', 'ct_srv_src')
('dwin', 'swin') ('ct_dst_sport_ltm', 'ct_srv_dst')
("ltime', 'stime') ("ct_dst_sport_ltm', 'ct_dst_ltm')
('synack®, ‘tcprtt') ("ct_dst_sport_ltm', 'ct_src_ltm')
('ackdat', 'tcprtt') ('ct_dst_sport_ltm', 'ct_src_dport_ltm')
("is_sm_ips_ports', ‘'sintpkt') ('ct_dst_src_ltm', 'ct_srv_src')
('ct_state_ttl', 'sttl') ('ct_dst_src_ltm', 'ct_srv_dst')
("ct_ftp_emd', 'is_ftp_login') ("ct_dst_src_ltm', 'ct_dst_ltm')
("ct_srv_dst', 'ct_srv_src') ("ct_dst_src_ltm', 'ct_src_ltm')
('ct_dst_ltm', 'ct_srv_src') ("ct_dst_src_ltm', 'ct_src_dport_ltm')
('ct_dst_ltm', 'ct_srv_dst') ('ct_dst_src_ltm', 'ct_dst_sport_ltm')
('ct_src_ltm', 'ct_srv_src') ('label', 'sttl')

('ct_src_ltm', 'ct_srv_dst') ('label', 'ct_state_ttl')
('ct_src_ltm', 'ct_dst_ltm')

z Gk all @dgs3 0 BdVDesUgo UU Eatuses sggUUUa 8 Yasgpaglso Y o q

g g 0 6 yhadiilisloss', 'dloss', 'dpkts', 'dwin’, 'ltime’, 'ct_srv_dst','ct_src dport_Itm',

‘ct_dst src Itm', "srcip, 'sport, ‘dstip’, ‘dsport' ] Ud "~ il s j} ®ilsy 68 @byte
Ub@bytesl) 3 Us o U d i Wil 3eUalites QU didiHetwork bytes) ®

OUG s, o UUUdntesete geetdatBé880e Uv3 6 cav3sobjgd 3 Uas

UU e 6alU dU e3ceYUesXduthketdbgt »hosggbadgovbeddUU
Ua 3 Ydatateege U damsetho48fbaturesigs 1 o995 U UUsay UUd, Us
e UUs dbject g g

4.42 ¢ Uo xanfiguratonsa Us Us UatiUgtd e€63Uyavs

Uy eoUscgatasey , 3 Wee "6y yliUs 30U 6)dlisecs eoddUa GUc
UU teatwrdd)i ~ abjget praiod Gservicdo Ustatds U ¢ U0OUU) U'Gsd 3 a2 Us Ug
Uy sdedqUsoayd Ueajyig GJ;@tﬂefﬂotEdmcgnngdJlég’suDUGSSGQg’ 29
UsU Uy yaUUGd uOteeysrs U f orodiseeggUd GU utgU
idesegg) olUaUUtatres Uz U afeas 1IB>dedqUsoaci d Ui e8gd
gy dqlisee 8addUa 295U Us UauUgtd.

X.info()

<class 'pandas.core.frame.DataFrame'>

RangeIndex: 25447 entries, © to 2548046

Columns: 195 entries, dur to state_no

dtypes: float64(195)

¢ esplltU cdptaseto a 3 U lf'l(nﬂ/cﬁralnlngdataa LB@%testdatay 3 U spltahosU Uy 2 00
G0lueeys3U Us UatiUgldd o Uestinggzalicg Uy al0UY uU0ilge:

X _train, X_test, y train, y_test = train_test_split(X, y, test_size=0.3, random_state=101)

by elUsi 3UssszetlUs d Us U

ald dy 3 Ore) ghduced i, sesz‘
d ¢ calrd Uaijs@8U Us UeYl"JU

g
U0 e83Uyeaas, Us Ui}y e
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y 3eUy | Bedtptaset Y30we 6  sae dU csunw[alflomsawsme!»‘tis 34) WG 3

g easosoleh Urs aanfUU;Ys ugsUUF]3 oy Ugy @) 8a U:
) ae Udbfadtd lahe o9 U Uds Grospvblithton ¢ & gs‘lﬂpdjgiw@[UuUsaY
6} dioseed s UGdLsU sdealgad Urs U;gLU;ldJeUusYst,
GridSearcEV,e s Ud U3 slbeesy g eacosliehy BUwvws UUPaxz @ &l
U sUgoec¥aUs eyidyry Udd Uszsseafhodidd Usg €63 Uyaa:

def param_tuning(mic, parameters, X, y, cv=None):
scoring = {"auc:'roc_auc', 'f1:'f1'}

tuning_clf = GridSearchCV( mlc, parameters, refit="auc',gse80oring, cv=cv, verbose=2,
return_train_score=True)

result = tuning_clf fit(x, y)
return result

O0Us @& e Wdiningdam 3 U yiaeU, 3000
UpwBde UgUygosUegg dU beddeloec
"UypYeUOUyes, GUds allgsyc Uc
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e U0 RODMUYC o UMA-Scoreo Us Ue3 6y A3e Us UatUgldd Uesg =

FUds aWe UUdjsgagesse 6oei 3UUs uilseg aglbyel eadsttisedy 3 Ud
evaluateresut_supera Uesaluateresult unsuper
U zyGU Usgd oUs aemUdisealydd 6 pepeedic{d ,Uad U Uds Uosc
) Ue 2'9)Uh o Widada ¥ OUY Uds ooeld Ur)§gedc(g)es wol i 3
s Utraibingdatas Us ¥ 3 tgstdata U Erthlrtulhgdata U0 U eUUaylce U uu,

f]f]e aUa¥Y Us e€83Uyas Us Usdu OiOUﬁhHerné‘i@U Gg0Uea
UgUY¥ aUs 25U Us L,bsrerfltﬂmgewndesfmmg,a»eu3yt@tumalLbl‘i‘@ Us
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U" 8 UUay CconfisiodmatrixbeUs Ud 3 RGAALC.i ad
¢ ee3Utsee UsUliey ¥ Uxys bUise Ggs3UyUetUxs, UasU:
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Logistic Regression(LR)

g6 4t Us
"UpyYeUOUy @

ee3Uyas G g

3 UCi0a el J Afyar,e Wy a6 d Udd

UegistioRegréssiddd e ) Yoz Wa s8@Uh

G’

salUd d

~ , o ~ o ~ - P 5,0 e red o ~ rrer - red ] , -
aUa¥Y ¢ 6} Ua 30U o2 UBRepWi W UsU ey sy altd gdddUs " Ua u
+--------- +------- e it - +
| Dataset | Model | AUC | Fl-score |
+--------- +------- +-------m - - e +----- - +
| Train | LR | ©.9820111542602578 | ©.9588722794516302 |
|  Test | LR | ©.9796564862180454 | 0.9559851591486037 |
oo +------ e Fomm e +

Test Confusion Matrix

—— AUC: 0.9796564862180454
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U CctassificetionBy o) o sdfR i’ cayU alf

o - o -, o 1% 0 .« 2. . o ~ .
eoU URhue aUa¥ U UdUUUs bithgclagsifieatiod a 3 U s G &1
, - o - ° ~ , . ~ o o
}ebaee UUU, UsaaY Uas3 Us gat o9Uese uUds3 9 U:
Support Vector Machine (SVM
Fomm - +------- R it R +
| Dataset | Model | AUC | Fl-score |
e B et et e e +
| Train | SvM | ©.9531881046569157 | ©.91€5230482694397 |
| Test | SvM | ©.9537504609822371 | ©.9089352428393525 |
Fomm - +------- R it R +
Test Confusion Matrix Receiver Operating Characteristic
80000 1.0 4 P
kv, ’,’
B 70000 -
- 4
FF 1368 0.8 L
c 60000 Q 7’
E ‘5‘ ’1
[+ ,’
_ 50000 @ 0.6 e
© = ’,
2 = L
g - 40000 & e
a e
v 0.4 e
-30000 2 i
% ’a
4 972 11678
£ -20000 -~
@ 0.2 1 7
-
- 10000 -
’/ —— AUC: 0.9537504609822371
| | 0.0 T T T T
non-attack attack 0.0 0.2 0.4 0.6 0.8 1.0

Predicted

False Positive Rate
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Radom Forest Classifier (RFC)

HidesegyoaU Uesg e€83Uyacg yo93U vd Used:
RandomForestClassifier(max_depth = 10, min_samples= &plit_estimators= 100, n_job4¥

¢ anax depth, o Ud e as Us detisonteeso dls ¢ Wbykai UU; U Useyd

'Gag'

& vywdsfhd UGrUUy; sahf
U _gstimmterd U e w3z o ¢ désserabipion B desdd Ullfe gU 6

cude
Uy od
a Uai

| Dataset

568gj)oaUde
€ f] Urs
U0y d tgsUUe

————————— B b e e et
| Model | AUC | Fl-score
o Frm Fo +
| RFC | ©.9918202391386405 | ©.9701068162606625 |
| RFC | ©.989159575647468 | ©.9634000539935978 |
o Frm Fo +

non-attack

Test Confusion Matrix

789

80000
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1.0

0.8

G0 "~ Uy Usay

Receiver Operating Characteristic

280 UdUU rirespmplessplit) y g gi,c UB g threstbldUselr clbad U
ahebag

ioaU, Ueay

Ggaegasoamngobsiydd) as3e @dsl Jfosajdaadd a0 |
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= 50000 go_e- /;
§ -40000‘5 //’
N - 30000 éo'q' ///
% 160 12490 20000 . /,1/
- 10000 e
’,’ —— AUC: 0.989159575647468
non-alttack attlack 0'00.0 0;2 0:4 0:6 0?8 1.0
Predicted False Positive Rate
Aut, UU U eUUey0eUUU Usg e©83Uyasg Ggs3UsUsi 3
hUs Ues ®RFQI UWdgm URm»W ensemblly d@s soed, GgagGUleysa
bUaUstGUes 8adid GU haesgd Uesgd UsesUad GU Geylq
Naive Bayes(N-B)
¢ ee3Ulsoe ~ Uprdrs U aad clidls Wdlare| o O 8 Ug 3y " 83 d®d 0
ee3Uyas 3U by Us ehaas Uesg Usd ~odUshUqUUd Us Y«
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g celiUsosesi Us osUsayd ~ FlSoaep YRDELUC, s aot)li¥psogd Wa
UsUadGUGd UgUe tUae3Us RUs Ue e63Uyac UU3 U gl
oaaYlOUxataseygssUs e90) fh “cGeaUfR U sdyGUrs GU Geyl
agoeacgileyald, oY Uetwordscenarioc 3 g¥Y At ey U Uy Ullegloax
’et‘]et‘]UITneMﬂegaHveuda»t3Usaccajruc:y‘7‘a;d?di)essu aYsUs GyaUyd
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UayUU 65 " ebayyUsd UasUs sai olUoyd,
ahoaea 5@ B0b» classifigr(e yUs b3 odJ a)h o s U, UgcUaaeg
+--------- +------- F--mmm e - +-----mm e - +
| Dataset | Model | AUC | F1-score |
+------- +------- - - +
| Train | N-B | ©.5639379247865877 | ©.2268213070352108 |
|  Test | N-B | ©.5577672169795314 | ©.20725242100798758 |
+------- - +------- R R P e T e +

Test Confusion Matrix

4
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FP 31
c
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] |
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DecisionTree Classifier (DTC)
763 UYRFCYe 3 Uy aa,
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- 40000
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-20000
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d

True Positive Rate

—— AUC: 0.5577672169795314

0.2

eg3Ulooe

T

0.4 0.6 0.8

False Positive Rate

1.0

uDF @, G e} alUbso ed

VEN

Uj Yel

min_samplesleaf d 6 eaU @} thesadb 8 UUtaYegéddaeg) oalU Us

e ®al) syclUs oaUs Uds UUseayUU oaYldd. EUs3 Uj Ye

GysUyeg oaUs eUsit3Us Uds Uydd 25U overfitting.

TUs Yoo, MRF&dJdU&U glU6g¢deU0UU UasUs sai oalUa

scoreo Us tréindet, UUaec3e3UUd Uds o=tgs3UUe Usg soaUsh
g UsUb¥YeUs GU eUo¥Yas bHUdeh, Usa¥Y oaUs 3U oU:
| Dataset | model | we 1 riscore |

| Train | oTC | o.9918011154800157 | 0.087445393364556 |

| Test | DTC | 8.9763763063048795 | ©.9620363751886268 |

Test Confusion Matrix
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K Nearest Neighbors(KNN)
¢ & 8 3 Ullydeess @ g J¥ode afd{MbeldhborsClassifier(n_neighbors=£1)Jll dssU U Ub oo Ue
n_neighborss W a &) & somponenti kNN U a2 6 j.ade g g

tom o e Frm Fo +
| Dataset | Model | AUC | Fl-score |
+-------- +------- e e e i Lt +
| Train | KNN | ©.9811073954838966 | ©.9650743931088489 |
|  Test | KNM | ©.975431830059888 | ©.9557738588393104 |
e t------- b b b Fommmm e +
Test Confusion Matrix Receiver Operating Characteristic
.0 1
80000 ! /"
- ’I
E 70000 e
® 584 0.8 1 e
E 60000 w e
2 T e
-4 ,-"
— 50000 o 0.6 - ,
© > e
= = ”
! T Cd
& - 40000 § e
o s
v 0.44 e
-30000 2 .
ﬁ = -
g - 537 12113 20000 ’/
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e —— AUC: 0.975431830059888
' ' 0.0 T T T T
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Neural Networks (NN)

ToNNuU de sa gjeoyeiiht)a Ug aoe d
MLPClassifier(hidden_layer_sizes=(128,64,32), activation="logistic', alpha= 0.01, batch_size=
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| Dataset | Model | AUC | Fl-score |
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Gradient Boosting(GR-B)
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xgb.XGBClassifier(objective="binary:logistic', random_state=101, n_estimators= 200,
learning_rate= 0.01, max_depth= 4, subsample= 1, colsample_bytree= 0.8)
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Isolation Forest(Iso For)
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| Dataset | Model AUC F1-score |
+--------- +--------- +--- - +----mm e - +
| Train | Iso_For | ©.37269648729645076 | ©.168084399669051442 |
| Test | Iso_For | ©.37478785767131007 | ©.1679806887422375 |
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Local Outlier Factor (LOF)
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| Dataset | Model | AUC \ Fl-score |
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| Train | LOF | ©.45658692386716504 | ©.20534785885315807 |
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K- Means (KMEANS )
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| Dataset | Model \ AUC \ Fl-score |
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| Train | KMEANS | ©.732175194578896 | ©.38538054443800455 |
| Test | KMEANS | ©.7299788999728931 | ©.3818989450305386 |
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som =MiniSom(x=10, y=10, input_len=X.shape[1], random_seed=101, learning_rate=0.5)
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som.train_random(X.values, 100000)
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weights = som.get_weights()
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feature_importance = np.sum(weights, axis=(0, 1))
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Logistic Regression(LR)
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| Dataset | Model | AUC | Fl-score |
+--------- +------- Fommmmm e R e e +
| Train | LR | ©.9834882628629551 | ©.9594500656522746 |
| Test | LR | ©.9811854540082457 | 0.9570571272698933 |
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Support Vector Machine (SVM)
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| Dataset | Model | AUC | Fl-score |
e i - Fom R e T e +
| Train | SVM | ©.9535589227682015 | ©.9070363228262965 |
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Radom Forest Classifier (REC)
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| Dataset | Model | AUC | Fl-score |
e et R e et e +
| Train | RFC | ©.9884125610928582 | ©.9792075323656335 |
| Test | RFC | ©.9827309605851702 | ©.9672337744171392 |
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DecisionTree Classifier (DTC)
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| Dataset | Model | AUC | Fl-score |
oo - Fom e Fomm +
| Train | DTC | ©.9919328979815913 | ©.988340029937761 |
| Test | DTC | ©.9753928021158802 | 8.9605911330049262 |
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K NearestNeighbors (KNN)
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| Dataset | Model | AUC | Fl-score |
- -- +------- e Fomm - +
| Train | KHN | ©.9812298737327877 | ©.9634836945909003 |
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Neural Networks (NN)
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| Dataset | Model | AUC | Fl-score |
- - oo e e +
| Train | NN | ©.9783787906590613 | ©.9630153676846285 |
| Test | NN | B.9764946345861326 | ©.9597182652738209 |
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Gradlent Boosting (GR-B)
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| Dataset | Model | AUC | Fl-score |
LR +------- oo e e +
| Train | GR-B | ©.9900582282898728 | 0.9698836412111978 |
| Test | GR-B | ©.989030138622732 | ©.9589051598558614 |
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Isolation Forest (Iso_For)
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| Dataset | Model Fl-score

+--------- +--------- +------———- - F---mmm e - +
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Local Outlier Factor (LOF)
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do i Fr o +
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K- Means(KMEANS )
AaUG;Y bUaUa~xidd.

| Train
| Test

| KMEANS | @.732204688789957 |
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Highly correlated feature pairs: ('dst_host_serror_rate', 'same_srv_rate')

('num_root', 'num_compromised') ('dst_host_serror_rate', 'dst_host_same_srv_rate')
('srv_count', ‘count') ('dst_host_srv_serror_rate', 'serror_rate')
('srv_serror_rate', 'serror_rate') ('dst_host_srv_serror_rate', 'srv_serror_rate')
('srv_rerror_rate', 'rerror_rate') ('dst_host_srv_serror_rate', 'same_srv_rate')
('same_srv_rate', 'serror_rate') ('dst_host_srv_serror_rate', 'dst_host_same_srv_rate')
('same_srv_rate', 'srv_serror_rate') ('dst_host_srv_serror_rate', 'dst_host_serror_rate')
('dst_host_srv_count', 'same_srv_rate') ('dst_host_rerror_rate', 'rerror_rate')
('dst_host_same_srv_rate', 'serror_rate') ('dst_host_rerror_rate', 'srv_rerror_rate')
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('dst_host_serror_rate', 'serror_rate')
('dst_host_serror_rate', 'srv_serror_rate')
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X.info()

<class ‘'pandas.core.frame.DataFrame'>
RangeIndex: 4856150 entries, @ to 4856149
Columns: 1@9 entries, duration to flag SH
dtypes: floate4(189)

memory usage: 3.9 GB

¢ asplit U edataseto a 3 & U B #J0%trainingdatas (B8%testdata

X_train, X_test, y_train, y_testtrain_test_split(X, y, test_size=0.3, random_state=101)
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Logistic Regression(LR)

j osacggdt 3UUd Uds aRBGB G g ,7¢e,0U0z Bes Yol esslUs U
g Ugaramtuning).¢ U U e UUeay e UUU Udd Ues UalUglGdd UaslL
————————— s e e e e
| Dataset | Model | AUC | Fl-score |
R et oo oo +
| Train | LR | ©.9997129174516206 | ©.9998624140087556 |
|  Test | LR | ©.9997314326084018 | ©.9998812180773583 |
R et oo oo +
Test Confusion Matrix Receiver Operating Characteristic
1.0 -
. 70000 e
2 e
= 20012 8 60000 0.8 e
c o .
g 50000 2 /"
- o 0.6 P
il = .
2 -40000 2 e
E 8 ”1
- 30000 °é 0.4 1 o
ﬁ [ = s
T - 141 -20000 ’
B 0.2 el
- 10000 -~
- —— AUC: 0.9997314326084018
. 0.0 T T T T
non-attack attack 0.0 0.2 0.4 0.6 0.8 1.0
Predicted False Positive Rate
] gUp g Uy OUdyei el YeUGU UasUs 65 Yy oaGUUd |

U eaUUay e UUU dawset8 &0 o6 g U Rdathadts U 3w dnbdilmsed s U U
‘ UgUy - ’

Uay UU DoSa dia=gs
"1 e06eeo138geU &89
o Uai tesigcdnd, & Wadiz U 3308 o fyUlgphato ds(Y oy o Ced
0 UdaAucktbms 3 hedld

G g
aYsUs 3U
trainscorgd @ U o

Support Vector Machine (SVM

9036(3
aUai UUy U

(o)
hs,

U; U0} gi 3
¥ GG (3 Uy o

(gy

y3 U3 Us [

GapuOy O

dea¥Y

—— AUC: 0.9997189607092083

+--------- +------- R e L e R R e +
| Dataset | Model | AUC Fl-score |
+--------- +------- R e L e R R e +
Train | SVM | ©.9995820301572882 | ©.9998436610822407 |
| Test | SvM | ©.9997189607092083 | ©.999887471867967
+--------- +------- R e L e R R e +
Test Confusion Matrix
1.0
» 70000
o
[}
E 20011 9 60000 0.8 1
S g
50000 &
— v 0.6 -
T 2
2 - 40000 s
ks &
- 30000 ] 0.4
~ -
(v}
8- 9 -20000
T 0.2
- 10000
| 0.0
non-attack attack 0.0

Predicted

T

0.4 0.6 0.8
False Positive Rate

1.0

90



Radom Forest Classifier (REC)
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| Train | N-B | ©.9992823770191166 | ©.9983404212333955 |
|  Test | N-B | ©.9898288008565578 | ©.9897819991411322 |
e e e e R e +
Test Confusion Matrix Receiver Operating Characteristic
1.0 -
70000 e
A s
(%} rd
o '
= 20017 3 60000 0.8 4 ’/’
5 8 -~
e 50000 ® L
- v 0.6 A 7
] > ’
2 40000 £ L
¥ 3
-30000 @ 0.4 P
= s
¥ = ~
[ - 1615 - 20000 R
£ -
m 0.2 1 -
td
- 10000 ot
’,’ —— AUC: 0.9898288008565578
i 0.0 - T T T
non-attack attack 0.0 0.2 0.4 0.6 0.8 1.0
Predicted False Positive Rate

FUs e dlataséte @3, ® 1 U3 dU eUUdUy3s pPBtdesBnéd@hlieg Ul
bay 6gelU “~vd UUUO3&8U0aPéde UOPUUBGH Uds oUeai UU,

ee3Uyaesg OUdalatdsgte dqoci € U3 g

91



DecisionTree Classifier (DTC)
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K Nearest Neighbors (KNN)
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Gradient Boosting(GR-B)
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Local Outlier Factor (LOF)

o el e el e o Qs -~ o_ o -
BUYas, GUs oaiUseborde U s l@rRmedds gU; &F139ddres &)U o f
o o 1" ™
ueUUs aAUCa Ua h
e +o---m-- e et +
| Dataset | Model | AUC | Fl-score |
e +o---m-- e et +
| Train | LOF | ©.5784@65866411388 | ©.882913034605405 |
|  Test | LOF | ©.598516855737411 | ©.8820201185875689 |
Fommmmm - Fo------ oo mm e Fommmmmm e +
Test Confusion Matrix Receiver Operating Characteristic
70000 1.0 —
e
60000
5- 5254 14766 0.8 1 et
€ u L
2 50000 © e
o ,’
- o 0.6 7
[ = ’
2 - 40000 £ PR
2 8 ’Il
- s
30000 3 %4 e
¥ E .
- 5231 P
=] -20000 0.2 - ’/
,I
- 10000 —— AUC: 0.598516855737411
' 0.0 T T T T
non-attack attack 0.0 0.2 0.4 0.6 0.8 1.0
Predicted False Positive Rate
K- Means (KMEANS )
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| Dataset | Model | AUC | Fl-score |
do-mo - - -- Fom - Fom - +
| Train | KMEANS | ©.5843322854656284 | ©.423736297490833 |
| Test | KMEANS | ©.5842378364321351 | 0.4228963212629274 |
do-mo - - -- Fom - Fom - +
Test Confusion Matrix Receiver Operating Characteristic
1.0
2 50000
3
t‘.“ - 17881 2139 0.8 /,'
s 40000 &
. e
— v 0.6 - R
o 2 .
2 - 30000 b ’
s & .
v 041 et
> -20000 £ e
(v
]
B 0.2 7
- 10000 7
s
/, —— AUC: 0.5842378364321351
. ; 0.0 T T T T
non-attack attack 0.0 0.2 0.4 0.6 0.8 1.0
Predicted False Positive Rate
- - R o o , o, 7 .. ST -
Udataset) s kpDCUP, UU Ualq B8 s yd 0w datiers® YU83 Us
o, o i ~ . - . “— 00 o ~ s O
saad Uzt beddyY 0U0Uds3 o Ueildd ForknitodORmiigdiaU jc ey -

aUs

GeUOUsoa¥Y
U0 U eUUeayleUUU Uesg

g

sUaUU; U HBEANS, 3 Uysege eUesga 6 g
fh Ud soutliefsy p §§ ¢ KMEANS,
)
3

G 9
sdy UU>s
Uy heegovs

ceeUjicqe&loeflUsd

Oas3 Us

Ud sclustérsUy a2 GG Us
e U ddlasettm,U he O
GooaUsegas 2

o |

94



454 KA Uy edimeesionality reductione Wl @) e 8@M

GsU €alU UsaheU (G edimensiohblityredictianes By & gaSO8Beod dJs Us ay d
oaUs 6 ot lUsalUd " UyUeysegs atusUd oaUs SOMas @ G} |
Uas3sUs "@6at €99} hd.
logged in ===> Importance 199.4536747768545
root_shell ===> Importance 127.11553546516022
srv_diff host rate ===> Importance 121.69476897322974
dst_host srv_diff host rate ===> Importance 115.55270215403418 o P °
flag SF ===> Importance 99.432426892943 Usat 3UUJd U Uehtaire e d i) 3
is_guest login ===> Importance 87.89770153839372 e O d 3 e UsUsai U LOJ; d b
protocol type tcp ===> Importance 87.72229597420622 o o o o o ., -
hot ===> Importance 71.40786328537708 Us ugs3sUecUaU UUU9j L 3
service_http ===> Importance 69.64647686546724 0 ds €99} f] 0 0; d 200U
same_srv_rate ===> Importance 51.25598418859514 - 0 '
num_file creations ===> Importance 42.284913295370814 uu E%Gkiﬂﬁﬂaﬂt
dst _bytes ===> Importance 37.35365159559454
dst_host_same_srv_rate ===> Importance 35.811773884284186
num_access files ===> Importance 23.852692812887447
dst_host_srv_count ===> Importance 14.208316975876386
su_attempted ===> Importance 14.171597153160807
service smtp ===> Importance 10.882582892772612
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Logistic Regression(LR)
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| Dataset | Model | AUC | Fl-score |
e - Fom L e +
| Train | LR | ©.9993819125882164 | 0.999643475922115 |
|  Test | LR | ©.9996064813585873 | ©.9997561539856318 |
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Support Vector Machine (SVM)
YisUd aUUUGUYOUsd, eU UaaUoyd UlGL GUs
Fo-m - Fo------ e Fommmmm o +
| Dataset | Model | AUC | Fl-score |
Fo-m - Fo------ e Fommmmm o +
| Train | SVM | 2.9994446692537369 | ©.9997623544420958 |
| Test | SVM | ©.9996190606093083 | 0.09998624698555376 |
- - e i R +
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Radom Forest Classifier (RFC)
oo +------- B L L Fomm e +
| Dataset | Model | AUC | Fl-score |
oo +------- B L L Fomm e +
| Train | RFC | ©.9999937463259665 | ©.9999937462868578 |
|  Test | RFC | ©.99986259095227556 | ©.9999374835804422 |
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Naive Bayes(N-B)
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| Dataset | Model | AUC Fl-score |
- - R EEEEEEEEE R LT EEEEE +
| Train | N-B | ©.99456730710452913 | ©.9981686011988473 |
|  Test | N-B | ©.99482397514940666 | ©.9981949998931457 |
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DecisionTree Classifier (DTC)
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| Dataset | Model | AUC | Fl-score |
fooo - - R e e +
| Train | DTC | ©.9999500439161272 | ©.9999687318431951 |
|  Test | DTC | ©.999700237247124 | ©.9998874732749028 |
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K NearestNeighbors (KNN)

———————————————— R .
| Dataset | Model | AUC | Fl-score
tom e Frm Fom +
| Train | KNN | ©.9998189366866094 | @.9998936815575027 |
| Test | KNN | ©.9998125780196297 | ©.9998874648327603 |
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Neural Networks (NN)
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