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H napovoa duthopating epyacio diepevva tnv évvola tou stateful fuzzing, piog
eEelduevpévng popong fuzz testing wov Aapfdavel vTOYN TNV UATAGTAGT TOL GL-
oTpatog vo éeyyxo. Ilapovoidlel pioe véa TPOGEYYLOT OOV TO ULITOXEIHEVO
HOVTEAO UNYOAVAG HATAOTAOTG TOU LTTO SOXLUY) CLGTHHATOG HodalvETOL TTPLY ATTO
Vv paypatinrn dadacio fuzzing, avtl xatd tn didprerd tng. H amoteleoparti-
®OTNTA QLTHG TNG HedOdov cuyxpiveton pe Tpocpatovg fuzzers, tovg AFLNet xou
StateAFL oto mAaico tov mpwtoxdArov EDHOC, evog mpwTordAlov ac@aroig
OVTOAAAYTG HAELOLOV.

Aé€erg nherdud: aopdlela tpwtondAAwv, stateful fuzzing, active automata learn-
ing, protocol state fuzzing, AFLNet, StateAFL, EDHOC
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Abstract

This thesis explores the concept of stateful fuzzing, a specialized form of fuzz testing
that considers the state of the system being tested. It presents a novel approach
where the underlying state machine model of the system under test is learned before
the actual fuzzing process, rather than during it. The effectiveness of this method is
compared with state-of-the-art fuzzers, AFLNet and StateAFL in the context of the
EDHOC protocol, a secure key exchange protocol.

Keywords: protocol security, stateful fuzzing, active automata learning, protocol
state fuzzing, AFLNet, StateAFL, EDHOC
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KepdaAlaro 1

Extetopévn EAAnvn Iepiinyn

1.1 Ewoayoyn

To software testing eivar onpavtid yio T Slac@EALCT TNG TOLOTNTAG XL TNG
ACPAAELOG TOV GUOTNHATWV AOYLGHIKOV. Q0TOGO, 1) un avtopatn dwdwacia e-
Aéyxov pmopel va eivor ypovoPopa, xootofopa xal emLppenng 08 GPAAATR. Qg
ex TOUTOV, €XOVLV AVOTTITUYXUEL AUTOPXTOTTOLNIEVES TEXVIKEG EAEYXOU HE OTOXO TN
pelwon g avdpadmivng TopépPacng kot TNV ad€non NG oIOTEAECHATILOTN TG
oL gAéyxov. Mia amd TIG Lo OMHOPLAELS HalL ETLTUXTHEVES TEXVIHES CLUTOHNTO-
mowmpévou eAéyyou eivan to fuzzing [MFS90], to omoio mepthapfdvel tnv mapoxn
UYLV N NHI-TUXAUWV €1l000WV GTO LITO JOULU) CUGTNHA KOL TNV TOPATHPNOT
™G ovpmeplpopdg tov. To fuzzing pmopel va amonadOel cAApoTa xot xeva a-
o@aleilog Tov propet vor pnv eivat ebxoAa aviyveboipa pe dAleg pedodoug testing.
‘Exer Wiaitepn akioe yia tn doxipr] ToAOTAOK®WY GLOTNHATOV OOV 1] AoPAAELR
elvarl xplon, 6TTwg oL LAoToLNoeLlg TPWTOXOA WY ductvov [PST22; Yu+19].

Qotoo0, to fuzzing dev elvon o yeviun Avon eviaiog epappoyng. Ou texvinég
fuzzing mowiAlovv avaroya pe to eidog Tov vTd douun cvothpatog. Oplopéva
OUCTNHATO £XOUV TEPLTAOUES ECWTEPIUEG HATATTAGELG TTOL AAAALoLV pe Por To
pnvopoto Tov AopfPdvouvv xar oTéAvouv. e avtn T Satplfr], eoTid{OoVpE GTO
stateful fuzzing, to omoio AapPdver LTOYN TNV HATACTACT) TOL GUOTHHATOG KoL
propel v eAéyEel GLOTHHAT Pe SLUPOPETIHEG HATACTACELS KL HETAPACELS TTLO
amote eopatind amd to stateless fuzzing.

Mia amod tig mpouAnoelg tov stateful fuzzing eivar va e€oxdel o povrédo pnya-
VG XOTAGTAGEWV TOL LITO SOXLUN CUGTHHATOG, TO OTTOLO TEPLYPAPEL TIG TLIOAVEG
HOTOOTAOELG KoL peToPdoelg Tov. To HOVTEAD UNYAVNG HATACTACEWV PITOPEL Va
Bondnoel tov fuzzer va mapdyel éyxvpeg xar a€loOAoyeg £L6OSOVG TOL PITOPOVV
VO TTPOUOAEGOUV SLALPOPETINEG CUUTTEPLPOPES 6TO cVaTNHe. Ol TeplocdTEPOL AT
Tovg vrtapyovteg stateful fuzzers cupmepaivovv To povtélo pnyoavrg xataotdoe-
wv ®atd TN ddprela Tng dadwaciag fuzzing, Topatnpovag eite T PNVOHAT
7OV GTEAVOVTOL GTO SLXTLO €LTE T HVIHN TOV GUOTHHOTOG KOl OHADOTTOLOVTOG TOL
oe SloPOopeTINEG HATAOTACELS. Q0TOCO, AUTEG OL TPooeYyioelg pmopel va eivat
avosote eopatinég ot avoxpiPeig. Ot elcodol Tov ¥PNCLHOTOLODVTHL KATK TN
drdwacio fuzzing dev elvar WOavHég yior TNV expPddnon Tng PNxovig XUTAoTAoE-
WV, emeldr) OeV AVTLITPOOWITEVOVY OTOTEAECHATIUA TI) YADOG TOV TPWTOXOAAOV
MOl LTTOPEL VO PNV EVTOTILOOUV OPLOHEVEG HATACTACELG 1) HETUPACELS.
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Se autiv TNV epyaoia, mopovotdlovpe i véa Tpocéyylon yia to stateful fuzzing
OV podaivel Pl XOAT] TTPOGEYYLOT) TOU DITOXELHEVOL HOVTEAOL UNYXOVIG HOTO-
oTAoE®V TNG LITO SOXIT) LAOTTOINGNG TTPLY ot TNV TTpaypotint dadieacio fuzzing,
ovti va v Pploxel xotd tn dudpueld tnG. XpPrOUYLOTOLOVHE Lot TEXVIXI] TOV O-
vopaleton active automata learning [Vaal7], n omoio vrofdAAer emavainmrind
queries 6to VO douipr] cVoTNHA pe eWdd emAeypéva inputs xo podaivel €va
HOVTEAO PNV HATOCTACEDV ATTO TLG ITAVTHOELS.

Svyxpivovpe ot v Tpocéyylon pe dvo mpoocpatovg stateful fuzzers, toug
AFLNet [PBR20] xou StateAFL [Nat22]. To mpwTOXOAAO TTOL Y PNCULOTOLOVHE
yle avtr) tn ovyxpion eivor to EDHOC (Ephemeral Diffie-Hellman Over COSE)
[SMP23], éva ehappl xot o POAEG TTPWTOHOANO OVTOAAAYTG HAEWSLOV TTOU ExXEL
oXeOLAOTEL VIO TTEPLOPLOPEVOV SUVATOTHTWV GLOKELES Hal dixtva. Metpape Tnv
KAL) HOdWa oL TOV apldpd Twv eumadel®V oL avaxaAbIToVTaL otd *AJe
fuzzer. Zvlntape emiong to SuvaTd oMpela, TOVG TEPLOPLOROVS KL TIG TIPOUAT|CELG
1ODEe TPOCEYYLONG KL TTPOTELVOLE KATELIVVOELS Yia peAAOVTINT] Epevvar.

1.1.1 ZXvvewopopd

H mapotoa epyacio cupfdAdel oToV TOHEX TNG ACPAAELNG DUTLOUDOV TPWTO-
HOAAWV PHEG® HLOG EUTETOHEVIG CUYUPLTIMNG EEETAONC TOV TPEXOLOOV TEXVIUDOV
stateful fuzzing 6tav epappolovtal Ge LAOTOGELS SILTLOUDOV TTPOTOXOAAWY. Me
TN cvotnpoten aflohdynon xat cOyxpion tov stateful fuzzers, ctoyebovpe va o-
pEXOLHE TTOAVTIHES TANPOPOPLEG GYETIUA JLE TAL TTAEOVEUTHHAT KAl TIG OOVVOLES
QULTAOV TWV TEXVIUOV KOl VO EVTOTLOOLE media Yoo peAlovTinn épevva. Tow cupe-
PACHOTA TTOL TTOPOVGLALOUHE X PTOLUEVOVV YL TNV XAADTEPT] CLAAOY KT HATAVOT)-
on oo nedio tov stateful fuzzing xon tov fuzzing tpwtordAAwWV. EmimAéov, vt 1
epyacio détel Too DepéAlar yior HeAAOVTINEG EPEVVITINEG TTPOCTIATELES, TTAPEXOVTAG
TOPODELYHATA GTNGIHATOG AL TTPOETOLUAGLAS TOL GLOTHHATOG Yia fuzzing.

1.1.2 IIepiypoppo Evoritov
Ot voAoLTTEeg EVOTNTEG ElVaL OPYOVOHEVA WG EENG:

« HEvomnta 1.2 xadbmtel To Paowd Jewpntind voPadpo tov stateful fuzzing
nou Twv fuzzers mov xpnoporotodvTal.

« H Evotnra 1.4 mopéxel Texvinég AETTOUEPELEG OXETUA e T LITO dOULUN
TPWTOKOAAAL.

« HEvotnta 1.5 meprypdpel Tnv TpoeTolpacion TV TelpopAT®VY.
« HEvotta 1.6 mapouotdlel To ammoTeAEGUATO TWV TELPOHATOV.

« HEvotnta 1.7 e€dyel ovpmepaopata xot divel 1déeg ylor peAAovTinn épevva.
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1.2 Oewpntnd Yrofodpo

1.2.1 Fuzzing

To fuzzing [MFS90], eniong yvwotd wg fuzz testing, elvol piol UTOPATOTOLNHEVT)
Texvnr] testing mov xproLpomoLeital yior TV avaxdALYT eVTOIELOY KoL EAXTTO-
HATOV AOYLOPKOV JE TNV TOGTOAN HEYORAOL OPLIHOD AHLPWV, TUXOUWV 1) ATTPOC-
dountwv e1c6dwv oe éva mpoypappa 1) cvotnpa. O otdxog Tov fuzzing eivon
Vo vooAOPeL TPoPARHATY, OTTWG KPAGapiopHATA, OLLPPOES HVAING KOL VITEPXEL-
Aoeig buffer oto Aoylopind-otod)0, TO OMTOlO pItopel va tepthapPivel eappoyEg,
BipArodnueg N TpwtoOHKOAAa diethov.

Sovndwg, ot fuzzers X pnoHLOTOLODVTL YIX TOV EAEYYO TTPOYPAPUATWOV TTOL SEYOVTOL
Sopnpéveg etoddovg. ‘Evag amoteleopatindg fuzzer mapdyel nui-eyxvpég eLo6d0vg
7oL elva “apuetd éynvpeg’, dedopévov OTL dev aumoppimTovTal Gpeca otd TOV
parser xou elvo “apreTd pn EYHLpeg” OO TE VO ATTOXUADTITOVV GTTAVIEG HATACTACELG
TTOL JEV €XOLV AVTIHETWTLOTEL COOTA.

Ou apyutég eicodol Twv fuzzers, 0wG avtol TOL KELOAOYODE, AVTUTPOCWTEVOLY
pio axolovdia bytes. Oo avapepopacTe 08 UTEG WG concrete seeds, Ve Jo ava-
QepoOpOOTE G seeds TTOL TEPLEXOVV ATTADG TOV TUTO 1) TOVG TVUTOVG TV dedOpPEVHOV
(dnA. tov TOMO TV PNVUHATOVY OTWG 0pileTol otd TO TPWTOXOANO) wG abstract
seeds.

1.2.2 Stateful Fuzzing

To stateful fuzzing emevtpdveton oTnv eOpPect eLTAVELDV GE TPOYPAUHATA TOV
EXOUV E0WTEPIUEG HATATTACELG KL AVTLOPOVV OTLG ELGOO0UVG e BAoT) TNV TPEYOLOQL
HATAoTOOT TOLG. AUTO Tov Kdvel To stateful fuzzing Eexwploto eivor n wavoTnTd
TOL VO XOLTAVOEL TNV TPEXOLON HATACTOGT] TOV TPOYPAHHATOS HATA TN dLdpreLo
g Sdwaciog eréyyov. e avtideon pe Tig oupPatinég pedodovg fuzzing, to
stateful fuzzing mapaxolovdel T cUPTEPLPOPA 1) TIG ECOTEPUES PETAPANTEG TOV
TPOYPOAUHATOG HOL YXPTOLUOTOLEL QUTEG TLG TTANPOPOPLEG YLOL VOL GUHTTEPAVEL TO
ULTTOXELHEVO HOVTENO IOV KATACTACEWVY KL TNV TPEXOLON KATAOTACT]. AUTO
TOU ETULTPETEL VA TTOPAYEL test TPOCAPHOCHEVA OE GUYKEUPIHEVEG HATATTAGELG TOV

TPOYPAHHATOC.

'Exovtog emiyvworn tng xaTtdoTocT TOU ITPoypappatog, to stateful fuzzing propel
vo ppndet pe peyodvtepn axpifeta oevapro wort aAANAETIO pAGELG TOL TPAYHATILOD
noopov. Avtn 1 mpooéyylon eivor Wiaitepa TOAOTIHN xatd TN doxipr ToAVTAO-
HWOV CUGTNHATWV AOYLOHULXOD, OIS TO TPWOTOXOAAX KoL OL EPAPHOYEG dLadLTLOV,
OOV 1] CUUTEPLPOPR TOLG HadopileTal ad TNV axolovdic TV eLl6OdWV KoL TNV
E0WTEPUT HATAGTOGT) TOL TPOYPAUHATOG. OpLopéva cEApaTa PITopel vo arroxa-
AOmTOVTOL HOVO GE OPLOPEVEG HATACTACELS, Ol OTTOLES ALTTOULTOUV L0t GUYKEUPLUEVT)
onorovdia eL.c6dwV yix va fpedoiv.

H nOpra tpoduAnon ya to stateful fuzzing eivon n x&Avyn tov xdpov xatactdoe-
WV TOL GLOTHHATOG XWPLG VAL LTTAPYEL AVOAVTIXT] TTPOJLAY POLPT) TOV TTPWOTOXOAAOU.
Avto mepthapfavet T pepny avorGALYT TOL XOPOU UATAGTACEWV TOV TTPWTO-
HOAAOV KO TNV EVOWUATWOOT) CTPATNYIUOV YL TOV EVIOTLOHO XATAOTACEWV.
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1.2.3 Active Automata Learning

To Active Automata Learning (AAL) [Vaal7] eivou pia ccvtopartomotnpév pédodog
YLOL TNV XOTOOHEVT] EVOG HOVTEAOL HIXOVIG KUTACTAGEWV TTOL TTPOGeYYLlel Kohd
T1 GUUTTEPLPOPAR TOV GUOTHHATOG. AUTO ENMLTUYXAVETOL TOPEXOVTOG ELGOOOVG KoL
TopatnpoOVTHG TIG e£680vg ToL cuaTrpatog. H diadiacia avth eptiapPavel dvo
PACELG:

1. Kataoxevr] vmodécewv: e outh) TN @AY, ATOCTEAAOVTIOL GTO GUCTNHO
onolovdiec cupPforwv elc6dov. Ol ATOVTNOELS TOV GUGTHHATOS X PNCLHO-
ToLOLVTAL YLat TH) SMpovpyia evog amhomotnpévou povtédov. O otdyog elvar
va dnpovpyndet éva povTéAo ov mapdyet Tig idteg e£680vg pe To choTHA
yla OAeg TIg anorovdieg eloddov mov amootéAAovtat 6To choTnpa. T Tig
onolovdieg eLlc0d0L TOL deV X PNGLHOTOLODVTAL, TO HOVTEAO HAVEL VTTODECELS
e Paon awtd oL Exel padel.

2. Enmudpwon vrodécewv: Xe avtn tn @AoT, T0 HOVTEAO SoulpaleTal yior va
Srmiotwdel av avamapiotd pe oaxpifeia to cbotnpa. IlepioodTepeg oo-
Aovdieg 10080V amooTEAAOVTOL TOGO OTO CUGTNHA OGO UL GTO HOVTEAO.
Ed&v vapyovv dropopég otig e£600VG TOVS, rLTO LITOSNADVEL OTL TO HOVTEAO
xperaleton Pedtioon xot 1 Sdvacion EMGTPEPEL GTI PACT) HOATOGHEVNG
UTOYEcEWV Yl TNV TeAelOTOiNoT) Tov povtéAov. Eav dev diamiotwdodv Sua-
popég, 1 ddwacior expddnong oAoxAnpwvetal xoL To HovTéAo dewpeitan
XOAT) TTPOGEYYLOT) TOL GUGTHHATOG.

Eav avtr] n dwadwosia dev teppatiotel, TOTE elvar mbavo 1 GUUTEPLPOPR TOV
OUGTANATOG VoL PNV Prtopel vor povteAomotndel amd £va VIETEPHIVIGTINO RUTOPATO
TEMEPAOHEVIC HATAGTACT)G,.

1.2.4 Protocol State Fuzzing

To Protocol State Fuzzing [RP15] eivan puoe texvnr) mov yprotpomotel active au-
tomata learning, mpoxeipévov va Ppel tn pnxovy xat&doTtoong TG LAOTOINoNG
evog mpwtoxOAlov. To povtéda mov padaivovtoal XpnoLorolodvTal ylo TV o-
TOUOAVYT AOYIHOV GPAAPATOV HEGK U TUTTHAOV 1] ATTPOGIOUNTWV OHOAOLILDOV
HNVUHGTOV. TPOomomol®vTag oxoAOVIES HIVURAT®V oL OXL HELOVWHEVOL U VOHA-
T, 1) TEXVIHT oUTT) ptopel va amoxadvPel Badvtepa evdAwto onpeio oL Propet
vo pnv evtomilovtay oo aAAeg pedodoug.

T ) ddweaoion expadnong avtng g texviung amonteital évag Learner, évog
Mapper xou éva System Under Learning (SUL). O Learner eivat veddvvog yio Tnv
oo oA autnpatwv oto SUL kot ) AYn Tov otavtioe®y ToU, eXTEADVTOG
OVLOLXOTIKA TOV aAyopLdpo padnong. Qotoco, o Learner dev yvwpilel mog va
petatpémel abstract cOpfola elc6dov G concrete pnvopata mtpwtoxdAiov. To
Tnpo owtod emddetol atd Tov Mapper.

O Mapper petatpénel Ta abstract cOpfora e160d0v ad to memepacévo aAPaPn-
TO €100d0V o€ concrete PNVOHATA TTPWOTOXOAAOL TTOL autocTéAlovton oto SUL,
OUUTTAN PAOVOVTAG TIG atapaitnTeg Aettopépetes. AvtioTolyilel emiong Ta concrete
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pnvopata otd to SUL oe abstract cOppora tov alpaprtov e€6dov, apatpidvtag
TIG TTEPLTTEG AETITOPEPELEG TTOV OUPOPOVV TO TTPWOTOHOANO.

1.3 AFL

O American Fuzzy Lop (AFL) [Zal17; Fio+20; Fio+23] elvou évag amote A eGpaTindg
fuzzer mov Eexwpilel yioo v taydTa, TNV aflomioTion xo TNV euxOALa XprioNg
tov. Xpropomotel évav éEvmtvo ocvvdvaopd mutational ko coverage-guided teyvi-
1oV, Metalldooel éva 6OVoAo test cases yLor vou 9TAGEL G€ TTPONYOUHEVMGS avee-
pedvnTeg meploxég Tov mpoypappatog. Otav éva test case avEdvel tnv xdAvyn,
amodnuevETAL GTNV OLPK test case.

O AFL ypnotpomotel pioe ovpd yia tn Siaryeipion tov test cases mov Sonpdlet. Amo
npoemhoy, axolovdel pia toArtinr) FIFO (First-In-First-Out), exteAdvtog Tow pe T
oelpd ov pootidevron. EmurAéov, o AFL divel TpoTepaldOTNTO OTA PKPOTEPO KL
TayUtepa test cases yia va Pedtiddoel tnv amddoon. Ta emonpaiver wg “favored.
Katd v emhoyn tov endpevov test case, o AFL mapadeinel ta oyt favored cases
pe peyaAn mdavotnta, av vapyel tovAdyxtotov po favored emhoyn Swaedéoun.
Awoupopetind, ta cases OV EXOLV OOXIHACTEL TPONYOUHEVWS TTALPUAELTOVTOL e
peYoAOTEpT) MIAVOTNTAL.

O petarraEeig otov AFL taivopoivtal oe 800 nOpleg HaTnNyopieg: VTETEPHLVL-
otwég wo havoc. Ot vreteppivioTinég petadrdgelg mepthapfavouy PHePOVOHEVEG,
npoxadoplopéveg peTaforéc oTo meEPLEXOHEVO TV test cases, OTTWG AVOGTPOPES
bit, TpocInueg, AVTILATACTACELS e oaUEPALOVG XPLIPOVS atd €var TPOrADopL-
OHEVO GUVOAO eVOLOWEPOLO WV TIHOV Kot dAAa. Ot petalldEelg havoc otodlo-
vto toyodor xa propel vo mepthopfavouv tn petoffoAn) Tov peyédoug tTou test case
npociétovtag N diaypapovrog Tppata tng etcddov. EmmAéov, o AFL pmopei va
ovyxwvevoel dlo test cases oe éva koL 0T cuvéxela va epappocel havoc ot éva
petayevéotepo otddlo Yvwotd wg splicing stage.

Avtog 0 yeveTnog alyoprdpog xan 1 favored emihoyr) seed eivon evoopatopéva
otovg AFLNet, StateAFL »ou AFLML.

1.3.1 Stateful Fuzzers

Ot stateful fuzzers eivo pia xatnyopio epyadeiov fuzzing mov afiomoodv tnv
EVVOLX TV HATOOTACEMY TOV GUOTHHATOG Yot Vo Xododnynoouvv T dtadeacio
fuzzing. Eilvou eidud amotelecpatinol yia tov €éAeyxo AOYLopLKoD pe TOADTA oK)
CUUTTEPLPOPA TTOV EEAPTATAL QTTO TNV TPEXOLOXA XATACTOCT).

1.3.2 AFLNet

O AFLNet [PBR20] eivon évag greybox fuzzer oyediacpévog yio vAomotoelg mpw-
tondoAAwv. O AFLNet, mov Pacileton otov AFL [Zal17], viodetel évav yevetinod
OAYOpLIpO yla vor Topayel TIG xoADTepeg eloOdovg. EmumAéov, xpnopomotel state
feedback yia va xatevdovel tn dwadwacio fuzzing.
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EENLVA PE HOTOYEYPOPPEVES IVTOAAQYEC UNVOHATOV PeTaED eVOG server o evog
TpoypoteoL client, e€adelpoviag TV avayxn yio Tpodlorypo@és TPWTOXOAAOL
N ypoppotwég unvopatov. O AFLNet avolopPdver to polo tou client, ava-
TOPAYOVTOS TPOTOTOLNHEVEG EUDOCELS TNG UPYIUNG AHOAOVIHG UNVUHATWV TTOV
amootéAAovTal otov server. Alatnpel exeiveg TG aAAayég mov arodeevoovTo
QUTOTEAECUATIMEG OTNV ETLEXTAOT] TNG HAAVYTG KOS 1] HOTOCTACEWV.

It TOV EVTOTOHO TWV HATACTAGEWV ATTO TLG OTTOLEG TTEPVAL O Server OTAV ATTOCTEN-
Aetou poe onoAovdio pnvopdtwv, o AFLNet Baciletal 6Toug ®xwdinodg ommduplong
TOU server. XprnolHOToLOVTAS avuTh TNV TAnpogopnaot, o AFLNet amopacilel o
TOLOL XA TACTAOT) DO ETUKEVTPWUIEL OTI GUVEXELR, Y PTOLHOTOLOVTAS OLAPOPEG EVPL-
otwég. T mopadetypa, yior TOV EVIOMIOHO HATAGTACEWY TOV ACHOVVTOL GTTAVLA,
ETAEYEL L XATAOTOOT] He TLHAVOTITA AVTLOTPOP®G XVAAOYT] TOL TOGOGTOD TWV
HETAAAQYHEVOVY OUOAOVILOV UNVUHATOV TTOL TNV €XOLV OGKNOGEL AL YLO. VOL JLE-
YLOTOTOUGEL TNV TIAVOTNTA AVOUAAVYNG VEOV HETAPACEWY O HATACTAGELS, O
AFLNet divel mpoTepotdTNTU GE Pl XATAOTACT) TTOL €xeL CUUPAAEL pe Wiaitepn
emituyio oTNV av€nom g *AALVYNG *OINMA 1) HATAOTACEWV OTAV elye emiheyel
TTPOT)YOUHEVWG.

1.3.3 StateAFL

O StateAFL [Nat22] eivou évag greybox fuzzer oxediaopévog yia servers. e avtide-
o1 pe dAhovg fuzzers, dev ATALTEL PN AVTOUATN TTXPAUETPOTTOLNGT), OTTWG LOVTEAQL
TPOTOUOAAWV, parsers TpOToxOAAwV xou learning frameworks. Avt” avtoo, ypn-
owomotlet lightweight avaAvon tov mpoypdppatog-ctod)YOUL.

Agrtovpyel pe TNV TOPOKOAOVINGT] TOU SErver-cTOY0ov, ELGAYOVTOS CLoUTTHPEG
OTLG XXTOVOHEG HVIHNG KOl OTLG AelTovpyieg elcodov/eE6dov dutdov KaTd TN pe-
taylottion. Katd m dudpreia Tov xpOvov eXTEAEGTG, CUNTTEPALVEL TNV TPEXOLGAL
HUTACTAOT) TTPOTOXOAAOV TOV Server-ctoXov, AapuPavovtag oTLypLlOTuITe ATd Te-
PLOYEG HVIUNG He HeYOAn Sidprela {wng. XTn oLVEXELX, XpNOLLoToLel éva eidog
OAYOPLUHOL HATAXEPHATIGHOD, O OTOLOG ETLTPEMEL XATOLO €Timedo aAAayT|G, YLo
VO HETATPEYEL TAL TTEPLEXOHEVX TNG HVIING O€ €Val HOVAIIKO oVayvVOPLOTIHG Yl
TN oLYKeERPEVT xatdotoon. Avtd emtpénel atov StateAFL va avayvwpilel pia
HOTAOTOOT) OUOT Mol av Exouv oUUPel ppég aAAayég otn pvhprn. Avixvebovtog
QUTEG TIG HATAOTACELS, 0 StateAFL pmopel vo nataouevdoel Tadlond o pHnxovn
HATACTACEWVY TTPOTOROAAOV Yl va xododnynoel to fuzzing.

1.3.4 AFLML

O AFLML eivon évag greybox fuzzer mov pmopei va xpnoyonowndei oe cuvdva-
opo pe to Protocol State Fuzzing. Av ko Paocileton otov AFLNet, o AFLML dev
e€dyel wdwoLSg amorpLonNg amd Ta HNvopato. Aev €xel YvoOoTN NG YAOOOOG
TPWTOKOAAOL KoL SeV ELVOLL LLOVOG VAL AVOLYVOPLGEL TOV TUTTO TWV HIVUHATWV TTOU
arootéAlovtal amd To vtd doxpr) cvoTnpa (SUT).

H Baocwr) déa micw and tov AFLML eivon 0t 1 amddoon tov fuzzing pmopei va
BeAtiwdel edv 1 pnyovr) xatdoTOoTG TOL GLOTHHATOG TPog fuzzing eival yvworth
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ex twv npotépwv. H dwudwacia fuzzing avtod touv fuzzer apopd tor andAovda
Pripato:

1. Model Learning: To mpwto Pripa mepthapPdvel Tnv expddnon tng pnxovig
notootdoewv Tov SUT xpnopomoiodvtag xdmolo texvinr active automata
learning.

2. Abstract Seed Generation: Metd tnv expddnon ng HNxovng XUTACTACEWV
tov SUT, mapayovton abstract seeds mov avtiotolyobv oe OAeC TIG MLIAVEG
HETUPACELS TNG UNXOVIG HATACTACEWV.

3. Concretization: Y& qvtd t0 Pripa, mapdyovton concrete seeds ad To abstract
seeds. Avta ta éynvpa dedopéva elgddov aootéAlovtal oto SUT xaté T
dudpueta Tov fuzzing.

4. Fuzzing: Me ta concrete seeds Siadéoipa, o fuzzer pmopel va mpoywproet
otV mpaypatnn dwdwacia fuzzing. O AFLML pmopel va Eentvrioel to
fuzzing and omowadnmote xatdotacn tov SUT xpnoyonotdviag vt to
seeds, emLTPETOVTAG TOL va e€epevviioet S1eE0Snd SLaLPOPETINEG HATAOTAGELG
nou petaPaoelg tng pnyovig xatactdoewv tov SUT. O AFLML ypnoipomoret
Hioe Tpocéyylon round-robin yia TNV emA0Yn KATACTAGEWV YWPLG HATTOLOL
eLPLOTIUY.

Me v xatavonon tng pnxovng xatactdoewv tov SUT, o AFLML pmopei va
nododnynoel m dxditacio fuzzing mo ATOTEAECUATIHG, EMLTPETOVTAG TOV VO
eEepevvnoel TIG dLdpopeg uataoTdoelS nal petafPaocelg pe dopnpévo tpomo. H
npocéyylon tov AFLML eivou diaitepar Xprotpn yiow Tov éAeyX0o AOYLOHIKOD e
TOAVTTAOXEG GUUTTEPLPOPES TTOV EEAPTAOVTAL ATTO TNV HATACTACT).

1.3.5 Zyxetwn épevva

Ot vAomoinoelg TPpOToUOAA®Y €xouv avalvdel Sie€odnd yia Stdpopa eidn vma-
derwv xou opopdrov. O TLS-Attacker [Som16] xpnoyevel wg évar oarodotind
framework yio Tov éAeyyo vAomoioewv TLS. Ot de Ruiter ko Poll [RP15] rjtav
aTd TOLG TPWTOVG OV XPNGLHOTOINCAV CLGTNHATIXO state fuzzing kan avédvoov
TIG pnyavég xataotaong TLS mov amoxtrionray pe tn xprion model learning. Ila-
popota dovAeld éxet yiver yuoe to DTLS amd toug Fiterau-Brostean et al. [Fit+20],
mov 0dfynoe ot dnpuovpyio tov epyakeiov DTLS-Fuzzer [Fit+22], éva state fuzzing
framework Baociopévo otov TLS-Attacker. ITo mpocpata, o Zaydvog xat o TumdA-
dog [ST23] epappoocav emiong to protocol state fuzzing oe vAomowceig EDHOC
not TG avéAlvoav. AvTEG oL doLAELEG, wWOTO00, PacilovTal 0T U QUTONTN ETTL-
Jewpnomn Tov HoVTEAOUL TNG PNXAVAS HATACTACEWDY YL TNV EVPECT] CPAAUATWOV.
M avtopatomoinpévn black-box texviun yia tnv aviyvevon cQoApdtwy pnyavig
HATACTACEWVY G€ VAOTIOLNGELG HATAGTUGLAKODV TTPWTOXOAAWV dUTOOL TPOTATTKE
apyotepa antd tovg Fiterau-Brostean et al. [Fit+23].

EmutAéov, éxouv mapovoiactel molvapiipeg texvinég stateful fuzzing. T mo-
paderypa, to AFLNetLegion [Liu+22], e eméxtaon tov AFLNet, mopovoialet
Evoy HovotOpo adyopidpo yia tnv emhoyr) xataotdoewv. O SGFuzz [Ba+22]
elvon évag stateful greybox fuzzer mov Pacieton oo LibFuzzer, ypnoipomoldvrog
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TPOGIETN AVATPOPOSATNGT) YL TNV TTAONYNOT] OTO XWPO KATACTACEWV TWV state-
ful cvoTnuatwv Aoylopnod pe otodxo TV amoxndAvyn stateful cpoaipdrov. To
NSFuzz [Hu+23] eivon éva epyodeio fuzzing oxediaopévo yu stateful vmnpeoieg
dwtOL, TOL YPNOLHOTOLEL GTATIXY) AVAALGT] Yla TOV eVTOMIGHO Ppoxwv dwtva-
1OV CUUPAVTOV KoL TNV eEaywyn HETOPANTOV KATACTOONG, ETLTUYXAVOVTAG £TCL
YPNYOPO GUYXPOVIGHO e10080v/eE0d0L naol amoTedecpatind state-aware fuzzing
péow lightweight instrumentation ce ypovo petayAottiong.

‘Exel entiong mpaypoatomoindel onuovTindg 6Yrog Epevvag aplepwpEVOS 6T CUGTH-
poTer) aELOAOYTOT) oL GUYKPLOT) SLapopeTin®V TexvinwV fuzzing. o mapdderypa,
ot Poncelet et al. [PST22] culntnoav tig tpoxAnoelg mov oyetiCovrot pe tnv aflo-
Aoynon twv fuzzers, dedopévou ToL TEPAGTION APLIPOL TV SLtdéc IV epyaleinv
fuzzing xo Tov TEpLOPLOPEVOL XPOVOL Yla TNV aELOAOYNGT] TOVG.

Ow pocparteg e€elikelg otnv épevva pe Paomn To fuzzing éxovv dadpapartioet xa-
Joplotind pdoro otov evromiopd evmadeldv oe vAomooelg TpwToxdAAwv. Exouvv
rotoPAndel mpoomddeleg yio T SnpLOLPYIC HLOG CLGTNHATIXNG ETTLOXOTNONG GTOV
topéa tov stateful fuzzing [DAP23] xou Tov protocol fuzzing [Zha+24]. Avtég ol ep-
YOOLEG EMLONOMN GG TTPOCPEPOLY CUGTNHATINEG CLYHPLOELG KL TAELVOUNOELS TWV
fuzzers, xan emiong eMONUALIVOUV TIG TTPOUAT|GELG KO TLG EVKOLPLES YLoL HEAAOVTIUT)
EPELVAL GE CLUTOV TOV TOHEX.
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1.4 IlpwToOnoAra

Y& aLTO TO KEPAAXLO GTOXOG HOG elvar var J€GOLE TIG PACELS Yo TNV ®ATOVONOT)
TOV TEPLTAOUWV TPOTOTOV KoL SLADUAGLOV TOV JLETOLY TNV ACPAAT) AL ATTOTE-
Aeopotin) avtaldoyn dedopévwy 6To LTTO oI CVUGTNHA Hag. AUTO TO KEQAAOLO
OxL HOVO Yo TAALOLOGCEL T ONHAc i XAJE TPWTOUOAAOL GTO EVPUTEPO OLKOGVOTH)-
pot, AL non Yo Féoel Tig faoelg yio n petémeitta eEepedvnon Tov Texvinav stateful
fuzzing mov epappolovton 6e AVTE Tt TPOTOUOAA.

1.4.1 CoAP

To Constrained Application Protocol (CoAP) [REC7252] eivon éva tpwTOK0ALO eTTL-
HOLVWVING TTPOCUPHOCHEVO YL GUGKEVEG JLE TTEPLOPLGHEVOLG TTOPOVG, TOL GLVATWG
ovvavTOVTaL 6Tov Topéx Tov Atdivtoouv twv Ipaypdtwy (IoT). Axolovdei éva
povtélo client-server mapopolo pe to HTTP, adld eivon PeAtiotomomnpévo yuo
oAANAemdphoelg amd punyxavnua oe pnyxavnuoe. To CoAP Aeitovpyel mave amd
TPWOTOUOAA HETAPOPAG TTOV eMeVTpOVOVTaL 6To datagram, 6mwg To UDP, xou
elvo oxedLtopPEVO YLor VY XPOVT) ETTLHOLVOVICL.

To pnvopata CoAP éyouvv cuvpmayr dvadwur) Hop@r] Xl oToTEAODVTAL QIO Lo
emueepaAida 4 byte mov axorovdeiton od éva Token petaffAnTod proug yia oo-
OXETION, Hl axolovdia emAoy®dv xot éva pootpetind payload. To pnvopata
propolV va eival tecoapwv Tunwv: EmPeforvdoipa, pn emPeforwoipa, emiPePo-
twomn ko emavagopd. Ta emiPePordopo pnvipata vrootnpilovv alomotion pe
EMOUVOPETAOOCELS, EVD Ta PN emiPePatooipo pnvopata dev enaindevovtal. To o-
THHOTAL X0l OL ATTOXPLOELS HETAPEPOVTOL G XVTOVG TOVG TUTTOVG PUNVUHATOV KoL OL
amoxpicelg propoiv va petopepdolv oe pnvoparta entPePaiowong.

310 CoAP, pia amavinon npoodiopiletar amd 1o medio Code otnv emnepaAida,
VITOJEWUVOOVTAS TO ITOTEAEGHA TNG HOTAVOTOTG AL TNG EXTTARPWONG HIXG OUTT)-
ong. Ta tpla avotepa bit Tov 8-bit Response Code xadopilovv tnv xatnyopio
QTAVTNONG, VO T TTEVTE XATOTEPX bit Tapéyovv mpocieteg Aemtopépeteg. O na-
TarvonTol ad tov Gvipwio cupfoAicpol yia Tovg xwdikotg CoAP éxovv tn popen
"c.dd", 6mov "c" eivarl 1) xAdon oe Senadind apLtipo xou "dd" eiva oL AemTopépeLeg G
dunoero denadud apripod. Ta mopdderypa, To “Forbidden™ avamapictatot wg 4.03,
mov avtiotolxel otnv dexaeladinn Ty xwdov 8 bit 0x83 (4*0x20+3) 1} dexadunn

Tiun 131 (4%32+3).

H popgn tov pnvipatog CoAP ameiovileton oto Zxnpa 1.1, ko ot xwdueot amdupt-
ong CoAP napartidevtal oto ynpa 1.2.

1.4.2 EDHOC

To tpwtdHroAro Ephemeral Diffie-Hellman Over COSE (EDHOC) [SMP23] eivou éva
OUUTTOYEG MOl EAOPPD TTPWTOUOANO AVTOAAXYNC HAELOLOV TTOV €XeL GXESLOOTEL YLow
neplPaAlovia pe LYNAODG TEPLOPLOROVS, GTOXEDOVTOG KLPiWwG oTnV vtodopr) IoT.
[Ipocpépel XOpanTnpLoTIUE AGPAAELNG OTTWG TPOSTAGIN TALTOTNTAC, SlATPaLy-
HATELOT) UPLTLTOYPAPNONG KOl HLGTIHOTNTA TTPOG TA EUNPOS. To TPwTOKOANO
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0 1 2 3
012345670123456701234567012345%67
B At s st S B T e e
|[Ver| T | TKL | Code | Message ID |
B i e e i e e e o

| Token (if any, TKL bytes)

Bt e e
| Options (if any)

B e e
(11111111 Payload (if any)

B s e e e e e e =

Yxfpa 1.1: Moper) CoAP punvupatog

e o - +
| Code | Description |
e B it +
| 2.01 | Created |
| 2.02 | Deleted |
| 2.03 | valid |
| 2.04 | Changed |
| 2.05 | Content |
| 4.00 | Bad Request |
| 4.01 | Unauthorized |
| 4.02 | Bad Option |
| 4.03 | Forbidden |
| 4.04 | Not Found |
| 4.05 | Method Not Allowed |
| 4.06 | Not Acceptable |
| 4.12 | Precondition Failed |
| 4.13 | Request Entity Too Large |
| 4.15 | Unsupported Content-Format

| 5.00 | Internal Server Error |
| 5.01 | Not Implemented |
| 5.02 | Bad Gateway |
| 5.03 | Service Unavailable |
| 5.04 | Gateway Timeout |
| 5.05 | Proxying Not Supported |
+o—-— B it +

Sxnuo 1.2: Kodwol andupiong tov CoAP

Baoiletar oto COSE yux tnv xpuntoypagia, oto CBOR yio tnv xwdwomoinomn xo
oto CoAP yia tn petagpopa.

To EDHOC opiCet 800 x0provg porovg: Initiator ko Responder. Avtoti ot podot dev
OUVOEOVTOL e CUYHEUPLHEVOL SLOSUTLONA TTPOTOXOANCL PHETOUPOPAS, ETLTPETOVTOG
eveMio yio dudpopeg epappoyéc. Mia avtadoyn) xhediwov EDHOC apopd mévte
pnvopota, pe T message_I, message_2 o message_3 va eivor voxpewTnd. To
message_4 lvoll TPOXLPETIO HAL TO error_message eivor SLAJECLHO KoL YL TOVG
dv0 porovg. To pnvipaTa avTd *WALKOTOLOOVTAL e T1) XPTiOT) OTOLYElWwV dedOPEVWV
CBOR.

To avayveplotind session mailovv xadopiotind poro oto EDHOC. Kade pérog
ETAEYEL EVOL VALY VOPLOTING YLOL TNV VoY VA PLoT) ToL Tpéxovtog session. O Initiator
emhéyel To C_I na 10 otéAvel oto message 1, eved o Responder emiAéyer to C_R
1Ol TO OTEAVEL GTO message_2. AUTA To VALY VOPLOTIUA ETILTPETOVV TI) CUGXETLOT)
HNVUHATOV KOL TNV AVAKTOT) TNG XATAGTAGTG TOV TTPWOTOXOAAOV KATX T1) SLApHELoL
TOUL session o PITOPOUV eMioNG Vo XpNoLpomotdody ylo oxomovg o€ eminedo
epappoyng, 6mwg o OSCORE.

O apdypetpol eAEYyyoL TALTOTNTOG TTEPLApPAvouV:
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« Authentication Keys: Avtd eivor ta dnpooio xAedid ov yproipomotodvtol
yla Tov éAeyyo TavtoTnTac. Mmopel va eivon eite éva #Aeldl vtoypang eite
éva otatind kAewdi Diffie-Hellman, avadoya pe tn pédodo eAéyyxov tavtdthn-

TOG.

« Authentication Credentials: IIpoxeitan yio ta Snpocio xdetdid avdevtinomo-
inong tov Initiator xa tov Responder, ta omoia avagépovtoar wg CRED_T xon
CRED_R avrtictoiya. Xpnoiomolodvtal yla Tnv eTaAidevon tng oxepot-
OTNTOG TOL AAAOL HEAOLG KL YO TNV EMAANTELCT) TNG OITOELENG HATOXTG
TOU LT *AeLdL100. Zvvidwg dev petagépovtal oto EDHOC, adla mo-

péxovToL SLoLPopPETINA.

« Authentication Credential Identifiers: IIpoxeito yio avayvoplotind mov
XPTOLHOTOLOVVTAL YL TNV OVAYVOPLOT] TOV OVTIGTOLYWV QITOUTUEVHEVDV
dramiotevtnplov eAéyyouv Tavtotntag. Eivau piepdtepa oe péyedog omd to
damioTeLTpLX TTOL AVAYVOPLLOUY HOL PHETAPEPOVTAL HATA TN SL&PHELD TOV
EDHOC. To avayvwpiotind tov Responder, ID_CRED_R, petagépetar oto
message_2 oL TO avayvoploTind tov Initiator, ID_CRED_I, petagépetol oto

message_3.

« External Authorization Data (EAD): [TIpoxeiton yio e€wtepind dedopéva eporp-
HOYNG TTOL PUITOPOVV VA EVOWHATWIODV G€ ®Gde HIVUHA TOV TPOTOXOAAOV
EDHOC. Svpmepilopfdvovtal yio vo HELOGoLY TIG Stadpopég PeT’ emLoTpO-
ONG, TOV aplIpd TOV AVTOAAXGCOHEVOV HIVOHATOV KOL VO XITAOTOLGOUV

v ene€epyacio.

To Ephemeral public keys (G_X xou G_Y) avtarl&ccovtol oto message_1 ol 6TO
message_2, ol XPNOHEVOLY WG TNYN TLUXXOTNTOG Yo ke session. Avtd ta
nAedid elvor amopoitnTa yia mn SIeoPAALon TG AoPAAELRG TNG AVTOAAXYHG

UAELOLOV.

Metd tnv emtvyn eme€epyoacio Tov message 3, To PHEAT HITOPOUV VO AVTAiGOLV

TOPAPETPOLS ToL TAciov acpareiong OSCORE.

H ponj pnvopartwv EDHOC amewoviletor oto Exnpa 1.3. H aAAnAenidpoaon petad
Tov client »an Tov server, pe Tov server va evepyel g responder xau Tov client wg

initiator, ameovileton oto ZyxNpo 1.4.

Initiator Responder
| METHOD, SUITES_I, G_X, C_I, EAD_1 \

message_1 \
G_Y, Enc( C_R, ID_CRED_R, Signature_or_MAC_2, EAD_2 ) }
message_2
AEAD( ID_CRED_I, Signature_or_MAC_3, EAD_3 )
| message_3
} AEAD( EAD_4 )
} message_4 \

Sxnpa 1.3: Por) pnvopdteov EDHOC
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Client Server

| Header: POST (Code=0.02)

| Uri-Path: "/.well-known/edhoc"

| Content-Format: application/cid-edhoc+cbor-seq
| Payload: true, EDHOC message_1

|

Content-Format: application/edhoc+cbor-seq

|

\

|

|

|<=====---- + Header: 2.04 Changed

|

| Payload: EDHOC message_2
|

|
|
|
| Header: POST (Code=0.02)
POST | Uri-Path: "/.well-known/edhoc"
| Content-Format: application/cid-edhoc+cbor-seq
| Payload: C_R, EDHOC message_3
|

Content-Format: application/edhoc+cbor-seq

|

|

|

|

| <====eemn + Header: 2.04 Changed

| |

| | Payload: EDHOC message_4
| |

Sxnpo 1.4: Por pnvopdreov EDHOC pe tov server wg responder

1.4.3 OSCORE

To Object Security for Constrained RESTful Environments (OSCORE) [RFC8613] e-
va poe pédodog yix tnv tpootacio tov CoAP oe eninedo epappoync, xprnoionot-
ovtoag CBOR Object Signing and Encryption (COSE). Xtoxeter atnv xatoxvpwon
oo PaleLag od anpo oe upo PeTaEL dVo Teppatn®v onpeiwv CoAP, diacpaiilo-
VTOG OTL OL eVOLAHESOL eV HITOPODV VAL XAAOLOGOLYV 1] VO AITOX TG0V TTPOGPoc
oe medio PNVupaTwv mov dev oxetilovtal pe TIG XaJOoPLoPEVES AeLTOVPYieG TOUG.
>tnv ovoia, To OSCORE Aappavet éva pn tpootatevpévo prpvopa CoAP o to pe-
TATPETEL € AOPAAEG, TTpocTOTEDOVTAS OXL HOVO TO payload aAld ko T TANPWG
npootatevpéveg emthoyéc CoAP, toug apyuois xwdwotdg REST tng aitnong xou
NG amoxplong xal oplopéva tpunipato tov URI mov mapamépmovv 6Toug mOpoug
TWV UNVUPATOV aitnong.

T va xpnopomowndet to mpwtorolro OSCORE, ta epmAendpeva pépn mpémnel vo
dnpovpynoovy éva xovd TAXLCLO aoPaAeing ylo TNV eneepyacion TV oVTLKEL-
pévwv COSE. Autod amoitel TV ao@oAn] Ko TLOTOTOLNUEVT) avTaAlayT) Pac®V
AN POPOPLOV KL DALKOD UAELOLOV, TTOL TTHPEXETL IO £V HATAAANAO TPWTOKOA-
Ao ovTOAAOYTG HAELOLOV.
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1.5 IIposrowpacia Ilepopdtwv

1.5.1 ZvoTAHATA TOL XPNOGIHOTOLN IRV

uOSCORE-uEDHOC To vm6 doxipr} OOTNHA TTOL XPNOLHOTOLOVHE elvart pioe -
Aomoinon oe yAwooo C twv tpwtoxdAiwv IETF OSCORE [RFC8613] vt EDHOC
[SMP23] mov ovopdletar uOSCORE-uEDHOC. ITio cuyxexpipéva, YproLLomoLo-
Upe éva oo T TapexOpeva delypata mov vAomolel évav responder server mov
xpnopomotet EDHOC xou OSCORE.

Avto to SUT ypnoipomotel Tuyaio ToporyOpeva *AELOLE, HXDOTOVTOG TO OUXTOA-
Anio yu fuzzing. H tuyoudtnta eivon wann ya to fuzzing Adyw tng advvapiog
AVOTTOPAYOYNG TV OtV amoteleopdtov pe To idio seeds. Eav avamapdyovpe
pio €ynvpn axolovdio cutnpdtov client, yio mapadetypo, propet v amotodyetl va
TEPACEL TOV EAEYYO EYHLPOTNTAG TOV server, emeldr) x&de instance tov server eivo
Tuyatomotnpévo. Ot amavtioelg Tov server eival dlapopetinég petafd dVo ente-
AEGEWV HOL O Server AVopEVeL SLoUPOoPETLIA aLTAPOT. Av FEAOVHE TA LI ALTHATO
VoL TPOUOAOVV TNV 1Lt GUHTTEPLPOPA GTOV Server, TPETEL VAL OITO-TUYOLLOTTOLI)GOUVHLE
70 SUT. Me avtdv Tov TpoTo eAnilovpe 6TL Dot PITOPODVE ETIOTG VO XVOITTOLPAYOVHE
omota crashes xan hangs Bpotye.

To SUT PBaocileton o eEwtepnég PpAodnneg yix tnv xpuntoypagnor. H xpunto-
ypopwer) BipAtodnun Mbed TLS eivan n wOprax mnyn toyondtntag. O vAomolioelg
TPOTOHOAAWV Pacilovtal 6e TETOLEG TNYEG TUXALOTNTAG TTPOXELUEVOL VAL elval -
o@oreig. ‘Opwg, otnv mepintwon Hog XpelolOHAOTE VIETEPHLVIOTIXY AELTOLPYiaL.
‘Etol, agatpécajie TNV Tuyoio Tnyn, avTadoTOVTOS Pl XAT|OT) GUGTHHATOG TTOV
xpnopomoteitao yio vo yepioet éva buffer pe tuyaio dedopéva, yepilovtag to buffer
pe poradoplopéva dedopéva avt’ avTOL.

EDHOC-Fuzzer O EDHOC-Fuzzer [ST23] eivou éva epyoeio oxediaopévo yia
NV avaAvon Twv vAomooewv tov TpwtoxdoAlov EDHOC. Avutd 1o epyaieio
xpnotpomotei protocol state fuzzing yio va Snpiovpynoet poe xoAf TPOGEYYLoT) TOV
UTTOXELHEVOL HOVTEAOL UNYAVIG HATAOTACEWVY piag bAomoinong EDHOC.

O EDHOC-Fuzzer éyel tn duvatodtnta vo 6TéAvel pepovopéveg abstract onolovdieg
elc6dov oto SUT. Enentddnue emiong pe pio emAoyn e€aywyng twv aTnpaTtoy
onplpog Tpv amd v atocTtoAn) Tovg 6to SUT. Edv autég oL emhoyég xpnoLpo-
molndoovv pali, To epyadeio pmopel vo AeLTOLPYOEL WG concretizer, HETATPETOVTOG
TG abstract axolovdieg el60d0v Ge concrete TOL LITOPOLV VAL XPTNGLHOTOLNTOVV WG
seeds pe Ttov AFLML 1} aAhovg fuzzers.

AFLNet Acdopévou 611 o AFLNet [PBR20] eivou yio cuyxexnpipéva mpowtoxoAia,
¢mpene va tov emexteivovpe yuoe Tnv vroothplEn EDHOC. IIpoxepévou va mpo-
ovécovpe vTOoTNPLEN Yot Evoe GANO TPWTOKOANO €Tpeme var LAOTOLGOLpE VO
oLVAPTHOELS, Pl Yo vor SLaywPIoOVHE TA CLYXOAANIEVAL OUTHHOTO KoL pio Yot
vo eEqyoupe TOUG *WOWOVG ATTOKPLOTG OO TG CUYHOAANHEVES ATTAVTHOELG. AUTO
ouvndwg yivetal eite pe TNV e0Pect) VOGS SLAXWPLOTIHOD TTOV LVl GUYKEUPLUEVO
ylor xde TPwTOKOANO €ite pe TNV €0PECT) TOV PEYEDOUG TOV UNVOHATOG QTTO TNV
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IMivorag 1.1: EmAoyég mov ypnopomotdnxay yuo tov AFLNet

Enuloyn | Ileprypaen

-P COAP | Xpnon tov COAP wg TpdTodOANO eQapHOYAG TTPOG SonN

-m none | Amevepyomoinot opiov Pvipng

-D 50000 | Oplopdg xpovouv avapovig apyromoinong server oe 50000 s

-q3 Oplopodg adyopidpov emhoyng xatdotaocng FAVOR

-s 3 Oplopodg alyopidpov emroyng seed FAVOR

-R Evepyomoinon teleotov petdrlagng region-level

-E Evepyomoinon tov state-aware mode

-K Teppatiopog TOU Server HETd TNV XATAVAAWOGT] OAWDV TOV HIVUHATOV
-W 50 Oplopodg Tov xpovov avopovrg amdxplong oe 50 ms

emealida tov. ‘Opwg, avtd Arav adbvato yia to EDHOC, agob dev vrootn-
piler navéva amd o dvo. ‘Etol, émpene v tpomomoijoovpe Tov AFLNet dote va
XELPLCETOUL T PNVOpATA ple RAAOV TPOTTO.

Apywa, o AFLNet xpnowiormotetl raw apyeio (cuyroAAnpéva pnvopata), g seeds,
eve o StateAFL déyetar apyeia seed eicddov oe replayable poper. Avth 1 popen
EXEL ATTOUTUEVPEVO TIPLV oTtd Hde PrVUpa To péyedog tov. EmumAéov, o StateAFL
drodétel pra xadoAnr) cLVAPTNGT) YL TOV JLOXWPLOHO TV ATTOUNHEVHEVOV ALTT)-
patwv, dedopévov otLn replayable poper) e€aeipel Tnv avryun eldnnig vAomoinong
yloe xade mpwtonoAro. Aavelotrnae omoTe *Amolo xwdwo atd tov StateAFL yia
vt T Yopoutnplotind, xodotdvag ¢tol tov AFLNet ovpfato pe replayable
elcodo.

AMGEope emtiong Tov TPOTO ATodHeLONG TOV amavTioewy. Onwg Kot 6T aL-
THHATA, oToUNUEVOLE TPOTA TO HEYEDOG TOUG, EMLTPETOVTAS TNV TPOSPacT o
nodepion amtd avtég péoa o éva buffer pe amodnuevpéveg amavtnoels.

O #wdutdg amdupLong TV pnvupdtev CoAP amodnrevetal oto devTepo byte. Me to
TPOPANHa ToL Sty WPLEPOD ALpEVO, PHTTOPOVLE EOXOAA VAL EAYOUHE TOVG KWOOHODG
oTTOUPLOTC.

Tpopodototpe To AFLNet pe éva povo seed mov mepiéxel ta pnvopata EDHOC
message_1 o message_3 oxolovdovpeva artd évae OSCORE application message.
Avtr n oxolovdia avtioTolyel o€ o ovTaAhay ) ¥AeLOLOV 0o AOVIOVHEVT OO Pl
HPLTLTOYPAPNHEVT) VTAAAAYT] HVOPATOV xoL €XeL yivel concretized pe tn xpron
tov EDHOC-Fuzzer.

Ot emAoyég ov xpnoipomotjinuay gaivovtor otov mivoxo 1.1.

StateAFL Tpogodotovpe tov StateAFL [Nat22] pe éva povo seed mov mepLéyel to
pnvoporta message_1 xot message_3 axolovdovpeva amd éva OSCORE application
message, 0twg axptog ot tov AFLNet. Xdapn otnv eveli&ia Tov, dev xpeldotnroy
TPOTOTOLCELS.

Ot emAoyég mov ypropomodnuay gaivovtal 6tov mivoxo 1.2.
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[Mivaog 1.2: Emdoyég mov xpnopomoujdnxay yix tov StateAFL

Emloyn | leprypoen

-D 50000 | Opiopodg xpodvou avapovig apyixomoinong server oe 50000 ps

-q3 Opiopog aryopidpov emdoyng xatdotacng FAVOR

-s 3 Oplopog adyopidpov emroyng seed FAVOR

-R Evepyomoinon teleotov petarloéng region-level

-E Evepyomoinon tou state-aware mode

-K TeppaTIOPOG TOV server HETA TNV XATOVAAWGT] OA®V TV PNVOHATWV
-W 50 Oplopog Tov xpovov avopovig amtdxplong oe 50 ms

[Tivaog 1.3: Emloyég mov xpnotpomomjdnxay yix tov AFLML

Enuloyn | Ieprypoen

-m none | Amevepyomoinor oplov Hviung

-D 50000 | Opiopdg xpodvov avapovig apyiromoinong server oe 50000 ps

-q3 Opropog aryopidpov emroyng xatdotacng FAVOR

-s3 Oplopog aryopidpov emroyng seed FAVOR

-R Evepyomoinon teAectodv petdArla€ng region-level

-E Evepyomoinon tou state-aware mode

-K TepHaTIOPOG TOU server HeTd TNV XATAVAAWGT] OA®V TOV PNVUHATOV
-W 50 Oplopodg Tov xpovov avopovig amtoxplong oe 50 ms

AFLML T va dnpiovpynooupe ta seeds yiox tov AFLML padaivovpe mpoTo T
pnxovn xotaotdoewv pe tov EDHOC-Fuzzer. 3tn cuvéxela, XproLHLOTOLOVTOG
éva script, eEepevvolpe Tar TIAVE HOVOTTATLO HEGO GTNV HIXOVT] XA TAOTACEDVY KoL
dnpovpyovpe abstract seed apyeio pe foon avtd. Xt cvvéyxela, xdvoupe concretize
autd ta seeds pe tov EDHOC-Fuzzer ko to xpropomolovpe wg eicodo.

Ot emloyég ov xpnopomotjinuay eaivovtol otov mivoxo 1.3.

1.5.2 Pudpicerg

Enavainyn nerpapdtov  Iopd Tig Tpoomtddelég oG Vo apapéGOVHE TNV TL-
yxatotnto tov SUT, pmopel va vmapyer axdpa xamowx toyordtnta. Emiong, ot
fuzzers eivouw Tuyatomompévol. Katd ocvvémeia, dvo extelécelg tou idov fuzzer
propel va unv divouv aupiog ta idia amoteAécpata. I v eAorloTOTOLGOUE
NV emidpact NG TLXOLOTNTOG, TPAYHATOTOLCope déua aveEPTNTA TELPAHATA
ylo ke fuzzer. Kade meipoapo exteleiton oe éva amopovwpévo Docker container
XPNOHoToLdVTAS Tox scripts extéheong tov ProFuzzBench [NP21].

Mlateoppa 'Ola ta mepapata diekniydnoav oe server pe téooeplg emelepya-
otég Intel(R) Xeon(R) E5-4650 @ 2.70GHz xou 128 GB RAM pe Debian GNU/Linux
12.4.
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M2 /¢

M3 /¢

M4 /0
APPc/ ®
APPo /@
EMPc/ ®
ERRE / 0
M3APPo / §

M1/0

M2/0Q Short Name | Full Name
M4/ 0 M1 EDHOC_MESSAGE_1
APPc/ 0 M2 EDHOC_MESSAGE, 2
APPo / 0 M3 EDHOC_MESSAGE 3
EI\R%); / g M4 EDHOC_MESSAGE,_4
M3APPo / 6 ERRe EDHOC_ERROR_MESSAGE
M3APP, EDHOC_MESSAGE_3 OSCORE_ADPP
M1 / MSGc M1/ 1 APP, OSCORE_APP_MESSAGE
M2 / MSGc M2/ 1 APPc COAP_APP_MESSAGE
M3/ MSGe M3/ L MSGc COAP_MESSAGE
M4 / MSGc M4/ L ERRC COAP_ERROR_MESSAGE
APPc / APPc APPc/ L
APPo | APPo APPG /L EMPC COAP_EMPTY MESSAGE
EMPc / MSGc EMPc/ L NA UNSUPPORTED_MESSAGE
ERRE / MSGc ERRE/ L x UNSUCCESSFUL_MESSAGE
M3APPo / @ M3APPo/ L ? UNKNOWN_MESSAGE
I SOCKET CLOSED
2] TIMEOUT

YxAuo 1.5: Movtého pnyovrg rataotdoewnv amnd tov EDHOC-
Fuzzer.

1.6 Amoteléopota

Xpnopomotwvrag tn didtakn mov meprypayope, Tpé€ape xdde fuzzer yio 24 opeg.
Svyrpivouvpe tovg fuzzers wg mpog TNV axpifela oTN TAPAYOYH HNXAVOV HATO-
OTACEWV, TNV HAAVYT) AXHUOV KL YPOUHOV TOU TTPOYPUHIATOS KL TOV OPLIHO TV
crashes mov Bpédnnav.

1.6.1 ZOYxpilon HNYOVOV ROTACTACEDV

Apyxwd, cuyrpivovpe Tor Tplor dLLPOPETIHA HOVTEAQ HIXOVAOV HOTOGTACEDV TOV
SUT: to povtélo antd tov EDHOC-Fuzzer (Zxfpa 1.5), To povtélo otd tov AFLNet
(Exnuo 1.6) no To povtédo amo tov StateAFL (Zyrpa 1.7).

Aedopévou 6T xpnoipomolovpe Active Automata Learning (AAL) yix tnv xataoxev-
1) TOUL povTéAOL pnyavig xataotdoewv yioe tov AFLML pe tov EDHOC-Fuzzer, avtd
elval TPoPavag To 1o oxpLPég HOVTELD KOl Fat TO Y PTCLLOTOLGOVHE WG AVAPOPAL.
IMapovoaletar wg punyavr Mealy (dnAadn o axpég tov eival emonpacpéveg pe
eTwéTeg NG popeng I/O mov deiyvouv Tig oxéoelg petakd elc0dwv xat e£608wv) no
TEPLEXEL CUVOAUA TECTEPLG HATAOTAGELS (e eTwéteg 0 €wg 3). O dAdor fuzzers
LITOJEWUVOOLV TIG HATOGTAOELS HAL TLG OUPEG TTOV AVOUAADPINHOY oTTO TOL apIndt
seeds pe prtAe xpopa ko TG vITOAOLTTES e xOunIvo. H watdotaon 0 avtimpocwite-
VEL TNV apXIUT) HOTACTAOT) G OACL T HOVTEAQL.
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@ )
Y
Exfpa 1.6: Movtélo pnyavng xatactacewy amd tov AFLNet.

O AFLNet dnpiovpyel pia ®xatdotoon yio xade uwdwmd amoupiong. H pnyovn
HATACTAGEDV TOV €XEL HOVO TPELG HATACTACELS, e TIG eTnéTeg 0, 68 nart 69. Iapa-
tnproope 6Tt Toe M2 ot APPg éxouv kwdud amdupiong 68 (Changed) xa to MSGc
éxeL xwdwd amdnpiong 69 (Content). Etol, propoidpe amevdeiog va vtodécovpe
OTL 1) XATAOGTOOT) 68 AVTUTPOCWTTEVEL TNV *ATAGTAOT 1 670 povtého AAL, emeldn
natdotoon 1 emotpépel M2, ko 1 xatdotaoT) 69 avILITPOCKOITEVEL TNV KATAGTAOT)
3, emeldn n xoatdotaon 3 emotpépel MSGe. To mpwTo prjvopa oto apywd seed,
10 M1, avarolbmtter tnv oepr) otd 1o 0 oo 68. Etol prtopotpe va emadndedoov-
pe OTL 1 ®aTdoTooT 68 AvILTpocweLeL TNV xatdotoon 1 oto povrélo AAL. To
eMOpEVO UNVUpHL 6TO opxnd seed elvor To M3 xou Jo wepipévote vor ovoradOyel
Hia xotdotoon opdpola pe TNV xatdotoon 3 oto povtédo AAL. 'Opwg, dev udvel
natL tétolo onopa, enedn o AFLNet Baciletol o #wdwovg amdrplong yio tnv
aAVOUAALYT HATACTACEWV KoL 1) oxolovdice M1-M3 odnyel oe timeout petd tnv
oo TOAN] ToL M3. AvT’ auto?, pla TETOL XATAG TG, 1) XATAGTAoT 69, propel
vou avarohvedel apyotepa pe Tnv oxolovdia M1-M3-M3 1} M1-M3-M1 ypnoipo-
TOLOVTAG HLot HETAAAGEN 1) OTTolal TPOGIETEL TUHHATA TNG LITAPYOLOAG ELGOOU.
To televtaio privupa oto apynd seed eival to APPgo xot avaxoddmtel TNV oupn)
68-68. Tétowa aepry Sev vitdpyel oto povtédo AAL xoa iy Snpovpyia tng eivart ato-
TéAeopa TOL OTL Tot M2 1o APPg éxouv tov idto xwdwd amodupiong o o AFLNet
dev éxeL avonaldPel oudpa TNV ratdotoocn 69. H axpr 69-68 eivan emiong aso-
TéAeopa Tov TpdToL. H anpr) 69-69 propel va avouaAv@iel xpnoLHomotdvTog pio
amo TG mopondte oaxolovdieg: M1-M3-M3-M3, M1-M3-M3-M1, M1-M3-M1-M3,
M1-M3-M1-M3, M1-M3-M1-M1. O AFLNet advvarei entiong va avaxodOyeL tnv
HOTAOTOOT 2, OTIWG kAL TNV xatdotaot 1, enedn dev vthpyel KaTAAANAN ccolov-
i Tov va emioTpéPel udmoro xwdwod amoupiong. [a mopddetypa, 1 owolovdio
M1-M1-M1-M1 odnyei oe timeout axoAovdolpevo amtd TEPHATIGHO AelTovpYlag
TOU server.

Ye avtideon pe tov AFLNet, o StateAFL eivau Atyotepo otadepdg pe tn Snpovpyla
TNG HNXAVIG HATACTACEWV, HE ATOTEAEGHO VAL TTPOXDITTOLY SLAPOPO LOVTEAQL [LE-
TaED TV EXTEAEGEWV, TA OTTOLX OPWG HOLPALOVTOL KATTOLEG OpOLOTNTES. TO TPOTO
pfvopo oto apyxwo seed, M1, avouaAOITTEL TNV 0epr] ad TV xatdotoct 0 oty
notaotaot 1. To emdpevo privupa oto apynod seed, M3, dev avoradvmtel véa xa-
TAoTAGCT), TWAVOV €TTeLdT] TO TEPLEXOHUEVO TNG HAKPOX POVIOG HVAING TTPLV KoL HETA
™ petdPaon amd v xatdotacn 1 oy xatdotaocn 3 oto povréAo AAL eivan
Topopolo. Avt’ avtov, To TeAevTaio prvupa oto apynod seed, APPo, avaxoadbmrel
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Sxfpa 1.7: Movtédo pnyavig xatactdoewv amd tov StateAFL (ev
pépet).

TNV XOTAGTHOT 2, 1) onola poLdlel pe tnv xotdotoon 3 oto povrédo AAL. Av o
N apyxwr pnxovn xatactacewv tov StateAFL pmopel va dewpnidel Pedtioon tng
opyng pnxovng xotactdoewv tov AFLNet, o StateAFL avtipetwmrilel apyotepa
T0 TPOPANHa OTL dnpiovpyel SIMAES xaATACTACELS. YTAPYOLY TOAAEG SUGEPUTVEL-
TEG HATAOTAOELG e Hiot eLoepXOHeVT) HeTAPaoT) atd TNV xatdotact 0, TNV apyixn
notaoToot, xou xopla eEepxopevn petaPaocn. Mapdio wov propodpe va dovpe OTL
OPLOPEVO THNHOT TNG UNXAVAG xataotdoewv StateAFL powdlouvv pe 1o povtédo
AAL, oTIg TEPLOCOTEPES EUTEAETELG VITAPYXOLV TTAPATAXVITIUEG HATACTACELS KL
petaPaoeig. Zovoyilovtac, o StateAFL arotuyyavel 1060 va dioywpicel dioupope-
TIUEG HATACTACELG OGO UOL VAL STIHLOVPYT)OEL HATACTACELG TTOV €XOLV OAEG VOTHAL.

1.6.2 X0yxpron xdAvPng xOOma

H xdAvymn oaxpcdyv xot Ypoppov xoddwmo petpronue e tnv mdpodo Tov Xpovov
yla xadévav amd touvg tpelg fuzzers xpnopomoldvTag To scripts avaivong Tov
ProFuzzBench. O AFLNet a€loloyndnue d0o Qopég, pia popd Ywplg TIG onpoieg
-E xou -q, Aertovpywvrag wg baseline yia v afloAoynon tng enidpaong g
EMLYVOOTG HATACTACTG.

To ypaprpoto xdAvPng oxpov kot Ypappov omewovifovtar oto Eynpa 1.8. H
avaAvon touvg detyvel 0TL 6AoL ot fuzzers emituyydvouv oxedov PEYLOTN HAALYM
HECO OTIG TTPWOTEG SVO DPES, HETA ATTO TIG OTTOLEG 0 PLUNOG ardENGONG TNG HAALYNG
petovetat. Hwapopd oTigemidocelg Tovg 660V apopd Tnv x&ALvYm elvol aopovT).

1.6.3 X0yxpion tov Crashes

Ot fuzzers mov Pacilovton otov AFL, 0twg avtol wov aloloyninxayv otrn oOyxpl-
o1] Hog, xatnyoplomolovv ta crashes wg “unique” edv mapovotdlovv dtoupopeTind
po@il ndAvyne. T va Stxcpoalicovpe v eynvpodTnTa OWTOV Twv crashes,
XPTOLHOTOLOVHE évar script ov @ATpapel Ta Yevdwg JeTnd amote éopata e-
nteA®dvTOg ex véou ta replayable crashes kot mopoarorovdodvrag tnv é€0do amtd To
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Sxnue 1.8: Kaivym uddwma tov dixpdpwv fuzzers pe tnv mapodo
oL XpOVoU.

SUMMARY: AddressSanitizer: SEGV (/1lib/x86_64-1linux-gnu/libc.so.6+0xbbaeb)

Sxfpoa 1.9: AddressSanitizer summary

instrumented SUT. To SUT mov xpnopomoteiton yioe vt Tnv etaindevon eival to
id10 ov xpnoyomotoape xatd tn diadwacio fuzzing o £xeL HeTAYAWTTIOTEL ple
tov AddressSanitizer (ASAN), o ontoiog fond& 6ToV EVTOTLONO CPUAPATOV PVHUNG.
Avalbovpe to summary tov AddressSanitizer, To omolo epLéxel AeTTOPEPELES T)XE-
TIXG HE TO TTOU UOL TTOG XPACAPE TO TPOYPAPUA, G EVIELEN TNG TOLKIAOPOPPLoG
twv crashes. Xto Zynpo 1.9 mapéyeton éva mapaderypo evog AddressSanitizer
summary. Avagepdpoote o€ crashes pe Sioupopetinéd summaries wg “distinct”. To
distinct crashes éyovv peyodOtepn mdavotnta va oyetilovron pe dtoepopeTind bugs
oe oOyxplon pe ta "unique” crashes. O pécog 6pog (amd 10 mepapata) Twv "u-
nique" xou "distinct” crashes mapovoidletar oto Zynpa 1.10. To AFLNet xwpig Tig
onpaieg -E xo —q xpnotpedel wg baseline.

O AFLML emidewnviel avaytepeg emdOGELS OGOV QPOPAE TNV ILAVOTI TR AVAKAALYNG
TV TeplocodTepwV unique crashes. H dwagpopd yivetar apretd cagrg votepa
o TIG TPAOTEG 0N DPEG, HETA TLG OTOLEG TTAPATNPELTAL CTAOLONT] HELWOT) TNG
anddoong Twv dAlwv fuzzers. Avapeca otovg vmoloimovg fuzzers, o AFLNet
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YxAuo 1.10: Méoog apdpdg unique xou distinct crashes mov mpo-
AnOnuav oo dixpopetinovg fuzzers pe Tnv mépodo Tov xpovou.

éxeL TIg nohOtepeg emidooelg xot o baseline tig yelpotepeg. Qotd00, 1 Sroopd
anodoong petafd AFLNet, StateAFL xou baseline eivot oyetued pucpn).

Tig mpwreg Tpelg dpeg, oL baseline, AFLNet xar AFLML emideucvoovy cuyxpicijeg
emdooelg otnv avodAvy distinct crashes. Qotd00, oL emdO0eLg Twv baseline ko
AFLNet perodvovtot otadiomd pe Tnv tapodo Tov xpovou xot teAnd 1o AFLML toug
Eemepvd. ‘Ocov apopd tnv moutthopopyio twv crashes, to baseline xow to AFLNet
apovstalovy mapopoleg emdocels. Avtideta, to StateAFL votepel onpavtd,
HOTOPEPVOVTOG VO avarradvPel povo éva distinet crash. Avtd da propotoe va
artododel OTNV TOUPATTAAVITINT] UYLV XATACTAGEWDY TTOL ONULOVPYEL.

Svvolwa, evromicaype déua distinct crashes. ITévte tav aviyvedoyo povo pe tov
AFLML, ev6 tpio ortd ovté oviyvebdmuo povo pio popd. ‘Eva distinct crash dpwg,
T0 omoio avivebUnue o€ oplopéveg extelécelg amd tov AFLNet ko tov baseline, dev
oy aviyvevopo amd tov AFLML. Ertiong, o AFLNet dev propovoe va evtomicet
¢va distinct crash, to omolo ftav aviyvedoo and Tov baseline. Movo éva distinct
crash ntav aviyveboo o6 tov StateAFL.
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1.7 Xvprepdopota

H moapotdoa epyacio diepedvnoe nar a&loAdynce meLPpOpATIHG OPLOPEVES EUDOYES
tovu stateful fuzzing, piag e€etdicevpévng popyng fuzz testing mov AapPaver voYn
TNV XATAGTOGT) TOV CLUGTHHATOG oL e€etdletat. H pelétn emuevipodinue oe o
VEQ TPOGEYYLOT) OTTOV TO LITOXELPEVO HOVTELO PIXAVHG KATAGTAGT)G TOL LITO SOULUN
OULOTNHATOS podaiveTol TPV otd TNV mpaypatinn dadikacio fuzzing, avti xotd
TN SLapreLX TNG.

To amotedéopato €del&av OTL 1) eXPAINOT TOUL LITOXELPEVOL HOVTEAOL HNXOVIG
HOTAGTACTG TOVL LITO SOXIUT) GUOTHHATOG TPLV A0 TNV TPAypotinn dadieacio
fuzzing propel v odnynoel oe o onptPég ot amotedeopatind fuzz testing won
va PeAtiooel v amtddoon touv fuzzing. Qotdco, SamiotdinKe eniong OTL kdde
fuzzer éxeL cupPLpacpong kot OTL LITAPYKEL ) KATAAANATY YLO TOV KODEVQL TTEPITTTOOT)
xpriong. o mapaderypa, o StateAFL dev amautel xopio Tpomomoinen kot Aettovp-
yel amevdeiag, evey o AFLNet divel eAa@pag nadbTepa amoteAéopata pe eAGXLoTN
tpomomoinorn. O AFLML Sivel ta xadbtepa ammoteAéopato, 0AAG TO GTHGIHO TOV
oo tel Evar THNHO eEXPAINOoNG HOVTEAWV TTOL elval el81O Yo xAde TPOTOUOANO.

Evtomticaye eniong ovyxexpipéva onpeia tpog PeAtioon yia opiopévoug fuzzers.
TN mopaderypa, o StateAFL xatoouev&lel o pnyovr) XaTaoTAGEWY TTOL eV elvarl
ATOAOTWG axpLPTiG, YEYOVOGS TTOU e T OELPA TOL NN pedlel apvnTKA TNV otddoo
tov. Amd Vv @AAN mAevpd, o AFLNet SuoxoAevetal pe Tov YELPOPO TV time-
outs, yeyovog mov vodnAavel 0Tl Ja ATOV 10w ETWPEAEG VO AVTLHETOTLLEL TOL
timeouts wg ®xwAOVG aTdKpLoNG. AVTEC OL TAPATNPHGELS LITOYPOUHLLOLY TNV TTO-
ALTAOKOTN T TTOL GUVETTAYeTaL O GXeSLoPOG fuzzers Tov emiTLYXGVOLY LGOPPOTTLQL
peTa€0 LYNANG aTddooNG KoL ELKOALAG XPTIONG.

EmutAéov, xaTaA)YOUpE GTO GUUTTEPAGHO OTL TPETEL VO YIVOUV TTEPLoGOTEPEG SO-
HPEG Yioe v aElodoyndel ) emidpaon twv stateful fuzzers. H afloldynon twv
epyaleiwv fuzz testing pe oupifeia ko cvvémela amotelel peydAn mpouAnon, i-
dilwg av Angiet oY 1 cvvexng eEEMEN TV TEXVIUOV KOL 1] EVEOHATOOT) OAO KoL
70 6OVIETWV PLIPICEWV XOUPOUTNPLOTIHOV GE AVTA T EPYAAELQL.

Kadwg ta ovotipata Aoyiopiwod coveyilovv va e€ehlocovtol kot vo yivovto
7o oAbTAoxa, o poiog tov fuzzing otn dwatpnon g alomoTiog HaL TNG
QoPAAELAG TOL AOYLopoD Jor yiveto 6o xo 1o xpiowog. H mapodoo pelétn
¢xeL ovvelopépel (oe ppod Padpod) otov topéa Tov fuzz testing. EAmiouvpe oTu
N peAdovTinn épevva dor cLVeEXIoEL VO OELOTTOTTOLEL CCUTA T EVPTJHATAL YL TNV
TePoLTEPW PEATIOON TNG ATOTEAECUATIHOTNTAS KOl TNG oT0d0TIKOTNTOG TOVL fuzz
testing.

1.8 MeAAlovtinn épevva

To stateful fuzzing eivou éva e€eAocoopevo medio pe ToAAEG evuaipieg Yl peAro-
vty épevva. Ta andAovda onpeia eptypd@ouvy mdoavég xatevIVOVOELS Yo TNV
p60d0 TOUL TEdiov:



22

KepdAaio 1. Extetouévn EAAnvuen IepiAnynm

Epyoaldeia gulind mpog tov xpriotn: H avémtu€n @ulindv mpog to xpriotn
dtemapdv xon documentation yio ta epyadeio stateful fuzzing propet vo diev-
noAVveL TNV elcodo véwv xpnotov. Ot Tpoomadeleg yio T dnplovpyio Lo
TPOCLTOV epyaleiwv Ja fondnoovy oty evplTEPT VIODETNOT TPONTIUDOV
stateful fuzzing.

Fuzzing as a Service: H diepedvnon tng évvolag tov "Fuzzing as a Service”
Jo propovoe va xoTaoTHoEL TIG PO YHEVeESG TexVinéG fuzzing 1o mpooLTég
o€ éva evpLTEPO KOWVO. H avamtuén mhatgpoppov Baciopévev oto cloud ov
npocpépovv duvartotnreg stateful fuzzing do propovoe va dtevroAOvel Tovg
TPOYPOHHOTIOTEG VAL DIOJETHCOLV aUTEG TIG HEDODOUG XWPIG TNV avdryun
eEELOLEVPEVTC TEXVOYVWOILXG.

BeAtworomoinon tov otpatnywev Fuzzing: H diepedvnon dixpopwv
otpatnywmov fuzzing kot g aoTeAecPATIHOTNTAG TOVG GE SLoUPOPETIHA
mhaiclo prropel vo 0dnynoel oty avanTuln o aAITOTEAECHATIHOV dlodL-
rooldv fuzzing. Avto mepihapPavel T peAétn TPocappolOHEVOV TEXVIHOV
fuzzing mov propovv va tpocappodlovron Suvopnd pe Paon TV avaTpoPo-
doTNnom atd To Lo doulpr) GUGTNHAL.

Evoopdtmon pe dhleg texvinég eAéyyov: O cuvdvaopodg tou stateful
fuzzing pe dAAeg pedodoroyieg eAéyyov, OTTWG 0 EAEYXOG TPWTOHOAAWY e
xprion ovpPorwng extéheong (m.x., [SCP14; Asa+22]) ) otatinng avaAveng,
Jo propovoe va amo@épel evolapépovta amote éopata. H épevuva oyetind
HE TOUG TTLO QTOTEAECHATIXOVG TPOTOVS EVOWHATWONG QUTMOV TWV TEXVIXOV
Jo Tav emweeAnc.

Tyxedraopog aveEaptnrog amd TpwToroAro: I va evioyvdel 1 evelt-
Eio Tou stateful fuzzing, n peAdovtnr) épevva Ja prtopovoe va emnevpwdel
otn dnuovpyio protocol-agnostic protocol state fuzzers. Avtol o fuzzers
Jo pémel va elvor earvol vor xelpilovtal €va evpL PAGHO TPOTOUOAAWY e
eAdyloteg pudpiceic. ‘Evag tétolog oxediaopdg do amhomotovoe T diodi-
rocia Tpooaproyng tov fuzzer ce véa 1) custom TPWOTOKOAA.

BeATIOpEV EXPAINON UNXOVOV ROTACTAGE®V: MeANOVTINEG EPYATILEG
Jo propovoay va emevipwdolv ot PeATiowon Tov alyopidpwv mov xpn-
GLILOTTOLOVVTOL YIX TNV EXPATN O HIXOVOV XATAGTOONG TTpLy ot To fuzzing.
Avtd mepAopPavel TNV avATTTUEN TEXVIXOV TOL HTOPOVV VA GUAAXPOLVY pe
peyadOtepn axpifelo TOAOTAOKEG CUUTTEPLPOPEG HOL HOTOCTACELS EPAPHO-
YOV, #otdDG xaL pedodoug yla TN HELwoT) TOL XPOVOU expaInong Xwpig vo
HELOVETL 1] TTOLOTNTO TOV HOVTEAOL HIYOAVIG XATACTAGEWV OV pocdaiveTal.

H pnyovun pédnon (ML) xoe n texvnti vonpooovvn (Al) oto Fuzzing:
H aflomoinon tov eelifewv otig texvoroyieg ML xo Al ywx n PeAtiowon
tov stateful fuzzing doa propovoe v amotelécel onpoavtind Pripo Tpooddov.
Avtd da prtopoveoe va epthopféver ) xpron Al yix tnv tpdPAedn twv mo
TIAVOV HOTOACTACEDV GTLG OTTOLEG HITOPEL VO LITAPYOLV eLTTATELEG 1] YL TN)
BeAtiotomoinon tng idiag tng dradieaciag fuzzing.

Me TV avTIHETOTION ALTOVY TV {NTNUATOV, 0 Topéag Tou stateful fuzzing propel
vo cuvexioel vo ovotTOOGETOL KoL VO GUHPAAAEL OTNV EVIOYLOT TNG ACPAAELOG
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Aoytopiov. O anotepog 6TdX0G elvar 1) dnpovpyia evOg o ParéaTepov YneLono
TEPLPAALOVTOG PECW® TOV CUGTNHATIHOD EVTOTLGHOD KOL HETPLOGHOD TOV TLIAVOV

eVTTOTELOV.
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Chapter 2

Introduction

Software testing is an essential activity for ensuring the quality and security of
software systems. However, manual testing can be time-consuming, expensive and
error-prone. Therefore, automated testing techniques have been developed to re-
duce the human effort which is required and increase the effectiveness of testing.
One of the most popular and successful automated testing techniques is fuzz testing
(aka fuzzing) [MFS90], which involves providing random or semi-random inputs
to the System Under Test (SUT) and observing its behavior. Fuzzing can uncover
crashes and security vulnerabilities that may not be easily detectable by other test-
ing methods. In recent years, it has been shown to be especially useful for testing
complex systems where security is crucial, such as network protocol implementa-
tions [PST22; Yu+19].

However, fuzzing is not a one-size-fits-all solution. The effectiveness of fuzzing
techniques varies depending on the type of system being tested. Some systems have
intricate internal states that change based on the messages they receive and send.
In this thesis, we focus on stateful fuzzing, which takes into account the system’s
state and it can test systems with different phases and transitions more effectively
than stateless fuzzing.

One of the challenges of stateful fuzzing is to infer the state machine model of the
SUT, which describes its possible states and transitions. The state machine model
can help the fuzzer to generate valid and meaningful inputs that can trigger dif-
ferent behaviors of the SUT. Most of the existing stateful fuzzers infer the state
machine model during the fuzzing process, by observing either the messages sent
over the network or the memory of the system and clustering it into different states.
However, these approaches can be inefficient and inaccurate. The inputs used dur-
ing the fuzzing process are suboptimal for learning the state machine, because they
do not represent the protocol’s language effectively and may miss some states or
transitions.

In this thesis, we present a novel approach for stateful fuzzing that learns a close
approximation of the underlying state machine model of the implementation under
test before the actual fuzzing process, rather than inferring it during it. We use
a technique called active automata learning (aka model learning [Vaal7]), which
iteratively queries the SUT with carefully selected inputs and learns a state machine
model from the responses.
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We compare this approach with two state-of-the-art fuzzers, AFLNet [PBR20] and
StateAFL [Nat22], which are stateful fuzzers based on AFL/AFL++ [Zal17; Fio+20].
The protocol we use for this comparison is EDHOC (Ephemeral Diffie-Hellman Over
COSE) [SMP23], alightweight and secure key exchange protocol that is designed for
constrained devices and networks. We measure the code coverage and the number
of vulnerabilities discovered by each fuzzer. We also discuss the strengths, limita-
tions and challenges of each approach and suggest directions for future research.

2.1 Contributions

This thesis contributes to the field of network protocol security through an exten-
sive comparative examination of current stateful fuzzing techniques applied to net-
work protocol implementations. By systematically evaluating and comparing state-
ful fuzzers, we provide some insights into the strengths and weaknesses of these
techniques and identify areas for future research. We hold that the performance
comparison results we report and the conclusions we draw from them advance the
collective understanding within the realm of stateful and protocol fuzzing. Addi-
tionally, this work establishes a foundation for future research endeavors, providing
examples of fuzzer setup and preparation of the SUT for fuzzing.

2.2 Outline

The rest of the thesis is organized as follows:

 Chapter 3 covers the essential theoretical background of stateful fuzzing and
briefly overviews the fuzzers that we used.

Chapter 4 provides technical details about the protocols under test.

Chapter 5 describes the setup of the experiments.

Chapter 6 presents the results of our experiments and discusses them.

Chapter 7 draws some conclusions and lists ideas for possible future work.
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Chapter 3

Background

3.1 Fuzzing

Fuzzing [MFS90], also known as fuzz testing, is an automated testing technique that
is used to discover vulnerabilities and software defects by sending a large number of
invalid, random, or unexpected inputs to a program or system. The goal of fuzzing
is to discover issues, such as crashes, failing code assertions, memory leaks and
buffer overflows in the target software, which can include applications, libraries, or
network protocol implementations.

Typically, fuzzers are used to test programs that take structured inputs. This struc-
ture is specified, for example, in a file format or protocol and distinguishes valid
from invalid input. An effective fuzzer generates semi-valid inputs that on the one
hand are "valid enough" in that they are not directly rejected by the parser and on
the other hand are "invalid enough" to expose corner cases that have not been prop-
erly dealt with. For the purpose of security, input that crosses a trust boundary is
often the most useful.

Fuzzers can be categorized into:

Generation-based fuzzers: They require detailed knowledge of the program’s in-
put format and often use a configuration file to generate test cases that can
deeply test the target program.

Mutation-based fuzzers: They start with some valid initial inputs and create new
test cases by mutating these inputs. They are easier to use because they re-
quire less effort from the testing team and no input specifications.

Fuzzing approaches can also be classified into the following general categories:

Black-box fuzzing: This approach involves testing a system without any knowl-
edge of'its internal structure (e.g. its source code) or any of its implementation
details.

White-box fuzzing: This method involves a more in-depth analysis of the sys-
tem’s internal structure (e.g. its code base) by more targeted and specialized
fuzzing inputs based on the system’s specific components and logic.
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Gray-box fuzzing: This kind of fuzzing provides a balance between efficiency and
effectiveness by conducting a biased random search over the domain of pro-
gram inputs using a feedback function from observed test executions. This
feedback is typically based on some notion of code coverage (e.g., line or
branch coverage), which guides the mutations towards more advanced test
cases.

The initial inputs of mutation-based fuzzers, like those we evaluate, represent a
sequence of bytes. We will refer to them as concrete seeds, whilst we will refer
to seeds that just hold the type or types of the data (i.e., the type of messages as
specified by the protocol) as abstract seeds. An abstract seed may describe multiple
concrete seeds.

More information about fuzzing can be found on some recent survey papers on the
subject [LZZ18; God20; Man+21].

3.2 Stateful Fuzzing

Stateful fuzzing focuses on finding vulnerabilities in programs that have internal
states and react to inputs based on their current state. What makes stateful fuzzing
unique is its ability to understand and explore the program’s current state during the
testing process. In contrast to conventional fuzzing methods, stateful fuzzing keeps
track of the program’s behavior or internal variables and uses this information to
infer the underlying state machine model and the current state. This allows it to
generate test cases that are finely tailored to specific program states.

Having awareness of the program’s state, stateful fuzzing can more accurately mimic
real-world scenarios and interactions. This approach is especially valuable when
testing complex software systems like network protocols and web applications,
where their behavior is determined by the sequence of inputs and the program’s
internal state. Some bugs may only be exposed in certain states, which require a
specific sequence of inputs to reach.

The main challenge of stateful fuzzing is to cover the state space of the system
without having an explicit specification of the protocol. This involves partially un-
covering the state space of the protocol and incorporating strategies for state iden-
tification.

3.3 Active Automata Learning

Active Automata Learning (AAL) [Vaal7] is an automated method for constructing
a state machine model that closely matches the system’s behavior. It does so by
providing inputs and observing the outputs of the System Under Learning (SUL).
This process involves two phases:

1. Hypothesis Construction: In this phase, sequences of input symbols are
sent to the system. The responses from the system are used to create a so
called hypothesis, i.e., a candidate model of the system, usually expressed as
a finite state automaton. The goal is to make a model that produces the same
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outputs as the system for all input sequences sent to the system. For input se-
quences not used, the model makes assumptions based on what it has learned.

2. Hypothesis Validation: In this phase, the hypothesis model is tested to see
if it accurately represents the system. More input sequences are sent to both
the system and the model. If there are any differences in their outputs, that
indicates that the model needs a refinement and the process returns to the hy-
pothesis construction phase to refine the model. If no differences are found,
the learning process ends and the hypothesis model is considered a good ap-
proximation of the system.

If this process does not terminate, then it is possible that SUT’s behavior cannot be
modeled by a deterministic finite state automaton.

3.4 Protocol State Fuzzing

Protocol State Fuzzing [RP15] is a technique that uses active automata learning, in
order to infer the state machine of a protocol’s implementation. The learned models
are used to expose logical flaws via non-standard or unexpected message sequences.
By fuzzing sequences of messages, rather than individual messages, this technique
can uncover deeper vulnerabilities that might be missed by other methods.

The learning setup for this technique requires a Learner, a Mapper and a SUL. The
Learner is responsible for querying the SUL and receiving its responses, effectively
running the learning algorithm. However, the Learner does not know how to con-
vert abstract input symbols into concrete protocol messages. This is where the Map-
per comes in.

The Mapper is an intermediate component that tries to bridge the gap between
the Learner’s abstract input alphabet and the concrete protocol messages used by
the SUL. It transforms abstract input symbols from the finite input alphabet into
concrete protocol messages that are sent to the SUL, filling in the necessary details.
It also maps the concrete messages from the SUL to abstract symbols of the output
alphabet, removing any protocol-specific unnecessary details.

3.5 AFL

American Fuzzy Lop (AFL) [Zal17; Fio+20; Fio+23] is an effective fuzzer that excels
in speed, reliability, and ease of use. It employs a clever combination of mutational
and coverage-guided techniques. It mutates a set of test cases to reach previously
unexplored areas of the program. When a test case uncovers new coverage, it is
saved in the test case queue.

AFL uses a queue to manage test cases it tries. By default, it follows a FIFO (First-
In-First-Out) policy, processing them in the order they are added. On top of that,
AFL prioritizes smaller and faster test cases to improve efficiency. It marks these
as "favored". When selecting the next test case, AFL skips non-favored cases with
a high probability if there’s at least one favored option available. Otherwise, cases
that have been tried before are skipped with a higher probability.
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The mutations in AFL are classified into two main categories: deterministic and
havoc. Deterministic mutations involve single, predetermined alterations to the
content of test cases, such as bit flips, additions, substitutions with integers from
a predefined set of interesting values, and more. Havoc mutations are randomly
stacked and can involve altering the size of the test case by adding or deleting por-
tions of the input. Furthermore, AFL may merge two test cases into one and then
apply havoc in a later stage known as the splicing stage.

This genetic algorithm and the favored seed selection are embedded in AFLNet,
StateAFL and AFLML.

3.6 Stateful Fuzzers

Stateful fuzzers are a class of fuzzes that leverage the concept of system states to
guide the fuzzing process. They are particularly effective for testing software with
complex state-dependent behaviors.

3.6.1 AFLNet

AFLNet [PBR20] is a greybox fuzzer designed for protocol implementations. AFLNet,
based on AFL [Zal17], adopts a genetic algorithm to generate the best inputs. On
top of that it utilizes state feedback to direct the fuzzing process

It begins with recorded message exchanges between a server and a real client, called
seeds, eliminating the need for any protocol specifications or message grammars.
AFLNet takes on the role of a client, replaying the modified versions of the orig-
inal message sequence sent to the server. It keeps those modifications that prove
effective in expanding code or state coverage.

To identify the states that the server goes through when a sequence of messages
is sent, AFLNet relies on the server’s response codes. Using this feedback, AFLNet
determines which state to focus on next using several heuristics. For example, to
identify rarely exercised states it selects a state with a probability inversely propor-
tional to the proportion of mutated message sequences that have exercised it and to
maximize the probability of discovering new state transitions, AFLNet prioritizes a
state that has been particularly successful in contributing to increased code or state
coverage when previously selected.

3.6.2 StateAFL

StateAFL [Nat22] is a greybox fuzzer designed for network servers. One of its salient
points is that it does not require manual customization such as protocol models,
protocol parsers, and learning frameworks. Instead, it uses lightweight dynamic
analysis of the target program.

StateAFL works by instrumenting the target server at compile-time, inserting probes
on memory allocations and network I/O operations. During runtime, it infers the
current protocol state of the target server by taking snapshots of long-lived memory
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areas. It then uses a type of hashing algorithm, which allows for some level of vari-
ation, to convert the contents of the memory into a unique identifier for that state.
This allows StateAFL to recognize a state even if small changes have occurred in the
memory. By recognizing these states, StateAFL can incrementally build a protocol
state machine to guide fuzzing.

StateAFL has been integrated with a large set of network servers for popular proto-
cols, without any manual customization to accommodate the protocol. Experimen-
tal results show that StateAFL can achieve comparable or even better code coverage
and bug detection than customized fuzzing.

3.6.3 AFLML

AFLML is a greybox fuzzer that can be utilized in conjunction with Protocol State
Fuzzing. Although based on AFLNet, AFLML does not extract response codes from
messages. It has no knowledge of the protocol language and it is not able to identify
the type of messages sent by the System Under Test (SUT).

The main idea behind AFLML is that fuzzing performance can be improved if the
state machine of the system to fuzz is known in advance. The fuzzing process of
this fuzzer involves the following steps:

1. Model Learning: The first step consists of learning the state machine of the
SUT using some active automata learning technique.

2. Abstract Seed Generation: After learning the SUT’s state machine, abstract
seeds corresponding to potential transitions in the state machine are pro-
duced. These seeds can be thought of as message type sequences that trigger
specific state changes in the SUT. The goal is to create a transition cover that
encapsulates seeds for all possible transitions.

3. Concretization: In this step, abstract seeds are concretized, which means that
concrete input data is generated from the abstract seeds. Concretization in-
volves creating valid input data that corresponds to the abstract states and
transitions identified in the state machine. These concrete inputs are sent to
the SUT during fuzzing.

4. Fuzzing: With the concrete seeds in hand, the fuzzer can start the actual
fuzzing process. AFLML can initiate the fuzzing from any state of the SUT
using these seeds, allowing it to thoroughly explore different states and tran-
sitions within the SUT’s state machine. AFLML uses a round-robin approach
for state selection without any heuristic.

By understanding the state machine of the SUT, AFLML can guide the fuzzing pro-
cess more effectively, allowing it to explore different states and transitions in a
structured manner. AFLML’s approach is particularly useful for testing software
with complex state-dependent behaviors. In such cases, understanding and con-
trolling the state transitions is crucial for effective testing and the detection of vul-
nerabilities. The state transitions in these systems can often lead to unexpected
behaviors or vulnerabilities that are not apparent under normal operation. More-
over, AFLML can generate test inputs that can reach deeper into the software’s state
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space. This can potentially expose vulnerabilities that are hidden in rarely visited
states or transitions. Thus, AFLML provides a more thorough and effective fuzzing
approach compared to other (stateful) fuzzing techniques.

3.7 Related Work

Protocol implementations have been thoroughly analyzed for different kinds of vul-
nerabilities and bugs. TLS-Attacker [Som16] serves as an efficient framework for
testing TLS implementations. de Ruiter and Poll [RP15] were among the first to use
systematic state fuzzing and analyze TLS state machines learned using model learn-
ing. Similar work has been done for DTLS by Fiterau-Brostean et al. [Fit+20], lead-
ing to the creation of DTLS-Fuzzer tool [Fit+22], a state fuzzing framework based
on TLS-Attacker. More recently, Sagonas and Typaldos [ST23] have applied pro-
tocol state fuzzing to EDHOC implementations and analyzed them. These works,
however, rely on manual inspection of the state machine model to find bugs. An au-
tomated black-box technique for detecting state machine bugs in stateful network
protocol implementations was later proposed by Fiterau-Brostean et al. [Fit+23].

In addition, numerous stateful fuzzing techniques have been introduced. For exam-
ple, AFLNetLegion [Liu+22], an extension of AFLNet, presents a novel and princi-
pled algorithm for state selection. SGFuzz [Ba+22] is a stateful greybox fuzzer that
builds upon LibFuzzer, utilizing additional feedback to navigate the state space of
stateful software systems with the goal of revealing stateful bugs. NSFuzz [Hu+23]
is a fuzzing solution designed for stateful network services, employing static anal-
ysis to pinpoint network event loops and extract state variables, thereby achiev-
ing rapid I/O synchronization and efficient state-aware fuzzing through lightweight
compile-time instrumentation.

There has also been a significant amount of research dedicated to the systematic
evaluation and comparison of different fuzzing techniques. For instance, Poncelet
et al. [PST22] discussed the challenges associated with evaluating fuzzers, given the
vast number of available fuzzing tools and the limited time for their evaluation.

Recent advancements in fuzzing-based research have played a crucial role in iden-
tifying vulnerabilities within protocol implementations. Efforts have been made to
establish a systematic overview in the field of stateful fuzzing [DAP23] and protocol
fuzzing [Zha+24]. These survey papers offer systematic comparisons and classifi-
cations of fuzzers, and also highlight the challenges and opportunities for future
research in this area.
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Chapter 4

Protocols

In the evolving landscape of digital communication, protocols serve as the back-
bone of connectivity, especially in the realm of the Internet of Things (IoT). As we
delve into this chapter, we aim to lay the groundwork for understanding the intri-
cate standards and procedures that govern the secure and efficient exchange of data
within a (security) network implementation. This chapter will not only contextu-
alize the significance of each protocol within the larger ecosystem, but also set the
stage for the subsequent exploration of stateful fuzzing techniques applied to these
protocols.

4.1 CoAP

Constrained Application Protocol (CoAP) [RFC7252] is a communication protocol
tailored for devices with limited resources, commonly found in the IoT domain. It
follows a client-server model similar to HTTP, but is optimized for machine-to-
machine interactions. CoAP operates over datagram-oriented transport protocols
like UDP and is designed for asynchronous communication.

CoAP messages have a compact binary format and consist of a 4-byte header fol-
lowed by a variable-length Token for correlation, a sequence of options encoded
with delta values and an optional payload. Options can have different formats, in-
cluding empty, opaque, uint (unsigned integer) and (UTF-8 encoded) string. Mes-
sages can be of four types: Confirmable, Non-confirmable, Acknowledgement and
Reset. Confirmable messages support reliability with retransmissions, while Non-
confirmable messages are not acknowledged. Requests and responses are carried in
these message types and responses can be carried in Acknowledgement messages.

In CoAP, a response is identified by the Code field in the header, indicating the out-
come of understanding and fulfilling a request. The upper three bits of the 8-bit
Response Code define the response class, while the lower five bits provide addi-
tional details. Human-readable notations for CoAP Codes are in the format "c.dd,’
where "c" is the class in decimal and "dd" is the detail as a two-digit decimal. For
instance, "Forbidden" is represented as 4.03, corresponding to an 8-bit code value of

hexadecimal 0x83 (4*0x20+3) or decimal 131 (4*32+3).

The CoAP message format is depicted in Figure 4.1; the CoAP response codes are
listed in Figure 4.2.
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FIGURE 4.1: CoAP Message Format

+------ B et i +
| Code | Description |
+------ e et +
| 2.01 | Created |
| 2.02 | Deleted |
| 2.03 | valid |
| 2.04 | Changed |
| 2.05 | Content |
| 4.00 | Bad Request |
| 4.01 | Unauthorized |
| 4.02 | Bad Option |
| 4.03 | Forbidden |
| 4.04 | Not Found |
| 4.05 | Method Not Allowed |
| 4.06 | Not Acceptable |
| 4.12 | Precondition Failed |
| 4.13 | Request Entity Too Large |
| 4.15 | Unsupported Content-Format |
| 5.00 | Internal Server Error |
| 5.01 | Not Implemented |
| 5.02 | Bad Gateway |
| 5.03 | Service Unavailable |
| 5.04 | Gateway Timeout |
| 5.05 | Proxying Not Supported |
+-—-—-- R it e T +

FIGURE 4.2: CoAP Response Codes

4.2 EDHOC

The Ephemeral Diffie-Hellman Over COSE (EDHOC) [SMP23] protocol is a com-
pact and lightweight key exchange protocol designed for highly constrained en-
vironments, primarily targeting the IoT infrastructure. It offers security features
like identity protection, cipher-suite negotiation and forward secrecy. The protocol
relies on COSE for cryptography, CBOR for encoding and CoAP for transport.

EDHOC defines two main roles: Initiator and Responder. These roles are not tied
to specific web transfer protocols, allowing flexibility for various applications. An
EDHOC key exchange involves five messages, with message_1I, message_2 and mes-
sage_3 being mandatory. message_4 is optional and error_message is available for
both roles. These messages are encoded using CBOR data items.

Connection Identifiers play a crucial role in EDHOC. Each peer selects an identifier
to identify the current session. Initiator chooses C_I and sends it in message_1, while
Responder selects C_R and sends it in message_2. These identifiers enable message
correlation and protocol state retrieval during the session and they can also be used
for application-level purposes, such as OSCORE.

Authentication parameters include:
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« Authentication Keys: These are public keys used for authentication. They
can be either a signature key or a static Diffie-Hellman key, depending on the
authentication method.

« Authentication Credentials: These are the public authentication keys of the
Initiator and the Responder, referred to as CRED_I and CRED_R respectively.
They are used to verify the integrity of the other peer and to verify proof-of-
possession of the private key. They are usually not transported in EDHOC,
but are provisioned otherwise.

« Authentication Credential Identifiers: These are identifiers used to recognize
the corresponding stored authentication credentials. They are smaller in size
than the credentials they identify, and are transported during EDHOC. The
identifier of the Responder, ID_CRED_R, is transported in message_2 and the
identifier of the Initiator, ID_CRED_], is transported in message_3.

« External Authorization Data (EAD): These are external application data that
can be integrated into each message of the EDHOC protocol. They are in-
cluded to reduce round trips, the number of exchanged messages, and sim-
plify processing.

The EDHOC cipher suite consists of: EDHOC AEAD algorithm, EDHOC hash al-
gorithm, EDHOC MAC length in bytes for static authentication, EDHOC key ex-
change algorithm, EDHOC signature algorithm for signed authentication, Applica-
tion AEAD algorithm and Application hash algorithm. Cipher suite negotiation in
EDHOC happens separately from the main exchange. The Initiator initially sends
its preferred cipher suites in message_1, and the Responder responds with an er-
ror message containing its supported cipher suites, ending the current session. The
Initiator must resolve this disagreement in the next message_1.

Ephemeral public keys (G_X and G_Y) are exchanged in message_1 and message_2,
serving as a source of randomness for each session. These keys are essential for
ensuring the security of the key exchange.

The application profile is maintained by each peer and contains information nec-
essary for processing and verification. It includes details about the authentication
method, the use of message_4 and the handling of external authorization data.

Finally, after successfully processing message_3, peers can derive OSCORE security
context parameters, such as the OSCORE Master Secret and Master Salt, using the
EDHOC-Exporter interface.

The EDHOC message flow is illustrated in Figure 4.3. The interaction between the
client and server, with the server acting as the responder and the client as the ini-
tiator, is depicted in Figure 4.4.

4.3 OSCORE

Object Security for Constrained RESTful Environments (OSCORE) [RFC8613] is a
method for application-layer protection of CoAP, using CBOR Object Signing and
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F1GURE 4.3: EDHOC message flow
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F1GURE 4.4: EDHOC message flow with server as responder

Encryption (COSE). It aims to establish end-to-end security between two CoAP end-
points, ensuring that intermediaries cannot tamper with or gain access to message
fields unrelated to their designated operations. In essence, OSCORE takes an un-
protected CoAP message and transforms it into a secure one, protecting not only
the payload but also fully protected CoAP options, original request and response
REST codes and certain parts of the URI pointing to the resources in the request

messages.

For the OSCORE protocol to be used, the involved parties must establish a shared
security context for processing COSE objects. This requires the secure and authenti-
cated exchange of essential information and keying material, provided by a suitable

key exchange protocol.
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Chapter 5

Experimental Setup

5.1 Systems Used

5.1.1 uOSCORE-uEDHOC

The System Under Test we are using, called uOSCORE-uEDHOC, is a C implementa-
tion for constrained (and non-constrained) devices of the IETF protocols OSCORE
[RFC8613] and EDHOC [SMP23]. More specifically, we use one of the provided
samples that implements a responder server that uses both EDHOC and OSCORE.

This SUT uses randomly generated keys, making it inappropriate for fuzzing. Ran-
domness is bad for fuzzing because of the inability to reproduce the same results
with the same seeds. If we replay a valid sequence of client requests for example, it
might fail to pass the server validation check, because each server instance is ran-
domized. Server responses are different between two runs, and the server expects
different requests. If we want the same requests to trigger the same behavior on the
server we need to de-randomize the SUT. That way, we will hopefully also be able
to reproduce any crashes and hangs we find.

The SUT relies on external libraries for cryptography. MbedTLS cryptographic li-
brary is the primary source of randomness. Protocol implementations rely on such
sources of randomness in order to be secure. But, in our case we need deterministic
operation. So, we removed the random source, replacing a system call used to fill a
buffer with random data, filling the buffer with predetermined data instead.

5.1.2 EDHOC-Fuzzer

EDHOC-Fuzzer [ST23] is a tool designed to analyze the implementations of the
EDHOC protocol. This tool uses protocol state fuzzing to generate a close approxi-
mation of the underlying state machine model of an EDHOC implementation.

EDHOC-Fuzzer has an option to send individual abstract input sequences to the
SUT. It was also extended with another option to export the requests right before
they are sent to the SUT. If these options are used together, the tool can act as a
concretizer, converting the abstract input sequences to concrete ones that can be
used as seeds with AFLML or other fuzzers.
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TaBLE 5.1: Options used for AFLNet

Option | Description

-P COAP | Use COAP as the application protocol to be tested
-m none | Disable memory limit

-D 50000 | Set Server initialization waiting time to 50000 ps

-q3 Set FAVOR state selection algorithm

-s 3 Set FAVOR seed selection algorithm

-R Enable region-level mutation operators

-E Enable state-aware mode

-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms

5.1.3 AFLNet

Since AFLNet [PBR20] requires a component with some knowledge of the protocol
which is used, we needed to extend it for EDHOC support. In order to add support
for another protocol, we had to implement two functions: one to separate concate-
nated requests, and one to extract response codes from concatenated responses.
This is usually done either by finding a delimiter specific for each protocol or by
finding the message size from the header. But, this was impossible for EDHOC,
since it doesn’t support either of those. So, we had to modify AFLNet to handle
messages another way.

Originally, AFLNet uses raw files (concatenated messages) as seeds, while StateAFL
accepts input seed files in replayable format. This format precedes each message
with its size. Additionally, StateAFL features a generic function to separate buffered
requests, since replayable format eliminates the necessity of protocol specific imple-
mentations. So, we borrowed some code from StateAFL for these features, thereby
making AFLNet compatible with replayable format.

We also changed how responses are stored. Like requests, we precede them with
their size, allowing for iteration within a buffer with stored responses.

The response code of CoAP messages is stored in the second byte. With the sepa-
ration problem solved, we can easily extract the response codes.

We feed AFLNet with a single seed containing the EDHOC messages message_1
and message_3 followed by an OSCORE application message. This sequence corre-
sponds to a key exchange followed by an encrypted message exchange and it has
been concretized using EDHOC-Fuzzer.

The options we used are shown in Table 5.1.

5.1.4 StateAFL

We feed StateAFL [Nat22] with a single seed containing the message_1 and mes-
sage_3 followed by an OSCORE application message, just like AFLNet. Thanks to
its versatility, no modifications were needed.

The options we used are shown in Table 5.2.



Chapter 5. Experimental Setup

TABLE 5.2: Options used for StateAFL

Option | Description
-D 50000 | Set Server initialization waiting time to 50000 ps
-q3 Set FAVOR state selection algorithm
-s3 Set FAVOR seed selection algorithm
-R Enable region-level mutation operators
-E Enable state-aware mode
-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms
TaBLE 5.3: Options used for AFLML
Option | Description
-m none | Disable memory limit
-D 50000 | Set Server initialization waiting time to 50000 ps
-q3 Set FAVOR state selection algorithm
-s3 Set FAVOR seed selection algorithm
-R Enable region-level mutation operators
-E Enable state-aware mode
-K Kill the server after consuming all request messages
-W 50 Set response waiting time to 50 ms

5.1.5 AFLML

To create the seeds for AFLML, we first learn the uOSCORE-uEDHOC state machine
using EDHOC-Fuzzer. Then, using a script, we explore the possible traces through
the state machine and create abstract seed files based on these. Afterwards, we
concretize those seeds with EDHOC-Fuzzer, and use them as input.

The options we used are shown in Table 5.3.

5.2 Settings

Platform Allthe experiments were conducted on a server with four Intel(R) Xeon(R)
E5-4650 @ 2.70GHz CPUs and 128 GB of RAM running Debian GNU/Linux 12.4.

Number of Runs Despite our best efforts to de-randomize the SUT, there may
be still some randomness left. Also, the fuzzers are randomized. They apply ran-
dom mutations for example. In consequence, two runs of the same fuzzer may not
give exactly the same results. In order to minimize the impact of randomness, we
conducted ten independent experiments for each fuzzer. Each experiment runs on
an isolated Docker container using the ProFuzzBench [NP21] execution scripts.

Response Waiting Time The -W option configures the polling timeout deter-
mining the maximum duration the fuzzer will wait for responses. If this value is set
too low, the fuzzer may miss important feedback from the SUT due to premature
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timeouts. Also, misreported crashes can be increased. On the other hand, if this
value is set too high, it can decrease the number of executions per second, which in
turn negatively affects the fuzzer’s effectiveness.

How to select an optimal response waiting time is not obvious. We conducted ex-
periments with waiting times of 20 ms, 50 ms, and 100 ms. Our findings suggest
that a 50 ms waiting time is a good choice, striking a balance between performance
and accuracy.

Figure 5.1 provides a comparison of edge and line coverage across various waiting
times and fuzzers. Average crashes discovered by each configuration are depicted
in Figure 5.2.
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FIGURE 5.1: Code coverage varying the response waiting time.
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Chapter 6

Results

Using the setup we described, we run each fuzzer for 24 hours. We compare the
fuzzers in terms of accuracy of state machine generation, edge and line coverage,
and number of crashes found.

6.1 State Machine Comparison

First, we compare the three different learned state machine models of the SUT: the
EDHOC-Fuzzer model (Figure 6.1), the AFLNet model (Figure 6.2), and the StateAFL
model (Figure 6.3).

Since we use Active Automata Learning (AAL) for constructing the state machine
model for AFLML with EDHOC-Fuzzer, this is of course the most accurate model
and we will use it as a reference. It is shown as a Mealy machine (i.e., its edges are
annotated with labels of the form I/O showing relationships between inputs and
outputs), and contains four states in total (labeled 0 to 3). The other fuzzers indicate
the states and edges discovered by the initial seeds with blue and the rest with red.
State 0 represents the initial state in all models.

AFLNet creates a state for each response code. Its state machine has only three
states, labeled 0, 68, and 69. We observed that M2 and APPg have response code
68 (Changed) and MSGc¢ has response code 69 (Content). So, we can immediately
speculate that state 68 represents state 1 in the AAL model, because state 1 returns
M2, and state 69 represents state 3, because state 3 returns MSG¢. The first message
in the initial seed, M1, discovers the edge from 0 to 68. So we can verify that state
68 represents state 1 in the AAL model. The next message in the initial seed is M3
and we would expect it to discover a state similar to state 3 in the AAL model. But,
it doesn’t yet because AFLNet relies on response codes for state discovery and the
sequence M1-M3 results in a timeout after M3 is sent. Instead, such a state, state
69, can be discovered later with the sequence M1-M3-M3 or M1-M3-M1 using the
a mutation that adds portions of the existing input. The last message in the initial
seed is APPg and it discovers the edge 68-68. Such an edge doesn’t exist in the AAL
model and its creation is a result of M2 and APP having the same response code
and AFLNet not having discovered state 69 yet. The edge 69-68 is also a result of
the former. The edge 69-69 can be discovered using one of the following sequences:
M1-M3-M3-M3, M1-M3-M3-M1, M1-M3-M1-M3, M1-M3-M1-M1. AFLNet is also
unable to discover state 2, like state 1, because there is no appropriate sequence
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M1/0

M2/ 0 Short Name | Full Name
M4/ 0 M1 EDHOC_MESSAGE._1
APPc/ M2 EDHOC_MESSAGE_2
APPo / § M3 EDHOC_MESSAGE_3
El}g); / o? M4 EDHOC_MESSAGE_4
M3APPo / 0 ERRg EDHOC_ERROR_MESSAGE
M3APP, EDHOC_MESSAGE_3_OSCORE_APP
M1 / MSGc M1/ L APPo OSCORE_APP_MESSAGE
M2 / MSGc M2/ L1 APPc COAP_APP_MESSAGE
M3/ MSGc M3/L1 MSGc COAP_MESSAGE
M4 / MSGc M4 /L ERRc COADP_ERROR_MESSAGE
APPc / APPc APPc/ L
APPo / APPo APPo / L EMPc COAP_EMPTY_MESSAGE
EMPc / MSGc EMPc/ L NA UNSUPPORTED_MESSAGE
ERRE / MSGc ERRE/ L X UNSUCCESSFUL_MESSAGE
M3APPo / M3APPo/ L ? UNKNOWN_MESSAGE
I SOCKET_CLOSED
I} TIMEOUT

FIGURE 6.1: EDHOC-Fuzzer learned model of the SUT.

@ L)
<
FIGURE 6.2: AFLNet state machine model.

that returns a response code. For example, the sequence M1-M1-M1 results in a
timeout followed by a server shutdown.

Unlike AFLNet, StateAFL is less consistent with its state machine creation result-
ing in various models between runs that share some similarities though. The first
message in the initial seed, M1, discovers the edge from state 0 to state 1. The next
message in the initial seed, M3, does not discover a new state, probably because
the long lived memory content before and after the transition from state 1 to state
3 in the AAL model is similar. Instead, the last message in the initial seed, APPg,
discovers state 2, which resembles state 3 in the AAL model. Although the initial
state machine of StateAFL can be considered an improvement to the initial state
machine of AFLNet, StateAFL is later plagued by its algorithm creating duplicate
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FIGURE 6.3: StateAFL state machine model (partial).

states. There are a lot of ambiguous states with one incoming transition from state
0, the initial state, and no outgoing transitions. Although we can see that some parts
of the StateAFL state machine resemble the AAL model, in most runs there are du-
bious states and transitions. To sum up, StateAFL fails both to separate different
states and to create states that are all meaningful.

6.2 Coverage Comparison

Edge and line coverage were tracked over time for each of the three fuzzers using
the ProFuzzBench analysis scripts. AFLNet was evaluated twice, once without the
-E and -q flags, serving as a baseline to assess the impact of state awareness.

Edge and line coverage graphs are depicted in Figure 6.4. Their analysis indicates
that all fuzzers achieve near-maximum coverage within the first two hours, after
which the rate of coverage growth diminishes. The difference in their coverage
performance is insignificant.

Coverage percentages are not very useful, because a lot of the lines and edges are un-
reachable. For instance, uUOSCORE-uEDHOC server uses a lot of external libraries,
but not all of their functions. Still, coverage percentage graphs appear in Figure 6.5.

6.3 Crashes Comparison

AFL-based fuzzers, such as those evaluated in our comparison, categorize crashes
as “unique” if they exhibit different coverage profiles. To ensure the validity of these
crashes, we employ a script that filters out false positives by re-executing the re-
playable crashes and monitoring the output from the instrumented SUT. The SUT
utilized for this verification is the same we used during the fuzzing process and it
is compiled with AddressSanitizer (ASAN), which helps detect memory errors. We
analyze the AddressSanitizer summary, which contains details about where and
how the program crashed, as an indicator of crash diversity. An example of an
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FIGURE 6.4: Code coverage of the different fuzzers over time (absolute
numbers).

AddressSanitizer summary is provided in Figure 6.6. We refer to crashes with dif-
ferent summaries as "distinct". Distinct crashes have a higher probability of being
associated with separate bugs compared to “unique” crashes. The average (over
10 experiments) “unique” and "distinct" crashes are shown in Figure 6.7. AFLNet
without the -E and -( flags serves as a baseline.

AFLML demonstrates superior performance in terms of being able to discover most
unique crashes. The difference becomes pretty clear after the first ten hours, post
which there is a gradual decline in the performance of other fuzzers. Among the
other fuzzers, AFLNet performs best and baseline performs worst. However, the
performance gap between AFLNet, StateAFL and baseline is relatively small.

In the first three hours, baseline, AFLNet, and AFLML demonstrate comparable per-
formance in the discovery of distinct crashes. However, the performance of baseline
and AFLNet gradually deteriorates over time, and AFLML eventually outperforms
them. When it comes to crash diversity, baseline and AFLNet exhibit similar perfor-
mance. In contrast, StateAFL lags significantly behind, managing to discover only
a single distinct crash. This could be attributed to the misleading state machine it
creates.
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SUMMARY: AddressSanitizer: SEGV (/1lib/x86_64-linux-gnu/libc.so.6+0xbbaeb)

FIGURE 6.6: AddressSanitizer summary

In total, we detected ten distinct crashes. Five were only detectable by AFLML,
while three of those were detected only once. One distinct crash though, that was
detected in some runs by AFLNet and baseline, was undetectable by AFLML. Also,
AFLNet consistently missed a distinct crash, that was detectable by baseline. Only
one distinct crash was detectable by StateAFL.
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Conclusion

This thesis has explored and experimentally evaluated some variations of stateful
fuzzing, a specialized form of fuzz testing that considers the state of the system being
tested. The study was centered around a novel approach where the underlying state
machine model of the system under test is learned before the actual fuzzing process,
rather than during it.

The results showed that learning the underlying state machine model of the sys-
tem under test before the actual fuzzing process can lead to more accurate and
efficient fuzz testing and improve the fuzzing performance. However, it was also
found that each fuzzer involves tradeoffs and has its place in the toolbox. For in-
stance, StateAFL does not require any modification and works out of the box, while
AFLNet gives slightly better results with minimal modification. AFLML gives the
best results, but its setup requires a model learning component that is protocol spe-
cific.

We also pinpointed specific areas of improvement for certain fuzzers. For instance,
StateAFL constructs a state machine that is not entirely accurate, which in turn neg-
atively impacts its performance. On the other hand, AFLNet struggles with handling
timeouts, suggesting that it might be beneficial to treat timeouts as response codes.
These insights underscore the complexities involved in designing fuzzers that strike
a balance between high performance and ease of use.

Furthermore, we conclude that more testing needs to be done to evaluate the im-
pact of stateful fuzzers. Evaluating fuzz testing tools with accuracy and consistency
poses a formidable challenge, especially considering the ongoing evolution of tech-
niques and the integration of increasingly complex features settings into these tools.

As software systems continue to evolve and become more complex, the role of
fuzzing in maintaining software reliability and security will only become more crit-
ical. This study has made some (small) contributions to the field of fuzz testing. We
hope that future research will continue to build on these findings to further improve
the effectiveness and efficiency of fuzz testing.

Future Work

Stateful fuzzing is an evolving field with numerous opportunities for future re-
search. The following points outline potential directions for advancing the field:
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+ User-Friendly Tooling: Developing user-friendly interfaces and documen-
tation for stateful fuzzing tools can lower the barrier to entry for new users.
Efforts to create more accessible tools will help in the broader adoption of
stateful fuzzing practices.

+ Fuzzing as a Service: Exploring the concept of "Fuzzing as a Service" could
make advanced fuzzing techniques more accessible to a broader audience.
Developing cloud-based platforms that offer stateful fuzzing capabilities could
make it easier for developers to adopt these methods without the need for
specialized in-house expertise.

« Optimization of Fuzzing Strategies: Investigating various fuzzing strate-
gies and their effectiveness in different contexts can lead to the development
of more efficient fuzzing processes. This includes the study of adaptive fuzzing
techniques that can dynamically adjust based on the feedback from the sys-
tem under test.

+ Integration with Other Testing Techniques: Combining stateful fuzzing
with other testing methodologies, such as protocol testing using symbolic
execution (e.g., [SCP14; Asa+22]) or static analysis, could yield interesting
results. Research into the most effective ways to integrate these techniques
would be beneficial.

+ Protocol-Agnostic Design: To enhance the versatility of stateful fuzzing, fu-
ture research could focus on creating protocol-agnostic protocol state fuzzers.
These fuzzers should be capable of handling a wide range of protocols with
minimal configuration. This involves developing generic algorithms that can
infer the state machine of the SUT, regardless of the underlying protocol
specifics. Such a design would simplify the process of adapting the fuzzer
to new or custom protocols.

« Enhanced State Machine Learning: Future work could focus on improving
the algorithms used to learn state machines before fuzzing. This includes the
development of techniques that can more accurately capture complex appli-
cation behaviors and states, as well as methods to reduce the learning time
without compromising the quality of the learned state machine model.

« Machine Learning (ML) and Artificial Intelligence (AI) in Fuzzing: Lever-
aging advancements in ML and Al to enhance stateful fuzzing could be a sig-
nificant step forward. This might include using Al to predict the most likely
states where vulnerabilities may exist or to optimize the fuzzing process itself.

By addressing these areas, the field of stateful fuzzing can continue to grow and
contribute to the enhancement of software security. The ultimate goal is to create
a safer digital environment by systematically identifying and mitigating potential
vulnerabilities.
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