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ITepiAnyn

Ipnyopn, Tomikn anobrikevon NVMe, oe cuvdvaoud pe mponyéveg vimpeoieg dedopé-
VWV, HEoW EVOG EAAPPOD, KPIOLHOV HOVOTIATION SeSOUEVWY, Eival AVTO IOV TIPAYHATIKA

emtayOvel kat ao@aliel Tig onuepveg emxetpnuatikég stateful epappoyés.

H dimlwyatikr epyacia avth mpoomadei va avTipeTwmioet Heptkeg amnd TI§ Tapamavw
anattnoetg amofnkevong. Me kivtpo tnv avfavopevn {itnon ya cvotnpata arnodn-
KEVOTG HEYAANG KAIHaKkag Kat VYNARG anddoong, avTh 1 €épevuva TPOTEIVEL {ia KALVO-
TOUO AVOT], OXeSIAOUEVT] VO OLYKEVTPWVEL TNV atoONKeVOT Ao SLAPOPETIKEG TOTIKEG
OVOKEVEG Kal KOUPOVG O EVIAIOVG XWPOLG OVOUATWY. AUTOL OL XWPOL OVOUATWY EKTI-
Oevtat oe xat xproonolovvtal and containerized goptia epyaciag wg HovipoL TOHOL

evtoG ovotolxiwv Kubernetes péow tov mpotvmov Container Storage Interface (CSI).

e avtr) T StatpiPn), Xprotponolovpe To union cvotnua apxeiwv MergerFS oto Kubernetes
Héow evog mpoobetov Topwv CSI yia va cvvévacovpe TOAAATAODG TOTIKOVG XWPOLG
anoBnkevong oe €va ovotnua apyeiwv Bactopévo oto FUSE. Xvvexilovpe agloloyw-
VTag TNy ano6doon Tov, CLYKPIVOVTAG TNV e VTIApXOoVoEG AVOELG amobnKkevong emLyeL-
puaTikov emmédov, yla va aro@avOovle, edv Tekd anotelel eQukTh emAoyn yla TV

vnootrpi&n peydlwy, oe eninedo petabytes, cLykevVTpWoEwWY amoBrKELONG 0TO VEPOG.

AéEeig-Kheidid

Container Storage Interface, I[Ipoo0eto Topwv CSI, Odnydg CSI, Kubernetes, Tomikr A-
nobnkevon, Zvykévtpwon Amobrikevong, FUSE, Zvotriuata Apxeiwv Union, MergerEFS
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Abstract

Fast, local NVMe storage, coupled with advanced data services through a lightweight
critical data path, is what truly accelerates and secures business-critical stateful applica-

tions today.

This diploma thesis endeavors to address some of these storage requirements. Moti-
vated by the growing demand for large-scale and high-performance storage systems,
this research proposes a novel solution designed to aggregate storage across different
local devices and nodes into single, unified namespaces. These namespaces are exposed
to and consumed by containerized workloads as persistent volumes within Kubernetes

clusters through the Container Storage Interface (CSI) standard.

In this thesis, we employ the MergerFS union filesystem in Kubernetes through a CSI
volume plugin to combine multiple local storage spaces into a FUSE-based filesystem.
We proceed to assess its performance, comparing it with existing enterprise-grade stor-
age solutions, to determine if it is a viable option for supporting large, petabyte-level,

storage pools in the cloud.

Keywords

Container Storage Interface, CSI Volume Plugin, CSI Driver, Kubernetes, Local Storage,

Storage Pooling, FUSE, Union Filesystems, MergerES






Evxapiotieg

[Ipotob mpoxwproovye, oe avTo To onueio Ba Beda va evxaplotriow Tov emPAénovTa
kaOnynt avtng g Sumhwpatikng epyaoiag k. Nextdpto KoQupn, o omoiog kalAiépyn-

0€ HEOW TWV LaBNUATWY TOL TO eVOLAQEPOV OV Yia Ta YTTOAOYLOTIKA ZVoTHHATA.

Eniong, evxapiotw Bepud tov diddktopa k. Bayyédn Kovkn, n otoxevuévn kabodnyn-
on kat adid yvwon tov onoiov Nrav kaboploTikég yla Tr mopeia Kat To anoTEAETHA
AUTAG TNG gpyacioag Kal KATAAVTIKEG Yl TN Slapdp@waoT Tov TPOTOV OKEYNG HOV oAV
HNXAVIKOD Kat ovvepydtn. Akopa, Ba nfela va tov evxaplotiow yia Tnv gvkatpia va
EKTTOVIIOW Tr SIMAWUATIKY Hov gpyacia vo tnv atyida tnv etatpeiog Arrikto. Ztnv
Arrikto eixa tnv T va €pBw oe emagn pe pia opdda TAAAVTOVXWV QOITNTWYV Kal atd-
HOV TNG ETALPEIAG, WOTE VA EPYACTOVUE, TOOO ATOIKA 600 Kat Opadikd, Tdvw o media
Kat pe epyaleia mov anotehodv TV atxur tng cloud texvoloyiag kat epappoywy, oe

EVa AKPWG ETTAYYEAUATIKO, EVOAPPLVTIKO, Kat GIAIKO TtepLPAANOV.

Téhog, Ba NBela va gvxaploTnow TV otkoyEveld pov yia TN Sapkr vtootipEn kat
ayamn g Oha avtda Ta Xpovia oe kabe pov Pripa kat kad oAn  didpkela Twv omovdWV

Hov.

Tewpyios Owuadixns
Iavovépiog 2024
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Extevng EAAnvikn IlepiAnyn

To eAAnvikO Kkeipevo NG Tapoboag epyaciog SiveTal TapaKATw OE LOPPT) EKTEVODG Tre-

piAnymg.






Eloaywyn

Y& aUTO TO EVAPKTHPLO KEPANALO ELOAYAYOVE TO AVTIKEIHEVO TNG EpyaTiag.

1.1 Kivntpo

H amoBrikevon dedopévwv anotelei Tn Pdon Twv cUYXPOVWYV APXITEKTOVIKWV KEVTPWY
dedopévwv kat stateful epappoyawv. Amodrkevon vynAng xwpnTikOTNTAG Kat anddo-
onG, XauUnAng kabvotépnong kat Le avoxrn oQalpdtwy eival éva kpiolpo oTtolxeio yia
VTodOEG Kat eMLXelproelg ov Stayelpifovtal goptia gpyaciag vyioTng onuaciag pe

OnNUavTKéG anattnoels dedopévwv.

Ot mapoxeig vINPectwy vEPovg kat amodnkevtikod xwpov éxovv e§ehxOel yia va kalv-
YouVv pia evpeio TOWKIAL ATIAULTHOEWY VTTOAOYLIOTIKAG LoOXDOG Kal amofnkevTikwy ava-
YKV, eykaBidpvovtag tavtoxpova pia egatpetikd kepdopopa ayopd. Tnv idta otrypn,
1 Tayeio Avodog Twv CLOTNUATWY EVOPXHOTPWONG containers (container orchestrator
systems/COs), pe andyetdo tovg to Kubernetes, €xel enavanpoodiopioel Tov Tpomo a-
vantuéng kot Staxeiptong containerized egappoywv. Kabwg ot opyaviopoi otpépovrtat
O\O Kal TIEPLOCATEPO OTI CLOKELAOIA TWV EPAPUOYDV TOVG O€ containers, 6Tov kabe
stateful epappoyr Stabéter Suvntikd ) Skid g amobrkn deSouévwv, n {Tnon ya
ATOTEAEOUATIKEG Kal KALHAKWOLeG AVoelg anobnkevong evtog ovototxiwv Kubernetes

éxel yivel {oTikng onpaocios.

Q010600 eite oL eTaLpeieg eMAEYOVV VTTOSONEG ON-premises, EITE VEPOVG, KAVOVTAG XPT|-

on tov Kubernetes 1 0x1, To atwvio SiAnppa avantugng epappoywy mapapéver: TOTKNA N



4 KEQAAAIO 1. EIXAI'QI'H

Kowvoxpnotn anodnkevon; H tomukn i anevbeiag ovvdedepévn amobrikevon npoopépet
avgnuéva IOPS kat pvBuanddoon, alkd ovvodevetal and petwpévn evehi&io kat eme-
KTAOWLOTNTA. ATO TNV AAAN TAEVPd, 1 KOLVOXPNOTN 1) amopakpvopévn anobrkevon
(m.x., EBS oto Amazon Web Services, Azure Disk Storage, Persistent Disks oto Google
Cloud Platform) eivat mpaypatiké evélktn, Stevkohvvovtag tnv epappoyn snapshots,
avTypagwv ac@aleiag kat petakviioewy petald kopfwv, ald meplopilet v anddo-

on Kt avavel To KOOTOG,.

Axopn kat av 1 Tomkn anobrikevon éxet To kabapod mpofadiopa amodoong kat TIUNG
Kall Ol TIEPLOTOTEPEG EPappOYEG Oa emwerobvTay ONHAVTIKE av EKTEAODVTAV OE aTo-
dotikovg, tomkovg NVMe SSD, mohAég etatpeieg paivetal 0Tt eivat Stotaktikég 1} adv-
vatobv va K&vouv To dApa otnv Tomikn anobrkevon enetdn e§aptdvTal TPAYHATIKA
and v evehi§io TG kowvoxpnotng amobnkevong. To va €xet kaveig Ta dedopéva Tov
ac@alr], vynAd dwabéotpa kat opntd eivat kpiotwo. AANo 600 Kpiotpol, dUwG, eival
ot xpovol kaBvotépnong E/E otnv khipaka tTwv pikpodevteporénTwy Kat ot HelwEVOL

Aoyaplacpod.

Eivau duvatov ot stateful epappoyég va ektedovvtat oe tomkovg diokovg NVMe, evw
TapdAAnAa Statnpovv OAa Ta TAEOVEKTHHATA TNG KOLVOXpNnoTng amobnkevong; Eivat
1 TOTIKN Kal 1 Kowvoxpnotn anobnkevon eyyevwg apotPaia amokAeidpeveg; Iliotev-
ovpe 0Tt To mapamavw SiAnuua dev woxvel TAéov ofjuepa. Ot oVYXpOVeEG EQAPHOYES
dev Ba mpémel mAéov va avtalldoovv Tnv anddoon yla Tnv gvehi&ia kat avTtiotpoPa.
Eva obyxpovo, emiyelpnotakd ovotnpa anobnkevong kat dtayxeipiong dedopévwy, Oa
EMpeme va eKpeTAANEDETAL TNV TOTUKT anoBnkevon HEow eVOG eEAa@pov, KpioLov po-
voratiov dedopévwv mapéxovtag mapdAnia mponypéves SuvatotnTteg anobrkevong
Kat vrnpeoieg dedopévwy 0To VEQOG, akpLPWG OTWG Kal 1) KOLVOXPNOoTN amobnkevon.
Eva této10 obotnpa Oa enétpene 0Tovg eMOTHHOVEG deSOUEVWY KAl TOVG TTPOYPALHLAL-
TIOTEG VAL TIPOTLTIOTIOLOVY, Vo SOKILALOVY Kat va KaTaBETouV ypiyopa TIG EQAPUOYES
KAl Ta HOVTENQ PNXAVIKNG HAONOTG TOVG, Kal TIG eTalpeieg va evioxbovy TH anddoo
TOVG, Vol HELWVOLV Ta kKOOTN anmodrjkevong kat va EeKAelSWVOUY VEEG ETIXELPTUATIKEG

Sdvvatotnreg.

2e avtn Tn StatpPr), egmvedpevol and avTny TNV LoXvpn memoidnon yia pia ko Avon
anoBrkevong, tkavr va ovvdvaoet Ta kKaAvTepa kat Twv §00 KOOUWY, e&gpevvoipe éva

KOUHATL avTod Tov alA: Ty kAdkwor). E€etalovpe évav amhd tpomo cuyxwvevong



1.2. AIATYIIQXH IIPOBAHMATOZX 5

HeydAwyv, ToAamA@v terabytes, pOvViHwy amoOnKeVTIKWVY CLYKEVTPWOEWY O€ VYNATG

anddoong Tomkovg Siokovg evTog ovototywv Kubernetes.

1.2 Awronwon [IpofAnuatog

H tomkn kat n kotvdxpnotn anobnkevon anotedovv Tig §0o Kupiapxes, oLUTANpw-
HaTikéG emAoyég TpdoPaong oe anodrkevon. H mpwtn mapéxet vynAr anddoon ald
neploplopévn eveli&ia, evw n dedtepn eivan e§atpeTikd evENKT, AANA Uopei va Kdvel

ovpPiBaocpois wg mpog Ty anddoon.

OL Ttapoxeig VTNPESLDOV VEQOVG TIPOTPEPOLV Kat TIG SVO emAoYyEg avTég pali e evSid-
Heoeg vPpdkég Aoelg. O kavovag eivat, OTL i) ToTKr anodnkevon Aettovpyei wg N
OLKOVOULKA CVUUPEPOVOA, apXtkov emimédov Pabpida, v 1 emeKTACIHOTNTA THG KOLVO-
xpnotng amobnkevong exleldwvetan péow avatepwv Pabuidwv kat g avtiotoyng
avfnong g TG

Topa, ag AaPovpe vtoyn éva oevaplo, OTOL Uia OUAdA TIPOYPAUUATIOTWV TPEXEL Hia
ovototyia Kubernetes 0to vé@og. Exovv emiléget va expeTaAAEVTODY TNV TOTIKT| aTTO-
Onkevon pmhok mov ocvvdéeTtal oe kdbe KOpPo TN cvoTolyia, Yia va enw@eAnBovv anod
v avénuévn anddoon oe IOPS kat t xaunAr kabvotépnon, xpnotlomolwvTtag éva

KATAAANAO TIPOGOETO HOVILWY TOHWV.

Qotoo0, Tt ovpPaivel Otav ta dedopéva TG e@appoyng avEavovta kat e§avtAeital n
XWPNTIKOTNTA 0 €vav 1} meploaotepovg kopPovg; Tloteg emAoyég vapyovv; Mia e-
Thoyn eivat 1 petdBaon otn Abon Kowvoxpnotng anofnikevong Tov mapoxéa VEQoug
yta kKApdkwon mpog ta é§w (scale-out) cuvdéovtag pia cvokevn anobrkevong amnod pia
e§wtepikr| fdon. Evw ot mapexopeveg mpovopiakés Pabpideg pmopel va mpoogépovy &-
Tapkr| anodoon, épxovrat e avinuévo k6oTog. Mia AN emhoyn eivau i avaPaduion
£VOG VTIOCVVOLOV TV KOUBWYV € CLOKEVEG TOTIKNG amoBikevong VYNAOTEPNG XWPNTL-
KOTNTAG, O¢ [ia Tpoomabela TPooOpOIWONG APITEKTOVIKNG KAIHAKWOTG TTPOG T TTAV®
(scale-up). QoTtd00, N peTakivnon oAOKANPNG TNG EPAPUOYNS Kat TwV dedopévwy Tng
Hmopei va eivat SVOKOAN, KOLPAOTIKY Kol KAl @opd €wg kat advvarn, Adyw Twv me-

PLOPLOUWYV TNG TOTIKNG amodrKkevong.

Tnv iSta oTLypn, 0 VITOAOLTOG ATOBNKEVTIKOG XWPOG TWV KOUPWV EVTOG TNG CLOTOLXIAG

umopet amhd va “kabetar” ekel, amoAbtwg eAevBepog kat dtabéoipog.
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Yndpyet n Suvatotnra va cuvSvacTodV oL amodnKevTIKOL Xwpot Twv KOUPWV TG ov-
otolxiag o€ pia gviaia Lepapxia, OLOLAOTIKA PEPVOVTAG OAOVG TOVG XWPOLG amoBnKeL-
ong, mov eivat Stabéopot oe kabe pepovwpévo kopPo, ot pia povadikr “degapevy” a-

TOOMKEVONG KAt TTAPOVOLALOVTAG TNV GTOV XPHOTH WG Wiat EViaia, CUVEKTIKE OYN);

Ze avtn N StatpPry Tapovotalovpe Evay UNXAVIOUO Ylo TN GLYXWVEVOT] TWV XWPWV
amoBnkevong and SLagopeg CLOKEVEG Kat KOUPOVG 0T TLOTOLKiA Yla TV TTapoxT TO-
HWYV, TTOV EMTVYXAVOLY XWPNTIKOTNTEG TTOL LIIEPPaivovy TNV Stabéoin XwpnTIKOTHTA

HEHOVWHEVWV KOUPwWV.

1.3 Ymapxovoeg Avoeig

Yrdpxovv apketd e§e(nTnuéva Kal PO CLOTHHATA KAt TAATQOpP(ESG anodrkevong,
TIOL &ival IKAVA VA CUYKEVTPWVOLYV OAOKANPN TOV amoBnKevTIkKd XWPO TNG ovoTOLXi-
ag o€ pia eviaia “defapeviy” anobrkevong, ovvodevopeva and tponypéves dSuvatdtn-
Teg OTWG, avtiypaen dedopévwv (replication), kataveunuévn amobrkevon, Snuovpyia

snapshots kat aAAa.

Eva mapddetypa mov xpnotponoteitat evpéwg eivat to GlusterFS, mov mpoogépet kAipa-
KWOOLLA, KATAVEUNUEVA CLOTHHATA apXeiwy SikTvoL ot eEomMAopO eumopiov, evd eival
dwpeav kat avorytod kwdika. To GlusterES ovykevtpavel Tovg amofnkevTikovg mod-
povg OiokwV amd TOAAOVG ATOPAKPLOUEVOVG OLAKOLOTEG O HOVASIKOUG TTPOCAPTW-
Hevovg topovg. Ot dtakopotég mpoomelavvovtat péow Ethernet i) InfiniBand, kat ot
TEAATEG UMOpoLV va tpoaapTroovy évav Topo GlusterFS péow tng Stemagpng FUSE kat

TV TpwTtokoAwv NES 1} SMB.

To GlusterFS mapéyet Stapopovg TvmoVG dykwy, mov kabopifovv mwg Ta apyeia Kat Ta
dedopéva dpopoloyodvtal 6TOVG LTTOKEINEVOVG SLAKOULOTEG. ATIO TIPOETAOYT, TA -
xela Stavépovtat og S1dpopovg SLaKOUOTEG Xwpig avTypa@r] yia e§0tkOVOUNOT XWPOou
amoBnkevong. Ta peiwon tov kvdvvov anwhelag dedopévwy, oL TeEAATEG HTOPOLY va
emNEEOVV avTIypappévoUs TOHOVG, OTIoL akpiPry avtiypaga OAwv Twv apxeiwv amobn-
KevovTaL o€ OAovG Tovg Stakoutotés. EmmAéov, to GlusterFS mpoogépet draveunuévovg
avTIYpappéVoVS TOHOUG, oV cuVSLALoLY TOCO TN Slavopr, 600 Kal TNV avTlypa@n ap-
xelwv, kabwg kat Staoxopmopévouvs (dispersed) TOpovS Kat Staveunuévouvs S1aoKopIOHE-

VOUG TOUOUG.
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To GlusterFS éxet e€ayopaotei and tn Red Hat kat evowpatwvetat oto Kubernetes pé-
ow Tov Container Storage Interface (CSI) xaptg atov 08nyo CSI tov. Qotdoo, aifet va
onuewwdei 6TL to Red Hat Gluster Storage, 0nwg éxel petovopaotei amo tn Red Hat, Bpi-
OKETAL OTNV TEMKT QAOT] TOL KUKAOL {wng Tov, pe nuepopnvia AnEng tng vmootrpi&ng
Tov Vv 311 AekepPpiov 2024. EmumAéov, o odnydg CSI tov GlusterFS dev vootn-
piCetar MAéov kat poopiletatl yia andovpon, evw To evowpatwuévo oto Kubernetes

npooBeto topwv GlusterFS éxet apatpebei and v ékdoon v1.26 * ko émetta.

Telewwvovtag, ag onpeiwdel 0TL éva emavalapfavopevo XapakTnpLoTIKO TOL TAPATN-
peitat o€ TOANA amd Ta cVYXpOova CLOTHHATA ATOONKEVOTG, CLUTEPIAAUBAVOLE VWY KAl
OVLOTNHATWYV ALUNG TTOL X PTOLUOTIOLOVY TOTIKT artoBnkevon, eival n eloaywyr| viepPo-
Atko0 "@opTiov”. AvTtd Ta ovoTpaTa TEvoLV va iepthapBavovy mAnbwpa kat epinio-
Ka enineda agaipeons LeTa&y TNG EQAPUOYNG KAl TWV VTIOKEILEVWY SioKWV yia ThV v-
Aomoinon Twv embuuntwv vmpeoiwv dedopévwy, OTwWG tkavoTnTeg AYNG snapshots 1
avtiypagn dedopévwv. Ta emineda agaipeong evtog Tov Kpiotpov povomatiod Sedopié-
vwv o8nyodv avanogevkta oe avénuévn kabvotépnon kat emiPpadvvon tng anddoong

oc E/E.

1.4 IIpotewvopevn Avon

Onwg €xet meptypagel péxpt oTtypns, oe avtr ™ StatpiPry mapovotdiovpe kat e§nyovype
évav am\o proof-of-concept unxaviopo yla T oLYXWVELOT| HIKPOTEPWV amodnkevT-
KOV TOPWV O€ VA eVIAio XWPO OVOUATWY amodrnkevong mov mapovotdfetat wg povipot

Topol og containerized goptia epyaociag.

H mpotetvopevr) pag ADomn xpnotpootel GuOTHHATA apXeiwV union, CLYKEKPILEVA TNV
vAonoinon tov MergerFS, katafuwpévov yla ta mowkila xapaktnplotikd Tov kat tn §po-
Hohdynon Bdon MOMTIKAG. ZLYKEVTPWVEL TOVG TOUOVG amobrkevong amod didgopovg
diokovg kat koppovg péow Ethernet, cuyxwvedovTtag Toug yla va mapéxet pia Tpoodp-
Tnon union (union mount) oe container KATAVOAWTEG. AVETTUYMEVO ATTOKAELOTIKA
yta ovototyieg Kubernetes, Aettovpyel wg mpoobeto Topwv péow tov Container Storage

Interface (CSI). To anokalobvpe Union CSI.

'https://kubernetes.io/blog/2022/09/26/storage-in-tree-to-csi-migration-status-update-
1.25/#timeline-and-status
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‘Eva onpavtiké otoyeio oxediaopov tov eivat, 6Tt o Union CSI dev amotelel €éva avto-
VOO o0oTNnHa amobnkevong, alAd fia eMEKTAOT 1) TEPITOALY A YLO VTIAPXOVTA OVOTH-
Hoata amoBnkevong. Ze mePIMTWOELG OTOL 1] (TNON Ao évav XproTn yia anobnkevon
anod to ayannuévo tov eidog amobrkevong dev pumopei va ikavormotnei, emeldr kavé-
vag diokog mov ovvdéetal aTovg KOHPoVG TG ovaTolxiag dev umopei and povog Tov
va kahOyet tn {nrovpevn xwpntikodtnta, To Union CSI pmopei va Bondnoet. To Union
CSI Sratpei 1o apyikd aitnpa Tov XproTn yia “ToAD pueydAn” anofrkevon oe molha-
TIAGL UKPOTEPQL KAl EPIKTA AUTNHATA, TTOV avakatevfhvovTtal 6To VIToKeievo cVOTN-
Ho amoBrikevong, TPOoPEPOVTAG Hiat TPOTAPTNON Union TwWv TAPEXOUEVWY TOUWYV TOV.
Ol OLYKEKPIUEVEG ATIAUTHOELG YL TA VTTOKEIHeVA oVoTHHata anofrkevong avalvovtat
otnv Evotnra 2.1. Qotooo, To Union CSI mpoopiletat va ouvévaletal pe cuotrpata
TIOV XPTOLULOTIOLOVY ATTOTEAECUATIKA TNV TOTkT amofrkevon kat va eykabiotatat og
OVOTOLYiEG He YPIYopovs, Tomikovg diokovg NVMe, emtpénovtag oto Union CSI va

tonoBetrioet To MergerFS mdvw anod tépovg vynAng anddoong.

O oT10)06 eival va emITPENETAL OTOVG XPOTEG Va evowpatwvovy To Union CSI pe to
OVOTNUA TOTIKNG AOBNKEVONG TNG TIPOTIUNOT|G TOVG Yla VA a&LOTIO|COVV EVOTIOLLE-
VoG TOpoVG oV VtepPaivovy T xwpnTkOTNTA omotovdnmoTe Stabéoipov povadikov
diokov oTn ovoTolyia. AvTo LITOOYETAL ONHAVTIKEG SUVATOTNTEG KALPUAKWOTG TTPOG Ta
¢€w Kot mpog Ta mavw. Eite avEdvetal n xwpntikotnta evog Siokov, eite mpootifetal
0T ovoTotyia £vag véog KOUPOG e Tomikr amodnkevor, Hmopohv OAoL va EVOWHATW-

Bovv otn "dekapeviy” amoBrikevong Tov Union CSI yia katavalwon.



Yxediaon

2e aUTO TO KEPANALO TIAPEXOVLE TIG OXESIATTIKEG ATTOPATELG KAL TOVG UNXAVIOHOVG TTOV

anaptiCovv TNV e@appoyn Aoylopkov avtng g StatpiPr.

2.1 Emokomnon

Ztoxebovpe va eloaydyovpe éva mpoobeto topwv oto Kubernetes, yia tnv mapoxn 16-
HWV CLOTNHATWY apXeiwv union, oLVSVALOVTAG TOTILKOVG TOHOVS amobnkevong. Av-
16 10 Tpdobeto evowpatwvetat oto Kubernetes péow tov Container Storage Interface

(CSI) kot Tov 0dnyod CSI tov. To anmokaAovpe Union CSI.

[Tpoketpévov va avantvfovpe ypriyopa éva amho, Aettovpytko mapadetypa kat va v-
Aomotrjoovpe TNV 18¢a pag, ano@acioape va eKUETAANEVTODUE KAl VA EVOWHATWOOV-
pe vapyovoeg Avoelg kat dopés. H Paoikn 8éa eivar 6Tt to Union CSI, otnv mapov-
oa Hop@r| Tov, Aettovpyel wg "péta-npocbeto”: éva mpoobeto mov xpnotpomnotei AAAa
npdobeta yla va ouvdudlet Tovg TopoVG oL Tpoo@épovy. To Union CSI otoxevet atnv
gykataotaot Tov 0to Kubernetes kat Tnv anpooKONTn EVOWUATWOT) TOV e €Va VTTAP-
xov cvotnpa anodrkevong (epocov mAnpoi kamoteg mpoimobéoeig mov Beomilovye oe
AUTO TO KEPANALO), EMTPEMOVTAG TTPOCAPTHOELG UNioN A0 TA OTIYULOTUTIAL CVOTNHA-
TV apyxelwv Tov. AvTr 1) TPOGEYyLom, OXL HOVO pag e§otkoVoLel Xpovo Kkat Tpoomddela,
WOlaitepa 010 MAaio0 avTrg TNG epyaciag, aila emiong efaleiget Ty avaykn ya Ty
ETMAVEPEVPEDT) TOV TPOXOV, VAOTIOLWVTAG piat Avor Pactopévn oto LVM, 1) mapopola,

amo To Undév.
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To Union CSI mpokaei tn nuovpyia kat Staypa@n TOHWY and TO KATWTEPO CVOTNUA
amobnkevong péow tov PersistentVolumeClaim API tov Kubernetes. Ot xprioteg Tov
Kubernetes 6a mpémnet va pmopovv va dnpovpyovv “mohd peyala” PVCs (6mov "ol
HeydAa” onpaivet 6Tt To {nrovpevo péyebog amobrnrevong vrepPaivel onpavTIKA TOV
Sabéopo xwpo diokov kdbe pepovwpévov kopBov otn ocvototyia). To Union CSI 8n-
Hiovpyel ecwTepikd £va cVVOAO [kpOTEpwY PVCs, To dBpolopa Twv omoiwyv tkavomotet
v apxikn (nrodpevn xwpntikdtnta. Ot (nrodueva {ikpoTEpPOL TOHOL amevBvvovTat
OTO KATWTEPO OVOTNHA amoONKEVONG KAl ITOPOVY VA XWPEGOLY O TOTIKOVG SioKOVG

o€ d1apopovg kOUPovg.

upper lower

PVC —> Union CSI —> PVC

storage: 150Gi storage: 50Gi

Exnua 2.1: To Union CSI yepietar abvola amd PVCs

Mia akopa ev@0vn mov okomevovpe va petabéoove amod Tn Sk Lag HepLd 0TO VTO-
Keipevo mpoobeto TOUWY, ival 1 SuvaTOTHTA ATOUAKPVOHEVNG TTPOTPaong amodnkev-
ong. Edv to mpoofeto topwy, mov xpnotponoteitan and to Union CSI, aglomotel Tomkn
amoBnKevomn amd Ta PnXavAHATA TV KOUPwWV avTi yla KovoxpnoTn anobnkevon (oke-
gteite EBS topovg tov AWS), toTe, Oa mpémel emiong va eivat tkavo va ocvuvdel Tnv
anoBnkevon petadd twv kOpPwy, dnpovpywvtag éva Siktvo anobrnkevong (SAN). Q-
01600, auTn 1 anaitnon Teptopilel TIg eMAOYEG Hag yia cvotrpata anobrnkevong mov
HTTOPODLE VOl XPT|OLULOTIOL|COVE, LOVO O avTd oL StabéTovv duvatoTnTeg SIKTVWONG
amoBnkevong (6nwg pia vhomoinomn iSCSI) ya v mpdoPact o€ anopakpuopEvovg To-
HOVG Kat TN petagopd dedopévwv and kopPo oe kouPo. Evw vdpyovy kamota tétola
npOoeTa, Kat eyKaBLOTOVE éva amd avTd Kat TO TAPovaLd{ovLe O€ EMOUEVO KEPAAALO,
éxel vonpa o i6to to Union CSI va vhomouoet avtryv tn Aettovpyia, kabwg amoteAei
anapaitnTo oTotXeio yia TNy a&lomoinon kat cuvSLACHO TNG ToTKNG arobnkevong anod
Stagpopetikovg kopPovg. Ziyovpa pia akopn mpoodnkn otn Aota peAAovTiKaV epya-

OlWV HaG.
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To Union CSI dev StaBétet yvawon NG KATAOTAONG, TWV AETOVPYLWOV 1) TNG VTTAPENG TOV
vnokeipgevov mpdoetov. To Union CSI katevBuvetal mpog éva cuykekpuévo aOOTN-
Ha amofnkevong HEow TV TMAPAUETPWY XPHOTH TTOL TTEPVOVV 0To CreateVolume CSI
RPC. Avto onpaivel, 6TL 10 i8to oTrypotvmo Tov Union CSI pmopei va puOuiotei kat va

ovvdvaoTel pe SlaPopeTIKEG LTIAPYXOVOEG AVTELG amoBnKkevoNG eVTOG TNG idlag cvoToL-

xlag.

To Union CSI dev emkotvwvel anevBeiag e o vmokeipevo mpdobeto. H emkotvwvi-
a Stapecolapeitat péow Tov Kubernetes. To Union CSI xpnotpomotei to idto API Tov
Kubernetes mov 6a xpnotpomnotovoe évag xpriotng (m.x., PVCs kat Pods) yia va mpoka-
Aéoel TiG emBuUNTEG AeLTOVPYieG TOUWY TOV VTTOKEILEVOL TTPOTBeTOL Kat TapakolovDei

T AMOTEAECHATA PHECW EVIUEPWOEWY OTA AVTIKEiLeEVA Tov APL.

To Union CSI xpnowomnotei To MergerES yla va evawoel Tovg TOHOVG TTOL TtapéxovTal
amod TO VTOKEIHEVO oVOTNHA amobnkevong kal Tapéxet éva ovotnpa apxeiwv FUSE oe
@optia gpyaciog. Ot vTOKeipevOL TONOL EiTE TPOCAPTWVTAL TOTUKA OTOV KOUPO OTOV
Ba tpégel [a epyacia, eite amopakpuoUEva LEow Tov SIKTVOV, Kat oe Kabe mepinTw-
on eivat Vo TN Stayeipton Tov cvoTHpaTog anodrkevorg Tovg. H Spopoloynon twv
apyelwv kat Twv dedopévwy ov eyypagovtal 0to cvotnpa apxeiwv FUSE petadd twv
vokeipevwy topwy, kabopiletat amod tny emheypévn moAwtikr) tov MergerFS. Etot, 1o
Union CSI propei va vtootnpiet Staveunpévn amodrjkevon, aAlla oxt anodrkevon pe
avtiypaga 1 kopdovoeldn (stripped) amoBnkevon. To MergerFS dev Siapepiet Ta Se-

dopéva oTa VITOKEILEVA CLOTHHATA APXELWY.

KaBwg to Union CSI e&aptatar apeca and to MergerFS yia to povomndrtt dedopévwv
Tov, Ta idla “mpémel kau dev Mpémel” OV LoXVOLV yla Tpooaptroelg MergerES oxvovv
Kat yta Tovg Topovg Union CSI. Tia pepikd mapadeiypata ano ta “dev mpémel” mapaka-

Aovpe avagepBeite oTo apxeio README.md oto amobetrpto tov MergerFS oto GitHub

1

'https://github.com/trapexit/mergerfs?tab=readme-ov-file#what-should-mergerfs-not-be-used-for
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kubernetes

kube-controller- Y,
manager /

< Storage backend API
\ J

k8s client
(e.g. kubect])

| storage backend
1 client :

Lower storage

system
Union CSI (assuming CSl-compatible)

A user makes a request to the Kubernetes API server for a storage operation from the
@ Union CSI plugin and Kubernetes updates the cluster state accordingly. For example, a

user creates a PVC using a Union CSI StorageClass and the PersistentVolume

controller of kube-controller-manager updates the PVC for an external provisioner.

A Kubernetes CSl sidecar container deployed with a Union CSI instance picks up the

@ updated state of Kubernetes and invokes the corresponding RPC of the Union CSI
plugin via a gRPC endpoint. For example, the external-provisioner sidecar container
detects the updated PVC and invokes the CreateVolume RPC.

The Union CSI plugin instance validates the RPC request (CSI driver component) and

@ invokes the Kubernetes API (storage backend component) to retrieve the current state
of the requested storage operation and update it if necessary. For example, Union CSI
creates a sets of PVCs using a StorageClass of the lower storage system.

A Kubernetes CSI sidecar container deployed with a lower storage system instance
picks up the updated state of Kubernetes and invokes the corresponding RPC of the

@ lower storage system via a gRPC endpoint. For example, the external-provisioner
sidecar container detects one or more PVCs and invokes the CreateVolume RPC. We
assume that the storage system integrates with Kubernetes through CSI.

The storage system carries out the requested storage operation. For example, the

@ storage system provisions the requested volume(s) on behalf of Union CSI. The
storage system (likely) invokes its storage backend to retrieve and update its state,
which can be an external API or an extended Kubernetes API.

Xxnua 2.2: Emoxonnon oxediaons tov Union CSI péta-npoobetov
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Term

Description

[Tp6oBeto Topwv CSI

‘Eva oupPato pe 1o CSI mpdobeto topwy and efwtepiko

TIAPOXO TIOL TIPOTPEPEL amobrkevon o€ containerized
optia epyaociag mov ekteAovvtat oe meptBailiov CO péow

Twv vnpeowv CSI.

Ynueiwon: Zro Kubernetes, o 6pog "CSI volume plugin®
XPTOHOTIOLEITAL TTEPLOTACLAKA Yo va avapepOel oToV
eowTeplkod pnyaviopuod CSI mov yxpnotpomnotei To Kubernetes
yta v aAAnAenidpaon kat evowpdtwon pe e&wtepkois

”CSI volume drivers”.

Odnyog Topwv CSI

To tunpa evog mpdobetov topwv CSI ov VAoToLEL TIG

vninpeoieg CSI péow evog onueiov gRPC.

Avw/Avwtepo

EniBeto yia ovtotnTES, 0TOLYKEIR KAl TOPOVG IOV
oxetifovtat ue To mpdabeto TopHwv Union CSI, m.x. dvw

npdofeto TOHWY, Avw TOUOG, dvw PVC, avw PV, kA

Kdartw/Katwtepo

EniBeto yia ovtoTnTES, 0TOLYKEIR KAt TOPOLG TTOV
oxetifovTtal pe To VITOKeipeVO cVOTNHA armoBrikevong Tov
xpnotpomoteitat and to npdobeto Union CSI, ..
KATOTEPO TIPOTOETO TOPWY, KATWTEPOG TOHOG, KaTw PVC,

kdtw PV, kKA.

Amd 8w kat oto €€ig, oAdKANpo o Aoyloukd Tov Union CSI Ba avagépetat wg mpé-

00eto Topwv Union CSI, mpdoBeto Union CSI 1 anhé& Union CSI. To cuykekpiuévo oTot-

xelo mov vAomotel ko mapéxet Tig vinpeoieg CSI (0dnyog CSI), kal eivar vtoovvolo

Tov pdcobetov Topwv Union CSI, Oa avagépetatl wg 0dyyos topwy Union CSI 1) anha

001y6¢ Union CSI. ©a XpnOLHOTIOICOVE EMOTG TOVG OPOVG ~Avw”/ avwTepo” Kat “Kd-

T’/ katwtepo” yla va pag fondnoovy va Siakpivovpe peta&d tov Union CSI kat Twv

MpOoDeTWV TOL XPTOLUOTIOLEL
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2.3  Xtoxol

ZXeTKA pe Tig Aettovpyieg kat To Staxwptopod appodotitwy peta&d tov Union CSI (dvw
TpOoOeTO) Kat TOL LVTTOKEILEVOV GVLOTAHPATOG amobrkevong (kdtw Tpdcodeto), To Union

CSI Oa:

o Anuovpyeikat Staypaget PersistentVolumeClaims ov xpnotponolovv éva StorageClass
TOV KATWTEPOV GLOTHHATOG ATOOTKEVONG Yo VA TTPOKAAETEL TNV TTAPOXT| KAt TN
Slaypa@n Twv mapexOUEVWY TOHWYV TOV.

» Anuovpyei kat dtaypagel Pods mov xpnotpomotovv ta PersistentVolumeClaim
nov dnuiovpynoe to Union CSI yia 1o katwtepo oboTnpa anobnkevong, mpo-
KEWEVOU Va IPOKAAEDeL Tr oVVOEDT)/amoovvdeon Kat TV TPOCAPTHON/ATOTPO-
OApTNOT TWV TAPEXOUEVIOY TOUWY TOV.

« Xpnouomotei o MergerFS péoa oto container tov Pod yia va ovyxwvevoet Tovg
TOUOVG TOV KATWTEPOL OLOTHHATOG amobrkevong, mov €xovv mpooaptnOei oTo
container, Kal TPOGAPTA TO TPOKVTITOV CVUOTN A apXeiwV union Mow 6TOV KOWUPO
01k0deomOTN, VTIO HOPPT} KATANOYOV.

« IIpooaptd (bind) To ovoTnpa apxeiwv union Tov kKOPPOL 0KOSdEOTOTN GTO Ka-
Oopilopévo and to Kubelet povomart, yia va mpooaptnOei mepattépw evrog twv

container KATavVaAWTWV.

2.4 Mn-Ztox0!1

ZXeTIKA e TIg Aettovpyieg kat To Staxwptopd appodiotrtwy peta&d Tov Union CSI (avw
TPOCOETO) KAl TOV VTIOKEILEVOL CLOTAHATOG aobnkevong (kdtw mpdodeto), To Union

CSI dev O

o Avalappaver apeoa déopevon, diaxeipton i anedevBépwon amobnkevtikod xw-
pov pAok and Tovg diokovg, Tov eivat cuvdedepévol 6Tovg kKOpHPoLG TG oLvaTOL-
xiag. To Union CSI faciletal 610 KatwTepo o0OTNHA anodkevong yia avTiy
AetTovpyKOTNTA.

o Anuovpyei, xpnowpomotei i aviyvevet éva SAN omotovdrjmote idovg 0T cvoTOL-

xia. To Union CSI Pacifetat 0T0 katwTepo ocboTnpa amodnkevong ya avtry
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Aettovpyotnra. Edv 1o katwtepo ovotnpa anobnkevong dev eivat og B¢on va
gxeL TPOOPaon 0TOVG TOUOVG TOL and SlaQopeTikovg kOUPovVG TG cvoToLXiag,
10 Union CSI Ba amotvyet va xpovodpopoloyroel éva Pod mov ypnotpomotet
TOPOVG amd SlaPopPETIKOVG KOUPOUG.

« Emkowvwvel dpeoa pe to katwtepo ovotnua armodrkevong péow evog APIL. To
Union CSI 8a dnpovpyei, Oa mapakorovBei kat Oa dtaypdeet topovg Tov Kubernetes
(m.x. PVCs, Pods) mov mpokalobv Tig emBupntég Aettovpyieg TOUWV TOL KATW-

TEPOL OLOTHHATOG ATTOONKEVOTG.

2.5 Asentopepereg Xxediaong

Ze avtn Vv evotnta, e&etdlovpe Aemtopepwg to mpotumo CSI, e§nywvtag mwg o o-
dnyog Union CSI vlomotei to CSI kat emikevipwvopaote ota RPCs mov vootnpilet.
Avalvovpe wg to backend tov Union CSI expetalledetar to API tov Kubernetes,
XPTNOUOTIOLWVTAG TOCO EVOWHATWHEVOVG 000 Kl ELBIKODG TOPOVG, VLAl VAL TTPOXWPT|OEL
ot dnuiovpyia, dtatipnon, avdktnon, dtaypaern, cvvdeon, anocvvdeon, TPOTAPTNON
KAl ATOTIPOCAPTNON TWV KATWTEPWY Kal avdTepwV TOpwV. EmmAéoy, kaAdmtovpe mwg
éva containerized MergerFS mpoypappa pmopel va ouvSuadet [ikpoTteEpovg TOUOLG yia

va dnpovpynoet kat va mpooaptrioet évav Union CSI topo og €vav koppo.

2.5.1 Awenagn RPC

O 081yd6 Union CSI vAomotet ta akodovBa CSI RPCs:
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Ynnpeoia RPC Ynootnpi{opeva RPCs

GetPluginInfo
Identity service Probe

GetPluginCapabilities

CreateVolume

DeleteVolume

Controller service ControllerPublishvolume
ControllerUnpublishVolume

ControllerGetCapabilities

NodePublishVolume

NodeUnpublishVolume
Node service
NodeGetInfo

NodeGetCapabilities

Mivaxag 2.1: Ta vAomomuéva RPCs tov Union CSI

To Union CSI 8ev vrootnpiCet kat §ev vAomotei ta RPCs NodeStageVolume /NodeUnsta-
geVolume. Evag Union CSI topog (pia mpoodaptnon MergerES) ovvdéetat kat otn ovvé-
xela mpooaptdtat o€ éva Node katé tn Siapketa tov RPC ControllerPublishVolume.
O topog avePaivel otov kataloyo /var/lib/union-csi and to Union CSI otov kou-
o, yia va mpooaptnOei (bind-mount) evtdg evdg container Pod kata ) Sudpketa Tov

RPC NodePublishvolume.

GetPluginInfo: Emotpéget To dvopa tov odnyov Union CSI, union.csi.union.io,
Kat Tnv €kdoor| tov, dev. Eva StorageClass mov avagépetal 6to mpocBeto Union CSI

Ba éxel avTo TO Ovopa oTo Tedio provisioner.

Probe: Emotpégel £va kevo ProbeResponse, SeiyvovTag 0TL TO OLYKEKPIULEVO TTPOTDe-

TO €lval ETOLO.

GetPluginCapabilities: Emotpégel tn duvatdtnta mpdoOetov CONTROLLER_SERVICE

(to Union CSI vhomotei Ta RPCs tng vinpeoiag Controller).

CreateVolume: Anpiovpyei ta kat@tepa PersistentVolumeClaims mov amev@vvovtat
0TO KaTWwTepo POoheto TOUwYV. EMotpépet To avayvwploTikod Topov Tov CreateVolu-

meRequest.name oto CreateVolumeResponse.volume.volume_id.
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DeleteVolume: Alaypaget Ta katwtepa PersistentVolumeClaims mov dnpovpynOnkav

070 CreateVolume. Emotpépel éva kevo DeleteVolumeResponse.

ControllerPublishVolume: Anuiovpyei éva Pod mov xpnotponotei ta katwtepa Persi-
stentVolumeClaims kat To avaBétet otov kabopiopévo koupo. To MergerES container
Tov Pod ovyxwveDel TOVG KATWTEPOVG TOUOVG KAL TTPOTAPTA TO GV TN A ap)eiwv MergerFS
o€ évav Topo hostPath mpooaptnuévo pe apgidpopn mpowdnon. To cvotnua apxeiwv
npowbeital 6Tov KOpBO 0TOV KATaloyo /var/lib/union-csi/volumes/<volume_id>/-

merged. Emotpégel éva kevo ControllerPublishVolumeResponse.

ControllerUnpublishVolume: Awaypd@et o Pod mov xpnotpomotei Ta katwtepa Persi-
stentVolumeClaims. To MergerFS container anonpoocaptéd to cOOTNHA apyxeiwv TpLtv

ToV Teppatiopo tov. Emotpégel éva kevo ControllerUnpublishVolumeResponse.

ControllerGetCapabilities: Emotpégel i Suvatdtnteg xelpiotr) CREATE_DELETE_-
VOLUME kot PUBLISH_UNPUBLISH_VOLUME.

NodePublishVolume: IIpocaptd (bind-mount) to ovotnua apyeiwv MergerES mov Bpi-
OKeTAL 0TO povomatt /var/lib/union-csi/volumes/<volume_id>/merged 0710 Ka-

Boplopévo povomdti-otoxo. Emotpéget éva kevo NodePublishVolumeResponse.

NodeUnpublishVolume: Amompooaptd to ovotnpa apyxeiwv MergerES and to kabopt-

opévo povomati-otoxo. Emotpégel éva kevo NodeUnpublishVolumeResponse.

NodeGetInfo: Emotpégel To avayvwplotikd kOpPov oto NetGetInfoResponse.node_-
id. Eivat to 6vopa tov avtikelpévov Node, 0To omoio ekTeheiTal TO OTLYHLOTVTIO TOV
odnyov. Eva container Tov Union CSI mov ekteleital oe évav kOUPo avakTd To Ovopa
ToL KOUPovL péow G petaPAnTng meptParlovtog NODE_NAME, tov opiletal aTo apxeio

dMAwong tov Pod otnv Tiun tov spec.nodeName.

NodeGetCapabilities: Emotpégpel éva kevo NodeGetCapabilitiesResponse, kaBwg

Sev vmapyovv Voo TNPLLOUEVES SuVATOTNTEG KOUPOL Yia AVAPOpPA.

Zvvenwe, and dw kat mépa, Oa xpnopomotovpe Tov 6po "Union CSI Controller” yia va
avagepBovye oe éva atrypdTvmo Tov tpdcodetov Union CSI mov vhomotel Ty vinpecia

Controller xat “Union CSI Node” yia éva oTtytoTLTO TOL VAOTIOLEL TNV LTI peaia Node.
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2.5.2  Auwipeon Xwpntkotnrag kat Xpovodpouoroynon Topwv

Idavikd, To Union CSI Ba gixe évav pnxaviopo yia tnyv mapakolodOnon tng xprnong tov
Xwpov Twv Siokwv og k&Be kOpPo, dmov eykabiotatat éva ottyputotuno Union CSI Node.
Avtdg 0 pnxaviopog Oa enétpene oto Union CSI va kataypdget Tov cuVOAIKO, TOV XpN-
otpomotnpévo kat Tov dtabéotpo xwpo amobrnkevong kat va Aappdavet evpepwUEVeg a-
TIOQAOELG OXETIKA He TOV KaTaAANAo Staxwpiopd peyéBovg. Qotdoo, n oxediaon kat n
vlomoinomn evog tétotov unxaviopot Ba nrav mepimhokn. EmmAéoy, Ba anairovoe and
70 Union CSI va ovyxpoviletat kat va akohovBei Ta anoBépata amodnkevtikod xwpov
nov Staxetpietat To KatwTEPO CHOTNHA ATOBNKEVONG, TTPOKEIUEVOL Vo StacPalioet, O-
Tt Ta Vo mpocobeta popalovTal [a Kowr elkova TG Xprong anodnkevtikov xwpov.
AlagopeTikd, onoleodnmote mpoonddeleg ya mapakoAovOnon g xprong xwpov kat
ggumvwv Staxwptopwv mov Ba mpaypatomnotel to Union CSI, Ba ftav achpwveg ka,

ev Téhel, akapmeg. Avth i mpooéyyon dev eivan pa Pootpn emhoyn.

Q¢ anotéheopa, emAégape pa mo amhoikn mpooéyyion. Avefaptitwg Tov {nrodpevov
ney€Bovg, o Union CSI mpoxwpd pe évav “Tupho” dtaxwpilopo. Ta mapaderypa, €va
PVC 1ov xpnotn, mov dnhwvet évav topo 100GiB pe to Union CSI, odnyei mavta oe
dvo katwtepa PVCs twv 50GiB mov dnuiovpyei to mpdobeto, avelaptitwg tng da-
BeopotnTag Tov anobnkevtikod xwpov. Eival evbvvn tov katwtepov mpocbetov va
eAéyEel T SabeoipoTnTa KAt va XpovoSpopoloyroet TovG KATWTEPOVG TOHOVG, AV &i-
vat duvatdv. Mia mo evéAktn pvBpuon Oa mapéxovray and évav topo ConfigMap oto
Union CSI Controller Pod mov xaBopilet tov aptBuéd twv avtypdgwv PVCs mov Oa n-
tovpynBovv kat, ovvenwg, To Tpéxov koupdtt Stapépiong. To Union CSI Controller Ha
Hmopovoe va mapakolovbei to ConfigMap yla eViUEPWOELG, EMUTPETOVTAG OTOV XPHOTN
va kaBopilet Staxwplopovg peyaldTepng 1} LKpOTEPNG EVKPIvELag Katd T StdpKeta NG
EKTENEONG, O€ TIEPIMTWOT) IOV KAToLoL and Tovg diokovg e§avthovvtar i) mpootifevtal

véol diokol 1§ koot 0T cvoToLyia.

QoT1600, axoun kat pe pOulopeva peyedn Staxwptopwy, to Union CSI dev éxel ta péoa
ylo va eAEyxetL 1) va ennpedlet ToV TPOYPAUUATIONO TWV KATWTEPWY OYKWY. Akdpa kot
av to Union CSI pnopovoe va mapakohovBei pe emtvyia tn xprion tov anodnkevtikon
x@pov, To Union CSI amAag dnpovpyei pikpodtepa PVCs yla va XelploTel 1o Katwte-
po mpdobeto, kat to API tov PersistentVolumeClaim dev eivat oe 0éon va kaBopilet

OVYKEKPIUEVOVG SiloKOVG 1} KOUPOVG OTOXOVG.
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EmmAéov, oke@teite TO 0€VApLO, OTIOV TO KATWTEPO TIPOOOETO XpovodpopoAoyei kat
eKYWpEL TOVG SVO KATWTEPOVG TOOVG 0TOV idlo Sioko, 0 omoiog €xet apketd Stabéotpo
x@po ya kat Toug dvo. To Union CSI Sev umopel va mpoPAéyel 1} va amotpéyel avtod 10
OEVAPLO. ZE AUTHV TNV MEPIMTWOT), £VAG HOVO TOUOG TNG APXIKIG XWPNTIKOTNTAG TV
Tlavd ePIktog amd To kKatwtepo TPdabeto e§apyns, kat Timota Sev emtedxOnke pe

xprion Tov Union CSI.

2e auTo To 0TAdL0, 0 HOVOG TPOTOG Yl VAV XPTOTI VA EMNPEACEL EUHECA TV XPOVO-
Spopohdynon kal v amokopioet pia TpakTikn mepintwon xpnong and to Union CSI,
elvan va (trioet eokeppéva évay TOpo apKeTd HeYAAo, WOTE Vo Unv unopei va tomode-
0el o€ évav povo dioko ot ovoTtotyia, alAd d0o TOpoL Tov Hoov peyébovg umopovv
va tomofetnBoiv o€ StapopeTikovg diokovg (kat mBavov StagopeTikovg kKOUPOVE), Kat

AUTOL OL TOHOL LITOPOVV VAL TTPOOTIEAACTOVY ATd OTTOVINTOTE GTN CLOTOLYIA.

Evw n oxediaon avtry tov Union CSI eival oTatikn Kot AKAUT, Hag EMTPETEL VA TIPO-
XWPTIOOVE TTPOG TOVG OTOXOVG MG XWwPIG va teplopilel TIG TPOOTTIKEG yia piat LoXvpn
TEPIMTWOT XPNoNG. ZLVETWG, Ta anotehéopatd tTng Oa pag fondrnoovv va emPePaw-
OoVe TIG LTIOBEDELG [ag Kat va emavEADOVE e ia TLo EKAETTVOUEVT TIPOOEYYLOT| OF

HeEANOVTIKEG exdOOELG.

2.5.3 Xwpog Ovopatwv

KaBe ototyeio kat mopog tov Union CSI mov anotelel pépog TG avantuing tov oto
Kubernetes, 1) Snuiovpyeitat dpeoa and avtd katd tnv ekTéAeot] Tov Kat opileTtat evtog
XWPOL ovopdtwy, Oa Sniovpyeital 6TOV aPlEpWIEVO XWPO OVOUATWY TOV TTpoaBéTov.

O xwpog ovopdtwv tov Union CSI ovopdCetat union.

2.5.4 StorageClass

To Union CSI StorageClass avtr} tr ottypr| vtootnpiet Tig akohovdeg mapapétpoug:
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IMapapetpog Tég | TIpoemoyn Ieprypagn

To ovopa Tov StorageClass
TOU  KATWTEPOL  TIPOODE-
TOV TOHWYV. H tyun avt
xpnowomoteitar ~ oto  medio
spec.storageClassName Twv
katwtepwv PVCs mov dnpiovp-
yovvtat and to Union CSI. Eav
lowerStorageClassName
N TAPAPETPOG Agimel, TOTE TO
niedio spec. storageClassName
napaleinetal anod to npdodeto,
kat Ta katwtepa PVCs xpn-
OLLOTIOLOVV TO TIPOETUAEYUEVO

(default)  StorageClass  Tng

ovoTotyiag.

IMivakag 2.2: Union CSI StorageClass parameters

Ounapapetpot tov StorageClass mepvodv oto xaptn CreateVolumeRequest. parameters.
Avtn ) oTrypn, n povadikn mapdpetpog tov StorageClass eival To lowerStorageClassName,
nov kaBopilel To dvopa Tov katwtepov StorageClass, mov Oa xpnoponomn el yia ta a-
vtikeipeva PersistentVolumeClaim, mov dnutovpyodvtat anéd to Union CSI. IIpotod ot
xpnoteg dnpovpynoovy PVCs pe avtod to StorageClass, ot Staxelplotég Tng cvoToryiag
npémnel va Stao@alioovv OTL €va katwTepo StorageClass pie To idlo dOvopa éxel puOuoTel

Kat €va avTioToXo KaTwTePo MPOGOETO TOUWY €ival EYKATEGTNUEVO Kal AEITOVPYIKO

EVTOG TNG ovoTolxiag.

To StorageClass tov mpdcBetov Union CSI xpnotponotel Tov Tpomo d€opevong Topwv
Immediate, éToL woTe N Suvapkr Tapoxn va Eekivd apéows Hohig dnpovpynbei éva
PersistentVolumeClaim ané tov xprjotn. H Aettovpyia Immediate mpotipdtar emetdn
7o Union CSI 8ev éxel yvwon mepi TomoAoyiag mpog To mapdv, onote dev vmdpyet Adyog
va kaBvotepnoet n) mapoxr péxpt va yivel n xpovodpopoAoynon evog Pod oe éva Node.
Eivat onpavtiko va onpetwdei 0Tt Ty mpaypatiki mapoxn Xetpiletal To Katwtepo mpo-

oBeto TopWY, Kat To StorageClass Tov pmopel va éxet puOuioTei eite oe Immediate eite
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oc WaitForFirstConsumer.

H noMitikry avéktnong tov StorageClass €xel oplotei o€ Delete, emtpémovtag TV a-
@aipeon evog avw PersistentVolume 6tav o xprjotng daypaget o dvw PVC mov eivau

deopevpévo pe to PV.

H Aiota 2.1 Seiyvet éva Union CSI StorageClass mov kaBopilet éva katwtepo StorageClass

e ovopa lower-storageclass.

Listing 2.1: Ilapaderypa evos Union CSI StorageClass

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: union-storage
provisioner: union.csi.union.io
parameters:
lowerStorageClassName: lower-storageclass
reclaimPolicy: Delete
volumeBindingMode: Immediate

H Ewova 2.3 anewkoviCet tn oxéon petafd tov npooBétov Union CSI kat Tov katwtepov

OVLOTHHATOG aoBnKeVONG HEOW TWV avTioToKWV avTikelpévwy StorageClass.

User
A user creates a PVC using a Union CSI
StorageClass referring to a lower StorageClass
through the lowerStorageClassName parameter
PVC
provisioner lowerStorageClassName provisioner
Union CSI «——  StorageClass » StorageClass ——— > Leney SierEs
system
® X
>
PVC

The Union CSI plugin creates a number of PVCs
using the specified lower StorageClass.

Xxnua 2.3: To Union CSI StorageClass kot 1 oxéon 10U e 70 KATWTEPO CUOTHUX ALTTO-
Onrevons
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2.5.5 'Evvoia Topov

Ot odnyoi CSI emkowvwvovv e €va backend amoBrikevong ya va mpowbnoovy ta at-
Tpata Tov CO OXeTkA pe AetTovpyieg TOMWY Kat gpwTrpata. Avtd to backend a-
nobnkevong vAomoteital and Tov mapoxo amobnkevong kat Stabétel éva API yia tnv
npooPaoct) oTo mPooPepdEVo cvOTNHA anobnkevong kat vinpeoies. EmmAéov, eivat
vevBVVo yla TNV Kataypagr Kat tapakohovdnon twv SnuovpyoveveY TOHWY, TWV
XOPAKTNPLOTIKWY TOVG, TNG KATAOTAONG {wr¢ Kat vyeiag Tovg kat AANeG OXETIKEG TIAN-

pOQPOpIEG.

Otav évag CO {ntd ) dnpovpyia evog Topov péow tov CSI, mapéxet Eva povadikod
avayvwplotikd oto nedio name Tov CreateVolumeRequest tov CreateVolume RPC.
Ta npdoBeta CSI pmopolv va emAéEovv va XpnoLomoLoovy avTo TO AVAYVWPLOTIKO
anevBeiag N va mapd&ovy éva véo mov va eivan katdAAnlo yia xpnon pe to API tovg

Kat yta Ty anofrikevon kat Xprjon ToL yia TNV avayvwpLoT TOV TOHOV 0TO HEAAOV.

To Union CSI, expetalAevopevo to MergerES, mapéxet topovg Baotopévovg oto FUSE
ovoTNHa apxeiwv Tov oVVEVALOVY Ta CLOTAUATA APXEIWY ATIO TO KATWTEPO OVOTN-
o amoBrjkevong. Emopévwg, to Union CSI xpetdletat évav tpodmo, dedopévov evog
HOVASIKOD avayvwploTikol, mepacpévov péow CSI RPCs, 6nwg ta CreateVolume kat
ControllerPublishVolume, yia va amo@aivetal eDKOAA av VTIAPXEL EVAG AVTIOTOLXOG
Union CSI 1606 0TnV cvoTotyia, va anoktd ypriyopa mpdoPact oe emmAéov mAnpo-
QOPIEG OXETIKA e aVTOV Kal va Statnpel katdotaon. Tia va To emtvxet avtd, o Union

CSI amautei To ko Tov backend amoBnkevong.

Aapavovtag voyn tnyv mapadoxn pag yia to Kubernetes wg tov CO yila tov omoio
npoopiletat to Union CSI, 1o enektaotpo API kau tn BoAwkr| key-value amoOrkn etcd
TOV, TO VA TIPOooPLYOLe Kat va Bactotodpe 0to API tov Kubernetes kat oe CustomRe-

sourceDefinitions (CRDs) fitav pia evkoAn emioym.

Ta CRDs xpnotpomnolobvtal ovuxvd oTig epappoyég tov Kubernetes. Ot mpoypappott-
OTEG UIOpoLV va ovyxwvevoovy To dnAwtikd tovg API pe avto tov Kubernetes, va
TIEPLYPAYOLV TaL OEVAPLA XPTIONG Kal TN ovumepipopa tovg pécw CRDs kat va oxe-
didoovv e1dikovg xelplotég yia tn Staxeipon Twv eldikwv avtwv mopwv. EmmAéov, To
Kubernetes mpoo@épet éva mAovaoio otkoovotnua PipAodnkwv kat epyaleiwv mov Siev-

KoAbvouv T ypnyopn avdntuén kat Snpoacicvon tov APL
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Emopévwg, oxedidoape kat avantogape évav 18tkd mopo e to ovopa VolumeSplit. H
xpnon tov API VolumeSplit éAvoe moAAég amod Tig Suokolieg oV TpoEkLYAY KATA TNV

avantuén avtov tov mpoadetov Topwv CSI, cuumepthapPfavopévwy:

o Movadwn mnyn aknBewag: H vnap&n evog avtikeévov VolumeSplit vtodnAw-
vet tnv vrapé&n evog Union CSI topov.

« AmoOnkevon kat avaktnon dedopévwv: To medio spec Tov VolumeSplit mept-
AapBaver media mapopola pe avtd Tov epLExovTal oto CreateVolumeRequest.
Ortav yivetat ia kAo CreateVolume oto mpooBeto Union CSI, éva avtikeipe-
vo VolumeSplit ovpmAnpwvetat pe Tipég and to CreateVolumeRequest kat 8-
povpyeitat otov Stakopiotr) API tov Kubernetes. Otendpeveg kAroeig CreateVolume
yla TOV (810 TOHO £XOUV WG CLVETELA TNV AVAKTNOT TOV AVTIOTOLXOV AVTIKEILEVOV
VolumeSplit ané tnv amobnn key-value tov Kubernetes. Xtn cvvéyela, ot mapd-
petpot tov avtikelpévov VolumeSplit cuykpivovrarl pe avtég tov CreateVolumeRequest,
yia va Stao@aiiotei ) tavtodvvapia (idempotency).

+ XVvola amo PersistentVolumeClaims: To Union CSI Snuiovpyei pkpdtepa PVCs
w¢ andvtnon oto PVC evog xpriotn. Eva avtikeipevo VolumeSplit kaBopilet Tov
emBopunto aplBpo and PVCs pe idieg mpodiaypagés. Evag e181k0g xelplotn emo-
ntevet Ta VolumeSplits kat ta ovoxet{opeva avtiypaga twv PVCs oto mapa-

OKNV10, €K uépovg Tov pocodetov Union CSI.

To API VolumeSplit

O véog edikog mopog VolumeSplit, opiopévog oe Go, gaivetat otnyv Eikova 2.2:

Listing 2.2: O népog API VolumeSplit

type VolumeSplit struct {
metavl.TypeMeta
metavl.ObjectMeta

Spec VolumeSplitSpec
Status VolumeSplitStatus
}

type VolumeSplitSpec struct {

Capacity *resource.Quantity

Replicas *int32

Template corevl.PersistentVolumeClaimTemplate
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}

// VolumeSplitStatus defines the observed state of VolumeSplit
type VolumeSplitStatus struct {
// AccessModes contains the actual access modes of the underlying volumes
// backing the PersistentVolumeClaims managed by this VolumeSplit.
// It is the intersection of status.accessModes for all the PersistentVolumeClaims.
AccessModes []corevl.PersistentVolumeAccessMode

// Capacity is the actual total capacity of the underlying volumes

// backing the PersistentVolumeClaims managed by this VolumeSplit.

// It is the sum of status.capacity.storage for all the PersistentVolumeClaims.
// If nil it means that every status.capacity is nil.

// +optional

Capacity *resource.Quantity

// Total number of PersistentVolumeClaims managed by this VolumeSplit.
Replicas int32

// Total number of PersistentVolumeClaims managed by this VolumeSplit that have *Bound” <>
phase.
BoundReplicas int32

// Conditions contain the latest available observations of a VolumeSplit’s current state.
Conditions []VolumeSplitCondition
}

// VolumeSplitCondition describes the state of a VolumeSplit at a certain point.
type VolumeSplitCondition struct {

// Type of VolumeSplit condition

Type VolumeSplitConditionType

// Status of the condition, one of True, False, Unknown.

Status corevl.ConditionStatus

// The last time the condition transitioned from one status to another.

// +optional

LastTransitionTime metavl.Time

// The reason for the condition’s last transition.

// +optional

Reason string

// A human readable message indicating details about the transition.

// +optional

Message string

}

// VolumeSplitConditionType is a condition of a VolumeSplit.
type VolumeSplitConditionType string

const (
// Ready means that:

// The actual number of replicas is equal to the desired number.

// All replicas have ”Bound” phase, i.e. each PVC is bound to a PV.

// If spec.capacity is non-nil, status.capacity is greater than or equal to spec.capacity.

// status.accessModes array is non-empty.

VolumeSplitReady VolumeSplitConditionType =

// Pending means that the actual number of replicas is equal to the desired number

// and at least one replica has ”Pending” phase, i.e. at least one PVC is not bound to a <
PV.

VolumeSplitPending VolumeSplitConditionType =

// Progressing means that the actual number of replicas has yet to meet the desired number<—

VolumeSplitReplicaProgressing VolumeSplitConditionType =
// ReplicaFailure means that a replica failed to be created or deleted.
VolumeSplitReplicaFailure VolumeSplitConditionType =

To API VolumeSplit opilet pémhika and PVCs, pe tpOmo mapopolo pe avtov mov éva
ReplicaSet opilet pémhika an6 Pods. To medio replicas opiet Tov emBopntd apBuod
Twv PVCs, ev To medio template mapéyel ta media metadata kat spec yla ta dnpuovp-
ynOévta PVCs. A&iCet va onuetwdei 6tt, otnv mapovoa pop@ry tov, to VolumeSplit Sev
nepthapPavet emhoyéa etiketav (label selector) kat Sev anokta vdpyovta PVCs péow

£VOC TETOLOV.

H Ewova 2.3 anewovilel éva mapaderypa evog VolumeSplit, mov opilet tpia pEmAL-
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VolumeSplit

owner

( W references

PVvC PVvC PVvC

Xxnua 2.4: O edixog mopog VolumeSplit kar T pémhixa PVCs Tov

ka PVCs twv 50GiB 1o kaBéva kat mov avikovv oto StorageClass pe dvopa lower-

storageclass.

Listing 2.3: Iapdaderypa evog VolumeSplit

apiVersion: union.io/vlalphal
kind: VolumeSplit
metadata:
name: example-volumesplit
namespace: union
spec:
capacity: 150Gi
replicas: 3
template:
spec:
accessModes:
- ReadWriteOnce
storageClassName: lower-storageclass
resources:
requests:
storage: 50Gi

Ta avtikeigeva VolumeSplit tpoopifovrtat va Snutovpyovvrtat and to npocdeto Union
CSI otov xwpo ovopdtwy union wg pépog Tov RPC CreateVolume. Iwg éva avTtikei-

nevo VolumeSplit kataokevaetat and éva aitnua CreateVolume, gaivetat otov AN-
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yopOpo 1.

Algorithm 1: TIlwg £va VolumeSplit «kataokevdletar omnd éva

CreateVolumeRequest

name <— ”split-<CreateVolumeRequest.name>”
spec.replicas < 2
spec.capacity <+
CreateVolumeRequest.capacity_range.required_bytes
spec.template.spec.accessModes <— [ReadWriteOnce]
spec.template.spec.resources.requests.storage <
CreateVolumeRequest.capacity_range.required_bytes/2
if ”lowerStargeClassName” key exists in

CreateVolumeRequest.parameters then
spec.template.spec.storageClassName <—

CreateVolumeRequest.parameters[”lowerStorageClassName”]

else
spec.template.spec.storageClassName <— nil (the replica PVCs will

use the default StorageClass of the cluster)

O xeprotrig VolumeSplit StoxetpiCetat ta avtikeipeva VolumeSplit kat ta pémAika PVCs
Tovg. O Xelplotng dnuiovpyel Tov anattovpevo aptuoé PVCs otov idio xwpo ovopdtwv
pe to avtikeipevo VolumeSplit. Aedopévov 6Tt o Union CSI dnpovpyei mavta avti-
keipeva VolumeSplit otov xwpo ovopdtwy union, ta avtikeigeva PVCs otny mpaypa-
TkotnTa Ba Ppiokovtal emiong otov xwpo ovopdtwy union. Iapatnpnote, 6t To PVC
ToL XproTn (Avw) pmopei va opiletal e omotodnmote Xwpo ovopdatwy €xet emhexOel a-
76 ToV Xp1joTn, aAAd ta katwtepa PVCs mov dnpovpyovvrat amoé to Union CSI, yia va
Sapepicovy TV apxikn aitnomn, Ppickovtat 6TovV Xwpo ovopdtwy Tov tpdcbetov. ITwg
avTOG 0 ATOONKEVTIKOG XWPOG SLAPOPETIKWY XWPWV OVOUATWYV yiveTal TeAkd Stabéot-

HOG OTOV TEAIKO XprioTn), e&nyeitan katavontd otny Evotnra 2.5.6.

O Xeprotiig VolumeSplit

O xeprotng VolumeSplit eivar vevBovvog yia tn dnpovpyia tov embountov apiBpov
PVCs mov opiCetat oto medio replicas evog avtikelpévov VolumeSplit, xprotpomnoww-
vtag to podtvmo PVC and to nedio spec. template. Ta PVCs Snuovpyovvtal, pe to

nedio metadata.ownerReferences va éxel oplotel wote va deixvel 0To avTikeipevo-
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Stoktrtn VolumeSplit kot pe To medio blockOwnerDeletion va éxet aknOr Tipn, £tot
wote 1 Staypaen tov dtoktrTn VolumeSplit va amotpénetat, uéxpt va Staypagovv ta

PVCs nov avrikovv og avto, ot mepintwon daypang pe alAnlovyia foreground.

CreateVolume

API server

N

gets,

watches
creates

VolumeSplit @ @
reconciles
Union CSI VolumeSplit
Controller Pod ( W Controller Pod
PVC PVC PVC

@ The VolumeSplit controller watches the Kubernetes API server
for VolumeSplit objects.

During CreateVolume, the Union CSI Controller creates a
@ VolumeSplit object with a specified number of replica PVCs

using parameters from the CreateVolumeRequest.

The VolumeSplit controller detects the newly created

@ VolumeSplit object and reconciles it, creating the desired
number of replica PVCs.

Exnua 2.5: Iwg éva avtikeipevo VolumeSplit keu T pémhika PVCs Tov dnptovpyotvta

EmmAéov, o xelplotng mapatnpei Tnv katdotaorn Tov VolumeSplit kat Twv avtiotoxwv
PVCs nov aviikovv o€ avtd kat evipepwvet to medio status tov VolumeSplit. O xeipt-
OTHG TIAPAYEL TANPOPOPIEG TUVOYNG OXETIKA UE TNV KATAOTAOT] TWV KATWTEPWY TOUWY,
egetdlovtag tamedia status twv avtiototywv PVCs, kat peTagépet avTég TG TANPOPO-
pieg evTOG TOL mivaka conditions tov VolumeSplit. Ta avtikeipeva PersistentVolumes
TWV KATOTEPWV TOPWV PpiokovTal eKTOG ToL Tediov eEAEYXOL TOV XelploTr Kat dev Ta-

pakolovBovvTal oUTE avaEpovTaL Amd TOV XELPLOTH.

O Bpoxos ovppwviag Tov Xetptotr VolumeSplit, 600v agopd ) Staxeipion Twv pémAtka
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PVCs, eivat an\og:

1. O xeptot¢ kataoyilet Oha Ta PVCs otov id10 XWpo OVOUATWY UE TO AVTIKEI-
pevo VolumeSplit, mov éxovv pua avagopa doktnoiag oto VolumeSplit.

2. Av 1a PVCs nov kataloyiotnkav eivat Atyotepa anod Ta spec.replicas:

(@) O xeprotng dnpovpyei Tov anartovpevo aptBpd Twv PVCs otov Stakopt-
ot APL, xpnotponotwvtag to medio spec.template tov VolumeSplit kat
opifovtag to avtikeipevo VolumeSplit wg tov okt Twv PVCs, Ue 10

nedio blockOwnerDeletion va eivat aknOég.
3. Av ta PVCs mov kataloyiotnkav eivat meptocotepa ano ta spec. replicas:

(a’) O xeptotng dev kavel Timota Kat AMAWG EVHEPWVEL OTL 1] AetTovpyia KAL-
HAKwOoNG TPog Ta KaTw Sev eivat vAomouévn. H emAoyn, mod and ta
ndeovdlovta PVCs mpémet va Staypagovy, eivar pia SVoKoAn epyacia Kat,
oe mepintwon mov 0Aa ta PVCs eival deopevpéva, pmopei va odnynoet oe
anwAeta dedopévwv. Emmhéov, To npocBeto Union CSI Sev xpetdletat av-

THV TN oTLypn Aettovpyia peiwong twv PVCs.

Ta avtkeipeva VolumeSplits mpoopifovtat mpog Staypagn and to npdécbeto Union
CSI, wg pépog tov RPC DeleteVolume. H Saypagn pe arAnlovyia foreground mpo-
TIHATAL YLt TNV ATOTPOTI TNG AMOUAKPUVONG TOV avTikelpévov VolumeSplit, éwg 6Tov
agatpefovv mpwta 6Aa ta PVCs mov tov aviikovv. Ipémnet va emonpdvovpie 6TL, akopa
Kat av ta katexopeva PVCs agatpovvtal mpty, petd 1) aveédptnta and to VolumeSplit,
nov kaBopiletat amd tovg TVToVG Staypagn pe allnlovyia foreground, background
Kat orphan avtiotoia, ta avtiototya PVs 8ev ovunepthappavovrat otny dradkacia
Saypagrc. Ta PVs punopodv va agatpeBovv povo dtav agatpodvral ot vokeigevol
TOpoL Tovg. Avtn 1 Stadikaoia umopel va SlapKEDEL APKETT WPA, AKOUN KAl VLo TTAVTa,
av 1o avtioTtotxo mpdobeto amobnkevong avtiueTwmilel eowTepIka OPAApATA 1 £xeL
agatpedel amod ) ovotoia. O xeplotrig VolumeSplit evdiagépetarl povo yia 1o avti-
keipevo VolumeSplit kat ta PVCs mov Tov avikovy, kat Ta a@alpei XproLHoToLmVTag

ava@opég 8LokTnaiag.

O xetptotrg VolumeSplit anotelei Eexwptotd Svadikd apyeio and avtd tov mpdabetov
Union CSI kat ipoopiletat yla eykatdotaon oe §exwplotd container ota mAaiota evog

avegdptntov Deployment otov Xwpo ovopdtwy union.
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2.5.6 'Evvoia Zvvdeong Topov

AxolovBwvTag To ido mvedpa pe tnv Evotnta 2.5.5, To Union CSI npémnet va opioet Tt
anotelel T 00VEeoN Kat amocVvAEDT TWV TOUWY TOV, KABWE KAl TTWG AVTEG OL EVEPYELEG

ekkivoLvTal, TapakolovBovvtat kat emaknBedovrat

‘Evag topog Tov Union CSI anoteleitat and évav aplud katatepwv Topwv 1 kAddwy,
ot omoiot {nrodvtat and to Union CSI péow twv PersistentVolumeClaims oto katw-
Tepo mpoobeto TOpwy. Ta va yivet €vag topog Tov Union CSI mpooPaotpog oe €vav
KopPo, kabe kKhadi mpémel va eivat tpooPdoipo atov idto kKOpPo, eite TomKa, gite amo-
HAKPLOUEVA LEOW TOV SIKTVOV. ATIO AVTO TO OTUELD, OL KAASOL TIPETIEL VAL CLYXWVEVTOVY
amno pia diepyaocia MergerES otov koppo owkodeondTn, Kat To oVOTNHA apyeiwv union
TipEMEL va TpooapTnOel 0To VoA apXeiwV TOL 0KOdEOTOTN OTOV dIKO XWPO TOV

Union CSI Node (/var/lib/union-csi/).

o va amogevyBein amevbeiag eykataotaon tov MergerES oe kdBe koppo-owkodeonotn
Kat yta tnVv PoAikr Staxeipton Twv kAddwv péow twv PVCs tovg, éva e1dikd mpovopiov-
xo Pod yepiletar ) Stadikacio ovvdeong mov meptypagnke mapandvw. Avtd to Pod
xpnoworotei ta PVCs twv kAddwv Tov tdpov tov Union CSI oe €éva container, mov
evBvulakwvel To mpdypappa MergerES, kat avatifetat otov idto koppo 6mov Ba exte-
Aeotei n epyacia tov xpnotn. To mpdypappa MergerES exteAeital evtog Tov container,
Kal TO CUYXWVEVUEVO OVOTNHA apxeiwy ekdideTal 0TOV 01k0de0TOTH. AVTO TO GVOTN-
o apxeiwv MergerFS otov koppo otkodeondtn anotelei Tov mdpo anobrkevong evog

Union CSI topov, TOL avTITpOowTEDETAL 0TI CLOTOLXia Ao £va avTikeipevo VolumeSplit.

Pod (1 Attach-Pod...)

Katd tn Siapketa Tov ControllerPublishVolume, To Union CSI Controller mpémel va
npooaptrioet Tov kaboplopévo topo otov kabopiopévo kopPo. To Union CSI Controller
avakTd o avtikeipevo VolumeSplit mov avTtiotoyei 0To avayvwploTiko TOpHo Tov Co-
ntrollerPublishVolumeRequest. Xtn ovvéxela, Snuovpyel éva Pod mov xpnotpo-
notel pémAika PVCs tov VolumeSplit ouv évav emmAéov topo hostPath, yia va mpo-
oapTnoetL To cvoTnua apyeiwv otov kopPo. Ta cvotipata apxeiwv avtd eivat OAa po-
oapTnueva evtog tov container MergerES, mov tpéxel oe mpovopiovxa kataoctaon. To
Pod dnpovpyeitat 6to API tov Kubernetes atov idto xwpo ovopdatwv pe ta PVCs kat

avatifetat otov kabopiopévo kopPo.
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Agdopévov 6Tt avto to Pod xpnopomolei évav 1} TepLocdTEPOVG TOHOVG TOV KATWTEPOV
npdobeTov TOPWY Kal xpovodpopoloyeital oe évav koupo, To Kubernetes evepyomotei
TIG evEpPYeLeG OVVOEOTG KAl TIPOTAPTNONG AVTWY TwV TOHWY 0 TOV i510 KOpBo amod To Ka-
TwTePo POobeTo ek pépovg Tov Union CSI. To Union CSI xpetdletat povo va mepipévet
va petaPei n don tov Pod oe Running, yia va e§ao@alioet 6Tt ot katwtepot TOpOL -
XOvV OnUOCLEVTEL EMTVUXWG O0TOV KOUPO amd Tov KatwTepo Tpoobeto, kat To ovoTHHA

apyeiwv MergerES €xet mpooaptnOei otov otkodeomotn and to container tov Pod.

Amd edw kat 670 €€1G, avTd TO ovykekpLEVo Pod, ov Snpovpyeitat and to mpdobeto
Union CSI, Oa avagépetat ovxvd wg "Attach-Pod”, kaBwg n dnpovpyia Tov ekkivel T
obvvdeon (kat mpoodptnon) Twv katwtepwv TOUwv. To Attach-Pod Sev eivau éva kd-
TIOLOG VEOG, €181KOG TTOPOG, AAAG amAd £vag XprioLHo 6pog Tov pnopei va fonbnoet o

Staxpion peta&y twv Pods mov dnovpyovvtat and to xpnotn.

ControllerPublishVolume

a )

VolumeSplit
Attach-Pod ( % w
PVC PVC PVC
j A j T j T
v v v
- - < PV PV PV
KhostPath pVC/
: T
e i ’ B\
|
I i
' pvc B
|
- : J
e ’ B\
< J
pvc
& 4

Ixnua 2.6: Eva Attach-Pod mov xpnowomnotel T« PVs evog VolumeSplit kou éva tépo
HostPath
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H Aiota 2.4 napovotadet éva mapddetypa evog Attach-Pod yia évav topo pe volume_id

pod-pvc-7d6. .. kat kOupo pe node_id kind-worker2.

Listing 2.4: Example of an Attach-Pod

apiVersion: vi1
kind: Pod
metadata:
name: pod-pvc-7d4623bf-2832-4431-8c32-2bbdacade26f
namespace: union
spec:
containers:
- args:
- -C
- gogomergerfs mergerfs --branches=/volume/branches/\*
--target=/volume/merged --block
command:
- /bin/sh
image: docker.io/on2e/gogomergerfs:dev-mergerfs2.37.1
imagePullPolicy: Always
name: gogomergerfs
securityContext:
privileged: true
volumeMounts:
- mountPath: /volume/branches/branch@-split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-b22xk
name: branche
- mountPath: /volume/branches/branchl-split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-h8rgj
name: branchl
- mountPath: /volume/merged
mountPropagation: Bidirectional
name: target
nodeSelector:
kubernetes.io/hostname: kind-worker2
volumes:
- name: branch@
persistentVolumeClaim:
claimName: split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-b22xk
- name: branchl
persistentVolumeClaim:
claimName: split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-h8rgj
- hostPath:
path: /var/lib/union-csi/volumes/pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f/merged
type: DirectoryOrCreate
name: target

To Pod tng Aiotag 2.4 éxel 6vopa pod-<volume_id> 01OV Xwpo ovopdtwv union kat

nepthapPavet:

o To akOAovOo container:

- gogomergerfs: To container extehel TV eVTOAr mergerfs péow evog a\-
Aov poypappatog mov ovopdletat gogomergerfs Kol 0T GUVEXELA UTTAO-
kapet. To container Tp€xeL o€ TpovouLovXa KATAOTAOT). AVTO eival amapai-
o, emetdn To MergerES xpetaletal Sikawwparta xprotn root kat mpooPa-
OT OTT OVLOKELT] XapakTtrpwy /dev/fuse 0To CLOTHHA APXEIWV TOV OLKO-
deondTn. MO Yivel ) TPOGAPTNOT TOV CLOTHKATOG apXeiwy, To daemon
npoypappa FUSE tov MergerES tpéxet 6Tov 01kodeondTn, ekteAwvTag Tov
pOro Tov StapecolaPntn peTald TWV AUTHHATWY CLOTHHATOG APXEIWY TOV
Xpnotn kat Twv vrokeipevwv kAadwv. Tia meplocdtepeg Aemtouépeleg oye-
TIKA He To TpOypappa gogomergerts, deite TNV enduevn mapdypago kat

v Evotnta 3.2.1.
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« 'Evav emloyéa kopPwv mov xpnotponotel Tnv akolovdn etikéta:

- kubernetes.io/hostname: To Pod meplopiletar wote va tpéget povo atov
KopPo <node_id> pe évav emhoyéa kopPwv (node selector), mov xpnotpo-
ToLel TN yvwoTn eTikéTa kubernetes.io/hostname. Avtr n eTikéTa, OV
éxeL deopevtel anod to Kubernetes, tomofeteitat amod to Kubelet oe avtikei-
neva Node tng ovotolxiag kat TepLEXEL TO OVOUA TOL OLKOSEOTIOTH VTTOAO-
YLOTH TOL KOUPOoV. ENUELWTTE, OTL TO Ovopa Tov kOUPov propei va arladet
0€ OX£0T) PE TO “TPAYHATIKO” OVOHO TOV VTTOAOYLOTH e TO TEPATHA TNG
TIAPAPETPOV --hostname-override oto kubelet. Q¢ amotéeopa, avth N
ETIKETA EVOEXETAL VA [NV TIEPLEXEL TAVTOTE TO AVAYVWPLOTIKO TOL KOHPoV
onwg emotpé@etat anod tnv RPC NodeGetInfo. MeAlovTikég ekdOOELG TOV
Union CSI pmopet va xpnotponotjoovy pia Sta@opeTikn, otabepn eTikéTa,

mov opiletat amod To idto to Union CSI.
 Tovg akolovBovg topoLG:

- branch*: Ot tépoL Tomov persistentVolumeClaim Twv KATWTEPWV PEMAL-
ka PVCs mpooaptnuévol oto container evtog Tov katahdyov /volumes/ -
branches/, o kaBévag otov 8ikd Tov vokatdAoyo. AvTtoi ot TOHOL avTL-
0ToLX0UV 0TOVG KAASOVG TOL CLOTHPATOG apyeiwv MergerES.

- target: O t0p0G hostPath tov povomatiov /var/lib/union-csi/volu-
mes/<volume_id>/merged mov eival mpocaptnuévog evTog Tov container
07O povomatt /volumes/merged. AvTo eival To onueio TPoodpTNnONG TOL
ovothpatog apxeiwv MergerES. O tépog mpooaptdtal pe ap@idpopn ka-
TebBVVON TIPOCAPTNONG, £TOL WOTE TO TPOCAPTNUEVO CVOTNHHA apXEiwy Va
petadobei otov otkodeondTn KdTwW amod To /var/lib/union-csi/ kat To
Union CSI Node va umopei va Tov TpocapTroeL 6To KaBopLlopévo HoVOTATL-

oToxo katd TN didpkela Tov NodePublishVolume.

A@ob éva Attach-Pod emitiyel Tr ovyxwvevon kat Tny mpoadptnor tov Union CSI t6-
Hov (to ovotnpa apxeiwv MergerFS) atov kOupo otkodeomoTn, ouveyilet va tpéxet oTov
koppo. To Union CSI Controller epunvevet tn Tiun Running tov mediov spec. phase kat
TNV T <node_id> tov mediov spec.nodeName tov Pod, wg emPefaiwon 61t o Union

CSI 100G eivat ovuvdedepévog kat pooaptnuévog oto kaboplopévo Node.

2t ovvéxela, kata T Sidpketa Tov ControllerUnpublishVolume, to Union CSI Controller
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ControllerPublishVolume/NodePublishVolume

o

hostPath

Ivar/lib/union-csi

MergerFS mount @

Kubelet
hostPath

Ivarl/lib/kubelet

volumes/<volume_id>/merged

—

hostPath —

®

J

®

pods/<pod.uid>/volumes/kubernetes.io~csi/<pv.name>/mount

Union CSI Node Pod

Attach-Pod

Consumer Pod

=

lower volumes

<—> bidirectional mount
—> mount

@ During ControllerPublishVolume, the Attach-Pod mounts the MergerFS filesystem
on the host under /var/lib/union-csi.

@ During NodePublishVolume, the Union CSI Node bind-mounts the MergerFS
filesystem at the target path under /var/lib/kubelet.

@ Kubelet bind-mounts the target path into the consumer Pod container(s).

Sxnpa 2.7: Iws évag Union CSI 006 mpooaptétau oe éva Pod katavalwTy
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avakTd Kat Staypdeetl o avtiotol o Attach-Pod kau mepiével TNV agaipeon Tov ano
tov dakoptotr AP, wg emPePaiwon o1t o Union CSI top0G givar amoovvdedepévog.
Ortav 1o Attach-Pod diaypagetat, To ovotnua apyxeiowv MergerES amonpooaptdtat opa-
Ad amo Tov kOpuPo-otkoSeoTOTN Kal Ol TOUOL TOV KATWTEPOL GLOTHHATOG amodrkevong
amoovvdéovtal and Tov koppo. Otav évag xpnotng dnuovpyei éva véo Pod katava-
AwTr, mov xpnotpomnotei To Union CSI topo, eite oTOV id10, £ite 08 SlagopeTikod KOppo,
10 Union CSI Controller emavekkivei tn Stadikaoia. Anpovpyei Eavd éva Attach-Pod,
XPTOLHOTIOLOVTAG TOVG KATWTEPOVG TOHOVG YL Va TOUG CLYXWVEVTEL Eavd kat va TTpo-

oaptroet To Union CSI topo otov kabopiopévo koppo.

MergerFS container

Méoa oo container MergerFS, kd0e évag and tovg topovg PVC (gicodot) mpooaptdrat
KATw amo Tov katdhoyo /volume/branches/, ev o ToHog hostPath (¢§080¢) mpooap-
TataL otov kataloyo /volume/merged. H mapdpetpog "branches” tov mergerfs tife-
Tat og /volume/branches/* yia va cupmeptAdBet OAOVG TOVG KATAAOYOVG KATW amd
To /volume/branches/, kot n mapdapetpog “mountpoint” tibetat oe /volume/merged.
Metd tnv ektéleon Tov mergerfs, To TPOKVLTITOV CVOTHHA APXEIWV TTPOCAPTATAL GTO

/volume/merged kat dtadideTatl oTov KOpUPO 01kodeoTOTN.

Metd and pa emTvxnuévn ovyxwvevor, to Attach-Pod mpémel va mapapieivel evepyo
otov KOopPo, ya va eEumnpetei To ovotnpa apyeiwv MergerFS péxpt va Staypagei anod
7o Union CSI katd tn Siapketa tov ControllerUnpublishVolume RPC. Qot600, N
EMTUXNG EKTEAEOT) TOL mergerfs TPOOCAPTA TO TPOKVTITOV OVOTHHA apXelwV union kat
e&épyetar; dev umhokapel. H Siepyaoia mergerfs petatpénetat oe daemon: n tpéxovoa
Sadikaoia extelei fork kat n yovikn dwadikaoia okotwvetat. H véa Staxhadwpévn
Sadkaoia eivat o xeptotis FUSE Tov cvoTrpatog apxeiwy, Tov TpEXeL 0TO TAPAOKN VIO
kat enegepyaletal Ta autrpata E/E tov xprotn. Avto onpaivet 0Tt av ekteAéoovpE éva
container e To mergerfs wg onpeio el0odov, o mergerfs Ba tpéget péoa oo container,
Ba e&€N0el pe kataotaon e£6dov 0 o€ epinTwon emitvyiag, o Xetptotrg FUSE kat 0Aeg ot
dadikaoieg Tov container Ba Teppatioovv kat To container Oa teppatioet. ' Eva Pod mov
TpéxeL £va TéTolo container Oa petafei and TNy karaotaon Running oty katdotaon
Succeeded kat Oa mapapeivel oe avtn péxpt va anopakpvvlei. To container MergerFS
Tov Attach-Pod mpémel vo UTAOKAPEL HETA ATO ULt ETUTUXNUEVT] TTPOGAPTNOT), WOTE O

xeplotrig FUSE tov MergerFS va pumopel va ovvexioet va Aettovpyei.
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mergerfs /volume/branches/* /volume/merged

MergerFS mount
hostPath

Attach-Pod

\ 4
Ivolume/merged

<—>» bidirectional mount

MergerFS Container —> mount

/volume/branches/*
A

lower volumes

2xnua 2.8: To MergerES container evog Attach-Pod kai ot pooapTHuévoL TOpoL TOV

‘Eva &M\o mpoPAnpa mpokvmtel, 0tav éva container MergerFS tepuatilet, eva To ov-
otnua apxeiwv MergerES eivat mpocaptnuévo otov otkodeomotn pe appidpoun ka-
tevBvvon mpoodptnong (rshared oto Linux). Edv to container teppatioet mpv and
TNV anocvvdeon Tov CLOTHHATOG apXeiwy, To daemon FUSE teppatiletal emiong. O-
TOLEGSTTIOTE TIPOCAPTNOELG TOV CLOTHHATOG apxeiwv é§w and To container, Twpa Ba
Qaivovtal wg KateoTpapuéves. Avtd ovpPaivet emetdn n dtadikaocia xelplotr, mov eixe
kataywpnOel pe Tov muprva ya va mpowdnoet ta artfipata E/E tov ovotipartog ap-
xelwv, Sev vrdpyet mAéov. Ot KATECTPANUEVEG TPOCAPTHOELS TIPETEL Va amtoauvOedovy,

TPV pumopéocovy va xpnotpomotnBovv ava. H Aiota 2.5 Seiyvel, Twg pia KATEGTTPAL-
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Hévn mpoodptnon MergerFS epgaviletal 0To TEPUATIKO ETA TO OKOTWLA TOV XELPLOTT
MergerES kot mwg 0 apyikog katdAoyog anokadioTatal HETA TNV ATOTPOCAPTHOT TOV

OVOTHHATOG ApXELWY.

Listing 2.5: To gbornua apyeiwv MergerFS eupavileton KaTeoTpappuévo av o YeIpLoTH

FUSE oxotw0si
# 1s -il

total 12

6291708 drwxr-xr-x
6291791 drwxr-xr-x
6291862 drwxr-xr-x

23:00 branchl
23:00 branch2
23:00 mountpoint

2 root root 4096 Nov 20
2 root root 4096 Nov 20
2 root root 4096 Nov 20

# mergerfs branchl:branch2 mountpoint
# 1s -il

total 12

4096 Nov 20 23:00 branchl
4096 Nov 20 23:00 branch2
4096 Nov 20 23:00 mountpoint

6291708 drwxr-xr-x 2 root root
6291791 drwxr-xr-x 2 root root
5424983562661234939 drwxr-xr-x 2 root root

# ps aux | grep mergerfs

root 1718664 ©.0 0.0 901132 5076 ? S<sl 23:01 0:00 mergerfs branchl:branch2 <
mountpoint
root 1718815 0.0 0.0 9088 2432 pts/7 S+ 23:01 0:00 grep --color=auto mergerfs

# kill -9 1718664
# 1ls -il

1s: cannot access ’mountpoint’:
total 8

Transport endpoint is not connected

6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00

6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00
P od2?pR?R? P ? ? ? ?

# touch mountpoint/file

touch: cannot touch ’mountpoint/file’: Transport

# umount mountpoint

# 1s -il

total 12

6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00
6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00
6291862 drwxr-xr-x 2 root root 4096 Nov 20 23:00

branchl
branch2
mountpoint

endpoint is not connected

branchl
branch2
mountpoint

Ot topot Union CSI eivar ovotipata apyeiwv MergerES mov mpooaptwvtal oe €vav
KOpPo péow appidpoung katevbvvong mpooaptioewy and containers MergerFS oe Pods.
Edv éva container teppatiotei Ywpig va amoovvOEoel TpOTA TO CVOTNA ApXEiwY, O K-
Tdhoyog otkodeomotn oto /var/lib/union-csi/volumes/<volume_id>/merged Oa
KataoTpa@el. Ze TETOlA MEPIMTWOT), 0 KaTdAoyog Oa mpémel va amonpooaptnOei xelpo-
kivnta and 1o ekaotote oTiypoTLTO Tov Union CSI Node otov koppo. AlagopeTikd,
véa Pods xpnotwv mov mpoomabovv va xpnotpomotrjoovy avtod to Union CSI topo otov
(010 kopBo Ba amotvyovy, emeldn) 0 KateoTpAUHEVOG katdhoyog hostPath dev umopel
nAéov va tpooaptnOei and Tov Kubelet oe éva véo Attach-Pod. Emopévwg, eivat onpa-
VTIKO yla To container Mergerfs Tov Attach-Pod va amompooapTroel To OVOTHHA apXei-
v and Tov katdAoyo Tpooptopol /volume/merged/ (kat eMOPEVWGS ATIO TOV AVTIOTOLXO

Kataloyo otov otkodeondtn), 6tav 1o Pod eivan og Sradikaoia teppatiopov.
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[ vaL avTIHETWTILOTOVY AUTEG OL ATIAUTHOELS, YPAWYape Eva Tipoypappa o Go, Tov TAat-
owwvel TV evtolr mergerfs. To mpoypappa gogomergerfs, ONWG QaAiveTat 6ToO Ta-
paderypa tov Pod otn Aiota 2.4, ektehel Tnv €vToAr mergerfs, mepluével yia onua-
Tao UNIX (SIGTERM kat SIGINT) Kat TpOXwpd OTNV AmomposdpTnon TOV GUOTHHATOG
apxeiwv and Tov KatdAoyo mpooptopov. [ia AemTopépele OXETIKA e TO TTPOYpapia

emoke@Oeite v Evotnra 3.2.1.

2.5.7 BonOntikoi Containers

Onwg meptypagnke otnv Evotnra 2.5.1, o 0dnyog Union CSI vhonotei ta akdlovba

RPCs, mov mepthappavovy Aettovpyieg TOHWV:

CreateVolume

o DeleteVolume

e ControllerPublishVolume

e ControllerUnpublishVolume
o NodePublishVolume

e NodeUnpublishVolume

Zvvenwg, ot fondnTtikoi containers Tov Kubernetes, mov amatrrodvrat and kot mepthap-

Bavovrtat padi pe tov odnyd Union CSI, eivac:

« external-provisioner (kalei ta RPCs CreateVolume/DeleteVolume)

« external-attacher (xalei ta RPCs ControllerPublishVolume/Controller-
UnpublishVolume)

 node-driver-registrar (kataywpei o mpocbeto pe To Kubelet To omoio kalét

Ta RPCs NodePublishVolume/NodeUnpublishvVolume)

2.6 Ilapadeiypata

Ze aUTHV TNV EVOTITA, TTAPOVOLALOVIE £V GLVTOIA TN POT| TWV KUPLWV AELTOVPYLWV TOV
Union CSI, Baotopévn otnv avaAvon mov TapovctaoTHKE 0TI TIPOTYOUUEVEG EVOTNTEG

Kat akoAovBwvTag TN yevikn por| emTLXiag.
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2.6.1 Anuovpyia Topwv

1. ‘Evag Saxetplotng ovotouyiag dnpovpyei éva avrtikeipevo StorageClass, mov a-
vagépetat otov 0dnyo Union CSI kat éva avtikeipevo StorageClass, mov avagé-
pETAL 0€ £Va KATWTEPO TIPOGHETO TOUWV.

2. 'Evag xpnotng dnpuovpyei éva PersistentVolumeClaim, otov xwpo ovopdtwy tng
emAOYnG Tov, ov avagépetat oto StorageClass Tov Union CSI.

3. To PonOntikd container external-provisioner tov odnyod Union CSI avi-
xvevel o adéopevto PVC kat kalei o RPC CreateVolume tov 0dnyov.

4. Edv 1 kAnon CreateVolume emoTpéyel emTUXWG, TO external-provisioner
dnovpyei éva avtikeipevo PersistentVolume yia va avtimpoownedel Tov véo To-

po kat Tov 8ével pe To PersistentVolumeClaim.
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To RPC CreateVolume tov Union CSI mapovotd{etat otov AAyoptBpo 2.

Algorithm 2: To RPC CreateVolume tov mpocBetov Union CSI
request :CreateVolumeRequest

response: CreateVolumeResponse, error
1. if CreateVolumeRequest is missing required fields or has invalid values then return
with INVALID_ARGUMENT error code and a related message.
2. volumelID <— CreateVolumeRequest.name
capacity < CreateVolumeRequest.capacity_range.required_bytes
class < CreateVolumeRequest.parameters[”lowerStorageClassName™]
rwo <— ReadWriteOnce
3. Get VolumeSplit object union/split-<volumeID>.

4. if VolumeSplit exists then
compare the VolumeSplit parameters with those from the

CreateVolumeRequest (idempotency):

if spec.capacity < capacity or
L spec.template.spec.storageClassName # class or

spec.template.spec.accessModes # [rwo]
then return with ALREADY_EXISTS error code and a related message.

else
create a new VolumeSplit union/split-<volumeID>. The VolumeSplit

fields are populated using values from the CreateVolumeRequest, as

described in Algorithm 8. The VolumeSplit controller creates the desired

| replica PVCs in the same namespace as the VolumeSplit.
5. Poll the VolumeSplit object using exponential backoff for a short period waiting for

one of the following conditions:

(a') if VolumeSplit status contains a condition type of Ready or Pending with
condition status of True then polling succeeds.
(B") if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

6. if polling succeeds then
L CreateVolumeResponse.volume.volume_id <— volumeID

error < nil
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2.6.2 Awypagn Topwv

1. 'Evag xpnotng dtaypaget to PVC mov eivat Sepévo pe to PV, mov vrootnpifetat
ano Tov Union CSI topo.

2. To external-provisioner tov odnyov Union CSI aviyvevet tn Staypagn tov
PVC kat kahei to RPC DeleteVolume tov odnyov.

3. Eav n xArjon DeleteVolume emoTpéyel eMTVXWS, TO external-provisioner

daypdeel To anedevBepwuévo avtikeipevo PV.

To RPC DeleteVolume tov Union CSI mapovotdletat otov AAyoptOpo 3.

Algorithm 3: To RPC DeleteVolume tov mpdcBetov Union CSI
request :DeleteVolumeRequest

response: DeleteVolumeResponse, error
1. if DeleteVolumeRequest is missing required fields or has invalid values then return
with INVALID_ARGUMENT error code and a related message.
volumelID ¢<— DeleteVolumeRequest.volume id
Get VolumeSplit object union/split-<volumeID>.

if VolumeSplit does NOT exist then return with OK error code (idempotency) .

AN

if deletionTimestamp # nil then delete the VolumeSplit using foreground
cascading deletion (so the owned PVCs are removed before the VolumeSplit) .
6. Poll the VolumeSplit object using exponential backoff for a short period waiting for

one of the following conditions:

(a') if VolumeSplit is removed from the API server then polling succeeds.
(B") if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The DeleteVolume request may time out during this period.
7. if polling succeeds then
L DeleteVolumeResponse < {}

error < nil

2.6.3 Xvvdeon Topwv

1. 'Evag xprotng dnovpyei éva Pod mov xpnowomnotei 1o PVC, mov avagépetat

otov Union CSI topo.



2.6. [IAPAAEITMATA 41

2. O xpovodpoporoyntng emhéyet éva Node yia 1o Pod kat 1o eowtepikd mpdobeto
topwv CSI dnuovpyei €va avtikeipevo VolumeAttachment.

3. To BonOntiko container external-attacher Tov 0drnyod Union CSI aviyvevet To
VolumeAttachment kot kahei to RPC ControllerPublishVolume tov odnyov.

4. Edv n kAnon ControllerPublishVolume emoTpéyel emMTLXWG, TO external-
attacher avavewvel o avtikeipevo VolumeAttachment yia va onpdvet tnyv e-

mTVX oVVOEDT TOL TOHOV.
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To RPC ControllerPublishVolume tov Union CSI napovotaletat otov AAyopiBpo 4.

Algorithm 4: To RPC ControllerPublishVolume tov mpocOetov Union CSI
request :ControllerPublishVolumeRequest

response: ControllerPublishVolumeResponse, error
1. if ControllerPublishVolumeRequest is missing required fields or has invalid values
then return with INVALID_ARGUMENT error code and a related message.
2. volumelID <— ControllerPublishVolumeRequest.volume_id
nodeID < ControllerPublishVolumeRequest.node_ id
3. Get VolumeSplit object union/split-<volumeID>.
4. if VolumeSplit does NOT exist then return with NOT_FOUND error code and a related
message .
Get Node object <nodeID>.
if Node does NOT exist then return with NOT_FOUND error code and a related message .

Get Pod object union/pod-<volumeID>.

N oW

if Pod does NOT exist then create a new Pod union/pod-<volumeID>. The Pod
carries the MergerFS container, uses the PVCs of the VolumeSplit and a hostPath
volume, and is assigned to Node <nodeID>, as described in Section 3.5.13. The Pod
merges the PVC volumes and mounts the MergerFS filesystem on the hostPath
volume at ”/var/lib/union-csi/volumes/<volumeID>/merged/” on the host.
9. Poll the Pod using exponential backoff for a short period waiting for one of the

following conditions:

(a") if Pod is terminating (has phase of Failed or Succeeded) then return with
INTERNAL error code and a related message.

(") if Pod is running on a Node that is not <nodeID> then return with
FAILED_PRECONDITION error code and a related message.

(y") if Pod is running on Node <nodeID> then polling succeeds.

(&) if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The ControllerPublishVolume request may time out during this period.
10. if polling succeeds then
L ControllerPublishVolumeResponse < {}

error < nil
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2.6.4 Amoovvdeon Topwv

1. O xprotng Staypdget to Pod mov avagépetal otov Union CSI topo kat €xet xpo-
vodpopoloynOei oe éva Node.

2. To eowtepikod mpooeto Topwv CSI Staypdeet To avtioToryo avtikeipevo VolumeAttachment
Tov pootatevetal ano éva finalizer.

3. Toexternal-attacher tovodnyov Union CSI aviyvevet to deletionTimestamp
oto VolumeAttachment kat kalei to RPC ControllerUnpublishVolume tov o-
dnyov.

4. Edv n kAnon ControllerUnpublishVolume emoTpéyel emTUXWG, TO external-
attacher agaipei to finalizer a6 to VolumeAttachment, yia va emutpanei n da-

ypagr] Tov arnod o API kat va onpdvet TNy emTLXN ATOOVVSECT) TOV TOHOV.

To RPC ControllerUnpublishVolume tov Union CSI mapovotaletat otov AAyopiOuo
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Algorithm 5: To RPC ControllerUnpublishVolume tov mpdcBetov Union
CSI

Y ® N o W

10.

11.

12.

request :ControllerUnpublishVolumeRequest

response: ControllerUnpublishVolumeResponse, error

if ControllerUnpublishVolumeRequest is missing required fields or has invalid values
then return with INVALID_ARGUMENT error code and a related message.

volumeID <— ControllerUnpublishVolumeRequest.volume_id

nodeID <— ControllerUnpublishVolumeRequest.node id

Get VolumeSplit object union/split-<volumeID>.

if VolumeSplit does NOT exist then return with NOT_FOUND error code and a related
message .

Get Node object <nodeID>.

it Node does NOT exist then return with NOT_FOUND error code and a related message .
Get Pod object union/pod-<volumeID>.

if Pod does NOT exist then return with OK error code (idempotency).

if Pod is scheduled on a Node that is not <nodeID> or is not yet scheduled then return
with OK error code (idempotency).

if Pod is scheduled on Node <nodeID> and deletionTimestamp # nil then delete the
Pod.

Poll the Pod using exponential backoff for a short period waiting for one of the

following conditions:

(a’) if Pod is removed from the API server then polling succeeds.
(B") if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The ControllerUnpublishVolume request may time out during this period.
if polling succeeds then
L ControllerUnpublishVolumeResponse < {}

error < nil
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2.6.5 Ilpooaptnon Topwv

1. To Kubelet aviyvever 61t To Pod mov avagépetal oe évav Union CSI topo éxet
xpovodpopoAoynbei oto Node kat kaAei to RPC NodePublishVolume tov odn-
yo0 Union CSI, péow tov kataxwpnpuévov UNIX domain socket.

2. Eav n kArjon NodePublishVolume emotpéyel emtuXws, To kaboplopévo povo-
natL Tpooplopov, 6ov o Union CSI tOpOG €ival TpooapTnUEVOG, TPOTAPTATAL

arntd to Kubelet evtoc tov container Tov Pod.

To RPC NodePublishVolume tov Union CSI napovotaletat otov AAyopiBuo 6.

Algorithm 6: To RPC NodePublishVolume tov mpocBetov Union CSI
request :NodePublishVolumeRequest

response: NodePublishVolumeResponse, error

1. if NodePublishVolumeRequest is missing required fields or has invalid values then
return with INVALID_ARGUMENT error code and a related message.

2. volumeID <— NodePublishVolumeRequest.volume_id
targetPath <~ NodePublishVolumeRequest.target_path
sourcePath <— ”/var/lib/union-csi/volumes/<volumeID>/merged/”

3. if <targetPath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

4. if <sourcePath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

5. if <sourcePath> is ALREADY mounted on <targetPath> then return with OK error
code (idempotency).

6. Mount (bind) <sourcePath> on <targetPath>.

7. if mounting succeeds then
L NodePublishVolumeResponse < {}

error < nil

2.6.6 Amnompoocaptnon Topwv

1. O Kubelet aviyvevet 61t T0 Pod mov avagépetat otov Union CSI topo teppa-
tiotnke N dtaypagnke oto Node kat kakei To RPC NodeUnpublishVolume tov

odnyov Union CSI, péow tov kataywpnuévov UNIX domain socket.
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2. Ed&vnxAfon NodeUnpublishVolume emotpéyel eMTLXWE, TO kKaBOpLOEVO HOVO-
TaTL TpoopLopov, 6ov o Union CSI tOpoG NTaV TPOCAPTNUEVOG, ATOTIPOCAPTA-

Tal amo to container Tov Pod.

To RPC NodeUnpublishVolume tov Union CSI napovoialetal otov AAyoptBuo 7.

Algorithm 7: To RPC NodeUnpublishVolume tov mpdoBetov Union CSI
request :NodeUnpublishVolumeRequest

response: NodeUnpublishVolumeResponse, error

1. if NodeUnpublishVolumeRequest is missing required fields or has invalid values then
return with INVALID_ARGUMENT error code and a related message.

2. volumelID <— NodeUnpublishVolumeRequest.volume_id
targetPath <~ NodeUnpublishVolumeRequest.target_path

3. if <targetPath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

4. if <targetPath> is not mounted by a filesystem then return with OK error code
(idempotency).

5. Unmount <targetPath>.

6. if unmounting succeeds then
L NodeUnpublishVolumeResponse < {}

error < nil




YAomoinon

2e auTd TO KEPANALO, TTAPEXOVE LA CLVOTITIKI| TTEPLYPAPT] TWV AETTOHEPELWY VAOTIOI-

nong g epappoyng Union CSI.

3.1 Emokomnon

H vlomoinon tng epappoyng Union CSI anoteAeitat and tpia Stakpitd THipaTa:

« Gogomergerfs: To TpOypappLa TOL TAAUOLWVEL KAt EKTENEL TNV EVTOAT mergerfs.
+ VolumeSplit Controller: O &161k6G T6pog VolumeSplit kat o xelptotrg mov Tov
Staxetpiletar.

 Union CSI: O 06nyog CSI kat to backend amoBrikevong.

KaBe tunpa éxet ypagtei otn y\wooa mpoypappatiopod Go kat o kwdikdg Tov Ppioke-
Tat 01o idto amoBetnplo pe 6vopa “Union CSI”, evtog Tov dikov tov katahdyov. Emi-
nAéoV, kaBe Tunpa petaylwtriCetat oe éva Eexwptoto Svadikd apxeio Kat TaKeTApeTaL

oe etkova Docker, xpnotponowwvtag ta Stka tov Makefile kat Dockerfile apyeia.

To container Gogomergerfs xpnotponoteitat kat avantdooetat and 1o npdobeto Union
CSI kdbe gopd mov dnpovpyei éva Pod (Attach-Pod) oto Kubernetes, yia va evwoet

TOVG XAUNAOTEPOVG TOHOVG.

Tooo o xetprotrg VolumeSplit, 600 kat to Union CSI, avantvcoovtat o€ containers oe
ovototxia Kubernetes ypnowomowwvtag apyeia YAML. Apxeia Kustomization (kustomi-

zation.yaml) d1evkOAUVOLV TNV EYKATAOTAON KAl AMEYKATAOTAOT OAOKANPNG TNG &-

47
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Qappoyng kat Twv mopwv tng oto Kubernetes pe pia amAr evroln kubectl apply -k
1 delete -k.

To Union CSI eivat ovpfatd pe:

o Kubernetes: v1.26+

o CSI specification: v1.8.0
o MergerFS: v2.37.0

e OS: Linux

3.2 Tunuata

Ze auTny TNV evoTtnTa, eeTalovpe Ty LAOTOINON TWV PACIKWOV CLOTATIKWVY TNG EQPAP-

noyng Union CSI, mpoo@épovtag flia elkOVa TG E0WTEPLKIG TOVG APXITEKTOVIKI|G.

3.2.1 Gogemergerfs

To Gogomergerfs eivat éva mpoypappa “wrapper” oe Go yla TV evtoAn mergerfs. Zye-
didotnke va xpnotpomnoteitat and to mpocdeto Union CSI yia Tov ouvOvaopod topwy oe
¢va ovotnua apxeiwv MergerEFS evtog evog Pod kat va mpoo@épet ovykekpipéveg Aet-
Tovpyieg yia TN Pertiwon TnG epmelpiag XproTn, apov To CLOTHHA apXEiwY TPOCAPTN-

Oel.

H xbpra voevtoln tov gogomergerfs eivain mergerfs, n omoia ektehel 1O mpdypappa
mergerfs. Ot Stabéotueg mapapeTpoL ya autiv TNV LITOEVTOAT| @aivovtat atov [Tivaka

3.1:

H evtolr gogomergerfs mergerfs npoonabei va pipnbei tn ovvradn tov apyikov mpo-

ypapupatog mergerfs ot ypaupn evtoAdav. H evtoln

gogomergerfs mergerfs -0=<0l>,<02> --branches=bl,b2,b3 --target=t

KaAei TV

mergerfs -o <o0l>,<02> bl:b2:b3 t

Satnpwvtag Ty idta cupmEpLPopd cav va ekteleital To Tpdypappa mergerfs anev-

Beiag.
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Hapauetpog Twuég | Tlpoemhoyn Ieprypagn

--branches AioTa Xwpiopevn pe KOy T po-
VOTATIWYV TIPOG CLYXWVELOT).

--target To onueio mpooaptnong Tov ovOTH-

Hatog apyeiwv union.

AloTta xwpllopevn te KO Twv emt-
Aoywv TTpooapTNONG.

Extelei 10 mpoypappa mergerfs,
pmAokapet ya onfpata SIGINT
--block true, false | false SIGTERM kal amompooaptd.  Av
1elel o¢ false, extehei To mMpoOypappa
mergerfs povo.

-0, --options

IMivakag 3.1: Iapauetpor evtorss “gogomergerfs mergerfs”

Edv mapéxetal 1o Optopa --block, To gogomergerfs ektelel Ty evToAn mergerfs kat
OTN GLVEXELA UTTAOKAPEL, TIEPIUEVOVTAG Ta OTjHaTa SIGINT 1) SIGTERM. Otav AngOei éva
TETOLO OT{a, TO gogomergerts mpoonabel va amompooapTioeL TO TPOKVTITOV GVOTHHA

apxeiwv mergerfs amod To onueio TPOCAPTNONG, TPOTOV TEPHATIOEL

Me to Gogomergerfs, o kUkAog {wng Tov cvotpatog apyeiwv MergerFS (tov topov
tov Union CSI) ovyxpoviletat pe o kOkAo {wrig Tov Pod. To cbotnua apxeiwv ma-
papével evepyo, evw To Pod tpéxel kat amompooaptaTal and Tov okodeomoTH, OTAVY
To container AapBdvel ofjpa SIGTERM yia va teppatioet. To mpoypappa Gogomergerfs
Hnopei va emektadel pe emmpoobeteg Aettovpyieg, OTwG n mapakorovOnon Tov oLOTH-
HATOG apyeiwV Kal N KaTaypa@r] TG KATACTACTG TOV EVM TEPLUEVEL YIa TA OTHATA,

O1EVKOADVOVTAG €TOL TOV EVTOTILOUO TUXOV OPAAUATWY.

3.2.2 Xepiotng VolumeSplit

To tunua tov Xeprotr VolumeSplit anmoteAeitatl kupiwg amod Tov oplopd Tov TOHTOL TOV
eldikov mopov VolumeSplit oe Go, To apyeio manifest ce YAML tov CRD tov mépov

Kat évayv el81ko Xetplotn mov Xetpiletal Ta avtikeipeva VolumeSplits.

Kubebuilder SDK
Av16 1o TUApa avanTOxOnke pe T PonOeta Tov epyaleiov Kubebuilder. To Kubebuilder
eivat €va mAaioto Aoyloptkov mov Pondd onpavTIKd TOVG TPOYPAUUATIOTEG 0T 8-

Hovpyia kat dnpooievon Twv Kubernetes APIs Tovg péow twv CustomResourceDefini-
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tions (CRDs), xpnotpomowwvtag Tn YAwooa Go Kat TN YPapur VIO @Y.

H o vpr| tov BiAobrkn mpoogépet pia amhn Siemaen, mov Baciletat oe kat amlomotel
Tov mapadootakd Tpomo ypagng Twv Kubernetes APIs kot twv xeiptotwv—pia dboko-
A1, KOVPAOTIKN Kol EMPPETIG 08 oPAApaTa Stadikaoia, aKOHa Kal yia EUTELPOVS TPO-
ypappatiotég Kubernetes. Avto emitpémel 0TOVG XPrIOTEG VA EMEKTEIVOLV YpTiyopa Kat

amoteheopatika to Kubernetes.

H pédo0og Reconcile

xetkd pe tov xeplotry VolumeSplit, xpnowpomowwvtag tn Prpriodrkn controller-
runtime tov Kubebuilder, n Adoyikr cup@ihiwong ovpmvkvwvetal og pia HOVo ouvdp-
on mov ovopddletal Reconcile. Edw, o mpoypappatiotng npooBétel tn Aoyikn tov
xeplotry. H ovvdptnon Reconcile Aappdvel To dvopa Kat TOV XWPO OVORATWV (e&v
TO AVTIKEIPUEVO AVIKEL OE £VAV) TOV AVTIKEILEVOD TTPOG CLUPIAIWOT), AVAKTE TO AVTIKEI-
HEVO amd TNV TOTUKT kpLvr) uvrpn cache, epappodlet tn Aoyukr eAEyxov kat emoTpé@et

oQAaAa, edv To avTikeipevo xpetaletal va emavadpopoloyndei yia cupgihinon.

H Reconcile eivat pa péBodog evog reconciler. Eva avtikeipevo reconciler kataywpei-
TaL og éva "VYnAOTEPO” AVTIKEILEVO, IOV OVOUAieTaL Manager, TO OTI0l0 TIaPEXETAL ATTO
™ PBPA0OnKkn controller-runtime. O Manager XpnolpomoleiTal yla va Kataxwpi-
oet kat va dtaxelplotel ToANOUG Sla@opeTikovg reconcilers, apyIKOTOLWVTAG TIG KPLPEG
HVIiIEG TOVG, Tovg eAdTeg Kubernetes Toug, Tig ovpég kat Tig goroutines epyaoiog kat
va paypatomotei Tig kAfoelg Reconcile. O Manager mapakoAovBeil Tov Stakopotn
API yia ovppdvta dnuovpylag, eVpépwong Kal SLaypag@ng OXETIKA [LE TOVG EYYEYPALL-
Hévoug mopovg API kat kalei tnv avtiotoxn péBodo Reconcile yia To TpomomONEVO
avtikeipevo. Evag reconciler pmopei va evnuepwoet Tov Manager yia omotovodnmote
nopovg API tov avikovv (péow Twv avagopwv metadata.ownerReferences), wote
1 Reconcile va kAnOei yla To avtikeipevo 6LOKTATN yla omoleodnmote allayég ota

QVTIKEIPEVA TTOV TOV AVIKOLV.

H Sopr| tov reconciler yia to API VolumeSplit ovopaletat VolumeSplitReconciler. H
ovvdaptnon main tov TuApatog Tov Xelplotr VolumeSplit dSnuiovpyet éva véo avtikei-
Hevo Manager, kataxwpei éva avTikeigevo VolumeSplitReconciler og avto kat Eekiva

TO Manager.

>t pébodo Reconcile tov reconciler VolumeSplitReconciler, avakToVe TO AVTL-
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Kkeipevo VolumeSplit mov e§etdletat kat OAa ta pémAhika Tov (Ta avtikeipeva Persistent-
VolumeClaim mov avijkovv oto VolumeSplit). Ztn ovvéxeia ovykpivovpe Tov aptuo
Tov evpefévtwv pémiika pe Tov kaboptopévo aptBpod oto medio spec.replicas tov
VolumeSplit. E&v ta pémhika eivat Atyotepa ano tov embounto aptOpd, dnpovpyovype

TePLOcOTEPQA XpNotHomoLwvTag To potuvmo PVC oto spec. template tov VolumeSplit.

3.2.3 Union CSI

To tpnpa Union CSI amotelel To kevtpikd pépog Tov Aoytopikov Union CSI kat tng
SatpiPng avtrig. IepthapBaver tov 0dnyo CSI, mov vhomotei Tig vnpeocieq gRPC Tov
CSI kat evowpatwvetal pe o Kubernetes, kat Tov backend amofrikevong, mov kakeiton
ano tov 0dnyo CSI yia v extédeon Aettovpytwv CRUD yia tovg tdopovg Union CSI

xpnopomowwvtag To Kubernetes.

Odnyog CSI
To turpa Tov Union CSI to omoio vlomotei ta vtootnpiidpeva RPCs, Snuiovpyei kat
“akovel” og éva onueio CSI kat avtamokpivetal ota RPCs mov kahkodv ot Bondntukoi

containers kat to Kubelet.

Ot 0dnyieg oxediaong, ot vrootnpLlopeves SuvatdtnTeg, Ta vAomouéveg RPCs kat n

por| ektéheong Tov 0dnyov CSI avalbovtat ekTevwg kat cu{ntiovvtat oto Kepdlato 2.

Ot apapeTpoL TG ypapung evrolwv tng epappoyng Union CSI puBuiovy kvpiwg tov
odnyo CSIL.

H emhoyn} - -mode eAéyxel To oVvolo Twv vinpectwv RPC mov mpoogépel 0 08nyog oe
éva tpéxov otrypotuno. H tur “controller” puBuilet tov odnyod yla va kataywpioet kot
va e§unnpetnoet kAnoelg Controller kot Identity,  "node” yia va e§umnpetnoet kAnoeig

Node kat Identity, kot 1 "all” yia va e§ummpetroet kat TG TPELG KATIYOPIEG.

Backend amoOnkevong

Av kat avagépetal wg backend, dev mapéyel onpeio HTTP, ovte anoxkakvntel omotovdn-
note eidovg API. Eivau pia vAomoinon tng Stemagng Go StorageBackend (6mwg oxedid-
oTNKe and eudg), mov xpnotponoteitat and Tov odnyo CSI yia va Staxelpiletat Tovg mo-

povg VolumeSplit, PVC kot Pod, amokpintovtag onoleodfimote oxeTikég pe to Kubernetes
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IMapdpetpog Twuég ITpoemiloyn ITeprypaen
. - . » | To onueio gRPC tov
endpoint unix:///tmp/csi.sock 0dmyot CSL.

O¢teL TN Aettovpyia TOL
odnyov CSI. H
Aettovpyia “controller”

--mode “controller”, | "all” TPEXEL TNV VTN pETia
“node”, "all” Controller, n "node” tnv
vnnpeoia Node kat n

“all” kat Tig Svo padi.

To amoéAvto povomart oe
éva apyeio kubeconfig.
Xpnowo og Aettovpyia
EKTOG OVOTOLY(AG.
Tonwvet Tnv €kdoomn kat
Teppatilet.

--kubeconfig

-v, --version

Mivakag 3.2: Hapduetpor evrodns “union-csi”

Aemtopépeteg amd avtov. O 0dnyog CSI xpnopomnotei to backend amobrxevong katda Tig
kAnoeig RPC CreateVolume, DeleteVolume, ControllerPublishVolume kat Contro-
1lerUnpublishVolume, tpowBwvTag To oXETIKO aitnpa. XpropHomotovpe Tov 6po “ba-
ckend”, eme1dn avtn n Siemagn Aettovpyei wg 1o "amoBnkevtikd backend” 1) Ty “vmn-

pecia amoBnkevong’, mov o 0dnyog CSI evowpatwvel pe to Kubernetes.

H vAomoinon akolovBei axpipwg Tov oxedlaoud kat Tovg akyopibpovg mov meptypd-

@ovtat otnyv Evotnra 2.6.

[a mapadetypa, oto RPC CreateVolume, o 08nyog CSI kalei tn puébodo Create tov
backend, xpnoponowwvtag to volume_id padi pe aANeg Tipuég mov Aappdvovtat and to
CreateVolumeRequest. Ztn pébodo Create, to backend eAéyyet mpdTa av €vag TOpHOG
He TO SOOUEVO avayvwpLOTIKO LIIdpXet HON: Kavel pia aitnon GET otov e§umnpetnT
API tov Kubernetes yia éva avtikeipevo VolumeSplit 6to xwpo ovopdtwv union pe 1o
doopévo avayvwplotikd wg ovopa. Eav to VolumeSplit vapyet, n mAnpogopia tov me-
diov spec ovykpivetar pe tn StaPipaiouevn mAnpogopia, yia va e§acpaliotei n tavto-
Sdvvapia, emotpépovrag opdpa av dev eivat ovpPatég. Av to avtikeipevo VolumeSplit
dev vmapyet, Tote To backend mpaypatonotei pia aitnon CREATE oto Kubernetes, yia va
dnovpynoet éva véo VolumeSplit. Xe kdOe emrvxnuévn nepintwon, to backend pmho-
KApeL yla pa ovvtoun mepiodo, meptuévovtag to avtikeipevo VolumeSplit va petafei

oe kataotaon etopotnTag. Eav n dadikaoia avapovig emtdxet, o backend emotpé-
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Union CSI

Driver (Controller service)

StorageBackend
CreateVolume Create
DeleteVolume Delete
| k8s client
\ (k8s.olclient-golkubernetes)
ControllerPublishVolume Attach
| |
Detach

ControllerUnpublishVolume

ControllerGetCapabilities

Interface

I:l component

Driver (Node service)

NodePublishVolume

NodeUnpublishVolume

NodeGetinfo

NodeGetCapabilities

Mounter

Mount

Unmount

IsMountPoint

mounter
(k8s.io/mount-utils)

Driver (Identity service)

GetPlugininfo

Probe

GetPluginCapabilities

Xxfua 3.1: H Sour tov Union CSI

@eL {a eowTePIKT avamapdotaot Tov VolumeSplit otov 08nyo kat avtog emotpépet

EMTLXWG LLE TT OELPA TOV.
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A&oAoynon

Ze auTd 1O KePAAato, Sokipaovpe to Union CSI kat AmMOKTOVE [ia TPWT KATAVON O

yta TV ano6door| Tov.

4.1 Emoxonnon

Oa aloloynoovpe to Tpdobeto Union CSI, padi pe kabiepwpéva mpoodeta topwv ya
to Kubernetes, mov aflomotovv tnv tomikn anobrkevon oe kdbe kouPo ya Ty mapoxn

HOVIpWY TOHwWV og Pods.

T va Béoovpe Eva onpeio avagopdg, xpnotponotovye to Local Path Provisioner, Ste€a-
yovtag dokipég o amhovg kataldyovg Tov owkodeondtn. EmmAéov, xpnotpomotovpe
10 Longhorn, éva cVotnpa anodrikevong HAok eMXeLpnOLtakoD emméSov, wg TO KATW-

TEPO OVOTNHA ATOONKEVOTG Hag.

2116 Sokipég pag, eetalovpe avtd ta dvo pocbeta atopkd, kabwg emiong kaL o€ Guv-
Svaopo pe to Union CSI. Afiohoyobpe puetprioets, 6nwg pubuod petadoong dedopévwy
kat kaBvotépnon, oe pia mpoomabela va katavoroovpe Vv emidpaon Tov emmédov

FUSE, nov eiodyetat and tnyv xprion tov MergerFS mavw 0Tovg vmokeipevovg TOpHovG.

4.2 TIleprypaen twv IIpocBetwv Topwv

Ze aUTAHY TNV EVOTNTA, TAPEXOVULE Ui ETLOKOTNON ToL TpdobeTov Local Path Provisioner

KoL Tov ovoTHpatog anobrkevong Longhorn, enywvtag tov oxediaouod tovg, tTnv ap-

55
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XITEKTOVIKT] TOVG KAl TT) AELTOVPYLIKOTNTE TOVG,.

4.2.1 Local Path Provsioner

To Local Path Provisioner, aventvypévo and tnv Rancher Labs, eival éva mpocBeto
Topwv ya o Kubernetes, oxediaopévo va xpnotponotel Ty tomikn anobrkevon tov

kaBe kopPov. Tlapéxet Suvapuka eite hostPath, eite local poviIOVG TOROVG.

To Local Path Provisioner anaitei mAnpo@opia oxetikr pe Tov kopo mov Ba dnuovpyn-
O¢ei 0 katdhoyog hostPath. Q¢ amotéAeopa, To Local Path Provisioner Aeitovpyei amo-
kAelotika pe éva StorageClass kaBvotepnuévng (WaitForFirstConsumer) Aettovpyiag
déopevong topov. Emmhéov, dedopévou otL ot TOpoL TUTOL hostPath eival Tomikd Te-
ploplopévol, To oxeTiko PV, mov dnpovpyeitat and to Local Path Provisioner, Stafétet
neploplopod kopPov (node affinity). Avto e§aopalilet, 0Tt ta Pods mov xpnotpomotodv
10 PV Ba xpovodpoporoynBodv povo atov kopupo dmov apyikd dnpovpyndnke o ka-
TdAoyog hostPath.

Adyw Twv TOA DV KIvEOVWV ac@alelag kat Tng wn eveliéiag Twv Topwv TUTov hostPath,
10 Local Path Provisioner mpoopiletatl kupiwg yta Tomikég cvotouyieg kat meptPaAlovra

Soxtpwv.

4.2.2 Longhorn

To Longhorn eivat éva dwpedy, avotktod kwdika, cloud-native, kataveunuévo cvotnua
anoBnkevong pmhok, oxedaopévo ya to Kubernetes. Xpnowomnotel tnv tomkn ano-
Onkevon Twv kOuPwv tov Kubernetes, e§aleipovtag Tnv avaykn yia e§wtepikég eyka-
Taotaoelg anmodrkevong kat mapoxeig vépovs. To Longhorn ypnowomotei containers,

microservices kat CRDs yta tnv vAomnoinon katavepnpévng amodnkevong umAox.

KaBe topog oto Longhorn avtipetwmnietar wg éva microservice, pe £vav a@Lepwye-
Vo elplot anoBnkevong, mov dnpovpyeital ya kdbe TOHO TOL AVIKEL 08 CLOKEDLN
HTAOK. AVTOG 0 XelploThG anobnkevong, yvwotog wg Longhorn Engine, Tpéxel wg -
a diepyaocia Linux otov idto kopupo, 6mov xpnotpomoteitar o topog Longhorn and éva
Pod. To Longhorn Engine avamapdyet tov topo acvyypova oe moAamAd avtiypaga,

Tov StavépovTatl Kal amofnkebovtal o SlaQopeTikovs KOUPOVG. AvTd Ta avTiypaga,
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Tov anotehoVV emiong microservices, arotedovvrat anod apald apxeia (sparse files) Tov

Linux.

To Longhorn 8ev eivau éva ocbotnpa pe yvwon mepi Tomoloyiag, mov onuaivet 6Tt dgv
anattel yvwaon tov kopBov xpovodpopoloynong evog Pod yia va Eexivrjoet Ty mapoyr
€VOG TOHOVL yla avtdv. Qg amotéleopa, To mapexopevo Longhorn StorageClass opiletat
ano mpoemAoyn otn Aettovpyia déopevong topov Immediate kat ot Snuovpyndévreg

Topot kat PVs dev Stabétovy meplopiopotg koppov.

EmmAéov, yua tn xpron Twv topwv ano Pods og omotovadnmote kOpPovg TG cuoToryi-
ag, o Longhorn xpnowwomotei to iSCSI (Open-iSCSI). EE opiopov, to Longhorn xpn-

otporotei To diktvo Container Network Interface (CNI) tng ovototyiag Kubernetes.

To Longhorn avamntuxOnke apyika and tnv Rancher Labs, eved twpa avayvwpiletat wg

éva ¢pyo mov avnket oto Cloud Native Computing Foundation (CNCF).

4.3 Metpnoeig Anodoong

Ze aUTNV TNV eVOTNTA, TAPOVGLAOV e OXETIKA amoTeAéopaTa anddoong, 00V apopd
Tov HeTpolpevo puOpod petddoong dedopévwy kat TNy kabvotépnon, ya ta Tpia ov-
otiuata armodrkevong Local Path Provisioner, Longhorn kat Union CSI, og didgpopa
oevdpla dokipwy. Méow avt@v Twv SOKIHWDY, CTOXEVOVHE OTO VO KATAVOICOVHE TOV

avtiktumo Twv emmédwv MergerES kat diktbov oTa vokeipeva cvoTHRATA ApXEiwY.

4.3.1 IlepipaiAov

Ta mpooBeta Local Path Provisioner, Longhorn kat Union CSI eykaBiotavrat kat §o-
Kipdfovrat oe pia ovototyia Kubernetes twv §0o kopfwv, mov Srayepiletal n vanpeosia
AKS (Azure Kubernetes Service) tng Azure. Ot kOppot eival lKOVIKEG UNYAVEG YEVL-
KNG xpnong s Pabpidag Standard_DS2_v2 !, ekomhiopéveg n kabe pia pe 2 mopriveg
vCPU, 7GiB RAM kat éva tomko SSD xwpntikotnrag 128GiB. Kabe koppog e§umnpetei

dimhotg pohovg, wg kOpLog (control-plane) kat wg kOuPog epyaociag oto Kubernetes.

'https://azureprice.net/vm/Standard_DS2_v2
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4.3.2 Zevapia Aokipwv

Ta oevdpa dokipwv mepthappavovv tn pétpnon tng anddoong E/E tov topwy, mov
napéxovrat anod ta npocbeta Local Path Provisioner, Longhorn xat Union CSI. Kafe
npodabeto ehéyxetal pepovwpéva 1 oe ovvdvaopo pe to Union CSI, 6mov o Sokipalo-
HEVOG TOPOG amoTeAeiTal amd To anoté\eopa Tov mergerfs oe 600 ioovg ot péyebog
TOPOVG, IOV TTaPEXOVTAL ATO TO KATWTEPO TPOoheTo. Ot TAPAUETPOL TOV TIPOYPApHA-
T0G mergerfs a@édnkav oTig mpoemAeyuéveg TIpEG Toug. Ta to Longhorn, ot dokipég
TIPAYHATOTOLODVTAL TOTO (Lg, 600 Kal Xwpig TNV TapeUPoAr Tov dikTdOoL e TV avd-
Beon tov Pod a&loAdynong otov avtiBeto 1 otov idlo kOpBo pe avtdv oTOV OMOIO xEL

dnuovpynBei o topog Longhorn.

2e kaOe oevdplo dokipng, ekkivovpe €va Pod mov tpéxet éva container pe to epyaleio
a&loAdynong cvotnuatwy apxeiwv, ov ektehel To kabopiopévo goptio E/E atov do-
KIpafopevo Topo. Ot "eTikéTeS” Kal ot Teptypapeg kabe oevapiov Sokiung mapéxovral

oTiG akolovbeg mapaypdpoug.

Local: Tia va amoKTOOVHE £va TPOTLTIO yla OVYKPLOT), EfVAL CHAVTIKO VAL LETPT)COVLE
TNV anddoomn avayvworng Kat yypagng o€ £vav amAd KatdAoyo 0To cVOTNUA apXelwV
Tov kopPov. To Local Path Provisioner dnuiovpyei évav katéhoyo otov kopfo tov
0lKOEOTIOTH, TIOV €ival TPOCAPTNUEVOG OTO container, OV TEPLEXEL TO EPYAAEIO {ag
yta T p€tpnon g anddoong E/E og avtd to oevaplo. Avapévetat 6Tt auto TO GEVAPLO

Oa amo@épel TG VYNAOTEPEG peTprioelg o€ E/E.

Longhorn: PvBui{ovpe to Longhorn, wote va Snpovpyei povo €vav kopto avtiypago
Katd T dnuovpyia evog PVC. To top0g ekywpeital wg apatd apyeio og évav and tovg
Vo kopPovg. Xe avtd To OeVApLo, peTpdpe TV anddoon evog topov Longhorn, mov
éxel OnpovpynOei otov idio koppo pe avtdv mov xpovodpopoloyeitat To Pod. ‘Etol Ba

avaderxOei o ovotnua pmhok Tov Longhorn oto émakpo.

Longhorn + iSCSI:'I810 oevaplo e mpty, alla twpa mieplopiovpe to Pod pag mov pay-
patorotei tnv aflohoynon, wote va tpégetl otov avtiBeto kOuPo (Mpocbétovtag Ty
KATAAANAN Tiun nodeSelector), ekBétovtag tn ovokevn umhok tov Longhorn oe avtod
péow iSCSI. Me avTtdv ToV TpOTO, LTOPOVE VA TTOCOTIKOTIOLCOVE TNV TTpooTiféuevn

kaBvotépnon tov diktvov Tov SCSI péow Ethernet otn cvotouyia pag pe dvo kdupous.

Union + Local: H xpnon tov Local Path Provisioner wg vrokeipevov mpounfevtr| tov
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Union CSI dev amogépet kamolo o0@gelog. Ot dbo katwtepot Topot hostPath Oa 8n-
HovpynBovv avaykaoTikd oTov i8to kOUPo, omdTe dev LTAP)XEL TPOTOG VAl EKHETAN-
AevTolpEe TOV Xwpo Siokov amod dtagopeTikovg koupovg pe To Union CSI. Qotoo0, e
™ Xp1on aml@V KataAdywv oTov 0tkodeonoTn yia Tovg khadovg tov MergerES, umo-
POVE VO LETPIOOVUE TNV EMSPAOT] TOV OTPWUATOG TOV OLOTHHATOG apxeiwv FUSE

anevBeiog 0To CVOTNUA APXEIWV TOV KEVTPIKOD VTTOAOYLOTH.

Union + Longhorn: Ze avtd 1o oevaplo, xpnotpomnotovpe to Longhorn wg Tov katw-
tepo mpopnOevth CSI yia o Union CSI. Qotdoo, BéAovpe ot Topot Longhorn va 8n-
tovpynBovv atov idto kopPo. It avtdv Tov 0KOTO, SNEIOVPYODUE EVaV APKETE [IKPO
topo Union CSI mov va xwpdet 0tov dioko Tov koppov, 6Twg yla mapadetypa £vay to-
Ho 30GiB Siatpepévo oe dvo Topovg Longhorn twv 15GiB o kabévag. Xt ovvéxela,
avaBétovpe to Pod aloddynong otov idlo kOuPo pe Tovg KATWTEPOLG TOHOVG YLat Va

HeTpriooLpE TNV amddoon TG TPoadpTnong union §vo Tomikwv ToOpwv Longhorn.

Union + Longhorn + iSCSI: 1810 oevdpio e to mpornyoduevo, alkd twpa to Pod avari-
Oetat oTov avtifeto KOpBO ATO AVTOHV OTOV OTIOIO EXOVV TIPOYPAUHATIOTEL OL §VO TOOL
Longhorn. Avtd onuaivet, 6Tt omotadnnote arrovpevn E/E npénet va mepdoet péow tov
emunédov FUSE, tn¢ vdomoinong iSCSI kat Tov dikTvako, kat Tov emmédov ovoKkevwy
umAok Tov Longhorn. Avto avtimpoowmnevet éva mio pealtotikd oevapio yia to Union

CSI, 6mov TovAdylotov évag and Tovg kKhadovg Ba eival cvvdedepévog amopakpuopéva.

4.3.3 Amnoteléopata

Ta amoteléopata Tov puBpov petddoong Sedopévwy kat TnG kabBvotépnong mov fe-
TpriOnKav eival Kavovikomouuéva wg TPog To oevaplo dokiung Local—oAeg ot Tipég

eppavitovtat wg moAamhaota g Tung tov Local

H Ewkéva 4.1 napovotalet tnv anoddoon tov puBpov petadoong dedopévwv tuxaioy a-
vayvooewv yla kabe mepintwon dokipng, xpnotponowwvtag péyedog umhok 4KiB. Onwg
avapevotay, to Local epgavifet tn peyavtepn anddoon petad oAdwv twv Staywvilo-
Hévwyv. AkolovBei kovtd to Longhorn, pe peiwon 17% otnv anddoon Tuxaiov avayvo-
OewV, 1 omola TEQPTEL tepauTépw 010 47% yia o Longhorn + iSCSI Aoyw tnG mpooetng
kaBvotépnong tov SCSI kat Tov Siktvov. Ztig dokiég Union, Kal Ol TPELG TTEPITTWOELG

TapEYaV TAVOHOLOTVTIA amoTeEAETHATA, TTOV dlakvpaivovTal yopw oto 30% Tng amd-
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doong tov Local. Ta anotedéopata Tuxaiowv avayvwoewv tov Union CSI, mapdAo mov
eivat Ta xapnhotepa petafd olwv, dev véotnoay mepattépw voPaduion, eite xpnot-
HOTIOLWVTAG AAOVG Katahdyoug, eite TNV anodnkevon emmédov pmAok tov Longhorn

HE amopakpLopéVn TpdoPaot.

Random Reads - Bandwidth as a Multiple of Local Bandwidth

Queue Depth 1, Threads 1, Synchronized, No Page Cache

1.25

1.00

075

0.50

Multiple of Local Bandwidth

0.25

0.00

4KB

Block Size

W Local W Longhorn Longhaorn +iSCSI M Union+Local B Union + Longhorn B Union + Longhorn +iSCSI

Ixnua 4.1: Anédoon pvOuod petadoons dedopévwy Tvyainwy avayvwoewy yioa péyedog
umdok 4KiB

H Ewova 4.2 tapovotalet Tnv anddoon tov pubuov petadoong dedopévwy Tuxaiwy ey-
ypagwv yla kdOe mepintworn Sokiung, xpnotponotwvrag péyebog pmiok 4KiB. Longhorn
kat Union + Local oxedov metvyaivovv 1o 6plo tov Local, evw ta dvo oevdpla pe Toug
ATIOUAKPVOUEVOVG TOpOVG, Longhorn + iSCSI kaw Union + iSCSI, €xovv TG XapnAotepeg
Pabpoloyieg oto 74% kot 64% avtioTorya. XTI mepintwoelg Union, 1 avTIKATAOTA-
on tov Local Path Provisioner pe to Longhorn, wg Tov katwtepo mpoundevtr (Union
+ Longhorn), odnyei o¢ peiwon g anodoong katd mepimov 19%, pe mepautépw peiw-

on katd 17% oe ovykpion pe to Union + Longhorn, dTav mpayHATOTOLEITAL HETAPOPA
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dedopévwv péow tov Siktvov (Union + Longhorn + iSCSI).

Random Writes - Bandwidth as a Multiple of Local Bandwidth

Queus Depth 1, Threads 1, Synchronized, No Page Cache

1.25

0.97
1.00 0.95

075

0.50

Multiple of Local Bandwidth

0.25

0.00

4KB

Block Size

W Local W Longhomn Longhorn +iSCSI M Union+Local B UWnion + Longhorn B Union + Longhorn +iSCSI

Ixnua 4.2: Amédoon pvbuod uetddoons Sedopévwy Tuyainv eyypagwv yio péyebog
umdok 4KiB

H Ewova 4.3 mapovotalet tnv anddoon g kabuotépnong Tuxaiwy avayvwoewy yia
kaBe mepintwon Sokipng, xpnoonowwvtag péyebog pmhok 4KiB. Ilapatnpovue o1y,
0710 TePIPAAAOV pag kat TNV mapovaa Stapdpewon, 1 Tuxaia avdyvwor and évav Tomt-
k06 Topo Longhorn eivau 1,65 popég mio apyn anod to Local, evad amd évav anopakpuoé-
vo topo Longhorn givau péxpt kat 3 popég mo apyr|. Ilapopola pe Ta anoteAéopata Twv
Toxaiov avayvwoewv pubuov petddoong dedopévwy, ot Sokipég Tov Union epgavifovy

O\eg mapopoto eninedo anddoong, mepinov 5 opég o apyEg ano to Local.
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Random Reads - Latency as a Multiple of Local Latency

Queue Depth 1, Threads 1, Synchronized, No Page Cache

Multiple of Local Lantency

1B

Block Size

W Local W Longhorn Longhorn +iSCSI M Union+Local B Union + Longhorn B Union + Longhorn +iSCSI

Ixnua 4.3: Anédoon kabvotépnons Tuyaiwy avayvwoewy yia uéyedos umhok 4KiB

H Ewova 4.4 mtapovotdlet tnv anodoon g kabBuotépnong Tuxainy eyypagwv yla kdde
nepinTwon Sokipng, xpnotpomotwvrag péyedog pmhok 4KiB. Omwg kat pe Ta amotehé-
opaTa TV TVXaiwY avayvwoewy puuov petadoong dedouévwy, to Longhorn kat To
Union + Local emtvyxavovv mpaktikd tnv idia amodoon pe to Local. H xprion tom-
KWV Topwv Longhorn pe to Union CSI eivat 1,3 @opég mo apyr anod to Local, evw ot
TEPIMTWOELG TTOV TiepAapBavouv To SikTvo gival ot o apyég, pe To Union + Longhorn

+ iSCSI va givau 1,56 @opég mo apyo amo to Local.
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Random Writes - Latency as a Multiple of Local Latency

Quueue Depth 1, Threads 1, Synchronized, No Page Cache

20

1.04

Multiple of Local Lantency

0.5

0.0
1B

Block Size

W Local W Longhomn Longhorn +iSCSI M Union+Local B Union + Longhorn B Union + Longhorn +iSCSI

Ixnua 4.4: Anédoon kabvotépnons Toxaiwy eyypapwv yix péyebog umhox 4KiB

4.3.4 Xvvoyn

H oxetikd xaunAotepn amodoon mov mapatnpridnke yia tovg Union CSI topovg fTav
avapevopevn, Aoyw tov emmédov MergerFS/FUSE navw and tovg vmokeipevoug 1o-
HOVG, Wlaitepa 0TV TepinTWOT OTOL 1] HeTaPopd Sedopévwy TpaypatomotOnke péow

iSCSI yia Tovg tép0vG Tov Longhorn.

To MergerFS eivau éva mpoypappa xwpov xpnotn FUSE mov Aettovpyei pegohaPntng
yta Ta vokeipeva ovotrpata apxeiov. Oraitnoelg E/E oto ovotnua apyeiwv FUSE ov-
venayovtat tpdobetn kabBvotépnon Aoyw twv petadoewv petald xwpov xproTn kot
xwpov mupnva. ‘Evag tpomog yia va petwdei o apBpog twv petaPaocewv eivar n avdn-
on tov peyédovg Tov pmhok E/E. 2116 Sokiuég pag, opioape éva apketda pikpo péyedog
umhok 4KiB yia va emkevipwBovpe oe tvxaia E/E. H xprion peyakvtepov peyéboug

Hmhok, padi pe Tnv evepyomoinon tov page caching tov Aettovpykov cvoTpatog, Ha
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Hrnopovoe va PeAtiwoetl onpavtika tny anddoorn tov Union CSI, akodpa kat o€ OxXETIKN

avgnon peyalvtepn and ta aAa mpdobeta.

Akopa, o ovyypagéag tov MergerES emonpaivet Stagopovg AOyovg yla Tr HELwUEVN
anodoon oe mpooaptroelg MergerFS kot mapéxel eL0NYHOELS Yia TEXVIKEG PETPTIOTG O
nodoong kat puBpicelg napapétpwv . To MergerFS mpoogépet moAEG puBuioipeg -
TAOYEG, TOANEG Ao TiG omoieg emnpealovv Ty anddoorn. Mia mo Pabid katavonon
AUTWV TV eMAOYWV Kat 1] AemTopepng puOpion tovg Ba pmopovoe va odnynoet oe ka-

Ntepa anoteléopata anod ekeiva oL Tapovotalovtal oTig SOKLHEG Hag.

ZvvoyilovTag, akoun kat 1 1o eEEAYUEVT EQAPUOYT] XWPOL XPTOTN EXEL TTEPLOPLOHOVG
ot Statrpnon avénpévng anoddoong kat 0Ty EAAXLOTOTOIN O TwV HeTafdoewy XprioTn-
nopnva. Ta amotedéopata Twv oKLV Hag VITOYpapifovy TV avdykn yla pa Abon
EVWOEWG apXeiwV, PaCIOPEVT OTOV TTVPTVA YL QOPTia EPYACIWV ATOONKEVONG ETLXEL-

PNHATIKOD eTTTéSOV.

*https://github.com/trapexit/mergerfs#performance



Eniloyog

ITAnowadovpe TG Tehkég oelideg avtrg g StatptPrc. e avtd To ke@alato, Guvoi-
Covpe Ta kiviTpa Kat Ta kOpla otoixeia mov mapovatdiovtat ot SlatpiPr pag. Xt
OVVEXELQ, TIEPLYPAPOVHE TN AlOTA HEAAOVTIKWY TTPOTOHNKWOV HaAG, KATAVOWVTAG TV TPé-

xovoa 0¢éon pag kat O£tovtag véovg 0TOXOUG.

5.1 Zvumepacpatikd XxoAa

O k¥pLog 0toX06 avTrg TNG SlaTPIPrig Kat TOV cLVAPOVG Epyov TNG NTav 1 e&epevvn-
o1 Kal bAomoinon pag katvotopov Avong amobrkevong. Avtn n Avon otoxebvet 010 va
vnootnpi&et ovotuata apyxeiwv TOAanA@V terabytes cuvvalovrag kpoTEPA ATTO-
Onkevtikd Tufpata, EeMepvwVTAg Ta dpLa XWwpNTIKOTNTAG KAl TOTOAOYIAG TWV LITAPXO-

VIWV OLOTOLXLWV TOTILKNG amoOnKevoTnG.

Apyxka, mpoteivape to Union CSI wg éva "uéta-npdobeto”, Aettovpywvtag o€ cuvep-
yaoia pe aAa tpdobeta anobrikevong ya va abpoilet Tovg TOpOVG TOVG. AdOnKe ua
EKTEVNG avalvon yla Ti§ Baotikég oXedlaoTikéG EVVOLEG, TNV APXITEKTOVIKY KAl TIG ATTO-
@aoeig mov dtémovv To Union CSI, kabiotwvtag To pita KatdAAnAn Avon ovppatn pe 1o
Kubernetes kat to CSI mov mapéxet amobnkevon, wg TpooapTroELS union Twv GVOTN-
HATWV apXeiwV Tov TapdXov. ZLVEXICAE e TNV TTEPLYPAPT TNG VAOTOINONG TwV dta-
@opwv ovvioTwowv Tov Union CSI. Enetta, mapovotdoaie pia 00YKpLOT TWV CXETIKWV
emdooewv Tov Union CSI padi pe to Longhorn. Evw ta amotedéopata Twv Sokipwvy

dev frav vnép Tov Union CSI—kat mbavotata ot mpaypatikég epyaoieg E/E dev Oa
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EMEPEPAV TETOLA TIEPLOPLOUEVA ATIOTEAEOUATA—UTOPOVE TWPA VA LTTOCTNPiEoVpE e

avtonenoifnon v nepiAnyn tov MergerFS otov mupriva tov Linux.

H avdmntvln tov épyov avtov frav pia diaitepa evtagépovoa kot SLaQwTIOTIKT| EUTEL-
pla yla TOvg eUMAEKOUEVOVG. MECW AUTHG TNG €PYATiag, EMOIWKOVUE VAl HETAPEPOVIUE

KAToLa amod TN yvwon kat Tov evBovotaouo mov anoktnOnkay.

5.2 MeXovtiko Epyo

OAOKANPWVOVTAG AVTAY TNV APXLKT), KUPIWG TELPAHATIKE KAl EKTTAUOEVTIKOD XAPAKTH-
pa ékdoor tov Aoylopkod Union CSI, padi pe tnv a&loAdynon tng yvawong kat g -
umepiag mov amokthOnke, Stabétovpe pia oagn ewodva yia mbavég PeAtiwoetg. Ektog
amo TNV AVTLHETWTILOT OVYKEKPILEVWOY TTEPIMTWOEWY (T.X. EVioXVOT) TOV XpOvoL Stabe-
owpotntag (uptime) Twv mpooaptioewv MergerES pe xprjon Deployment 1 StatefulSet
avantofewv avti ya anhd Pods, epmhovtion to API VolumeSplit wote va mpoo@épet
TIEPLOOOTEPEG AEMTOUEPELEG OYETIKA HE TIG AVTIOTOLYEG KATAOTAOELG TwV pémAtka PVCs)
Kat damavwvTag meEPLOcOTEPO XPOVO 0 SOKIUEG, ApKETEG VEEG KaTeLOVVOELG OXESIAOHOD

Kat vAomoinong epgaviCovrat, ovpmephapfavopévwyv:

» Na kdvovpe to Union CSI va vroloyilet tov dtabéopo xwpo Siokov oe kabe
KOpPo, emTpénovTag £EVTIVEG ATOPAOELS Yla TOV SLaWPLOUO TNG APXIKNG XWPT|-
TIKOTNTAG.

o Na e&elifovpe 1o Union CSI oe éva avtovopo cvotnua anobrikevong. IIpog
10 Tapov, To Union CSI e§aptdtal and 1o LIOKEiHEVO amobnKevTIkO cVOTNHA
yta To povomatt dedopévwy Kat TNV tkavotnta anodrikevong péow tov diktdov,
XWpIG Apeca HECA ylo Va TTAPATNPOEL TA OXETIKA ATOTEAEOUATA EKTOG OO TO
Kubernetes API. Avtr 1 emthoyr| oxedlaopod fTav Kupiwg ENNPeAcHEVT and TNV
avaykn yta tnyv éykaipn oAokAnpwaon avtng g SIMAwHATIKNG gpyaciag Kat, o-
HOAOYOLPEVWG, elvat TTapd&ev, tn avOek Tk kat eVAAWTN o€ TOANATAG onpeia
amotvxiag. Ot 18éeg kat Ta mAeovektrpata Tov Union CSI, kabwg kat twv ov-
oTnpdTWV apyeiwv union yevikotepa, Oa mpémnel va evowpatwbovv ot pia peya-
AUTepn, TAOVOLA 08 XAPAKTNPLOTIKA, avTOVOUN Avon Staxeiptong amodnkevong.

o Na vroBarovpe o MergerFS oe Soxkiég avtoxng, ovvévalovtag kat opyavm-

vovTag ekatovtadeg Topovs. Télog, va dnuiovpynoovue pia proof-of-concept
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vlomoinomn Tov MergerES otov muprjva tov Linux, va cuykpivovpe tnyv anddoon
NG He TNV LIAPXOLOA VAOTIOINGT GTO XWPO TOL XPHOTH, KAl VA XPTOLHOTIOL-
OOVE TA ATOTEAEOUATA YL VAL VTTOOTNPIEOVIE TNV EVOWUATWOT) TNG OTOV KUPLO

muprva Tov Linux.
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Introduction

In this opening chapter, we describe the scope of our work and present an outline for

the structure of the remainder of the thesis.

1.1 Motivation

Storage is the foundation of modern data center architectures and stateful applications.
High-capacity, high-performance, low-latency, and fault-tolerant storage is a crucial el-
ement for infrastructures and companies that handle mission-critical workloads with

heavy data demands.

Cloud and storage providers have evolved to cater to a wide variety of compute and
storage needs, and at the same time establishing a lucrative market. Meanwhile, the
rapid evolution of container orchestration systems (COs), epitomized by Kubernetes,
has revolutionized the deployment and management of containerized workloads. As
organizations increasingly embrace containerization for their applications, where every
stateful container comes with its own data store(s), the demand for efficient and scalable

storage solutions within Kubernetes clusters has become paramount.

However, whether companies opt for on-premise or cloud-hosted infrastructures, in-
corporating Kubernetes or not, the age-old deployment dilemma remains: local or shared
storage? Local or directly-attached storage (DAS) offers increased IOPS and through-
put but comes with limited flexibility and scalability options. On the other hand, shared
or remote storage (e.g., EBS on Amazon Web Services, Azure Disk Storage, Persistent

Disks on Google Cloud Platform) is really flexible, facilitating snapshots, backups, and
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node migrations, but limits performance and drives up costs.

Even though local storage has the clear performance and price lead, and most appli-
cations would be greatly accelerated if run over performant, local NVMe SSDs, many
companies seem hesitant or are unable to make the leap to local storage because they
are ultimately dependent on shared storage’s flexibility. Having one’s data secure, highly
available and portable is crucial. But so are microsecond IO latency times and reduced

price bills.

Additionally, in today’s landscape characterized by the proliferation of Big Data, MLOps
(Machine Learning Operations), and AI's LLMs (Large Language Models) consuming
massive datasets—often in the scale of petabytes—and training times that stretch over

months, the demand for super-fast, local SSDs at scale and within budget is dire as ever.

Is it possible for stateful applications to run over local NVMe SSDs while retaining all
the advantages of shared storage? Are local and shared storage inherently mutually ex-
clusive? We believe that the above dilemma no longer holds today. Modern applica-
tions should not have to trade performance for flexibility and vice versa. A modern
enterprise storage and data management system should leverage local storage through
a lightweight critical IO path while providing advanced storage capabilities and cloud-
native data services, just like shared storage. Such a system would enable data scientists
and developers to rapidly prototype, test, and deploy their applications and machine
learning models, and companies to boost their performance, reduce storage costs, and

unlock new business potential.
After all, enterprise production workloads demand enterprise solutions.

Motivated by this strong belief in a universal storage solution capable of combining the
best of both worlds, in this dissertation, we explore a piece of this puzzle: scalability. We
examine a simple way of aggregating large, multi-terabyte, persistent storage pools over

high-performance, node-local disks in Kubernetes clusters.

1.2 Problem Statement

Local and shared storage are the two predominant, complementary storage accessing

options. The former provides high performance but reduced flexibility, while the latter
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is highly flexible but can compromise performance.

Cloud providers offer both of these options, along with in-between hybrid solutions.
The current norm is that local storage serves as the cost-effective, entry-level tier, and
shared storage expansibility is unlocked through premium tiers and corresponding in-

creased costs.

Now, let’s consider a scenario where a team of developers or application owners is run-
ning a Kubernetes cluster in the cloud. They have chosen to utilize the local disk block
storage tied to each node in the cluster to benefit from its increased IOPS and low la-

tency, using an appropriate persistent storage volume plugin.

However, what happens when the application’s data is growing large and is running out
of capacity on one or more nodes? What options are available? One option is to switch
to the cloud supplier’s shared storage solution to scale out by attaching a storage device
from an external array. While the provided premium tiers may offer adequate perfor-
mance, they come with increased pricing. Another option is to upgrade a subset of node
machines to higher-capacity local devices, attempting to mimic a scale-up architecture.
However, migrating the entire application and its data can be challenging, frustrating,

and sometimes not even possible due to local storage restrictions.

Meanwhile, the remaining node storage within the cluster might be sitting there, per-

fectly free and available.

Is there an option to combine the cluster node storage into a single hierarchy, effec-
tively bringing together all storage spaces available to each individual node into a single

storage pool and presenting it to the user as a unified, cohesive view?

In this dissertation, we present a mechanism for aggregating storage spaces from differ-
ent devices and nodes in the cluster to provide volumes that achieve super-node capac-

ities.
1.3 Existing Solutions
There are several sophisticated and mature storage systems and platforms capable of

consolidating the entire cluster block storage into a unified storage pool, accompanied

by advanced features such as data replication, distributed storage, snapshotting, and
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more.

One widely used example is Ceph, a free and open-source storage platform that provides
distributed object, block, and file storage. Ceph organizes storage into pools that can
span across different nodes in the cluster. When creating a volume or object in Ceph,
the data is striped, replicated, and distributed across multiple Object Storage Daemons
(OSDs) on various nodes, ensuring high availability and fault tolerance. Ceph utilizes
commodity hardware and Ethernet IP, requiring no specialized equipment, to deliver

scalable, resilient, self-healing, and self-managed distributed storage.

Ceph is a behemoth of a software-defined storage system with substantial resource re-
quirements. It is highly demanding in terms of storage and compute resources, necessi-
tating a significant number of disks, CPU, and RAM in order to support data replication
and fault-tolerance, as well as ample free storage space on every host for recovering from
replica failures and backfilling data during node outages. For Ceph to truly deliver fault
tolerance and high availability, a realistic cluster configuration would involve at least 5 to
7 nodes and multiple storage racks. Moreover, the multitude of configurable parameters
and settings in Ceph contributes to a steep learning curve, requiring a considerable trial-
and-error effort to configure the system optimally for the specific cluster needs. Ceph
is primarily designed for enterprise production workloads and infrastructures and may

be impractical for the more average use cases.

Another notable example is GlusterFS, offering scalable, distributed network filesystems
over commodity hardware, also free and open-source. GlusterFS aggregates disk stor-
age resources from multiple remote servers into single mountable volumes. Servers are
accessed over Ethernet or InfiniBand, and clients can mount a GlusterFS volume via the

FUSE interface and NFS or SMB protocols.

GlusterFS provides different types of volumes that determine how files and data are
routed across the backing servers. By default, files are distributed across servers with-
out replication to save on storage space. To mitigate the risk of data loss, clients can
opt for replicated volumes where exact copies of all files are stored on all servers. Addi-
tionally, GlusterFS offers distributed replicated volumes that combine both distribution
and replication of files, as well as striped or dispersed volumes and distributed dispersed

volumes.

Both the aforementioned technologies have been acquired by Red Hat and integrate
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with Kubernetes through the Container Storage Interface (CSI) via their CSI driver im-
plementations. However, it's worth noting that the Red Hat Gluster Storage, as renamed
by Red Hat, is currently in its retirement phase of its lifecycle with an end of support life
date of December 31, 2024. Additionally, the CSI driver for GlusterFS CSI driver is
unmaintained and marked for deprecation, and the Kubernetes-integrated GlusterFS

volume plugin has been removed since Kubernetes v1.26 '

On a final note, a recurring characteristic observed in many of today’s storage systems,
including high-end ones that leverage local storage, is the introduction of excessive
bloat. These systems tend to incorporate numerous and intricate abstraction layers be-
tween the application and the underlying disks to implement the desired data services,
such as snapshotting or replication. Abstraction layers within the critical data path in-

evitably lead to increased latency and a slowdown in IO performance.

1.4 Proposed Solution

As outlined so far, in this dissertation, we introduce and elucidate a simple, proof-of-
concept mechanism for aggregating smaller storage resources into a single, unified stor-

age namespace presented as persistent volumes to containerized workloads.

Our proposed solution utilizes union filesystems, specifically the MergerFS implemen-
tation, renowned for its diverse features and policy-based routing. It aggregates stor-
age volumes from different disks and node machines over Ethernet, merging them to-
gether to provide a union mount to consumer containers. Developed exclusively for
Kubernetes clusters, it functions as a volume plugin through the Container Storage In-

terface (CSI). We call it Union CSI.

A key aspect of its design is that Union CSI is not a standalone storage system, but
rather an extension or wrapper for existing storage systems. In scenarios where a user’s
demand for storage from their preferred storage flavor cannot be fulfilled because no
single disk attached to the cluster’s nodes can meet the requested capacity, Union CSI
can help. Union CSI splits the user’s initial request for "extra-large” storage into multi-

ple smaller and feasible requests redirected to the underlying storage system, offering

'https://kubernetes.io/blog/2022/09/26/storage-in-tree-to-csi-migration-status-update-
1.25/#timeline-and-status
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a union mount of its provided volumes. The specific requirements for the underlying
storage systems are analyzed in Section 3.1. Still, Union CSI is intended to be paired
with systems that efficiently utilize local storage and deployed on clusters with fast, local

NVMe SSDs, enabling Union CSI to mount MergerES over high-performance volumes.

The goal is for users to integrate Union CSI with their preferred local storage system
to harness unified volumes that surpass the capacity of any available single disk in the
cluster. This promises both significant scale-out and scale-up potential. Whether a disk’s
capacity is increased or a new node with local storage is added to the Kubernetes cluster,

they can all be incorporated into the Union CSI storage pool for consumption.

1.5 Outline

From this point forward, the rest of the dissertation is structured into chapters as follows:

« Chapter 2 Background provides the necessary background information and con-
text needed for the reader to proceed in the following chapters uninterrupted.

« Chapter 3 Design lays out the fundamental design details and architecture of the
Union CSI volume plugin.

+ Chapter 4 Implementation exposes the implementation and deployment details
of Union CSIL.

 Chapter 5 Evaluation showcases how Union CSI is used and works in action
through a series of examples and provides an initial performance insight and
comparison.

« Chapter 6 Conclusion summarizes the motivation, contents, and important points

of the dissertation and outlines possible future additions.



Background

In this chapter, we establish context and introduce the core ideas, components, and

technologies that this thesis utilizes and expands on.

2.1 Overview

We begin by introducing the fundamentals of the Kubernetes container orchestrator
(CO), explaining its architecture, the workings of its declarative API, and the various
abstractions it provides for running and managing applications. A particular empha-
sis is placed on its storage system and how it has evolved to support various types of

persistent volumes for containerized workloads.

Following that, we go over the Container Storage Interface (CSI) specification for stan-
dardizing how storage is exposed to containers across different CO systems by external
volume plugins. We delve into the design of a CSI-compliant volume plugin, analyz-
ing its most prominent Remote Procedure Calls (RPCs) for provisioning and deleting,
attaching and detaching, and mounting and unmounting storage volumes in a CO en-

vironment.

We elucidate how Kubernetes implements CSI, uncovering the mechanisms developed
to interface with arbitrary third-party CSI volume plugins. Additionally, we provide a
comprehensive example illustrating how CSI volumes are provisioned, consumed, and

deleted in Kubernetes.

Lastly, we offer a concise overview of how union mounts are employed to combine dif-
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ferent directory contents and filesystem instances for numerous use cases. Furthermore,
we expound on the FUSE mechanism for creating and managing filesystems outside of
kernel code, and we introduce the MergerFS union filesystem implementation that uti-
lizes FUSE to aggregate storage pools, incorporating additional features compared to

traditional union mounts.

2.2 Kubernetes

Kubernetes is a powerful open-source container orchestration (CO) platform that facili-
tates the definition and automation of containerized workloads. It handles deployment,

scaling, failover, and overall management of container applications.

Atits core, Kubernetes follows a declarative approach to application management. Users
define the desired state of their application, and Kubernetes’s internal control loops work

to bring the actual state closer to the desired state, adhering to the Operator Pattern.

Originally developed at Google and publicly released in 2014, Kubernetes already in-
corporated over a decade of best practices and expertise in managing large-scale pro-
duction workloads. With its widespread adoption and significant impact on the indus-
try, Kubernetes has become one of the most popular COs and open-source projects,
establishing a standard for building, deploying, scaling, automating, and maintaining

cloud-native applications.

Kubernetes can run on various platforms, including bare-metal, on-premises, or on the
cloud. Most major cloud providers, like Amazon (AWS), Microsoft (Azure), and Google

(GCP), offer Kubernetes as a cloud-hosted managed service.

2.2.1 Architecture & Components

A Kubernetes deployment is a cluster of nodes. Nodes are machines where containers
can be deployed and run. Each node has CPU, memory and storage resources that are
managed by Kubernetes and exposed to cluster users. Kubernetes represents compute,
network, storage, as well as custom resources with API resources and objects. Cluster

administrators and users interact with these resources through the Kubernetes API.
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Kubernetes clusters follow the master-slave architecture. The control plane of the master
node oversees global operations, while worker nodes manage operations specific to each
node. Multiple master nodes on a single cluster can co-exist for high availability, and a

master node can also serve as a worker, supporting single-node clusters.
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Figure 2.1: The components of a Kubernetes cluster

[Source: https://kubernetes.io/docs/concepts/overview/components/]

2.2.1.1 Control Plane

A Kubernetes master node hosts the control plane, the central hub of the cluster. The
control plane oversees various aspects of the cluster, including the management of worker
nodes and Pods, the handling of cluster-wide functions like scheduling, scaling, and
resource administration, and receiving HTTP API requests and responding to cluster

changes and events.

The control plane primarily comprises of five distinct components, each its own process:

etcd

The key-value store used by Kubernetes to persist all cluster data. etcd is an open-source,
lightweight, persistent, distributed, and highly-available key-value store database. It
includes built-in snapshot support, preserves previous versions, and supports watch
queries. etcd often serves as the single source of truth in modern distributed systems.
Kubernetes relies on etcd to store, persist, and retrieve the current and desired state of

system objects at any given point in time.
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In standard Kubernetes deployments, a single etcd instance is common. However, var-
ious external etcd operators exist for managing etcd clusters, offering increased avail-
ability, reduced risk of disaster and data loss scenarios, improved recovery capabilities,

and simplified etcd backups and restores.

kube-apiserver

The API server of the control plane that exposes the Kubernetes HTTP API. It serves
resource-based REST endpoints and acts as the frontend for interacting with the cluster’s
shared state. Each Kubernetes API resource has a corresponding access point in the API.
Users and other components can configure API objects by specifying object manifests
in JSON or YAML format and making REST API calls on the server. The API server
validates and processes the requests, updating the state of the API objects in etcd.

kube-apiserver is the implementation of the API server running in a Pod on the con-
trol plane and can scale horizontally—additional instances can be added for traffic bal-

ancing.

kube-scheduler

The control plane component that monitors for unscheduled Pods and determines the
node on which they will run based on requested and available resources. The scheduler
keeps track of the total and allocated resources (CPU cores, memory size, storage capac-
ity, etc.) on each node to understand the cluster’s used and available resources. When a
new Pod is created, the scheduler is responsible for selecting its destination node, con-
sidering various factors like available resources, workload requirements, user-defined

constraints, policy restrictions, affinity/anti-affinity requirements, and data locality.

kube-controller-manager
The set of all the core Kubernetes controllers. See Section 2.2.1.4 for more information

about controllers. There are various built-in Kubernetes controllers, including:

 Node controller: Watches for Node objects and reacts when nodes go down.
« ServiceAccount controller: Watches for ServiceAccounts objects and ensures a

ServiceAccount named “default” exists in every namespace.
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« Job controller: Watches for Job objects that represent one-oft batch jobs and runs

Pods to completion.

Each controller operates independently but they are all compiled into the single binary

of kube-controller-manager and run in a single process.

cloud-controller-manager

The set of controllers that link the Kubernetes cluster with the cloud provider. Many
cloud vendors offer managed Kubernetes services in a cloud-hosted environment. cloud-
controller-manager couples the cluster’s cloud-related components with the under-
lying cloud platform, facilitating interfacing and management of the cloud-dependent

Kubernetes resources by the cloud provider.

Similar to kube-controller-manager, cloud-controller-manager packages multi-
ple independent controllers into a single binary. These controllers are specific to the
cloud provider. If the Kubernetes cluster is on-premises or local, the cloud-controller-

manager component is excluded from the installation.

The design of cloud-controller-manager utilizes a plugin system, allowing seamless

integration of various cloud providers with Kubernetes.

2.2.1.2 Nodes

A worker node in a Kubernetes cluster is a machine where container workloads undergo
their lifecycle as part of the Pod abstraction. The node components below are respon-

sible for running Pods, mounting volumes on them, and forwarding network traffic.

Kubelet

The primary node agent. Kubelet registers the node with the API server and a Node
object is created to represent it. When the scheduler selects a Node for a Pod to run on,
Kubelet is responsible for starting, monitoring, restarting, and stopping the Pod con-
tainers, as well as mounting the specified volumes. If the Pod state is not the desired,
Kubelet periodically retries to start the Pod and updates it on the API server with infor-

mative messages.
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kube-proxy
The node network proxy. kube-proxy is part of the Service abstraction and is respon-
sible for routing incoming traffic, whether from inside or outside the cluster, to Pod

containers based on specified IP and port number.

Container runtime

The essential component for running and managing containers. A container runtime
manages the complete lifecycle of containers, from start to termination. Kubelet in-
teracts with container runtimes through the Container Runtime Interface (CRI) for
handling containers within the Kubernetes environment. Kubernetes integrates with
well-known container runtimes such as containerd, rkt, CRI-O, and virtually any CRI

implementation.

2.2.1.3 Namespaces

Kubernetes utilizes namespaces to isolate resources into distinct, non-overlapping groups
within a single cluster. Objects of the same resource must have unique names within a
namespace but can share names across different namespaces. Kubernetes API resources
are either namespace-scoped or cluster-scoped. Namespaces are themselves API objects
of the Namespace resource, and when a Namespace is deleted from the cluster, all ob-

jects belonging to it are also deleted.

Namespaces prove beneficial for clusters accommodating multiple users, teams, projects,

and deployments.

2.2.1.4 Controllers

A Kubernetes controller is an active reconciliation process responsible for monitoring
one or more resources in the API server. It observes the objects of these resources,
comparing their current state to the desired state defined in their spec field. If the two
states are not aligned, the controller takes actions to bring the current state closer to the

desired state, typically by making requests to the API server.

At the end of each iteration, whether the desired state was achieved or not, the controller

updates the reconciling object’s status field, providing the most recent observations
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summarizing its current state. Clients and components rely on these status reports to
understand the object’s current state and take appropriate actions. This continuous pro-
cess is known as a control or reconciliation loop, drawing inspiration from the field of

robotics and automation.

The desired state of an object changes when its spec field is updated by a user. Kubernetes
controllers are designed to work on the most recent desired state they encounter and
may miss intermediate versions. In such cases, the system is not required to satisfy
previous states before moving to the next one; it will pick up from the most recently ob-
served state. Thus, Kubernetes exhibits a level-based behavior rather than an edge-based

one.

A common pattern is for a controller to be dedicated to one resource type for follow-
ing its desired state, and managing another resource by creating, updating and deleting
instances of it, to achieve the desired state. For instance, the built-in ReplicaSet con-
troller monitors ReplicaSet objects and ensures the specified number of Pods are always
present and operational. It scales up Pods when their desired number is higher, creating
new copies from the ReplicaSet template, and scales down Pods when there is an excess
by selecting and deleting surplus Pods. Another example is the DaemonSet controller,
which ensures a specified number of replica Pods are running on every node (or speci-
fied subset of nodes), populating newly added nodes with Pods and deleting Pods from

removed nodes.

Label selectors can influence the sets of objects a controller manages. For example,
the ReplicaSet controller attempts to take ownership of Pods with labels matching the
ReplicaSet selector when scaling up and releases owned Pods that no longer match when

scaling down.

The core Kubernetes controllers for the built-in resources (Deployment, Job, Persis-
tentVolume, etc.) are packaged in the kube-controller-manager Pod of the control
plane. Additionally, custom resources managed by custom controllers can be designed

and deployed to extend the Kubernetes API in various ways (see Section 2.2.2.2).

Of particular interest and importance to the Kubernetes storage layer are the Persis-

tentVolume and AttachDetach controllers of kube-controller-manager.
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PersistentVolume controller

The PersistentVolume controller watches for PersistentVolume (PV) and PersistentVol-
umeClaim (PVC) objects in the API server. It invokes the provisioning and deletion of
volumes (directly or indirectly), creating and deleting PV, and binding together PVCs
and PVs.

In the case of dynamic provisioning, the controller detects an unbound PVC request-
ing a volume of a particular StorageClass. It then updates the PVC with the name
of the volume plugin that is responsible for provisioning the volume by adding the
volume.kubernetes.io/storage-provisioner annotation with the provisioner value

of the StorageClass.

If the controller recognizes the plugin’s name as one of the in-tree volume plugins (vol-
ume plugins that are part of the Kubernetes code), it invokes the Provision method of
the specified plugin to create a new volume. Upon successful creation, the controller
generates a PV to represent the newly provisioned volume and binds the PV to the PVC

with a spec.claimRef object reference.

If the requested plugin is not recognized, considered an out-of-tree volume plugin (an
external volume plugin installed by an administrator, like a CSI plugin), the controller
broadcasts an Event on the PVC, indicating it is waiting for the external plugin to do
its job, and does nothing further. The external provisioner, deployed with the external
plugin and functioning as a PV/PVC controller similar to the built-in controller, detects
that a PVC refers to its registered plugin with the volume.kubernetes.io/storage-
provisioner annotation and triggers the plugin’s provision operation. For CSI plugins,
this provision operation corresponds to the CreateVolume RPC. The external provi-
sioner then creates a PV instance and binds it to the PVC, similar to the internal Persis-
tentVolume controller. An example of an external provisioner is given in Section 2.4.2,
regarding the external-provisioner developed by the Kubernetes team as a sidecar

container for external CSI plugins.

In all cases, when the PersistentVolume controller detects a PV bound to a PVC, it pro-
ceeds to bind the PVC to the PV, setting the PVC’s spec.volumeName to the PV’s name,

completing their bidirectional binding.

Similarly, when a user deletes the PVC, the PersistentVolume controller takes either of

two actions: it either calls the Delete method of the in-tree volume plugin to delete the
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volume or defers to the external provisioner to trigger the delete operation of the regis-
tered plugin. For CSI plugins, this delete operation corresponds to the DeleteVolume
RPC. Upon successful deletion, the controller associated with the plugin responsible for
the volume deletion (either the PersistentVolume controller or the external provisioner)

proceeds to delete the released PV from the API.

AttachDetach controller

The AttachDetach controller watches for Pods utilizing volume plugins that are sched-
uled on Nodes and invokes the attachment and detachment of volumes. For additional
insights on how the AttachDetach controller initiates the attach/detach operations of

CSI volume plugins, refer to Section 2.4.1.

2.2.1.5 Workloads

Kubernetes provides various abstractions for workloads, starting with the smallest unit—
the Pod. Higher-level abstractions manage sets of Pods in different ways. Users can se-
lect and configure the workload resources that best suit their application needs, and the

resource’s controller will strive to achieve the specified state.

Pod

The basic deployable unit in Kubernetes, a Pod comprises one or more containers co-
located on the same node. All containers within a Pod share namespaces, storage, and
network resources. These containers are intended to be parts of the same application

instance, benefiting from shared resources, dependencies, and communication.

The Pod API resource includes spec and status fields. The scheduler assigns Pods to
nodes, updating the Pod’s spec.nodeName field accordingly. Once a node is chosen, the
Kubelet on that node initiates the creation and preparation of the specified containers.

If the Pod starts successfully, it remains running on the node until termination.

Pods do not self-heal autonomously. In the event of a node failure, all Pods on that
node fail and are eventually removed from the API. Each Pod must be recreated, either

manually or by the managing controller.

Pods adhere to a specific lifecycle. The PodStatus object of the status field is a large
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nested structure that provides real-time information about the Pod’s volumes, assigned
IPs, and containers. The Pod’s phase (status.phase field) summarizes its lifecycle
stage. Every Pod starts from the Pending phase, progresses to Running if at least one of
its main containers starts successfully, and finally transitions to either the Succeeded or
Failed phases based on whether any container in the Pod terminated in failure. Sim-
ilarly, Kubernetes monitors and reports the lifecycle stage of each individual container

within the Pod. Container states include Waiting, Running, and Terminated.

When a Pod object is being deleted, it is first given a window for its processes to grace-
fully terminate before they are forcefully shutdown. Specifically, when a Pod is re-
quested for deletion, Kubernetes updates the Pod in the API server to show up as ”Ter-
minating” and a grace period is triggered (default is 30 seconds). On the node where
the Pod was running, Kubelet detects that the terminating Pod has a grace period set.
Kubelet then proceeds to ask the container runtime to stop the containers of the Pod by
sending the SIGTERM signal to the PID 1 process within each container. Processes listen-
ing for the SIGTERM signal then have an opportunity to perform any necessary cleanup
operations. Once the grace period expires, the SIGKILL signal is sent to any remaining

processes and the Pod is removed from the API server.

Users typically create and manage Pods indirectly through higher-level resources like

ReplicaSets or Deployments.

ReplicaSet
A ReplicaSet is responsible for maintaining a specified number of Pods at all times. The

ReplicaSet spec field most notably includes:

 selector: Label selector query for identifying matching existing Pods to adopt.

+ replicas: Desired number of replica Pods the ReplicaSet controller tries to main-
tain.

« template: Pod template (metadata and spec fields) used for generating new

Pods when their current number is insufficient.

The ReplicaSet controller scales up or down Pods in order to align with the desired
replica count. During scaling up, whether acquiring an existing Pod through a success-

ful selector query or creating a new replica Pod, the controller sets on the Pod an one-
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way link to its owner ReplicaSet object through a metadata.ownerReferences pointer.
This reference is used by the ReplicaSet controller to track the existing Pods owned by

each ReplicaSet instance.

Deployment

Operating in a manner similar to a ReplicaSet by specifying a Pod template and over-
seeing sets of Pods, a Deployment manages Pods through a ReplicaSet instance. It is a
higher-level construct than a ReplicaSet, with the Deployment controller providing ad-
ditional functionalities over its underlying Pods, such as rolling updates, rollbacks, and
versioning of the application. The Deployment is the recommended workload resource

for maintaining a stable group of stateless Pods.

StatefulSet

A StatefulSet manages the deployment and scaling of stateful applications. Unlike tra-
ditional Deployments, a StatefulSet assigns a unique and persistent identity to each Pod
it creates, making it suitable for applications that require stable network identifiers or

persistent storage.

DaemonSet

A DaemonSet guarantees a Pod is running on every Node in the cluster or a designated
subset. When new nodes join the cluster, corresponding Pods are automatically de-
ployed onto them. Conversely, when nodes leave the cluster, those Pods are removed.
The DaemonSet resource is useful in scenarios where achieving node coverage is im-

portant, such as node monitoring, log collection and storage services.

The above list of workload resources is not exhaustive.

2.2.1.6 Storage

Container filesystems are ephemeral by default. When a running container stops or
crashes and is later restarted, all prior data changes are permanently lost. Neverthe-
less, stateful applications, such as databases, demand data persistence across applica-

tion crashes, restarts, and reschedules. To address these challenges, Kubernetes has de-
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vised mechanisms and abstractions, allowing Pod containers to request and access both

ephemeral and persistent volumes that cater to their workload’s specific requirements.

Volumes

Kubernetes supports various types of file or block storage volumes, whether ephemeral
or persistent, local or remote. A Pod can define and utilize any number of volumes for its
containers. Ephemeral volumes undergo the same lifecycle as the Pod and are destroyed
when the Pod is deleted. However, persistent volumes have a lifecycle independent of a

Pod, and their contents persist through restarts.

At its core, a Kubernetes volume is a directory on a node that Kubelet mounts on Pod
containers. The volume can be either a formatted filesystem or a raw block device, and
the underlying medium can be either locally- or network-attached storage disk. Those
specifics, along with volume performance characteristics and supported features, are

determined by the storage provisioner of the volume.

A Pod can utilize any number of volumes for its containers. The volumes used are spec-
ified in the spec.volumes list, and the target container along with its corresponding
mount point are specified in spec.containers[*].volumeMounts. A running Pod
container process will view and access the original image root filesystem, along with any
externally mounted filesystems under the mount points in spec. containers[*].volu-

meMounts.

Some of the many Kubernetes volume types that can be specified in a Pod’s spec. volumes

are listed below:

« emptyDir: An initially empty directory that all containers in a Pod can read and
write to. Data in emptyDir survive container crashes and restarts. However, if
the Pod is removed from the node, the emptyDir volume is wiped out.

 configMap: A read-only directory containing configuration data for the Pod to
consume.

 hostPath: A directory mounted from the host node’ filesystem on the Pod con-
tainer. hostPath volumes pose many security risks and are intended for priv-
ileged applications that require access to the host filesystem, such as Docker’s
/var/lib/docker or Kubelets /var/1lib/kubelet, or for clusters on local com-

puters.
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local: Alocal to the node storage device backed by a disk, partition or directory.

By default, 1ocal PersistentVolumes can only be pre-provisioned and do not sup-

port dynamic provisioning. The PV must have node affinity set (spec.nodeAffinity

field), so Pods using the local PV can only be scheduled on the node where the
volume is mounted.

 fc: An existing Fibre Channel (FC) block storage volume.

o iscsi: AnexistingiSCSI (SCSI over IP) volume. The volume can be pre-populated
and its data is not affected by the deletion of the Pod. iscsi volumes can be
mounted as read-only by many consumer containers but can only be used in
read-write by a single consumer. An iSCSI server and the iscsi volume must
already exist to be used by a client Pod.

« nfs: An existing NFS (Network File System) volume. Similar to iscsi, but nfs
volumes can be mounted by multiple writers simultaneously.

 csi: A ephemeral volume provisioned by an arbitrary storage system through the
Container Storage Interface (CSI).

 persistentVolumeClaim: A reference to a persistent volume through a Persis-

tentVolumeClaim.

Static & dynamic provisioning

Cluster administrators have the ability to create new volumes from specific storage sys-
tems, along with PersistentVolume objects that represent these volumes in the Kubernetes
cluster. Users can then make use of these pre-created volumes in their Pods through a
PersistentVolumeClaim that references the PersistentVolume. This storage provisioning
method is known as static provisioning, where users can only choose from and consume

existing volumes.

Conversely, dynamic provisioning occurs when a new volume is created by the user on-
the-fly. Dynamically provisioned volumes offer convenience, as they are automatically
provisioned by a volume plugin in the cluster, and users can specify desired charac-
teristics such as storage size and access modes. Dynamic provisioning starts with the

StorageClass API.

StorageClass

Storage and cloud providers utilize StorageClass objects to represent and advertise the
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different "classes” or “tiers” of storage they offer. The StorageClass plays a crucial role
in the dynamic provisioning process in Kubernetes. Instead of pre-creating volumes,
administrators create a set of StorageClasses in the cluster. Users can then choose from
these classes and create volumes by specifying the StorageClass name in a PersistentVol-

umeClaim.

If a PVC does not specify a StorageClass in spec. storageClassName, the default Stor-
ageClass will be used. There can be only one default StorageClass in a single cluster.
PVCs that specify the empty StorageClass, >*”, effectively disable dynamic provisioning

for themselves and can only be bound to PV that do not belong to a StorageClass.

The StorageClass API is not namespaced and does not follow the standard spec/status

format. Its key fields include:

« provisioner: The specific volume plugin responsible for provisioning, manag-
ing, and deleting volumes of this StorageClass.

« parameters: Key-value map that describes the characteristics of volumes belong-
ing to the StorageClass, such as maximum IOPs, filesystem type, encryption used,
etc. The parameter keys are understood and accepted only by the associated pro-
visioner and are opaque to Kubernetes.

 volumeBindingMode: Controls when the dynamic provisioning of a volume should
occur: when a volume is first requested through a PersistentVolumeClaim or
when a Pod using the volume via the PersistentVolumeClaim is scheduled on a
node. The Immediate value expresses the former, while the WaitForFirstCon-
sumer the latter. Provisioners and storage backends that provide volumes glob-
ally accessible on any node in the cluster, like NFS or remotely attached volumes,
can work with StorageClasses of Immediate volume binding mode. However,
many storage backends require knowledge of the destination node to allocate the
specified volume locally. Administrators must use the WaitForFirstConsumer
volume binding mode for such backends to delay the provisioning process until
a Pod is scheduled and the node is known. Otherwise, it may result in unschedu-

lable Pods.

PersistentVolume

The PersistentVolume resource, sometimes simply referred to as PV or volume, repre-
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sents a statically or dynamically provisioned volume in the Kubernetes cluster. PVs are
like Kubernetes volumes defined in a Pod but have a lifecycle independent of any Pod

that uses them. The PV resource is not namespaced.

A user can claim a PersistentVolume by creating a PersistentVolumeClaim that refers
to a StorageClass with a specific amount of storage requested and certain access modes.
The PersistentVolume controller of kube-controller-manager detects the unbound
PVC and attempts to find an existing, unbound, matching PV. If such a PV does not
exist, the controller invokes the associated provisioner specified in the StorageClass to
provision a new volume. When the requested volume is provisioned, the controller
creates a new PV object in the API server to represent the volume. The PVC and PV
instances are bound to each other by the controller through a bi-directional binding,
meaning the volume belongs only to the user now who can manage it through the PVC

for as long as desired.

A Pod can use a PV through a PVC by including a persistentVolumeClaim section
with the PVC’s name in the Pod’s spec.volumes list. The Pod and its used PVCs must
all exist in the same Kubernetes namespace. When the Pod is scheduled, the volume
backing the PV bound to the PVC will be accessible by the Pod’s container(s). A PV
bound to a PVC and a PVC currently in use by a Pod are protected by finalizers and
cannot be removed from the API server when requested for deletion. A bound PVC
that is not used by a Pod can be deleted, and the bound PV is released and can be deleted

or reclaimed, depending on its reclaim policy.

The PV spec has the following fields:

« capacity: The requested lower and upper storage size bounds.

« persistentVolumeSource: The details regarding the actual storage asset backing
the PV. The currently supported (Kubernetes v1.28) volume plugins are: host-
Path, local, fc, iscsi, nfs, and csi. Vendor-specific volume plugins, like AWS
EBS, Azure Disk, CephFS, etc., were part of the core Kubernetes source code and
binaries but have started becoming deprecated with the introduction of CSI and
are no longer provided by default Kubernetes installations. Instead, third-party
plugins have to be deployed from their respective vendors in order to utilize them.
Only one volume plugin can be specified at a time in the spec of the PV. This field

is inlined, meaning the persistentVolumeSource key name is omitted and its
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value is promoted in the spec field in the PV returned from the API server.

 accessModes: The possible access modes requested for the volume, including
ReadWriteOnce (RWO), ReadWriteMany (RWX), ReadOnlyMany (ROX) and Read-
WriteOncePod (RWOP).

+ claimRef: The PV’s end of the bi-directional PVC-PV binding.

 persistentVolumeReclaimPolicy: The policy to follow when the PV is released
from a PVC. Retain means the PV and its underlying volume are preserved in
the cluster for manual reclamation by an administrator, Recycle means the PV
and its volume are preserved in the cluster but the data are whipped clean, and
Delete means the PV and its volume are permanently deleted. Recycle is cur-
rently deprecated.

« storageClassName: The name of the StorageClass that the volume belongs to; an
empty value ”” means that the volume does not belong to any StorageClass.

« mountOptions: The mount options to use when the volume is mounted on a node.

 volumeMode: Specifies whether the volume appears inside a container as a for-
matted filesystem or a raw block device, dictated by the Filesystem and Block
values, respectively.

» nodeAffinity: The set of node constraints defining what nodes the volume is
accessible from. nodeAffinity isalabel selector query that must match the labels

of a Node object, influencing the scheduling of Pods that use the volume.

The PV’s phase (status.phase field) can be one of the following:

Available: The PV is not yet bound to a PVC.

« Bound: The PV is bound to a PVC.

« Released: The previously bound PVC is deleted and the volume is not yet re-
claimed by the cluster.

 Failed: The released PV failed to get reclaimed or deleted.

PersistentVolumeClaim

The PersistentVolumeClaim resource, sometimes simply referred to as PVC or claim, is a
request for a volume with specific characteristics. A PVC becomes bound to an existing
or newly provisioned PV that matches the requested volume specifications. The PVC

resource is namespaced, in contrast to the PV resource which is cluster-scoped.
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Some of the PVC spec fields are:

» accessModes: The same access modes as in the PV spec.

+ volumeMode: The same volume mode (filesystem or block) as in the PV spec.

« resources: The requested storage size.

 storageClassName: The requested StorageClass that the volume must belong to.

o volumeName: The name of the bound PV. The PVC’s end of the bi-directional
PVC-PV binding.

« selector: Label selector query to consider for PVs for binding.

The PVC’s phase (status.phase field) can be one of the following:

» Pending: The PVC is not yet bound to a PV.
« Bound: The PVCis bound to a PV.
o Lost: The PVC was bound to a PV but that PV no longer exists.

2.2.2 API & Resources

The access point to Kubernetes is the API server of the control plane (kube-apiserver),
which exposes an HTTP resource-based declarative API. Clients and external compo-
nents query and manipulate the state of API objects through REST calls made on the
API server. The state of all cluster objects is persisted using the etcd control plane com-

ponent.

In addition to the standard HT TP verbs—GET, POST, PUT, PATCH, and DELETE—Kuberne-
tes uses its own custom verbs, often written in lowercase to distinguish them from the
HTTP verbs. For example, the get request returns only one resource instance, while the
list request returns a collection of instances that match the request’s criteria. A watch
request can be paired with get or list to track changes on resources. Moreover, the
traditional PUT verb is distinguished between create or update in Kubernetes, based
on whether the instance already exists or not. However, an update is not a PATCH; PATCH

is patch.

Collections of resource objects are published under the /api and /apis endpoints. Ob-

jects belonging to the same group are found at /apis/<group>. Each group can have
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different versions, indicating different levels of stability and support, resulting in dif-
ferent /apis/<group>/<version> paths. For example, the Deployment resource be-
longs to the apps group, which currently (Kubernetes v1.28) has the v1, vibetal, and
vlbeta2 versions. Objects of multi-version groups can be equally viewed and updated
from each one of their versions, with the API server handling the conversion. This is

important for preserving objects when one of their versions is deprecated and removed.

As a result, API resources are defined by their API group, resource type (e.g., Pod, De-
ployment, Service), namespace (for namespaced resources), and name. For cluster-
scoped resources, the endpoint is /apis/<group>/<version>/<type>/<name>, and
for namespaced resources, itis /apis/<group>/<version>/namespaces/<namespace-
>/<type>/<name>. For the core group, the group name is omitted in the endpoint and

apiversion field of objects.

2.2.2.1 API Objects

Kubernetes API objects are persistent data structures. These objects typically repre-
sent concrete entities or abstract concepts within the cluster, such as node machines,
groups of running containers, network resources, storage resources, namespaces, etc.
A Kubernetes object definition is a specification of the object’s desired state. Once the
object is created in the API server, Kubernetes continually works to achieve its desired

state.

The following top-level fields are required in the object’s definition file:

« apiVersion: The version of the created object in the Kubernetes API.
 kind: The kind or schema of the object (e.g., Pod, Deployment, PersistentVol-

ume).

Next, the metadata nested object fields include both required and optional fields that

help uniquely identify the object instance. Some of the metadata fields are:

« name: The unique name of the object within its current namespace.
 namespace: The namespace to which the object belongs. If omitted, the default

namespace is used.
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uid: A system generated, unique in time and space identifier that distinguishes
objects of the same name (and namespace if namespaced) between previous and
future recreations.

labels: A map of key-value pairs intended for organizational and grouping pur-
poses by end users.

annotations: A map of key-value pairs intended for attaching metadata by third-
party automations and external tooling.

finalizers: A list of strings that blocks the deletion of the object. When an
object is deleted, Kubernetes does not remove the object if it has a non-empty
finalizers list. Instead, Kubernetes adds a deletionTimestamp to the object,
transitioning it to a terminating state. New finalizer entries cannot be added in
this state. A controller responsible for the object detects the deletionTimestamp,
performs any necessary clean-up operations, and removes one or more finalizers
that it is responsible for. When the finalizers list becomes empty, the object is
removed from the API

creationTimestamp: A system generated string representing the date and time
the object was created.

deletionTimestamp: A system-generated string representing the date and time
at which the object will be deleted from the API, once the finalizers list is
empty.

ownerReferences: A list of objects dependent by this object, influencing its garbage
collection. Only one entry can be the controller; the owner object responsible for

this object.

If the resource is not solely for persisting and retrieving data (a StorageClass is a good

example), then it will most probably have the standard top-level spec and status fields:

spec: The desired state of the object, as specified by the user. The spec can have
multiple flat or nested fields, both mutable and immutable, and varies for different
resources. The convention is that spec is user-readable/writeable and controller-
readable.

status: The current state of the object, as observed by the relevant controller.

The status usually follows specific standards such as including a conditions
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array field or a phase field. The convention is that status is user-readable and

controller-readable/writeable.

Objects that contain both spec and status should not include other top-level fields

other than the standard apiVersion, kind, and metadata fields.

Kubernetes objects can be expressed in JSON or YAML format, in files known as man-
ifests. 'The manifest is used to create the object in the Kubernetes API server, either
through a client tool or by making a direct REST call. The object definition is serialized
in the HTTP body in JSON.

Listing 2.1 shows an example of a Deployment manifest in YAML.

Listing 2.1: Example of a Deployment

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
spec:
selector:
matchLabels:
app: nginx
replicas: 2
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:
- containerPort: 80

2.2.2.2 Custom Resources & Controllers

The Kubernetes API is extensible, allowing users to define custom resources (abbrevi-
ated as CRs) that are not part of the standard Kubernetes installation. Custom resources
are declared through CustomResourceDefinitions (CRDs), a special resource whose ob-
jects dynamically register and remove custom resources on the cluster without modi-
tying the Kubernetes source code. When a CRD object defining a new resource is cre-
ated, a new API endpoint is allocated for that resource to access its objects, similar to a
built-in resource. Deleting the CRD removes all custom resource objects, the endpoint

disappears, and Kubernetes no longer recognizes the custom resource.

Many new Kubernetes resources and functionalities were introduced through CRDs,

and some have been promoted to built-in resources over time.
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For new dynamic use cases, custom resources can be paired with custom controllers that
are not part of kube-controller-manager. This combination provides a declarative
API, where users define the desired state of a custom resource object, and the controller

reconciles it to achieve its desired state, updating it with the latest observations.

The Kubernetes Operator Pattern is based on custom resources and controllers. An op-
erator is a controller that encapsulates the role of a human operator responsible for a
service or sets of services. Operators are employed to look after specific resources and

applications, responding to updates and automating their behavior.

2.2.2.3 API Clients

The Kubernetes API can be accessed from the command-line with tools like kubectl
and kubeadm, using official client libraries in various programming languages when de-

veloping Kubernetes applications, or directly with REST calls.

2.3 Container Storage Interface (CSI)

The Container Storage Interface (CSI) is an industry standard for exposing arbitrary
block and file storage storage systems to containerized workloads on Container Orches-
trator systems (COs). CSI defines both how third-party storage providers can expose
their storage solutions in any CO environment that implements CSI, and how COs can
interface with external CSI volume plugins. The adoption of CSI decouples the storage
layer of COs from external storage systems, and enables both to develop and release fea-
tures at their own pace, enhancing flexibility, stability, and security. More details about
CSI can be found in the Container Storage Interface spec GitHub repository ', which

includes the CSI specification and library.

CSl is actively developed and enhanced with new RPCs, fields, and features in new re-

leases. The overview provided in this thesis involves CSI v1.8.0 >.

'https://github.com/container-storage-interface/spec/blob/master/spec.md
*https://github.com/container-storage-interface/spec/tree/v1.8.0
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2.3.1 CSI Remote Procedure Calls (RPCs)

The CSI API is based on Remote Procedure Calls (RPCs), using the gRPC framework
developed by Google. These RPCs invoke operations such as:

o Dynamic provisioning and deletion of a volume.

Attaching and detaching a volume on a node.

Mounting and unmounting a volume on a node.

Expanding an existing volume'’s size.
« Creating and deleting a snapshot from an existing volume.

« Creating a new volume from a snapshot.

The CSI specification focuses on the RPCs a CSI-compliant volume plugin must imple-
ment and serve to integrate with any number of different COs and expose its storage.
The component of a volume plugin that implements the CSI RPCs is called a CSI driver.
COs (the gRPC client) communicate with CSI drivers (the gPRC server) through RPCs
via a gRPC endpoint, which is a UNIX domain socket shared between the CO’s CSI

components and the driver.

The CSI RPCs are divided into three distinct sets:

« Identity service: RPCs that return identity and readiness information about the
plugin. The CO uses this information to uniquely identify the plugin and under-
stand its general capabilities. The Identity service is required; every plugin must

implement its three RPCs:

- GetPluginInfo: Returns the name and vendor version of the plugin. Two
plugin instances belong to the same plugin deployment if they report the
same name and version in the GetPluginInfoResponse.

- GetPluginCapabilities: Returns capabilities that describe all plugin in-
stances.

- Probe: Returns information about the plugin’s instance initialization status

and whether it is ready to accept Controller and Node service RPCs.

« Controller service: RPCs that involve operations that can run from any node in

the cluster (e.g., provisioning, attaching).
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» Node service: RPCs that involve operations that must run on the node where-

upon the plugin’s volume will be published (mounted) on.

Each CSI RPC receives a request structure and returns a response structure and a stan-
dard gRPC status structure for error handling. The request, response, and status are
serialized through the CSI endpoint using Protocol Buffers (Protobuf). Each request
and response structure of each RPC has a set of fields that are thoroughly documented,
including required fields, optional fields, relationships between fields, default values,

size limits, etc.

gRPC Server Ruby Client

C++ Service

A
of
¢ Respunse(s)

Android-Java Client

Figure 2.2: gRPC overview

[Source: https: rpc.io/docs/what-is-grpc/introduction/#overview]

RPCs can time out and be retried by the CO later on. The CSI plugin must ensure all
mutating RPCs are idempotent. An RPC that changes the state of the system, made with
the same parameters that constitute the ID of the call, must succeed only once. The exact

idempotency requirements of each RPC are documented in the CSI specification.

The CSI RPCs that drive a volume through its fundamental lifecycle from creation to

deletion in a CO environment are described below:

CreateVolume (Controller service): The CO invokes this RPC for the plugin to provi-
sion a new volume on behalf of a user. The volume’s requested size, type (file or block),
access modes, volume source, specific parameters, and topology constraints are all spec-
ified in the CreateVolumeRequest. The CO also passes a proposed unique identifier for
the requested volume that the plugin can choose to use as a token to refer to the volume

and drive the idempotency process. For idempotency, if a volume corresponding to


https://grpc.io/docs/what-is-grpc/introduction/#overview
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this identifier already exists and is compatible with the parameters passed in the Cre-
ateVolumeRequest, then the plugin must do nothing more and return an OK error
code in the CreateVolumeResponse. On success, the plugin returns in the CreateVvol-
umeResponse the volume identifier it shall use from now on to refer to the provisioned

volume so the CO can store it and pass it in subsequent RPCs.

DeleteVolume (Controller service): The CO invokes this RPC for the plugin to delete
avolume. This RPCis the negation of CreateVolume. The volume identifier returned by
the plugin in CreateVolume is passed in the DeleteVolumeRequest. For idempotency,
if a volume of this identifier does not exist, then the plugin must do nothing more and

return an OK error code in the DeleteVolumeResponse.

ControllerPublishvolume (Controller service): The CO invokes this RPC for the
plugin to make a volume available on a node. This process is considered the attachment
of a volume on a node and the plugin must not assume that the RPC is executed on the
destination node. The volume and node identifiers are passed in the ControllerPub-
lishVolumeRequest along with additional volume parameters. For idempotency, if the
volume of the given volume identifier is already published on the node of the given node
identifier and is compatible with the given parameters, then the plugin must do nothing

more and return an OK error code in the ControllerPublishVolumeResponse.

ControllerUnpublishVolume (Controller service): The CO invokes this RPC for the
plugin to perform the necessary operations for making a volume available on a different
node. This process is considered the detachment of a volume from a node and the plu-
gin must not assume that the RPC is executed on the node that the volume is published
on. This RPC is the negation of ControllerPublishVolume. The volume and node
identifiers are passed in the ControllerPublishVolumeRequest. For idempotency, if
the volume of the given volume identifier is not published on the node of the given node
identifier, or if the volume or node cannot be found and the volume is safely considered
detached from the node, then the plugin must do nothing more and return an OK er-
ror code in the ControllerUnpublishVolumeResponse. If the plugin implements the
optional NodeStageVolume/NodeUnstageVolume RPCs, then the CO must ensure that

this RPC is called after all NodeUnpublishVolume and NodeUnstageVolume calls on the
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volume are successful.

NodeStageVolume (Node service): The CO invokes this RPC for the plugin to prepare
a volume published on a node to be consumed by a workload by NodePublishVolume.
The plugin can assume that the RPC is executed on the same node that the volume is
published on. This RPC is optional for plugins that implement the Node service and it
is called when a workload is scheduled on a node for the first time. The CO passes in the
NodeStageVolumeRequest the volume identifier, the staging directory that the plugin
should mount the volume on, and additional volume parameters. This RPC is useful for
plugins that need to perform first-time operations to prepare a volume, like formatting
and partitioning a disk or creating auxiliary files and directories. For idempotency, if the
volume of the given volume identifier is already staged at the given staging directory and
compatible with the given parameters, then the plugin must do nothing more and return
an OK error code in the NodeStageVolumeResponse. If the plugin implements this RPC
and ControllerPublishVolume, then the CO must ensure that, for the given volume
and node, ControllerPublishVolume is successfully called before NodeStageVolume,
and NodeStageVolume is successfully called before NodePublishvolume. Additionally,

the CO must ensure that this RPC is successfully called once per volume per node.

NodeUnstageVolume (Node service): The CO invokes this RPC for the plugin to un-
stage a volume from a previously staged directory. This RPCis the negation of NodeStageVol-
ume. The plugin can assume that the RPC is executed on the same node that the volume
is published on. This RPC is optional for plugins that implement the Node service and it
is called when a workload has finished with the volume on the node and/or the volume
is to be moved on a different node. The CO passes in the NodeUnstageVolumeRequest
the volume identifier and the staging directory that the plugin must unstage the volume
from. For idempotency, if the volume of the given volume identifier is already unstaged
from the given staging directory, then the plugin must do nothing more and return an
OK error code in the NodeUnstageVolumeResponse. If the plugin implements this RPC
and ControllerUnpublishVolume, then the CO must ensure that, for the given volume
and node, NodeUnpublish is successfully called before NodeUnstageVolume, and Node-

UnstageVolume is successfully called before ControllerUnpublishVolume.
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NodePublishVolume (Nodeservice): The CO invokes this RPC for the plugin to mount
a volume on a specified path to be consumed by a workload. The plugin can assume
that the RPC is executed on the same node that the volume is published on. The CO
passes in the NodePublishVolumeRequest the volume identifier, the staging directory
of NodeStageVolume, the target directory that the plugin should mount the volume on,
and additional volume parameters. If the volume was previously staged in NodeStageVol
ume, then the plugin should mount (bind) the filesystem from the staging to the tar-
get path. On success, the CO will further mount the target path within the workloads
container filesystem. For idempotency, if the volume of the given volume identifier
is already mounted on the given target directory and compatible with the given pa-
rameters, then the plugin must do nothing more and return an OK error code in the
NodePublishVolumeResponse. If the plugin implements this RPC and Controller-
PublishVolume, then the CO must ensure that, for the given volume and node, this RPC
is called after ControllerPublishVolume is successfully called. Additionally, depend-
ing on the capabilities of the plugin, this RPC can be successfully called multiple times
for the same volume and different target directories at the same time (multi-consumer

volumes).

NodeUnpublishVolume (Node service): The CO invokes this RPC for the plugin to un-
mount a volume from a specified path. This RPC is the negation of NodePublishVvol-
ume. The plugin can assume that the RPC is executed on the same node that the vol-
ume is published on. This RPC shall be called for the same volume at least once for
each target path that was setup in a previous NodePublishVolume. The CO passes in
the NodeUnpublishVolumeRequest the volume identifier and target directory that the
plugin must unmount the volume from. For idempotency, if the volume of the given
volume identifier is already unmounted from the given target directory, then the plugin
must do nothing more and return an OK error code in the NodeUnpublishVolumeRe-
sponse. If the plugin implements this RPC and ControllerUnpublishVolume, then
the CO must ensure that, for the given volume and node, this RPC is successfully called

before ControllerUnpublishVolume is called.

The above list of RPCs is not exhaustive. The complete CSI RPC API can be found and
inspected in Protobuf or Go form in the GitHub container-storage-interface/spec

repository.
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A volume's lifecycle steps, aligned with the previously mentioned RPCs and their rela-
tive order imposed by the CO, and if the plugin supports the optional NodeStageVol-
ume/NodeUnstageVolume RPCs, are illustrated in Figure 2.3. If the plugin does not need
and support the staging phase, then it is simply omitted, and NodePublishVolume suc-

ceeds ControllerPublishVolume.

CreateVolume DeleteVolume
X > CREATED »
A
Controller Controller
Publish Unpublish
Volume Volume
\ 4
NODE_READY
A
Node Node
Stage Unstage
Volume Volume
\ 4
VOL_READY
A
Node Node
Publish Unpublish
Volume Volume
\ 4
VOL_READY

Figure 2.3: The lifecycle of a dynamically provisioned volume in CSI, in case the plugin
supports staging and unstaging volumes

2.3.2 CSI Plugin Architecture

As mentioned, all RPCs of the Identity service are required by all instances of a CSI
plugin. The RPCs of the Controller and Node services are optional. A plugin instance
can choose to implement and service some or all of the Controller or Node service RPCs,
which is communicated by advertising the associated capabilities. A CSI plugin running

on a node can be considered one of the following:

 Node Plugin: A gRPC endpoint serving the Node service RPCs. This plugin re-
quired direct access and privileged rights on the host filesystem.

o Controller Plugin: A gRPC endpoint service the Controller service RPCs. This
plugin usually does not require direct access and privileged rights on the host
filesystem.

« A single gRPC endpoint serving both the Controller and Node service RPCs,

sometimes called a unified Plugin.
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A minimally viable yet fully functional CSI plugin deployment must consist of both
Node and Controller Plugins. At least one Controller Plugin is required to drive opera-
tions such as creating, attaching, snapshotting, cloning, resizing, and querying volumes.
At least one Node Plugin is required on every node where a volume is to be published.
Cluster administrators can choose whether to deploy more than one Controller Plugin or
Node Plugin per node for high availability, as well as explore different deployment com-
binations and architectures, such as unified or split-only Plugins, separate Controller-only
and Node-only Plugins on the same node, Controller-only Plugins on the master node

only, etc.

2.4 Kubernetes & CSI

Prior to the Container Storage Interface (CSI), volume plugins in Kubernetes were "in-
tree”, meaning they were part of the Kubernetes source code and were compiled, built,
and shipped with the core Kubernetes binaries. This design approach posed several

challenges:

Storage vendors had to inspect and understand Kubernetes code and comply with

the Kubernetes release process for maintenance and bug fixes.

Storage vendors had to make their plugin’s source code public.

Kubernetes binaries had to satisfy the plugin’s dependencies instead of the plugin

being a separate container with self-managed dependencies.

Bugs and security issues in a plugin affected Kubernetes components.

CSI became Generally Available (GA) in Kubernetes v1.13 (2018). With the adoption of
CSI, Kubernetes and third-party volume plugin code and logic are decoupled. Storage
providers can develop a CSI-compliant plugin once and deploy it across different COs.
Kubernetes can discover, register, and interact with arbitrary external volume plugins
through a well-defined and secure API, providing end users with a broader choice of

storage solutions.

Kubernetes has developed its own mechanisms and APIs to implement CSI and support

CSI-compliant volume plugins.
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The in-tree CSI volume plugin, which is part of Kubelet and is an adapter for interfacing
with external CSI drivers, initiates the attachment/detachment processes and invokes
the NodePublishVolume/NodeUnpublishVolume RPCs on the Node Plugin to moun-

t/unmount a volume at a specified path.

For creation/deletion and attachment/detachment, external components monitor the
Kubernetes API and trigger the CreateVolume/DeleteVolume and ControllerPubli-
shvolume/ControllerUnpublishVolume RPCs against a Controller Plugin. These com-
ponents are Kubernetes controllers and perform complex Kubernetes-specific opera-
tions. To aid storage providers and alleviate them from any Kubernetes layers, the
Kubernetes team has developed and offers these components in the form of sidecar
containers meant to be deployed alongside a Controller Plugin container in the same

Pod.

kubernetes C S |

Figure 2.4: Kubernetes & CSI

2.4.1 Kubelet to CSI Plugin Communication

Kubelet, through the in-tree CSI volume plugin, communicates with a CSI driver run-
ning on the same node via a UNIX domain socket. The CSI driver is required to create

a socket under /var/lib/kubelet/plugins/<plugin-name>/.

Upon registration, Kubelet invokes the NodeGetInfo RPC against the socket. The CSI
plugin returns in the NodeGetInfoResponse the node identifier (the unique identifier

by which the plugin understands and references the node, which might differ from the
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Kubernetes Node name) and, if the plugin is topology-aware, the topology information

(the set of key-value pairs the plugin uses to topologically identify the node).

Subsequently, Kubelet creates a CSINode object, if one does not exist, and fills it with the
information obtained from NodeGetInfo. The CSINode resource stores details about
all CSI drivers running on the Node. It has the same name as the corresponding Node
object and has an owner reference pointing to it. Kubernetes components use the CSIN-
ode object to map from the Kubernetes Node name to the driver’s node identifier for
calls like ControllerPublishVolume, and to store and collect the driver’s topology in-

formation for the CreateVolume call in case of topology-aware provisioning.

The in-tree CSI volume plugin

When the AttachDetach controller of kube-controller-manager identifies that a Pod
utilizing a CSI volume is scheduled on a Node, it triggers the attach operation of the
in-tree CSI volume plugin. The in-tree CSI volume plugin then generates a VolumeAt-

tachment object.

The VolumeAttachment resource captures the intention for attaching or detaching a
volume on/from a node by a specific CSI plugin. The VolumeAttachment spec field

includes:

« attacher: The name of the plugin responsible for the attachment of the volume,
as returned by the GetPluginInfo RPC.

« nodeName: The name of the node the volume is to be attached. This is the Kubernetes
Node name. The corresponding node identifier as understood by the plugin is
obtained from the CSINode object.

« source: Represents the volume that is to be attached. It is the name of the Per-

sistentVolume.

An external attacher component, deployed alongside a Controller Plugin instance, de-
tects the newly created VolumeAttachment object and invokes the ControllerPub-

1ishvolume RPC of the plugin via a UNIX domain socket.

Upon deleting the same Pod from the Node, the AttachDetach controller triggers the de-

tach operation of the in-tree CSI volume plugin. The in-tree CSI volume plugin deletes
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the corresponding VolumeAttachment object. The external attacher component recog-
nizes that the VolumeAttachment object is marked for deletion and invokes the Con-

trollerUnpublishVolume RPC of the CSI plugin.

The SetUp and TearDown methods of the in-tree CSI volume plugin directly invoke
the NodePublishVolume and NodeUnpublishVolume RPCs of the registered CSI plugin.
For NodePublishVolume, Kubelet creates a unique per-Pod per-volume target path un-
der /var/lib/kubelet for the CSI plugin to mount the volume. Following a successful
NodePublishVolume, Kubelet bind-mounts the volume within the container(s) of the

Pod. Upon a successful NodeUnpublishVolume, Kubelet deletes the target path.

node-driver-registrar
To simplify deployment and registration for a Node Plugin, Kubernetes provides the
node-driver-registrar sidecar container that runs in the same Pod as the plugin and

registers the plugin with Kubelet using the kubelet plugin registration mechanism °.

The node-driver-registrar uses two UNIX domain sockets: a registration socket
(shared between Kubelet and the node-driver-registrar) and a CSI driver socket

(shared between all three; CSI driver, Kubelet, and node-driver-registrar).

The registration socket is a hostPath volume mounted from /var/1lib/kubelet/plug-
ins-registry/ on the host at /registration/ inside the node-driver-registrar
container. The node-driver-registrar creates a UNIX domain socket under the

/registration directory and communicates with Kubelet on the host.

The CSI driver socket is a hostPath volume mounted from /var/1lib/kubelet/plugi-
ns/<driver-name>/ on host inside the CSI driver and node-driver-registrar con-
tainers. The CSI driver creates a UNIX domain socket under this container mount path.
The full host path of the CSI driver socket and the corresponding container path inside
the node-driver-registrar container are passed as arguments to the node-driver-
registrar. The node-driver-registrar invokes the GetPluginInfo RPC on the
given CSI endpoint to get the driver’s name and informs Kubelet via the registration

socket about the CSI driver socket on the host, thus registering the driver with Kubelet.

As the generated target paths of Kubelet for the NodeStageVolume and NodeUnpub-

*https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/device-
plugins/#device-plugin-registration
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lishvolume RPCs are under /var/lib/kubelet/, a containerized Node Plugin must
also mount this directory within its container. Bidirectional mount propagation is cru-
cial to ensure the plugin receives updates from Kubelet and the plugin’s mounts are

propagated on the host and detected by Kubelet.

2.4.2 Master to CSI Plugin Communication

The kube-controller-manager of the master node does not directly communicate
with a CSI driver through a UNIX domain socket for security reasons. Instead, it com-
municates with a CSI driver through the Kubernetes API. External controllers mon-
itor the Kubernetes API server for creation, update, and deletion events on specified
resource objects and trigger the corresponding RPCs against the CSI endpoint of the

driver.

external-provisioner

The provisioning and deleting operations are handled by an external provisioner. The
external-provisioner sidecar container runs in the same Pod with a Controller Plugin
master container, watches the Kubernetes API for PVC objects that refer to the CSI
plugin, and invokes the CreateVolume and DeleteVolume RPCs of the plugin via their
shared UNIX domain socket. Similar to Kubelet, the external-provisioner learns

the name of the plugin through the GetPluginInfo RPC.

More specifically, an administrator creates a StorageClass that refers through the pro-
visioner field to the CSI plugin’s name as returned by GetPluginInfo. A user then
creates a PVC using this StorageClass. The external-provisioner recognizes that a
PVC refers to the CSI plugin through its StorageClass and invokes the CreateVolume
RPC of the plugin. If CreateVolume is successful, the external-provisioner creates
a PV using the information returned in the CreateVolumeResponse and binds the PV

to the PVC.

When the PVC is deleted, the external-provisioner invokes the DeleteVolume RPC

and on success, deletes the released PV.
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external-attacher

The attaching and detaching operations are handled by an external attacher. The external-
attacher sidecar container runs in the same Pod with a Controller Plugin master con-
tainer, watches Kubernetes API for VolumeAttachments objects that refer to the CSI
plugin, and invokes the ControllerPublishVolume and ControllerUnpublishVol-

ume RPCs of plugin via their shared UNIX domain socket.

More specifically, the external-attacher detects that a VolumeAttachment object,
created by the in-tree CSI volume plugin, refers to the external CSI plugin and invokes
the ControllerPublishVolume RPC of the plugin. If ControllerPublishVolume is
successful, the external-attacher sets the VolumeAttachment’s status.attached

field to true, indicating the successful attachment to the cluster.

When the VolumeAttachment object, safeguarded by a finalizer, is deleted by the in-
tree CSI volume plugin, the external-attacher detects the deletionTimestamp on
it and invokes the ControllerUnpublishvolume RPC of the plugin. On success, the
external-attacher removes the finalizer from the VolumeAttachment, enabling its

removal from the API server and indicating the successful detachment of the volume.

2.4.3 Kubernetes CSI Sidecar Containers

The complete list of (non-deprecated) Kubernetes CSI sidecar containers is:

 external-provisioner: Enables the dynamic provisioning and deletion of vol-
umes. Watches for PVC objects and invokes the CreateVolume and DeleteVol-
ume RPCs against a CSI endpoint.

« external-attacher: Enables the attachment and detachment of volumes. Watches
for VolumeAttachment object and invokes the ControllerPublishvolume and
ControllerUnpublishVolume RPCs against a CSI endpoint.

« external-snapshotter: Enables the snapshotting of volumes. Watches for Vol-
umeSnapshot CRD objects and invokes the CreateSnapshot and DeleteSnap-
shot RPCs operations against a CSI endpoint.

» external-resizer: Enables expansion of volumes. Watches for edits on PVC

objects and invokes the ControllerExpandVolume RPC against a CSI endpoint.
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 node-driver-registrar: Registers the CSI driver with Kubelet using the kubelet
plugin registration mechanism. Kubelet invokes the Node service RPCs.

 livenessprobe: Monitors the health of the CSI driver by invoking the Probe
RPC and reporting it to Kubernetes via the liveness probe mechanism.

 external-health-monitor: Monitors the health of the volumes by invoking the
ListVolumes or ControllerGetVolume RPCsagainsta CSI endpoint and report-

ing Events on PVCs if the health status is abnormal.

2.4.4 Deploying a CSI Plugin on Kubernetes

Kubernetes does not enforce a specific way of packaging and deploying an external CSI
plugin. However, it does provide a recommended architecture that facilitates the de-

ployment and operation of a CSI plugin, as illustrated in Figure 2.5.
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Figure 2.5: Recommended deployment architecture of CSI plugins on Kubernetes

recommended-mechanism- for- degloylng csi-drivers-on-kubernetes]

According to the recommendation, all CSI plugin instances are containerized. One or
more Controller Plugins are defined in a Deployment or StatefulSet, and all Node Plugins
result from a DaemonSet. Of course, every plugin must provide the Identity service.
For the Controller Plugin container, all sidecar containers communicate with the plugin
through a UNIX domain socket originating from a shared emptyDir volume. For the

Node Plugin container, registered with Kubelet via the node-driver-registrar, at least


https://github.com/kubernetes/design-proposals-archive/blob/main/storage/container-storage-interface.md#recommended-mechanism-for-deploying-csi-drivers-on-kubernetes
https://github.com/kubernetes/design-proposals-archive/blob/main/storage/container-storage-interface.md#recommended-mechanism-for-deploying-csi-drivers-on-kubernetes
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two hostPath volumes are required for the registration and CSI driver UNIX domain

sockets, as described in Section 2.4.1.

2.4.5 Example Walkthrough

In this section, we provide a concise yet end-to-end overview of the CSI implementation

in the Kubernetes container orchestrator system, covering the entire volume lifecycle.

2.4.5.1 Creating Volumes

1. A cluster administrator creates a StorageClass object referring to an out-of-tree
third-party CSI driver that is installed and running in the Kubernetes cluster.
Listing 2.2 shows an example of a StorageClass with Immediate volume binding

mode, Delete reclaim policy, and referencing the foo.csi.driver CSI driver.

Listing 2.2: Example of a StorageClass

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: example-storageclass
parameters:

type: fast-ssd
provisioner: foo.csi.driver
reclaimPolicy: Delete
volumeBindingMode: Immediate

2. A user creates a PersistentVolumeClaim, in his namespace of choice, claiming
a volume of the previously created StorageClass. Listing 2.3 shows an example
of a PVC using the StorageClass of the previous example and requesting a 5GiB

volume.

Listing 2.3: Example of a PVC

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:
name: example-pvc
spec:
accessModes:
- ReadWriteOnce
storageClassName: example-storageclass
resources:
requests:
storage: 5Gi

3. The PersistentVolume controller, running as part of the kube-controller-manager

Pod in the control plane, detects the unbound PVC requiring dynamic provision-

ing by an out-of-tree CSI volume plugin and sets the volume . kubernetes.io/storage-

provisioner annotation on the PVC with the driver name from the provi-

sioner field of the StorageClass.
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4. The external-provisioner sidecar container of the CSI driver detects the un-
bound PVC with the volume.kubernetes.io/storage-provisioner annota-
tion referring to the CSI driver and (in case of Immediate volume binding mode)
invokes the CreateVolume RPC of the driver. The external-provisioner uses
parameters from the StorageClass, PVC, and corresponding CSINode objects for

the CreateVolumeRequest; the external-provisioner:

(a) Generates a unique name, pvc-<pvc.uid>, for the CreatevVolumeRequest
volume identifier.

(b) Specifies the required capacity of the CreateVolumeRequest based on the
requested capacity specified on the PVC.

(c) Translates the PVC access modes to CSI access modes.

(d) Specifies mount or block volume, as specified in the PVC.

(e) Copies the parameters map of the StorageClass in the CreateVolume pa-
rameters, along with other optional metadata.

(f) Ifthepluginistopology-aware (VOLUME_ACCESSIBILITY_CONSTRAINTS plu-
gin capability), the external-provisioner gathers the topology informa-
tion of the plugin from the cluster Node and CSINode objects and incorpo-

rates it in the CreateVolumeRequest.

5. If CreateVolume returns successfully, the external-provisioner creates a Per-
sistentVolume object to represent the newly provisioned volume and binds it to
the PersistentVolumeClaim (pv.claimRef is set to an object reference to the PVC
including its name, namespace, and UID). The PV stores the volume_id of the
CreateVolumeResponse in spec.csi.volumeHandle.

6. The PersistentVolume controller detects that the newly created PV has a binding
reference to the PVC and binds the PVC to the PV (pvc. spec.volumeName is set

to pv.name), completing the bi-directional binding process.

2.4.5.2 Deleting Volumes

1. A user deletes the PVC bound to the PV backed by the CSI volume.
2. The external-provisioner of the CSI driver detects the deletion of the PVC
and (in case of Delete reclaim policy) invokes the Deletevolume RPC of the

driver using the volume_id of the released PV for the DeleteVolumeRequest.
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3. If DeleteVolume returns successfully, the external-provisioner deletes the re-

leased PV object.

2.4.5.3 Attaching Volumes

1. A user creates a Pod that uses the PVC referring to the CSI volume. Listing 2.4

shows an example of a Pod using the PVC of the previous example.

Listing 2.4: Example of a Pod

apiVersion: vl
kind: Pod
metadata:
name: example-pod
spec:
containers:
- name: app
image: nginx:stable-alpine
imagePullPolicy: IfNotPresent
volumeMounts:
- name: vol
mountPath: /data
ports:
- containerPort: 80
volumes:
- name: vol
persistentVolumeClaim:
claimName: example-pvc

2. The scheduler selects a Node for the Pod.

3. The AttachDetach controller, running as part of the kube-controller-manager
Pod in the control plane, detects the Pod referring to a CSI volume and scheduled
on a Node and triggers the attach operation of the in-tree CSI volume plugin.

4. The in-tree CSI volume plugin creates a new VolumeAttachment object referring
to the CSI driver, the CSI volume and scheduled Node.

5. Theexternal-attacher sidecar container of the CSI driver detects the VolumeAt-
tachment and invokes the ControllerPublishVolume RPC of the driver. The
external-attacher uses parameters from the VolumeAttachment, PV, and cor-
responding CSINode objects for the ControllerPublishVolumeRequest; the

external-attacher:

(a) Translates the Node name of the VolumeAttachment to the node_id of the
driver found on the corresponding CSINode.

(b) Dereferences the PV specified on the VolumeAttachment to get the vol-
ume_id and other metadata returned by the driver in the CreateVolumeRe-

sponse.

6. If ControllerPublishVolume returns successfully, the external-attacher up-

dates the VolumeAttachment status.attached field to true to indicate the suc-
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cessful attachment of the volume.

2.4.54 Detaching Volumes

. A user deletes the Pod that refers to the CSI volume and is scheduled on a Node.

The AttachDetach controller detects that the Pod referring to a CSI volume is
terminated or deleted and triggers the detach operation of the in-tree CSI volume

plugin.

. The in-tree CSI volume plugin deletes the corresponding VolumeAttachment ob-

ject which is protected by a finalizer.

. The external-attacher of the CSI driver detects the deletionTimestamp on

the VolumeAttachment and invokes the ControllerUnpublishVolume RPC of
the driver using parameters from the VolumeAttachment and corresponding CSIN-

ode objects for the ControllerPublishVolumeRequest.

. If ControllerUnpublishVolume returns successfully, the external-attacher

removes the finalizer from the VolumeAttachment to allow for it to be removed

from the API and indicate the successful detachment of the volume.

2.4.5.5 Mounting Volumes

1.

Kubelet detects that the Pod referring to the CSI volume has been scheduled on
the Node and invokes the WaitForAttach method of the in-tree CSI volume plu-
gin.

The in-tree CSI volume plugin waits on the corresponding VolumeAttachment

object until its status.attached field is set to true and then returns.

. Kubelet invokes the SetUp method of the in-tree CSI volume plugin which in turn

invokes the NodePublishVolume RPC of the CSI driver.
If NodePublishVolume returns successfully, the specified target path where the

CSI volume is mounted is further mounted on the Pod container.

2.4.5.6 Unmounting Volumes

1.

Kubelet detects that the Pod referring to the CSI volume is terminated or deleted
on the Node and invokes the TearDown method of the in-tree CSI volume plugin

which in turn invokes the NodeUnpublishVolume RPC of the CSI driver.
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2. If NodeUnpublishVolume returns successfully, the specified target path where the

CSI volume was mounted is unmounted from the Pod container.

2.5 Union Filesystems

Union filesystems or union mounts, provide a way of overlaying multiple directories
and filesystems, known as branches or layers, to create a new virtual filesystem. This new
filesystem appears as a single unified hierarchy that contains the combined contents of
its branches. Contents located in the same relative path in two or more branches are

viewed together under a single directory in the merged filesystem.

Union mounts can be used to aggregate large storage pools from multiple existing drives
for various use cases, including snapshotting, single point of access, and restricting
writes to specific segments. A common application of union fileystems is overlaying a
small writable filesystem on top of a read-only medium, such as a live CD/DVD. Then,
writes to the union mount will be propagated to the writable part of the filesystem, cre-
ating the illusion of a fully writable filesystem without altering the base filesystem. This
technique is known as copy-on-write (CoW). Union filesystems are also popular in the
Docker environment for building Docker images and containers by layering read-only

and read/write directories.

Union filesystems were first brought to Linux in 1993 with the introduction of the pro-
totype called Inheriting File System (IFS). Since then, many different implementations
have emerged over the years, including UnionFS (2003), aufs (2006) and OverlayFS
(2009). The OverlayFS implementation was successfully merged into the mainline Linux
3.18 Kernel in 2014. Similarly, GlusterFS is a solution for union mounting network

filesystems.

MergerFS, initially launched in 2014, stands out as an actively maintained open-source

FUSE-based implementation, enabling the aggregation of arbitrary branches.

2.5.1 Filesystem in Userspace (FUSE)

Filesystem in Userspace (FUSE) is a framework for enabling non-privileged userspace

code to create, export, and manage filesystems outside the kernel.
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FUSE simplifies filesystem development considerably, enables rapid prototyping, im-
proves isolation and stability, supports the use of different external libraries, and pro-
ceeds at a much higher pace compared to merging filesystem code into the kernel. How-
ever, FUSE comes with a significant performance penalty since it has to switch between

kernel and user contexts in the critical path.

FUSE consists of two main components:

o fuse.ko: The FUSE kernel module. This is the bridge to the actual kernel inter-
faces.

« libfuse: The userspace shared library. 1ibfuse provides functions to mount and
unmount FUSE filesystems, read requests from the kernel, and send responses

back. It also provides the fusermount3 utility for mounting by non-root users.

FUSE applications can link to the 1ibfuse library and communicate with the FUSE

kernel module over the /dev/fuse special character device.

To implement a new FUSE filesystem, one has to write a handler or daemon program
that uses libfuse. This handler program defines the meaning of the read/write/stat
operations for the FUSE filesystem, registers with the kernel, and mounts the filesystem.
After that, a user’s IO requests on the filesystem will be redirected from the VFS interface
to FUSE and then to the handler process. The handler performs the requested operation,
returns the response to FUSE, which then forwards it back to VFS and ultimately back

to the user.

Figure 2.6 illustrates an example flow-chart diagram of the aforementioned mecha-
nism and user-kernel space switching. A user’s list request (1s -1 /tmp/fuse) is for-
warded from VES to FUSE. FUSE then invokes the handler program (. /hello) with
the passed request (1s -1 /tmp/fuse). The handler’s response is surfaced back to

userspace through the kernel, following the reverse path.

FUSE (the kernel-side module) was merged in the mainline Linux 2.6.14 Kernel and its

supported platforms include Linux, FreeBSD, OpenBSD, macOs and Windows.
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............................

./hello /tmp/fuse

Is -1 /tmp/fuse (“' libfuse ,

C e [1)iCT) e )
Userspace  “---e-
Kernel FUSE

NFS
VFS
Ext3

Figure 2.6: How FUSE works

[Source: https://en.wikipedia.org/wiki/Filesystem in Userspace]

2.5.2 MergerFS

MergerES is a feature-rich, policy-based union filesystem implementation that utilizes

FUSE.

MergerES operates by logically combining paths, referred to as branches, into a new
FUSE-based union mount, known as a pool, much like a union of sets. Branches can
consist of paths from different filesystems, filesystem types, and disk sizes. Alternatively,
they can be different paths on the same filesystem. Branches may also already contain

data or not.

MergerFS boasts a wide range of features, including:

Policy-based filesystem access.

o Ability to add or remove filesystems at will.
« Resistance to individual filesystem failure.

o Support for extended attributes (xattrs).

o Support for file attributes (chattr).

» Runtime configurable (via xattrs).

» Works with heterogeneous filesystem types.
« Mixes RO and RW filesystems.

 Hard link copy-on-write.


https://en.wikipedia.org/wiki/Filesystem_in_Userspace
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The command-line syntax of MergerFS is simple:

mergerfs -o <options> <branches> <mountpoint>

“branches” is a colon (:) delimited list of the paths to merge and mountpoint” is the

destination path for the resulting union mount.

As MergerFS utilizes FUSE, it can also be run by non-root users. Upon successful exe-
cution of mergerfs, the MergerFS FUSE filesystem is mounted and the MergerFS FUSE
userspace handler operates in the background to service the filesystem. The handler
primarily acts as a proxy for its underlying filesystems with additional routing logic
for dispatching filesystem functions. MergerFS neither interferes with the data pass-
ing through it nor with the underlying filesystems and block devices. Additionally, it
does not split or strip data across filesystems, as seen in RAIDO, but rather divides some
behaviors and aggregates others. During normal execution, the FUSE handler process

terminates when the MergerFS filesystem is unmounted.

MergerFS groups POSIX filesystem functions (e.g., creat, stat, chown, etc.) into three
categories: action, create, and search. Every user IO action on a MergerFS filesystem falls
into one of these three categories. Each function and category can be assigned a policy,
which is the algorithm by which MergerFES selects the underlying destination branch
when performing a function. For instance, it may choose the branch with the least or
most available space, the first branch where the relative path is found, or a random or

semi-random branch.

Policies are also grouped into two categories: path-preserving and non-path-preserving.
Path-preserving policies only consider the branches where the relative path of the func-
tion already exists. When a relative path within the pool is created in a branch for the
first time (or if it already existed), all subsequent files created under this path will be
placed in this branch. For the non-path-preserving counterpart policies, a destination
branch is chosen based on the policy and the relative path will be cloned on the branch
if it does not already exist. This means that files with the same relative path may be
spread across branches. This behavior may not be desirable; for example, a user may
wish all their movies to be located under a single movies directory when MergerFS is
not mounted. In this case, the appropriate path-preserving policy should be selected.
The default policy is epmfs (existing path, most free space), where, of all the branches

where the relative path exists, the one with the most free space is chosen.
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The performance of MergerFS incurs an expected overhead due to the FUSE user-kernel
space switching and relies on the capabilities and configurations of the devices and

filesystems involved in the pool.

mergerfs /branchil:/path/branch2 /merged

/branch1 + /path =
dirl branch2

filel dirl filel
dir2 file2 file2
file4 file3 file3
file6 dir3 dir2
file5 file4
dir3
file5
file6

/dev/sda on /branchl type ext4 ...
/dev/sdb on /path/branch2 type xfs ...

branchil:path/branch2 on /merged type fuse.mergerfs ...

Figure 2.7: MergerFS mount example
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Design

In this chapter, the provide the design decisions and mechanisms that make up the soft-

ware application of this thesis.

3.1 Overview

We aim to introduce a Kubernetes volume plugin that exposes union filesystems by ag-
gregating local storage volumes. This plugin integrates with Kubernetes through the

Container Storage Interface (CSI) via its CSI driver. We call it Union CSI.

In order to quickly develop a simple working example and realize our concept, we have
decided to leverage and integrate existing solutions and constructs. The core idea is that
Union CSI, in its current form, functions as a “meta-plugin™ a plugin that uses other
plugins to aggregate the volumes they offer. Union CSI aims to deploy in Kubernetes
and integrate seamlessly with an existing storage system (as long as it meets certain
requirements we set in this chapter), enabling union mounts of its filesystem instances.
This approach not only saves us time and effort, particularly in the context of this thesis,
but also eliminates the need to reinvent the wheel by implementing an LVM-based or

similar, solution from the ground up.

Union CSI invokes the creation and deletion of volumes from the underlying storage
system through the PersistentVolumeClaim Kubernetes API. Kubernetes users should
be able to create extra-large PVCs (where "extra-large” implies that the requested storage

size greatly exceeds the available disk space of any single node in the cluster). Union CSI
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internally creates a set of smaller PVCs, the sum of which satisfies the initial requested
capacity. The requested smaller volumes are of the underlying storage system and can

fit on capacious local disks across different nodes.

upper lower

PVC —> Union CSI —> BiE

storage: 150Gi storage: 50Gi

Figure 3.1: Union CSI manages sets of PVCs

Another responsibility we aim to delegate from our end to the underlying volume plu-
gin is the ability to remotely access storage. If the volume plugin used by Union CSI
leverages local storage from node machines, as opposed to shared storage (think AWS
EBS volumes), it should also be capable of linking storage between nodes, creating a
storage area network (SAN). This requirement, however, limits our options for stor-
age systems to use to only those that have storage networking capabilities (such as an
iSCSI implementation) for accessing remote volumes and transporting data from node
to node. While some such plugins do exist, and we deploy one and showcase it in a
later chapter, it makes sense for Union CSI to implement this feature, as it is a necessary
element to leverage and combine local storage from different nodes. An addition to our

future work list for sure.

Union CSI remains agnostic to the underlying storage system’s status, operations, or
existence. Union CSI is directed towards a specific storage system through the user
parameters passed in the CreateVolume CSI RPC. This means that the same Union CSI
instance can be configured and combined with various existing storage solutions within

the same cluster.

Union CSI does not directly communicate with the underlying plugin; communication
is mediated through Kubernetes. Union CSI employs the same Kubernetes API that a
user would (i.e., PVCs and Pods) to trigger the desired volume operations of the under-

lying plugin, and observes the results through updates on the API objects.
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kubernetes

Qe kube-controller- f\/
2! manager Ve

< Storage backend API >

(e.g. kubect))

Lower storage syster

m
Union CSI (assuming CSl-compatible)

A user makes a request to the Kubernetes API server for a storage operation from the
Union CSI plugin and Kubernetes updates the cluster state accordingly. For example, a
user creates a PVC using a Union CSI StorageClass and the PersistentVolume
controller of kube-controller-manager updates the PVC for an external provisioner.

A Kubernetes CSI sidecar container deployed with a Union CSI instance picks up the
updated state of Kubernetes and invokes the corresponding RPC of the Union CSI
plugin via a gRPC endpoint. For example, the external-provisioner sidecar container
detects the updated PVC and invokes the CreateVolume RPC.

The Union CSI plugin instance validates the RPC request (CSI driver component) and
invokes the Kubernetes API (storage backend component) to retrieve the current state
of the requested storage operation and update it if necessary. For example, Union CSI
creates a sets of PVCs using a StorageClass of the lower storage system.

A Kubernetes CSI sidecar container deployed with a lower storage system instance
picks up the updated state of Kubernetes and invokes the corresponding RPC of the
lower storage system via a gRPC endpoint. For example, the external-provisioner
sidecar container detects one or more PVCs and invokes the CreateVolume RPC. We
assume that the storage system integrates with Kubernetes through CSI.

The storage system carries out the requested storage operation. For example, the
storage system provisions the requested volume(s) on behalf of Union CSI. The
storage system (likely) invokes its storage backend to retrieve and update its state,
which can be an external API or an extended Kubernetes API.

Figure 3.2: Union CSI meta-plugin design overview
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Union CSI utilizes MergerFS to pool the volumes provided by the underlying storage
system together and provides a FUSE filesystem to workloads. The underlying volumes
are either mounted locally to the node where a workload will run or remotely through
the network, and in each case, they are managed by their storage system. The routing
of files and data written on the FUSE filesystem across the underlying volumes is dic-
tated by the MergerFS policy used. Thus, Union CSI can enable distributed storage but
not replicated or striped storage. MergerFS does not shard data across the underlying

filesystems.

As Union CSI directly relies on MergerFS for its data path, the same do’s and don'ts for
MergerFS mounts apply for Union CSI volumes. For some examples of don'ts, please

refer directly to the README .md file on the MergerFS GitHub repository *.

3.2 Terminology

Term Description

A third-party CSI-compliant volume plugin that provides
storage to containerized workloads in a CO environment
through CSI services.

CSI Volume Plugin
Note: In Kubernetes, the term ”CSI volume plugin” is
sometimes used to refer to the in-tree CSI adapter mechanism
that Kubernetes uses to interact and integrate with out-of-tree

”CSI volume drivers”.

The part of a CSI volume plugin that implements the CSI
CSI Volume Driver
services and provides them through a gRPC endpoint.

Adjective for entities, components and resources related to
Upper the Union CSI volume plugin, e.g. upper volume plugin,
upper volume, upper PVC, upper PV, etc.

Adjective for entities, components and resources related to the
Lower underlying storage system used by the Union CSI plugin, e.g.

lower volume plugin, lower volume, lower PVC, lower PV, etc.

'https://github.com/trapexit/mergerfs?tab=readme-ov-file#what-should-mergerfs-not-be-used-for
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From now on, the entire Union CSI software will be referred to as Union CSI volume
plugin, Union CSI plugin, or simply Union CSI. The specific component responsible for
implementing and providing the CSI services (CSI driver), that is a subset of the Union
CSI plugin, will be referred to as Union CSI volume driver or simply Union CSI driver.
We will also use the terms upper and lower to help distinguish between the Union CSI

and utilized plugins.

3.3 Goals

In terms of the operations and separation of concerns between Union CSI (upper plu-

gin) and underlying storage system (lower plugin), Union CSI will:

o Create and delete PersistentVolumeClaims that use a StorageClass of the lower
storage system to trigger the provisioning and deletion of its volumes.

« Create and delete Pods that use the PersistentVolumeClaims created by Union CSI
for the lower storage system to trigger the attachment/detachment and mounting/
unmounting of its volumes.

« Utilize MergerFS within the Pod container to merge the volumes of the lower
storage system mounted on the container and mount the union filesystem on the
host node as a directory.

« Mount (bind) the host node union filesystem at the target path specified by Kubelet

to be further mounted inside consumer containers.

3.4 Non-Goals

In terms of the operations and separation of concerns between Union CSI (upper plu-

gin) and underlying storage system (lower plugin), Union CSI will not:

o Directly allocate, manage, or free block storage from the disks attached on the
nodes of the cluster. Union CSI relies on the underlying storage system for this
functionality.

« Establish, try to detect, or directly make use of a SAN of any kind in the cluster.

Union CSI relies on the lower storage system for this functionality. If the lower
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storage system is unable to access its volumes from different nodes in the cluster,
then Union CSI will fail to schedule a Pod that uses volumes from different nodes.
o Directly communicate with the lower storage system through an API. Union CSI
will create, monitor and delete Kubernetes resources (i.e. PVCs, Pods) that invoke

the desired volume operations of the lower storage system.

3.5 Design Details

In this section, we delve into the details of the CSI specification, explaining how the
Union CSI plugin implements CSI and focusing on the RPCs it supports. We outline
how the Union CSI backend uses the Kubernetes API, utilizing both built-in and cus-
tom resources, to carry through with creating, persisting, retrieving, deleting, attach-
ing, detaching, mounting, and unmounting lower and upper volumes. Additionally, we
cover how a containerized MergerFS can assemble smaller volumes to form and mount

a Union CSI volume on a node.

3.5.1 Idempotency

All CSI RPCs must be idempotent. A CSI RPC made with the same parameters must
always return the same result. Ensuring this idempotency is the responsibility of the

CSI plugin. Some examples are:

+ The CreateVolume RPC should initially check for the existence of the requested
volume. If the volume already exists, the next step is to ensure compatibility with
the requested parameters, such as verifying that the requested volume size is not
greater than the provisioned volume’s size (though it can be lower).

o The ControllerPublishVolume RPC should return success if the requested vol-
ume is already attached at the given node. Otherwise, it proceeds with the nec-
essary attachment process.

o The DeleteVolume RPC should return success if the requested volume does not

exist. Whether it was deleted or never existed at all is of no concern.

Union CSI adheres to the idempotency requirements of each implemented RPC that

alters the state of the system. See Section 3.6 for examples.
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3.5.2 Timeouts

Any of the CSI RPC requests may time out and be retried at a later time. It is solely
up to the CO to decide when a call expires, how long to wait to retry the call and the
maximum number of retries. Idempotency requirements ensure that a retried call with
the same fields continues where it left off when retried or naturally picks up the updates

since the last call.

The CSI driver and storage backend API are responsible for the idempotency of the CSI
requests. Some storage backends may take a long time to carry out the given volume
operation and respond back, leading to the expiration of the related CSI RPC request.
The DEADLINE_EXCEEDED gRPC error code may be returned by the driver in this case
(see Section 3.5.4).

3.5.3 Concurrency

The CO is responsible for ensuring that there is no more than one call "in-flight” per
volume at a given time. However, in some circumstances, the CO might lose state (for
example when the CO crashes and restarts), and may issue multiple calls simultaneously
for the same volume. The CSI plugin should handle this as gracefully as possible. The

ABORTED gRPC error code may be returned by the driver in this case (see Section 3.5.4).

Considering this, after consulting existing and well-known CSI drivers and in the con-
text of this first iteration of the Union CSI plugin, any concurrency issues will be left to

Kubernetes. Union CSI does not implement a concurrency mechanism.

3.5.4 Errors

All CSI RPCs must return, along with the per-RPC response, a standard gRPC status.

Status consists of three fields: code, message and details.

The code field must contain a canonical error code used by gRPC. Each RPC defines
a set of gRPC error codes that must be returned by the CSI plugin when the specified
conditions are met. The CO must recognise and handle all known gRPC error codes

and implement the corresponding error recovery behavior for the given code. In ad-
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dition to the per-RPC conditions and gRPC error codes, a global set of conditions and

corresponding error codes that the CSI plugin must adhere to is shown in Table 3.1.

Condition | gRPC Code Description Recovery Behavior
Missing 3 INVALID_- | Indicates that a required field | Caller MUST fix the
required ARGUMENT is missing from the request. | request by adding the
field More human-readable infor- | missing required field
mation MAY be provided in | before retrying.
the status.message field.
Invalid 3 INVALID_- | Indicates that the one or more | Caller MUST fix the
or ARGUMENT fields in this field is either not | field before retrying.
unsup- allowed by the Plugin or hasan
ported invalid value. More human-
field readable information MAY be
in the provided in the gRPC sta-
request tus.message field.
Permission | 7 PERMIS- | The Plugin is able to derive | System administrator
denied SION_DE- or otherwise infer an iden- | SHOULD ensure that
NIED tity from the secrets present | requisite permissions
within an RPC, but that iden- | are granted, after
tity does not have permission | which  point  the
to invoke the RPC. caller MAY retry the
attempted RPC.
continued on next page
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Table 3.1 - continued from previous page

Condition | gRPC Code Description Recovery Behavior
Operation | 10 ABORTED | Indicates that there is already | Caller SHOULD
pend- an operation pending for the | ensure that there
ing for specified volume. In gen- | are no other calls
volume eral the Cluster Orchestrator | pending for the
(CO) is responsible for ensur- | specified  volume,
ing that there is no more than | and then retry with
one call "in-flight” per vol- | exponential back off.
ume at a given time. How-
ever, in some circumstances,
the CO MAY lose state (for ex-
ample when the CO crashes
and restarts), and MAY issue
multiple calls simultaneously
for the same volume. The
Plugin, SHOULD handle this
as gracefully as possible, and
MAY return this error code to
reject secondary calls.
Call not 12 UNIMPLE- | The invoked RPCis notimple- | Caller MUST NOT
imple- MENTED mented by the Plugin or dis- | retry.  Caller MAY
mented abled in the Plugins current | call GetPlugin-
mode of operation. Capabilities,
ControllerGet-
Capabilities, or
NodeGetCapabil-
ities to discover
Plugin capabilities.
continued on next page




128 CHAPTER 3. DESIGN

Table 3.1 - continued from previous page

Condition | gRPC Code Description Recovery Behavior

Not 16  UNAU- | The invoked RPC does not | Caller SHALL either
authen- THENTI- carry secrets that are valid for | fix the secrets pro-
ticated CATED authentication. vided in the RPC, or

otherwise regalvanize
said secrets such that
they will pass authen-
tication by the Plugin
for the attempted
RPC, after which
point the caller MAY
retry the attempted
RPC.

Table 3.1: CSI general gRPC error scheme

[Source: https://github.com/container-storage- interface/spec/blob/master/spec.md#error-scheme]

The message field must contain a human readable message describing the non-OK er-

rors, and the details field must be empty.

Union CSI complies with the above table along with the per-RPC conditions and errors
for its error handling behavior for each of its implemented RPCs. See Section 3.6 for

examples.

3.5.5 Capabilities

A CSI plugin advertises the RPCs it supports through a capabilities system. Capabilities
are enumerations with values that represent different volume features supported by the
plugin and that the corresponding RPCs are implemented to access them. There are
specific RPCs that return the plugin’s capabilities. This system allows the CSI plugin
to inform the CO about its functionality and the additional features it supports, aside
from basic volume creation, attachment, mounting, and their reverse operations, such as

volume snapshotting, cloning, resizing, topology-constrained, or multi-writer volumes.


https://github.com/container-storage-interface/spec/blob/master/spec.md#error-scheme
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There is a dedicated RPC for reporting capabilities for each service:

o Identity service: GetPluginCapabilities RPC
o Controller service: ControllerGetCapabilities RPC

» Node service: NodeGetCapabilities RPC

The RPCs of the Identity service are required by all CSI plugins. The capabilities of
GetPluginCapabilities describe the plugin "as a whole”, providing a summary of the
capabilities across all its instances. Every instance within the plugin deployment, iden-
tified by the name and version returned by the GetPluginInfo RPC, must return the
exact same set of capabilities. This holds true regardless of the specific per-instance
RPCs served. For example, if a plugin instance implements the Controller service, then
all instances must report the CONTROLLER_SERVICE capability in GetPluginCapabili-
tiesResponse, as well as the supported Controller service capabilities reported in Con-
trollerGetCapabilitiesResponse, even instances that are deployed only as a Node

Plugin.

The capabilities returned by ControllerGetCapabilities indicate which optional Con-
troller service RPCs are implemented, while the capabilities returned by NodeGetCapa-

bilities indicate which optional Node service RPCs are implemented.

There is no specific capability signaling whether a plugin instance implements the Node
service RPCs. In Kubernetes, if a plugin instance is registered with Kubelet through
the kubelet plugin registration mechanism, it is assumed to implement the NodeGet-
Capabilities RPC for reporting Node service capabilities, along with the NodePub-

lishVolume/NodeUnpublishVolume RPCs for mounting/unmounting volumes.

Some examples of capabilities are:

o CONTROLLER_SERVICE (Identity service): Indicates that the driver implements
RPCs of Controller service. The CO can invoke the required Controller service
RPCs. To determine which specific optional Controller service RPCs are served,
ControllerGetCapabilities must be called.

o VOLUME_ACCESSIBILITY_CONSTRAINTS (Identity service): Indicates that the vol-

umes of the plugin may not be equally accessible from all nodes in the cluster.
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If the driver supports this capability, then additional topology information is re-
turned by the CreateVolume and NodeGetInfo RPCs that the CO must use to
ensure that a given volume is accessible from a given node when scheduling work-
loads.

CREATE_DELETE_VOLUME (Controller service): Indicates that the plugin supports
dynamic provisioning and deleting volumes. A driver advertising this capability
must implement the CreateVolume and DeleteVolume RPCs.
PUBLISH_UNPUBLISH_VOLUME (Controller service): Indicates that the plugin sup-
ports attaching and detaching volumes on nodes. A driver advertising this capa-
bility must implement the ControllerPublishVolume and ControllerUnpub-
lishVolume RPCs.

CREATE_DELETE_SNAPSHOT (Controller service): Indicates that the plugin is ca-
pable of creating volumes from snapshots and deleting them.
STAGE_UNSTAGE_VOLUME (Node service): Indicates that the plugin stages its at-
tached volumes at a global mount point on the node before they can be used for
subsequent mounts on containers. A driver advertising this capability must im-

plement the NodeStageVolume and NodeUnstageVolume RPCs.

Union CSI is a minimal CSI plugin that focuses on the basic functionalities of creat-

ing, attaching, mounting, and volumes. Its supported capabilities per RPC service are

outlined in Table 3.2.

RPC service Supported Capabilities

Identity service CONTROLLER_SERVICE

Controller service

CREATE_DELETE_VOLUME

PUBLISH_UNPUBLISH_VOLUME

Node service -

Table 3.2: Union CSI supported capabilities

3.5.6 Volume Capabilities

CSI supports two types of volumes: mount and block volumes. Mount volumes appear

inside containers as a mounted directory with a specified filesystem, while block vol-

umes appear inside containers as raw block devices.
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The type of volume in a CSI RPC request is specified in the volume_capability field
of the request, particularly in its access_type field. If a mount volume is requested,
additional fields can be specified, such as the desired filesystem type and mount options.

In the case of a block volume request, there are no additional fields.

The volume_capability also includes the access_modes field, which specifies the ac-
cess modes of the volume. The list of CSI access modes along their descriptions is shown

in Table 3.3.

Access Mode Description

Can only be published once as read/write on a
SINGLE_NODE_WRITER
single node, at any given time.

Can only be published once as read-only on a
SINGLE_NODE_READER_ONLY
single node, at any given time.

Can be published as read-only at multiple nodes
MULTI_NODE_READER_ONLY
simultaneously.

Can be published at multiple nodes
MULTI_NODE_SINGLE_WRITER | simultaneously. Only one of the nodes can be

used as read/write. The rest will be read-only.

Can be published as read/write at multiple nodes
MULTI_NODE_MULTI_WRITER
simultaneously.

Can only be published once as read/write at a
single workload on a single node, at any given
time. SHOULD be used instead of
SINGLE_NODE_SINGLE_WRITER
SINGLE_NODE_WRITER for COs using the
experimental SINGLE_NODE_MULTI_WRITER

capability.

Can be published as read/write at multiple
workloads on a single node simultaneously.
SHOULD be used instead of
SINGLE_NODE_MULTI_WRITER
SINGLE_NODE_WRITER for COs using the
experimental SINGLE_NODE_MULTI_WRITER

capability.

Table 3.3: CSI volume access modes
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Unlike driver capabilities, volume capabilities are not programmatically advertised by
the CSI driver, as explained in Section 3.5.5. Instead, COs will directly pass the re-
quested volume types and access modes to CSI drivers. If a volume is requested with
unsupported capabilities or if the requested capabilities are incompatible with an al-
ready provisioned volume, the plugin must reject the request, returning the appropriate
gRPC error code. End users should refer to their storage provider’s documentation to

understand and choose from the volume capabilities offered by the plugin.

Some RPCs, such as CreateVolume and ValidateVolumeCapabilities, include an ar-
ray of possible volume capabilities in the volume_capabilities field. The CSI driver
must validate each of them and ensure that all are supported. The following RPCs spec-

ify either volume_capability or volume_capabilities and require validation:

CreateVolume

e ControllerPublishVolume

e ValidateVolumeCapabilities
e GetCapacity

e NodeStageVolume

e NodePublishVolume

The Union CSI plugin exclusively supports union mounts of volumes, and as a result,
it can only accommodate mount volumes. Requests for block volumes are rejected, re-
turning the INVALID_ARGUMENT gRPC error code along with a related error message in
status.message. In this version of the Union CSI plugin, the lower volumes are also
exclusively mount volumes, requested with the spec.volumeMode set to Filesystem

for the lower PersistentVolumeClaims (or omitted, as Filesystem is the default).

Additionally, the SINGLE_NODE_WRITER access mode is the most basic and straightfor-
ward to implement. Union CSI only supports SINGLE_NODE_WRITER and rejects re-
quests with invalid access modes, again returning the INVALID_ARGUMENT gRPC error

code along with a related error message.

Considering this, Union CSI creates lower PersistentVolumeClaim objects using the
ReadWriteOnce volume access mode. This means that the lower plugin must support
the SINGLE_NODE_WRITER or the niche SINGLE_NODE_MULTI_WRITER volume capabili-

ties. In practice, all CSI drivers support the SINGLE_NODE_WRITER volume capability,
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offering single node, one-to-one, read/write volumes. However, if the lower volume
plugin does not provision volumes for the Kubernetes ReadwriteOnce access mode,
the PVCs created by Union CSI will remain unbound and the Union CSI volume will

not be created.

The mapping of Kubernetes to CSI access modes can be found in the kubernetes-

csi/csi-lib-utils GitHub repository >.

3.5.7 Topology

Some storage systems may choose to limit or be incapable of providing volumes uni-
formly across all nodes in a cluster. Such storage systems may constrain their volumes
to specific subsets of nodes based on topological considerations, such as "region” and

» >
zone.

To support topology-aware volume plugins in expressing, reporting, and accepting topol-
ogy information for seamless integration with COs, the CSI specification facilitates the

following:

» Topology-awareness capability reporting: The CSI driver can signal that the vol-
ume plugin is topology-aware by advertising the VOLUME_ACCESSIBILITY_CON-
STRAINTS capability in the GetPluginCapabilitiesResponse.

+ Node topology information reporting: The CSI driver can report the topology
of a node through opaque key-value pairs in the NodeGetInfoResponse. For
example, node N exists in "region”’="R1” and "zone’="72".

+ Volume topology information reporting: The CSI driver can report the topology
of a volume in the CreateVolumeResponse. For example, volume V is accessible
in "region”="R1” and "zone”="Z71", or "region”="R1” and "zone”="72".

« User specification of desired topology: CO users can influence or specify the de-
sired topology of a new volume in CreateVolumeRequest. For example, they may
wish to provision volume V in “region”="R1” and "zone’="Z1" or "region’="R1”

and “zone’="72".

In Kubernetes, with the assistance of the external-provisioner sidecar, topology-

aware provisioning is implemented as follows:

*https://github.com/kubernetes-csi/csi-lib-utils/blob/v0.16.0/accessmodes/access_modes.go
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1. The CSI plugin registers with Kubelet through the kubelet plugin registration
mechanism.

2. The CSI plugin communicates the topological constraints of a node in NodeGet -
InfoResponse.accessible_topology of the NodeGetInfo RPC.

3. Kubelet creates a new CSINode object (if one does not already exist) referencing
the Node object of the CSI plugin instance, populates it with the information
returned by NodeGetInfo and stores the topology key-value pairs on the Node
as labels. The external-provisioner later retrieves this topology information
from the CSINode and Node objects.

4. When a user triggers dynamic provisioning by creating a PersistentVolumeClaim,
external-provisioner prepares the topology information in CreateVolumeRe-
quest.accessibility_requirements ofthe CreateVolume RPC. The external
provisioner collects all the topology information of the cluster reported by the
CSI plugin by aggregating the CSINode and Node objects. The arrangement logic
of accessibility_requirements is influenced by factors such as the volume
binding mode of the StorageClass (Immediate or WaitForFirstConsumer), the
allowedTopologies field of the StorageClass, and command-line arguments of
external-provisioner. Exactly how the preparation of accessibility_re-
quirements is controlled is documented in the source code repository of the
external-provisioner .

5. In the CreateVolume RPC, the CSI plugin must honor the topology constraints
specified in CreateVolumeRequest.accessibility_requirements. The actual
topological segment(s) of the provisioned volume returned in CreateVolumeRe-
sponse.volume.accessible topology mustbe a subset of CreateVolumeReq-
uest.accessibility requirements.

6. If the CreateVolume RPC succeeds and topology information is returned, the
external-provisioner stores this information in the PersistentVolume object
in the spec.nodeAffinity field. This ensures that Pods using this volume will

only get scheduled on Nodes matching the node affinity of the PV.

To implement topology in Union CSI, both the upper and lower plugins must recog-
nize and advertise the same set of topology key-value pairs. This requires Union CSI to

have a mechanism for detecting topology information reported by the lower plugin and

*https://github.com/kubernetes-csi/external-provisioner#topology-support
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returning the same information per node in the NodeGetInfoResponse. However, as
outlined in Section 3.1, Union CSI is designed to integrate with various lower storage
systems that support the required features, and it is not aware of the specific lower stor-
age system in use at any given time. Additionally, Union CSI lacks a means to propagate
topologies passed in CreateVolumeRequest to the lower plugin through the created
PersistentVolumeClaims, as the PVC API lacks relevant fields to restrict provisioning

to specific topologies.

For these reasons, Union CSI, in its current form, is not a topology-aware volume plugin
and does not support the VOLUME_ACCESSIBILITY_CONSTRAINTS capability. The lower
volume plugins paired with Union CSI must also be topology-agnostic, ensuring their
volumes are accessible on all nodes of the cluster. If the lower volume plugin used is
topology-aware, Union CSI may exhibit unexpected behavior, potentially causing Pods

using its volumes to become unschedulable.

3.5.8 RPC Interface

The Union CSI driver implements the following CSI RPCs:

RPC service Supported RPCs

GetPluginInfo
Identity service Probe

GetPluginCapabilities

CreateVolume

DeleteVolume

Controller service ControllerPublishVolume
ControllerUnpublishVolume

ControllerGetCapabilities

NodePublishVolume

NodeUnpublishVolume
Node service
NodeGetInfo

NodeGetCapabilities

Table 3.4: Union CSI supported RPCs
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Union CSI does not support and implement the NodeStageVolume/NodeUnstageVolume
RPCs. A Union CSI volume (a MergerFS mount) is attached and staged (mounted) on
a Node during the ControllerPublishVolume RPC. The volume is staged under the
/var/lib/union-csi storage area of Union CSI on the host to be bind-mounted within

a Pod container during NodePublishVolume.

GetPluginInfo: Returns the name of Union CSI driver, union.csi.union.io, and its
version, dev, in the GetPluginInfoResponse. A StorageClass referring to the Union

CSI plugin will have this name in the provisioner field.
Probe: Returns an empty ProbeResponse, signifying that the driver instance is ready.
GetPluginCapabilities: Returns the CONTROLLER_SERVICE plugin capability.

CreateVolume: Creates the lower PersistentVolumeClaims that utilize the underlying
volume plugin. Returns the passed volume identifier of CreateVolumeRequest.name

in CreateVolumeResponse.volume.volumd id.

DeleteVolume: Deletes the lower PersistentVolumeClaims created in CreateVolume.

Returns an empty DeleteVolumeResponse.

ControllerPublishVolume: Creates a Pod that uses the lower PersistentVolumeClaims
and assigns it to the specified Node. The MergerFS container of the Pod merges the
lower volumes and mounts the MergerFS filesystem on a hostPath volume mounted
with bidirectional mount propagation. The filesystem is propagated on the hostat /var/ -
lib/union-csi/volumes/<volume_id>/merged/. Returnsan empty ControllerPub-

lishVolumeResponse.

ControllerUnpublishVolume: Deletes the Pod that uses the lower PersistentVolume-
Claims. The MergerFS container unmounts the filesystem before exiting. Returns an

empty ControllerUnpublishVolumeResponse.

ControllerGetCapabilities: Returnsthe CREATE_DELETE_VOLUME and PUBLISH_UN-

PUBLISH_VOLUME controller capabilities.

NodePublishVolume: Bind-mounts the MergerFS filesystem at /var/1ib/union-csi/-

volumes/<volume_id>/merged on the specified target path. Returns an empty NodePub

lishVolumeResponse.

NodeUnpublishVolume: Unmounts the MergerFS filesystem from the specified target
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path. Returns an empty NodeUnpublishVolumeResponse.

NodeGetInfo: Returns the node identifier in NetGetInfoResponse.node id. It is the
name of the Node object on which the driver instance is running. A Union CSI plugin
container running on a node obtains the Node name through the NODE_NAME environ-

ment variable that is set in the Pod manifest to spec.nodeName.

NodeGetCapabilities: Returnsan empty NodeGetCapabilitiesResponse since there

are no supported node capabilities to report.

Henceforth, we will use the term "Union CSI Controller” to refer to a Union CSI plugin
instance that implements the Controller service, and “Union CSI Node” for an instance

that implements the Node service.

3.5.9 Capacity Splitting & Volume Scheduling

Ideally, Union CSI would have a mechanism to monitor disk space usage on each node
where a Union CSI Node is deployed. This mechanism would enable Union CSI to track
the total, used, and available storage space and make informed decisions about appro-
priate size splittings. However, designing and implementing such a mechanism would
be complex. Additionally, it would require Union CSI to synchronize with and follow
the node disk pools managed by the lower storage system to ensure that the two plugins
share a common view of disk storage usage. Otherwise, any efforts for disk space track-
ing and smart splits made by Union CSI would be misaligned and ultimately in vain.

This path is not a viable option.

As a result, we have chosen a more straightforward approach. Regardless of the re-
quested size, Union CSI proceeds with a ”blind” halving. For example, a user’s PVC
claiming a 100GiB volume with Union CSI always results in two lower 50GiB PVCs
made by the plugin, irrespective of storage availability. It is up to the lower plugin to
check for availability and schedule the lower volumes if possible. A more flexible con-
figuration would be provided by a ConfigMap volume on the Union CSI Controller Pod
that specifies the number of replica PVCs to create and thus the current split quantum.
The Union CSI Controller could watch the ConfigMap for updates, enabling the user to
define more fine-grained or larger splits at runtime in case some of the disks are running

out of space or new disks or nodes are added to the cluster.
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However, even with configurable splittings, Union CSI does not have the means to con-
trol or influence the scheduling of the lower volumes. Even if Union CSI could success-
fully track storage usage, Union CSI simply creates smaller PVCs for the lower plugin
to handle, and the PersistentVolumeClaim API does not specify target disks or nodes.

Additionally, consider the scenario where the lower plugin schedules and allocates the
two lower volumes on the same node disk that has enough available space for both.
Union CSI cannot predict nor prevent this scenario. In this case, a single volume of
the original capacity was probably possible by the lower plugin in the first place, and

nothing was achieved by incorporating Union CSI.

At this stage, the only way for a user to indirectly affect scheduling and yield a practical
use case out of Union CSI is to intentionally request a big enough volume that cannot
be placed on a single disk in the cluster, but two volumes half the size can be placed on
different disks (and possibly different nodes), and these volumes can be accessed from

anywhere in the cluster.

While this design state of Union CSI is static and inflexible, it allows us to make progress
toward our goals without hindering the potential for a powerful use case. Consequently,
its results will help us validate our assumptions and iterate with a more sophisticated

approach in future versions.

3.5.10 Namespace

Every component and resource that is part of the Union CSI Kubernetes deployment, or
is directly created by it at the plugin’s runtime and is not cluster-scoped, is to be created
in the plugin’s dedicated namespace. The namespace of the Union CSI plugin is named

union.

3.5.11 StorageClass

The Union CSI StorageClass currently supports the following parameters:
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Parameter Values | Default Description

The StorageClass name of the lower
volume plugin. This value is used in
the spec.storageClassName field
of the lower PVCs created by Union
lowerStorageClassName CSI. If the parameter is missing
then the spec.storageClassName
is omitted by the plugin and the
lower PVCs use the default Storage-

Class of the cluster.

Table 3.5: Union CSI StorageClass parameters

The parameters of the StorageClass are passed in the CreateVolumeRequest.parameters
map. Presently, the sole parameter of the StorageClass is lowerStorageClassName,
specifying the name of the lower StorageClass to be used for PersistentVolumeClaim
objects generated by Union CSI. Prior to users creating PVCs of this StorageClass, clus-
ter administrators must ensure that a lower StorageClass with an identical name is con-
figured and a corresponding lower volume plugin is installed and operational within

the cluster.

The StorageClass of the Union CSI plugin uses the Immediate volume binding mode
so dynamic provisioning commences as soon as a PersistentVolumeClaim is created by
the user. Immediate mode is preferred because Union CSI currently lacks topology
awareness, so there is no reason to defer the provisioning until a Pod is scheduled on
a Node. It is important to note that the actual provisioning is handled by the lower
volume plugin, and its StorageClass can be configured with either Immediate or Wait-

ForFirstConsumer mode.

The reclaim policy of the StorageClass is set to Delete, enabling the removal of an upper

PersistentVolume when a user deletes the upper PVC bound to the PV.

Listing 3.1 shows an example of a Union CSI StorageClass specifying a lower Storage-

Class called lower-storageclass.

Listing 3.1: Example of a Union CSI StorageClass
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apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: union-storage
provisioner: union.csi.union.io
parameters:
lowerStorageClassName: lower-storageclass
reclaimPolicy: Delete
volumeBindingMode: Immediate

Figure 3.3 illustrates the relationship between the Union CSI plugin and the lower stor-

age system through their respective StorageClass objects.

User

A user creates a PVC using a Union CSI

StorageClass referring to a lower StorageClass

through the lowerStorageClassName parameter

PVC
provisioner lowerStorageClassName provisioner
Union CSI «——  StorageClass » StorageClass ——————— Lener sEmgR
system
rg
PVC

The Union CSI plugin creates a number of PVCs
using the specified lower StorageClass.

Figure 3.3: The Union CSI StorageClass and its relationship with a lower storage system

3.5.12 Sense of Volume

CSI drivers communicate with a storage backend to propagate the requests made by
the CO related to volume operations and queries. This storage backend is implemented
by the storage provider and exposes an API to access the offered storage solution and
services. Additionally, the storage backend is responsible for keeping track of the provi-

sioned volumes, their characteristics, lifecycle state, health, and other relevant attributes.

COs suggest, through CSI, a unique identifier to reference a soon-to-be provisioned

volume in the name field of CreateVolumeRequest of the CreateVolume RPC. CSI plu-
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gins can choose to use this identifier as is or generate a new one that is more suitable for

triggering their storage API and storing and using it to identify the volume.

Union CSI, through MergerFES, provides FUSE-based filesystem volumes that combine
filesystem instances of the lower storage system. Union CSI needs a way, given a unique
identifier passed in CSI RPCs like CreateVolume and ControllerPublishVolume, to
easily discover if there is a Union CSI volume created in the cluster, quickly access addi-
tional information regarding it, and maintain state. Union CSI needs its storage back-

end.

Given the admission of Kubernetes as the targeted CO of Union CSI, its extensible
API, and convenient etcd key-value store, opting for the Operator Pattern to extend
Kubernetes with CustomResourceDefinitions (CRDs) and controllers was an easy de-

cision.

Many Kubernetes native applications solve problems using operators. Developers can
host their declarative API on Kubernetes, describe their use cases and behaviors through
custom resources and CRDs, and design controllers to implement this behavior and
manage the custom resource instances. In addition, the rich ecosystem of Kubernetes

libraries and tools enables rapid building and publishing of the API.

Thus, we designed and developed a custom resource called VolumeSplit. The use of
the VolumeSplit API solved many of the difficulties developing this CSI volume plugin,

including:

« Single source of truth: The existence of a VolumeSplit instance implies the exis-
tence of a Union CSI volume.

« Storing and retrieving data: The VolumeSplit spec consists of fields similar to
those of the CreateVolumeRequest. When a CreateVolume call is made on the
Union CSI plugin, a VolumeSplit object is populated with values from the Cre-
ateVolumeRequest and created on the Kubernetes API. Subsequent CreateVvol-
ume calls for the same volume result in retrieving the corresponding VolumeSplit
object from the etcd. Then, its parameters are compared with those in the Cre-
ateVolumeRequest to ensure idempotency.

« Sets of PersistentVolumeClaims: Union CSI creates smaller PVCs in response

to a user’s PVC. A VolumeSplit object defines the desired number of PVCs with
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identical specifications. A custom controller manages the VolumeSplits and their

owned PVC replicas for the Union CSI plugin in the background.

VolumeSplit API

The new VolumeSplit custom resource defined in Go is shown in Figure 3.2.

Listing 3.2: The VolumeSplit API resource

// VolumeSplit is the Schema for the volumesplits API
type VolumeSplit struct {

metavl.TypeMeta

metavl.ObjectMeta

Spec VolumeSplitSpec
Status VolumeSplitStatus
}

// VolumeSplitSpec defines the desired state of VolumeSplit
type VolumeSplitSpec struct {
// Capacity is the desired minimum amount of storage size.
// +optional
Capacity *resource.Quantity

// Number of desired PersistentVolumeClaims.

// This is a pointer to distinguish between explicit zero and not specified.
// Defaults to 1.

// +optional

Replicas *int32

// Template describes the PersistentVolumeClaims that will be created.
Template corevl.PersistentVolumeClaimTemplate

}

// VolumeSplitStatus defines the observed state of VolumeSplit
type VolumeSplitStatus struct {
// AccessModes contains the actual access modes of the underlying volumes
// backing the PersistentVolumeClaims managed by this VolumeSplit.
// It is the intersection of status.accessModes for all the PersistentVolumeClaims.
AccessModes []corevl.PersistentVolumeAccessMode

// Capacity is the actual total capacity of the underlying volumes

// backing the PersistentVolumeClaims managed by this VolumeSplit.

// It is the sum of status.capacity.storage for all the PersistentVolumeClaims.
// If nil it means that every status.capacity is nil.

// +optional

Capacity *resource.Quantity

// Total number of PersistentVolumeClaims managed by this VolumeSplit.
Replicas int32

// Total number of PersistentVolumeClaims managed by this VolumeSplit that have ”Bound” <>
phase.
BoundReplicas int32

// Conditions contain the latest available observations of a VolumeSplit’s current state.
Conditions []VolumeSplitCondition

}

// VolumeSplitCondition describes the state of a VolumeSplit at a certain point.
type VolumeSplitCondition struct {

// Type of VolumeSplit condition

Type VolumeSplitConditionType

// Status of the condition, one of True, False, Unknown.

Status corevl.ConditionStatus

// The last time the condition transitioned from one status to another.

// +optional

LastTransitionTime metavl.Time

// The reason for the condition’s last transition.

// +optional

Reason string

// A human readable message indicating details about the transition.

// +optional

Message string

}

// VolumeSplitConditionType is a condition of a VolumeSplit.
type VolumeSplitConditionType string

const (
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VolumeSplitReady VolumeSplitConditionType =

VolumeSplitPending VolumeSplitConditionType =

VolumeSplitReplicaProgressing VolumeSplitConditionType =

VolumeSplitReplicaFailure VolumeSplitConditionType =

The VolumeSplit is a namespaced resource defined under the union.io group and the
vlalpha1l version to indicate its experimental state. This means that the Kubernetes API
endpoint for VolumeSplit objectsis /apis/union.io/vlalphal/namespaces/<names-

pace>/volumesplits.union.io/<name>.

The VolumeSplit API specifies replicas of PVCs in a manner similar to how a ReplicaSet
specifies replicas of Pods. The replicas field specifies the desired number of PVCs and
the template field provides the metadata and spec for the created PVCs. It is worth
noting that, in its current form, VolumeSplit does not incorporate a label selector and

does not acquire existing PVCs through one.

VolumeSplit

owner

( W references

PVvC PVvC PVC

Figure 3.4: The VolumeSplit custom resource and its replica PVCs

Figure 3.3 illustrates an example of a VolumeSplit that specifies three replica PVCs of

50GiB each belonging to a StorageClass called lower-storageclass.

Listing 3.3: Example of a VolumeSplit

apiVersion: union.io/vlalphal
kind: VolumeSplit
metadata:
name: example-volumesplit
namespace: union
spec:
capacity: 150Gi
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replicas: 3
template:
spec:
accessModes:
- ReadWriteOnce
storageClassName: lower-storageclass
resources:
requests:
storage: 50Gi

The VolumeSplit status uses a conditions array following the standard conventions

for Kubernetes API status properties. Right now, the following condition types exist:

e Ready:

All desired PVCs have been created.
All PVCs are bound to a PV.

Total actual capacity summed over bound PVCs satisfies the specified ca-

pacity (status.capacityis greater than or equal to spec.capacity).

All PVCshave at least one common actual access mode (status.accessMo-

des array is non-empty).

o Pending: All desired PVCs have been created and at least one of them is not
bound to a PV yet.

» ReplicaProgressing: The number of existing PVCs has not reached the desired
number.

 ReplicaFailure: A PVC failed to get created or deleted.

The Pending condition is useful to indicate that all the desired PVCs have been cre-
ated by the VolumeSplit controller but their StorageClass has WaitForFirstConsumer
volume binding mode. It is like an any-Pending PVC phase, aggregated by an OR on
status.phase for the Pending value of all the PVCs. This condition (coupled with the
right reason value) can signal to clients waiting for the provisioning of all the volumes
claimed by the PVCs that the provisioning process cannot further progress at this point
until the PVCs are used by a Pod.

The Union CSI plugin focuses on the Pending and Ready conditions of the VolumeSplit
to confirm that the “volume” is ready for the attachment process. Additional condition

types might be added in the future to include attachment status reports (i.e., Pods using

the PVCs).

VolumeSplit objects are meant to be created by the Union CSI Controller in the union
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namespace during the CreateVolume RPC. How a VolumeSplit instance is constructed

from a CreateVolumeRequest is shown in Algorithm 8.

Algorithm 8: How a VolumeSplit is made from a CreateVolumeRequest

name <— ”split-<CreateVolumeRequest.name>”

spec.replicas < 2 (see Section 3.5.9)

spec.capacity
CreateVolumeRequest.capacity_range.required_bytes

spec.template.spec.accessModes <— [ReadWriteOnce] (see Section 3.5.6)

spec.template.spec.resources.requests.storage <
CreateVolumeRequest.capacity_range.required_bytes/2 (see Section
35.9)

if ”1lowerStargeClassName” key exists in

CreateVolumeRequest.parameters then
spec.template.spec.storageClassName <—

CreateVolumeRequest.parameters[”’lowerStorageClassName” ]

else
spec.template.spec.storageClassName < nil (the replica PVCs will

use the default StorageClass of the cluster)

The VolumeSplit controller manages VolumeSplit objects and their replica PVCs. The
controller creates the required number of PVCs in the same namespace as the VolumeS-
plit object. Since Union CSI always creates VolumeSplit objects in the union namespace,
the lower PVC objects will also live in union. Notice how the user PVC (upper) can be
in any namespace specified by the user, but the lower PVCs created by Union CSI to
shard the initial claim are in the plugin’s namespace. How this cross-namespace storage

finally becomes available to the end user is made clear in Section 3.5.13.

VolumeSplit controller

The VolumeSplit controller is responsible for creating the desired number of PVCs spec-
ified in the replicas field of a VolumeSplit object using the PVC template in
spec.template. The PVCs are created with the metadata.ownerReferences field set
to the owner VolumeSplit object and with blockOwnerDeletion set to true, so the
owner VolumeSplit deletion is blocked until the owned PVCs are deleted in case of fore-

ground cascading deletion.
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CreateVolume
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@ The VolumeSplit controller watches the Kubernetes API server
for VolumeSplit objects.

During CreateVolume, the Union CSI Controller creates a
@ VolumeSplit object with a specified number of replica PVCs

using parameters from the CreateVolumeRequest.

The VolumeSplit controller detects the newly created

@ VolumeSplit object and reconciles it, creating the desired
number of replica PVCs.

Figure 3.5: How a VolumeSplit object and its replica PVCs are created

Additionally, the controller observes the state of the VolumeSplit and its owned PVCs
and updates the VolumeSplit status. The controller derives summary information re-
garding the provisioning state of the lower volumes by examining the status fields of
the corresponding PVCs and conveys this information within the VolumeSplit’s con-
ditions array. The PersistentVolume objects of the lower volumes are beyond the con-

troller’s scope of control and are neither monitored nor referenced by the controller.

The reconciliation loop of the VolumeSplit controller regarding the management of the

PVC replicas is straightforward:

1. The controller lists all the PVCs in the same namespace as the VolumeSplit object
that have an owner reference to the VolumeSplit.

2. If the listed PVCs are fewer than spec.replicas:
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(a) The controller creates the required number of PVCs in the API server, using
the VolumeSplit’s spec.template and setting the VolumeSplit object as the

owner of the PVCs with blockOwnerDeletion set to true.

3. If the listed PVCs are more than spec.replicas:

(a) The controller does nothing and reports that scaling down functionality is
not implemented. Selecting which surplus PVCs to delete is a difficult task,
and in case all the PVCs are bound, it can result in data loss. Additionally,

the Union CSI plugin does not currently need to scale down PVCs.

Given the logic described above, it is evident that the controller does not list all the
existing replicas in the same namespace as the owner (regardless of owner references)
and try to take ownership of orphaned replicas (replicas that do not have an owner
reference but match the label selector) or release owned replicas that no longer match the
label selector. This is the kind of replica reconciliation logic found in many Kubernetes

built-in controllers that manage sets of replicas, like the ReplicaSet controller.

VolumeSplit objects are meant to be deleted by the Union CSI Controller during the
DeleteVolume RPC. Foreground cascading deletion is preferred in order to block the

removal of the VolumeSplit instance until all its owned PVCs are removed first.

We must point out that, even though the owned PVCs are removed before, after or
regardless of the VolumeSplit, dictated by the cascading deletion types of foreground,
background and orphan respectively, the corresponding PVs are not included in the
cascading deletion. The PVs can only be removed when their underlying volumes are
deleted. This process may take a long time, even forever if the corresponding volume
plugin is experiencing internal errors or has been removed from the cluster. The Vol-
umeSplit controller cares only for the VolumeSplit object and the owned PVCs being

removed, and does so by using owner references.

The VolumeSplit controller is a separate binary from the Union CSI plugin and is meant
to be deployed in its own container as a stand-alone Deployment in the union names-

pace.
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3.5.13 Sense of Attachment

In the same spirit as Section 3.5.12, Union CSI must define what constitutes the attach-
ment and detachment of its volumes, as well as how these actions are initiated, moni-

tored, and verified.

A Union CSI volume consists of a number of lower volumes or branches, which are re-
quested by Union CSI through PersistentVolumeClaims on the lower volume plugin.
To make a Union CSI volume accessible on a node, every branch must be accessible
on the same node, either locally or remotely through the network. In addition, the
branches must be merged by a MergerFS process on the host, and the union filesys-
tem must be mounted on the host filesystem in the staging area of Union CSI Node

(/var/lib/union-csi/).

To avoid installing MergerFS directly on each host node and to conveniently manage the
branches through their PVCs, a special privileged Pod handles the attachment process
described above. This Pod uses the PVCs of the branches of the Union CSI volume on a
container that wraps the MergerFS program and is assigned to the same node where the
user’s workload will run. MergerFS is executed within the container, and the merged
filesystem is published on the host. This MergerFS filesystem on the host node consti-
tutes the storage asset of a Union CSI volume, represented in the cluster by a VolumeSplit

object.

Pod (or Attach-Pod...)

During ControllerPublishVolume, the Union CSI Controller must attach the specified
volume to the specified node. The Union CSI Controller retrieves the VolumeSplit ob-
ject corresponding to the volume identifier in the ControllerPublishVolumeRequest.
Next, Union CSI creates a Pod that uses the PVC replicas of the VolumeSplit plus an ad-
ditional hostPath volume to mount the filesystem on the host. These volumes are all
mounted within a MergerFS container running in privileged mode (equivalent to root
on the host). The Pod is created on the Kubernetes API in the same namespace as the

PVCs and assigned to the specified node.

Since this Pod uses one or more volumes of the lower volume plugin and is scheduled on
a node, Kubernetes triggers the attachment and mounting operations of these volumes

on the same node by the lower plugin on behalf of Union CSI. Union CSI has only to wait
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for the Pod’s phase to transition to Running to ensure the lower volumes are successfully
published on the node by the lower plugin, and the MergerFS filesystem is mounted on
the host by the Pod container.

From now on, this particular Pod created by the Union CSI plugin will often be referred
to as an "Attach-Pod”, since its creation kick-starts the attachment (and mounting) of
the lower volumes. "Attach-Pod” is not a new, custom resource, just a handy term that

can help distinguish between consumer Pods created by the user.

ControllerPublishVolume

VolumeSplit
Attach-Pod ( % )

PVC PVC PVC
}“ JAT TT
¢ v v v
KhostPath pvc/
: .
s i ’ a\
I
I »a
: pvc B
N : J
-~ ™\
{ J
pvc
- J

Figure 3.6: An Attach-Pod using the PVCs of a VolumeSplit and a HostPath volume

Listing 3.4 shows an example of an Attach-Pod for a volume with volume_id of pvc-

7d4623bf-2832-4431-8c32-2bbdaca9e26f and node with node_id of kind-worker2.

Listing 3.4: Example of an Attach-Pod

apiVersion: vl
kind: Pod
metadata:
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name: pod-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f
namespace: union
spec:
containers:
- args:
- -C
- gogomergerfs mergerfs --branches=/volume/branches/\*
--target=/volume/merged --block
command:
- /bin/sh
image: docker.io/on2e/gogomergerfs:dev-mergerfs2.37.1
imagePullPolicy: Always
name: gogomergerfs
securityContext:
privileged: true
volumeMounts:
- mountPath: /volume/branches/branch@-split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-b22xk
name: branche
- mountPath: /volume/branches/branchl-split-pvc-7d4623bf-2832-4431-8c32-2bbdaca%9e26f-h8rgj
name: branchl
- mountPath: /volume/merged
mountPropagation: Bidirectional
name: target
nodeSelector:
kubernetes.io/hostname: kind-worker2
volumes:
- name: branch@
persistentVolumeClaim:
claimName: split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-b22xk
- name: branchil
persistentVolumeClaim:
claimName: split-pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f-h8rgj
- hostPath:
path: /var/lib/union-csi/volumes/pvc-7d4623bf-2832-4431-8c32-2bbdaca9e26f/merged
type: DirectoryOrCreate
name: target

The Pod in Listing 3.4 is named pod-<volume_id> in the union namespace, and in-

cludes:

o The following container:

- gogomergerfs: The container executes the mergerfs command through
another program called gogomergerfs and blocks. The container runs in
privileged mode. This is necessary because MergerFS needs root privileges
and access to the /dev/fuse character device on the host filesystem. Upon
mounting the filesystem, the MergerFS FUSE daemon process is running on
the host to proxy the user filesystem requests and the underlying branches.
For more details about the gogomergerfs program, see the next paragraph

and Section 4.2.1.
A node selector using the following label:

- kubernetes.io/hostname: The Pod is restricted to run on node <node_id>
withanodeSelector using the well-known label kubernetes.io/hostname.
This label, reserved by Kubernetes, is placed by Kubelet on the Node objects
of the cluster and is populated with the hostname of the node. Note that the
hostname can be changed from the “actual” hostname by passing the - -

hostname-override flag to kubelet. As a result, this label may not always
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hold the node identifier as returned by the NodeGetInfo RPC. Future ver-

sions of Union CSI may use a different, stable label, set by Union CSI itself.
o The following volumes:

- branch*: The persistentVolumeClaimvolumes of the lower replica PVCs
mounted on the container under /volumes/branches/ at their respective
directories. These volumes are the branches of the MergerFS filesystem.

- target: The hostPath volume of /var/lib/union-csi/volumes/<volu-
me_id>/merged mounted on the container at /volumes/merged. This is
the mount point of the MergerFS filesystem. The volume is mounted with
Bidirectional mount propagation so the mounted filesystem is propa-
gated on the host under /var/1lib/union-csi/ and Union CSI Node can

bind-mount it at the specified target path during NodePublishVolume.

Once an Attach-Pod successfully merges and mounts the Union CSI volume (the Merg-
erES filesystem) on the host, it continues running on the Node. The Union CSI Con-
troller interprets the Pod’s status.phase of Running and spec.nodeName of <node_-
id> as confirmation that the Union CSI volume is attached and staged on the specified

Node.

Subsequently, during ControllerUnpublishVolume, the Union CSI Controller retrieves
and deletes the corresponding Attach-Pod and waits for its removal from the API server
as confirmation that the Union CSI volume is detached. When the Attach-Pod is deleted,
the MergerFS filesystem gracefully unmounts from the host, and the branch volumes of
the lower storage system undergo detachment from the node. When a user creates a new
consumer Pod that uses the Union CSI volume, whether on the same or a different Node,
the Union CSI Controller reinitiates the process. It recreates an Attach-Pod, utilizing the
lower volumes to merge them again and mount the Union CSI volume on the specified

node.

MergerFS container

Within the MergerES container, each of the PVC (input) volumes are mounted under
the /volume/branches/ directory, and the hostPath (output) volume is mounted at
/volume/merged/. The “branches” parameter of mergerfs is set to /volume/branch-

es/* to include all the directories under /volume/branches/, and the "mountpoint”
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@ During ControllerPublishVolume, the Attach-Pod mounts the MergerFS filesystem
on the host under /var/lib/union-csi.

@ During NodePublishVolume, the Union CSI Node bind-mounts the MergerFS
filesystem at the target path under /var/lib/kubelet.

@ Kubelet bind-mounts the target path into the consumer Pod container(s).

Figure 3.7: How a Union CSI volume is mounted on a consumer Pod
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parameter is set to /volume/merged. Upon execution of mergerfs, the union filesys-
tem is mounted at /volume/merged and propagated on the host at the Union CSI Node

managed directory /var/1lib/union-csi/volumes/<volume_id>/merged.

mergerfs /volume/branches/* /volume/merged

MergerFS mount
hostPath

A

Attach-Pod

\4

Ivolume/merged

<—>» bidirectional mount
MergerFS Container —> mount

/volume/branches/*
A

lower volumes

Figure 3.8: The MergerFS container of an Attach-Pod and its mounted volumes

After a successful merge, the Attach-Pod must remain running on the node to serve
the MergerFsS filesystem until it is deleted by Union CSI during the ControllerUnpub-
lishvolume RPC. However, by default the successful execution of the mergerfs bi-
nary mounts the resulting union filesystem and exits; it does not block. The foreground
mergerfs process is daemonized: the current process is forked and the parent process

is killed. The forked process is the userspace FUSE handler of the filesystem that runs
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in the background and processes the IO requests of the user (see Section 2.5.1). This
means that if we were to run a container with mergerfs as the entry point, mergerfs
would run inside the container, exit with 0 status on success, the FUSE handler and all
container processes would terminate, and the container exit. A Pod that runs such a
container would transition from Running to Succeeded and remain in this state until it
is deleted or garbage collected. The MergerFS container of the Attach-Pod must block

after a successful mount so the MergerFS FUSE handler can keep running.

Another problem occurs when a MergerFS container exits while the MergerFS filesys-
tem is mounted on the host with shared/bidirectional mount propagation. If the con-
tainer terminates before the filesystem is unmounted, the FUSE daemon process also
terminates. Any mounts of the filesystem outside the container will now appear as cor-
rupted. Thisis because the handler process that was registered with the kernel to forward
the filesystem IO requests to, no longer exists. The kernel does not know how to respond
to requests and how to interact with the filesystem. The corrupted mount points must
be unmounted first before they are usable again. Listing 3.5 shows how a corrupted
MergerFS mount is displayed on the terminal after killing the MergerFS handler and

how the original directory is restored after unmounting the filesystem.

Listing 3.5: The MergerFS filesystem appears corrupted if the FUSE handler is killed
# 1s -il

total 12

6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branchl
6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branch2
6291862 drwxr-xr-x 2 root root 4096 Nov 20 23:00 mountpoint

# mergerfs branchl:branch2 mountpoint
# 1s -il

total 12
6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branchl
6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branch2
5424983562661234939 drwxr-xr-x 2 root root 4096 Nov 20 23:00 mountpoint

# ps aux | grep mergerfs

root 1718664 ©.0 0.0 901132 5076 ? S<sl 23:01 0:00 mergerfs branchl:branch2 <
mountpoint
root 1718815 ©.0 0.0 9088 2432 pts/7 S+ 23:01 0:00 grep --color=auto mergerfs

# kill -9 1718664
# 1s -il

Is: cannot access ’mountpoint’: Transport endpoint is not connected
total 8
6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branchl
6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branch2
P d?PRRRRRR? ? 2 ? ? ? mountpoint

# touch mountpoint/file
touch: cannot touch ’mountpoint/file’: Transport endpoint is not connected

# umount mountpoint
# 1ls -il

total 12
6291708 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branchl
6291791 drwxr-xr-x 2 root root 4096 Nov 20 23:00 branch2
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6291862 drwxr-xr-x 2 root root 4096 Nov 20 23:00 mountpoint

Union CSI volumes are MergerFS filesystems mounted on a node through bidirectional
mount propagation from Attach-Pod MergerFS containers. If a container terminates
without unmounting the filesystem first, the host directory /var/1ib/union-csi/volu-
mes/<volume_id>/merged will be damaged. In such a scenario, the directory will have
to be manually unmounted by the Union CSI Node on the node. Otherwise, new user
Pods attempting to use this volume on the same node will fail because the now cor-
rupted hostPath volume cannot be mounted by Kubelet on a new Attach-Pod. Hence,
it is crucial for the MergerFS container of the Attach-Pod to unmount the filesystem
from the container directory /volume/merged (and thus from the corresponding host

directory) when the Pod is terminating.

To address these requirements, we wrote a Go wrapper program for the mergerfs com-
mand. The gogomergerfs program, as seen in the example Pod in Listing 3.4, executes
the mergerfs command, waits for UNIX signals (SIGTERM and SIGINT), and proceeds
to unmount the filesystem from the target directory before exiting. For more details

about the program and its implementation visit Section 4.2.1.

3.5.14 Sidecar Containers

As described in Section 3.5.8, the Union CSI driver implements the following RPCs that

involve volume operations:

CreateVolume

DeleteVolume

ControllerPublishVolume

ControllerUnpublishVolume

NodePublishVolume

NodeUnpublishVolume

Consequently, the Kubernetes sidecar containers necessary by and deployed with the

Union CSI driver are:

« external-provisioner (invokes CreateVolume/DeleteVolume)
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» external-attacher (invokes ControllerPublishVolume/
ControllerUnpublishVolume)
» node-driver-registrar (registers plugin with Kubelet which invokes

NodePublishVolume/NodeUnpublishvolume)

Refer to Sections 2.4.1 and 2.4.2 for more information regarding the above sidecar con-

tainers.

3.5.15 Communication

The CO communicates with a CSI plugin through gRPC in order to access its provided
services (Identity, Controller and Node). This communication takes place over UNIX

domain sockets.

The UNIX domain socket endpoint is provided to a Union CSI plugin instance by the
cluster administrator through the CSI_ENDPOINT environmental variable (fo example,
CSI_ENDPOINT=unix:///csi.sock) and any related command-line options it might
implement. The same endpoint is also provided to any sidecar containers accompanying
the plugin master container in the same Pod. The Union CSI driver creates, binds, and
listens to the specified UNIX socket. Subsequently, the sidecar containers or Kubelet
probe the endpoint and invoke the necessary gRPC calls of the driver.

3.6 Example Walkthrough

In this section, we present a concise workflow of the Union CSI’s main volume opera-
tions, based on the analysis provided in the previous sections and following the general

flow of success.

3.6.1 Creating Volumes

1. A cluster administrator creates a StorageClass objects referring to the Union CSI
driver and a StorageClass referring to a lower volume plugin.
2. A user creates a PersistentVolumeClaim, in his namespace of choice, referring to

the Union CSI StorageClass.
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3. The external-provisioner sidecar container of the Union CSI driver detects
the unbound PVC and invokes the CreateVolume RPC of the driver.

4. If CreateVolume returns successfully, the external-provisioner creates a Per-
sistentVolume object to represent the newly provisioned volume and binds it to

the PersistentVolumeClaim.
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The CreateVolume RPC of Union CSI is shown in Algorithm 9.

Algorithm 9: CreateVolume RPC of the Union CSI plugin (high-level)
request :CreateVolumeRequest

response: CreateVolumeResponse, error
1. if CreateVolumeRequest is missing required fields or has invalid values then return
with INVALID_ARGUMENT error code and a related message.
2. volumelID < CreateVolumeRequest.name
capacity < CreateVolumeRequest.capacity_range.required_bytes
class < CreateVolumeRequest.parameters[”lowerStorageClassName™]
rwo <— ReadWriteOnce
3. Get VolumeSplit object union/split-<volumeID>.

4. if VolumeSplit exists then
compare the VolumeSplit parameters with those from the

CreateVolumeRequest (idempotency):

if spec.capacity < capacity or
L spec.template.spec.storageClassName # class or

spec.template.spec.accessModes # [rwo]
then return with ALREADY_EXISTS error code and a related message.

else
create a new VolumeSplit union/split-<volumeID>. The VolumeSplit

fields are populated using values from the CreateVolumeRequest, as

described in Algorithm 8. The VolumeSplit controller creates the desired

| replica PVCs in the same namespace as the VolumeSplit.
5. Poll the VolumeSplit object using exponential backoff for a short period waiting for

one of the following conditions:

(a) if VolumeSplit status contains a condition type of Ready or Pending with
condition status of True then polling succeeds.
(b) if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

6. if polling succeeds then
L CreateVolumeResponse.volume.volume_id <— volumeID

error < nil
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3.6.2 Deleting Volumes

1. A user deletes the PVC bound to the PV backed by the Union CSI volume.

2. The external-provisioner of the Union CSI driver detects the deletion of the
PVC and invokes the DeleteVolume RPC of the driver.

3. If DeleteVolume returns successfully, the external-provisioner deletes the re-

leased PV object.

The DeleteVolume RPC of Union CSI is shown in Algorithm 10.

Algorithm 10: DeleteVolume RPC of the Union CSI plugin (high-level)
request :DeleteVolumeRequest

response: DeleteVolumeResponse, error
1. if DeleteVolumeRequest is missing required fields or has invalid values then return
with INVALID_ARGUMENT error code and a related message.
volumelID <— DeleteVolumeRequest.volume id
Get VolumeSplit object union/split-<volumeID>.

it VolumeSplit does NOT exist then return with OK error code (idempotency) .

MR

if deletionTimestamp # nil then delete the VolumeSplit using foreground
cascading deletion (so the owned PVCs are removed before the VolumeSplit) .
6. Poll the VolumeSplit object using exponential backoft for a short period waiting for

one of the following conditions:

(a) if VolumeSplit is removed from the API server then polling succeeds.
(b) if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The DeleteVolume request may time out during this period.
7. if polling succeeds then
L DeleteVolumeResponse <— {}

error < nil

3.6.3 Attaching Volumes

1. A user creates a Pod that uses the PVC referring to the Union CSI volume.
2. The scheduler selects a Node for the Pod and the in-tree CSI volume plugin creates

a VolumeAttachment object.
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3. The external-attacher sidecar container of the Union CSI driver detects the
VolumeAttachment and invokes the ControllerPublishVolume RPC of the
driver.

4. If ControllerPublishVolume returns successfully, the external-attacher up-
dates the VolumeAttachment object to indicate the successful attachment of the

volume.
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The ControllerPublishvolume RPC of Union CSI is shown in Algorithm 11.

Algorithm 11: ControllerPublishVolume RPC of the Union CSI plugin
(high-level)

request :ControllerPublishVolumeRequest

response: ControllerPublishVolumeResponse, error
1. if ControllerPublishVolumeRequest is missing required fields or has invalid values
then return with INVALID_ARGUMENT error code and a related message.
2. volumeID <— ControllerPublishVolumeRequest.volume_id
nodeID < ControllerPublishVolumeRequest.node_id
3. Get VolumeSplit object union/split-<volumeID>.
4. if VolumeSplit does NOT exist then return with NOT_FOUND error code and a related
message .
Get Node object <nodeID>.
if Node does NOT exist then return with NOT_FOUND error code and a related message .

Get Pod object union/pod-<volumeID>.

N W

if Pod does NOT exist then create a new Pod union/pod-<volumeID>. The Pod
carries the MergerFS container, uses the PVCs of the VolumeSplit and a hostPath
volume, and is assigned to Node <nodeID>, as described in Section 3.5.13. The Pod
merges the PVC volumes and mounts the MergerFS filesystem on the hostPath
volume at ”/var/lib/union-csi/volumes/<volumeID>/merged/” on the host.
9. Poll the Pod using exponential backoff for a short period waiting for one of the

following conditions:

(a) if Pod is terminating (has phase of Failed or Succeeded) then return with
INTERNAL error code and a related message.

(b) if Pod is running on a Node that is not <nodeID> then return with
FAILED_PRECONDITION error code and a related message.

(c) if Pod is running on Node <nodeID> then polling succeeds.

(d) if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The ControllerPublishVolume request may time out during this period.
10. if polling succeeds then
L ControllerPublishVolumeResponse < {}

error < nil




162 CHAPTER 3. DESIGN

3.6.4 Detaching Volumes

1. A user deletes the Pod that refers to the Union CSI volume and is scheduled on a
Node.

2. The in-tree CSI volume plugin deletes the corresponding VolumeAttachment ob-
ject that is protected by a finalizer.

3. The external-attacher of the Union CSI driver detects the deletionTimes-
tamp on the VolumeAttachment and invokes the ControllerUnpublishVolume
RPC of the driver.

4. If ControllerUnpublishVolume returns successfully, the external-attacher
removes the finalizer from the VolumeAttachment to allow for it to be removed

from the API and indicate the successful detachment of the volume.
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The ControllerUnpublishvolume RPC of Union CSI is shown in Algorithm 12.

Algorithm 12: ControllerUnpublishVolume RPC of the Union CSI plugin

(high-level)

Y ® N o W

10.

11.

12.

request : ControllerUnpublishVolumeRequest

response: ControllerUnpublishVolumeResponse, error

if ControllerUnpublishVolumeRequest is missing required fields or has invalid values
then return with INVALID_ARGUMENT error code and a related message.

volumeID <— ControllerUnpublishVolumeRequest.volume_id

nodeID < ControllerUnpublishVolumeRequest.node id

. Get VolumeSplit object union/split-<volumeID>.

if VolumeSplit does NOT exist then return with NOT_FOUND error code and a related
message .

Get Node object <nodeID>.

if Node does NOT exist then return with NOT_FOUND error code and a related message .
Get Pod object union/pod-<volumeID>.

if Pod does NOT exist then return with OK error code (idempotency).

if Pod is scheduled on a Node that is not <nodeID> or is not yet scheduled then return
with OK error code (idempotency).

if Pod is scheduled on Node <nodeID> and deletionTimestamp # nil then delete the
Pod.

Poll the Pod using exponential backoff for a short period waiting for one of the

following conditions:

(a) if Pod is removed from the API server then polling succeeds.
(b) if polling times out or RPC request times out then return with

DEADLINE_EXCEEDED error code and a related message.

The ControllerUnpublishVolume request may time out during this period.
if polling succeeds then
L ControllerUnpublishVolumeResponse < {}

error < nil
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3.6.5 Mounting Volumes

1. Kubelet detects that the Pod referring to a Union CSI volume has been scheduled
on the Node and invokes the NodePublishvolume RPC of the Union CSI driver
via the registered UNIX domain socket.

2. If NodePublishVolume returns successfully, the specified target path where the
Union CSI volume is mounted is further mounted by Kubelet on the Pod con-

tainer.

The NodePublishVolume RPC of Union CSI is shown in Algorithm 13.

Algorithm 13: NodePublishVolume RPC of the Union CSI plugin (high-level)
request :NodePublishVolumeRequest

response: NodePublishVolumeResponse, error

1. if NodePublishVolumeRequest is missing required fields or has invalid values then
return with INVALID_ARGUMENT error code and a related message.

2. volumeID <— NodePublishVolumeRequest.volume_id
targetPath <— NodePublishVolumeRequest.target_path
sourcePath < */var/lib/union-csi/volumes/<volumeID>/merged/”

3. if <targetPath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

4. if <sourcePath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

5. if <sourcePath> is ALREADY mounted on <targetPath> then return with OK error
code (idempotency).

6. Mount (bind) <sourcePath> on <targetPath>.

7. if mounting succeeds then
L NodePublishVolumeResponse <— {}

error < nil

3.6.6 Unmounting Volumes

1. Kubelet detects that the Pod referring to the Union CSI volume is terminated or
deleted on the Node and invokes the NodeUnpublishVolume RPC of the Union
CSI driver via the registered UNIX domain socket.
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2. If NodeUnpublishVolume returns successfully, the specified target path where the

Union CSI volume was mounted is unmounted from the Pod container.

The NodeUnpublishVolume RPC of Union CSI is shown in Algorithm 14.

Algorithm 14: NodeUnpublishVolume RPC of the Union CSI plugin (high-

level)
request :NodeUnpublishVolumeRequest

response: NodeUnpublishVolumeResponse, error

1. if NodeUnpublishVolumeRequest is missing required fields or has invalid values then
return with INVALID_ARGUMENT error code and a related message.

2. volumeID <— NodeUnpublishVolumeRequest.volume_id
targetPath <— NodeUnpublishVolumeRequest.target_path

3. if <targetPath> does NOT exist on the host or is corrupted then return with
INTERNAL error code and a related message .

4. if <targetPath> is not mounted by a filesystem then return with OK error code
(idempotency).

5. Unmount <targetPath>.

6. if unmounting succeeds then
L NodeUnpublishVolumeResponse < {}

error < nil
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Implementation

In this chapter, we provide a concise description of the implementation and deployment

details of the Union CSI application.

4.1 Overview

The implementation of the Union CSI application comprises three distinct components:

o Gogomergerfs: The program that wraps and executes the mergerfs command.
+ VolumeSplit Controller: The VolumeSplit CRD and controller.
 Union CSI: The CSI driver and storage backend.

Each component is written in the Go programming language and its code resides in the
same umbrella repository, called ”Union CSI”, within its dedicated directory. Addition-
ally, every component is compiled into an individual binary and Docker image, utilizing
its own Makefile and Dockerfile. All components share a common flat (non-semantic)

software version called “dev”.

The Gogomergerfs container is used and deployed by the Union CSI plugin everytime

it creates a Pod (Attach-Pod) in Kubernetes to merge the lower volumes.

Both the VolumeSplit controller and Union CSI containers are deployed in a Kubernetes
cluster using YAML manifests. Kustomization files (kustomization.yaml) facilitate in-
stalling and uninstalling the entire application and its resources in Kubernetes with a

simple kubectl apply -k ordelete -k command.
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Union CSI "dev” is compatible with:

» Kubernetes: v1.26+

o CSI specification: v1.8.0
MergerFS: v2.37.0

o OS: Linux

4.2 Components

In this section, we delve into the implementation of the key components of the Union
CSI application, offering insights into their internal architecture and providing an overview

of their source code.

4.2.1 Gogomergerfs

Gogomergerfs is a Go wrapper program for the mergerfs command. It is designed to
be employed by the Union CSI plugin to combine volumes into a MergerES filesystem
from within a Pod and offer specific quality of life functionalities after the filesystem is

mounted.

The main subcommand of gogomergerfs is mergerfs, which executes the mergerfs

program. The available options for this subcommand are shown in Table 4.1.

Option Values | Default Description

Comma-separated list of paths to merge

--branches
together.

--target The union mount point.

-0, --options Comma-separated list of mount options.
Execute mergerfs, block for SIGINT or
SIGTERM, then unmount. If set to false, ex-

--block true, false | false

ecute mergerfs as if executing directly the

command.

Table 4.1: “gogomergerfs mergerfs” command options
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The gogomergerfs mergerfs command tries to mimic the command-line syntax of

the original mergerfs. The command

gogomergerfs mergerfs -o0=<o0l>,<02> --branches=bl,b2,b3 --target=t

invokes

mergerfs -0 <ol>,<02> bl:b2:b3 t
maintaining the same behavior as executing mergerfs directly.

If the --block argument is given, gogomergerfs executes mergerfs and then blocks,
waiting for the SIGINT or SIGTERM signals. When such a signal is received, gogomerg-
erfs attempts to unmount the MergerFS filesystem from the target mount point before

exiting.

With Gogomergerfs, the lifecycle of the MergerES filesystem (the Union CSI volume)
aligns with the Pod’s intended lifecycle. The filesystem remains active while the Pod is
running and is unmounted from the host when the container receives a SIGTERM to ter-
minate. The Gogomergerfs wrapper program can be extended with additional features,
such as monitoring the mounted filesystem and logging about its status while on hold
for the signals, facilitating debugging. For more information on how SIGTERM is sent to
Pod containers and the grace period they are given for clean up operations, see Section

2.2.1.5.

To run mergerfs directly or through gogomergerfs within a Docker container, the - -
cap-add=SYS_ADMIN --device=/dev/fuse --security-opt=apparmor:unconfined
options should be included. Additionally, for the MergerFS filesystem to propagate
from the container to the host, the target directory should be mounted with rshared

mount propagation .

For gogomergerfs to receive UNIX signals when running inside a container, it must
be the PID 1 process of the container. For Docker images, the exec form of the ENTRY-
POINT, such as ENTRYPOINT [”gogomergerfs”, ’mergerfs”, ...], would be suit-
able for this purpose. However, there are instances where running mergerfs within a
shell is preferred to leverage shell processing features like environment variable substi-
tution and globbing for branch and mount point paths. In such cases, either the shell

form or the exec form with a direct shell invocation can be used. In both forms, starting

'https://github.com/trapexit/mergerfs#can-mergerfs-run-via-docker-podman-kubernetes-etc
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with exec ensures that gogomergerfs will be the PID 1 process of the container and not

the shell. For the shell form:

[
| ENTRYPOINT exec gogomergerfs mergerfs
L

For the exec form:

[
| ENTRYPOINT [”/bin/sh”, »”-c”, ”exec gogomergerfs mergerfs ...”]
L

The Dockerfile of the Gogomergerfs component builds into the same image both the
gogomergerfs and mergerfs binaries, enabling the former to execute the latter when

the container runs.

The key points of Gogomergerfs's implementation are exposed in the following Listings.

Listing 4.1: The Merger and BlockingMerger interfaces

// Merger defines an interface that abstracts over union mount implementations.
type Merger interface {
// Merge combines the contents of branches using options and serves the union mount at <«
target.
Merge(branches []string, target string, options []string) error
// Unmerge undoes the result of Merge, e.g. unmounts the union mount from target.
Unmerge(target string) error

}

// BlockingMerger is a Merger that can be used to block after a successful Merge
// and perform a clean up on the union mount when stopped.
type BlockingMerger interface {
Merger
// Run calls Merge and blocks until the context is cancelled
// or Stop is called, whichever happens first.
Run(ctx context.Context) error
// Stop unblocks if running, returns without doing anything if not.
// It is safe to call Stop multiple times.
Stop ()
// CleanUp performs a clean up operation (e.g. unmount).
// Returns without doing anything if running.
// Meant to be used after successfully run and stopped.
CleanUp() error

}

// NewBlockingMerger returns a new BlockingMerger.

func NewBlockingMerger(merger Merger, branches []string, target string, options []string) <>
BlockingMerger {
return &blockingMerger{

merger: merger,

branches: branches,

target: target,

options: options,

logger: log.New(os.Stderr, , log.Ldate|log.Ltime|log.LUTC|log.Lshortfile|log.«+
Lmsgprefix),

manualStop: make(chan struct{}, 1),

stopped: make(chan struct{}, 1),

Listing 4.2: The BlockingMerger implementation

// blockingMerger implements BlockingMerger.
type blockingMerger struct {
mu *sync.Mutex
// merger is the Merger implementation to use
merger Merger
// Arguments for Merge/Unmerge to store and use in Run
branches []string
target string
options []string
// logger is the logger to use
logger *log.lLogger
// Channels for manual stop
manualStop chan struct{}
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stopped chan struct{}

running bool

}

var _ BlockingMerger = &blockingMerger{}

func (bm *blockingMerger) Merge(branches []string, target string, options []string) error {

bm.logger.Printf( , branches, target)
if err := bm.merger.Merge(branches, target, options); err != nil {
return fmt.Errorf( , err)
}
bm.logger.Printf( , branches, target)
return nil
}
func (bm *blockingMerger) Unmerge(target string) error {
bm.logger.Printf( , target)
if err := bm.merger.Unmerge(target); err != nil {
return fmt.Errorf( , err)
}
bm.logger.Printf( , target)

return nil

func (bm *blockingMerger) Run(ctx context.Context) error {
bm.mu.Lock()
if bm.running {
bm.mu.Unlock()
return nil

}

if err := bm.Merge(bm.branches, bm.target, bm.options); err != nil {
bm.mu.Unlock()
return err

}

bm.running = true
bm.mu.Unlock()
stopRunning := func() {
bm.mu.Lock()
defer bm.mu.Unlock()
bm.running = false

}

select {
case <-ctx.Done():
stopRunning()
case <-bm.manualStop:
stopRunning()
bm.stopped <- struct{}{} // confirm stopped

}

return nil

}

func (bm *blockingMerger) Stop() {
bm.mu.Lock()
if lbm.running {
bm.mu.Unlock()
return

}

bm.manualStop <- struct{}{}

bm.mu.Unlock()

<-bm.stopped // wait stopped
}

func (bm *blockingMerger) CleanUp() error {
bm.mu.Lock()
defer bm.mu.Unlock()
if bm.running {
return nil

return bm.Unmerge(bm.target)

171

Listing 4.3: mergerfs implements the Merger interface

// mergerfs wraps the mergerfs union filesystem (https://github.com/trapexit/mergerfs),

// implementing the pkg/merger.Merger interface.
type mergerfs struct {

binaryPath string

mounter mountutils.Interface

}
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var _ merger.Merger = &mergerfs{}

func NewMergerfs() *mergerfs {
return &mergerfs{
binaryPath:

s
mounter: mountutils.New ("),
}
}
func (m *mergerfs) Merge(branches []string, target string, options []string) error {
mergeCmd := m.binaryPath
mergeArgs := []string{
strings.Join(branches, )
target,
}
if len(options) > 0 {
mergeArgs = append(mergeArgs, , strings.Join(options, ))
cmd := exec.Command(mergeCmd, mergeArgs...)
output, err := cmd.CombinedOutput()
if len(output) > @ {
fmt.Print(output)
}
if err I= nil {
// See k/k issue #103753
if err.Error() == {
if cmd.ProcessState.Success() {
return nil
err = &exec.ExitError{ProcessState: cmd.ProcessState}
}
}
return err
}

func (m *mergerfs) Unmerge(target string) error {
err := m.mounter.Unmount(target)
// Ignore ”not mounted” errors
if err != nil && strings.Contains(err.Error(), ) {
err = nil
}

return err

Listing 4.4: The "gogomergerfs mergerfs” command

type flags struct {
Branches []string
Target string
Options []string
Block bool

}

func NewCommand() *cobra.Command {
flags := &flags{}
cmd := &cobra.Command{
Args: cobra.NoArgs,
Use: N
Short: )
Long:

>
RunkE: func(cmd *cobra.Command, args []string) error {
return runCommand(cmd, flags)

¥

cmd.Flags().StringSliceVar(
&flags.Branches,

[1string{},

cmd.Flags().StringVar(
&flags.Target,

>

>

cmd.Flags().StringSliceVarP(
&flags.Options,

E

[1string{},

cmd.Flags().BoolVar(
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&flags.Block,

2
false,

)
cmd.Flags().SortFlags = false
return cmd

}

func runCommand(cmd *cobra.Command, flags *flags) error {
var mfs merger.Merger = mergerfs.NewMergerfs()

if !flags.Block {
return mfs.Merge(flags.Branches, flags.Target, flags.Options)
}

bm := merger.NewBlockingMerger(mfs, flags.Branches, flags.Target, flags.Options)
if err := bm.Run(signal.SetupSignalHandler()); err != nil {
return err

if err := bm.CleanUp(); err != nil {
return err

return nil

Listing 4.5: SIGINT and SIGTERM signals registration

var onlyOneSignalHandler = make(chan struct{})

func SetupSignalHandler() context.Context {
close(onlyOneSignalHandler)

ctx, cancel := context.WithCancel(context.Background())
c := make(chan os.Signal, 2)
signal.Notify(c, syscall.SIGINT, syscall.SIGTERM)
go func() {
<-C
cancel()
<-C
os.Exit(1)
10

return ctx

4.2.2  VolumeSplit Controller

The VolumeSplit Controller component is notably comprised of the VolumeSplit custom
resource type definition in Go, its CRD YAML manifest, and a custom controller that

handles the VolumeSplit API objects.

Kubebuilder SDK
This component was developed with the help of the Kubebuilder tool. Kubebuilder is

a framework that significantly aids developers in building and publishing Kubernetes
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APIs through CRDs, using Go and the command-line. Its powerful library offers a
simple interface that builds on top and abstracts away the canonical way of writing
Kubernetes APIs and controllers—a challenging, tedious and error-prone task, even for
experienced Kubernetes developers. This enables users to quickly and efliciently cus-

tomize Kubernetes.

Additionally, Kubebuilder’s command-line tool automates various tasks, including:

« Creating a new project directory with a Makefile, a Dockerfile, and a suggested
directory structure.

 Generating a new API with a given version, group, and kind, along with all nec-
essary boilerplate. The developer can start filling out the API object’s spec and
status fields in Go.

 Generating the CRD YAML from the edited API definition and installing/unin-
stalling the CRD in the cluster.

 Updating the CRD file and boilerplate code around the API after editing.

+ Generating scaffold code for the API controller that the developer can fill out with
the reconciliation logic.

+ Compiling, running locally, building into an image, pushing, deploying, and re-

moving the controller using the provided Makefile and Dockerfile.

We utilized Kubebuilder to develop the VolumeSplit API, as showcased and described

in Section 3.5.12.

The Reconcile method

Regarding the VolumeSplit controller, by utilizing the controller-runtime library of
Kubebuilder the reconciliation logic is condensed to a single function, called Recon-
cile. This is where the developer adds his logic. The Reconcile function receives the
name and namespace (for namespaced resources) of the object being reconciled, fetches
the object from the local cache or the API, implements the control logic and returns an

error, if the object needs to be requeued for reconciliation.

Reconcile is a method of a reconciler. A reconciler object registers with a higher-level
object, called aManager, that is provided by the controller-runtime library. The Man-

ager is used to register and manage many different reconcilers, initializing their caches,
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clients, queues and worker goroutines, and making the Reconcile callbacks. A running
Manager watches the API server for create, update, and delete events regarding regis-
tered API resources, and invokes the corresponding Reconcile method for the changed
object. A reconciler can inform the Manager for any API resources that it owns (through
metadata.ownerReferences) so that Reconcile will be called on the owner object for

any changes on the owned objects.

The reconciler struct for the VolumeSplit API is called VolumeSplitReconciler. The
main function of the VolumeSplit Controller component creates a new Manager object,

registers a VolumeSplitReconciler object with it, and starts the Manager.

The Reconcile method of the VolumeSplitReconciler fetches the VolumeSplit object
(for which Reconcile was called by the Manager) and all the PVCs that are owned by
it. If the current number of replica PVCs is lower than the desired number specified in
spec.replicas of the VolumeSplit, Reconcile creates the required number of PVCs

using the spec.template of the VolumeSplit.

More specifically, Reconcile executes the following steps:

1. Get the VolumeSplit instance being reconciled from the Manager’s cache using
the given name and namespace.

2. If the VolumeSplit instance is not found in the API server, then it is considered
removed and Reconcile returns with a nil error.

3. If the VolumeSplit instance exists, check if it is marked for deletion (deletionTi-

mestamp is not nil).

(a) If marked for deletion, the owner (VolumeSplit) and owned (PersistentVol-
umeClaim) objects are to be removed according to the specified cascading
deletion type. Foreground cascading deletion is recommended for the de-
layed removal of the VolumeSplit until all its owned PVCs are removed first.
Return from Reconcile to stop the reconciliation loop and let Kubernetes
handle the garbage collection.

(b) If not marked for deletion, proceed to the next steps.

4. List the PVCs in the same namespace as the VolumeSplit that have an ownerRef-
erences field pointing to it.

5. Compare the number oflisted PVCs with the desired number specified in spec.replicas
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of the VolumeSplit.

(a) If PVCs are fewer than the desired number, create them in the API server
in the same namespace as the VolumeSplit, with the VolumeSplit name as a
prefix name for the PVCs (populating the generateName field), an own-
erReferences field referring to the VolumeSplit (with blockOwnerDele-
tion set to true), and using spec.template for the metadata and spec
fields of the PVCs.

(b) If PVCs are more than the desired number, log that scale down logic is
not implemented and return. Any surplus PVCs will have to be manually
deleted. The reason for skipping this functionality is that it can be tricky to
select which PVCs to delete, and Union CSI does not actively need it in its

current version.

6. Update the status field of the VolumeSplit and return non-nil error.

Listing 4.6: The Reconcile method of the VolumeSplit Controller

// The index key to configure the Manager’s cache for looking up PVCs by owner name
var claimOwnerNameKey =

// VolumeSplitReconciler reconciles a VolumeSplit object
type VolumeSplitReconciler struct {

client.Client

Scheme *runtime.Scheme

Log logr.Logger

//+kubebuilder:rbac:groups=union.io, resources=volumesplits,verbs=get;list;watch;create;update;<+>
patch;delete

//+kubebuilder:rbac:groups=union.io, resources=volumesplits/status,verbs=get;update;patch

//+kubebuilder:rbac:groups=union.io, resources=volumesplits/finalizers,verbs=update

// Reconcile is part of the main kubernetes reconciliation loop which aims to
// move the current state of the cluster closer to the desired state.

/*

VolumeSplit PVC reconciliation logic:
NOTE: this is a first iteration, a naive approach on how the controller manages its replicas.

- On every reconciliation loop the reconciler fetches all the replicas (PVCs) that are owned
by the reconciling object (VS) in the same namespace.
- The reconciler does not inspect each replica to check if it matches the replica template
or some kind of selector.
- The reconciler does not fetch all the existing replicas in the same namespace as the owner
and try to take ownership of orphaned replicas (replica that does not have an owner <
reference
but match the selector) or release owned replicas that no longer match the selector.
This is the kind of replica reconciliation logic found in many Kubernetes controllers that
manage sets of replicas, like ReplicaSets.
*/
func (r *VolumeSplitReconciler) Reconcile(ctx context.Context, req ctrl.Request) (ctrl.Result,<>
error) {
log := r.Log.WithValues( , req.NamespacedName.String())
log.Info( )

split := &vlalphal.VolumeSplit{}
if err := r.Get(ctx, req.NamespacedName, split); err != nil {
if apierrors.IsNotFound(err) {
log.Info( )
return ctrl.Result{}, nil

log.Error(err, )
return ctrl.Result{}, err
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// Owner object is marked for deletion.

// The owner and owned objects are to be removed according to the specified cascading <>
deletion type.

// Stop the reconciliation loop here and let Kubernetes handle the GC.

if split.DeletionTimestamp != nil {
log.Info( B , £

split.Finalizers)

return ctrl.Result{}, nil

}

claims := &corevl.PersistentVolumeClaimList{}

if err := r.List(ctx, claims, client.InNamespace(req.Namespace), client.MatchingFields{<«>
claimOwnerNameKey: req.Name}); err != nil {
log.Error(err,
return ctrl.Result{}, err

}

if err := r.manageReplicas(ctx, log, split, getSliceOfClaimPointers(claims)); err != nil {
log.Error(err,
return ctrl.Result{}, err

}

if err := r.updateVolumeSplitStatus(ctx, log, split, req); err != nil {
return ctrl.Result{}, err
}

return ctrl.Result{}, nil
}

func getSliceOfClaimPointers(claims *corevl.PersistentVolumeClaimList) []*corevl.<—
PersistentVolumeClaim {
p := make([]*corevl.PersistentVolumeClaim, len(claims.Items))
for i := range claims.Items {
p[i] = &claims.Items[i]

return p

// manageReplicas reconciles replicas for split

// based on the desired number of replicas and the given number of claims

func (r *VolumeSplitReconciler) manageReplicas(ctx context.Context, log logr.Logger, split *¢—
vlalphal.VolumeSplit, claims []*corevl.PersistentVolumeClaim) error {
desired, actual := int(*split.Spec.Replicas), len(claims)
n := desired - actual

ifn>o {
log.Info( , , desired, , actual)
claim := getClaimFromTemplate(split)
if err := ctrl.SetControllerReference(split, claim, r.Scheme); err != nil {

return err

// Start creating replicas in batches that double in size with each successful batch
if err := slowStartBatch(n, 1, func() error {
// claim will be updated with the server response after a successful Create.
// Copy it before each time; otherwise, all calls will fail after the first one >
with a re-create error.
claim := claim.DeepCopy ()

if err := r.Create(ctx, claim); err != nil {
if apierrors.IsAlreadyExists(err) {
log.Info(

return nil

log.Error(err, )
return err

// claim.Name has been generated here
claimKey := claim.Namespace + + claim.Name
log.Info( B , claimKey)
return nil
}); err = nil {
// At least one replica creation failed
return err

}
} else if n < @ {

n *= -1
log.Info( , , desired, , actual)
log.Info( )

return nil

}

func getClaimFromTemplate(split *vlalphal.VolumeSplit) *corevl.PersistentVolumeClaim {
claim := &corevl.PersistentVolumeClaim{}

claim.Namespace = split.Namespace
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claim.GenerateName = getClaimPrefix(split.Name)

// Copy labels
for k, v := range split.Spec.Template.Labels {
claim.Labels[k] = v

// Copy annotations
for k, v := range split.Spec.Template.Annotations {
claim.Annotations[k] = v

// Copy finalizers
claim.Finalizers = make([]string, len(split.Spec.Template.Finalizers))
copy(claim.Finalizers, split.Spec.Template.Finalizers)

// Copy spec from template
claim.Spec = *split.Spec.Template.Spec.DeepCopy()

return claim

}

// ValidatePersistentVolumeName checks that name is valid for PV/PVC objects.
// prefix indicates that name will be used for name generation, in which case
// trailing dashes are allowed.

var ValidatePersistentVolumeName = apimachineryvalidation.NameIsDNSSubdomain

func getClaimPrefix(name string) string {
// Append trailing dash for prettier generated names if name is not too long
prefix := name +
if len(ValidatePersistentVolumeName(prefix, true)) != 0 {
prefix = name
}

return prefix

// slowStartBatch tries to call f a total of n times, starting slow
// to check for errors and fail early, then speeding up if calls succeed.

// It groups the calls into batches, starting with a batch of initialBatchSize.
// Within each batch, f will be called in a new goroutine.

// If a whole batch succeeds, the next batch will double in size.

// If there are any failures in a batch, all remaining batches are skipped

// after waiting for the current batch to complete and the first non-nil error
// of the batch is returned.

// NOTE: This function was lifted from github.com/kubernetes/kubernetes and slightly modified.
func slowStartBatch(n int, initialBatchSize int, f func() error) error {
remaining :=n
min := func(x, y int) int {
if x <y {
return x

return y

for batchSize := min(remaining, initialBatchSize); batchSize > ©; batchSize = min(+>
remaining, 2*initialBatchSize) {
g := new(errgroup.Group)
for i := 0@; i < batchSize; i++ {
g.Go(f)

if err := g.Wait(); err != nil {
return err

remaining -= batchSize
}

return nil

}

// SetupWithManager sets up the controller with the Manager.
func (r *VolumeSplitReconciler) SetupWithManager(mgr ctrl.Manager) error {
// Add index to group together PVCs with the same owner for efficient queries
if err := mgr.GetFieldIndexer().IndexField(context.Background(), &corevl.<=
PersistentVolumeClaim{}, claimOwnerNameKey, func(obj client.Object) []string {
claim := obj.(*corevl.PersistentVolumeClaim)
owner := metavl.GetControllerOfNoCopy(claim)
if owner == nil {
return nil

if owner.APIVersion != vlalphal.GroupVersion.String() || owner.Kind != {
return nil

// Use the owner’s Name as value
return []string{owner.Name}

}); err = nil {
return err

}

return ctrl.NewControllerManagedBy(mgr).
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For(&vlalphal.VolumeSplit{}).
owns (&corevl.PersistentVolumeClaim{}).
Complete(r)

4.2.3 Union CSI

Union CSI is the central part of the Union CSI software and this dissertation. It includes
the CSI driver that implements the CSI gRPC services and integrates with Kubernetes,
and the storage backend that is invoked by the CSI driver to carry out CRUD operations

for Union CSI volumes using Kubernetes.

CSI driver
The part of Union CSI that implements the supported CSI RPCs, creates and listens on

a CSI endpoint and responds to the RPCs made by the sidecar containers and Kubelet.

The design guidelines, supported capabilities, implemented RPCs and execution work-

flow of the CSI driver are thoroughly outlined and discussed in Chapter 3.

The command-line options of the Union CSI component are shown in Table 4.2 and

mostly configure the CSI driver.

Option Values Default Description
--endpoint “unix:///tmp/csi.sock” gRPC endpoint of CSI
driver.
Set CSI driver mode.

“controller” runs the
Controller service,
“node” runs the Node
service and "all” runs
both.

Absolute path to a
kubeconfig file. Useful
when running
out-of-cluster.

-v, --version Print version and exit.

- -mode “controller”, "all”
“node”, 7all”

--kubeconfig

Table 4.2: "union-csi” command options

The --mode option controls the set of RPC services the driver offers as a running in-
stance. “controller” configures the driver to register and serve the Controller and Iden-

tity services, “node” to serve the Node and Identity services, and "all” to serve all three
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services. “all” is the default, even though we only deploy the CSI driver using the "con-

troller” and "node” modes.

Storage backend

Although referred to as a backend, it does not provide any HT'TP endpoints or expose
any API. It is an implementation of the Go StorageBackend interface (as designed)
that is used by the CSI driver to manage VolumeSplit, PVC and Pod resources, abstract-
ing any Kubernetes related details from it. The CSI driver utilizes the StorageBack-
end interface during the CreateVolume, DeleteVolume, ControllerPublishvolume
and ControllerUnpublishVolume RPCs, forwarding the related request. We abuse the
“backend” term, as this interface functions as the "storage backend” or “storage service”

that the CSI driver integrates with Kubernetes.

Union CSI

Driver (Controller service) Driver (Node service)

StorageBackend Mounter

CreateVolume Create NodePublishVolume Mount

I | I [
DeleteVolume Delete NodeUnpublishVolume Unmount

| k8s client

‘ (k8s.io/client-go/kubernetes) ‘ [

mounter
(k8s.io/mount-utils)

ControllerPublishVolume Attach NodeGetinfo IsMountPoint
I I I
ControllerUnpublishVolume Detach NodeGetCapabilities

ControllerGetCapabilities

Driver (Identity service)

GetPlugininfo

Probe

Interface GetPluginCapabilities

I:l component

Figure 4.1: The Union CSI internals

The implementation follows exactly the design and algorithms outlined in Section 3.6.

For example, in the CreateVolume RPC, the CSI driver invokes the Create method of
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the StorageBackend, using the volume_id along with other values obtained from the
CreateVolumeRequest. In the Create method, the backend first checks if a volume
with the given identifier already exists: It makes a GET request on the Kubernetes API
server for a VolumeSplit object in the union namespace with the given identifier as a
name. If the VolumeSplit exists, its spec payload is compared with the passed configu-
ration for idempotency, returning an error if they are incompatible. If the VolumeSplit
does not exist, then the backend performs a CREATE request on Kubernetes to create a
new VolumeSplit as specified. In each (successful) case, the backend blocks for a short
period to poll on the VolumeSplit instance for a ready state (status condition type of
Ready or Pending). If the polling succeeds, the backend returns an internal represen-

tation of the VolumeSplit to the driver.

Aspartofthe CreateVolume/DeleteVolume RPCs, the storage backend (Create/Delete
methods) fetches, creates, watches and deletes VolumeSplit objects associated with the
given volume identifier. It depends and waits on the VolumeSplit controller to create

and delete the specified PersistentVolumeClaim objects.

As part of the ControllerPublishVolume/ControllerUnpublish RPCs, the backend
(Attach/Detach methods) fetches the VolumeSplit objects associated with the given
volume identifier, lists its owned PVCs, and fetches, creates, watches, and deletes the

Pods (Attach-Pods) that use the PVCs of a VolumeSplit.

As part of the NodePublishVolume/NodeUnpublishVolume RPCs, the CSI driver em-
ploys the Mounter interface, as designed. The underlying implementation of the Mounter
interface leverages the mount-utils *> Kubernetes library for mounting, unmounting

and probing filesystems.

Because the source code of the Union CSI RPCs, interfaces and functions expands across
many lines of code, files and Go packages, we are not providing the code for the Union

CSI component here.

*https://github.com/kubernetes/mount-utils
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4.3 Deployment

In this section, we outline the deployment characteristics and resources, including con-
tainer arguments and mounted volumes, for deploying the VolumeSplit Controller and
Union CSI components in a Kubernetes environment. These deployments collectively

form the Union CSI volume plugin.

4.3.1 VolumeSplit Controller

The VolumeSplit controller is packaged into a Docker image using the provided Make-
file and Dockerfile. Kubebuilder automatically generates YAML manifests for essen-
tial deployment Kubernetes resources, such as ServiceAccount, ClusterRole, Cluster-
RoleBinding, and Deployment. Users have the flexibility to customize these manifests

and promptly deploy the controller.

The provided Deployment manifest is modified to ensure the controller is deployed in
the union namespace. In our deployment, a single replica Pod of the controller is in-
stalled, although it is generally advisable to use additional replicas for high availability.
For replicated deployments, only one controller must be active at any given time, facil-
itated by the leader election functionality implemented by the Manager component of
the controller. A kustomization.yaml file includes the VolumeSplit CRD and the con-

troller Deployment so that both are conveniently applied and removed from a cluster.

4.3.2 Union CSI

The Union CSI component is containerized using its Dockerfile and deployed in Kubernetes

within the union namespace using YAML manifests.

The Union CSI container can function as either a Union CSI Controller instance, a Union
CSI Node instance, or an all-in-one instance, providing the Controller service, the Node
service, or both, respectively. This behavior is controlled by the --mode option of the

Union CSI component.

In our deployment, we provide YAML manifests that launch Union CSI as either Con-

troller or Node instances. It is crucial to have at least one Controller instance running in
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the entire cluster for volume provisioning/deletion and attachment/detachment. Ad-
ditionally, at least one Node instance must be operational on each node where a provi-

sioned volume is intended to be mounted/unmounted.

To achieve this, a single Union CSI Controller instance is provided through a Deploy-

ment resource, specifying one replica Pod.

Listing 4.7: Deployment of Union CSI Controller

kind: Deployment
apiVersion: apps/vl
metadata:
name: union-csi-controller
namespace: union
labels:
app.kubernetes.io/name: union-csi-controller
spec:
replicas: 1
selector:
matchLabels:
app.kubernetes.io/name: union-csi-controller
template:
metadata:
labels:
app.kubernetes.io/name: union-csi-controller
spec:
nodeSelector:
kubernetes.io/os: linux
serviceAccount: union-service-account
securityContext:
runAsUser: 1000
runAsGroup: 1000
fsGroup: 1000
runAsNonRoot: true
containers:
- name: union-csi
image: docker.io/on2e/union-csi:dev
imagePullPolicy: ”Always”
args:
- --mode=controller
- --endpoint=$(CSI_ENDPOINT)
env:
- name: CSI_ENDPOINT
value: unix:///csi/csi.sock
- name: NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
volumeMounts:
- name: socket-dir
mountPath: /csi/
securityContext:
allowPrivilegeEscalation: false
- name: external-provisioner
image: docker.io/on2e/external-provisioner:v3.5.0
imagePullPolicy: ”IfNotPresent”
args:
- --csi-address=$(CSI_ENDPOINT)
env:
- name: CSI_ENDPOINT
value: unix:///csi/csi.sock
volumeMounts:
- name: socket-dir
mountPath: /csi/
securityContext:
allowPrivilegeEscalation: false
- name: external-attacher
image: docker.io/on2e/external-attacher:v4.3.0
imagePullPolicy: ”IfNotPresent”
args:
- --csi-address=$(CSI_ENDPOINT)
env:
- name: CSI_ENDPOINT
value: unix:///csi/csi.sock
volumeMounts:
- name: socket-dir
mountPath: /csi/
securityContext:
allowPrivilegeEscalation: false
volumes:
- name: socket-dir
emptyDir:




184 CHAPTER 4. IMPLEMENTATION

The Deployment of Listing 4.7 includes:

« The following containers:

- union-csi: The Union CSI master container serving the Controller service.

The container is given the following arguments:

* --mode=controller

* --endpoint=unix:///csi/csi.sock

- external-provisioner: The external-provisioner sidecar container.

The container is given the following arguments:
* --csi-address=unix:///csi/csi.sock

- external-atttacher: The external-atttacher sidecar container. The

container is given the following arguments:

* --csi-address=unix:///csi/csi.sock
o The following volumes:

- socket-dir: An emptyDir volume mounted on all three containers at /c-
si/. The union-csi container creates the UNIX domain socket under this

directory and enables communication with the sidecar containers.

The Union CSI Node instances are provided through a DaemonSet resource, ensuring a

Pod is running on every node.

Listing 4.8: DaemonSet of Union CSI Node

kind: DaemonSet
apiVersion: apps/vl
metadata:
name: union-csi-node
namespace: union
labels:
app.kubernetes.io/name: union-csi-node
spec:
selector:
matchLabels:
app.kubernetes.io/name: union-csi-node
template:
metadata:
labels:
app.kubernetes.io/name: union-csi-node
spec:
nodeSelector:
kubernetes.io/os: linux
serviceAccount: union-service-account
securityContext:
runAsUser: 0
runAsGroup: 0
fsGroup: 0
runAsNonRoot: false
containers:
- name: union-csi
image: docker.io/on2e/union-csi:dev
imagePullPolicy: ”Always”
args:
- --mode=node
- --endpoint=$(CSI_ENDPOINT)
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env:
- name: CSI_ENDPOINT
value: unix:///csi/csi.sock
- name: NODE_NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
volumeMounts:
- name: socket-dir
mountPath: /csi/
- name: kubelet-dir
mountPath: /var/lib/kubelet/
mountPropagation: Bidirectional
- name: driver-dir
mountPath: /var/lib/union-csi/
mountPropagation: Bidirectional
securityContext:
privileged: true
name: node-driver-registrar
image: docker.io/on2e/node-driver-registrar:v2.8.0
imagePullPolicy: ”IfNotPresent”
args:
- --csi-address=$(CSI_ENDPOINT)
- --kubelet-registration-path=$(KUBELET_REGISTRATION_PATH)
env:
- name: CSI_ENDPOINT
value: unix:///csi/csi.sock
- name: KUBELET_REGISTRATION_PATH
value: /var/lib/kubelet/plugins/union.csi.union.io/csi.sock
volumeMounts:
- name: registration-dir
mountPath: /registration/
- name: socket-dir
mountPath: /csi/
securityContext:
allowPrivilegeEscalation: false

volumes:

name: socket-dir
hostPath:
path: /var/lib/kubelet/plugins/union.csi.union.io/
type: DirectoryOrCreate
name: registration-dir
hostPath:
path: /var/lib/kubelet/plugins_registry/
type: Directory
name: driver-dir
hostPath:
path: /var/lib/union-csi/
type: DirectoryOrCreate
name: kubelet-dir
hostPath:
path: /var/lib/kubelet/
type: Directory

The DaemonSet of Listing 4.8 includes:

« The following containers:

- union-csi: The Union CSI master container serving the Node service. The
container runs with privileged security settings for mounting and unmount-
ing volumes on the host filesystem. The container is given the following
arguments:

* --mode=node
* --endpoint=unix:///csi/csi.sock

- node-driver-registrar: Thenode-driver-registrar sidecar container.

The container is given the following arguments:
* --csi-address=unix:///csi/csi.sock
* --kubelet-registration-path=/var/lib/kubelet/plugins/uni-

on.csi.union.io/csi.sock
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« The following volumes:

- socket-dir: A hostPathvolumeof /var/lib/kubelet/plugins/union-
.csi.union.io/ mounted onboththeunion-csiandnode-driver-regi-
strar containers at /csi/. union-csi creates the UNIX domain socket
under this directory and the full host path is passed to the node-driver-
registrar via the --kubelet-registration-path option.

- registration-dir: A hostPathvolumeof /var/lib/kubelet/plugins_-
registry/ mounted on the node-driver-registrar container at /reg-
istration/. The node-driver-registrar creates a UNIX domain socket
under this directory and informs Kubelet about union-csi’s socket-dir
UNIX domain socket.

- driver-dir: A hostPath volume of /var/lib/union-csi/ mounted on
the union-csi container at /var/1lib/union-csi/. The MergerFsS filesys-
tems are published on the host under this directory by the Pods created by
the Union CSI Controller using Bidirectional mount propagation. The
union-csi container bind mounts these filesystems at the specified tar-
get paths during NodePublishVolume. This volume is also mounted with
Bidirectional propagation so that union-csi receives the mounts from
the MergerFS containers.

- kubelet-dir: A hostPath volume of /var/lib/kubelet/ mounted on
the union-csi container at /var/1lib/kubelet/. Kubelet generates unique
target paths for NodePublishVolume under this directory and the union-
csi container bind mounts to them the MergerFS filesystems under /var/1-
ib/union-csi/. The volume is mounted with Bidirectional propagation
so that union-csi receives updates from Kubelet and the MergerFS mounts

are propagated to Kubelet.

Mount propagation: As described, CSI plugin Pods and Union CSI's MergerFS con-
tainer Pods both utilize Bidirectional mount propagation to mount their volumes on
the host filesystem. For mount propagation to work, the Container Runtime Interface
(CRI) must allow shared mounts. More information on the mount propagation feature

and how to check if it is enabled in a cluster can be found in the Kubernetes documen-
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A central kustomization.yaml file includes both the VolumeSplit Controller and the

Union CSI components’s necessary deployment resources, enabling the entire applica-

tion to be installed and uninstalled on a cluster with a single kubectl command.

Figure 4.2 shows the Union CSI component deployed as a Union CSI Controller and

three Union CSI Node instances, accompanied by the required sidecar containers, along

with the VolumeSplit Controller component, in a three-node cluster.

/ Union CSI Controller Pod

N

external-provisioner
external-attacher

——  Union CSI

Union CSI Node Pod

node-driver-registrar ——  Union CSI ‘

VolumeSplit Controller Pod

VolumeSplit
Controller
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Kubelet
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Kubelet
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-

Union CSI Node Pod

~

node-driver-registrar

‘4 Union CSI ‘

N

Kubelet

/

Figure 4.2: The complete Union CSI deployment in a 3 node cluster

*https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
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Evaluation

In this chapter, we demonstrate Union CSI and gain a preliminary understanding of its

performance.

5.1 Overview

We demonstrate and evaluate the Union CSI plugin, along with established volume plu-
gins for Kubernetes that leverage local storage on a node to provide persistent volumes

for Pod containers.

To establish a baseline, we use the Local Path Provisioner, conducting tests directly on
the host filesystem. Additionally, we employ Longhorn, an enterprise-grade, replicated
block storage system, as our lower storage system. This allows us to showcase how Union
CSI integrates with Longhorn, enabling us to harness a large volume whose total size

would be unattainable otherwise.

In our testing, we explore these two plugins individually and with Union CSI layered on
top. We assess metrics such as bandwidth and latency, aiming to understand the im-
pact of the FUSE layer introduced by the MergerFS mount over the underlying volume

pieces.

189



190 CHAPTER 5. EVALUATION

5.2 Description of the Volume Plugins

In this section, we present an overview of the Local Path Provisioner plugin and the

Longhorn block storage system, discussing their design, architecture, and functionality.

5.2.1 Local Path Provisioner

Local Path Provisioner, developed by Rancher Labs, is a Kubernetes volume plugin de-
signed to utilize the local storage in each node. It dynamically provisions either host-

Path or local persistent volumes.

Unlike a CSI volume plugin, Local Path Provisioner does not integrate with Kubernetes
through CSI and does not create spec.csi PersistentVolumes. Instead, it imports and
utilizes the same external PersistentVolume controller dependency ' as the external-
provisioner sidecar. The Local Path Provisioner implements the Provisioner inter-
face, passes the implementation to the external controller, and subsequently runs the
controller. The controller actively monitors the Kubernetes API server for the creation
and deletion of PVCs associated with a StorageClass that references the registered Pro-

visioner and invokes the Provision and Delete methods, respectively.

During the Provision call, Local Path Provisioner launches a Pod on the specified node.
This Pod mounts a parent directory from the node to the Pod container using a host-
Path volume. The Pod container creates a directory under the container’s mount path, a
directory that is also visible on the host due to the hostPath volume. After completing
its task, the container terminates, and the Provision method creates a PV to represent
the newly created “"volume.” The PV is either hostPath- or local-backed and has the

full node path in the spec.hostPath.path or spec.local.path field, respectively.

To contrast, in the Provision method of the external-provisioner, after the nec-
essary preparations, the external-provisioner triggers the Createvolume RPC on
the given CSI endpoint and the CSI driver that is listening manages the provisioning

process.

In the Delete call, Local Path Provisioner once again creates a Pod using hostPath to

mount the same parent directory as in the Provision call for the respective volume.

'https://github.com/kubernetes-sigs/sig-storage-lib-external-provisioner
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The container then proceeds to remove the child directory under the container’s mount

path, effectively cleaning up the host directory.

The Local Path Provisioner requires information about the node where the hostPath
directory should be created to launch the Pod that sets up the directory. As a result, Lo-
cal Path Provisioner operates exclusively with a StorageClass of delayed volume bind-
ing mode (WaitForFirstConsumer). Furthermore, since hostPath volumes are locally
confined, the associated PV created by the Provision method has node affinity config-
ured. This ensures that Pods utilizing the PV will only be scheduled on the node where

the hostPath directory was initially created.

Local Path Provisioner ships with KIND (Kubernetes IN Docker) to enable dynamic
provisioning of hostPath volumes in local computer clusters. Due to the many security
risks and non-flexible nature of hostPath volumes, Local Path Provisioner is primarily

intended for local clusters and testing scenarios.

5.2.2 Longhorn

Longhorn is a free, open-source, cloud-native, distributed block storage system de-
signed for Kubernetes. It utilizes the local storage of Kubernetes nodes, eliminating the
need for external storage arrays and cloud providers. Longhorn employs containers,

microservices, and CRDs to implement distributed block storage.

Each volume in Longhorn is treated as a microservice, with a dedicated storage con-
troller created for each block device volume. This storage controller, known as the
Longhorn Engine, runs as a Linux process on the same node as the Pod using the Longhorn
volume. The Longhorn Engine synchronously replicates the volume across multiple
replicas stored on different nodes. Replicas, also considered microservices, are backed

by thin-provisioned Linux sparse files.

Longhorn ensures high availability by having a separate storage controller for each vol-
ume and maintaining multiple replicas. If an issue arises with the Longhorn Engine
process or a replica, it won't impact other volumes in the disk pool or replicas, allowing

uninterrupted access for the Pod.

Figure 5.1 shows this design concept along with the data flow between the volumes,

Longhorn Engines, replica instances, and the node disks.
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Figure 5.1: How Longhorn works

[Source: https://longhorn.io/docs/1.5.3/concepts/]

The Longhorn Manager orchestrates the Longhorn Engine and volumes. It operates
as a per-node Pod responsible for creating, managing, and repairing Longhorn vol-
umes, generating Longhorn Engine and replica instances, serving the Longhorn API,

and communicating with the Kubernetes API server.

Longhorn is not a topology-aware system, meaning it does not require knowledge of
a Pod’s scheduled node to start provisioning a volume for it. As a result, the provided
Longhorn StorageClass is defaulted to Immediate volume binding mode and the created

volumes and PV's have no node constraints.

Additionally, for cross-node usability of volumes by Pods anywhere in the cluster, Long-
horn utilizes iSCSI (Open-iSCSI). By default, Longhorn uses the Kubernetes cluster

Container Network Interface (CNI) network.

Integration with Kubernetes is facilitated through Longhorn’s CSI driver. This driver
forwards create, delete, attach, and detach operations to the Longhorn Manager via its
API. It also handles formatting, mounting, and unmounting of block device volumes on

the nodes.

Additional key features of Longhorn include:

o Incremental snapshot of block storage.
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o Store backup data in external storage, such as NFS or AWS S3.
 Restore volumes from backup.

» Upgrade Longhorn without disrupting persistent volumes.

Longhorn was originally developed by Rancher Labs and is now recognized as a Cloud

Native Computing Foundation (CNCF) incubating project.

5.3 Demonstration of Union CSI with Longhorn

In this section, we show and use the Longhorn storage system (v1.5.1) and attempt to
create a large enough volume that exceeds the available disk space on any individual
node. Subsequently, we demonstrate how Union CSI ("dev”) can be integrated with
Longhorn to aggregate its volumes and achieve the desired capacity. Longhorn is a fit-
ting match for Union CSI due to its ability to remotely access its volumes from any node
in the cluster. This enables Union CSI to create PVCs for Longhorn volumes that span

across different nodes and seamlessly attach them on the desired node.

Please note that the installation processes for Longhorn and Union CSI is not be pro-

vided in this section.

5.3.1 Environment

The Longhorn and Union CSI plugins are installed and tested in a two-node Kubernetes
cluster managed by Azure’s AKS (Azure Kubernetes Service). The nodes are general
purpose virtual machines of the Standard_DS2_v2 ? tier, each equipped with 2 vCPU
cores, 7GiB RAM, and a 128GiB local SSD. Each node serves dual roles as both a Kubern-

etes master (control-plane) and a worker node.

5.3.2 Longhorn StorageClass

The Longhorn installation includes a default StorageClass for creating Longhorn vol-

umes using PVCs. The StorageClass has many configurable parameters, one of which is

*https://azureprice.net/vm/Standard_DS2_v2
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the numberOfReplicas parameter that controls the number of replicas that Longhorn
creates for a volume. The parameter accepts values between 1 and 20, with a default of

3.

For the purposes of this demonstration, it is important to set numberOfReplicas to one.
This configuration ensures that only one primary replica volume is provisioned when
creating a Longhorn volume, whether directly through kubectl or via the Union CSI
plugin. This setting is essential in order to have Longhorn allocate the specified capacity
and no more. Additionally, this reduced availability is desired for later tests, specifically
when examining the network overhead for Union CSI when using Longhorn volumes

remotely.

By setting numberOfReplicas to 1, the StorageClass used for Longhorn volumes in sub-
sequent steps is illustrated in YAML in Listing 5.1. The provisioner field references

the Longhorn CSI driver by the name driver.longhorn.io.

Listing 5.1: Longhorn StorageClass for 1 primary replica volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: longhorn-1-replica
parameters:
datalocality: disabled
fromBackup: *”

fsType: ext4

numberOfReplicas: ”1”

staleReplicaTimeout: »30”
provisioner: driver.longhorn.io
reclaimPolicy: Delete
allowVolumeExpansion: true
volumeBindingMode: Immediate

5.3.3 Creating a Large Longhorn Volume

We aim to test what will happen if we request from Longhorn a volume with a capacity
that surpasses the available disk space of any node in the cluster. As a reminder, our
Kubernetes cluster consists of two nodes, each equipped with a 128GiB SSD. Approxi-
mately 87GiB of storage is available on each node to be pooled by Longhorn.

To create a Longhorn volume, first we need to create a PVC using the StorageClass we
described and installed in the previous section. Listing 5.2 demonstrates a PVC claiming

a 120GiB Longhorn volume.

Listing 5.2: PVC for a 120GiB Longhorn volume

apiVersion: vl
kind: PersistentVolumeClaim
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metadata:
name: longhorn-pvc
spec:
accessModes:
- ReadWriteOnce
storageClassName: longhorn-1-replica
resources:
requests:
storage: 120Gi

After creating the PVC in the Kubernetes API server using kubectl, we inspect the
object’s status. Listing 5.3 showcases the relevant commands and the API responses in

the command-line, showing the successful binding of the PVC to a PV.

Listing 5.3: The Longhorn PVC is bound to a PV

$ kubectl get pvc longhorn-pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES <
STORAGECLASS AGE
longhorn-pvc Bound pvc-76b412fc-e2af-475f-85d6-3f9091cf5b74 120Gi RWO <~

longhorn-1-replica 3s

$ kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS <
CLAIM STORAGECLASS REASON AGE

pvc-76b412fc-e2af-475f-85d6-3f9091cf5b74 120Gi RWO Delete Bound <~
default/longhorn-pvc longhorn-1-replica 4s

At first glance, it might seem that we have successfully created a 120GiB volume on a
disk with 87GiB available space, since a PersistentVolume represents a piece of storage

in Kubernetes. However, a closer examination reveals otherwise.

Observing the Longhorn Replica CR object corresponding to the created volume, we
notice that the NODE and DISK column entries are missing a value, as shown in Listing
5.4. This indicates that Longhorn failed to schedule the replica on a node and allocate

the required block device.

Listing 5.4: The Longhorn Replica custom resource is missing NODE and DISK IDs
$ kubectl get -n longhorn-system replica

NAME STATE NODE DISK INSTANCEMANAGER <~
IMAGE AGE
pvc-76b412fc-e2af-475f-85d6-3f9091cf5b74-r-18051260 stopped <+
9m4s

Additionally, inspecting the logging messages of the Longhorn Manager Pod which han-
dled the provisioning request on behalf of the Longhorn CSI driver, reveals repeated
reports stating insufficient available disk space for the requested replica, as shown in

Listing 5.5

Listing 5.5: The Longhorn Manager Pod logs "There’s no available disk for replica ..”

$ kubectl logs -n longhorn-system longhorn-manager-9d5m5
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time="2023-11-26T17:47:27Z” level=error msg="There’s no available disk for replica pvc-76<>
b412fc-e2af-475f-85d6-3f9091cf5b74-r-18051260, size 128849018880”

time="2023-11-26T17:47:2772” level=warning msg="Failed to schedule replica” accessMode=rwo <>
controller=longhorn-volume frontend=blockdev migratable=false node=aks-agentpool<—
-30515490-vmss@000Po owner=aks-agentpool-30515490-vmss@00OO0 replica=pvc-76b4l12fc-e2af<
-475f-85d6-319091cf5b74-r-18051260 state=detached volume=pvc-76b412fc-e2af-475f-85d6-3<—
f9091cf5b74

The requested 120GiB Longhorn volume is not possible. If we create a Pod using the
PVC, the Pod will also fail to get scheduled on a node and access the volume. In the fol-
lowing sections, we explore how Union CSI can help overcome this limitation, enabling

the utilization of a 120GiB volume composed of two smaller, 60GiB Longhorn volumes.

5.3.4 Union CSI StorageClass

To configure Union CSI to use Longhorn as its underlying storage provisioner, we first
need to create and install the appropriate StorageClass. The StorageClass in Listing 5.6
specifies the Union CSI driver name, union.csi.union.1io, in the provisioner field
and the Longhorn StorageClass name, longhorn-1-replica, in the parameters list
under lowerStorageClassName. This way, Union CSI creates PVCs using the Longhorn

StorageClass and has Longhorn create the lower volumes of the Union CSI volume.

Listing 5.6: Union CSI StorageClass using the Longhorn StorageClass

apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:
name: union-storage-longhorn
provisioner: union.csi.union.io
parameters:
lowerStorageClassName: longhorn-1-replica
reclaimPolicy: Delete
volumeBindingMode: Immediate

5.3.5 Creating a Union CSI Volume

After cleaning up the PVC created in Section 5.3.3, we proceed to create a new PVC
requesting a 120GiB volume, this time using the Union CSI StorageClass. Upon creating

the new PVC, the following sequence of events occurs:

1. The CreateVolume RPC of the Union CSI plugin is made.
2. During CreateVolume, Union CSI creates a VolumeSplit object specifying two
replica PVCs of 60GiB each, utilizing the Longhorn StorageClass.
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3. The VolumeSplit controller creates the desired number of lower PVCs using the
PVC template specified on the VolumeSplit.

4. The CreateVolume RPC of Longhorn is made, with one call for each lower PVC.

5. During CreateVolume, Longhorn allocates a 60GiB volume on a node with avail-

able disk space.

Listing 5.7 illustrates a PVC utilizing the union-storage-1longhorn StorageClass spec-

ified earlier and claiming a 120GiB Union CSI volume.

Listing 5.7: PVC for a 120GiB Union CSI volume

apiVersion: vi1
kind: PersistentVolumeClaim
metadata:

name: union-pvc-longhorn
spec:

storageClassName: union-storage-longhorn

accessModes:

- ReadWriteOnce

resources:

requests:
storage: 120Gi

After the PVC is successfully created, we check its status. Listing 5.8 verifies the follow-

ing:

1. The upper PVC is bound to a 120GiB upper PV.
2. Union CSI created 2 lower PVCs (prefixed with split-), each of 60GiB, in the
union namespace, using the Longhorn StorageClass.

3. Each lower PVC is bound to a 60GiB lower PV.

Listing 5.8: The 120GiB upper PVC, the 120GiB upper PV, the two 60GiB lower PVCs
and the two 60GiB lower PVs

$ kubectl get pvc union-pvc-longhorn

NAME STATUS VOLUME CAPACITY ACCESS MODES <
STORAGECLASS AGE
union-pvc-longhorn Bound pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0 120Gi RWO <~

union-storage-longhorn 12s

$ kubectl get -n union pvc

NAME STATUS VOLUME <>
CAPACITY ACCESS MODES STORAGECLASS AGE
split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0-k2p7n Bound pvc-75a2e35b-0488-41d0-ab2b-<—
f85d0b35632c 60Gi RWO longhorn-1-replica 35s
split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bfO-mst9w Bound pvc-bb282fc0-7d58-4cel-872c-015<—>
eb05967c4 60Gi RWO longhorn-1-replica 35s

$ kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS <
CLAIM STORAGECLASS <~
REASON AGE

pvc-75a2e35b-0488-41d0-ab2b-f85d0b35632c 60Gi RWO Delete Bound +—

union/split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0-k2p7n 1longhorn-1-replica <>
13s
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pvc-bb282fc0-7d58-4cel-872c-015eb05967c4 60Gi RWO Delete Bound <~
union/split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf@-mst9w longhorn-1-replica <«
13s
pvc-ff5fcad91-682b-48e9-959a-4a38ee5e2bf0  120Gi RWO Delete Bound —
default/union-pvc-longhorn union-storage-longhorn <
16s

To confirm Longhorn’s successful scheduling of replicas corresponding to the two Long-
horn volumes requested by Union CSI, we fetch them from the Kubernetes API server.
The output in Listing 5.9 indicates that the two replicas, one for each Longhorn volume,

have been successfully scheduled on different nodes and assigned a block device.

Listing 5.9: The Longhorn Replica custom resources corresponding to the two Longhorn

volumes have NODE and DISK IDs

$ kubectl get -n longhorn-system replica
NAME STATE NODE <
DISK INSTANCEMANAGER <

IMAGE AGE

pvc-75a2e35b-0488-41d0-ab2b-f85d0b35632c-r-34eeca8c stopped aks-agentpool-30515490-<
vmss00000q 61233fcc-1261-41ff-9f0c-410c166cel68 26m

pvc-bb282fc0-7d58-4cel-872c-015eb05967c4-r-6208e7af stopped aks-agentpool-30515490-<—
vmss00000p d551e4b0@-5ec9-422a-a5e3-04e66c948af4 26m

Listing 5.10 displays the VolumeSplit CR created by Union CSI in the union namespace
during the CreateVolume RPC. The two lower PVCs created by the VolumeSplit con-
troller are also listed due to their linkage to the VolumeSplit instance through owner
references.

Listing 5.10: The VolumeSplit custom resource created by Union CSI and its two owned

PVCs created by the VolumeSplit controller
$ kubectl tree -n union volumesplits.union.io split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0

NAMESPACE NAME

union VolumeSplit/split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0o
union | -PersistentVolumeClaim/split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bfO-k2p7n
union +-PersistentVolumeClaim/split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bfO-mstow

Although the upper 120GiB PV is created in the API server, the underlying Union CSI
volume does not exist yet, only its two 60GiB lower parts. To merge the two volumes

and utilize the resulting volume on a node, we first need to create a consumer Pod.

5.3.6 Attaching & Mounting a Union CSI Volume

By creating a Pod that references the 120GiB PVC previously created, the following se-

quence of events occurs:

1. The Pod is scheduled on a node and the ControllerPublishVolume RPC of the

Union CSI plugin is made.
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2. During ControllerPublishVolume, Union CSI creates a new Attach-Pod in the
unionnamespace. The Pod uses the two lower 60GiB PVCs claiming the Longhorn
volumes, along with a hostPath volume. The Attach-Pod is assigned to the same
node as the consumer Pod.

3. The ControllerPublishVolume RPC of Longhorn is made, with one call for each
volume.

4. During ControllerPublishVolume, Longhorn attaches and mounts the two Lo-
nghorn volumes on the specified node—one volume locally and the other re-
motely.

5. Kubelet mounts the two Longhorn volumes and the hostPath directory on the
Attach-Pod container and runs the container.

6. The MergerFS container of the Attach-Pod executes mergerfs (through the gogo-
mergerfs program), combining the Longhorn filesystems and mounting the out-
put on the hostPath container mount point. The MergerFS filesystem is prop-
agated on the host due to the bidirectional mount propagation specified in the
Attach-Pod.

7. Kubelet mounts the Union CSI volume (the MergerFS filesystem on the host) on

the consumer Pod container and runs the container.

Listing 5.11 shows a Pod using the Union CSI volume through its PVC and specifying

the /data/ directory as the mount point inside an NGINX container.

Listing 5.11: Pod using the Union CSI volume through its PVC

apiVersion: vl
kind: Pod
metadata:
name: union-pod-longhorn
spec:
containers:
- name: app
image: nginx:stable-alpine
imagePullPolicy: IfNotPresent
volumeMounts:
- name: vol
mountPath: /data
ports:
- containerPort: 80
volumes:
- name: vol
persistentVolumeClaim:
claimName: union-pvc-longhorn

After the Pod is created, we can verify that both the user Pod and the Attach-Pod created

by the Union CSI plugin are running on the API server, as shown in Listing 5.12.

Listing 5.12: The consumer Pod and corresponding Attach-Pod are running
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$ kubectl get pod union-pod-longhorn

NAME READY STATUS RESTARTS AGE
union-pod-longhorn 1/1 Running © 35s

$ kubectl get -n union pod pod-pvc-ff5fca91l-682b-48e9-959a-4a38ee5e2bf0

NAME READY STATUS RESTARTS AGE
pod-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bfo 1/1 Running © 43s

5.3.7 Inspecting & Utilizing a Union CSI Volume

Connecting to and executing commands within the user Pod container allows us to
inspect its contents. Listing 5.13 displays the MergerFS filesystem mounted inside the
NGINX container at /data/. Notice the unusually large inode numbers for /data/ and
its contents. This is because MergerFS defaults to setting inode numbers by hashing the
corresponding relative paths and inodes of the underlying filesystems. Additionally, we
use the dd utility to write two 10GiB files—10GB.file and other1@GB.file—under
/data/.

Listing 5.13: The MergerFS filesystem within the consumer Pod container

$ kubectl exec -it union-pod-longhorn -- /bin/sh
# 1ls -ild data

12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 17:33 data

# 1ls -ila /data

total 24
12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 17:33 .
3873171 drwxr-xr-x 1 root root 4096 Nov 28 17:33 ..
4938303994640588972 drwx------ 2 root root 16384 Nov 28 17:33 lost+found

# dd if=/dev/zero of=/data/10GB.file bs=1M count=10240 status=progress
# dd if=/dev/zero of=/data/other10GB.file bs=1M count=10240 status=progress
# 1s -ila /data

total 20971552

12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 18:06 .

3873171 drwxr-xr-x 1 root root 4096 Nov 28 17:33 ..
9581384014260166741 -rw-r--r-- 1 root root 10737418240 Nov 28 18:06 10GB.file
4938303994640588972 drwx------ 2 root root 16384 Nov 28 17:33 lost+found

17568198116042200688 -rw-r--r-- 1 root root 10737418240 Nov 28 18:08 otherl1@GB.file

We can also attach to the MergerFS container within the Attach-Pod, where the Merg-

erFS filesystem originates. In Listing 5.14, we observe the following:

1. The /volume/ directory contains the merged and branches directories. The /vol-
ume/merged/ directory has the same inode hash number and contains the same
directories and files as the /data/ directory in the NGINX container; they are the

same filesystem.
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2. The output of mount verifies that the MergerFS filesystem is mounted at /vol-
umes/merged/ with filesystem type of fuse.mergerfs. The filesystem name is
composed by joining the branch names, separated by a colon, after trimming
their common prefix.

3. Each Longhorn volume is mounted on its dedicated directory under /volume/br-
anches/ which is following the name scheme: branch, followed by an identifi-
cation number, followed by a hyphen and the PVC name that corresponds to the
volume.

4. The two 10GiB files created earlier in the MergerFS filesystem have been placed
in the underlying filesystems: the first 10GB.file has been created under the
“branch0” directory and the second other10GB.file under the “branch1” di-
rectory. MergerFS’s default policy is to choose the branch with the most free
space when creating files while preserving relative existing paths (epmf® policy).
So, when we created the second other10GB.file using dd, MergerFS chose the
empty branch as its destination (since the file was not created under an existing
path in the MergerFS mount).

5. The output of ps reveals the mergerfs daemon process that handles the FUSE
messages (PID 16). PID 1 process is the gogomergerfs program that runs merg-
erfs and then blocks for UNIX signals (SIGTERM and SIGINT).

Listing 5.14: The MergerFS fileysystem within the Attach-Pod container

$ kubectl exec -it -n union pod-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf@ -- /bin/sh
# 1s -ila /volume

total 16
1846804 drwxr-xr-x 4 root root 4096 Nov 28 17:33 .
1846803 drwxr-xr-x 3 root root 4096 Nov 28 17:33 ..
1846806 drwxr-xr-x 4 root root 4096 Nov 28 17:33 branches
12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 18:06 merged

# mount | grep mergerfs

0-split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0-k2p7n:1-split-pvc-ff5fca91-682b-48e9-959a-4¢>
a38ee5e2bf@-mst9w on /volume/merged type fuse.mergerfs (rw,nosuid,nodev,relatime,user_id<«—
=0, group_id=0,default_permissions,allow_other)

# 1s -ila /volume/merged

total 20971552

12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 18:06 .

1846804 drwxr-xr-x 4 root root 4096 Nov 28 17:33 ..
9581384014260166741 -rw-r--r-- 1 root root 10737418240 Nov 28 18:06 10GB.file
4938303994640588972 drwx------ 2 root root 16384 Nov 28 17:33 lost+found

17568198116042200688 -rw-r--r-- 1 root root 10737418240 Nov 28 18:08 other10GB.file
# 1s -ila /volume/branches/
total 16
1846806 drwxr-xr-x 4 root root 4096 Nov 28 17:33 .
1846804 drwxr-xr-x 4 root root 4096 Nov 28 17:33 ..
2 drwxr-xr-x 3 root root 4096 Nov 28 18:06 branch@-split-pvc-ff5fcadl«

-682b-48e9-959a-4a38ee5e2bf0-k2p7n

*https://github.com/trapexit/mergerfs#policies
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2 drwxr-xr-x 3 root root 4096 Nov 28 18:05 branchl-split-pvc-ff5fcad9l<«>
-682b-48e9-959a-4a38ee5e2bfo-mstow

# 1ls -ila /volume/branches/branch@-split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0-k2p7n/

total 10485788

2 drwxr-xr-x 3 root root 4096 Nov 28 18:06 .
1846806 drwxr-xr-x 4 root root 4096 Nov 28 17:33
11 drwx------ 2 root root 16384 Nov 28 17:33 lost+found
12 -rw-r--r-- 1 root root 10737418240 Nov 28 18:08 otherleGB.file

# 1s -ila /volume/branches/branchl-split-pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bfO-mstow/

total 10485788

2 drwxr-xr-x 3 root root 4096 Nov 28 18:05 .
1846806 drwxr-xr-x 4 root root 4096 Nov 28 17:33 ..
12 -rw-r--r-- 1 root root 10737418240 Nov 28 18:06 10GB.file
11 drwx------ 2 root root 16384 Nov 28 17:33 lost+found
# ps | grep mergerfs
1 root 0:00 gogomergerfs mergerfs --branches=/volume/branches/* --target=/volume/<>
merged --block
16 root 0:23 mergerfs /volume/branches/* /volume/merged
34 root 0:00 grep mergerfs

To conclude, we connect to the host of the node where the Longhorn and Union CSI
volumes are mounted and the consumer Pod and Attach-Pod are running. In Listing

5.15, we observe the following:

1. The MergerFS filesystem is mounted on the hostat /var/1ib/union-csi/volum-
es/<volume_id>/merged/.

2. The two Longhorn block devices are located under /dev/longhorn/.

3. The gogomergerfs and mergerfs processes are also running on the host, each

with different process IDs than the privileged MergerFS container.

Listing 5.15: The MergerFS filesystem and the Longhorn block devices on the host node
# 1s -ila /var/lib/union-csi/volumes/pvc-ff5fca91-682b-48e9-959a-4a38ee5e2bf0/merged

total 20971552

12101348768806803897 drwxr-xr-x 3 root root 4096 Nov 28 18:06 .

1840587 drwxr-xr-x 3 root root 4096 Nov 28 17:33 ..
9581384014260166741 -rw-r--r-- 1 root root 10737418240 Nov 28 18:06 10GB.file
4938303994640588972 drwx------ 2 root root 16384 Nov 28 17:33 lost+found

17568198116042200688 -rw-r--r-- 1 root root 10737418240 Nov 28 18:08 otherl@GB.file

# 1s -1 /dev/longhorn

total @
brw-rw---- 1 root root 8, 32 Nov 28 17:33 pvc-75a2e35b-0488-41d0-ab2b-f85d0b35632c
brw-rw---- 1 root root 8, 48 Nov 28 17:33 pvc-bb282fc@-7d58-4cel-872c-015eb05967c4

# ps aux | grep mergerfs

root 39863 ©.0 0.1 712488 8708 ? Ssl 17:33 0:00 gogomergerfs mergerfs --<—>
branches=/volume/branches/* --target=/volume/merged --block

root 39885 0.2 0.0 6092 3564 ? S<sl 17:33 0:23 mergerfs /volume/branches/*<>
/volume/merged

root 373769 ©.0 0.0 3468 1656 ? S+ 20:30 0:00 grep mergerfs
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5.3.8 Summary

By integrating Union CSI with Longhorn, we have successfully created, attached, mounted,
and utilized a 120GiB volume, composed of two 60GiB Longhorn volumes allocated on

different nodes.

Initially, creating a 120GiB Longhorn block device volume was not feasible on a cluster
with 128GiB local SSDs, as it exceeded the available disk space. By incorporating the
Union CSI volume plugin, the 120GiB volume request was split in half through storage
claims (PVCs) made on the Longhorn system, allowing Longhorn to successfully provi-
sion the two smaller 60GiB storage pieces. Union CSI then merged the two lower halves
using the MergerFS tool and mounted the union filesystem on the specified node. Any
underlying filesystems on nodes remote to the target node were accessed by Longhorn
through its iSCSI feature. While the Union CSI volume is mounted on a consumer Pod,
the mergerfs root process running on the host node (executed in the privileged Attach-
Pod created by the Union CSI driver) handles the IO requests of the Pod and forwards

them to the underlying Longhorn filesystems.

In the next section, we will assess and compare the IO performance of the different

storage systems.

5.4 Performance Measurements

In this section, we present relative performance results, in terms of measured bandwidth
and latency, for Local Path Provisioner, Longhorn and Union CSI volumes, across vari-
ous test cases. Through these tests, we aim to gain an insight of the impact of the Merg-

erFS and network layers on the underlying filesystems.

5.4.1 Environment

The environment used is the same one that we used and described in Section 5.3.
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5.4.2 Test Cases

The test cases involve measuring the IO performance of the volumes provided by the
Local Path Provisioner, Longhorn and Union CSI plugins. Each plugin is tested indi-
vidually or in combination with Union CSI, where the tested volume consists of the
mergerfs output of two equally sized volumes provided by the underlying plugin. The
options of the mergerfs program were left to their defaults. For Longhorn, tests are
conducted both with and without interpolating storage networking by assigning the
benchmarking Pod on the opposite or the same node where the Longhorn volume was

allocated.

In each test case, we launch a Pod running a container with our filesystem benchmarking
tool that performs the specified IO workload on the tested volume. The "labels” and

descriptions of each test case are provided in the following paragraphs.

Local: To establish a standard for comparison, it is crucial to measure read and write
performance on a bare directory on the filesystem of the node. The Local Path Provi-
sioner creates a directory on the host node that is mounted on the container containing
our benchmarking tool, enabling us to measure IO metrics in this scenario. It is ex-

pected that this scenario will yield the best IO metrics.

Longhorn: We configure Longhorn to create only one primary replica when creating a
PVC. The volume is allocated as a sparse file on one of the two nodes. In this scenario,
we measure the performance of a Longhorn volume provisioned on the same node as

the Pod is scheduled on. This will showcase the Longhorn block-level engine at its finest.

Longhorn + iSCSI: Same scenario as before, but now we constrain our benchmarking
Pod to run on the opposite node (by adding the appropriate nodeSelector) and expose
the Longhorn block device on it through iSCSI. By doing so, we can quantify the added

network delay of SCSI over Ethernet in our 2 node cluster.

Union + Local: Using the Local Path Provisioner as the underlying provisioner of the
Union CSI plugin has no practical benefits. The two lower hostPath volumes will nec-
essarily be provisioned on the same node, so there is no way to take advantage of disk
space from different nodes with Union CSI. However, by using plain host directories for
the MergerFS branches, we measure the impact of the FUSE userspace filesystem layer

directly on the host filesystem.
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Union + Longhorn: In this scenario, we once again use Longhorn as the lower CSI vol-
ume plugin for Union CSI, just as we did in Section 5.3. However, this time, we want
the Longhorn volumes to be provisioned on the same node. For this reason, we create
a small enough Union CSI volume that fits the node’s disk, such as 30GiB split into two
15GiB lower Longhorn volumes. We then assign the benchmarking Pod to the same
node as the lower volumes to assess the performance of the union mount of two local

Longhorn volumes.

Union + Longhorn + iSCSI: Same scenario as before, but now the Pod is assigned to the
opposite node than the one the two Longhorn volumes are scheduled on. This means
that any requested IO has to go through the FUSE level, the iSCSI implementation and
network level, and the Longhorn block device level. This represents a more real-world

scenario for Union CSI where at least one of each branches will be remotely attached.

5.4.3 Test Tool & Configuration

For our testing, the fio tool was used. fio is a benchmarking and workload simulation
tool that spawns a number of threads to perform configurable IO actions, typically pro-

vided through a job file.

The testing was configured to only perform random reads and writes with an IO block
size of 4KiB on a 10GiB file. Furthermore, in order to ensure that the filesystems and
devices are actually being tested and the OS stays as uninvolved as possible, the following

settings were configured:

1 worker thread (numjobs=1 parameter of fio).

Queue depth of 1 (iodepth=1).

Disabled page cache (direct=1).

Synchronized reads and writes (1oengine=sync).

The above settings will intentionally limit the IO performance for all contestants, but
it is necessary in order to focus on each component as narrowly as possible. For this
reason, the absolute individual numbers do not matter, we will concentrate on their

relative comparison.
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5.4.4 Results

Measured bandwidth and latency results are normalized to the Local test case—all values

are shown as a multiple of Local’s value.

Figure 5.2 illustrates the random read bandwidth performance for each test case, utiliz-
ing a 4KiB block size. As anticipated, Local exhibits the highest performance among all
contestants. Following closely is Longhorn, with a 17% decrease in random read per-
formance, further reduced to 47% in Longhorn + iSCSI due to the additional SCSI and
network overhead. In the Union tests, all three cases provided nearly identical results,
hovering around 30% of the performance of Local. Union CSI's random read results,
although the lowest among all, did not experience further degradation, whether using

simple host directories or Longhorn’s block-level storage with remote access.

Random Reads - Bandwidth as a Multiple of Local Bandwidth

Queue Depth 1, Threads 1, Synchronized, No Page Cache
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Figure 5.2: Random read bandwidth performance for 4KiB block size

Figure 5.3 illustrates the random write bandwidth performance for each test case, uti-
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lizing a 4KiB block size. Both Longhorn and Union + Local almost reach the threshold
of Local, while the two cases with the network-attached volumes, Longhorn + iSCSI
and Union + iSCSI, have the lowest scores at 74% and 64%, respectively. In the Union
cases, replacing Local Path Provisioner with Longhorn as the lower provisioner (Union
+ Longhorn) results in a performance decrease of around 19%, with a further 17% de-
crease compared to Union + Longhorn, when data transferring takes place (Union +

Longhorn + iSCSI).
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Figure 5.3: Random write bandwidth performance for 4KiB block size

Figure 5.4 illustrates the random read latency performance for each test case, utilizing
a 4KiB block size. We observe that, in our environment and configuration, randomly
reading from a local Longhorn volume is 1,65 times slower than Local, while from a
remote Longhorn volume is up to 3 times slower. Similar to the random read bandwidth
results, the Union tests all exhibit a similar level of performance, around 5 times slower

than Local.
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Random Reads - Latency as a Multiple of Local Latency

Queue Depth 1, Threads 1, Synchronized, No Page Cache
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Figure 5.4: Random read latency performance for 4KiB block size

Figure 5.5 illustrates the random write latency performance for each test case, utilizing a
4KiB block size. As with random write bandwidth scores, Longhorn and Union + Local
achieve practically the same performance as Local. Using local Longhorn volumes with
Union CSI is 1.3 times slower than Local, while the network cases are the slowest, with

Union + Longhorn + iSCSI being 1.56 times slower than Local.
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Random Writes - Latency as a Multiple of Local Latency
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Figure 5.5: Random write latency performance for 4KiB block size

5.4.5 Summary

The relatively slower performance observed for Union CSI volumes was expected, due
to the FUSE layer over the underlying volumes, particularly in the case where data trans-

ferring occurred through iSCSI for the Longhorn volumes.

MergerFS is a FUSE userspace program acting as a proxy for its underlying filesystems.
IO requests on the FUSE filesystem incur overhead in transitioning between userspace
and kernelspace. The more transitions needed, the worse the performance. One ap-
proach to reduce the number of transitions is to increase the IO block size. In our tests,
we set a small block size of 4KiB to focus on random IO. Using a larger block size along
with enabling OS page caching could significantly enhance Union CSI performance,

even to a greater degree than the other plugins.
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Moreover, the MergerFS author highlights various reasons for reduced performance in
MergerFS mounts and provides insights into benchmarking techniques and parameter
adjustments . MergerFS offers numerous configurable options, many of which impact
performance. A deeper understanding of these options and their fine-tuning could lead

to better results than those presented in our tests.

In summary, even the most sophisticated userspace application has limitations in main-
taining increased performance and minimizing user-kernel context switching. The re-
sults of our tests underscore the need for a kernel-based union filesystem solution for

enterprise storage workloads.

*https://github.com/trapexit/mergerfs#performance



Conclusion

We are approaching the final pages of this thesis. In this chapter, we summarize the
motivations and key aspects behind the proposed mechanism presented in this thesis.
Subsequently, we outline our future work list, understanding our current position and

establishing new goals.

6.1 Concluding Remarks

The primary objective of this thesis and its associated project was to explore and imple-
ment an innovative storage solution. This solution aims to support multi-TB filesystems
by combining smaller storage pieces, overcoming the capacity and scalability limitations

of existing local storage Kubernetesclusters.

Initially, we introduced Union CSI as a “meta-plugin’, functioning in collaboration with
other storage plugins to pool their volumes. A comprehensive analysis was provided
on the architecture, features, and design choices governing Union CSI that make it a
Kubernetes native, CSI-compliant solution that provides storage as union mounts. We
proceeded to outline the implementation of the various Union CSI components, in-
spected some of its source code and delved into some of the deployment details of CSI
drivers. To test Union CSI and evaluate its performance, we demonstrated the creation
and utilization of an “oversized” Union CSI volume using Longhorn. A comparison of
their relative IO throughput and latency was presented. While benchmark results did
not favor Union CSI—and real-world IO workloads will most probably not yield such

limited performance—we can now confidently advocate for the inclusion of MergerFS
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in the standard Linux kernel.

The project’s development was an immensely enlightening and transformative experi-
ence for those involved. Through this paper, we aspired to convey some of the enthusi-

asm and knowledge gained.

6.2 Future Work

Concluding this initial, primarily experimental, and education-focused version of the
Union CSI software, along with assessing the knowledge and expertise acquired, we have
gained a clear perspective on potential improvements. Aside from addressing specific
cases (e.g., boosting the uptime of MergerFS mounts by employing a Deployment or
StatefulSet instead of a bare Pod, enriching the VolumeSplit API to convey more detailed
information about the replica PVC statuses) and spending more time on testing, several

new design and implementation directions emerge, including:

« Make Union CSI considerate of the available disk space in each node, enabling
intelligent splitting and scheduling decisions.

« Evolve Union CSI into an end-to-end, independent storage system. Currently,
Union CSI relies on the underlying storage system for its data path and stor-
age networking features, with no direct means to observe the results other than
implicitly through the Kubernetes API. This design choice was primarily driven
by the need for the timely completion of this diploma thesis and, admittedly, is
peculiar, not robust, and susceptible to multiple points of failure. The concepts
and strengths of Union CSI and union filesystems should be integral to a larger,
feature-rich, self-contained storage management solution.

« Subject MergerES to stress tests by combining and managing hundreds of lower
volumes. Ultimately, create a proof-of-concept implementation of MergerFS in
the Linux kernel, compare its performance with the userspace implementation,

and use the results to advocate for its inclusion in the mainline Linux kernel.



[1]

[4]

[5]

Bibliography

Saad Ali "CSI Volume Plugins in Kubernetes Design Doc”. GitHub.

https://github.com/kubernetes/design-proposals-archive/blob/

main/storage/container-storage-interface.md. [Accessed on Dec. 27,

2023].

Valerie Aurora. ”Unioning file systems: Architecture, features, and design choices”.
LWN.net. https://lwn.net/Articles/324291/, Mar. 2009. [Accessed on Dec.
28, 2023].

Container Storage Interface (CSI) Specification Authors. ”CSI specification Go
language bindings [Go source code, v1.8.0]". GitHub. https://github.com/

container-storage-interface/spec/blob/v1.8.0/1ib/go/csi/csi.pb.go.
[Accessed on Dec. 27, 2023].

Longhorn Authors.  "Architecture and Concepts” Longhorn Documentation.

https://longhorn.io/docs/1.5.3/concepts/. [Accessed on Dec. 10, 2023].

Longhorn Authors. “Longhorn” GitHub. https://github.com/longhorn/

longhorn. [Accessed on Dec. 10, 2023].

Longhorn Authors. "What is Longhorn?”. Longhorn Documentation. https://
longhorn.io/docs/1.5.3/what-is-longhorn/. [Accessed on Dec. 10, 2023].

The  Kubernetes  Authors. API  Conventions”  GitHub.
https://github.com/kubernetes/community/blob/

213


https://github.com/kubernetes/design-proposals-archive/blob/main/storage/container-storage-interface.md
https://github.com/kubernetes/design-proposals-archive/blob/main/storage/container-storage-interface.md
https://lwn.net/Articles/324291/
https://github.com/container-storage-interface/spec/blob/v1.8.0/lib/go/csi/csi.pb.go
https://github.com/container-storage-interface/spec/blob/v1.8.0/lib/go/csi/csi.pb.go
https://longhorn.io/docs/1.5.3/concepts/
https://github.com/longhorn/longhorn
https://github.com/longhorn/longhorn
https://longhorn.io/docs/1.5.3/what-is-longhorn/
https://longhorn.io/docs/1.5.3/what-is-longhorn/
https://github.com/kubernetes/community/blob/fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/sig-architecture/api-conventions.md
https://github.com/kubernetes/community/blob/fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/sig-architecture/api-conventions.md

214

BIBLIOGRAPHY

(8]

[10]

[11]

[15]

[16]

fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/

sig-architecture/api-conventions.md. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. "API Overview”. Kubernetes Documentation. https:

//kubernetes.io/docs/reference/using-api/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors.  ”Cloud Controller Manager”. Kubernetes Doc-
umentation. https://kubernetes.io/docs/concepts/architecture/

cloud-controller/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. "Command line tool (kubectl)”. Kubernetes Documenta-
tion. https://kubernetes.io/docs/reference/kubectl/. [Accessed on Dec.

27,2023].

The Kubernetes Authors. “Controllers”. Kubernetes Documentation. https:
//kubernetes.io/docs/concepts/architecture/controller/. [Accessed on

Dec. 27, 2023].

The Kubernetes Authors. ”CSI attacher” GitHub. https://github.com/

kubernetes-csi/external-attacher. [Accessed on Dec. 28, 2023].

The Kubernetes Authors. “CSI provisioner”. GitHub. https://github.com/

kubernetes-csi/external-provisioner. [Accessed on Dec. 28, 2023].

The Kubernetes Authors. ”CSINode”  Kubernetes Documenta-

tion. https://kubernetes.io/docs/reference/kubernetes-api/

config-and-storage-resources/csi-node-vl/. [Accessed on Dec. 28,

2023].

The Kubernetes Authors. “Custom Resources” Kubernetes Documenta-

tion. https://kubernetes.io/docs/concepts/extend-kubernetes/

api-extension/custom-resources/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. "Declarative Management of Kubernetes Objects Using

Kustomize” Kubernetes Documentation. https://kubernetes.io/docs/tasks/

manage-kubernetes-objects/kustomization/. [Accessed on Dec. 5, 2023].

The Kubernetes Authors. “Device plugin registration” Kubernetes Documen-

tation. https://kubernetes.io/docs/concepts/extend-kubernetes/



https://github.com/kubernetes/community/blob/fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/sig-architecture/api-conventions.md
https://github.com/kubernetes/community/blob/fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/sig-architecture/api-conventions.md
https://github.com/kubernetes/community/blob/fb55d44be24fa626d38c9116e966c0237ecd58ab/contributors/devel/sig-architecture/api-conventions.md
https://kubernetes.io/docs/reference/using-api/
https://kubernetes.io/docs/reference/using-api/
https://kubernetes.io/docs/concepts/architecture/cloud-controller/
https://kubernetes.io/docs/concepts/architecture/cloud-controller/
https://kubernetes.io/docs/reference/kubectl/
https://kubernetes.io/docs/concepts/architecture/controller/
https://kubernetes.io/docs/concepts/architecture/controller/
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-attacher
https://github.com/kubernetes-csi/external-provisioner
https://github.com/kubernetes-csi/external-provisioner
https://kubernetes.io/docs/reference/kubernetes-api/config-and-storage-resources/csi-node-v1/
https://kubernetes.io/docs/reference/kubernetes-api/config-and-storage-resources/csi-node-v1/
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
https://kubernetes.io/docs/tasks/manage-kubernetes-objects/kustomization/
https://kubernetes.io/docs/tasks/manage-kubernetes-objects/kustomization/
https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/device-plugins/#device-plugin-registration

BIBLIOGRAPHY 215

(18]

[19]

[20]

[22]

[23]

[24]

compute-storage-net/device-plugins/#device-plugin-registration.

[Accessed on Dec. 28, 2023].

The Kubernetes Authors. “Dynamic Volume Provisioning” Kubernetes

Documentation. https://kubernetes.io/docs/concepts/storage/

dynamic-provisioning/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. "Extend the Kubernetes API with CustomResourceDef-

initions”. Kubernetes Documentation. https://kubernetes.io/docs/tasks/

extend-kubernetes/custom-resources/custom-resource-definitions/.

[Accessed on Dec. 27, 2023].

The Kubernetes Authors. ”KIND”. GitHub. https://github.com/

kubernetes-sigs/kind. [Accessed on Dec. 17, 2023].

The Kubernetes Authors. “Kubebuilder” GitHub. https://github.com/

kubernetes-sigs/kubebuilder. [Accessed on Dec. 5, 2023].

The Kubernetes Authors. “Kubernetes API Concepts”. Kubernetes Documenta-
tion. https://kubernetes.io/docs/reference/using-api/api-concepts/.

[Accessed on Dec. 27, 2023].

The Kubernetes Authors. ”Kubernetes Components”. Kubernetes Documentation.
https://kubernetes.io/docs/concepts/overview/components/. [Accessed

on Dec. 27, 2023].

The Kubernetes Authors. “Kubernetes CSI Developer Documentation” https:
//kubernetes-csi.github.io/docs/introduction.html. [Accessed on Dec.

28,2023].

»

The Kubernetes Authors. ”Kubernetes-to-CSI access modes [Go source code]

GitHub.  https://github.com/kubernetes-csi/csi-1lib-utils/blob/vo.

16.0/accessmodes/access modes.go. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. ”Kustomize”. GitHub. https://github.com/

kubernetes-sigs/kustomize. [Accessed on Dec. 5,2023].



https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/device-plugins/#device-plugin-registration
https://kubernetes.io/docs/concepts/extend-kubernetes/compute-storage-net/device-plugins/#device-plugin-registration
https://kubernetes.io/docs/concepts/storage/dynamic-provisioning/
https://kubernetes.io/docs/concepts/storage/dynamic-provisioning/
https://kubernetes.io/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/
https://kubernetes.io/docs/tasks/extend-kubernetes/custom-resources/custom-resource-definitions/
https://github.com/kubernetes-sigs/kind
https://github.com/kubernetes-sigs/kind
https://github.com/kubernetes-sigs/kubebuilder
https://github.com/kubernetes-sigs/kubebuilder
https://kubernetes.io/docs/reference/using-api/api-concepts/
https://kubernetes.io/docs/concepts/overview/components/
https://kubernetes-csi.github.io/docs/introduction.html
https://kubernetes-csi.github.io/docs/introduction.html
https://github.com/kubernetes-csi/csi-lib-utils/blob/v0.16.0/accessmodes/access_modes.go
https://github.com/kubernetes-csi/csi-lib-utils/blob/v0.16.0/accessmodes/access_modes.go
https://github.com/kubernetes-sigs/kustomize
https://github.com/kubernetes-sigs/kustomize

[28]

[29]

[32]

[33]

BIBLIOGRAPHY
The Kubernetes Authors. "Mount propagation”. Kubernetes Documen-
tation. https://kubernetes.io/docs/concepts/storage/volumes/

#mount-propagation. [Accessed on Dec. 26, 2023].

The Kubernetes Authors.  “mount-utils” GitHub. https://github.com/

kubernetes/mount-utils. [Accessed on Dec. 5, 2023].

The Kubernetes Authors. “Namespaces” Kubernetes Documentation. https:

//kubernetes.io/docs/concepts/overview/working-with-objects/

namespaces/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. ”Node Driver Registrar”. GitHub. https://github.

com/kubernetes-csi/node-driver-registrar. [Accessed on Dec. 28, 2023].

The Kubernetes Authors. “Objects In Kubernetes” Kubernetes Doc-

umentation. https://kubernetes.io/docs/concepts/overview/

working-with-objects/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. "Operator pattern”. Kubernetes Documentation. https:
//kubernetes.io/docs/concepts/extend-kubernetes/operator/. [Ac-

cessed on Dec. 27, 2023].

The Kubernetes Authors. “Overview”. Kubernetes Documentation. https://

kubernetes.io/docs/concepts/overview/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. “Persistent Volumes” Kubernetes Documentation.
https://kubernetes.io/docs/concepts/storage/persistent-volumes/.

[Accessed on Dec. 27, 2023].

The Kubernetes Authors. "Pod Licecycle”. Kubernetes Documentation. https:
//kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/. [Ac-
cessed on Dec. 5, 2023].

The Kubernetes Authors.  “Pods”. Kubernetes Documentation.  https://
kubernetes.io/docs/concepts/workloads/pods/. [Accessed on Dec. 27,

2023].



https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://kubernetes.io/docs/concepts/storage/volumes/#mount-propagation
https://github.com/kubernetes/mount-utils
https://github.com/kubernetes/mount-utils
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://github.com/kubernetes-csi/node-driver-registrar
https://github.com/kubernetes-csi/node-driver-registrar
https://kubernetes.io/docs/concepts/overview/working-with-objects/
https://kubernetes.io/docs/concepts/overview/working-with-objects/
https://kubernetes.io/docs/concepts/extend-kubernetes/operator/
https://kubernetes.io/docs/concepts/extend-kubernetes/operator/
https://kubernetes.io/docs/concepts/overview/
https://kubernetes.io/docs/concepts/overview/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/
https://kubernetes.io/docs/concepts/workloads/pods/pod-lifecycle/
https://kubernetes.io/docs/concepts/workloads/pods/
https://kubernetes.io/docs/concepts/workloads/pods/

BIBLIOGRAPHY 217

(371

[38]

[39]

[42]

[43]

[44]

[45]

The Kubernetes Authors. "Storage Classes”. Kubernetes Documentation. https:
//kubernetes.io/docs/concepts/storage/storage-classes/. [Accessed on

Dec. 27, 2023].

The Kubernetes Authors. ”The Kubebuilder Book”. https://book.kubebuilder.
io/. [Accessed on Dec. 5, 2023].

The Kubernetes Authors. “The Kubernetes API”. Kubernetes Documentation.
https://kubernetes.io/docs/concepts/overview/kubernetes-api/. [Ac-

cessed on Dec. 27, 2023].

The Kubernetes Authors. “Volumes”. Kubernetes Documentation. https://
kubernetes.io/docs/concepts/storage/volumes/. [Accessed on Dec. 27,

2023].

The Kubernetes Authors. “Workloads” Kubernetes Documentation. https://
kubernetes.io/docs/concepts/workloads/. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. ”Writting Controllers”.
GitHub. https://github.com/kubernetes/community/blob/

6690abcd6b833146550f5eaba2ec17a9e39b35c4/contributors/devel/

sig-api-machinery/controllers.md. [Accessed on Dec. 27, 2023].

The Kubernetes Authors. “Container Storage Interface (CSI) for Kubernetes
GA”. Kubernetes Documentation. https://kubernetes.io/blog/2019/01/15/

container-storage-interface-ga/, Jan. 2019. [Accessed on Dec. 28, 2023].

IBM Corporation. ”iSCSI overview”. IBM Documentation. https://www.ibm.

com/docs/en/flashsystem-7x00/8.4.x?topic=pc-iscsi-overview. [Ac-

cessed on Dec. 10, 2023].

etcd Authors. ”Data model”. etcd Documentation. https://etcd.io/docs/v3.

5/learning/data model/. [Accessed on Dec. 27, 2023].

Gluster. “Architecture”. Gluster Docs. https://docs.gluster.org/en/latest/

Quick-Start-Guide/Architecture/. [Accessed on Jan. 08, 2024].



https://kubernetes.io/docs/concepts/storage/storage-classes/
https://kubernetes.io/docs/concepts/storage/storage-classes/
https://book.kubebuilder.io/
https://book.kubebuilder.io/
https://kubernetes.io/docs/concepts/overview/kubernetes-api/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/workloads/
https://kubernetes.io/docs/concepts/workloads/
https://github.com/kubernetes/community/blob/6690abcd6b833f46550f5eaba2ec17a9e39b35c4/contributors/devel/sig-api-machinery/controllers.md
https://github.com/kubernetes/community/blob/6690abcd6b833f46550f5eaba2ec17a9e39b35c4/contributors/devel/sig-api-machinery/controllers.md
https://github.com/kubernetes/community/blob/6690abcd6b833f46550f5eaba2ec17a9e39b35c4/contributors/devel/sig-api-machinery/controllers.md
https://kubernetes.io/blog/2019/01/15/container-storage-interface-ga/
https://kubernetes.io/blog/2019/01/15/container-storage-interface-ga/
https://www.ibm.com/docs/en/flashsystem-7x00/8.4.x?topic=pc-iscsi-overview
https://www.ibm.com/docs/en/flashsystem-7x00/8.4.x?topic=pc-iscsi-overview
https://etcd.io/docs/v3.5/learning/data_model/
https://etcd.io/docs/v3.5/learning/data_model/
https://docs.gluster.org/en/latest/Quick-Start-Guide/Architecture/
https://docs.gluster.org/en/latest/Quick-Start-Guide/Architecture/

218 BIBLIOGRAPHY

[47] Gluster. "DEPRECATED: Gluster Container Storage Interface (CSI) driver”.
GitHub. https://github.com/gluster/gluster-csi-driver. [Accessed on
Jan. 08, 2023].

(48] gRPC Authors. “Introduction to gRPC”. gRPC Documentation. https://grpc.
io/docs/what-is-grpc/introduction/. [Accessed on Dec. 28, 2023].

[49] Red Hat. “Red Hat Gluster Storage Life Cycle”. Red Hat. https://access.

redhat.com/support/policy/updates/rhs. [Accessed on Jan. 08, 2024].

[50] The kernel development community. "FUSE”. The Linux Kernel documentation.
https://www.kernel.org/doc/html/latest/filesystems/fuse.html. [Ac-
cessed on Dec. 28, 2023].

[51] Rancher Labs. “Local Path Provisioner”. GitHub. https://github.com/

rancher/local-path-provisioner/. [Accessed on Dec. 10, 2023].

[52] libfuse Authors. “libfuse”. GitHub. https://github.com/libfuse/libfuse,
2001. [Accessed on Dec. 28, 2023].

[53] Microsoft. Dv2 and DSv2-series” Azure Virtual Machines Documen-

tation. https://learn.microsoft.com/en-us/azure/virtual-machines/

dv2-dsv2-series. [Accessed on Dec. 10, 2023].

[54] Antonio S] Musumeci. "MergerFS”. GitHub. https://github.com/trapexit/

mergerfs, 2014. [Accessed on Dec. 28, 2023].

[55] Chris Pavlou. "Why your Cassandra needs local NVMe and Rok”

Arrikto. https://www.arrikto.com/tutorials/data-management/

why-your-cassandra-needs-1local-nvme-and-rok/, Oct. 2019. [Accessed on

Jan. 08, 2024].

[56] Chris Pavlou. "Run Apache Cassandra on Kubernetes 15x Faster with Arrikto and

Datastax”. Arrikto. https://www.arrikto.com/tutorials/data-management/

run-apache-cassandra-on-kubernetes-15x-faster-with-arrikto-and-datastax/,

Jun. 2020. [Accessed on Jan. 08, 2024].

[57] Ubuntu. >What is Ceph?”. Ubuntu. https://ubuntu.com/ceph/what-is-ceph.
[Accessed on Jan. 08, 2024].



https://github.com/gluster/gluster-csi-driver
https://grpc.io/docs/what-is-grpc/introduction/
https://grpc.io/docs/what-is-grpc/introduction/
https://access.redhat.com/support/policy/updates/rhs
https://access.redhat.com/support/policy/updates/rhs
https://www.kernel.org/doc/html/latest/filesystems/fuse.html
https://github.com/rancher/local-path-provisioner/
https://github.com/rancher/local-path-provisioner/
https://github.com/libfuse/libfuse
https://learn.microsoft.com/en-us/azure/virtual-machines/dv2-dsv2-series
https://learn.microsoft.com/en-us/azure/virtual-machines/dv2-dsv2-series
https://github.com/trapexit/mergerfs
https://github.com/trapexit/mergerfs
https://www.arrikto.com/tutorials/data-management/why-your-cassandra-needs-local-nvme-and-rok/
https://www.arrikto.com/tutorials/data-management/why-your-cassandra-needs-local-nvme-and-rok/
https://www.arrikto.com/tutorials/data-management/run-apache-cassandra-on-kubernetes-15x-faster-with-arrikto-and-datastax/
https://www.arrikto.com/tutorials/data-management/run-apache-cassandra-on-kubernetes-15x-faster-with-arrikto-and-datastax/
https://ubuntu.com/ceph/what-is-ceph

BIBLIOGRAPHY 219

[58] 7Jie Yu, Saad Ali, James DeFelice, and the members of container-
storage-interface-working-group@googlegroups.com’”. ”Con-

tainer Storage Interface (CSI) [v1.8.0]". GitHub. https://github.com/

container-storage-interface/spec/blob/v1.8.0/spec.md. [Accessed on

Dec. 27,2023].



https://github.com/container-storage-interface/spec/blob/v1.8.0/spec.md
https://github.com/container-storage-interface/spec/blob/v1.8.0/spec.md

	Περίληψη
	Abstract
	Ευχαριστίες
	Εκτενής Ελληνική Περίληψη
	Εισαγωγή
	Κίνητρο
	Διατύπωση Προβλήματος
	Υπάρχουσες Λύσεις
	Προτεινόμενη Λύση

	Σχεδίαση
	Επισκόπηση
	Ορολογία
	Στόχοι
	Μη-Στόχοι
	Λεπτομέρειες Σχεδίασης
	Διεπαφή RPC
	Διαίρεση Χωρητικότητας και Χρονοδρομολόγηση Τόμων
	Χώρος Ονομάτων
	StorageClass
	Έννοια Τόμου
	Έννοια Σύνδεσης Τόμου
	Βοηθητικοί Containers

	Παραδείγματα
	Δημιουργία Τόμων
	Διαγραφή Τόμων
	Σύνδεση Τόμων
	Αποσύνδεση Τόμων
	Προσάρτηση Τόμων
	Αποπροσάρτηση Τόμων


	Υλοποίηση
	Επισκόπηση
	Τμήματα
	Gogemergerfs
	Χειριστής VolumeSplit
	Union CSI


	Αξιολόγηση
	Επισκόπηση
	Περιγραφή των Πρόσθετων Τόμων
	Local Path Provsioner
	Longhorn

	Μετρήσεις Απόδοσης
	Περιβάλλον
	Σενάρια Δοκιμών
	Αποτελέσματα
	Σύνοψη


	Επίλογος
	Συμπερασματικά Σχόλια
	Μελλοντικό Έργο

	Introduction
	Motivation
	Problem Statement
	Existing Solutions
	Proposed Solution
	Outline

	Background
	Overview
	Kubernetes
	Architecture & Components
	API & Resources

	Container Storage Interface (CSI)
	CSI Remote Procedure Calls (RPCs)
	CSI Plugin Architecture

	Kubernetes & CSI
	Kubelet to CSI Plugin Communication
	Master to CSI Plugin Communication
	Kubernetes CSI Sidecar Containers
	Deploying a CSI Plugin on Kubernetes
	Example Walkthrough

	Union Filesystems
	Filesystem in Userspace (FUSE)
	MergerFS


	Design
	Overview
	Terminology
	Goals
	Non-Goals
	Design Details
	Idempotency
	Timeouts
	Concurrency
	Errors
	Capabilities
	Volume Capabilities
	Topology
	RPC Interface
	Capacity Splitting & Volume Scheduling
	Namespace
	StorageClass
	Sense of Volume
	Sense of Attachment
	Sidecar Containers
	Communication

	Example Walkthrough
	Creating Volumes
	Deleting Volumes
	Attaching Volumes
	Detaching Volumes
	Mounting Volumes
	Unmounting Volumes


	Implementation
	Overview
	Components
	Gogomergerfs
	VolumeSplit Controller
	Union CSI

	Deployment
	VolumeSplit Controller
	Union CSI


	Evaluation
	Overview
	Description of the Volume Plugins
	Local Path Provisioner
	Longhorn

	Demonstration of Union CSI with Longhorn
	Environment
	Longhorn StorageClass
	Creating a Large Longhorn Volume
	Union CSI StorageClass
	Creating a Union CSI Volume
	Attaching & Mounting a Union CSI Volume
	Inspecting & Utilizing a Union CSI Volume
	Summary

	Performance Measurements
	Environment
	Test Cases
	Test Tool & Configuration
	Results
	Summary


	Conclusion
	Concluding Remarks
	Future Work

	Bibliography

