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ʃʶˊʾ˂ʹ˕ʹ 

 
ɳʾ˄ʰʽ ˁʱˍʽ ˉʰˊʰˉʱ˄˖ ʰˉˈ ˉˊˇ˒ʰ˄ʷˌ ˈˍʽ ˍˇ ɲʽʰʵʾˁˍˎˇ ʵʶ˄ ʶʾ˄ʰʽ ˍˇ ʾʵʽˇ ˈˉ˖ˌ ˉˊʽ˄ ʰˉˈ ˃ʶˊʽˁʷˌ 
ʵʶˁʰʶˍʾʶˌΦ ɳ˅ʶ˂ʾ˔ʻʹˁʶ ˁʰʽ ʷ˒ʶˊʶ ˄ʷʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˁʰʽ ˉʰˊʱʴˇ˄ˍʶˌ ˉˇˎ ˍˇ ʱ˂˂ʰ˅ʰ˄ ˁʰʽ ˍˇ 
ʷˁʰ˄ʰ˄ ˋˎ˃ʲʰˍˈ ˃ʶ ˍʽˌ ˍˊʷ˔ˇˎˋʶˌ ʰ˄ʱʴˁʶˌΦ ɴ˔ˇˎ˃ʶ ʴʾ˄ʶʽ ˃ʱˊˍˎˊʶˌ ˃ʽʰˌ ʶˉʰ˄ʱˋˍʰˋʹˌ ˁʰʽ ˍʹˌ 
ʴʷ˄˄ʹˋʹˌ ˍʶ˔˄ˇ˂ˇʴʽ˗˄ ˈˉ˖ˌ ˍˇ Internet of ThingsΣ ʶˎˊʷ˖ˌ ʴ˄˖ˋˍˈ ˖ˌ IoT ˋˍʽˌ ˃ʷˊʶˌ ˃ʰˌΦ ʆˇ 
ˉʰˊʰʵˇˋʽʰˁˈ ɲʽʰʵʾˁˍˎˇ ʷ˔ʶʽ ʵʽʶʽˋʵˏˋʶʽ ˋʶ ˉˇ˂˂ˇˏˌ ˍˇ˃ʶʾˌ ˍʹˌ ˁʰʻʹ˃ʶˊʽ˄ˈˍʹˍʰˌ ˁʰʽ ʵʶ˄ 
ʰˁˇ˂ˇˎʻʶʾ ˉ˂ʷˇ˄ ˍˇ ʰˊ˔ʽˁˈ ˉʰˊʱʵʶʽʴ˃ʰΣ ˈˉˇˎ ˇ ˔ˊʺˋˍʹˌ ʰ˄ˇʾʴʶʽ ʷ˄ʰ˄ ʶˉʽˍˊʰˉʷʸʽˇ ʺ ˒ˇˊʹˍˈ 
ˎˉˇ˂ˇʴʽˋˍʺ ˁʰʽ ˋˎ˄ʵʷʶˍʰʽ ˋˍˇ ʵʽʰʵʾˁˍˎˇΦ ɶ ʽʵʷʰ ˍ˗ˊʰ ʶʾ˄ʰʽ ˈˍʽ ζʰ˄ˍʽˁʶʾ˃ʶ˄ʰη ˈˉ˖ˌ ˇʽ 
ˎˉˇ˂ˇʴʽˋˍʷˌ ˃ʽʰˌ ˉ˂ʰˁʷˍʰˌ όSBCύ ʺ ˇʽ ˃ˇ˄ʱʵʶˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌ ˔ʰ˃ʹ˂ˇˏ ˁˈˋˍˇˎˌ 
˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ˍʰʽ ˋʶ ˍˇ˃ʶʾˌ ˈˉ˖ˌ ʹ ɴ˅ˎˉ˄ʹ ɱʶ˖ˊʴʾʰ ʺ ˍʰ ʁ˔ʺ˃ʰˍʰ ˁʰʽ ˃ʷˋ˖ ʰˋˏˊ˃ʰˍʹˌ 
ˋˏ˄ʵʶˋʹˌ όнG/3G, 4G, 5G, Wi-Fi, LoRa , Zigbee, Sigfox, Bluetooth, SatelliteΣΦΦΦύ ˁʰʽ ˋˍʰʻʶˊʷˌ 
ˋˎ˄ʵʷˋʶʽˌ όLANΣ ˇˉˍʽˁʷˌ ʾ˄ʶˌΣΧύ ˇ ˔ˊʺˋˍʹˌ ˃ˉˇˊʶʾ ˄ʰ ʰ˂˂ʹ˂ʶˉʽʵˊʱˋʶʽ ˃ʶ ʰʽˋʻʹˍʺˊʶˌ ˁʰʽ 
ʶ˄ʶˊʴˇˉˇʽʹˍʷˌΣ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ˉʰˊʰˍʹˊʺˋʶʽΣ ˃ʶˍˊʺˋʶʽˌ ʰˊ˔ʶʾ˖˄ ˁʰˍʰʴˊʰ˒ʺˌ ʵʶʵˇ˃ʷ˄˖˄ ˁʰʽ 
˄ʰ ʶ˄ʶˊʴʺˋʶʽ ʰ˄ʱ˂ˇʴʰΦ ʆʰ SBC ˁ ʰʽ ˇʽ ˃ˇ˄ʱʵʶˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌ ˔ʰ˃ʹ˂ˇˏ ˁˈˋˍˇˎˌ ʶʾ˄ʰʽ ʶ˅ˇˉ˂ʽˋ˃ʷ˄ʰ 
˃ʶ ʰʽˋʻʹˍʺˊʶˌΣ ʶˉˇ˃ʷ˄˖ˌ ʶʾ˄ʰʽ ʽʵʰ˄ʽˁʱ ʴʽʰ ˉˇ˂˂ʷˌ ˉʶˊʽˇ˔ʷˌ ˈˉˇˎ ˎˉʱˊ˔ʶʽ ʰ˄ʱʴˁʹ ʴʽʰ ʰ˄ʾ˔˄ʶˎˋʹ 
ˁʰʽ ˁʰˍʰʴˊʰ˒ʺ ʵʶʵˇ˃ʷ˄˖˄ ˋʶ ˃ʾʰ ʺ ˉʶˊʽˋˋˈˍʶˊʶˌ ˋˎ˄ʵʷˋʶʽˌΦ ʍˋˍˈˋˇΣ ʹ ˔ˊʺˋʹ ˍˇˎ IoT 
ˉʶˊʽ˂ʰ˃ʲʱ˄ʶʽ ˉˇ˂˂ʱ ˉʶˊʽˋˋˈˍʶˊʰ ʰˉˈ ˍʹ˄ ʰˉ˂ʺ ˁʰˍʰʴˊʰ˒ʺ ʵʶʵˇ˃ʷ˄˖˄ ˃ʷˋ˖ ʰʽˋʻʹˍʺˊ˖˄Φ ʁʽ 
˃ˇ˄ʱʵʶˌ ˃ˉˇˊˇˏ˄ ˄ʰ ˂ʶʽˍˇˎˊʴˇˏ˄ ʰ˄ʶ˅ʱˊˍʹˍʰ ʰˉˈ ˍʹ˄ ʶˉʾʲ˂ʶ˕ʹ ˍˇˎ ˔ˊʺˋˍʹΦ ɾˉˇˊˇˏ˄ ˄ʰ 
˂ʶʽˍˇˎˊʴˇˏ˄ ʰˎˍˈ˄ˇ˃ʰ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ˉˊˇʴˊʰ˃˃ʱˍ˖˄ ˉˇˎ ʷ˔ˇˎ˄ ʰˉˇʻʹˁʶˎˍʶʾ ˋʶ ʰˎˍʱΦ ɱʽʰ 
ˉʰˊʱʵʶʽʴ˃ʰΣ ˋˍˇ Internet of Vehicles (IoVύ ˉˇˎ ʶʾ˄ʰʽ ˃ʽʰ ˎˉˇˁʰˍʹʴˇˊʾʰ ˍˇˎ IoTΣ ˇʽ ˁˈ˃ʲˇʽ 
όˇ˔ʺ˃ʰˍʰύ ˎˉʰˁˇˏˇˎ˄ ˋˍʹ ˂ˇʴʽˁʺ ˍˇˎ IoTΦ ɳˉʽˉ˂ʷˇ˄Σ ʶˁˍʶ˂ˇˏ˄ ˉʽˇ ˋˏ˄ʻʶˍʰ ˉˊˇʴˊʱ˃˃ʰˍʰΣ 
ˉˊʰʴ˃ʰˍˇˉˇʽˇˏ˄ ʰ˂˂ʰʴʺ ˍʹˌ ʻʷˋʹˌ ˍˇˎˌ ˁʰʽ ʰ˄ʰ˂ˏˇˎ˄ ˍˇ ˉʶˊʽʲʱ˂˂ˇ˄ ʴʽʰ ˍʹ˄ ʰˋ˒ʱ˂ʶʽʰ ˍ˖˄ 
˔ˊʹˋˍ˗˄ ˉˇˎ ʲˊʾˋˁˇ˄ˍʰʽ ˃ʷˋʰ ˋˍʰ ˇ˔ʺ˃ʰˍʰΦ ʆˇ IoT ˃ˉˇˊʶʾ ˄ʰ ʵʽʰˋˎ˄ʵʷʶˍʰʽ ˃ʶ Cloud ˁʰʽ 
ʵʽʱ˒ˇˊʶˌ ʇˉʹˊʶˋʾʶˌ ɲʽʰʵʽˁˍˏˇˎΣ ˗ˋˍʶ ʷ˄ʰˌ ˔ˊʺˋˍʹˌ ˉˇˎ ʸʶʽ ˋˍʹ ɱʶˊ˃ʰ˄ʾʰ ˄ʰ ˃ˉˇˊʶʾ ˄ʰ ʶ˂ʷʴ˔ʶʽ 
ˍˇ˄ ʷ˅ˎˉ˄ˇ ˃ʶˍˊʹˍʺ ʶ˄ʷˊʴʶʽʰˌ ˉˇˎ ʶʾ˄ʰʽ ˍˇˉˇʻʶˍʹ˃ʷ˄ˇˌ ˋʶ ʷ˄ʰ ˋˉʾˍʽ ˋˍʹ˄ ɳ˂˂ʱʵʰΦ 
 
ɾʶ ˍʹ˄ ʶ˅ʷ˂ʽ˅ʹ ˍʹˌ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ όMLύ ʶʾ˄ʰʽ ʶ˒ʽˁˍˈ ˄ʰ ʶˁˍʶ˂ʶˋˍʶʾ ˁ˗ʵʽˁʰˌ ML ̀ ʶ SBC ˁ ʰʽ 
˄ʰ ˉʰˊʷ˔ʶˍʰʽ ˉʶˊʽˋˋˈˍʶˊʹ ʶˉʶ˅ʶˊʴʰˋˍʽˁʺ ʽˋ˔ˏˌ ˋˍʽˌ ˋˎˋˁʶˎʷˌ IoTΦ ɲʶ˄ ʶʾ˄ʰʽ ʰˋˎ˄ʺʻʽˋˍˇ ˄ʰ 
ˋˎ˄ʵʷʶˍʰʽ ˃ʽʰ ˁʱ˃ʶˊʰ ˋʶ ˃ʽʰ ˃ˇ˄ʱʵʰ ʶˉʶ˅ʶˊʴʰˋʾʰˌ ˔ʰ˃ʹ˂ˇˏ ˁˈˋˍˇˎˌ ˁʰʽ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ʶ˄ˈˌ 
ʶˁˉʰʽʵʶˎ˃ʷ˄ˇˎ ˃ˇ˄ˍʷ˂ˇˎ ML ʶʽˁˈ˄ʰˌ ʴʽʰ ˄ʰ ˋˎ˃ˉʶˊʱ˄ˇˎ˃ʶ ʰ˄ʱʴˁʶˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌ ʸ˖˄ˍʰ˄ʺˌ 
ʶʽˁˈ˄ʰˌΣ ˈˉ˖ˌ ʷ˂ʶʴ˔ˇˌ ˉʰˊʰˋʾˍ˖˄ ˋʶ ʰʴˊˈˁˍʹ˃ʰ ʺ ʰ˄ʱ˂ˎˋʹ ʰ˂ʰˍˈˍʹˍʰˌ ʶʵʱ˒ˇˎˌ ˁʰʽ ʰ˄ʱ˂ˎˋʹ 
ʰˋʻʶ˄ʶʽ˗˄ ˍ˖˄ ˒ˏ˂˂˖˄Φ ʆʰ ˃ʹ ʶˉʰ˄ʵˊ˖˃ʷ˄ʰ ʶ˄ʰʷˊʽʰ ˇ˔ʺ˃ʰˍʰ όUAVύ ˋˎ˄ʵʷˇ˄ˍʰʽ ʰˋˏˊ˃ʰˍʰ ˃ʶ 
ˋˍʰʻ˃ˇˏˌ ʲʱˋʹˌ ˁʰʽ ˃ˉˇˊˇˏ˄ ˄ʰ ˍˊʰʲʺ˅ˇˎ˄ ʶʽˁˈ˄ʶˌ ʰˉˈ ʷ˄ʰ ʰʴˊˈˁˍʹ˃ʰ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ 
ʶ˄ˍˇˉʾˋˇˎ˄ ʲʰˋʽˁʱ ˉˊˇʲ˂ʺ˃ʰˍʰ ˋˍˇ ʰʴˊˈˁˍʹ˃ʰΦ 
 
ɮˎˍʺ ʹ ʵʽʰˍˊʽʲʺ ˍʶˁ˃ʹˊʽ˗˄ʶʽ ˍʹ˄ ˍˊʷ˔ˇˎˋʰ ʶˊʴʰˋʾʰ ˋʶ ʶ˒ʰˊ˃ˇʴʷˌ ˍˇˎ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ 
ʃˊʰʴ˃ʱˍ˖˄ ˋˍˇ˄ ˉˊʰʴ˃ʰˍʽˁˈ ˁˈˋ˃ˇ ˋʶ ʵʽʰ˒ˇˊʶˍʽˁˇˏˌ ˍˇ˃ʶʾˌΦ ɮˊ˔ʽˁʱΣ ʰ˄ʰ˂ˏʶˍʰʽ ʹ ˂ˇʴʽˁʺ ˁʰʽ ˇʽ 
ʵʽʱ˒ˇˊʶˌ ˂ʶˉˍˇ˃ʷˊʶʽʶˌ ˍˇˎ IoT ˁʰʽ ˍʹˌ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˋˍʹ ʴʶ˖ˊʴʾʰ ʰˁˊʽʲʶʾʰˌΦ 
ɳ˒ʰˊ˃ˈˋˍʹˁʶ ʷ˄ʰ ˋ˔ʺ˃ʰ ʴʽʰ ˍʹ˄ ʰ˄ʾ˔˄ʶˎˋʹ ˁʰʽ ʰ˅ʽˇ˂ˈʴʹˋʹ ʵʽʰ˒ˇˊʶˍʽˁ˗˄ ˉʰˊʰʴˈ˄ˍ˖˄ ˋʶ ʷ˄ʰ 
ʶˊʴʰˋˍʹˊʽʰˁˈ ˉʶʾˊʰ˃ʰΦ ɮ˄ʽ˔˄ʶˏʶˍʰʽ ˁʰʽ ˁʰˍʰʴˊʱ˒ʶˍʰʽ ʹ ʻʶˊ˃ˇˁˊʰˋʾʰΣ ʹ ˎˉʶˊʽ˗ʵʹˌ 
ʰˁˍʽ˄ˇʲˇ˂ʾʰΣ ʹ ˎʴˊʰˋʾʰ ˍˇˎ ʶʵʱ˒ˇˎˌ ˁʰʽ ʹ ˎʴˊʰˋʾʰ ˍˇˎ ʰʷˊʰΦ ɾʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ʶ˄ˈˌ 
ʶ˅ʶ˂ʽʴ˃ʷ˄ˇˎ ʶˉʰ˄ʰ˂ʰ˃ʲʰ˄ˈ˃ʶ˄ˇˎ ˄ʶˎˊ˖˄ʽˁˇˏ ʵʽˁˍˏˇˎ - ɾʰˁˊˇˉˊˈʻʶˋ˃ʹˌ ɾ˄ʺ˃ʹˌ όRNN-
LSTMύΣ ʶʾ˄ʰʽ ˋʶ ʻʷˋʹ ˄ʰ ˉˊˇʲ˂ʷˉʶʽ ˁʰʽˊʽˁʷˌ ˋˎ˄ʻʺˁʶˌΣ ˗ˋˍʶ ˇ ˔ˊʺˋˍʹˌ ˄ʰ ˃ˉˇˊʶʾ ˄ʰ ʶ˄ˍˇˉʾˋʶʽ 
ˉˈˍʶ ˔ˊʶʽʰʸˈˍʰ˄ ʱˊʵʶˎˋʹ ˍˇˎ ˒ˎˍˇˏ ʺ ˍˇˎ ʰʴˊˇˁˍʺ˃ʰˍˇˌΦ ɾʶ ʰˎˍˈ˄ ˍˇ˄ ˍˊˈˉˇ ˇ ˔ˊʺˋˍʹˌ ʻʰ 
˃ˉˇˊˇˏˋʶ ˄ʰ ʶ˅ˇʽˁˇ˄ˇ˃ʺˋʶʽ ˎʵʱˍʽ˄ˇˎˌ ˉˈˊˇˎˌ ˁʰʽ ˔ˊʺ˃ʰˍʰ ʰˉˇ˒ʶˏʴˇ˄ˍʰˌ ˍʹ˄ 
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ˉʶˊʽˍˍʺκˎˉʶˊʲˇ˂ʽˁʺ ʱˊʵʶˎˋʹΦ ɶ ʶ˄ʷˊʴʶʽʰ ʶʾ˄ʰʽ ʷ˄ʰˌ ˉˇ˂ˏˍʽ˃ˇˌ κ ˋˉʱ˄ʽˇˌ ˉˈˊˇˌ ˋˍʰ 
ʰʴˊˇˁˍʺ˃ʰˍʰΦ ʍˌ ʶˁ ˍˇˏˍˇˎΣ ˉˊˇ˔˖ˊʱ ˁʰʽ ˋʶ ʰ˄ʱ˂ˎˋʹ ʵʽʰ˒ˇˊʶˍʽˁ˗˄ ˃ˇ˄ʱʵ˖˄ IoT ˁʰʽ ˍ˖˄ 
ˋ˔ʶˍʽˁ˗˄ ʰˋˏˊ˃ʰˍ˖˄ ˋˎˋˍʹ˃ʱˍ˖˄Σ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʶ˄ˍˇˉʽˋˍˇˏ˄ ˍˊˈˉˇʽ ʲʶ˂ˍʽˋˍˇˉˇʾʹˋʹˌ ˍʹˌ 
ˁʰˍʰ˄ʱ˂˖ˋʹˌ ʶ˄ʷˊʴʶʽʰˌΦ 
 
ɲʶˏˍʶˊˇ˄Σ ˉˊʰʴ˃ʰˍˇˉˇʽʺʻʹˁʰ˄ ˉʶʽˊʱ˃ʰˍʰ ˋˍʹ ˋ˒ʰʾˊʰ ˍˇˎ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ ʁ˔ʹ˃ʱˍ˖˄ όIoV), 
ˈˉˇˎ ʹ ʰˋ˒ʱ˂ʶʽʰ ʶʾ˄ʰʽ ˁˊʾˋʽ˃ˇˌ ˉʰˊʱʴˇ˄ˍʰˌΦ ʃʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰΣ ˉˊˇˋˇ˃ˇʽ˗ʻʹˁʶ ʷ˄ʰ ʵʾˁˍˎˇ 
ˇ˔ʹ˃ʱˍ˖˄ IoV ̀ ʶ ˉˊˇˋˇ˃ˇʽ˖ˍʺ ns-оΣ ˈˉˇˎ ʰ˄ʰ˂ˏʻʹˁʰ˄ ʵʽʰ˒ˇˊʶˍʽˁʱ ʰˋˏ˃˃ʶˍˊʰ ˁˊˎˉˍˇʴˊʰ˒ʽˁʱ 
ˉˊ˖ˍˈˁˇ˂˂ʰ όNTRU, ECC, HECC-g2, HECC-g3, RSAύΦ ʃʰˊʰˍʹˊʺʻʹˁʰ˄ ˃ʶˍˊʺˋʶʽˌ ˍ˖˄ ˔ˊˈ˄˖˄ 
ˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌκʰˉˇˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌΣ ˃ʶʴʷʻʹ ˃ʹ˄ˎ˃ʱˍ˖˄Σ ˔ˊˈ˄ˇˎˌ ʵʹ˃ʽˇˎˊʴʾʰˌ ˎˉˇʴˊʰ˒˗˄Σ 
˔ˊˈ˄ˇˎˌ ʶˉʰ˂ʺʻʶˎˋʹˌ ˎˉˇʴˊʰ˒ʺˌΣ ˃ʶʴʷʻʹ ʰ˄ˍʰ˂˂ʰʴʺˌ ˔ʶʽˊʰ˕ʾʰˌ ˁʰʽ ˔ˊˈ˄ˇˎˌ ʰ˄ˍʰ˂˂ʰʴʺˌ 
˕ʶˎʵ˖˄ˏ˃˖˄Σ ʶ˄˗ ʶ˅ʶˍʱˋˍʹˁʶ ʶˉʾˋʹˌ ˉ˗ˌ ʶˉʹˊʶʱˋˍʹˁʶ ʹ ʶ˄ʷˊʴʶʽʰ ˍ˖˄ ˁˈ˃ʲ˖˄ όˇ˔ʹ˃ʱˍ˖˄ύ 
ˁʰˍʱ ˍʹ˄ ʶˁˍʷ˂ʶˋʹ ˁʱʻʶ ʰˋˏ˃˃ʶˍˊˇˎ ˉˊ˖ˍˈˁˇ˂˂ˇΦ 
 
ʆˊʾˍˇ˄Σ ʰ˄ʰ˂ˏʻʹˁʰ˄ ˍʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˍ˖˄ ˃ˇ˄ˍʷ˂˖˄ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˁʰʽ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ 
ˉ˗ˌ ˋˎ˃ˉʶˊʽ˒ʷˊʶˍʰʽ ˍˇ ˃ˇ˄ˍʷ˂ˇ ʅˎ˄ʶ˂ʽˁˍʽˁˇˏ ɿʶˎˊ˖˄ʽˁˇˏ ɲʽˁˍˏˇˎ όCNNύ ˈˍʰ˄ ʶˁˍʶ˂ʶʾˍʰʽ ˋʶ 
ʵʽʰ˒ˇˊʶˍʽˁʷˌ ʰˊ˔ʽˍʶˁˍˇ˄ʽˁʷˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌΦ ʋˊʹˋʽ˃ˇˉˇʽʺʻʹˁʰ˄ о SBC ˉˇˎ ʶ˄ˋ˖˃ʱˍ˖ˋʰ˄ 
ʵʽʰ˒ˇˊʶˍʽˁʷˌ ˃ˇ˄ʱʵʶˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌ όCPU, GPU, TPUύ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ˍʰʽ ˋˍˇ ˁˇ˃˃ʱˍʽ ˍˇˎ 
inference ʴʽʰ ˍʹ˄ ʰ˄ʱ˂ˎˋʹ ʶʽˁˈ˄ʰˌ ˉˇˎ ˋ˔ʶˍʾʸʶˍʰʽ ˃ʶ ˍʽˌ ʰˋʻʷ˄ʶʽʶˌ ˍ˖˄ ˒ˏ˂˂˖˄Φ ɶ ˍˊʷ˔ˇˎˋʰ 
ʷˊʶˎ˄ʰ ʶˉʽˁʶ˄ˍˊ˗ʻʹˁʶ ˁˎˊʾ˖ˌ ˋˍʹ ˔ˊʺˋʹ CPUΣ ˃˄ʺ˃ʹˌ RAM ˁʰʽ swapΣ ˁʰʻ˗ˌ ˁʰʽ ˋˍʹ 
ʻʶˊ˃̌ ˁˊʰˋʾʰ ˁʰʽ ˍʹ˄ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΦ 
 
ʆʷˍʰˊˍˇ˄Σ ˎˉʺˊ˅ʰ˄ ʶˁˍʶˍʰ˃ʷ˄ʰ ˉʶʽˊʱ˃ʰˍʰ ˃ʶ ˃ˇ˄ʱʵʶˌ Arduino IoT ˋʶ ˒ʱˊ˃ʶˌ ˊˎʸʽˇˏ ˁʰʽ 
ˁʰ˂ʰ˃ˉˇˁʽˇˏΣ ˃ʶ ˔ˊʺˋʹ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˁʰʽ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˍʰ CNN ˁ ʰʽ ˍʰ RNN-LSTMΦ ɶ 
ɱˊʰ˃˃ʽˁʺ ʃʰ˂ʽ˄ʵˊˈ˃ʹˋʹ ˁʰʽ ʹ ʃˇ˂˂ʰˉ˂ʺ ʃʰ˂ʽ˄ʵˊˈ˃ʹˋʹ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʰ˄ ʶˉʾˋʹˌ ʴʽʰ ˍʹ˄ 
ʰ˄ʱ˂ˎˋʹ ˍ˖˄ ʰʴˊˇˁˍʹ˃ʱˍ˖˄Σ ˁʰʽ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˋʶ ʰʴˊˇˁˍʺ˃ʰˍʰ ˇˊˎʸ˗˄˖˄Φ ʅ˔ʶʵʽʱˋˍʹˁʶ ʶˉʾˋʹˌ 
˃ʽʰ ˉˊ˖ˍˇˉˇˊʽʰˁʺ ˋˎˋˁʶˎʺ ʴʽʰ ʶˊʶˎ˄ʹˍʽˁˇˏˌ ˂ˈʴˇˎˌΣ ˋˍʰ ˉ˂ʰʾˋʽʰ ˍʹˌ ˉʰˊˇˏˋʰˌ ɲʽʵʰˁˍˇˊʽˁʺˌ 
ɲʽʰˍˊʽʲʺˌΣ ˋˍʹ˄ ˇˉˇʾʰ ʰ˄ʰ˂ˏʻʹˁʶ ʹ ˋˎ˂˂ˇʴʺ ˊʹˍʾ˄ʹˌ ˁʰʽ ˁʰˇˎˍˋˇˏˁ ˉˇˎ ˎ˂ˇˉˇʽʺʻʹˁʶ ˃ʶ ʲʱˋʹ 
ˍˇ˄ ˃ʽˁˊˇʶ˂ʶʴˁˍʺ Arduino ˁʰʽ ʵʽʱ˒ˇˊˇˎˌ ʰʽˋʻʹˍʺˊʶˌΣ ˉˇˎ ˃ʶˍʰʵʾʵʶʽ ˋˍˇ˄ ˍʶ˂ʽˁˈ ˔ˊʺˋˍʹ 
ˉ˂ʹˊˇ˒ˇˊʾʶˌ ʴʽʰ ˍʹ˄ ˁʰˍʱˋˍʰˋʹ ˍˇˎ ˉʶˊʽʲʱ˂˂ˇ˄ˍˇˌΦ 
 
ʆʷ˂ˇˌΣ ʶ˒ʶˎˊʷʻʹˁʶ ʷ˄ʰ ˉˊ˖ˍˇˉˇˊʽʰˁˈ ʴˊʰ˃˃ʰˍˇˁʽʲ˗ˍʽˇ ʴʽʰ ʷ˄ˍˎˉʶˌ ʶˉʽˋˍˇ˂ʷˌΣ ˃ʶ ˍʹ 
ʵˎ˄ʰˍˈˍʹˍʰ ˄ʰ ʶ˄ʹ˃ʶˊ˗˄ʶʽ ˍˇ˄ ˔ˊʺˋˍʹ ˃ʷˋ˖ ˃ʹ˄ˎ˃ʱˍ˖˄ Short Message/Messaging Service 
(SMSύ ˋʶ ˉʶˊʾˉˍ˖ˋʹ ˂ʺ˕ʹˌ ʶˉʽˋˍˇ˂ʺˌΦ ʋˊʹˋʽ˃ˇˉˇʽʶʾ ʷ˄ʰ˄ ʰʽˋʻʹˍʺˊʰ ˎˉʷˊˎʻˊ˖˄ ˉˇˎ ʰ˄ʽ˔˄ʶˏʶʽ 
ˍʹ ˂ʺ˕ʹ ʶ˄ˈˌ ˄ʷˇˎ ʴˊʱ˃˃ʰˍˇˌ ʴʽʰ ˄ʰ ʰ˄ʰʴ˄˖ˊʾˋʶʽ ˉˈˍʶ ˎˉʱˊ˔ʶʽ ʷ˄ʰ ˄ʷˇ ʴˊʱ˃˃ʰ ˃ʷˋʰ ˋˍˇ 
ʴˊʰ˃˃ʰˍˇˁʽʲ˗ˍʽˇΦ ɳ˄ˋ˖˃ʰˍ˗˄ʶʽ ʶˉʾˋʹˌ ˇʻˈ˄ʹ ˎʴˊ˗˄ ˁˊˎˋˍʱ˂˂˖˄ όLCDύ ˁʰʽ ˉ˂ʹˁˍˊˇ˂ˈʴʽˇ ʴʽʰ 
ˍˇ˄ ʷ˂ʶʴ˔ˇ ˇˊʽˋ˃ʷ˄˖˄ ˂ʶʽˍˇˎˊʴʽ˗˄ ˈˉ˖ˌ ˇ ʰˊʽʻ˃ˈˌ ˁʽ˄ʹˍˇˏ ˍʹ˂ʶ˒˗˄ˇˎ ˍˇˎ ˍʶ˂ʽˁˇˏ ˔ˊʺˋˍʹΣ ʹ 
ˍˊʷ˔ˇˎˋʰ ˁʰˍʰ˄ʱ˂˖ˋʹ ˁʰʽ ʹ ʽˋ˔ˏˌ ˋʺ˃ʰˍˇˌ GSM/GPRS όʃʰʴˁˈˋ˃ʽˇ ʅˏˋˍʹ˃ʰ ɼʽ˄ʹˍ˗˄ 
ɳˉʽˁˇʽ˄˖˄ʽ˗˄ύΦ ʁ ˔ˊʺˋˍʹˌ ˃ˉˇˊʶʾ ʶˉʾˋʹˌ ˄ʰ ʶ˂ʷʴ˅ʶʽ ˍʹ ʵʽʱˊˁʶʽʰ ʸ˖ʺˌ ˍʹˌ ˃ˉʰˍʰˊʾʰˌΦ ɶ ˋˎˋˁʶˎʺ 
ʷ˔ʶʽ ˁʰˍˇ˔ˎˊ˖ʻʶʾ ˃ʶ ʵʾˉ˂˖˃ʰ ʶˎˊʶˋʽˍʶ˔˄ʾʰˌ ˋˍˇ˄ ʁˊʴʰ˄ʽˋ˃ˈ ɰʽˇ˃ʹ˔ʰ˄ʽˁʺˌ ɹʵʽˇˁˍʹˋʾʰˌ 
ɳ˂˂ʱʵˇˌΦ 
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Abstract 
 
It is more than obvious that the Internet is not the same as it was a few decades ago. It has evolved 
and brought new results and factors that have changed it and made it compatible with the current 
needs. We have witnessed a revolution and the birth of technologies like the Internet of Things, 
widely known as IoT nowadays. The traditional Internet has penetrated many areas of our 
everyday life and we no longer follow the initial paradigm, where the user turns on a desktop or 
ƭŀǇǘƻǇ t/ ŀƴŘ ŎƻƴƴŜŎǘǎ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ƛŘŜŀ ƴƻǿ ƛǎ ǘƘŀǘ άǘƘƛƴƎǎέ ǎǳŎƘ ŀǎ {ƛƴƎƭŜ .ƻŀǊŘ 
Computers (SBCs) or low-cost processing modules are being used in areas such as Smart 
Agriculture or Vehicles and via wireless (2G, 3G, 4G, 5G, Wi-Fi (Wireless Fidelity), LoRa (Long 
Range), Zigbee, Sigfox, Bluetooth, Satellite...) and stable connections (LAN ς Local Area Network, 
optic fiber, Χύ ǘƘŜ ǳǎŜǊ Ŏŀƴ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǎŜƴǎƻǊǎ ŀƴŘ ŀŎǘǳŀǘƻǊǎΣ ƛƴ ƻǊŘŜǊ ǘƻ ƻōǎŜǊǾŜΣ Řŀǘŀ ƭƻƎ 
measurements, and act accordingly. The SBCs and the low-cost processing modules are equipped 
with sensors, so they are ideal for many areas where there is need for sensing and datalogging 
over one or more connections. However, the usage of IoT involves so much more than just 
datalogging via sensors. Modules can work independently of user supervising. They can operate 
autonomously via the use of programs that have been stored on them. For instance, in the 
Internet of Vehicles (IoV) which is a sub-category of IoT, the nodes (vehicles) obey to the IoT 
rationale. Furthermore, they execute more complex programs, implement changing of their 
position, and analyze the environment for the safety of the users that are inside the vehicles. IoT 
can interface with Clouds and various Internet Services, so a user who lives in Germany can control 
the smart Energy Meter which is placed in a house in Greece.  
 
With the evolution of Machine Learning (ML) it is feasible to execute ML code in SBCs and provide 
more processing power to the IoT devices. It is not uncommon to attach a camera to a low-cost 
processing unit and via the use of a trained image ML model to inference live image processing 
targeting needs such as pest control in a farm field or soil salinity analysis and leaf disease analysis. 
Unmanned aerial vehicles (UAVs) are connected wirelessly with base stations and can capture 
images from a farm field in order to identify essential problems in farm field. 
 
This thesis documents our work on real world Internet of Things applications in different areas. 
First, we analysed the rationale and various details of IoT and Machine Learning in precision 
agriculture. A scheme was implemented in order to sense and evaluate different factors in a 
laboratory experiment. We sensed and logged temperature, Ultra Violet (UV) radiance, soil 
moisture and air humidity. Through the use of a sophisticated Recurrent Neural Network - Long 
Short Term Memory (RNN-LSTM), we were able to forecast weather conditions, so the user could 
identify when there was need to irrigate the plant or farm field (in cases of scaling up). This way 
the user could save water resources and money by avoiding unnecessary/excess irrigation. Energy 
is a valuable/scarce resource in farms, therefore we also proceeded to an analysis of different IoT 
modules and the related wireless systems, in order to identify ways to optimize energy 
consumption.  
 
Secondly, we performed experiments within the realm of the Internet of Vehicles (IoV), where 
security is a critical factor. More precisely, we simulated an IoV network of vehicles in an ns-3 
simulator, where different asymmetric cryptographic protocols Number Theory Research Unit 
(NTRU), Elliptic Curve Cryptography (ECC), Hyper Elliptic Curve Cryptography ς genus 2 (HECC-g2), 
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Hyper Elliptic Curve Cryptography ς genus 3 (HECC-g3), Rivest Shamir Adleman (RSA) were 
analysed. We observed metrics of encryption/decryption times, message sizes, signature 
generation times, signature verification times, exchange handshake sizes, and pseudonym 
exchange times, while we also examined how the energy of the nodes (vehicles) was affected 
when executing each asymmetric protocol.  
 
Thirdly, we elaborated on the effects of Machine Learning models, and more precisely how the 
Convolutional Neural Network (CNN) model behaves when executed in different processing 
architectures. We used 3 SBCs that incorporated different processing units: Central Processing 
Unit (CPU), Graphics Processing Unit (GPU) Tensor Processing Unit (TPU) used in the inference 
ǇŀǊǘ ƻƴ ƛƳŀƎŜ ŀƴŀƭȅǎƛǎ ǊŜƭŀǘŜŘ ǘƻ ƭŜŀǾŜǎΩ ŘƛǎŜŀǎŜǎΦ hǳǊ ǊŜǎŜŀǊŎƘ ŦƻŎǳǎŜŘ Ƴŀƛƴƭȅ ƻƴ /t¦-, Random 
Access Memory (RAM)-, and swap memory usage, as well as temperature and energy 
consumption. 
 
Fourthly, we experimented extensively with Arduino IoT modules in rice and maize farms, in 
cooperation with Machine Learning and more specifically CNNs and RNN-LSTMs. Linear 
Regression and Multiple Regression were used for farm metrics' analysis, especially in rice fields 
farms. There is also a pioneer device analyzed towards resin and rubber collection presented 
based on Arduino microcontroller and various sensors, that transmits to the end user information 
about the environmental conditions of the resin/rubber collection via GSM/GPRS or via Xbee 
Zigbee.   
 
Lastly, a pioneer mailbox for hardcopy letters, was invented, with the ability to inform the user 
via Short Message/Messaging Service (SMS) messages if a letter is received. It uses an InfraRed 
sensor which senses the reception of a new letter in order to identify when there is a new letter 
inside the mailbox. It also incorporates a Liquid Crystal Display (LCD) screen, and keypad in order 
ǘƻ ŎƻƴǘǊƻƭ ǎƻƳŜ ŦǳƴŎǘƛƻƴǎ ǎǳŎƘ ŀǎ ǘƘŜ ŜƴŘ ǳǎŜǊΩǎ ƳƻōƛƭŜ ƴǳƳōŜǊΣ ǘƘŜ ŎǳǊǊŜƴǘ ŎƻƴǎǳƳǇǘƛƻƴ ŀƴŘ 
the GSM/GPRS (Global System for Mobile Communications/General Packet Radio Service) signal 
strength. The user can also check the life of the battery. The device has been patented in the 
Hellenic Industrial Property Organisation όάh.Lέ in greek). 
 
Keywords: Machine Learning (ML), Convolutional Neural Networks (CNN), Internet of Things (IoT), 
Recurrent Neural Networks ς Long Short-Term Memory (RNN-LSTM), Raspberry Pi, NVIDIA Jetson 
Nano, Google Coral TPU, Compute Unified Device Architecture (CUDA), Arduino, sensors, 
forecasting, Internet of Vehicles (IoV), cryptography, RSA, ECC, HECC, NTRU, Advanced Encryption 
Standard (AES). 
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ʅˏ˄ˇ˕ʹ 
 
ʅˍʹ˄ ˉʰˊˇˏˋʰ ʵʽʵʰˁˍˇˊʽˁʺ ʵʽʰˍˊʽʲʺ ̄ ʰˊˇˎˋʽʱʸʶˍʰʽ ʹ ʷˊʶˎ˄ʰ ˁʰʽ ˍʰ ̄ ʶʽˊʱ˃ʰˍʰ ˍˇˎ ˎˉˇ˕ʹ˒ʾˇˎ 
ˉˇˎ ʷ˂ʰʲʰ˄ ˔˗ˊʰ ˋʶ ʻʷ˃ʰˍʰ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ ɮ˄ˍʽˁʶʽ˃ʷ˄˖˄Σ ʶˋˍʽʱʸˇ˄ˍʰˌ ˁˎˊʾ˖ˌ ̀ ʶ н ʱ˅ˇ˄ʶˌΣ ˍʹ˄ 
ɳ˅ʰʴ˖ʴʺ ɱ˄˗ˋʹˌ ˁ ʰʽ ˍʹ˄ ɮ̀ ˒ʱ˂ʶʽʰΦ 
 
ʅˍˇ 1ˇ ˁʶ˒ʱ˂ʰʽˇ ʴʾ˄ʶˍʰʽ ˂ˈʴˇˌ ʴʽʰ ˍʽˌ ʶ˒ʰˊ˃ˇʴʷˌ ˍˇˎ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ ɮ˄ˍʽˁʶʽ˃ʷ˄˖˄ όɲˍɮύ ˋˍʹ˄ 
ɱʶ˖ˊʴʾʰ ɮˁˊʽʲʶʾʰˌΦ H ɱʶ˖ˊʴʾʰ ʵʽʰˍʹˊʶʾ ˃ʽʰ ʶ˅ʷ˔ˇˎˋʰ ʻʷˋʹ ˋˍʹ˄ ˁˇʽ˄˖˄ʾʰ ˁʰʽ ˁʰˍΩ ʶˉʷˁˍʰˋʹ ˋˍʹ˄ 
ˁˇʽ˄ˈˍʹˍʰ ˋʶ ˉʰʴˁˈˋ˃ʽʰ ˁ˂ʾ˃ʰˁʰΦ ʇˉʱˊ˔ˇˎ˄ ˉˇ˂˂ʷˌ ʵˎˋˁˇ˂ʾʶˌ ˉˇˎ ˉˊʷˉʶʽ ˄ʰ ˅ʶˉʶˊʰˋˍˇˏ˄ ˋʶ 
ʰˎˍˈ˄ ˍˇ˄ ˍˇ˃ʷʰΣ ˈˉ˖ˌ ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰ ʹ ʰˋ˒ʱ˂ʶʽʰ ˍˇˎ ˒ʰʴʹˍˇˏΣ ʹ ˋ˖ˋˍʺ ˔ˊʺˋʹ ˍ˖˄ ʵʽʰ˒ˈˊ˖˄ 
ˉˈˊ˖˄ ˉˇˎ ˎˉʱˊ˔ˇˎ˄ ˋˍʹ˄ ˒ˏˋʹΣ ˇʽ ʵʽʰˁˎ˃ʱ˄ˋʶʽˌ ˍˇˎ ˁ˂ʾ˃ʰˍˇˌΣ ʹ ʰˏ˅ʹˋʹ ʸʺˍʹˋʹˌ ʴʽʰ ˒ʰʴʹˍˈ 
ˁʰʽ ́  ̀̄ ʰˍʱ˂ʹ ʲʽˇˉˇʽˁʽ˂ˈˍʹˍʰˌΦ ʆˇ ɲʽʰʵʾˁˍˎˇ ˍ˖˄ ɮ˄ˍʽˁʶʽ˃ʷ˄˖˄Σ ʶʾ˄ʰʽ ˃ʽʰ ˍʶ˔˄ˇ˂ˇʴʾʰ ˉˇˎ ˃ˉˇˊʶʾ 
˄ʰ ʲˇʹʻʺˋʶʽ ˗ˋˍʶ ˄ʰ ʵˇʻʶʾ ˃ʽʰ ˂ˏˋʹ ˋʶ ˉˇ˂˂ʱ ʰˉˈ ˍʰ ˉˊˇʰ˄ʰ˒ʶˊʻʷ˄ˍʰ ˉˊˇʲ˂ʺ˃ʰˍʰΣ ˃ʶ ˍʹ˄ 
ʶ˄ʶˊʴˇˉˇʾʹˋʹ ˍʹˌ ɱʶ˖ˊʴʾʰˌ ɮˁ ˊʽʲʶʾʰˌ ˖ˌ ˃ʷˊˇˌ ˍʹˌ ɱʶ˖ˊʴʾʰˌ пΦлΣ ˒ʷˊ˄ˇ˄ˍʰˌ ˃ʶ ʰˎˍˈ˄ ˍˇ˄ ˍˊˈˉˇ 
ˍʰ ˁʰ˂ˏˍʶˊʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˋʶ ˁʱʻʶ ˉʶˊʾˉˍ˖ˋʹΦ ɾʾʰ ʲʰˋʽˁʺ ˉˊˈˁ˂ʹˋʹ ʶʾ˄ʰʽ ˇ ˃ʶˍˊʽʰˋ˃ˈˌ ˍʹˌ 
˔ˊʺˋʹˌ ˄ʶˊˇˏ ˋˍʹ˄ ɱʁ ˖ˊʴʾʰ.  
 
ʆˇ ɲˍɮ ˉˊʰʴ˃ʰˍˇˉˇʽʶʾ ˍʹ˄ ˋˏ˄ʵʶˋʹ ʰ˄ʱ˃ʶˋʰ ˋʶ ˉˇ˂˂ʷˌ ˋˎˋˁʶˎʷˌΣ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ 
ʰ˂˂ʹ˂ˇʶˉʽʵˊʱˋʶʽ ˃ʶ ˍʹ˄ ʰ˄ˍʰ˂˂ʰʴʺ ʵʶʵˇ˃ʷ˄˖˄ ˁʰʽ ˂ʰ˃ʲʱ˄ˇ˄ˍʰˌ ˋʰ˄ ˉ˂ʶˇ˄ʷˁˍʹ˃ʰ ˎˉʹˊʶˋʾʶˌ 
ɿʷ˒ˇˎˌΦ ʆh  ʵʶʵˇ˃ʷ˄ʰ ˉˇˎ ˋˎ˂˂ʷʴˇ˄ˍʰʽ ʰˉˈ ʵʽʱ˒ˇˊʶˌ ˋˎˋˁʶˎʷˌ ɲˍɮ ˉˇˎ ʲˊʾˋˁˇ˄ˍʰʽ 
ˍˇˉˇʻʶˍʹ˃ʷ˄ʶˌ ˋʶ ˋˍˊʰˍʹʴʽˁʱ ˋʹ˃ʶʾʰ, ˃ ˉˇˊˇˏ˃ ʁ̀ ˍʹ˄ ˋˎ˄ʷ˔ʶʽʰ ˄ʰ ˍʰ ʶˉʶ˅ʶˊʴʰˋˍˇˏ˃ ʁˁ ʰʽ ˄ʰ ˍʰ 
ʰ˅ʽˇˉˇʽʺˋˇˎ˃ʶ ˋʶ ʰ˄ʰ˂ˏˋʶʽˌ ˁʰʽ h ˉˇ˒ʱˋʶʽˌ ˋ˔ʶˍʽˁʷˌ ˃ʶ ʲʶ˂ˍʽˋˍˇˉˇʾʹˋʹΦ ɶ ˍʶ˔˄ˇ˂ˇʴʾʰ ɲˍɮΣ ʷ˔ʶʽ 
ʶʽˋʷ˂ʻʶʽ ˋˍˇ˄ ʶ˃ˉˇˊʽˁˈ ˍˇ˃ʷʰ ˁʰʽ ˎˉʱˊ˔ˇˎ˄ ˉˇ˂˂ʷˌ ˉˊˇˋˉʱʻʶʽʶˌ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʴʾ˄ʶʽ ˉʽˇ 
˒ʽ˂ʽˁʺ ̄ ˊˇˌ ˍˇ˄ ˔ˊʺˋˍʹΦ ʆˇ ɲˍɮ ˉʰˊˇˎˋʽʱʸʶʽ ˍʹ˄ ʵˎ˄ʰˍˈˍʹˍʰ ˉˇˎ ʷ˔ʶʽ ˋˍˇ ˄ʰ ʲʶ˂ˍʽ˗ˋʶʽ ˍʽˌ ʸ˖ʷˌ 
ˍ˖˄ ʰ˄ʻˊ˗ˉ˖˄ ˁʰʻ˗ˌ ˁʰʽ ˋˍʹ˄ ʲʶ˂ˍʾ˖ˋʹ ʵʽʰ˒ˈˊ˖˄ ˂ʶʽˍˇˎˊʴʽ˗˄ ˋʶ ˉˇʽˁʾ˂ˇˎˌ ˍˇ˃ʶʾˌΣ ˈˉ˖ˌ ˇʽ 
ʶ˅ʺˌΥ ˍˇ˃ʷʰˌ ˎʴʶʾʰˌΣ ˍˇ˃ʷʰˌ ʶˁˉʰʾʵʶˎˋʹˌΣ ˍˇ˃ʷʰˌ ˉʰˊʰʴ˖ʴʺˌ ˁʰʽ ʰʴˊˇˍʽˁˈˌ ˍˇ˃ʷʰˌΦ ʃʽˇ 
ˋˎʴˁʶˁˊʽ˃ʷ˄ʰΣ ʹ ʰˉˇʵˇ˔ʺ ˃ʽʰˌ ˍʷˍˇʽʰˌ ˍʶ˔˄ˇ˂ˇʴʾʰˌΣ ˈˉ˖ˌ ˍˇ ɲˍɮ ˋˍˇ˄ ˍˇ˃ʷʰ ˍʹˌ ɱʁ ˖ˊʴʾʰˌ ˇʵʹʴʶʾ 
ˉˊˇˌ ˍʹ˄ ʶ˃˒ʱ˄ʽˋʹ ˍʹˌ ɱʶ˖ˊʴʾʰˌ пΦлΦ ɾʾʰ ʰˉˈ ˍʽˌ ˇˎˋʽ˗ʵʶʽˌ ʵˎˋˁˇ˂ʾʶˌ ˉˇˎ ˎˉʱˊ˔ˇˎ˄ ˋʺ˃ʶˊʰ 
ʶʾ˄ʰʽ ˋˎ˄ʵʶʵʶ˃ʷ˄ʹ ˃ʶ ˍˇ ˋˏˋˍʹ˃ʰ ʵʽʰˍˊˇ˒ʺˌΣ ˁʰʻ˗ˌ ˋʶ ˉʰʴˁˈˋ˃ʽˇ ʶˉʾˉʶʵˇ ˎˉʱˊ˔ʶʽ ʹ ʰ˄ʱʴˁʹ 
ʴʽʰ ʰˏ˅ʹˋʹ ˍʹˌ ˉʰˊʰʴ˖ʴʺˌ ˒ʰʴʹˍˇˏ ʶˉʽˉ˂ʷˇ˄ рл҈ ˃ʷ˔ˊʽ ˍʹ˄ ˔ˊˇ˄ʽʱ нлрлΣ ˋʶ ˋ˔ʷˋʹ ˃ʶ ˍˇ нлмл 
 ́ˉʰˊˇ˔ʺ ˍˊˇ˒ʺˌ ˋʶ ʷ˄ʰ˄ ˉˊˇʲ˂ʶˉˈ˃ʶ˄ˇ ˉ˂ʹʻˎˋ˃ˈ ˉʶˊʾˉˇˎ мл ʵʽˋʶˁʰˍˇ˃˃ˎˊʾ˖˄ ʰ˄ʻˊ˗ˉ˖˄ 
ʶʾ˄ʰʽ ʽʵʽʰʾˍʶˊʰ ʵˏˋˁˇ˂ʹΣ ʶ˄˗ ˉʰˊʱ˂˂ʹ˂ʰ ʰˎ˅ʱ˄ˇ˄ˍʰʽ ˇʽ ˉʽʶˋ˃ʷ˄ˇʽ ˁʰʽ ˉʶˉʶˊʰˋ˃ʷ˄ˇʽ ˉˈˊˇʽ όˋˍʹ 
˒ˏˋʹύ ˁʰʽ ʹ ʰ˄ʱʴˁʹ ˉˊˇˋʰˊ˃ˇʴʺˌ ˋˍʽˌ ˍʰ˔ʷ˖ˌ ˃ʶˍʰʲʰ˂˂ˈ˃ʶ˄ʶˌ ˁ˂ʽ˃ʰˍʽˁʷˌ ˋˎ˄ʻʺˁʶˌΦ ʍˋˍˈˋˇΣ 
ˍˇ ˋʹ˃ʶˊʽ˄ˈ ˁ˂ʾ˃ʰ ˁʰʻ˗ˌ ˁʰʽ ˇʽ ˎˉˈ˂ˇʽˉʶˌ ˉʶˊʽʲʰ˂˂ˇ˄ˍʽˁʷˌ ˋˎ˄ʻʺˁʶˌ ʵʶ˄ ʲˇʹʻˇˏ˄ ˋˍʹ˄ 
ʰˉʰʽˍˇˏ˃ʶ˄ʹ ʰˏ˅ʹˋʹ ˍʹˌ ˒ˎˍʽˁʺˌ ˉʰˊʰʴ˖ʴʺˌ ˃ʶ ˍʹ˄ ˉʰˊʰʵˇˋʽʰˁʺ ˉˊˇˋʷʴʴʽˋʹ ˋˍʹ ɱʁ ˖ˊʴʾʰ. ʁ ̔
ˍʶ˔˄ˇ˂ˇʴʾʶˌ ˉˇˎ ˉʶˊʽʴˊʱ˒ˇ˄ˍʰʽ ˋˍˇ ˁʶ˒ʱ˂ʰʽˇ м ˃ˉˇˊˇˏ˄ ˄ʰ ʲˇʹʻʺˋˇˎ˄ ˋˍʹ˄ ʶˉʾ˂ˎˋʹ ʰˎˍˇˏ 
ˍˇˎ ˉˊˇʲ˂ʺ˃ʰˍˇˌ ˁʰʽ ˄ʰ ʶˉʽ˒ʷˊˇˎ˄ ʰˏ˅ʹˋʹ ˍ˖˄ ʰˉˇʵˈˋʶ˖˄ ˁʰʻ˗ˌ ˁʰʽ ˃ʶʾ˖ˋʹ ˍ˖˄ ʰ˄ʰʴˁʰʾ˖˄ 
ˉˇ˂ˏˍʽ˃˖˄ ˉˈˊ˖˄Φ ʅʶ ʰˎˍˈ ˍˇ ˋʹ˃ʶʾˇΣ ʹ ɱʁ ˖ˊʴʾʰ ɮˁ ˊʽʲʶʾʰˌ ˁʰʽ ʹ ʷ˅ˎˉ˄ʹ ɱʁ ˖ˊʴʾʰ ˃ˉˇˊˇˏ˄ ˄ʰ 
ʲˇʹʻʺˋˇˎ˄Φ ɶ ˎʽˇʻʷˍʹˋʹ ˍ˖˄ ˃ʶʻˈʵ˖˄ ˍʹˌ ʰˁˊʽʲˇˏˌ ʱˊʵʶˎˋʹˌ ʲˇʹʻʱ ˍˇˎˌ ʰʴˊˈˍʶˌ ˄ʰ 
˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ ˄ʶˊˈ ˃ˈ˄ˇ ˋˍʽˌ ˁʰ˂˂ʽʷˊʴʶʽʶˌ ˉˇˎ ˍˇ ˔ˊʶʽʱʸˇ˄ˍʰʽ ˉˊʰʴ˃ʰˍʽˁʱΦ ʆˇ ʰˉˇˍʷ˂ʶˋ˃ʰ 
ʶʾ˄ʰʽ ʹ ʶ˅ˇʽˁˇ˄ˈ˃ʹˋʹ ˎʵʱˍʽ˄˖˄ ˉˈˊ˖˄Φ 

 
ɳʾ˄ʰʽ ʴ˄˖ˋˍˈ ʰˉˈ ˍʹ˄ ʲʽʲ˂ʽˇʴˊʰ˒ʾʰ, ̍ ˍʽ ˇʽ ɶ˄˖˃ʷ˄ʶˌ ʃˇ˂ʽˍʶʾʶˌ ˔ˊʶʽʱʸˇ˄ˍʰʽ ˉʶˊʾˉˇˎ ˍˇ ул҈ ˄ʶˊˈ 
ˍʹˌ ˔˗ˊʰˌ ˁʰʽ ˉʶˊʽˋˋˈˍʶˊˇ ʰˉˈ ˍˇ фл҈ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽʶʾˍʰʽ ˋˍʽˌ ʵˎˍʽˁʷˌ ˉˇ˂ʽˍʶʾʶˌΦ ʅˍʹ˄ 
ɼʰ˂ʽ˒ˈˊ˄ʽʰΣ ˁʰʽ ˍˇ ʷˍˇˌ нлмфΣ ʴʽʰ ˄ʰ ˉˇˍʾˋˇˎ˄ мΦролΦллл ˋˍˊʷ˃˃ʰˍʰ ʰ˃ˎʴʵʱ˂ˇˎΣ ˇʽ ʰʴˊˈˍʶˌ 
˔ˊʹˋʽ˃ˇˉˇʾʹˋʰ˄ мфрΣнс ʵʽˋʶˁʰˍˇ˃˃ˏˊʽʰ ʴʰ˂ˈ˄ʽʰ ʶˍʹˋʾ˖ˌΦ ʅʶ ˃ʽʰ ʱ˂˂ʹ ʶˊʴʰˋʾʰΣ ˎˉˇˋˍʹˊʾʸʶˍʰʽ 
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ˈˍʽ  ́ʱ˄ˎʵˊʹ ˉʶˊʽˇ˔ʺ ˈʰˋʹˌ ˋˍˇ ʲˇˊʶʽˇʵˎˍʽˁˈ ˍ˃ʺ˃ʰ ˍʹˌ ɼʾ˄ʰˌ ˉʰˊʷ˔ʶʽ ˄ʶˊˈ ˋˍˇ фр҈ ˍˇˎ 
ˍˇˉʽˁˇˏ ˉ˂ʹʻˎˋ˃ˇˏ ˁʰʽ ˋ̱ ˇ фл҈ ˍʹˌ ˇʽˁˇ˄ˇ˃ʽˁʺˌ ˉʶˊʽˇˎˋʾʰˌ ˂ʽʴˈˍʶˊˇ ʰˉˈ ˍˇ мл҈ ˍʹˌ 
ˁʰˍʶ˔ˈ˃ʶ˄ʹˌ ˉʶˊʽˇ˔ʺˌΣ ˉˇˎ ʶʾ˄ʰʽ ʹ ʲʰˋʽˁʺ ʸ˗˄ʹ ˍʹˌ ˉʶˊʽˇ˔ʺˌΦ ʆˇ ˋˏˋˍʹ˃ʰ ʱˊʵʶˎˋʹˌ ˎˉˇˋˍʹˊʾʸʶʽ 
ˍʹ ʴʶ˖ˊʴʽˁʺ ˁʰʽ ˁˇʽ˄˖˄ʽˁˇˇʽˁˇ˄ˇ˃ʽˁʺ ˔ˊʺˋʹ ˍˇˎ ˄ʶˊˇˏΣ ˁʰʽ ʵʽʰˍʹˊʶʾ ˍʹ˄ ʽˋˇˊˊˇˉʾʰ ˍˇˎ 
ˉʶˊʽʲʱ˂˂ˇ˄ˍˇΣ̩ ˉˇˎ ˁʰʻˇˊʾʸʶʽ ˍʹ˄ ʶˉʽʲʾ˖ˋʹ ˍʹˌ ˈʰˋʹˌΦ ʆˇ ˋˏˋˍʹ˃ʰ ʱˊʵʶˎˋʹˌ ˉʰˊʷ˔ʶʽ 
ˎˉˇˋˍʺˊʽ˅ʹ ˋˍˇˎˌ ˍˇ˃ʶʾˌ ˍʹˌ ɱʁ ˖ˊʴʾʰˌ ˁʰʽ ˍˇˎ ˁˇʽ˄˖˄ʽˁˇˇʽˁˇ˄ˇ˃ʽˁˇˏ ˍˇ˃ʷʰΦ ɱʽʰ ˍʹ˄ ˉʶˊʰʽˍʷˊ˖ 
ʶˉʷˁˍʰˋ ̱̋ ˇˎΣ ʵʽʰˍʹˊʶʾ ˃ʽʰ ʽˋˇˊˊˇˉʾʰ ˋˍˇ ˉʶˊʽʲʱ˂˂ˇ˄ ˉˇˎ ʶʾ˄ʰʽ ˎˉʶˏʻˎ˄ˇ ʴʽʰ ˍʹ˄ ʶˉʽʲʾ˖ˋʹ ˍˇˎ 
ˇʽˁˇˋˎˋˍʺ˃ʰˍˇˌ ˍʹˌ ˈʰˋʹˌΦ ʆʰ ˍʶ˂ʶˎˍʰʾʰ ˔ˊˈ˄ʽʰΣ ˂ˈʴ˖ ˍʹˌ ʵˇˎ˂ʶʽʱˌ ˍ˖˄ ʰ˄ʻˊ˗ˉ˖˄ ˁʰʽ ˂ˈʴ˖ 
ˍ˖˄ ˁ˂ʽ˃ʰˍˇ˂ˇʴʽˁ˗˄ ʰ˂˂ʰʴ˗˄Σ ˉʰˊʰˍʹˊʶʾˍʰʽ ˉˇˋˇˍʽˁʺ ˃ʶˍʰʲˇ˂ʺ ˍˇˎ ˄ʶˊˇˏ ˉˇˎ ˎˉʱˊ˔ʶʽ ˋʶ 
ʱ˄ˎʵˊʶˌ ˉʶˊʽˇ˔ʷˌ όˈʰˋʹύΦ ʅˎ˄ʷˉʶʽʰ ʰˎˍˇˏ ʶʾ˄ʰʽ ˈˍʽ ʶˉʹˊʶʱʸˇ˄ˍʰʽ ˇʽ ˎˉˈʴʶʽʶˌ ʵʶ˅ʰ˃ʶ˄ʷˌ ˄ʶˊˇˏΣ 
ˍˇ ˄ʶˊˈ ˉˇˎ ʰˉʰʽˍʶʾˍʰʽ ʴʽʰ ˍʹ ʴʶ˖ˊʴʽˁʺ ʵˊʰˋˍʹˊʽˈˍʹˍʰ ˁʰʽ ʹ ʰ˄ˍʾˋˍˇʽ˔ʹ ʰ˂ʰˍˈˍʹˍʰ ˍˇˎ ˄ʶˊˇˏΦ 
ʅˏ˃˒˖˄ʰ ˃ʶ ˍʹ˄ ʃʰʴˁˈˋ˃ʽʰ ʆˊʱˉʶʸʰΣ ˉʶˊʾˉˇˎ ˍˇ тл҈ ˍˇˎ ˉˈˋʽ˃ˇˎ ˄ʶˊˇˏ ʶʾ˄ʰʽ ʰˉʰˊʰʾˍʹˍˇ ʴʽʰ 
ˍʹ ɱʁ ˖ˊʴʾʰΣ ʶ˄˗ ˍʰ ʶˊʴˇˋˍʱˋʽʰ ˁʰʽ ʹ ˎˉˈ˂ˇʽˉʹ ʲʽˇ˃ʹ˔ʰ˄ʾʰ ˔ˊʶʽʱʸˇ˄ˍʰʽ ˉʶˊʾˉˇˎ ˍˇ нл҈Φ ʆˇ ʱ˂˂ˇ 
мл҈ ˍˇˎ ˄ʶˊˇˏ ˔ˊʹˋʽ˃ˇˉˇʽʶʾˍʰʽ ʵʽʶʻ˄˗ˌ ʴʽʰ ˇʽˁʽʰˁʷˌ ʶˊʴʰˋʾʶˌΦ ɾʷ˔ˊʽ ˍˇ ʷˍˇˌ нлрлΣ ˇʽ ʱ˄ʻˊ˖ˉˇʽ 
ˉˇˎ ʸˇˎ˄ ˋˍʹ ɱʹ ʻʰ ˒ˍʱˋˇˎ˄ ˍˇ˄ ʶˁˉ˂ʹˁˍʽˁˈ ʰˊʽʻ˃ˈ ˍ˖˄ мл ʵʽˋʶˁʰˍˇ˃˃ˎˊʾ˖˄Φ ɳʾ˄ʰʽ ˉˊˇ˒ʰ˄ʷˌ 
ˈˍʽ ˇʽ ʰ˄ʱʴˁʶˌ ˋʶ ˄ʶˊˈ ˁʰʽ ˍˊˈ˒ʽ˃ʰ ʻʰ ʰˎ˅ʹʻˇˏ˄Φ 

 
ʃˇʽˇ ʶʾ˄ʰʽ ˍˇ ˉˊˈʲ˂ʹ˃ʰ 
ʆˇ Lƻ¢ ʲˊʾˋˁʶˍʰʽ ˋʶ ˉˇ˂ˏ ˗ˊʽ˃ˇ ʶˉʾˉʶʵˇ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʶ˒ʰˊ˃ˇˋˍʶʾ ˋˍˇ˄ ˍˇ˃ʷʰ ˍʹˌ ɱʁ ˖ˊʴʾʰˌ 
ˁʰʽ ˄ʰ ʵ˗ˋʶʽ ˂ˏˋʶʽˌ ˋʶ ˉˇ˂˂ʱ ʸʹˍʺ˃ʰˍʰΣ ˈˉ˖ˌ ʹ ʲʽ˖ˋʽ˃ˈˍʹˍʰΣ ʹ ˉˇʽˈˍʹˍʰ ˁʰʽ ʹ ˉˇˋˈˍʹˍʰ ˋˍʹ˄ 
ʰˉˈʵˇˋʹΣ ʹ ˋ˔ʷˋʹ ˁˈˋˍˇˎˌ-ʰˉˇˍʶ˂ʶˋ˃ʰˍʽˁˈˍʹˍʰˌΦ ɮ˄ʰˉˍˏˋˋˇ˄ˍʰʽ ˋˎˋˍʺ˃ʰˍʰ ʷ˅ˎˉ˄ʹˌ 
ʱˊʵʶˎˋʹˌ ʴˏˊ˖ ʰˉˈ ˋˎˋˁʶˎʷˌ Lƻ¢Σ ˉˇˎ ʰˉˇˍʶ˂ˇˏ˄ˍʰʽ ʰˉˈ ʰʽˋʻʹˍʺˊʶˌΣ /t¦s, ˁ ʰʽ ʁ ˄ʶˊʴˇˉˇʽʹˍʷˌΣ 
ˉˇˎ ˋˍˇ˔ʶˏˇˎ˄ ˋˍʹ˄ ʶˁˍʾ˃ʹˋʹ ˉˇ˂˂˗˄ ˉʰˊʰ˃ʷˍˊ˖˄Σ ˈˉ˖ˌ ʹ ˁʰˍʱˋˍʰˋʹ ˍˇˎ ʶʵʱ˒ˇˎˌΣ ʹ 
ˁʰ˂˂ʽʷˊʴʶʽʰΣ ˍʰ ˁʰʽˊʽˁʱ ˒ʰʽ˄ˈ˃ʶ˄ʰ ˁʰʽ ˉʰˊʷ˔ˇˎ˄ ˎˉˇˋˍʺˊʽ˅ʹ ˋ˔ʶˍʽˁʱ ˃ʶ ʰˉˇ˒ʱˋʶʽˌ ˉˇˎ 
˂ʰ˃̡ɦ ˄ˇ˄ˍʰʽ ʴʽʰ ˍʹ˄ ʱˊʵʶˎˋʹ ˒ˎˍ˗˄Φ ɱʽʰ ˍˇ ˂ˈʴˇ ʰˎˍˈΣ ʻʰ ˉˊʷˉʶʽ ˄ʰ ˎˉʱˊ˔ʶʽ ˋ˖ˋˍʺ ʶˁˍʾ˃ʹˋʹ 
ʴʽʰ ˍˇ ˉˈˋˇ ˄ʶˊˈ ˉˊʷˉʶʽ ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽʶʾˍʰʽ ˋʶ ʷ˄ʰ ʰʴˊˈˁˍʹ˃ʰΣ ʵʽʰ˒ˇˊʶˍʽˁʱ ʻʰ ʷ˔ˇˎ˃ʶ ʷ˂˂ʶʽ˕ʹ 
ʺ ˉʶˊʾˋˋʶˎ˃ʰ ˄ ʶˊ̌ˏΣ ˃ʶ ʰˉˇˍʷ˂ʶˋ˃ʰ ˄ʰ ˎˉʱˊ˔ˇˎ˄ ˉˊˇʲ˂ʺ˃ʰˍʰΦ 
 
ɽˏˋʹ ˋˍˇ ˉˊˈʲ˂ʹ˃ʰ 
ɱʽʰ ˍʹ˄ ˂ˏˋʹ ˍˇˎ ˉʰˊʰˉʱ˄˖ ˉˊˇʲ˂ʺ˃ʰˍˇˌ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ o ˃ʽˁˊˇʶ˂ʶʴˁˍʺˌ Arduino ˋʶ 
ˋˎ˄ʵˎʰˋ˃ˈ ˃ʶ ˍˇˎˌ ˁʱˍ˖ʻʽ ʰʽˋʻʹˍʺˊʶˌΣ ˈˉ˖ˌ ˒ʰʾ˄ʶˍʰʽ ˋˍʹ˄ ɳʽˁˈ˄ʰ 1: 

a) ˔˖ˊʹˍʽˁˈˌ ʰʽˋʻʹˍʺˊʰˌ ʴʽʰ ˃ʷˍˊʹˋʹ ˍʹˌ ˎʴˊʰˋʾʰˌ ʶʵʱ˒ˇˎˌ 

b) ˇ DHTнн ʰʽˋʻʹˍʺˊʰˌ ʴʽʰ ˍʹ˄ ˃ʷˍˊʹˋʹ ˍʹˌ ʻʶˊ˃ˇˁˊʰˋʾʰˌ ˁʰʽ ˍʹˌ ˎʴˊʰˋʾʰˌ 

c) ˇ  ±9a[слтл ʰʽˋʻʹˍʺˊʰˌ ʴʽʰ ˍʹ˄ ˃ʷˍˊʹˋʹ ˍʹˌ ʇˉʶˊʽ˗ʵˇˎˌ ʰˁˍʽ˄ˇʲˇ˂ʾʰˌ 

 
ʅˍʹ˄ ˋˎ˄ʷ˔ʶʽʰΣ ˁʰˍʰ˃ʶˍˊʺˋʰ˃ʶ ˍʽˌ ʵʽʱ˒ˇˊʶˌ ˉʰˊʰ˃ʷˍˊˇˎˌ ʰˉˈ ˍˇˎˌ ʰʽˋʻʹˍʺˊʶˌ ˁʰʽ ˉʺˊʰ˃ʶ 
ˁʱˉˇʽʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰΦ ɾʶ ˍʹ˄ ʲˇʺʻʶʽʰ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˁʰʽ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ʶ˄ˈˌ 
˄ʶˎˊ˖˄ʽˁˇˏ ʵʽˁˍˏˇˎ RNN-LSTMΣ ˔ˊʹˋʽ˃ˇˉˇʽʺˋʰ˃ʶ ˋʰ˄ ʶʾˋˇʵˇ ˍʰ ʵʶʵˇ˃ʷ˄ʰ ˉˇˎ ˉʺˊʰ˃ʶ ʰˉˈ 
ˍˇˎˌ ʰʽˋʻʹˍʺˊʶˌ ˁʰʽ ˃ˉˇˊʷˋʰ˃ʶ ˄ʰ ˁʱ˄ˇˎ˃ʶ ˉˊˇʲ˂ʷ˕ʶʽˌ ʴʽʰ ˃ʶ˂˂ˇ˄ˍʽˁʷˌ ˍʽ˃ʷˌ ˋʶ ˋ˔ʷˋʹ ˃ʶ ˍʹ˄ 
ʻʶˊ˃ˇˁˊʰˋʾʰΣ ˎʴˊʰˋʾʰ ʰʷˊʰΣ ˎʴˊʰˋʾʰ ʶʵʱ˒ˇˎˌ ˁʰʽ ˎ̄ ʶˊʽ˗ʵˇˎˌ ʰˁˍʽ˄ˇʲˇ˂ʾʰˌΦ ɳˉʾˋʹˌΣ ʴʽʰ ˍˇ 
ˋˎʴˁʶˁˊʽ˃ʷ˄ˇ ˉʶʾˊʰ˃ʰ ˔ˊʹˋʽ˃ˇˉˇʽʺˋʰ˃ʶ ʵʽʰ˒ˇˊʶˍʽˁʱ ˋˎˋˍʺ˃ʰˍʰ ʰˋˏˊ˃ʰˍʹˌ ʶˉʽˁˇʽ˄˖˄ʾʰˌ ˁʰʽ 
ˁʰˍʰʴˊʱ˕ʰ˃ʶ ˍʹ˄ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌ ˃ʶ ʶʽʵʽˁʺ ˋˎˋˁʶˎʺ ˁʰˍʰ˃ʷˍˊʹˋʹˌ ʶ˄ʷˊʴʶʽʰˌ ˉˇˎ 
ʰ˄ʰˉˍˏ˔ʻʹˁʶ ˋˍˇ ɳˊʴʰˋˍʺˊʽˇ ɲʽʱ˔ˎˍʹˌ ɿˇʹ˃ˇˋˏ˄ʹˌ ˍˇˎ E.MΦʃΦ ʆʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˒ʰʾ˄ˇ˄ˍʰʽ 

ˋˍˇ˄ ʃʾ˄ʰˁʰˌ 1. 
. 
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ɳʽˁˈ˄ʰ 1 ɶ ˋˎ˄ʵʶˋ˃ˇ˂ˇʴʾʰ ˍˇˎ ˁˎˁ˂˗˃ʰˍˇˌ ʴʽʰ ˍʹ˄ ˃ʷˍˊʹˋʹ ˍ˖˄ ʵʽʰ˒ˈˊ˖˄ ˉʰˊʰ˃ʷˍˊ˖˄ ˍˇˎ ˒ˎˍˇˏ όʻʶˊ˃ˇˁˊʰˋʾʰ 

ʰʷˊʰΣ ˎʴˊʰˋʾʰ ʰʷˊʰΣ UV h ˁˍʽ˄ˇʲˇ˂ʾʰΣ ˎʴˊʰˋʾʰ ʶʵʱ˒ˇˎˌύΦ 

 

 ʄʶˏ˃ʰ ɽʶʽˍˇˎˊʴʾʰˌ (mA) 

ʅˍˇʽ˔ʶʾˇ 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ
 

1
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 2
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 3
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 4
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 5
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 6
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 7
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 8
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 9
 

ɲ
ʽ
ʱ
ˍ
ʰ
˅
ʹ

 1
0 

Soil moisture sensor 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 

DHT22 sensor 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 

VEML6070 UV sensor 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 

Arduino MEGA2560 R3 (measured without pins used) 109 109 109 109 109           

Xbee Zigbee 41         41         

SIM900 GPRS (EGSM 900) mean of (PCL=5)   310         310       

SIM7600E 4G (20Mbps)     624         624     

Adafruit RFM96W LoRa Radio (+13 dBm)       51         51   

Adafruit RFM96W LoRa Radio (+20dBm)         152         152 

Raspberry Pi 4B           290 290 290 290 290 

ʅˎ˄ˇ˂ʽˁˈ ˊʶˏ˃ʰ ˁʰˍʰ˄ʱ˂˖ˋʹˌ (mA) 164.3 
433.3
0 

747.3 174.3 275.3 345.3 614.3 928.3 355.3 456.3 

ʆʱˋʹ (Volts) 5 5 5 5 5 5 5 5 5 5 

ɼʰˍʰ˄ʱ˂˖ˋʹ ɹˋ˔ˏˇˌ  (in mWatts) 821.5 
2166.
5 

3736.
5 

871.5 
1376.
5 

1726.
5 

3071.
5 

4641.
5 

1776.
5 

2281.
5 

 

ʃʾ˄ʰˁʰˌ 1 ʅˎʴˁˊʽˍʽˁʺ ʰˉʶʽˁˈ˄ʽˋʹ ˍ˖˄ ʵʽʰ˒ˈˊ˖˄ ʰˋˏˊ˃ʰˍ˖˄ ˃ˇ˄ʱʵ˖˄ ˃ʶ ʵʽʰ˒ˇˊʶˍʽˁˇˏˌ ˃ʽˁˊˇʶ˂ʶʴˁˍʷˌΣ ˖ˌ ˉˊˇˌ ˍʹ˄ 
ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌ. 
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ʆˇ ˁʁ˒ʱ˂ʰʽˇ н ʰ˄ʰ˒ʷˊʶˍʰʽ ˋˍʹ˄ ˔ˊʺˋʹ ʵʽʰ˒ˇˊʶˍʽˁ˗˄ ʲʰʻ˃ʾʵ˖˄ ʶˉʶ˅ʶˊʴʰˋʾʰˌΣ ˈˉ˖ˌ CPU, GPU 
ˁʰʽ TPU ˋˍˇ˄ ˍˇ˃ʷʰ ˍʹˌ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌΣ ˁʰʻˈˍʽ ʶʾ˄ʰʽ ʶˎˊʷ˖ˌ ˋˎ˄ʵʶʵʶ˃ʷ˄ʹ ˍʰ ˍʶ˂ʶˎˍʰʾʰ 
˔ˊˈ˄ʽʰ ˃ʶ ˃ˇ˄ʱʵʶˌ ɲˍɮ, ˁʰʽ ˍˇ˄ʾʸˇ˄ˍʰʽ ˍʰ ˉ˂ʶˇ˄ʶˁˍʺ˃ʰˍʰ ˁʰʽ ˍʰ ˃ʶʽˇ˄ʶˁˍʺ˃ʰˍʰ ˁʱʻʶ 
ˉˊˇˋʷʴʴʽˋʹˌΦ ʆʰ ˍʶ˂ʶˎˍʰʾʰ ˔ˊˈ˄ʽʰ ʶˁˍˈˌ ʰˉˈ ˍʹ˄ ˁ˂ʰˋˋʽˁʺ ʲʰʻ˃ʾʵʰ ʶ˄ˈˌ ˉˇ˂ˏ-ˉˏˊʹ˄ˇˎ 
ʶˉʶ˅ʶˊʴʰˋˍʺ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽʶʾˍʰʽ ʴʽʰ ˍʹ˄ ʰ˄ʰʴ˄˗ˊʽˋʹ ʶʽˁˈ˄ʰˌ ˋˍˇ ˁˇ˃˃ʱˍʽ ˍˇˎ ˂ʶʴˈ˃ʶ˄ˇˎ 
inferenceΣ ʵʹ˂ʰʵʺ ˍʹ˄ ˂ʶʽˍˇˎˊʴʾʰ ˉˇˎ ʴʾ˄ʶˍʰʽ ʹ ʰ˄ʰʴ˄˗ˊʽˋʹ όˋˎ˃ˉʷˊʰˋ˃ʰύΣ ʷ˔ˇˎ˄ ˁʱ˄ʶʽ ˍʹ˄ 
ʶ˃˒ʱ˄ʽˋʺ ˍˇˎˌ ˁʰʽ ʱ˂˂ʶˌ ʲʰʻ˃ʾʵʶˌΣ ˈˉ˖ˌ ˉˇ˂ˏ- ˄ ʹ˃ʰˍʽˁʷˌ ˁʱˊˍʶˌ ʴˊʰ˒ʽˁ˗˄Σ ˍʰ ʴ˄˖ˋˍʱ Graphics 
Processing Units (GPUs)Φ ɳˉʾˋʹˌΣ ˍʰ ˍʶ˂ʶˎˍʰʾʰ ˔ˊˈ˄ʽʰ ʷ˔ˇˎ˄ ˁʱ˄ʶʽ ʶ˃˒ʱ˄ʽˋʹ ˁʰʽ ˍʰ Tensor 
Processing Units (TPUs). ʅo̱ ˁʶ˒ʱ˂ʰʽˇ 2 ˉʰˊˇˎˋʽʱʸˇˎ˃ʶ ˉ˖ˌ ʰ˄ˍʰˉˇˁˊʾ˄ˇ˄ˍʰʽ о ʵʽʰ˒ˇˊʶˍʽˁʷˌ 
ʰˊ˔ʽˍʶˁˍˇ˄ʽˁʷˌ ˋˍˇ ʾʵʽˇ ʶˁˉʰʽʵʶˎ˃ʷ˄ˇ ˃ˇ˄ˍʷ˂ˇ ʰ˄ʰʴ˄˗ˊʽˋʹˌ ʶʽˁˈ˄ʰˌΣ ˁʱˍʽ ˉˇˎ ʷ˔ʶʽ ˃ʶʴʱ˂ʹ 
ˋʹ˃ʰˋʾʰ ʴʽʰ ˍʹ˄ ʰˎˍˈ˃ʰˍʹ ʰ˄ʰʴ˄˗ˊʽˋʹ ˁʰʽ ˁʰˍʹʴˇˊʽˇˉˇʾʹˋʹ ˁʰˍʰˋˍʱˋʶ˖˄ ʰˉˈ ʵʶʵˇ˃ʷ˄ʰ 
ˉˊʰʴ˃ʰˍʽˁˇˏ ˔ˊˈ˄ˇˎ. ʅˎʴˁʶˁˊʽ˃ʷ˄ʰΣ ˍˇ ̡ʰˋʽˁˈ ʻʷ˃ʰ ˉˇˎ ʶ˅ʶˍʱʸʶʽ ˍˇ ˁʶ˒ʱ˂ʰʽˇ ʰˎˍˈ ʶʾ˄ʰʽ ʹ 
ʶˉʶ˅ʶˊʴʰˋʾʰ ʶʽˁˈ˄ʰˌ ˃ʶ ˍʹ ˋ˔ʶˍʽˁʺ ˍʰ˅ʽ˄ˈ˃ʹˋʹ ʶʽˁˈ˄˖˄ ˃ʶ ˒ˏ˂˂ʰ ʰ˄ʱ˂ˇʴʰ ˃ʶ ˍˇ ʰ˄ ʶʾ˄ʰʽ 
ʱˊˊ˖ˋˍʰ ʺ ˎʴʽʺΦ ʃˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʶˉʶˁˍʰʻʶʾ ʷ˄ʰ ˉˊˇʹʴˇˏ˃ʶ˄ˇ ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ ˍʰ˅ʽ˄ˈ˃ʹˋʹˌ 
ˉˇˎ ʰˉˇˍʶ˂ʶʾˍʰʽ ʰˉˈ мл-мр ˁ˂ʱˋʶʽˌΣ ʰˉˇ˒ʰˋʾˋˍʹˁʶ ˄ʰ ˇˊʽˇʻʶˍʹʻʶʾ ˍˇ ˉˊˈʲ˂ʹ˃ʰ ˃ʶ оо 
ˁʰˍʹʴˇˊʾʶˌ ʴʽʰ ˍʰ ʶˉʶ˅ʶˊʴʰˋ˃ʷ˄ʰ ˒ˏ˂˂ʰΣ ˃ʶ ˃ʽʰ ˉˊˇˋˉʱʻʶʽʰ ˄ʰ ˃ʹ˄ ˁʰˍʰˋˍˊʰ˒ʶʾ ʹ ʰˁˊʾʲʶʽʰ 
ˍˇˎ ˃ˇ˄ˍʷ˂ˇˎΦ ʆˇ ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ ˋˎʴˁʶ˄ˍˊ˗ʻʹˁʶ ʰˉˈ ʰˎˍˈ ʷ˄ʰ ʶʽʵʽˁˈ 
ʶ˂ʶˏʻʶˊʹˌ ˉˊˈˋʲʰˋʹˌ ʰˉˇʻʶˍʺˊʽˇ1Φ ʆˇ ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ ʵʶ˄ ʺˍʰ˄ 
ˁʰˍʰ˄ʶ˃ʹ˃ʷ˄ˇ ˍˇ ʾʵʽˇ ˋʶ ˁʱʻʶ ˒ʱˁʶ˂ˇ- ˁ˂ʱˋʹΦ ɴʴʽ˄ʶ ˂ˇʽˉˈ˄ ˉˊˇ-ʶˉʶ˅ʶˊʴʰˋʾʰΣ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ 
ˎˉˇ˂ˇʴʽˋˍʶʾ ˇ ʰˊ˔ʽˁˈˌ ʰˊʽʻ˃ˈˌ ˍ˖˄ ʶʽˁˈ˄˖˄Φ ʁ ʰˊʽʻ˃ˈˌ ˍ˖˄ ʶʽˁˈ˄˖˄ ˋˍʹ˄ ˍʱ˅ʹ ʺˍʰ˄ мрнΦ ʅʶ ˁʱʻʶ 
ˍʱ˅ʹ ʵʽʰˍʹˊʺʻʹˁʰ˄ о ϝmin (ˈˉˇˎ min o ʶ˂ʱ˔ʽˋˍˇ ̩ʰˊʽʻ˃ˈ ̩ʶʽˁˈ˄˖˄ ʰ˄ʱ ˁ˂ʱˋʹ = 152) = 456 
ʶʽˁˈ˄ʶˌΣ ʶ˄˗ ˎˉʱˊ˔ˇˎ˄ ˍʱ˅ʶʽˌ ˃ʶ ˉʶˊʽˋˋˈˍʶˊʶˌ ʰˉˈ мллл ʶʽˁˈ˄ʶˌΣ ˉˇˎ ʻʰ ʶʾ˔ʰ˄ ʰˊ˄ʹˍʽˁʷˌ 
ʶˉʽˉˍ˗ˋʶʽˌ ˋˍʹ˄ ʰˁˊʾʲʶʽʰ ˍˇˎ ˃ˇ˄ˍʷ˂ˇˎΣ ʰ˒ˇˏ ʹ ˒ʱˋʹ ʶˁ˃ʱʻʹˋʹˌ ʻʰ ʺˍʰ˄ ˉˊˇˋʰˊ˃ˇˋ˃ʷ˄ʹ ˋʶ 
ʰˎˍˇˏˌΦ ɶ ˉˊˇ-ʶˉʶ˅ʶˊʴʰˋʾʰ ˉˊʰʴ˃ʰˍˇˉˇʽʺʻʹˁʶ ˋˍˇ ɿʷ˒ˇˌ ˃ʷˋ˖ ˍʹˌ ʲˇʹʻʹˍʽˁʺˌ ˔ˊʺˋʹˌ ˍʹˌ 
ʶ˒ʰˊ˃ˇʴʺˌ DƻƻƎƭŜ 5ǊƛǾŜΦ ɶ ʶˁˉʰʾʵʶˎˋʹ ˈ˂ˇˎ ˍˇˎ ˋ˔ʺ˃ʰˍˇˌ ˎ˂ˇˉˇʽʺʻʹˁʶ ˋˍˇ DƻƻƎƭŜ /ƻƭŀōΣ ʷ˄ʰ 
ʶˊʴʰ˂ʶʾˇ ˉˇˎ ˁʱ˄ʶʽ ˁʰ˂ʺ ˔ˊʺˋʹ ˍʹˌ ʰˊ˔ʽˍʶˁˍˇ˄ʽˁʺˌ Dt¦ ˁʰʽ ¢t¦ ʴʽʰ ˄ʰ ʶˉʽˍʰ˔ˏ˄ʶʽ ˍˇ˄ ˁ˗ʵʽˁʰ 
ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌΣ ʴˊʰ˃˃ʷ˄ˇ ˋʶ ʴ˂˗ˋˋʰ ˉˊˇʴˊʰ˃˃ʰˍʽˋ˃ˇˏ ǇȅǘƘƻƴΦ ʅˍʹ ˋˎ˄ʷ˔ʶʽʰΣ ˍˇ 
ʶˁˉʰʽʵʶˎ˃ʷ˄ˇ ˃ˇ˄ˍʷ˂ˇ ˃ʶˍʰ˒ˇˊˍ˗ʻʹˁʶ ˋ ʁSBCs ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʶ˒ʰˊ˃ˇˋˍʶʾ ʹ ˉˊˈʲ˂ʶ˕ʹ ˋʶ 
ʱʴ˄˖ˋˍʶˌ ό˄ʷʶˌύ ʶʽˁˈ˄ʶˌΦ ʁʽ ʰ˂ʴˈˊʽʻ˃ˇʽ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ʶˁˍʶ˂ʷˋˍʹˁʰ˄ ˋʶ ʇˉˇ˂ˇʴʽˋˍʷˌ 
Single Board ˍʶ˔˄̌ ˂ˇʴʾʰ ̩ɲˍɮΣ ˈˉ˖ˌΥ wŀǎǇōŜǊǊȅ tƛ о.ҌΣ wŀǎǇōŜǊǊȅ tƛ п.Σ b±L5L! WŜǘǎƻƴ bŀƴƻΣ 
DƻƻƎƭŜ /ƻǊŀƭ ¢t¦ 9ŘƎŜ 5ŜǾ .ƻŀǊŘΦ ʁ ˋˍˈ˔ˇˌ ʺˍʰ˄ ˄ʰ ˉʰˊʰ˔ʻʶʾ ʷ˄ʰ ˃ˇ˄ˍʷ˂ˇ ˔ˊʹˋʽ˃ˇˉˇʽ˗˄ˍʰˌ 
ˈˋˇ ˍˇ ʵˎ˄ʰˍˈ˄ ˂ʽʴˈˍʶˊˇˎˌ ˉˈˊˇˎˌΣ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˔ʰ˃ʹ˂ʺ w!a ˁʰʽ ˃ʶʽ˖˃ʷ˄ʹ ʽˋ˔ˏ /t¦Φ ʁʽ 
ʶʽˁˈ˄ʶˌ ˒ˇˊˍ˗˄ˇ˄ˍʰ˄ ˁʱʻʶ ˒ˇˊʱ ˋʶ ˃ˇ˄ˍʷ˂ˇ a[ ˁʰʽ ʶ˒ʰˊ˃ˈˋˍʹˁʶ ʷ˄ʰ ˍˎ˔ʰʾˇ ˒ʽ˂ˍˊʱˊʽˋ˃ʰ ˋʶ 
ʰˎˍʷˌ ʴʽʰ ˄ʰ ʰ˂˂ʱ˅ˇˎ˄ ʵʽʱ˒ˇˊʶˌ ˉʰˊʰ˃ʷˍˊˇˎˌ ˈˉ˖ˌ ˍˇ ʶˏˊˇˌ ˍ˖˄ ˔ˊ˖˃ʱˍ˖˄Φ ˋʶ ˍʽ˃ʺ ʶˏˊˇˎˌ л-
нррΣ ˒˖ˍʶʽ˄ˈˍʹˍʰΣ ʸˇˎ˃ ˁΦ˂ˉΦ ɶ ʽʵʷʰ ˋʶ ʰˎˍʷˌ ˍʽˌ ʵʽʰʵʽˁʰˋʾʶˌ ʺˍʰ˄ ˄ ʰ ʷ˔ˇˎ˃ʶ ˈˋˇ ˉʽˇ ˊʶʰ˂ʽˋˍʽˁˈ 
ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ ʶʾ˄ʰʽ ʵˎ˄ʰˍˈ˄Σ ʶˉʶʽʵʺ ˇʽ ʶʽˁˈ˄ʶˌ ˉˇˎ ʻʰ ˍˊˇ˒ˇʵˇˍˇˏ˄ˍʰʽ ʰˉˈ ˍˇ˄ ˔ˊʺˋˍʹ ʵʶ˄ 
ʻʰ ̱̋ ʰ˄ ˋʶ ʱˊʽˋˍʹ ˁʰˍʱˋˍʰˋʹΣ ˁʰʽ ʷˍˋʽ ˍˇ ˃ˇ˄ˍʷ˂ˇ a[ ʻʰ ʷˉˊʶˉʶ ˄ʰ ˂ʱʲʶʽ ˎˉˈ˕ʹ ʵʽʱ˒ˇˊʶˌ 
ʰˍʷ˂ʶʽʶˌΦ ɯˊʰΣ ˍˇ ˃ˇ˄ˍʷ˂ˇ ʻʰ ʷˉˊʶˉʶ ˄ ʰ ˔ʶʽˊʾʸʶˍʰʽ ˉʶˊʽˉˍ˗ˋʶʽˌ ˈˉˇˎ ʹ ʶʽˁˈ˄ʰ ˉ˔ ̄ʁˊʽˋˍˊʷ˒ʶˍʰʽ 
ʺ ʵʶ˄ ʷ˔ʶʽ ˍˇ˄ ˁʰˍʱ˂˂ʹ˂ˇ ˒˖ˍʽˋ˃ˈ ˁΦ˂ˉΦ  
 
ʅˍʽˌ ˋˎˋˁʶˎʷˌ ɲˍɮ ʶʾ˄ʰʽ ˉˇ˂ˏ ˋʹ˃ʰ˄ˍʽˁˈ ˄ʰ ˁʰˍʰ˄ʰ˂˗˄ʶˍʰʽ ˈˋˇ ˍˇ ʵˎ˄ʰˍˈ˄ ˂ʽʴˈˍʶˊʹ ʶ˄ʷˊʴʶʽʰΣ 
ʶˉʶʽʵʺ ˎˉʱˊ˔ˇˎ˄ ˉʶˊʽˇˊʽˋ˃ˇʾ ʽˋ˔ˏˇˌΣ ʶʽʵʽˁʱ ʶʱ˄ ˍˇ Single Board Computer (SBC) ˂ʶʽˍˇˎˊʴʶʾ ˃ʶ 
ˍʹ˄ ˎˉˇˋˍʺˊʽ˅ʹ ˃ʽʰˌ ˃ˉʰˍʰˊʾʰˌ ˃ʰʸʾ ˃ʶ ʷ˄ʰ ʹ˂ʽʰˁˈ ˉʱ˄ʶ˂ ʺ ˃ʽʰ ˃ʽˁˊʺ ʰ˄ʶ˃ˇʴʶ˄˄ʺˍˊʽʰΦ ɳˁˍˈˌ 
ʰˉˈ ˃ʶˍˊʺˋʶʽˌ ˉˇˎ ʰ˒ˇˊˇˏˋʰ˄ w!aΣ /t¦Σ ʻʶˊ˃ˇˁˊʰˋʾʰ ˁʰʽ ˔ˊˈ˄ˇΣ ʷʴʽ˄ʰ˄ ˁʰʽ ʱ˂˂ʶˌ ˃ʶˍˊʺˋʶʽˌ 

 
1 https://github.com/spMohanty/PlantVillage-Dataset 

https://github.com/spMohanty/PlantVillage-Dataset
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ˋ˔ʶˍʽˁʱ ˃ʶ ˍʹ˄ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΦ ʋˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ ʶʽʵʽˁʺ ˋˎˋˁʶˎʺ ˃ʷˍˊʹˋʹˌ ˉˇˎ 
ˁʰˍʰˋˁʶˎʱˋˍʹˁʶ ˋˍˇ ɳˊʴʰˋˍʺˊʽˇ ɲʽʱ˔ˎˍʹˌ ɿˇʹ˃ˇˋˏ˄ʹˌ ˍˇˎ ɳɾʃΦ ɼʰˍʰʴˊʱ˒ʹˁʰ˄ ʵʶʵˇ˃ʷ˄ʰ 
ˋ˔ʶˍʽˁʱ ˃ʶ ˍʹ˄ ˁ ʰˍʰʴʶʴˊʰ˃˃ʷ˄ʹ ˍʱˋʹ ˍʹˌ ˋˎˋˁʶˎʺˌ όˋʶ ±ƻƭǘǎύΣ ˍˇ ˊʶˏ˃ʰ όˋʶ ˔ʽ˂ʽˇˋˍʱ ɮ˃ˉʷˊύ ˁʰʽ 
ˍ́  ˄̔ ˋ˔ˏ όˋʶ ˔ʽ˂ʽˇˋˍʱ ²ŀǘǘύ ˍˇˎ ˒ˇˊˍʾˇˎΦ 
 
ʃˇʽˇ ʶʾ˄ʰʽ ˍˇ ˉˊˈʲ˂ʹ˃ʰ 
 
ɳʱ˄ ˇʽ ʰˋʻʷ˄ʶʽʶˌ ˍ˖˄ ˒ˎˍ˗˄ ʵʶ˄ ʶ˄ˍˇˉʽˋˍˇˏ˄ ˋʶ ˉˊ˗ʽ˃ˇ ˋˍʱʵʽˇΣ ˎˉʱˊ˔ʶʽ ˇ ˁʾ˄ʵˎ˄ˇˌ ʰˏ˅ʹˋʹˌ 
ˍˇˎ ˁˈˋˍˇˎˌ ˉʰˊʰʴ˖ʴʺˌ ˋˍʹ ɱʁ ˖ˊʴʾʰΦ ɮˎˍˈ ʵʶʾ˔˄ʶʽ ˈˍʽ ʻʰ ˉˊʷˉʶʽ ˄ʰ ˎˉʱˊ˔ʶʽ ʷ˄ʰ ˋˏˋˍʹ˃ʰ 
ˉʰˊʰˁˇ˂ˇˏʻʹˋʹˌ ˃ʶ ˎ˕ʹ˂ʺ ˋˎ˔˄ˈˍʹˍʰ ʴʽʰ ˍʹ˄ ʰ˄ʾ˔˄ʶˎˋʹ ˉˊ˗ʽ˃˖˄ ˋʹ˃ʶʾ˖˄ ˍʹˌ ˄ˈˋˇˎΣ ˉˊʽ˄ ʹ 
ʰˋʻʷ˄ʶʽʰ ˁʰ˂ˏ˕ʶʽ ˈ˂ʰ ˍʰ ʰʴˊˇˍʽˁʱ ˒ˎˍʱΦ ɳʾ˄ʰʽ ˉˊˇ˒ʰ˄ʷˌ ˈˍʽ ʹ ˉʰˊʰˁˇ˂ˇˏʻʹˋʹ ˇ˂ˈˁ˂ʹˊˇˎ ˍˇˎ 
ʰʴˊˇˁˍʺ˃ʰˍˇˌ ʶʾ˄ʰʽ ʰˊˁʶˍʱ ʵˏˋˁˇ˂ʹΦ ʍˋˍˈˋˇΣ ˃ʶ ˍʹ ˋʹ˃ʶˊʽ˄ʺ ˍʶ˔˄ˇ˂ˇʴʾʰ ˁʰʽ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ 
˃ˇ˄ˍʷ˂˖˄ ʰˉˇ˃ʰˁˊˎˋ˃ʷ˄ʹˌ ˉʰˊʰˁˇ˂ˇˏʻʹˋʹˌ ˁʰʽ ɾʹ˔ʰ˄ʽˁʺ ɾʱʻʹˋʹ ʶʾ˄ʰʽ ˁʱˍʽ ˉˇˎ ˃ˉˇˊʶʾ ˄ʰ 
ˉˊʰʴ˃ʰˍˇˉˇʽʹʻʶʾΦ ʆˇ ˍˊʷ˔ˇ˄ ˁʶ˒ʱ˂ʰʽˇ ˉʰˊˇˎˋʽʱʸʶʽ ˍʹ˄ ʶˁˍʷ˂ʶˋʹ ʰ˂ʴˇˊʾʻ˃˖˄ ɾʹ˔ʰ˄ʽˁʺˌ 
ɳˁ˃ʱʻʹˋʹˌ ˉˇˎ ʶˁˍʶ˂ˇˏ˄ˍʰʽ ̀ ʶ ˎˉˇ˂ˇʴʽˋˍʷˌ {./ ɹ ʽʰ ˍʹ˄ ʰ˄ʰʴ˄˗ˊʽˋʹ ˒ˎˍʽˁ˗˄ ʰˋʻʶ˄ʶʽ˗˄. 
 
ʆʰ ˍʶ˂ʶˎˍʰʾʰ ˔ˊˈ˄ʽʰΣ ʹ ʆʶ˔˄ʹˍʺ ɿˇʹ˃ˇˋˏ˄ʹ ʷ˔ʶʽ ʶˉʽʵʶʾ˅ʶʽ ʽʵʽʰʾˍʶˊʹ ʰˉˇˍʶ˂ʶˋ˃ʰˍʽˁˈˍʹˍʰ ˃ʶ 
ˍʶˊʱˋˍʽʶˌ ʶ˒ʰˊ˃ˇʴʷˌ ˋʶ ˉˇ˂˂ˇˏˌ ˍˇ˃ʶʾˌΣ ˁʱ˄ˇ˄ˍʰˌ ʶ˄ˍˇ˄ˈˍʶˊʹ ˍʹ˄ ʰ˄ʱʴˁʹ ʴʽʰ ʵʶʵˇ˃ʷ˄ʰ ˁʰʽ ˉʽˇ 
ʷ˅ˎˉ˄ˇˎˌ ˁʰʽ ˉˇ˂ˏˉ˂ˇˁˇˎˌ ʰ˂ʴˈˊʽʻ˃ˇˎˌ ʶˉʶ˅ʶˊʴʰˋʾʰˌΦ ɮˎˍˈ ˍˇ ˒ʰʽ˄ˈ˃ʶ˄ˇ ˎˉˇʴˊʰ˃˃ʾʸʶʽ ˍʹ˄ 
ʰ˄ʱʴˁʹ ʴʽʰ ˈˋˇ ˍˇ ʵˎ˄ʰˍˈ˄ ˉʶˊʽˋˋˈˍʶˊˇ ʰˉˇʵˇˍʽˁ ̋˔ˊʺˋʹ ˍ˖˄ ʵʽʰʻʷˋʽ˃˖˄ ˉˈˊ̟˄Σ ˈˉ˖ˌ w!aΣ 
/t¦Σ ʶ˄ʷˊʴʶʽʰΦ ɾʷˋ˖ ˍʹˌ ɾʹ˔ʰ˄ʽˁʺ ̩ɾʱʻʹˋʹ ̩̌ ʽ ˃ʹ˔ʰ˄ʷˌ ˃ˉˇˊˇˏ˄ ˄ ʰ ʶˉʶ˅ʶˊʴʱʸˇ˄ˍʰʽ ʵʽʱ˒ˇˊʶˌ 
ʶˊʴʰˋʾʶˌ ʰˉˇ˒ʰˋʾʸˇ˄ˍʰˌ ˍˇ ʰˉˇˍʷ˂ʶˋ˃ʰ ˔˖ˊʾˌ ʰ˄ʻˊ˗ˉʽ˄ʹ ʰ˂˂ʹ˂ʶˉʾʵˊʰˋʹΣ ˃ʶ ʲʱˋʹ ˍʹ ˒ˎˋʽˁʺ 
ʴ˄˗ˋʹ ˉˇˎ ˍˇˎˌ ˉʰˊʷ˔ˇˎ˄ ˇʽ ʱ˄ʻˊ˖ˉˇʽ ˋˍʰ ʰˊ˔ʽˁʱ ˋˍʱʵʽʰΦ ɶ ʆʶ˔˄ʹˍʺ ɿˇʹ˃ˇˋˏ˄ʹ ˉʰˊʷ˔ʶʽ 
ˎˉˇˋˍʺˊʽ˅ʹ ˋʶ ˉˇ˂˂ʱ ˉʶʵʾʰ ʴʽʰ ˍʹ˄ ʶˉʾ˂ˎˋʹ ˉˊˇʲ˂ʹ˃ʱˍ˖˄Σ ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰΥ ɾʹ˔ʰ˄ʽˁʺ ɾʱʻʹˋʹΣ 
ʶˉʶ˅ʶˊʴʰˋʾʰ ˒ˎˋʽˁʺˌ ʴ˂˗ˋˋʰˌ (Natural Language Processing - NLPύΣ ʶˉʶ˅ʶˊʴʰˋʾʰ ʶʽˁˈ˄ʰˌ ˁʰʽ 
ˉˇ˂˂ʱ ʱ˂˂ʰΦ ɶ ɾʹ˔ʰ˄ʽˁʺ ɾʱʻʹˋʹ ʶʾ˄ʰʽ ˃ʽʰ ˎˉˇˁʰˍʹʴˇˊʾʰ ˍʹˌ ʆʶ˔˄ʹˍʺˌ ɿˇʹ˃ˇˋˏ˄ʹˌΦ 
ɮˉˇˍʶ˂ʶʾˍʰʽ ʰˉˈ ɮ˂ʴˈˊʽʻ˃ˇˎˌ ˉˇˎ ˃ˉˇˊˇˏ˄ ˄ʰ ʲʶ˂ˍʽ˖ʻˇˏ˄ ˔˖ˊʾˌ ʰ˄ʻˊ˗ˉʽ˄ʹ ˉʰˊʷ˃ʲʰˋʹ 
όʰˎˍˈ˃ʰˍʰύ ˃ʶ ʲʱˋʹ ˍʹ˄ ʶ˃ˉʶʽˊʾʰΦ ʆˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ˇ ˁʶ˒ʱ˂ʰʽˇ ˔ˊʹˋʽ˃ˇˉˇʽʶʾ ˍʹ˄ ˉʶˊʾˉˍ˖ˋʹ ˍʹˌ 
ʶˉˇˉˍʶˎˈ˃ʶ˄ʹˌ ˃ʱʻʹˋʹˌΣ ˈˉˇˎ ˇ ˔ˊʺˋˍʹˌ ˔ˊʹˋʽ˃ˇˉˇʽʶʾ ʶˍʽˁʷˍʶˌ ˋˍʰ ʵʶʵˇ˃ʷ˄ʰ ˉˇˎ 
ˍˊˇ˒ˇʵˇˍˇˏ˄ˍʰʽ ˋˍˇ ˃ˇ˄ˍʷ˂ˇ a[Φ ʆ̌  ˃ˇ˄ˍʷ˂ˇ a[ ˃ˉˇˊʶʾ ˄ʰ ˁʰˍʹʴˇˊʽˇˉˇʽʺˋʶʽ ˍʽˌ ʶʽˋˈʵˇˎˌ ˁʰʽ 
ˍʽˌ ʶ˅ˈʵˇˎˌ ʵʶʵˇ˃ʷ˄˖˄Φ ʆˇ ˉˊˇˍʶʽ˄ˈ˃ʶ˄ˇ ˃ˇ˄ˍʷ˂ˇ a[ ʶ˂ʷʴ˔ʶʽ ʷ˄ʰ˄ ʰˊʽʻ˃ˈ ˉʶˊʽˉˍ˗ˋʶ˖˄ ˉˇˎ 
ʰˉˇˍʶ˂ˇˏ˄ ˃ʷˊˇˌ ˋˎʴˁʶˁˊʽ˃ʷ˄˖˄ ˁʰˍʹʴˇˊʽ˗˄ ˁʰʽ ˔ˊʹˋʽ˃ˇˉˇʽʶʾ ʴ˄˖ˋˍʷˌ ʶˍʽˁʷˍʶˌ ʴʽʰ ˄ʰ 
ˉˊˇˋʵʽˇˊʾˋʶʽ ˋʶ ˉˇʽʰ ˁʰˍʹʴˇˊʾʰ ʰ˄ʺˁʶʽ ˃ʽʰ ˉˊˈˋ˒ʰˍʹ ʶʾˋˇʵˇˌΦ ɴˍˋʽΣ ˇ ˃ʹ˔ʰ˄ʽˋ˃ˈˌ ʶˁˉʰʽʵʶˏʶˍʰʽ 
˃ʶ ˍˊˈˉˇ ˗ˋˍʶ ˄ʰ ˃ˉˇˊʶʾ ˄ʰ ʵʽʰ˔˖ˊʾʸʶʽ ˔ʰˊʰˁˍʹˊʽˋˍʽˁʱ ˃ʶ ʲʱˋʹ ˍˇ ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ 
ʶˁˉʰʾʵʶˎˋʹˌΣ ˍˇ ˇˉˇʾˇ ʰˉˇˍʶ˂ʶʾˍʰʽ ʰˉˈ ˍʰ ʵʶʵˇ˃ʷ˄ʰ ʶʽˋˈʵˇˎΦ ʅˍʹ ˋˎ˄ʷ˔ʶʽʰΣ ʷ˄ʰ ˋˏ˄ˇ˂ˇ 
ʵʶʵˇ˃ʷ˄˖˄ ʶˉʽˁˏˊ˖ˋʹˌ ˍˊˇ˒ˇʵˇˍʶʾˍʰʽ ˋˍˇ ˃ˇ˄ˍʷ˂ˇ a[Φ ɶ ˋ˔ʷˋʹ ˃ʶˍʰ˅ˏ ˍ˖˄ ʵʶʵˇ˃ʷ˄˖˄ 
ʶʽˋˈʵˇˎ ˁʰʽ ˍ˖˄ ʶˍʽˁʶˍ˗˄ ʶ˅ˈʵˇˎ ʶʾ˄ʰʽ ʴ˄˖ˋˍʺΣ ʶˉˇ˃ʷ˄˖ˌ ˍˇ ˃ˇ˄ˍʷ˂ˇ a[ ʶʾ˄ʰʽ ˋʶ ʻʷˋʹ ˄ʰ 
ʰ˅ʽˇ˂ˇʴʺˋʶʽ ˍʹ ˂ʶʽˍˇˎˊʴʾʰ ʶˁ˃ʱʻʹˋʹˌΦ 
 
ʆˇ ˁˇ˃˃ʱˍʽ ˍʹˌ ʶˉʰ˂ʺʻʶˎˋʹˌ ˂ʶʽˍˇˎˊʴʶʾ ˖ˌ ʶ˅ʺˌΥ ˍʰ ʵʶʵˇ˃ʷ˄ʰ ʶˉʽˁˏˊ˖ˋʹˌ ʶʽˋʱʴˇ˄ˍʰʽ ˋˍˇ 
˃ˇ˄ˍʷ˂ˇ a[ ˁʰʽ ˋˎʴˁˊʾ˄ˇ˄ˍʰʽ ˃ʶ ˍʽˌ ˉˊʰʴ˃ʰˍʽˁʷˌ ˍʽ˃ʷˌ ˍʹˌ ʶ˅ˈʵˇˎΦ ʅˍʹ˄ ˒ʱˋʹ ʶˁ˃ʱʻʹˋʹˌ ˇ 
˔ˊʺˋˍʹˌ ˍˊˇ˒ˇʵˇˍʶʾ ˍˇ ˃ˇ˄ˍʷ˂ˇ a[ ˃ʶ ʵˇˁʽ˃ʰˋˍʽˁˈ ˋˏ˄ˇ˂ˇ ʵʶʵˇ˃ʷ˄˖˄ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʷ˔ʶʽ ˃ʽʰ 
ʰ˅ʽˇ˂ˈʴʹˋʹ ˍˇˎ ˉˈˋˇ ʰˁˊʽʲʺˌ ʷ˔ʶʽ ʴʾ˄ʶʽ ˇ ˃ʹ˔ʰ˄ʽˋ˃ˈˌΦ ʅˍʹ˄ ˍʶ˂ʶˎˍʰʾʰ ˒ʱˋʹΣ ˇ ˔ˊʺˋˍʹˌ 
ˁʰ˂ˏˉˍʶʽκˁˊˏʲʶʽ ˍʽˌ ʶˍʽˁʷˍʶˌ ʰˉˈ ˍˇ ˃ˇ˄ˍʷ˂ˇ a[Σ ˖ˋˍˈˋˇΣ ˍˇ ˃ˇ˄ˍʷ˂ˇ ˍʰ˅ʽ˄ˇ˃ʶʾ ˍʰ ʵʶʵˇ˃ʷ˄ʰ 
ʶʽˋˈʵˇˎ ˃ʶ ˈˋʰ ʷ˔ʶʽ ˃ʱʻʶʽ ˃ʷ˔ˊʽ ˍ˗ˊʰΦ ʅˍˇ ˍʷ˂ˇˌ ˍʹˌ ˂ʶʽˍˇˎˊʴʾʰˌΣ ˃ˉˇˊʶʾ ˄ʰ ˎˉˇ˂ˇʴʾˋʶʽ ˍˇ˄ 
ʰˊʽʻ˃ˈ ˍ˖˄ ˉʶˊʽˉˍ˗ˋʶ˖˄ ˉˇˎ ˍʰ˅ʽ˄ˇ˃ʺʻʹˁʰ˄ ˋ˖ˋˍʱ ˁʰʽ ʷˍˋʽΣ ˍˇ ˃ˇ˄ˍʷ˂ˇ ˃ˉˇˊʶʾ ˄ʰ ʰ˅ʽˇ˂ˇʴʹʻʶʾ 
˖ˌ ˉˊˇˌ ˍʹ˄ ʰ˅ʽˇˉʽˋˍʾʰ ˍˇˎΦ ʅʶ ˈ˂ʰ ˍʰ ˉʶʽˊʱ˃ʰˍʰ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʰ˄ ˍʰ ɿʶˎˊ˖˄ʽˁʱ ɲʾˁˍˎʰ 
ʅˎ ˄ʷ˂ʽ˅ʹˌ ό/bbύΣ ˃ʽʰ ˂ˏˋʹ ʴʽʰ ʶˊʴʰˋʾʰ ˃ʶ ʶʽˁˈ˄ʶˌ ˁʰʽ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ʴʽʰ ˉˊˇʲ˂ʺ˃ʰˍʰ 



[14] 

 

ˍʰ˅ʽ˄ˈ˃ʹˋʹˌΦ ʆʰ˅ʽ˄ˈ˃ʹˋʹ ʶʾ˄ʰʽ ʹ ˂ʶʽˍˇˎˊʴʾʰ ˍˊˇ˒ˇʵˇˋʾʰˌ ˍˇˎ ˃ˇ˄ˍʷ˂ˇˎ a[ ˃ʶ ʶʽˁˈ˄ʶˌ ˁʰʽ ˍˇ 
˃ˇ˄ˍʷ˂ˇ ˉˊˇˁˏˉˍʶʽ ˋʶ ˉˇʽʰ ˁʰˍʹʴˇˊʾʰ ʰ˄ʺˁʶʽ ʹ ʶʽˁˈ˄ʰΣ ˎˉˇʵʶʽˁ˄ˏˇ˄ˍʰˌ ʷ˄ʰ ˉˇˋˇˋˍˈΦ 

 
ʅˍˇ ˁʶ˒ʱ˂ʰʽˇ ʰˎˍˈ ʰˋ˔ˇ˂ˇˏ˃ʰˋˍʶ ˃ʶ ˍʰ ʶ˅ʺˌ ʵʶʵˇ˃ʷ˄ʰΥ ˔ˊʺˋʹ CPUΣ ʰˁˊʾʲʶʽʰ ʴʽʰ ˁʱʻʶ ˁ˂ʱˋʹΣ 
ʵʽʱˊˁʶʽʰ ˍˇˎ inference ɹ ʽʰ ˁʱʻʶ ˁ˂ʱˋʹ ˃ʶ ˔ˊʺˋʹ ˍˇˎ Google ColabΣ ˔ˊʺˋʹ ˍʹˌ ˃˄ʺ˃ʹˌ ό҈ύΣ ˔ˊʺˋʹ 
ˍʹˌ ˃˄ʺ˃ʹˌ ˋʶ MbytesΣ ʻʶˊ˃ˇˁˊʰˋʾʰΣ ˁʰˍʰ˄ʱ˂˖ˋʹ ˊʶˏ˃ʰˍˇˌΣ ˔ˊʺˋʹ CPU ό ʴʽʰ batch size = 2, 4, 
уΣ мсύΣ ˔ˊʺˋʹ ˃˄ʺ˃ʹˌ όʴʽʰ batch size Ґ нΣ пΣ уΣ мсύΣ ˔ˊʺˋʹ ˃˄ʺ˃ʹˌ ˋʶ Mbytes ˃ʶ ˔ˊʺˋʹ 
ImageDataGenerator όʴʽʰ batch size Ґ нΣ пΣ уΣ мсύΣ ʻʶˊ˃ˇˁˊʰˋʾʰ ˃ʶ ˔ˊʺˋʹ ImageDataGenerator 
όʴʽʰ batch size Ґ нΣ пΣ уΣ мсύΣ ˁʰˍʰ˄ʱ˂˖ˋʹ ˊʶˏ˃ʰˍˇˌ ˃ʶ ˔ˊʺˋʹ ImageDataGenerator όʴʽʰ batch size 
Ґ нΣ пΣ уΣ мсύΣ ˔ˊʺˋʹ CPUΣ ˔ˊʺˋʹ RAM ό҈ύ ʴʽʰ ˍˇ Raspberry Pi 3BҌΣ ˔ˊʺˋʹ RAM (MBytesύ ʴʽʰ ˍˇ 
Raspberry Pi 3BҌΣ ˔ˊʺˋʹ swap ˃ ˄ʺ˃ʹˌ όMBytesύ ʴʽʰ ˍˇ Raspberry Pi 3BҌΣ ʻʶˊ˃ˇˁˊʰˋʾʰ Raspberry 
Pi 3B+, CPUΣ ˔ˊʺˋʹ RAM ό҈ύ ʴʽʰ ˍˇ Raspberry Pi пΣ ˔ˊʺˋʹ ˃˄ʺ˃ʹˌ RAM ό҈ύ ʴʽʰ ˍˇ Raspberry Pi 4, 
˔ˊʺˋʹ ˃˄ʺ˃ʹˌ RAM (MBytesύ ʴʽʰ ˍˇ Raspberry Pi пΣ ʻʶˊ˃ˇˁˊʰˋʾʰ Raspberry Pi 4. 
 
ʅˍʹ˄ ɳʽˁˈ˄ʰ 2 ˉʰˊˇˎˋʽʱʸʶˍʰʽ ʹ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌ ˋˍʽˌ ʵʽʰ˒ˇˊʶˍʽˁʷˌ ˃ˇ˄ʱʵʶˌ ˉˇˎ 
˔ˊʹˋʽ˃ˇˉˇʽʺˋʰ˃ʶ ʴʽʰ ˍˇ ˉʶʾˊʰ˃ʰΦ 

 
ɳʽˁˈ˄ʰ 2 ʅˎʴˁˊʽˍʽˁʺ ʰˉʶʽˁˈ˄ʽˋʹ ˍʹˌ ˁʰˍʰ˄ʱ˂˖ˋʹˌ ʶ˄ʷˊʴʶʽʰˌ ˁʰʽ ˍ˖˄ ˍʶˋˋʱˊ˖˄ SBCs (Single Board Computers). 

 
ʅˍˇ 3ˇ ˁʶ˒ʱ˂ʰʽˇ ʴʾ˄ʶˍʰʽ ˂ˈʴˇˌ ʴʽʰ ˍʹ˄ ʶ˒ʰˊ˃ˇʴʺ ˃ʶʻˈʵ˖˄ ˎˉˇ˂ˇʴʽˋ˃ˇˏ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ 
ʶʵʱ˒ˇˎˌ ˋʶ ˁʰ˂˂ʽʷˊʴʶʽʶˌ ˊˎʸʽˇˏΣ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ʵˇˊˎ˒ˇˊʽˁ˗˄ ʶʽˁˈ˄˖˄ ʺ ʶʽˁˈ˄˖˄ ʰˉˈ ˃́  
ʶˉʰ˄ʵˊ˖˃ʷ˄ʰ ʰʶˊˇ˔ʺ˃ʰˍʰ (Unmanned Aerial Vehicles ς UAVs / drones).  
 
ɾʾʰ ʰˉˈ ˍʽˌ ˋʹ˃ʰ˄ˍʽˁˈˍʶˊʶˌ ʰ˄ʹˋˎ˔ʾʶˌ ˋˍˇ˄ ʰʴˊˇˍʽˁˈ ˍˇ˃ʷʰ ʶʾ˄ʰʽ ʹ ˋ˖ˋˍʺ ˔ˊʺˋʹ ˍ˖˄ ˉˈˊ˖˄Σ 
ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰΥ ˄ʶˊˈΣ ˂ʽˉʱˋ˃ʰˍʰΣ ʷʵʰ˒ˇˌΦ ɮˎˍˇˏ ˍˇˎ ʶʾʵˇˎˌ ˇʽ ˉˈˊˇʽ ˋ˔ʶˍʾʸˇ˄ˍʰʽ ʱ˃ʶˋʰ ˃ʶ ˍʰ 
˔ˊʺ˃ʰˍʰΣ ʴʽʰ ˁʱʻʶ ˃ʷˋˇ ʰʴˊˈˍʹΦ ɴˍˋʽΣ ˈ˂ˇʽ ˉˊˇˋˉʰʻˇˏ˄ ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ ˍˇˎˌ ˉˈˊˇˎˌ h ˎˍˇˏˌ 
˃ˈ˄ˇ ˈˍʰ˄ ˁʰʽ ʴʽʰ ˈˋˇ ˔ˊʶʽʱʸʶ̱ ʰʽ. ɴˍˋʽ ʰˉˇ˒ʶˏʴʶˍʰʽ ʹ ˎˉʶˊʲˇ˂ʽˁʺ ˔ˊʺˋʹ ˉˈˊ˖˄Σ ˁʰʻ˗ˌ ˁʰʽ ʹ 
˔ˊʺˋʹ ˃ʽˁˊˈˍʶˊʹˌ ˉˇˋˈˍʹˍʰˌ ˂ʽˉʰˋ˃ʱˍ˖˄ ˁʰʽ ˄ʶˊˇˏ h ˉˈ ˈΣˍʽ ˔ˊʶʽʱʸʶˍʰʽ, ˁ ʱˍʽ ̄ ˇˎ ˃ˉˇˊʶʾ ˄ʰ ʷ˔ʶʽ 
ʰˊ˄ʹˍʽˁʷˌ ˋˎ˄ʷˉʶʽʶˌ ˋˍʹ˄ ʰˉˈʵˇˋʹΦ ɱʽʰ ˄ʰ ˂ʹ˒ʻʶʾ ʹ ˋ˖ˋˍʺ ʰˉˈ˒ʰˋʹΣ ˔ˊʶʽʱʸʶˍʰʽ ʹ ˔ˊʺˋʹ 
ˁʰˍʱ˂˂ʹ˂˖˄ ʶˊʴʰ˂ʶʾ˖˄Φ ʅˍˇ ˁʶ˒ʱ˂ʰʽˇ ʰˎˍˈ ˉʰˊˇˎˋʽʱʸʶˍʰʽ ˃ʽʰ ʶ˒ʰˊ˃ˇʴʺ ˉˇˎ ʵʹ˃ʽˇˎˊʴʺʻʹˁʶ 
˃ʶ ˍˇ ˋˁʶˉˍʽˁˈ ˄ʰ ʲˇʹʻʺˋʶʽ ˍˇˎˌ ʰʴˊˈˍʶˌ ˄ʰ ˂ʱʲˇˎ˄ ˃ʽʰ ʶˁˍʾ˃ʹˋʹ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˉˇˎ ˎˉʱˊ˔ʶʽ 
ˋˍˇ ʷʵʰ˒ˇˌ ˍ˖˄ ʰʴˊˇˁˍʹ˃ʱˍ˖˄ ˍˇˎˌ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ˃ˈ˄ˇ ʶʽˁˈ˄˖˄ Unmanned Aerial Vehicle 
(UAV)Σ ˔˖ˊʾˌ ˁʰ˃ʾʰ ˔ˊʺˋʹ ʰʽˋʻʹˍʺˊ˖˄ ʶʵʱ˒ˇˎˌ ʺ ˇˉˇʽˇˎʵʺˉˇˍʶ ʱ˂˂ˇˎ ʶ˅ˇˉ˂ʽˋ˃ˇˏΦ ɶ ˁˏˊʽʰ 
ʽʵʷʰ ʺˍʰ˄ ˄ʰ ʵʹ˃ʽˇˎˊʴʹʻʶʾ ˃ʽʰ ʰˉ˂ʺ ʵʽʶˉʰ˒ʺ ʴʽʰ ʱˍˇ˃ʰ ˉˇˎ ʵʶ˄ ʶʾ˄ʰʽ ʶʽʵʽˁʶˎ˃ʷ˄ʰ ˋˍˇˎˌ 
ˎˉˇ˂ˇʴʽˋˍʷˌΣ ˗ˋˍʶ ˄ʰ ˃ˉˇˊˇˏ˄ ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ ʶˏˁˇ˂ʰ ˍʹ˄ ʶʽˁˈ˄ʰ ˉˇˎ ˂ʰ˃ʲʱ˄ʶˍʰʽ ʰˉˈ ˍˇ 
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¦!±κŘǊƻƴŜ ʴʽʰ ˄ʰ ˂ʱʲˇˎ˄ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ʴʽʰ ˍʹ ˃ʷˋʹ ˍʽ˃ʺ ʰ˂ʰˍˈˍʹˍʰˌ ˋ ʁʷ˄ʰ ˔˖ˊʱ˒ʽ ˋˍˇ 
ʰʴˊˈˁˍʹ˃ʰ ˊˎʸʽˇˏΦ 
 
ɶ ʶ˒ʰˊ˃ˇʴʺ ʵʹ˃ʽˇˎˊʴʺʻʹˁʶ ˔ˊʹˋʽ˃ˇˉˇʽ˗˄ˍʰˌ ǎŎǊƛǇǘ ǇȅǘƘƻƴ ˁʰʽ ˍʽˌ ʰˁˈ˂ˇˎʻʶˌ 
ʲʽʲ˂ʽˇʻʺˁʶˌκˉʰˁʷˍʰΥ ConfigParser, Geospatial Data Abstraction Library (GDAL), matplotlib, 
numpy, opencv_python, Osgeo, Pandas, PyQt5, Rasterio, sklearn, Tifffile. 
 
ʋˊʹˋʽ˃ˇˉˇʽʶʾ ʶˉʶ˅ʶˊʴʰˋʾʰ ʶʽˁˈ˄ʰˌ ˗ˋˍʶ ˄ʰ ˃ˉˇˊʶʾ ˄ʰ ˎˉˇ˂ˇʴʾˋʶʽ ˍˇˎˌ ʵʽʱ˒ˇˊˇˎˌ ʵʶʾˁˍʶˌ 
ʲ˂ʱˋˍʹˋʹˌ ʶ˅ʶˍʱʸˇ˄ˍʰˌ ˍʽˌ ʸ˗˄ʶˌ ˁʱʻʶ ʶʽˁˈ˄ʰˌ ˁʰʽ ʰ˅ʽˇ˂ˇʴ˗˄ˍʰˌ ˍʹ˄ ʰ˂ʰˍˈˍʹˍʰ ˃ʷˋ˖ ˍʹˌ 
˔ˊʺˋʹˌ ʶʽʵʽˁ˗˄ ˃ʰʻʹ˃ʰˍʽˁ˗˄ ˃ˇ˄ˍʷ˂˖˄Φ  

 
ɶ ʵʽʰʵʽˁʰˋʾʰ ʶʾ˄ʰʽ ʹ ʶ˅ʺˌΥ ˇ ˔ˊʺˋˍʹˌ ʶˉʽ˂ʷʴʶʽ ʰˉˈ ˍˇ ˃ʶ˄ˇˏ ζʇˉˇ˂ˇʴʽˋ˃ˈˌη ˉˇʽˇ ̩ɲʶʾˁˍʹˌ 
ɰ˂ʱˋˍʹˋʹˌ (Vegetation Index - VI) ˍʰʽˊʽʱʸʶʽ ˋˍʹ˄ ˁʰˍʱˋˍʰˋʺ ˍˇˎ ʰ˄ʱ˂ˇʴʰ ˃ʶ ˍʹ˄ ʶ˃ˉʶʽˊʾʰ ˉˇˎ 
ʷ˔ʶʽΣ ʴʽʰˍʾ ˁʱʻʶ VI ˔ˊʹˋʽ˃ˇˉˇʽʶʾ ʵʽʰ˒ˇˊʶˍʽˁʷˌ ʸ˗˄ʶˌΦ ɮ˒ˇˏ ʶˉʽ˂ʶ˔ʻʶʾ ʹ ʶʽˁˈ˄ʰΣ ˇ ˔ˊʺˋˍʹˌ 
ʶˉʽ˂ʷʴʶʽ ˉˇʽˇ˄ VI ʻʰ ˔ˊʹˋʽ˃ˇˉˇʽʺˋʶʽ ʴʽʰ ˄ʰ ˎˉˇ˂ˇʴʾˋʶʽ ˍʹ˄ ˃ʷˋʹ ʰ˂ʰˍˈˍʹˍʰ ˋʶ ˈ˂ˇ ˍˇ ˔˖ˊʱ˒ʽΦ 
ʅʰ˄ ʰˉˇˍʷ˂ʶˋ˃ʰ ʹ ʶ˒ʰˊ˃ˇʴʺ ˍˎˉ˗˄ʶʽ ʷ˄ʰ ˃ʺ˄ˎ˃ʰ ˈˉ˖ˌ ˒ʰʾ˄ʶˍʰʽ ˋˍʹ˄ ɳʽˁˈ˄ʰ 3, ̍ ˉˇˎ ˒ʰʾ˄ʶˍʰʽ 
ʷ˄ʰ ʶˏˊˇˌ ʰ˂ʰˍˈˍʹˍʰˌ ˋˍˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ˇ ˔˖ˊʱ˒ʽΦ 

 

 
 
ɳʽˁˈ˄ʰ 3 ɮˉʶʽˁˈ˄ʽˋʹ ˍʹˌ ʶ˒ʰˊ˃ˇʴʺˌΣ ˁʰʽ ˍˇˎ ʶˏˊˇˎˌ ʰˉʶʽˁˈ˄ʽˋʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ʶʵʱ˒ˇˎˌ ˉˇˎ ʶˁˍʽ˃ʱ ʹ ʶ˒ʰˊ˃ˇʴʺΦ 

 
ʅˍˇ ˁʶ˒ʱ˂ʰʽˇ п ʴʾ˄ʶˍʰʽ ʰ˄ʰ˒ˇˊʱ ʴʽʰ ˍʹ˄ ʶ˒ʰˊ˃ˇʴʺ ˍʹˌ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˋʶ ˋˎ˄ʵˎʰˋ˃ˈ ˃ʶ 
ˍˇ ɲˍɮ ˋˍʹ˄ ɱʶ˖ˊʴʾʰΦ ɶ ʰ˄ʱ˃ʶʽ˅ʹ ˍˇˎ ʶʵʱ˒ˇˎˌ ˃ʶ ʵʽʰ˂ˎˍʱ ʱ˂ʰˍʰ ʰ˒ʺ˄ʶʽ ˍˇ ʷʵʰ˒ˇˌ ʰ˂ʰˍˇˏ˔ˇΦ 



[16] 

 

ʆˇ ˍʶ˂ʶˎˍʰʾˇ ʶʾ˄ʰʽ ʷ˄ʰ ˋʹ˃ʰ˄ˍʽˁˈ ˉˊˈʲ˂ʹ˃ʰΣ ʶˉʶʽʵʺ ʹ ʰ˂ʰˍˈˍʹˍʰ ˃ʶˍˊʽʱʸʶʽ ˍʹ˄ ˉʰˊʰʴ˖ʴʽˁˈˍʹˍʰ 
ˍʹˌ ʴʹˌ. ɼʱˉˇʽʶˌ ˒ˇˊʷˌ ˍʰ ʰ˂ʰˍˇˏ˔ʰ ʶʵʱ˒ʹ ʶʾ˄ʰʽ ʰˉˇˍʷ˂ʶˋ˃ʰ ˍʹˌ ʱˊʵʶˎˋʹˌΣ ˂ˈʴ˖ ˍ˖˄ ʰ˂ʱˍ˖˄ 
ˉˇˎ ˉʶˊʽʷ˔ʶʽ ˍˇ ˄ʶˊˈΦ ʆʰ ʰ˂ʰˍˇˏ˔ʰ ʶʵʱ˒ʹ ʻʰ ˃ˉˇˊˇˏˋʰ˄ ˄ʰ ʶʾ˄ʰʽ ˍˇ ʰˉˇˍʷ˂ʶˋ˃ʰ ˍʹˌ ʰˎ˅ʹ˃ʷ˄ʹˌ 
˔ˊʺˋʹˌ ˄ʶˊˇˏ ˋʶ ˁˇ˄ˍʽ˄ʱ ˉʰˊʱˁˍʽʰ ˉʶʵʾʰΣ ˂ˈʴ˖ ˍʹˌ ʵʽʶʾˋʵˎˋʹˌ ˍʹˌ ʻʱ˂ʰˋˋʰˌ ˁʰʽ ˍ˖˄ 
ˉ˂ʹ˃˃ˎˊ˗˄ ˉˇˎ ˋʹ˃ʶʽ˗˄ˇ˄ˍʰʽ ˁˇ˄ˍʱ ˋʶ ʰˎˍʷˌ ˍʽˌ ˉʶˊʽˇ˔ʷˌ ˖ˌ ʰˉˇˍʷ˂ʶˋ˃ʰ ˍ˖˄ ˁʰˍʰʽʴʾʵ˖˄ ˍ˖˄ 
˃ʶˋˇʴʶʽʰˁ˗˄ ˉʶˊʽˇ˔˗˄Φ ʅˍʰ ʵʷ˂ˍʰ ˍ˖˄ ˉˇˍʰ˃˗˄Σ ʶ˄ˍˈˌ ˍʹˌ ʶˎˊ˖˃ʶˋˇʴʶʽʰˁʺˌ ˉʶˊʽˇ˔ʺˌΣ ʹ ˁˏˊʽʰ 
ˁʰ˂˂ʽʷˊʴʶʽʰ ˉˇˎ ˁʰ˂˂ʽʶˊʴʶʾˍʰʽ ʶʾ˄ʰʽ ˍˇ ˊˏ ʸΦ̔ ʍˌ h ˉˇˍʷ˂ʶˋ˃ʰ ˍˇˎ ʴʶʴˇ˄ˈˍˇˌ ˈˍʽ ʹ ʰ˂ʰˍˈˍʹˍʰ ʶʾ˄ʰʽ 
ʶ˄ʵʹ˃ʽˁʺ ˋʶ ˔˖ˊʱ˒ʽʰ ˁˇ˄ˍʱ ˋˍʽˌ ʰˁˍʷˌΣ ˍʰ ˒ˎˍʱ ˊˎʸʽˇˏ ˉˊʷˉʶʽ ˄ʰ ʴʶ˃ʾˋˇˎ˄ ˃ʶ ʴ˂ˎˁˈ ˄ʶˊˈ ʴʽʰ 
˄ʰ ˃ʶˍˊʽʰˋˍʶʾ ʹ ʰ˂ʰˍˈˍʹˍʰ ˍˇˎ ˄ʶˊˇˏΦ ɴˍˋʽΣ ʰˉʰʽˍʶʾˍʰʽ ˉˇ˂ˏ ˃ʶʴʱ˂ʹ ˉˇˋˈˍʹˍʰ ˄ʶˊˇˏ ʴʽʰ ˍʹ 
˃ʶʾ˖ˋʹ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˁʰʽ ˋʹ˃ʰ˄ˍʽˁʺ ˉˇˋˈˍʹˍʰ ʶ˄ʷˊʴʶʽʰˌ ʴʽʰ ˍʹ˄ ʱ˄ˍ˂ʹˋʹ ˄ʶˊˇˏ ʰˉˈ ˍʰ 
ˉˇˍʱ˃ʽʰΦ 
 
ɴ˄ʰˌ ˍˊˈˉˇˌ ʴʽʰ ˍʹ ˋˎ˄ʶ˔ʺ ʵʶʽʴ˃ʰˍˇ˂ʹ˕ʾʰ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌΣ ʶʾ˄ʰʽ ˃ʷˋ˖ ʰʽˋʻʹˍʺˊ˖˄ Lƻ¢Σ ˉˇˎ 
ˍˇˉˇʻʶˍˇˏ˄ˍʰʽ ˋˍˇ ʷʵʰ˒ˇˌ ˁʰʽ ʰ˄ʰ˄ʶ˗˄ˇˎ˄ ˍˇ ˄ʶˊˈ ˋˍˇ ʰʴˊˈˁˍʹ˃ʰ ˃ˈ˄ˇ ˈˍʰ˄ ʶʾ˄ʰʽ ʰˉʰˊʰʾˍʹˍˇΦ 
ʍˋˍˈˋˇΣ ˈˍʰ˄ ˇ ˇˊˎʸ˗˄ʰˌ ʶʾ˄ʰʽ ˍʶˊʱˋˍʽˇˌΣ ˈˉ˖ˌ ˋˎ˔˄ʱ ˋˎ˃ʲʰʾ˄ʶʽ ˋʶ ˉˊʰʴ˃ʰˍʽˁʷˌ ˁ ʰˍʰˋˍʱˋʶʽˌΣ 
ʶʾ˄ʰʽ ˉˇ˂ˏ ʰˁˊʽʲˈ ʴʽʰ ˍˇ˄ ˍʶ˂ʽˁˈ ˔ˊʺˋˍʹ ʺ ˍˇ˄ ʰʴˊˈˍʹ ˄ʰ ˍˇˉˇʻʶˍʺˋʶʽ ˉˇ˂˂ˇˏˌ ʰʽˋʻʹˍʺˊʶˌ ɲˍɮ 
ˋˍˇ ʰʴˊˈˁˍʹ˃ʱ ˍˇˎΦ ɳˉʽˉ˂ʷˇ˄Σ ˃ˉˇˊʶʾ ˄ʰ ˎˉʱˊ˔ʶʽ ˉˊˈʲ˂ʹ˃ʰ ˈˍʰ˄ ˉˊʷˉʶʽ ˄ʰ ˍˇˉˇʻʶˍʹʻˇˏ˄ 
ʴʶ˖ˊʴʽˁʱ ˃ʹ˔ʰ˄ʺ˃ʰˍʰ ˋˍʰ ʰʴˊˇˍʶ˃ʱ˔ʽʰΣ ˈˉ˖ˌ ˍˊʰˁˍʷˊΦ ɱʽʰ ˍˇ ˂ˈʴˇ ʰˎˍˈΣ ʶʾ˄ʰʽ ʶˉʽˍʰˁˍʽˁʺ ʹ 
ʰ˄ʱʴˁʹ ˉʰˊʰˁˇ˂ˇˏʻʹˋʹˌ ˍʹˌ ˋˎʴˁʷ˄ˍˊ˖ˋʹˌ ʰ˂ʰˍʽˇˏ ˋˍˇ ˔˖ˊʱ˒ʽ ˔˖ˊʾˌ ʰʽˋʻʹˍʺˊʶˌ 
ˍˇˉˇʻʶˍʹ˃ʷ˄ˇˎˌ ˋˍˇ ʷʵʰ˒ˇˌΣ ʰ˂˂ʱ ʷ˃˃ʶˋʰΣ ˃ʷˋ˖ ʶˉʶ˅ʶˊʴʰˋʾʰˌ ¦!± ˁʰʽ ʵˇˊˎ˒ˇˊʽˁʺˌ ʶʽˁˈ˄ʰˌΦ 
ɴˍˋʽΣ ˈˉ˖ˌ ʰ˄ʰ˒ʷˊʻʹˁʶ ˉˊˇʹʴˇˎ˃ʷ˄˖ˌΣ ˃ʽʰ όʰˁˊʽʲʺύ ˂ˏˋʹ ʴʽʰ ˍʹ ˃ʷˍˊʹˋʹ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ 
ʶʵʱ˒ˇˎˌ ʻʰ ˃ˉˇˊˇˏˋʶ ˄ʰ ʶʾ˄ʰʽ ʹ ˍˇˉˇʻʷˍʹˋʹ ˉˇ˂˂˗˄ ʰʽˋʻʹˍʺˊ˖˄ ɲˍɮ ˋʶ ˉˇ˂˂ʱ ˋʹ˃ʶʾʰ ˃ʷˋʰ 
ˋˍˇ ʰʴˊˈˁˍʹ˃ʰ ˊˎʸʽˇˏΦ ɾʽʰ ό˃ʹ ʵʰˉʰ˄ʹˊʺύ ˂ˏˋʹ ʻʰ ʺˍʰ˄ ʹ ʰˁˈ˂ˇˎʻʹΥ ʶʱ˄ ˍʰ ˒ˎˍʱ ˋʶ ˃ʽʰ 
ˁʰ˂˂ʽʷˊʴʶʽʰ ˊˎʸʽˇˏ ˁʰ˂ˏˉˍˇ˄ˍʰʽ ˃ʶ ʰˎ˅ʹ˃ʷ˄ʹ ˍʽ˃ʺ ʰ˂ʰˍˈˍʹˍʰˌ ˉˇˎ ˃ʶˍˊʱˍʰʽ ʰˉˈ ʷ˄ʰ˄ 
ʰʽˋʻʹˍʺˊʰ ɲˍɮΣ ˍˈˍʶ ˈ˂ʰ ˍʰ ˒ˎˍʱ ˁˇ˄ˍʱ ˋˍˇ ˊˏʸʽ ʻʰ ʰ˄ˍʽ˃ʶˍ˖ˉʾʸˇˎ˄ ˍˇ ʾʵʽˇ ˋˍˊʶˌ ʰ˂ʰˍˈˍʹˍʰˌ 
ˍˇˎ ʶʵʱ˒ˇˎˌΦ ɮˎˍˈ ˃ˉˇˊʶʾ ˄ʰ ʰ˄ʰ˂ˎʻʶʾ ʰˉˈ ¦!± ʺ ʵˇˊˎ˒ˇˊʽˁʷˌ ʁ ʽˁˈ˄ʶˌΣ ʶ˅ ʰˉˇˋˍʱˋʶ˖ˌΣ ˔˖ˊʾˌ 
ʰʽˋʻʹˍʺˊʶˌΦ 
 

 
 

ɳʽˁˈ˄ʰ 4 ʇˉˇ˂ˇʴʽˋ˃ˈˌ ʰ˂ʰˍˈˍʹˍʰˌ ʶʵʱ˒ˇˎˌ ˈˉˇˎ ˒ʰʾ˄ˇ˄ˍʰʽ ˁʰʽ ˇʽ ˋˎ˄ˍʶˍʰʴ˃ʷ˄ʶˌΣ ʰ˄ʱ˂ˇʴʰ ˃ʶ ˍʹ˄ ʶˉʽ˂ˇʴʺ ˍˇˎ 
ˋʹ˃ʶʾˇˎ ˉˇˎ ˍˇˉˇʻʶˍʶʾˍʰʽ ˇ ʵʶʾˁˍʹˌ ˍˇˎ ˉˇ˄ˍʽˁʽˇˏΦ 



[17] 

 

 
ɶ ɳʽˁˈ˄ʰ 4 ʰˉʶʽˁˇ˄ʾʸʶʽ ʷ˄ʰ ˉʰˊʱʵʶʽʴ˃ʰ ʶ˄ˈˌ ɳ˄ʶˊʴˇˉˇʽʹˍʺ ɰʷ˂ˍʽˋˍʹˌ ʃˇʽˈˍʹˍʰˌ ɿʶˊˇˏΦ ʁʽ 
˔ˊʺˋˍʶˌ ʶʽˋʱʴˇˎ˄ ˃ʽʰ ʶʽˁˈ˄ʰ ¦!± ˉˇˎ ˍˊʰʲʺ˔ˍʹˁʶ ʰˉˈ ŘǊƻƴŜΦ ʅˍʹ ˋˎ˄ʷ˔ʶʽʰΣ ʶˉʽ˂ʷʴˇˎ˄ ˍˇ 
˔ˊˇ˄ʽˁˈ ʶˏˊˇˌ ˉˇˎ ˉˊʷˉʶʽ ˄ʰ ʶʾ˄ʰʽ ˋ˔ʶˍʽˁˈ ˃ʶ ˍʹ˄ ʶʽˁˈ˄ʰ ˉˇˎ ˂ʰ˃ʲʱ˄ʶˍʰʽ ˁʰʽ ˇʽ ʰ˂ʴˈˊʽʻ˃ˇʽ 
ˍʰʽˊʽʱʸˇˎ˄ ˍʹ ˔ˊˇ˄ʽˁʺ ˋʺ˃ʰ˄ˋʹ ˍʹˌ ˂ʺ˕ʹˌ ʶʽˁˈ˄ʰˌ ˃ʶ ˍʽˌ ˃ʶˍˊʺˋʶʽˌ ʰˉˈ ˍˇˎˌ ʰʽˋʻʹˍʺˊʶˌ 
ʶʵʱ˒ˇˎˌΦ ʁ ˔ˊʺˋˍʹˌ ʶˉʽ˂ʷʴʶʽ ʷ˄ʰ˄ ʰˉˈ ˍˇˎˌ н ʰʽˋʻʹˍʺˊʶˌ ɲˍɮ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽʹʻʶʾ 
˖ˌ ˁˏˊʽʰ ʰ˄ʰ˒ˇˊʱ ʴʽʰ ˍʹ ˋˏ˄ʵʶˋʹ ʶʽˁˈ˄ʰˌΦ ɮˎˍˈ ˉˇˎ ˁʱ˄ʶʽ ˇ ɳ˄ʶˊʴˇˉˇʽʹˍʺˌ  (Enabler) ʶʾ˄ʰʽ ˄ʰ 
ʶ˅ʱʴʶʽ ˃ʽʰ ˍʽ˃ʺ ˋˍʹ˄ ʶ˒ʰˊ˃ˇʴʺ ˃ʶ ˍʽˌ ˋˎ˄ˍʶˍʰʴ˃ʷ˄ʶˌ [hNDL¢¦59Σ [!¢L¢¦59 ˃ʶ ˍʹ ˋ˔ʶˍʽˁʺ 
ʶˁˍʾ˃ʹˋʹ ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ ʶʵʱ˒ˇˎˌΣ ʰ˄ʱ˂ˇʴʰ ˃ʶ ˍˇ ˉˇˏ ˍˇˉˇʻʶˍʶʾ ˍˇ˄ ʵʶʾˁˍʹ ˍˇˎ ˉˇ˄ˍʽˁʽˇˏΦ ɶ 
ʶ˒ʰˊ˃ˇʴʺ ˔ˊʹˋʽ˃ˇˉˇʽʶʾ ˃ʶʻˈʵˇˎˌ ɮ˄ˍʾˋˍˊˇ˒ʹ ʅˍʱʻ˃ʽˋʹ ɮˉˈˋˍʰˋʹˌ (Inverse Distance 
Weighting - IDW)2 ˁ ʰʽ ˍˇ˄ ˋ˔ʶˍʽˁˈ ˁˈ˃ʲˇ ʰʽˋʻʹˍʺˊʰ Lƻ¢ ˉˇˎ ˍˇˉˇʻʶˍʶʾˍʰʽ ˋˍˇ ʷʵʰ˒ˇˌΦ 

 
ʋˊʹˋʽ˃ˇˉˇʽ˗˄ˍʰˌ ʰˎˍˇˏ ˍˇˎ ʶʾʵˇˎˌ ˍʹ˄ ʶˁˍʾ˃ʹˋʹ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ ʶʵʱ˒ˇˎˌΣ ˇ ʰʴˊˈˍʹˌ ʺ ˇ 
ˍʶ˂ʽˁˈˌ ˔ˊʺˋˍʹˌ ʶʾ˄ʰʽ ˋʶ ʻʷˋʹ ˄ʰ ˂ʱʲʶʽ ʰˉˇ˒ʱˋʶʽˌ ˋ˔ʶˍʽˁʱ ˃ʶ ˍˇ ˉˈˍʶ ʻʰ ˍˇˉˇʻʶˍʺˋʶʽ ˄ʶˊˈ ˋˍˇ 
ʰʴˊˈˁˍʹ˃ʰ ˊˎʸʽˇˏ ˍˇˎΣ ʰˁˈ˃ʹ ˁʰʽ ˋʶ ˉʶˊʽˉˍ˗ˋʶʽˌ ˈˉˇˎ ˍˇ ˔˖ˊʱ˒ʽ ʵʶ˄ ʶʾ˄ʰʽ ʶ˅ˇˉ˂ʽˋ˃ʷ˄ˇ ˃ʶ 
ʰʽˋʻʹˍʺˊʰ Lƻ¢Φ ʆˇ ʰʴˊˈˁˍʹ˃ʰ ˊˎʸʽˇˏ ˉˇˎ ʰˉʶʽˁˇ˄ʾʸʶˍʰʽ ˋˍʹ ˄ɳʽˁˈ˄ʰ 4 ˉʶˊʽʷ˔ʶʽ ˃ˈ˄ˇ ʵˏˇ 
ʰʽˋʻʹˍʺˊʶˌ Lƻ¢ ʴʽʰ ˍʹ ˃ʷˍˊʹˋʹ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ ʶʵʱ˒ˇˎˌΦ ɳˉʾˋʹˌΣ ˇ ʰʴˊˈˍʹˌ ʰˉˇ˒ʶˏʴʶʽ 
ʸʹ˃ʽʷˌ ˋˍʹ˄ ʰˉˈʵˇˋʹ ˍʹˌ ˁʰ˂˂ʽʷˊʴʶʽʰˌ ˍˇˎ ʴʽʰˍʾ ʶ˄ʹ˃ʶˊ˗˄ʶˍʰʽ ˉˇ˂ˏ ʴˊʺʴˇˊʰ ʴʽʰ ˍʹ˄ ʰˏ˅ʹˋʹ ˍʹˌ 
ʰ˂ʰˍˈˍʹˍʰˌ ˍˇˎ ʶʵʱ˒ˇˎˌ ˁʰʽ ʶ˅ˇʽˁˇ˄ˇ˃ʶʾ ˉˇ˂ˏˍʽ˃ˇ ˄ʶˊˈ ˉˇˎ ˋʶ ʰˎˍʷˌ ˍʽˌ ˋˎ˄ʻʺˁʶˌ ˁʰʽ ʴʽʰ ˍʹ˄ 
ˉˇˋˈˍʹˍʰ ˉˇˎ ˍˇ ˔ˊʶʽʱʸʶ̱ ʰʽ ˁˇˋˍʾʸʶʽ ˉˇ˂ˏΦ 
 
ʃʰˊʰˁʱˍ˖ ʻʰ ʰ˄ʰ˒ʶˊʻˇˏ˄ ˁʱˉˇʽʰ ˉʶʽˊʱ˃ʰˍʰ ˉˇˎ ʷʴʽ˄ʰ˄ ˋˍˇ ˉʶʵʾˇ ˍʹˌ ɳˎ˒ˎˇˏˌ ɱʶ˖ˊʴʾʰˌ ˃ʶ 
˔ˊʺˋʹ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˁʰʽ ʰʽˋʻʹˍʺˊʶˌ ɲˍɮΦ 
 
ʅˍˇ мˇ ̄ ʶʾˊʰ˃ʰΣ ˉʰˊˇˎˋʽʱʸˇ˄ˍʰʽ ˍʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ʰˉˈ ˍʹ˄ ˔ˊʺˋʹ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌΣ ʴʽʰ ˍʹ˄ 
ˉˊˈʲ˂ʶ˕ʹ ʰʴˊˇˍʽˁ˗˄ ˁʰʽ ˃ʶˍʶ˖ˊˇ˂ˇʴʽˁ˗˄ ʵʶʵˇ˃ʷ˄˖˄Σ ˃ʶ ˋˍˈ˔ˇ ˍʹ˄ ˉˊˈʲ˂ʶ˕ʹ ˁʰʽˊʽˁ˗˄ 
ʵʶʵˇ˃ʷ˄˖˄ ˋʶ ˍˇˉʽˁˈ ʶˉʾˉʶʵˇΦ ʅˎʴˁʶˁˊʽ˃ʷ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ ˍˇ ˄ʶˎˊ˖˄ʽˁˈ ʵʾˁˍˎˇ RNN-LSTM 
ˍˇ ˇˉˇʾˇ ʰ˒ˇˏ ˍˊˇ˒ˇʵˇˍʹʻʶʾ ˃ʶ ˔ˊˇ˄ˇˋʶʽˊʷˌ ʵʶʵˇ˃ʷ˄˖˄Σ ˈˉ˖ˌ ʹ ʻʶˊ˃ˇˁˊʰˋʾʰΣ ʹ ˎʴˊʰˋʾʰ ʰʷˊʰΣ 
ˁʰʽ ʹ ˎʴˊʰˋʾʰ ˁˇ˄ˍʱ ̀ ˍˇ ˒ˎˍˈΣ ˃ˉˇˊʶʾ ˄ʰ ʶ˅ʱʴʶʽ ˋˎ˃ˉʶˊʱˋ˃ʰˍʰ ɹ ʽʰ ˍʽ ̩̱ ʽ˃ʷˌ ˉˇˎ ʻʰ ˂ʱʲʶʽ ˁʱʻʶ 
˃ʾʰ ʰˉˈ ˍʽˌ ˉˊˇʹʴˇˏ˃ʶ˄ʶˌ о ˉʰˊʰ˃ʷˍˊˇˎˌ ˋˍˇ ˃ʷ˂˂ˇ˄Φ ɾʶ ʰˎˍˈ˄ ˍˇ˄ ˍˊˈˉˇ ˇ ʴʶ˖ˊʴˈˌ ˃ˉˇˊʶʾ 
˄ʰ ˉʱˊʶʽ ʰˉˇ˒ʱˋʶʽˌ ˃ʶ ʲʱˋʹ ˉˊˇʲ˂ʷ˕ʶʽˌ ˉˇˎ ʶ˄ˍˇˉʾʸˇ˄ˍʰʽ ˋ˔ʶˍʽˁʱ ˁˇ˄ˍʱ ˋˍˇ ʵʽˁˈ ˍˇˎ ˔˖ˊʱ˒ʽ 
ˁʰʽ ˈ˔ʽ ʴʶ˄ʽˁʷˌΣ ˈˉ˖ˌ ˋˎ˃ʲʰʾ˄ʶʽ ˃ʶ ˍʹ˄ ˉˊˈʲ˂ʶ˕ʹ ˁʰʽˊʽˁ˗˄ ʵʶʵˇ˃ʷ˄˖˄ ʴʽʰ ˄ ˇ˃ˇˏˌ ˃ʽʰˌ ˔˗ˊʰˌ ʺ 
ʰˁˈ˃ʰ ˁʰʽ ˇ˂ˈˁ˂ʹˊʹ ̱ ʹ ̝̠ˊʰΦ 
 
ʅʶ ʱ˂˂ˇ ˉʶʾˊʰ˃ʰ ˋʶ ˃ʽʰ ʱ˂˂ʹ ʶ˒ʰˊ˃ˇʴʺ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˋˍˇ ˉʶʵʾˇ ˍʹˌ ɱʶ˖ˊʴʾʰˌΣ 
˔ˊʹˋʽ˃ˇˉˇʽʺʻʹˁʶ ʷ˄ʰ ʱ˂˂ˇ ʶʾʵˇˌ ˄ʶˎˊ˖˄ʽˁˇˏ ʵʽˁˍˏˇˎΣ ˍˇ ˂ʶʴˈ˃ʶ˄ˇ CNNΣ ˍˇ ˇˉˇʾˇ ʶ˒ʰˊ˃ˈʸʶˍʰʽ 
ˁˎˊʾ˖ˌ ˋˍʹ˄ ʰ˄ʰʴ˄˗ˊʽˋʹ ʶʽˁˈ˄ʰˌΦ ɶ ˈ˂ʹ ˎ˂ˇˉˇʾʹˋʹ ʲʰˋʾˋˍʹˁʶ ˋʶ ʵˇˊˎ˒ˇˊʽˁʷˌ ʶʽˁˈ˄ʶˌ ˉˇˎ 
ʰˉʶʽˁˇ˄ʾʸˇˎ˄ ˔˖ˊʱ˒ʽʰ ˊˎʸʽˇˏ ˁʰʽ ˃ʶˍˊʺˋʶʽˌ ˉˇˎ ˋˎʴˁʶ˄ˍˊ˗ʻʹˁʰ˄ ʰˉˈ ʰʽˋʻʹˍʺˊʶˌ Lƻ¢ ˉˇˎ 
ˍˇˉˇʻʶˍʺʻʹˁʰ˄ ˃ʷˋʰ ˋˍˇ ʰʴˊˇˍʶ˃ʱ˔ʽˇΦ ʁʽ ʰʽˋʻʹˍʺˊʶˌ Lƻ¢ ˋˎʴˁʷ˄ˍˊ˖ˋʰ˄ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ˋʶ 
ˋˎ˄ʶ˔ʺ ˋˎ˔˄ˈˍʹˍʰΣ ʰ˄ʽ˔˄ʶˏˇ˄ˍʰˌ ˍʹ˄ ʰ˂ʰˍˈˍʹˍʰ ˍˇˎ ʶʵʱ˒ˇˎˌΦ 
 
ʁˎˋʽʰˋˍʽˁʱ ˎˉʺˊ˔ʶ ˃ʽʰ ˋˏ˄ʵʶˋʹ ˃ʶˍʰ˅ˏ ˍʹˌ ʹ˃ʶˊˇ˃ʹ˄ʾʰˌ ˂ʺ˕ʹˌ ˍ˖˄ ʵˇˊˎ˒ˇˊʽˁ˗˄ ʶʽˁˈ˄˖˄ ˁʰʽ 
ˍ˖˄ ˃ʶˍˊʺˋʶ˖˄ ˍ˖˄ ʶˉʾʴʶʽ˖˄ ʰʽˋʻʹˍʺˊ˖˄ Lƻ¢Φ ɲʽʰˍʹˊʺˋʰ˃ʶ ˍʽˌ ˍʽ˃ʷˌ ˍ˖˄ ʰʽˋʻʹˍʺˊ˖˄ 
ʰ˂ʰˍˈˍʹˍʰˌ ʶʵʱ˒ˇˎˌ Lƻ¢ ˉˇˎ ˍˇˉˇʻʶˍʺʻʹˁʰ˄ ˋˍˇ ʰʴˊˈˁˍʹ˃ʰ ˊˎʸʽˇˏΦ ɼɦ ʻʶ ˃ʷˊʰ ˍʹˌ ˂ʺ˕ʹˌ 
ʵˇˊˎ˒ˇˊʽˁʺˌ ʶʽˁˈ˄ʰˌ ˋˎ˄ʵʷʻʹˁʶ ˃ʶ ˍʹ ˃ʷˋʹ ʰ˂ʰˍˈˍʹˍʰ ˉˇˎ ʰ˄ʽ˔˄ʶˏˍʹˁʶ ʰˉˈ ˍʽˌ ˋˎˋˁʶˎʷˌ Lƻ¢Φ 
ʅˎ˄ʶˉ˗ˌΣ ˁʱʻʶ ˍʽ˃ʺ ʰ˂ʰˍˈˍʹˍʰˌ ˋˍˊˇʴʴˎ˂ˇˉˇʽʺʻʹˁʶ ˋʶ ˃ʽʰ ˍʽ˃ʺΦ ɼʱʻʶ ˄ʷʰ όˋˍˊˇʴʴˎ˂ˇˉˇʽʹ˃ʷ˄ʹύ 

 
2 https://en.wikipedia.org/wiki/Inverse_distance_weighting 
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ˍʽ˃ʺ ʵʽʰˍʹˊʶʾ ʷ˄ʰ ʶˏˊˇˌ ҕ лΣлрΦ ɱʽʰ ˉʰˊʱʵʶʽʴ˃ʰΣ ʹ ˒˖ˍˇʴˊʰ˒ʾʰ ˉˇˎ ˍˊʰʲʺ˔ˍʹˁʶ ˋˍʽˌ мн-07-2021 
ʷ˔ʶʽ ʰ˂ʰˍˈˍʹˍʰ лΣпут ˁʰʽ ˃ʶˍʱ ˍʹ ˋˍˊˇʴʴˎ˂ˇˉˇʾʹˋʹ ʹ ˄ʷʰ ˍʹˌ ˍʽ˃ʺ ʶʾ˄ʰʽ лΣр ҕ лΣлрΦ ɶ ʲʰˋʽˁʺ 
ˋˁʷ˕ʹ ʺˍʰ˄ ˄ʰ ˔ˊʹˋʽ˃ˇˉˇʽʺˋˇˎ˃ʶ ˃ˇ˄ˍʷ˂ʰ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌ ˁʰʽ ʰˁˊʽʲʷˋˍʶˊʰ /bbΣ ˗ˋˍʶ ˄ʰ 
˃ˉˇˊˇˏ˃ʶ ˄ʰ ʶˁˉʰʽʵʶˏˋˇˎ˃ʶ ˋ˖ˋˍʱ ˍˇ ˃ˇ˄ˍʷ˂ˇ ˁʰʽ ˁʱʻʶ ˒ˇˊʱ ˉˇˎ ˇ ˍʶ˂ʽˁˈˌ ˔ˊʺˋˍʹˌ ʶʽˋʱʴʶʽ 
˃ʽʰ ʶʽˁˈ˄ʰ ʰˉˈ ˃ʽʰ ʵˇˊˎ˒ˇˊʽˁʺ ˉʹʴʺ ʺ ˃ʽʰ ˉʹʴʺ ¦!± ʴʽʰ ˄ʰ ˎˉˇʵʶʾ˅ʶʽ ˍʽˌ ˋ˔ʶˍʽˁʷˌ ˉʶˊʽˇ˔ʷˌ ˃ʶ 
ʰ˂ʰˍˈˍʹˍʰΣ ˍʹ˄ ˍʽ˃ʺ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˋˍʹ˄ ˍˇ˄ʽˋ˃ʷ˄ʹ ˉʶˊʽˇ˔ʺ ˁʰʽ ˍˇ ˋˁˇˊ ʶˁˍʾ˃ʹˋʹˌ όʰˁˊʾʲʶʽʰύΦ 
ɶ ʰˁˇ˂ˇˎʻˇˏ˃ʶ˄ʹ ʵʽʰʵʽˁʰˋʾʰ ˍʹˌ ˍˊʷ˔ˇˎˋʰˌ ʽʵʷʰˌ ʶʾ˄ʰʽ ʶˎˊʷ˖ˌ ʴ˄˖ˋˍʺ ˖ˌ ˍʰ˅ʽ˄ˈ˃ʹˋʹΦ ʂˉ˖ˌ 
ʶʾ˄ʰʽ ˂ˇʴʽˁˈΣ ʵʶ˄ ʻʰ ˃ˉˇˊˇˏˋʰ˃ʶ ˄ʰ ʷ˔ˇˎ˃ʶ ʷ˄ʰ˄ ʰˊʽʻ˃ˈ ˍʱ˅ʶ˖˄ ˉˇˎ ˄ʰ ˋ˔ʶˍʾʸˇ˄ˍʰʽ ˃ʶ ˁʱʻʶ 
ʵʶˁʰʵʽˁˈ ʰˊʽʻ˃ˈ ʰ˂ʰˍˈˍʹˍʰˌΣ ʴʽʰˍʾ ʻʰ ʶʾ˔ʰ˃ʶ ʷ˄ʰ˄ ˍʶˊʱˋˍʽˇ ʰˊʽʻ˃ˈ ˁ˂ʱˋʶ˖˄Φ ɮˎˍˈˌ ʺˍʰ˄ ˇ 
˂ˈʴˇˌ ˉˇˎ ʶˉʽ˂ʷ˅ʰ˃ʶ ˍʹ ˂ˏˋʹ ˋˍˊˇʴʴˎ˂ˇˉˇʾʹˋʹˌ ˍʹˌ ˍʽ˃ʺˌ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ˁʰʽ 
ʰ˄ˍʽˉˊˇˋ˖ˉʶˏˇˎ˃ʶ ˁʱʻʶ ˋˍˊˇʴʴˎ˂ʶ˃ʷ˄ˇ ʰˊʽʻ˃ˈ ˃ʶ ʷ˄ʰ ʶˏˊˇˌΣ ˗ˋˍʶ ˄ʰ ʷ˔ˇˎ˃ʶ ʷ˄ʰ˄ ˂ˇʴʽˁˈ 
ʰˊʽʻ˃ˈ ˁ˂ʱˋʶ˖˄Φ ʋˊʹˋʽ˃ˇˉˇʽʺˋʰ˃ʶ у ʵʽʰ˒ˇˊʶˍʽˁʷˌ ˍʱ˅ʶʽˌΦ ʆʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˒ʰʾ˄ˇ˄ˍʰʽ ˋˍʹ˄ 
ˉʰˊʰˁʱˍ˖ ɳʽˁˈ˄ʰ 5. 
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ɳʽˁˈ˄ʰ 5 ɮˉˇˍʷ˂ʶˋ˃ʰ ˎˉˇ˂ˇʴʽˋ˃ˇˏ ˍʹˌ ʰ˂ʰˍˈˍʹˍʰˌ ʶʵʱ˒ˇˎˌ ˃ʶ ˔ˊʺˋʹ ʅˎ˄ʶ˂ʽˁˍʽˁ˗˄ ɿʶˎˊ˖˄ʽˁ˗˄ ɲʽˁˍˏ˖˄ όCNN). 

 
ʅˍˇ 5ˇ ˁʶ˒ʱ˂ʰʽˇ ʴʾ˄ʶˍʰʽ ˂ˈʴˇˌ ʴʽʰ ˃ʽʰ ɲˍɮ ˋˎˋˁʶˎʺ ˊʹˍʽ˄ˇˋˎ˂˂ˇʴʺˌΣ ˉʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˊʹˍʾ˄ʹˌ 
ˉʶˏˁˇˎ όpine resin). ɱʾ˄ʶˍʰʽ ʰ˄ʰ˒ˇˊʱ ˋˍʹ˄ ˋˉˇˎʵʰʽˈˍʹˍʰ ˍʹˌ ˊʹˍʾ˄ʹˌ ˉʰʴˁˇˋ˃ʾ˖ˌ ˁʰʽ 
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ˉʰˊˇˎˋʽʱʸˇ˄ˍʰʽ ˁʱˉˇʽʶˌ ʰˉˈ ˍʽˌ ʶ˒ʰˊ˃ˇʴʷˌ ˉˇˎ ʷ˔ʶʽ ʹ ˊʹˍʾ˄ʹ ˋˍʹ˄ ˁʰʻʹ˃ʶˊʽ˄ˈˍʹˍʱ ˃ʰˌΦ ɴ˄ʰˌ 
ʰˉˈ ˍˇˎˌ ˃ʶʴʱ˂ˇˎˌ ˉʰʴˁˈˋ˃ʽˇˎˌ ʶ˅ʰʴ˖ʴʶʾˌ ˊʹˍʾ˄ʹˌ ʶʾ˄ʰʽ ʹ ɼʾ˄ʰ, ˃ʶ нллΦллл ˍˈ˄ˇˎˌ ʶˍʹˋʾ˖ˌΦ  
ɱʾ˄ʶˍʰʽ ʶˁˍʶ˄ʺˌ ʰ˄ʰ˒ˇˊʱ ˋˍʹ˄ ˎˉʱˊ˔ˇˎˋʰ ʲʽʲ˂ʽˇʴˊʰ˒ʾʰ ˁʰʽ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˋˍʽˌ ˎˉʱˊ˔ˇˎˋʶˌ 
˃ʶʻˈʵˇˎˌ ˋˎ˂˂ˇʴʺˌ ˊʹˍʾ˄ʹˌ (tapping) ̄ ˇˎ ʶʾ˄ʰʽ ˇʽ ʶ˅ʺˌ ʵˏˇ: 1) ̱ ʶ˔˄ʽˁʺ quarre ˁ ʰʽ нύ ˍʶ˔˄ʽˁʺ drill. 
ɼʰʽ ˋˍʽˌ н ˃ʶʻˈʵˇˎˌ ʹ ˊʹˍʾ˄ʹ ˋˎ˂˂ʷʴʶˍʰʽ ˋʶ ʷ˄ʰ ʵˇ˔ʶʾˇ ˋˍˇ ˁʰˍ˗ˍʶˊˇ ˃ʷˊˇˌ ˍˇˎ ʵʷ˄ˍˊˇˎΦ ɼʰˍʱ 
ˍʹ˄ ʰ˄ʰˋˁˈˉʹˋʹ ˍʹˌ ˋ˔ʶˍʽˁʺˌ ʲʽʲ˂ʽˇʴˊʰ˒ʾʰˌ όʷˍˇˌ нлноύ ʵʶ˄ ʲˊʷʻʹˁʶ ˁʱˉˇʽʰ ˋˎˋˁʶˎʺ ɲˍɮ ̄ ˇˎ 
˄ʰ ˉʰˊʷ˔ʶʽ ˋˍˇ ˋˎ˂˂ʷˁˍʹ ˊʹˍʾ˄ʹˌ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ˍˈˋˇ ʴʽʰ ˍʹ˄ ˋˎ˂˂ʶ˔ʻʶʾˋʰ ˉˇˋˈˍʹˍʰ ˊʹˍʾ˄ʹˌΣ ˈˋˇ 
ˁʰʽ ˉʶˊʽʲʰ˂˂ˇ˄ˍʽˁʷˌ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ˉˇˎ ˔ˊʶʽʱʸʶˍʰʽ ˄ʰ ʷ˔ʶʽ ˋʶ ʴ˄˗ˋʹ ˇ ʴʶ˖ˊʴˈˌΦ ɱʽʰ ˍˇ˄ ˂ˈʴˇ 
ʰˎˍˈ˄ ˁʰˍʰˋˁʶˎʱˋˍʹˁʶ ˁʰʽ ˉʰˊˇˎˋʽʱʸʶˍʰʽ ˃ʽʰ ˁʰʽ˄ˇˍˈ˃ˇˌ ˋˎˋˁʶˎʺ ˋˎˋˁʶˎʺˌ ˊʹˍʾ˄ʹˌ ˃ʶ 
ˁʰˍʱ˂˂ʹ˂ʰ ʹ˂ʶˁˍˊˇ˄ʽˁʱ ˋˍˇʽ˔ʶʾʰΣ ˉˇˎ ʶ˄ʹ˃ʶˊ˗˄ʶʽ ˍˇ˄ ʴʶ˖ˊʴˈ ˃ʷˋ˖ ˍˇˎ ʰˋˏˊ˃ʰˍˇˎ 
ˉˊ˖ˍˇˁˈ˂˂ˇˎ Zigbee ʺ ˃ʶ SMS ˋˍˇ ˁʽ˄ʹˍˈ ˍˇˎ ʴʽʰ ˍʹ˄ ˉˇˋˈˍʹˍʰ ˊʹˍʾ˄ʹˌ ʹ ˇˉˇʾʰ ʷ˔ʶʽ ˋˎ˂˂ʶ˔ʻʶʾ 
ˋˍˇ ʵˇ˔ʶʾˇ ˁʰʻ˗ˌ ˁʰʽ ʴʽʰ ˂ˇʽˉʷˌ ˉʶˊʽʲʰ˂˂ˇ˄ˍʽˁʷˌ ˋˎ˄ʻʺˁʶˌ ˉˇˎ ˇ˒ʶʾ˂ʶʽ ˄ʰ ʴ˄˖ˊʾʸʶʽ ʴʽʰ ˍʹ˄ 
ˉˇʽˈˍʹˍʰ ˍʹˌ ˊʹˍʾ˄ʹˌΦ ʇˉʱˊ˔ʶʽ ʹ ʵˎ˄ʰˍˈˍʹˍʰ ˄ʰ ʶ˄ʹ˃ʶˊ˖ʻʶʾ ˇ ʴʶ˖ˊʴˈˌ ˃ʶ ˃ʺ˄ˎ˃ʰ ˋˍˇ ˁʽ˄ʹˍˈ 
ˍˇˎ ʴʽʰ ˍʹ˄ ˎʴˊʰˋʾʰ ˁʰʽ ʻʶˊ˃ˇˁˊʰˋʾʰ ʰʷˊʰ ˁʰʻ˗ˌ ˁʰʽ ʰ˄ ˎˉʱˊ˔ʶʽ ʲˊˇ˔ˈˉˍ˖ˋʹ ʺ ˈ˔ʽ ˋˍʹ˄ 
ˉʶˊʽˇ˔ʺΦ ʇˉʱˊ˔ʶʽ ʹ ʵˎ˄ʰˍˈˍʹˍʰ ˄ʰ ˉ˂ʹˊˇ˒ˇˊʹʻʶʾ ʴʽʰ ˈ˂ʰ ˍʰ ʵʶʵˇ˃ʷ˄ʰ ˍˇˎ ˃ʶˍˊʹˍʺ ˃ʷˋ˖ ʶ˄ˈˌ 
push button ˁʰʽ ˃ʽʰˌ ˇʻˈ˄ʹ LCD ˈˍʰ˄ ʲˊʾˋˁʶˍʰʽ ʵʾˉ˂ʰ ˋˍʹ˄ ˋˎˋˁʶˎʺ, ˔˖ˊʾˌ ˄ʰ ʵʰˉʰ˄ʱˍʰʽ 
ˉˇ˂ˏˍʽ˃ʹ ʶ˄ʷˊʴʶʽʰ ʴʽʰ ˄ʰ ʰˉˇˋˍʰ˂ˇˏ˄ ʰˋˏˊ˃ʰˍʰ ̌ ʽ ˃ʶˍˊʺˋʶʽˌΦ ɳˉʾˋʹˌΣ ʹ ˋˎˋˁʶˎʺ  ɲˍɮ ɻ ʽʰʻʷˍʶʽ 
˃ʹ˔ʰ˄ʽˋ˃ˈ ˕ˏ˅ʹˌ ˈ˂ˇˎ ˍˇˎ ˋˎˋˍʺ˃ʰˍˇˌ ˃ʷˋ˖ ˕ʹˁˍˊ˗˄ ˁʰʽ ʶ˄ˈˌ ˃ʽˁˊˇˏ ʰ˄ʶ˃ʽˋˍʺˊʰΣ ˇ ˇˉˇʾˇˌ 
ʶ˄ʶˊʴˇˉˇʽʶʾˍʰʽ ˈˍʰ˄ ʹ ʻʶˊ˃ˇˁˊʰˋʾʰ ˋˍˇ ʶˋ˖ˍʶˊʽˁˈ ˍʹˌ ˋˎˋˁʶˎʺˌ ʰˎ˅ʹʻʶʾΦ ʂ˂ˇ ˍˇ ˋˏˋˍʹ˃ʰ 
ˍˊˇ˒ˇʵˇˍʶʾˍʰʽ ʰˉˈ ʹ˂ʽʰˁˈ ˉʱ˄ʶ˂Σ ˍˇ ˇˉˇʾˇ ˒ˇˊˍʾʸʶʽ ʷ˄ʰ ʹ˂ʶˁˍˊˇˋˎˋˋ˖ˊʶˎˍʺ όζ˃ˉʰˍʰˊʾʰηύ 
˃ʷˋ˖ ˁʰˍʱ˂˂ʹ˂ˇˎ ˒ˇˊˍʽˋˍʺΦ ɶ ˈ˂ʹ ˁʰˍʰˋˁʶˎʺ ˒ʰʾ˄ʶˍʰʽ ˋˍʹ˄ ɳʽˁˈ˄ʰ 6.  

 

 
 

ɳʽˁˈ˄ʰ 6 ʃʰˊˇˎˋʾʰˋʹ ˍʹˌ ˋˎˋˁʶˎʺˌ ˊʹˍʽ˄ˇˋˎ˂˂ˇʴʺˌΦ ʊʰʾ˄ˇ˄ˍʰʽ ˇʽ ʶ˅ʺˌ ʲʰʻ˃ʾʵʶˌΥ ˍˇ ˁʰ˂ʱʻʽ ˋˎ˂˂ˇʴʺˌ ˁʰʽ 
ˁʰˍʰ˃ʷˍˊʹˋʹˌ ˍʹˌ ˊʹˍʾ˄ʹˌΣ ˇ ʰʽˋʻʹˍʺˊʰˌ ʲˊˇ˔ʺˌΣ ˍˇ ˒˖ˍˇʲˇ˂ˍʰʿˁˈ ˉʱ˄ʶ˂ ˁʰʽ ʹ ˁʶ˄ˍˊʽˁʺ ˃ˇ˄ʱʵʰ ˃ʶ ˍˇ˄ 

˃ʽˁˊˇʶ˂ʶʴˁˍʺΣ ˍˇ˄ ˒ˇˊˍʽˋˍʺΣ ˍˇ˄ ʹ˂ʶˁˍˊˇˋˎˋˋ˖ˊʶˎˍʺ ˁʰʽ ˍˇˎˌ ʶˉʽ˃ʷˊˇˎˌ ʰʽˋʻʹˍʺˊʶˌΦ 

 
ʅˍˇ 6ˇ ˁ ʶ˒ʱ˂ʰʽˇ ɹ ʾ˄ʶˍʰʽ ˂ˈʴˇˌ ʴʽʰ ˍʹ˄ ʵʽʰˋ˒ʱ˂ʽˋʹ ɹʵʽ˖ˍʽˁˈˍʹˍʰˌ ˋʶ ˉʶˊʽʲʱ˂˂ˇ˄ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ 
ʁ˔ʹ˃ʱˍ˖˄ ˃ʷˋ˖ ˁˊˎˉˍˇʴˊʰ˒ʽˁ˗˄ ʰ˂ʴˇˊʾʻ˃˖˄Σ ˈˉ˖ˌ ˍ˖˄ ˃ʹ ˋˎ˃˃ʶˍˊʽˁ˗˄ RSA, ECC ˁʰʽ NTRU, 
ˁʰʽ ˍˇˎ ˋˎ˃˃ʶˍˊʽˁˇˏ AES.  
 



[21] 

 

ɶ ˍʶ˔˄ˇ˂ˇʴʾʰ IoT ˃ˉˇˊʶʾ ˄ʰ ʶ˒ʰˊ˃ˇˋˍʶʾ ˋˍʽˌ ˃ʶˍʰ˒ˇˊʷˌΣ ˈˉˇˎ ʹ ʶ˄ˋ˖˃ʱˍ˖ˋʹ ˍˇˎ IoT 
ˉʰˊˇˎˋʽʱʸʶʽ ʷ˄ˍˇ˄ʶˌ ˉˊˇˁ˂ʺˋʶʽˌ ˁʰʽ ʶˎˁʰʽˊʾʶˌ ˋˍˇ˄ ʶ˃ˉˇˊʽˁˈ ˍˇ˃ʷʰΦ ɶ ˔ˊʺˋʹ ˍˇˎ IoT ̀ ˍˇ˄ ˍˇ˃ʷʰ 
ˍ˖˄ ˃ʶˍʰ˒ˇˊ˗˄ ˃ˉˇˊʶʾ ˄ʰ ˇʵʹʴʺˋʶʽ ˋˍʹ˄ ˉˊˈ˂ʹ˕ʹ ʰˍˎ˔ʹ˃ʱˍ˖˄ ˁ ʰʽ ˄ ʰ ʲʶ˂ˍʽ˗ˋʶʽ ʻʷ˃ʰˍʰ ˈˉ˖ˌΥ 
ˁˎˁ˂ˇ˒ˇˊʽʰˁʺ ˋˎ˃˒ˈˊʹˋʹΣ ʵʽʰ˔ʶʾˊʽˋʹ ˁˎˁ˂ˇ˒ˇˊʾʰˌΣ ˁʰ˂ˏˍʶˊˇˌ ˉˊˇʴˊʰ˃˃ʰˍʽˋ˃ˈˌΦ ɾˉˇˊʶʾ 
ʶˉʾˋʹˌ ˄ʰ ʲʶ˂ˍʽ˗ˋʶʽ ˍˇˎˌ ˇʵʹʴˇˏˌ ˋʶ ˍˇ˃ʶʾˌ ˈˉ˖ˌΥ ʷ˅ˎˉ˄ʹ ˉ˂ˇʺʴʹˋʹΣ ʰˎˍˈ˃ʰˍʹ ˉ˂ʹˊ˖˃ʺ ˁʰˍʱ 
ˍʹ˄ ʶʾˋˇʵˇ ˋˍʹ˄ ˉʶˊʽˇ˔ʺ ʵʽˇʵʾ˖˄Φ ɾʶ ˍʹ˄ ʶ˒ʰˊ˃ˇʴʺ ˍ˖˄ ʲʰˋʽˁ˗˄ ʰˊ˔˗˄ ˍˇˎ IoT ˋˍʰ ˇ˔ʺ˃ʰˍʰΣ 
ˎˉʱˊ˔ʶʽ ʹ ʵʽʶˎʻʷˍʹˋʹ ʶ˄ˈˌ ʵʽˁˍˏˇˎ ˇ˔ʹ˃ʱˍ˖˄ ˁʰʽ ʹ ʽʵʷʰ ˍˇˎ ˉʶˊʾ˒ʹ˃ˇˎ ɲʽʰʵʽˁˍˏˇˎ ʁ˔ʹ˃ʱˍ˖˄, 
˃ʽʰ ˉˇ˂ˏ ʰˉʰʽˍʹˍʽˁʺ ˉʶˊʽˇ˔ʺ ˉˇˎ ʷ˔ʶʽ ˋˎ˄ʷˉʶʽʶˌ ˋˍˇˎˌ ʰ˄ʻˊ˗ˉˇˎˌ όˇʵʹʴˇˏˌύΦ 
 
ʅˍˇ IoV ˎˉʱˊ˔ʶʽ ˃ʶʴʱ˂ʹ ʰ˄ʱʴˁʹ ʴʽʰ ˎ˕ʹ˂ʺ ʰˋ˒ʱ˂ʶʽʰ ʶˉʶʽʵʺ ʶ˃ˉ˂ʷˁˇ˄̱ʰʽ ʰ˄ʻˊ˗ˉʽ˄ʶˌ ʸ˖ʷˌΦ 
ɳˉˇ˃ʷ˄˖ˌΣ ʹ ʰˋ˒ʱ˂ʶʽʰ ʷ˄ʰ˄ˍʽ ˍ˖˄ ˁʽ˄ʵˏ˄˖˄Σ ʶˋ˖ˍʶˊʽˁˇˏΣ ʶ˅˖ˍʶˊʽˁˇˏ ʶˉʽˍʽʻʷ˃ʶ˄ˇˎ ʺ ˁʰʽ ˍ˖˄ 
ʵˏˇΣ ʶʾ˄ʰʽ ˉˇ˂ˏ ˋʹ˃ʰ˄ˍʽˁʺΦ ɮˉˈ ʰˎˍʺ ˍʹ˄ ʱˉˇ˕ʹΣ ʹ ʵʽʰˋ˒ʱ˂ʽˋʹ ʵʶʵˇ˃ʷ˄˖˄ ˉˇˎ ˉˊˇʷˊ˔ˇ˄ˍʰʽ 
ʰˉˈ ʵʽʰ˒ˇˊʶˍʽˁˇˏˌ ʶ˄ʵʽʰ˒ʶˊˈ˃ʶ˄ˇˎˌ ˒ˇˊʶʾˌ ʶ˄ˍˈˌ ˍˇˎ ˉʶʵʾˇˎ IoV ʴʾ˄ʶˍʰʽ ˉˇ˂ˏ ˁˊʾˋʽ˃ʹ ˁʰʽ 
ʰˉʰʽˍʹˍʽˁʺΦ ɳˉʽˉ˂ʷˇ˄Σ ʰˁˇ˂ˇˎʻ˗˄ˍʰˌ ˍʽˌ ˍˊʷ˔ˇˎˋʶˌ ˇʵʹʴʾʶˌ ˋ˔ʶˍʽˁʱ ˃ʶ ˍˇ ʰˉˈˊˊʹˍˇ ˍ˖˄ 
ʵʶʵˇ˃ʷ˄˖˄Σ ˈˉ˖ˌ ˋˎ˃ʲʰʾ˄ʶʽ ˋʶ ˈ˂ˇ ˍˇ˄ ˁˈˋ˃ˇΣ ˉˇ˂˂ˇʾ ʶˊʶˎ˄ʹˍʷˌ ʶ˅ʶˍʱʸˇˎ˄ ˃ʶʻˈʵˇˎˌ ˋˍˇ˄ 
ˍˇ˃ʷʰ ˍʹˌ ʽʵʽ˖ˍʽˁʺˌ ʸ˖ʺˌ ʵʶʵˇ˃ʷ˄˖˄Σ ˉˇˎ ˉʶˊʽʷ˔ˇˎ˄ ˍʹ˄ ʽʵʷʰ IoV. 
 
ʆʰ ˇ˔ʺ˃ʰˍʰ ˋˍˇ˄ ˍˇ˃ʷʰ IoV ʰ˄ˍʰ˂˂ʱˋˋˇˎ˄ ʵʶʵˇ˃ʷ˄ʰ ˃ʶˍʰ˅ˏ ˍˇˎˌ ˁʰʽ ˃ʶ ˍʽˌ ʁʵʽˁʷˌ ɾˇ˄ʱʵʶˌ 
(RSUύ ʶ˒ʰˊ˃ˈʸˇ˄ˍʰˌ ˍʰ ɲʾˁˍˎʰ Ad hoc ʁ˔ʹ˃ʱˍ˖˄ όVANETs). ʆʰ VANET ʷ˔ˇˎ˄ ʶ˒ʰˊ˃ˇʴʺ ˋˍʰ 
ʶˎ˒ˎʺ ˋˎˋˍʺ˃ʰˍʰ ˃ʶˍʰ˒ˇˊ˗˄ Intelligent Transportation System (ITSύΣ ʵʽʶˎˁˇ˂ˏ˄ˇ˄ˍʰˌ ˍʹ˄ 
ˉˊˈʲ˂ʶ˕ʹ ˋˍʰˍʽˁˇˏ ˉ˂ˇˏˍˇˎ ʺ ˉ˂ˇˏˍˇˎ ʵˎ˄ʰ˃ʽˁʺˌ ʶˎ˒ˎˀʰˌ ˋˍʰ ʵʽʱ˒ˇˊʰ ʶ˄ʵʽʰ˒ʶˊˈ˃ʶ˄ʰ ˃ʷˊʹΣ 
ˈˉ˖ˌ ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ˉˇˎ ˋ˔ʶˍʾʸˇ˄ˍʰʽ ˃ʶΥ ʰˋ˒ʱ˂ʶʽʰΣ ˂ʶˉˍˇ˃ʷˊʶʽʶˌ ˇʵ˗˄Σ ˁˈ˃ʲˇˎˌΣ 
ˍˇˉˇ˂ˇʴʾʰ ˋˎ˔˄ʱ ˃ʶˍʰʲʰ˂˂ˈ˃ʶ˄ˇˎ ˉ˂ʰʽˋʾˇˎΦ ʁʽ ʸ˖ʷˌ ˍ˖˄ ʶˉʽʲʰˍ˗˄ ʺ ˍ˖˄ ˇʵʹʴ˗˄ ˃ˉˇˊʶʾ ˄ʰ 
ˎˉˇˋˍˇˏ˄ ʲ˂ʱʲʹ ˈˍʰ˄ ʰˉˇˋˍʷ˂˂ˇ˄ˍʰʽ ˍˊˇˉˇˉˇʽʹ˃ʷ˄ʰ ʵʶʵˇ˃ʷ˄ʰ ˋˍˇ VANETΦ ɳˉˇ˃ʷ˄˖ˌΣ ʶʾ˄ʰʽ 
ˉˇ˂ˏ ˋʹ˃ʰ˄ˍʽˁˈ ˄ʰ ʶ˒ʰˊ˃ˇˋˍʶʾ ʹ ʰˋ˒ʱ˂ʶʽʰ ˁʰʽ ʹ ˉˊˇˋˍʰˋʾʰ ʵʶʵˇ˃ʷ˄˖˄ ˋˍʰ ʵʶʵˇ˃ʷ˄ʰ ˈˍʰ˄ 
˃ʶˍʰʵʾʵˇ˄ˍʰʽ ʺ ˂ʰ˃ʲʱ˄ˇ˄ˍʰʽ ˃ʷˋ˖ ʵʽˁˍˏ˖˄ IoV. 
 
ɮˎˍˈ ˉˇˎ ˉˊʰʴ˃ʰˍʶˏʶˍʰʽ ˍˇ ˍˊʷ˔ˇ˄ ˁʶ˒ʱ˂ʰʽˇ ʶʾ˄ʰʽ ʹ ʶˁˍʾ˃ʹˋʹ ˉˇ˂˂˗˄ ˉˊ˖ˍˇˁˈ˂˂˖˄ ˉˇˎ 
ˋ˔ʶˍʾʸˇ˄ˍʰʽ ˃ʶ ˍʹ˄ ʰˋˏ˃˃ʶˍˊʹ ˁˊˎˉˍˇʴˊʱ˒ʹˋʹ ˁʰʽ ʰˉˇˁˊˎˉˍˇʴˊʱ˒ʹˋʹΣ ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰΦ ECC, 
RSA, NTRUΣ ˎ˂ˇˉˇʽˇˏ˄ˍʰʽ ˋʶ ˍˇˉˇ˂ˇʴʾʶˌ IoVΣ ˉˊʰʴ˃ʰˍˇˉˇʽ˗˄ˍʰˌ ʵʽʰ˒ˇˊʶˍʽˁʷˌ ˃ʶˍˊʺˋʶʽˌ 
ʰˉˈʵˇˋʹˌΣ ˈˉ˖ˌ ˉΦ˔Φ  ̌ˁˊˎˉˍˇʴˊʰ˒ʽˁˈˌ ʰ˂ʴˈˊʽʻ˃ˇˌ AES ʶʾ˄ʰʽ ˍˇ ˁˏˊʽˇ ˋ˔ʺ˃ʰ ʴʽʰ ˈ˂ʶˌ ˍʽˌ 
˃ʶˍˊʺˋʶʽˌ ʶˁˍˈˌ ʰˉˈ ˍʰ ʵʽʰ˒ˇˊʶˍʽˁʱ ʰˋˏ˃˃ʶˍˊʰ ˉˊ˖ˍˈˁˇ˂˂ʰΣ ˉˇˎ ʰ˄ʰ˒ʷˊʻʹˁʰ˄ ˉʰˊʰˉʱ˄˖Φ 
ɴˍˋʽΣ ˇʽ ʵʽʰ˒ˇˊʶˍʽˁʷˌ ˉʰˊʱ˃ʶˍˊˇʽ ˉˇˎ ˃ʶˍˊʺʻʹˁʰ˄Σ ʶˁˍˈˌ ʰˉˈ ˍˇ˄ ʰˋˏ˃˃ʶˍˊˇ ʰ˂ʴˈˊʽʻ˃ˇΣ ʺˍʰ˄ 
ˍˇ ˃ʷʴʶʻˇˌ ˍ˖˄ ˃ʹ˄ˎ˃ʱˍ˖˄Σ ʹ ʰ˄ˍʰ˂˂ʰʴʺ ˕ʶˎʵ˖˄ˏ˃˖˄Σ ˇ ˍˊˈˉˇˌ ˃ʶ ˍˇ˄ ˇˉˇʾˇ 
ˉˊʰʴ˃ʰˍˇˉˇʽˇˏ˄ˍʰʽ ˍʰ ˄ʷʰ ˕ʶˎʵ˗˄ˎ˃ʰ ˃ʶ ˍʹ ˋ˔ʶˍʽˁʺ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΦ ɶ ʰ˅ʽˇ˂ˈʴʹˋʹ ˍ˖˄ 
ˉˊˇʰ˄ʰ˒ʶˊʻʷ˄ˍ˖˄ ʰ˅ʽˇ˂ˇʴʺʻʹˁʶ ˋʶ ˉˊˇˋˇ˃ˇʾ˖ˋʹ ˃ʷˋ˖ ˍʹˌ ˔ˊʺˋʹˌ ˂ˇʴʽˋ˃ʽˁˇˏ ʰ˄ˇʽ˔ˍˇˏ 
ˁ˗ʵʽˁʰ ns-о ˁʰʽ Simulation of Urban Mobility (SUMO)Σ ˂ʰ˃ʲʱ˄ˇ˄ˍʰˌ ˎˉˈ˕ʹ ʻʷ˃ʰˍʰ ˈˉ˖ˌ ˉΦ˔Φ 
CPUΣ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΣ RAM ̀ ʶ ˉʶˊʽʲʱ˂˂ˇ˄ IoTΣ ˈˉˇˎ ʷ˔ˇˎ˄ ˉʶˊʽˇˊʽˋ˃ʷ˄ˇˎˌ ˉˈˊˇˎˌΦ 
 
ɶ ʷˊʶˎ˄ʰ ˃ʶ ʸʹˍʺ˃ʰˍʰ ʰˉˇˊˊʺˍˇˎ ˋˍˇ IoV ʰˉˇˍʶ˂ʶʾ ˃ʽʰ ˉˊˈˁ˂ʹˋʹ ˂ˈʴ˖ ˍˇˎ ʴʶʴˇ˄ˈˍˇˌ ˈˍʽ ˇʽ 
ˉʰʻʹˍʽˁʷˌ ˁʰʽ ʶ˄ʶˊʴʹˍʽˁʷˌ ʶˉʽʻʷˋʶʽˌ ˋˍˇ˔ʶˏˇˎ˄ ˋˍʹ˄ ʰ˄ʱˁˍʹˋʹ ˉˊˇˋ˖ˉʽˁ˗˄ ˉ˂ʹˊˇ˒ˇˊʽ˗˄Φ 
ʂˍʰ˄ ʲˊʾˋˁʶˍʰʽ ˋʶ ʶ˅ʷ˂ʽ˅ʹ ˃ʽʰ ˉʰʻʹˍʽˁʺ ʶˉʾʻʶˋʹΣ ˇ ʶʽˋʲˇ˂ʷʰˌ ʰ˄ʰ˂ˏʶʽ ˍʰ ʵʹ˃ˈˋʽʰ ʵʶʵˇ˃ʷ˄ʰ 
ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʶ˄ˍˇˉʾˋʶʽ ʶˎʰʾˋʻʹˍʶˌ ˉ˂ʹˊˇ˒ˇˊʾʶˌΦ ʍˋˍˈˋˇΣ ˋˍʹ˄ ˉʶˊʾˉˍ˖ˋʹ ˍʹˌ ʶ˄ʶˊʴʹˍʽˁʺˌ 
ʶˉʾʻʶˋʹˌΣ ˇ ʶʽˋʲˇ˂ʷʰˌ ˋˍˇ˔ʶˏʶʽ ˋˍʹ˄ ˉˊˈˋʲʰˋʹ ˋʶ ʽʵʽ˖ˍʽˁʷˌ ˉ˂ʹˊˇ˒ˇˊʾʶˌ ʴʽʰ ˄ʰ ˍʽˌ ʰ˂˂ˇʽ˗ˋʶʽΦ 
ɱʽʰ ˄ʰ ʵ˗ˋˇˎ˃ʶ ʷ˄ʰ ˉʰˊʱʵʶʽʴ˃ʰΣ ˈˍʰ˄ ˎˉʱˊ˔ʶʽ ʶˉʾʻʶˋʹ ʰ˂˂ˇʾ˖ˋʹˌ ʵʶʵˇ˃ʷ˄˖˄Σ ˇ ʶʽˋʲˇ˂ʷʰˌ 
ˉˊˇˋˉʰʻʶʾ ˄ʰ ʶʽˋʰʴʱʴʶʽ ʺ ˄ʰ ʰ˂˂ʱ˅ʶʽ ˍʰˁˍʽˁʱ ʵʶʵˇ˃ʷ˄ʰΦ ɮˎˍˈ ʷ˔ʶʽ ʶˉʽˉˍ˗ˋʶʽˌ ˋˍʹ˄ ʰˉˈʵˇˋʹ 
ˍʹˌ ʶˁˉʰʾʵʶˎˋʹˌ ˍˇˎ ʶ˒ʰˊ˃ˇˋ˃ʷ˄ˇˎ ʰ˂ʴˈˊʽʻ˃ˇˎ ɾʹ˔ʰ˄ʽˁʺˌ ɾʱʻʹˋʹˌΣ ʴʽʰ ˉʰˊʱʵʶʽʴ˃ʰ ʶ˄ˈˌ 
FDIA (False Data Injection Attacks). 



[22] 

 

 
ɶ ʲʰˋʽˁʺ ʽʵʷʰ ˍˇˎ ˍˊʷ˔ˇ˄ˍˇˌ ˁʶ˒ʰ˂ʰʾˇˎ ʶʾ˄ʰʽ ʹ ʰ˄ʱ˂ˎˋʹ ˃ʽʰˌ ʰˉˇˍʶ˂ʶˋ˃ʰˍʽˁʺˌ ˃ʶʻˈʵˇˎ ˉˇˎ 
ʵʽʰˍʹˊʶʾ ˍˇ ʰˉˈˊˊʹˍˇ ˍˇˉˇʻʶˋʾʰˌ ˋʶ ˃ʽʰ ˎˉˇʵˇ˃ʺ ʵʽˁˍˏˇˎ Lƻ±Φ ʅˏ˃˒˖˄ʰ ˃ʶ ˍʰ ʶˎˊʺ˃ʰˍʰ ˍʹˌ 
ʰ˅ʽˇ˂ˈʴʹˋʹˌΣ ʹ ˃ʷʻˇʵˇˌ ˉˇˎ ˉʰˊˇˎˋʽʱʸʶʽ ˍˇ ˍˊʷ˔ˇ˄ ˁʶ˒ʱ˂ʰʽˇΣ ʷ˔ʶʽ ˍˊˇˉˇˉˇʽʹʻʶʾ ˉˊˇˁʶʽ˃ʷ˄ˇˎ 
˄ʰ ʶˉʽˍʶˎ˔ʻʶʾ ˁʰ˂ˏˍʶˊʹ ʰˉˈʵˇˋʹ ˋʶ ˃ʶˍˊʺˋʶʽˌ ˈˉ˖ˌ ˍˇ ˃ʷʴʶʻˇˌ ˍ˖˄ ˃ʹ˄ˎ˃ʱˍ˖˄Σ ʹ ˔ˊˇ˄ʽˁʺ 
ʵʽʱˊˁʶʽʰ ˉˇˎ ˁʰˍʰ˄ʰ˂˗˄ʶʽ ˁʱʻʶ ˃ʺ˄ˎ˃ʰ ˁʰʽ ʹ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΦ ʁʽ ˁˊˎˉˍˇʴˊʰ˒ʽˁˇʾ 
ʰ˂ʴˈˊʽʻ˃ˇʽ ˉˇˎ ˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ˍʰʽ ˋʶ ˈ˂ʰ ˍʰ ˉʶʽˊʱ˃ʰˍʰ ʰ˄ʰ˂ˏˇ˄ˍʰʽ ʶˉʾˋʹˌ ʶˁˍʶ˄˗ˌΦ 
 
ʃʰˊˇˎˋʽʱʸʶˍʰʽ ʷ˄ʰ ˄ʷˇ ˋ˔ʺ˃ʰ ʴʽʰ ˍʹ ʵʽʰˍʺˊʹˋʹ ˍˇˎ ʰˉˇˊˊʺˍˇˎ ˍˇˉˇʻʶˋʾʰˌ ˋˍʰ ʵʾˁˍˎʰ Lƻ± ˁʰʽ 
ˍˇ ˇˉˇʾˇ ʲʰˋʾʸʶˍʰʽ ˋˍʹ˄ ˂ˇʴʽˁʺ aƛȄDǊƻǳǇΦ ʃˇ˂˂ʱ ˃ʹ˄ˏ˃ʰˍʰ ˉˇˎ ʰˉˇˋˍʷ˂˂ˇ˄ˍʰʽ ʶ˄ˍˈˌ ˍʹˌ 
ˉʶˊʽˈʵˇˎ ˂ʶʽˍˇˎˊʴʾʰˌ ˍˇˎ aƛȄDǊƻǳǇ ˉʶˊʽ˂ʰ˃ʲʱ˄ˇˎ˄ ˁˊˎˉˍˇʴˊʱ˒ʹˋʹ ˋʶ ʵʶʵˇ˃ʷ˄ʰ ʷˍˋʽ ˗ˋˍʶ ˄ʰ 
ˎˉʱˊ˔ʶʽ ʰˁʶˊʰʽˈˍʹˍʰ ˍ˖˄ ʵʶʵˇ˃ʷ˄˖˄Σ ʰ˄ʰʴ˄˖ˊʽˋˍʽˁʱ ˍ˖˄ ˃ʶˍʰʵʽʵˈ˃ʶ˄˖˄ ˇ˄ˍˇˍʺˍ˖˄ ˁʰʽ 
ˉˊˇˋˍʰˋʾʰ ʰˉˈ ʶˉʽˍʽʻʷ˃ʶ˄ˇˎˌ όˉʶˊʽˋˋˈˍʶˊˇ ʴ˄˖ˋˍˇˏˌ ˖ˌ ˎˉˇˁ˂ˇˉʶʾ̩ύΦ ɶ ʶˉʽ˂ˇʴʺ ˍˇˎ ˋ˖ˋˍˇˏ 
ˉˊ˖ˍˈˁˇ˂˂ˇˎ ˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌ ʶʾ˄ʰʽ ˉˇ˂ˏ ˁˊʾˋʽ˃ʹΣ ˈˉ˖ˌ ˃ˉˇˊʶʾ ˄ʰ ˁʰˍʰ˂ʱʲʶʽ ˁʱˉˇʽˇˌΣ ʴʽʰˍʾ 
ʶˉʹˊʶʱʸʶʽ ˍʹ˄ ʰˉˇˍʶ˂ʶˋ˃ʰˍʽˁˈˍʹˍʰ ˍˇˎ ˃ˇ˄ˍʷ˂ˇˎ ˁʰʽ ˉˊʷˉʶʽ ˄ʰ ˋˎ˃ˉʶˊʽ˒ʷˊʶˍʰʽ ˈˋˇ ˁʰ˂ˏˍʶˊʰ 
˃ˉˇˊʶʾ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ʲʶ˂ˍʽ˗ˋʶʽ ˍʽˌ ʰˉʰʽˍʺˋʶʽˌ ʰˋ˒ʰ˂ʶʾʰˌ ˉˇˎ ʷ˔ˇˎ˄ ˇˊʽˋˍʶʾΦ ʇˉʱˊ˔ʶʽ ʰ˄ʱʴˁʹ 
ʴʽʰ ʴˊʺʴˇˊʹ ʰˉˈˁˊʽˋʹ ˃ʷˋ˖ ˋˎˋˁʶˎ˗˄ ˃ʶ ˉʶˊʽˇˊʽˋ˃ʷ˄ˇˎˌ ˉˈˊˇˎˌ ˋʶ ʵʾˁˍˎʰ Lƻ±Σ ʶˉˇ˃ʷ˄˖ˌΣ 
ʷ˄ʰˌ ˋˇʲʰˊˈˌ ˃ʹ˔ʰ˄ʽˋ˃ˈˌ ʻʰ ˉˊʷˉʶʽ ˄ʰ ʵʰˉʰ˄ʱ ˈˋˇ ˍˇ ʵˎ˄ʰˍˈ˄ ˂ʽʴˈˍʶˊˇˎˌ ˎˉˇ˂ˇʴʽˋ˃ˇˏˌ ˁʰʽ 
ʶ˄ʶˊʴʶʽʰˁˇˏˌ ˉˈˊˇˎˌ ˁʰʽ ˍʰˎˍˈ˔ˊˇ˄ʰ ˄ʰ ʶ˂ʰ˔ʽˋˍˇˉˇʽʶʾ ˍˇ ˃ʷʴʶʻˇˌ ˍ˖˄ ʵʶʵˇ˃ʷ˄˖˄ ˉˇˎ 
ˉˊˈˁʶʽˍʰʽ ˄ʰ ˎˉˇʲ˂ʹʻˇˏ˄ ˋʶ ʶˉʶ˅ʶˊʴʰˋʾʰΦ ʅˍˇ ˉˊˇˍʶʽ˄ˈ˃ʶ˄ˇ ˋ˔ʺ˃ʰ ˂ʰ˃ʲʱ˄ˇ˄ˍʰʽ ˎˉˈ˕ʹ ˍʰ 
ʰˁˈ˂ˇˎʻʰ: 
 

1. ɲʹ˃ʽˇˎˊʴʾʰ ˁ˂ʶʽʵʽ˗˄Υ ʵʽʰʵʽˁʰˋʾʰ ʵʹ˃ʽˇˎˊʴʾʰˌ ˁ˂ʶʽʵʽˇˏΣ ˍʹ ʵʹ˃ʽˇˎˊʴʾʰ ˉʽˋˍˇˉˇʽʹˍʽˁ˗˄Σ 
ˍʹ ʵʽʱˊˁʶʽʰ ˍʹˌ ˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌκʰˉˇˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌΣ ˍˇˎˌ ˔ˊˈ˄ˇˎˌ ˎˉˇʴˊʰ˒ʺˌ ˋˍʹ 
ʵʹ˃ʽˇˎˊʴʾʰ ʺ ˍʹ˄ ʶˉʰ˂ʺʻʶˎˋʹ ˁʰʽ ʱ˂˂ʰ ʸʹˍʺ˃ʰˍʰΦ  

2. ɼˊˎˉˍˇʴˊʱ˒ʹˋʹκʰˉˇˁˊˎˉˍˇʴˊʱ˒ʹˋʹ ˃ʹ˄ˎ˃ʱˍ˖˄ 
3. ʃʰˊʰʴ˖ʴʺ ˁʰʽ ʶˉʰ˂ʺʻʶˎˋʹ ˕ʹ˒ʽʰˁ˗˄ ˎˉˇʴˊʰ˒˗˄ 
4. ʃʰˊʰʴ˖ʴʺ ˁʰʽ ʶˉʰ˂ʺʻʶˎˋʹ ʰˋ˒ʰ˂ʶʾʰˌ 

 
ɶ ʽʵʷʰ ˍˇˎ aƛȄ-DǊƻǳǇ ʲʰˋʾʸʶˍʰʽ ˋˍʰ ʶ˅ʺˌΥ 
 

1. ɾʽˁˊˈˌ ʰˊʽʻ˃ˈˌ ˇ˔ʹ˃ʱˍ˖˄ ˋˎʴˁʶ˄ˍˊ˗˄ˇ˄ˍʰʽ ˋˍʰ ˁʰʻˇ˂ʽˁʱ ˁˇʽ˄˖˄ʽˁʱ ˋʹ˃ʶʾʰ όglobal 
social spots) ˁ ʰʻ˗ˌ ˍʰ ˉʶˊʽˋˋˈˍʶˊʰ ˇ˔ʺ˃ʰˍʰ ˋˎ˄ʰ˄ˍ˗˄ˍʰʽ ˋʶ ʵʽʰ˒ˇˊʶˍʽˁʱ ˋʹ˃ʶʾʰ ˁʰʻ˗ˌ 
ˁʽ˄ˇˏ˄ˍʰʽ ˋˍˇ ˇʵʽˁˈ ʵʾˁˍˎˇΦ 

2. ɶ ˉ˂ʶʽˇ˕ʹ˒ʾʰ ˍ˖˄ ˇ˔ʹ˃ʱˍ˖˄ ʵʽʰʻʷˍˇˎ˄ ˁˇʽ˄˖˄ʽˁʱ ˋʹ˃ʶʾʰ όƛƴŘƛǾƛŘǳŀƭ ǎƻŎƛŀƭ ǎǇƻǘǎύ ˋˍʰ 
ˇˉˇʾʰ ˋˎ˄ʰ˄ˍʱ˄ʶ ˍʰ ˉʶˊʽˋˋˈˍʶˊʰ ʱ˂˂ʰ ˇ˔ʺ˃ʰˍʰ ˃ʷˋʰ ˋˍʹ˄ ʾʵʽʰ ˃ʷˊʰΦ 
 

ɴ˔ˇ˄ˍʰˌ ˎˉˈ˕ʹ ˍʰ ˉˊˇʰ˄ʰ˒ʶˊʻʷ˄ˍʰΣ ˍʰ ˁˇʽ˄˖˄ʽˁʱ ˋʹ˃ʶʾʰ ˔˖ˊʾʸˇ˄ˍʰʽ ˋʶ ʵˏˇ ˁʰˍʹʴˇˊʾʶˌΦ 
ˉʰʴˁˈˋ˃ʽʰ ˁʰʽ ˉˊˇˋ˖ˉʽˁʱΦ ɴˍˋʽΣ ʴʽʰ ˄ʰ ʵʽʰ˔ʶʽˊʽˋˍˇˏ˃ʶ ˈˋˇ ˍˇ ʵˎ˄ʰˍˈ˄ ˉʶˊʽˋˋˈˍʶˊˇ ˍˇ 
ʰˉˈˊˊʹˍˇΣ ˎˉʱˊ˔ʶʽ ʹ ʰ˄ʱʴˁʹ ˄ʰ ˁʱ˄ˇˎ˃ʶ ˁʰ˂ʺ ˔ˊʺˋʹ ˍ˖˄ ʵˏˇ ʲʰˋʽˁ˗˄ ˍʶ˔˄ʽˁ˗˄Φ ʁ ˃ʹ˔ʰ˄ʽˋ˃ˈˌ 
ˉˇˎ ʲʰˋʾʸʶˍʰʽ ˋˍˇ ˋˁʶˉˍʽˁˈ ˍˇˎ aƛȄ-DǊƻǳǇ ˋˍˇ˔ʶˏʶʽ ˍˈˋˇ ˋʶ ˉʰʴˁˈˋ˃ʽˇ ˈˋˇ ˁʰʽ ˋʶ ˉˊˇˋ˖ˉʽˁˈ 
ˋˍʹ˄ ˉˇˊʶʾʰ ʶ˄ˈˌ ˇ˔ʺ˃ʰˍˇˌΣ ˗ˋˍʶ ˄ʰ ˃ˉˇˊʶʾ ˄ʰ ʵʹ˃ʽˇˎˊʴʺˋʶʽ ˃ʽʰ ˁʱ˂ˎ˕ʹ όˍˈˉˇˌύ ˈˉˇˎ ˎˉʱˊ˔ʶʽ 
ʰ˄ˍʰ˂˂ʰʴʺ ˕ʶˎʵ˖˄ˏ˃˖˄Φ ɳˁʶʾΣ ʷ˄ʰˌ ˁˈ˃ʲˇˌ όˈ˔ʹ˃ʰύ ˃ˉˇˊʶʾ ˄ʰ ʰ˄ˍʰ˂˂ʱˋˋʶʽ ˋˎ˄ʶ˔˗ˌ 
˕ʁ ˎʵ˗˄ˎ˃ʰ ˉˊˇˁʶʽ˃ʷ˄ˇˎ ˄ʰ ˒ˍʱˋʶʽ ˋˍʹ˄ ˁʰ˂ˏˍʶˊʹ ˃ˎˋˍʽˁˈˍʹˍʰ ˉˇˎ ˃ˉˇˊʶʾ ʴʽʰ ˍʹ˄ ˍʰˎˍˈˍʹˍʱ 
ˍˇˎΦ ʁʽ ˁˈ˃ʲˇʽ όˇ˔ʺ˃ʰˍʰύ ˉˇˎ ʲˊʾˋˁˇ˄ˍʰʽ ʶ˄ˍˈˌ ˍʹˌ ˉʶˊʽˇ˔ʺˌ ˃ʶˍʰˍˊʷˉˇ˄ˍʰʽ ˋʶ ˃ʷ˂ʹ ˃ʽʰˌ 
ˇ˃ʱʵʰˌ ˁʰʽ ˔ˊʹˋʽ˃ˇˉˇʽˇˏ˄ ˁˇʽ˄ʺ ˍʰˎˍˈˍʹˍʰ ʴʽʰ ˍʹ˄ ʶˉʽˁˇʽ˄˖˄ʾʰ ˃ʶ ˍˇˎˌ ˎˉˈ˂ˇʽˉˇˎˌ ˁˈ˃ʲˇˎˌ 
ˁʰʽ ˍˇ˄ ˋ˔ʶˍʽˁˈ ˃ʹ˔ʰ˄ʽˋ˃ˈ ʶ˒ˈˋˇ˄ ʰ˂˂ʱʸˇˎ˄ ʻʷˋʶʽˌ ʶ˄ˍˈˌ ˍʹˌ ˋˍˇ˔ʶˎˈ˃ʶ˄ʹˌ ˉʶˊʽˇ˔ʺˌΦ ɴˍˋʽΣ 



[23] 

 

ʰ˅ʽˇˉˇʽˇˏ˄ ˁʰ˂ʱ ˁʰʽ ˍ˖˄ ʵˏˇ ʶʽʵ˗˄ ˁˇʽ˄˖˄ʽˁʷˌ ʻʷˋʶʽˌΣ ˁʰʻ˗ˌ ˎˉʱˊ˔ˇˎ˄ ˋˍˇ ʶˁˍʶˍʰ˃ʷ˄ˇ ˉʶʵʾˇ 
ˁʰʽ ʰˉˇˍʶ˂ˇˏ˄ ʶˉʰ˂ʹʻʶˎ˃ʷ˄ʰ ˋʹ˃ʶʾʰ ʰ˄ˍʰ˂˂ʰʴʺˌ ˕ʶˎʵ˖˄ˏ˃˖˄Φ 
 
ʃˇ˂˂ʷˌ ˃ʶˍˊʺˋʶʽˌ ʷ˂ʰʲʰ˄ ˔˗ˊʰ ˋˍˇ˄ ʶ˅ˇ˃ˇʽ˖ˍʺ ns-о ʰˁˇ˂ˇˎʻ˗˄ˍʰˌ ˍˇ ˃ˇ˄ˍʷ˂ˇ ˍˇˎ Mix-Group, 
ˁʰʽ ʴʽʰ ˍʰ о ʰˋˏ˃˃ʶˍˊʰ ˉˊ˖ˍˈˁˇ˂˂ʰΥ ECC, NTRU ˁʰʽ RSAΦ ʃʽˇ ˋˎʴˁʶˁˊʽ˃ʷ˄ʰ ˃ʶˍˊʺˋʶʽˌ ʷʴʽ˄ʰ˄ 
ˋˍʽˌ ʶ˅ʺˌ ˉʰˊʰ˃ʷˍˊˇˎˌΥ ˔ˊˈ˄ˇˌ ˉʰˊʰʴ˖ʴʺˌ ˁ˂ʶʽʵʽˇˏΣ ˔ˊˈ˄ˇˌ ˉʰˊʰʴ˖ʴʺˌ ˉʽˋˍˇˉˇʽʹˍʽˁˇˏΣ ˔ˊˈ˄ˇˌ 
ˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌΣ ˔ˊˈ˄ˇˌ ʰˉˇˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌΣ ˔ˊˈ˄ˇˌ ˉʰˊʰʴ˖ʴʺˌ ˎˉˇʴˊʰ˒ʺˌΣ ˔ˊˈ˄ˇˌ 
ˉʽˋˍˇˉˇʾʹˋʹˌ ˎˉˇʴˊʰ˒ʺˌΣ ˃ʷʴʶʻˇˌ ʰ˄ˍʰ˂˂ʰʴʺˌ ˔ʶʽˊʰ˕ʾʰˌΣ ˃ʷʴʶʻˇˌ ʰ˄ˍʰ˂˂ʰʴʺˌ ˕ʶˎʵ˖˄ˏ˃˖˄Σ 
˃ʷʴʶʻˇˌ ʶ˄ʶˊʴˇˉˇʾʹˋʹˌ ˕ʶˎʵ˖˄ˏ˃ˇˎΣ ˁʰˍʰ˄ʱ˂˖ˋʹ ʶ˄ʷˊʴʶʽʰˌΣ ʶ˄ˍˊˇˉʾʰΦ 
 
ɾʾʰ ˃ʷˍˊʹˋʹ ʰˉˈ ˍʰ ʰˉˇˍʶ˂ʷˋ˃ʰˍʰ ˉˇˎ ˉʺˊʰ˃ʶ ʰˉˈ ˍʽˌ ʶ˅ˇ˃ˇʽ˗ˋʶʽˌ ˋˍˇ ˂ˇʴʽˋ˃ʽˁˈ ns-3 
ˉʰˊˇˎˋʽʱʸˇ˄ˍʰʽ ˉʰˊʰˁʱˍ˖Σ ˋˍʹ˄ ɳʽˁˈ˄ʰ 7Φ ʅˍʹ˄ ʶʽˁˈ˄ʰ ʰˎˍʺ ˉʰˊˇˎˋʽʱʸʶˍʰʽ ʹ ˁʰˍʰ˄ʱ˂˖ˋʹ 
ʶ˄ʷˊʴʶʽʰˌ ʴʽʰ ˍʰ ʵʽʱ˒ˇˊʰ ʶʾʵʹ ˃ʹ˄ˎ˃ʱˍ˖˄ ˉˇˎ ʰ˄ˍʰ˂˂ʱˋˋˇ˄ˍʰʽ ˋˍˇ ʵʾˁˍˎˇ IoV  

 
 
 
 
 
 
 
 
 
 
 
 

 
 

ɳʽˁˈ˄ʰ 7 ʅˎʴˁˊʽˍʽˁʺ ʰˉʶʽˁˈ˄ʽˋʹ ˍʹˌ ˁʰˍʰ˄ʱ˂˖ˋʹ ʹ˂ʶˁˍˊʽˁʺˌ ʶ˄ʷˊʴʶʽʰˌ ʴʽʰ ˍʰ ʵʽʰ˒ˇˊʶˍʽˁʱ ˃ʹ˄ˏ˃ʰˍʰ ˁʰʽ ʴʽʰ 
ʵʽʰ˒ˇˊʶˍʽˁˈ ˉˊ˖ˍˈˁˇ˂˂ˇ ʰˋˏ˃˃ʶˍˊʹˌ ˁˊˎˉˍˇʴˊʱ˒ʹˋʹˌΦ 

 
 
ʅˍˇ 7ˇ ˁʶ˒ʱ˂ʰʽˇ ʴʾ˄ʶˍʰʽ ʰ˄ʰ˒ˇˊʱ ˋʶ ˁˊˎˉˍˇʴˊʰ˒ʽˁʷˌ ˉˊˇˋʶʴʴʾˋʶʽˌ ɳ˂˂ʶʽˉˍʽˁ˗˄ ˁʰʽ 
ʇˉʶˊʶ˂˂ʶʽˉˍʽˁ˗˄ ɼʰ˃ˉˎ˂˗˄ ʴʽʰ ˍʹ˄ ˉˊˇˋˍʰˋʾʰ ̱ ʹˌ ɹʵʽ˖ˍʽˁˈˍʹˍʰˌ ˋʶ ˉʶˊʽʲʱ˂˂ˇ˄ ɲʽʰʵʽˁˍˏˇˎ ˍ˖˄ 
ʁ˔ʹ˃ʱˍ˖˄Φ 
 
ʆˇ ɲʽʰʵʾˁˍˎˇ ˍ˖˄ ɮ˄ˍʽˁʶʽ˃ʷ˄˖˄Σ ʶʾ˄ʰʽ ʷ˄ʰ ʵʾˁˍˎˇ ˉˇˎ ˉʶˊʽʷ˔ʶʽ ˒ˎˋʽˁʷˌ ˋˎˋˁʶˎʷˌΣ ˇ˔ʺ˃ʰˍʰ ʺ 
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Structure 
 
The thesis is structured as follows: 
άPart 1: Knowledge Extraction in Internet of Thingsέ ǎǘŀǊǘǎ ǿƛǘƘ ƻne of the main prototypes I built 
for the agriculture-related part of my research, which is presented in Chapter 1. It is an Internet 
of Things (IoT) device, incorporating Arduino microcontroller and various sensors, targeting 
sensing various parameters related to agriculture. The Machine Learning model that was used in 
order to predict future values of the sensed parameters and help the users take significant 
decisions about their farms is also presented here. 
In Chapter 2, there are many experiments on IoT Single Board Computer (SBC) devices with 
different architectural processing units (CPU, GPU, TPU). Machine Learning code targeting 
agriculture was executed on these devices and various metrics were gathered, in order to 
evaluate them. 

In Chapter 3, we analyze an application using linear and multiple regression in order to 
ŜǎǘƛƳŀǘŜ ǘƘŜ wƛŎŜ ŦƛŜƭŘǎΩ ǎŀƭƛƴƛǘȅ ǿƛǘƘ a number of IoT devices placed in the ground, but mostly 
based on UAV images. 

Another implementation is presented in Chapter 4, which predicts future environmental 
parameters regarding Maize fields and soil salinity in Rice fields, using ground IoT sensors and 
Machine Learning models, such as Convolutional Neural Network (CNN) and Recurrent Neural 
Network - Long Short-Term Memory (RNN-LSTM). 

In Chapter 5, there is a presentation of a new IoT device for monitoring pine resin (or rubber) 
collection via various sensors (weight, temperature, humidity, rain) and informing the end user 
via a Global System for Mobile Communications/General Packet Radio Service (GSM/GPRS) or 
Zigbee module. 
άPart 2: Security in Internet of Thingsέ focuses on another aspect of IoT. In Chapter 6, we 

present the IoT rationale in the Internet of Vehicles (IoV). We analyze the IoV privacy in vehicles 
via the use of asymmetric cryptographic protocols, such as RSA, NTRU, ECC, and a symmetric 
cryptographic protocol, such as the AES. We also implement a specific modern protocol and 
gather various metrics related to IoV privacy. 

In Chapter 7, we implement a new algorithm for protecting privacy in IoV, using three 
asymmetric cryptographic protocols, such as ECC, HECC genus 2 and HECC genus 3, and the 
symmetric AES. We have conducted many experiments concerning Road Side Unit (RSU), Group 
Leader (GL) and vehicles, and gathered many useful metrics. 
CƛƴŀƭƭȅΣ ƛƴ άPart 3: Discussion and Future PlansέΣ we present our conclusions, as well as our 

vision and the plans for the next steps in our research. 
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Chapter 1: Internet of Things 
technology in precision agriculture 
 

1.1 Introduction 
 
Agriculture maintains an essential role in the society and the community in a worldwide level. 
There are many difficulties to bypass in that area, for example security of food, correct uses of 
the various resources that exist in nature, the variations of the climate, the more demands of 
food, footprint control, biodiversity wastage and many others. Internet of Things is a technology 
that can help to give a solution to many of the aforementioned problems, by enabling precision 
agriculture, as part of Agriculture 4.0, and bringing best results for each occasion. One essential 
challenge is to mitigate the water usage in agriculture. 
 
IoT realizes the connection between many devices, in order to interact by exchanging data and 
taking advantage of Cloud services. We can gather data from various IoT places and process it to 
support decisions related to optimization [1]. IoT technologies, nowadays have entered the 
commercial sector and significant effort is being spent to make them more user-friendly for 
people who do not have extensive background knowledge. IoT has shown a tremendous potential 
for ŜƴƘŀƴŎƛƴƎ ǇŜƻǇƭŜΩǎ ƭƛŦŜ ŀƴŘ ƛƳǇǊƻǾƛƴƎ Ƴŀƴȅ ƻǇŜǊŀǘƛƻƴǎ ƛƴ ǾŀǊƛƻǳǎ domains, such as health, 
education, manufacturing, and agriculture [2]. Agriculture is a great example, as the spreading of 
IoT technology has actually guided us towards Agriculture 4.0. One of the essential difficulties that 
exist today and is related to the food system in a worldwide level is the need to raise food 
production by half more (50%) until year 2050, in relation with 2010 [3]. The latter is critical to 
occur in order to provide food to a foreseen population of about 10 billion people, while in parallel 
there are rising stressed and finite resources (in nature) and needing to adjust to fast changing 
climate conditions. However, ǘƻŘŀȅΩǎ ŜƴǾƛǊƻƴƳŜƴǘŀƭ ŎƻƴŘƛǘƛƻƴǎ Řƻ ƴƻǘ ƘŜƭǇ ǘƻ ǘƘŜ ƴŜŜŘŜŘ 
increase in crop production with the traditional approach in agricultural handling [3]. All the 
previous described technologies can help in solving this problem, and bring increase in yields 
while also protecting the precious resources. At this point, precision agriculture and intelligent 
farming can make a great difference. The acceptance of accurate irrigation assists farmers in order 
to use water only for the crops that really need it. The result is the saving of water resources. 
 
It is known [4] that the United States have a lot of problems with water availability. In California, 
for example, at the year 2019, in order to irrigate 1,530,000 almond acres, the farmers used 
195.26 billion gallons per year. A similar situation seems to be troubling China [5]. The irrigation 
system provides support to the agriculture and socio-economic sectors. To further extend it, it 
maintains a balance in the environment which is in charge for the surviving of the oasis ecosystem. 
¢ƘŜ ǊŜŎŜƴǘ ȅŜŀǊǎΣ ŘǳŜ ǘƻ ǇŜƻǇƭŜΩǎ ǿƻǊƪ ŀƴŘ ōecause of the climatological changes, there is a 
change of the water that exists in arid areas (oasis). The consequence of this, is that the 
underground water reservoirs, the water needed for farm activity and the corresponding water 
salinity, are all affected. According to the World Bank, around 70% of the water is necessary for 
the agriculture, while factories and the rest industry need around 20%. The other 10% of water is 
used internationally for household works. By the year 2050, people living on Earth will reach the 
amazing number of 10 billion. It is obvious that the needs for water and food will increase [6]. 
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1.2 Related State of the Art 
 
There are plenty of initiatives that research the viewpoints of smart farming, related to the 
benefits of the Internet of Things technology, as well as Machine Learning algorithms, control of 
energy that IoT devices draw, and many others. A lot of research work effort has been focusing 
on the IoT field [7] [8] [9] and on Artificial Intelligence [10] [11], aiming on farm irrigation. The 
most significant efforts related to the state-of-the-art research on IoT and/or Machine Learning 
algorithms with the view of reducing water in irrigation of farms as well as decrease of energy 
consumption without affecting crops are presented here. 
 

1.2.1 Smart irrigation approaches focusing on IoT and ML 

 
In [12], the authors refer to a smart irrigation device that is controlled via IoT technology by the 
user. It can update and inform the user on the values of soil moisture, temperature on crops and 
pH using special sensors. The sensors communicate with Arduino in order to send the sensed 
values. The proposed devices help to decrease the water logging in the farm fields. When the 
temperature increases, the idea is that the system uses drip irrigation so that it can chill the crops. 
The pH sensor informs the user so that it can take measures if the soil is acid, which affects crop 
not to grow. Finally, the device updates the user for critical situations of the crops. 
 
In [13], the authors describe a system that takes good advantage of soil moisture and the devices 
that control water irrigation, and when the soil wetness exceeds a certain value, it changes the 
time of irrigation. They use an Arduino microcontroller programmed by Arduino Integrated 
Development Environment (IDE). When the values of the soil moisture sensors fall below certain 
values the related water pumps start operating in order to irrigate. However, when the moisture 
values are over specific values, the irrigation enters a hold on. 
 
In [13] the researchers propose a device that informs the user in real-time on various irrigation 
aspects. It aims to reduce the cost and use optimally the resources. For instance, it data-logs 
temperature and soil humidity, by setting different ranges for the soil and crop types. The 
irrigation system switches on or off according to the related thresholds that are exceeded. The 
device switches the related water pumps on or off according to the values it senses. The sensors, 
such as soil moisture, pH sensor and temperature sensor are connected to an Arduino MEGA 2560 
micro-controller. Moreover, the researchers have built an Android application, in order to handle 
the water pump either via GSM cellular network or via Bluetooth of the Android phone. 
 
In [14] the authors use wireless receivers/transceivers, in order to realize smart communication 
while limiting power consumption. Their constructure uses: a 50-watt solar panel (consisted of a 
5Volt Li-ion battery), an ESP8266 microcontroller, sensors for measuring humidity and 
temperature and an anemometer. The data processing and the related analytics of the machine 
are transmitted via Cloud infrastructure. The latter contains historical data in order to make good 
use of them and feed decision support on when to irrigate. The authors have also connected an 
LCD module with the target to display more user-friendly parameters to the operator. 
 
In another endeavour [15] they constructed a machine consisted of a sensor for measuring soil 
moisture, a temperature sensor, a humidity sensor, and a pH sensor. They have implemented an 
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application that can be used by the operators (farmers) and the consumers. The latter can order 
vegetables or other goods via that application. The device is powered by a solar panel. An Arduino 
microcontroller gathers the data from the sensors and feed the Cloud while filling the data 
measurements with timestamps. As far as the Machine Learning part is concerned, the authors 
followed the Google Inception v2 model, and used 90.000 images gathered from 38 classes, 20% 
of them for testing and 80% for training. The accuracy reached 96.8% on the training part and 
96.4% on validation part. The purpose of all these is that users can monitor the health of the farm 
fields, get informed about possible deceases and buy from them when they feel it is the right time. 
 
In [16], the authors have built a system based on Arduino Uno R3 with the following sensors: JXCT 
soil sensor, pH sensor, soil moisture, a sensor to measure soil temperature and a micronutrient 
sensor, an Electrical Conductivity (EC) sensor, an OC sensor, and an OM sensor. The Arduino 
microcontroller sends all the measurements to a Server through the help of an ESP8266 Wireless 
LAN (WLAN). Then, a Kafka cluster is used, in order to send the data to an ML server, so that it can 
train them. Extensive analysis takes place by considering specific thresholds on the data. 
 
In [17], they have made a device which incorporates a Raspberry Pi 3 and the famous NodeMCU 
Devkit. They connected a DHT-11 sensor and a Hygrometer. This device gathers measurements 
from the sensors and send them to a DataBase. DHT-11 is a humidity and temperature sensor. A 
motor, also, is used for bringing water in cases the moisture falls below certain values. The 
proposed device stores all the measurements in Firebase, in order to use them for future 
prediction. More than 700 records are included. They divided the data for training and testing. A 
prediction of 3 of the most appropriate crops can be made, presenting also a number of how 
confident is that prediction. 
 
All the previous presented work cannot be scaled easily. The devices and algorithms can work well 
in small environments, but when they are deployed in large scale there are some difficulties, such 
as the fact that they are powered by batteries on a 24-hour operation, 7 days a week, using a solar 
panel. However, there are many countries especially in the North where they have 80% - 90% 
ŎƭƻǳŘǎ ƻǊ Ǌŀƛƴ ŀƴŘ ƴƻ ǎǳƴ ŀǘ ŀƭƭΦ !ƴƻǘƘŜǊ ǇǊƻōƭŜƳ ƛǎ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ǘƘŜ wŀǎǇōŜǊǊȅΩǎ /t¦ ƎŜǘǎ Ƙƻǘ ŀƴŘ 
a fan should be used, thus consuming more current, that is precious in a battery-powered device. 
Arduino do not face cooling issues with their CPUs because the mainstream boards such as UNO, 
MEGA 2560 have their CPUs clocked at 16MHz. Another issue is that sensors because they are 
very cheap and use most of them for lab experiments cannot be used for real cases: their (Mean 
Time Between Failures) a¢.C ƛǎ ǊŜŀƭƭȅ ƭƻǿΦ Dtw{ ŀƭǎƻ ŘǊŀǿ ŎǳǊǊŜƴǘΣ ǿƘŜƴ ǘƘŜȅ ƳŜŜǘ άǎǇƛƪŜǎέΣ 
they can draw 1A or 2A currents. LoRa (Long Range), Xbee are more suitable for communicating 
between IoT devices, but WIFI not. WIFI (Wireless Fidelity) draws more current than LoRa and 
Xbee and covers distances up to 100 meters, unsuitable for a farm that can cover kilometers. UV 
sensors also help measure UV radiation, which affects the plants as it will be presented in other 
part of the current thesis. None of the aforementioned examples uses RNN-LSTM Machine 
Learning models that are becoming the number 1 solution for forecasting in fields like agriculture 
[18]. RNN-[{¢a ƴŜǳǊŀƭ ƴŜǘǿƻǊƪǎ ŀǊŜ ōŀǎŜŘ ƻƴ ǎŜŀǎƻƴŀƭƛǘȅ ŀƴŘ Ŏŀƴ άƳƻƴƛǘƻǊέ ǇŀǘǘŜǊƴǎ ǘƘŀǘ Ŏŀƴ 
be used in order to then forecast. The proposed solution is based on many measurements, 
something critical for expecting correct work of an RNN-LSTM. Many configurations were made 
so that the ML could work. For instance: number of epochs, type of optimizer, dropout value, 
learning rate, etc. 
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1.2.2 Current research towards energy consumption control 

 
In [19] the researchers describe current experiments concerning energy consumption in IoT 
devices powered by batteries and used in the agriculture area. They communicate with the 
devices via 3G/GPRS modules in order to aggregate temperature, humidity and noise signals when 
somebody logs trees illegally. LoRa modules are used on dairy areas. The researchers also depict 
GPRS modem curve when the modem rises up to 200 mA, something that indicates the idea that 
GPRS modules consume a lot of energy in comparison to other Receiver/Transceiver RX/TX 
wireless modules. 
 
In [20] the researchers have made an IoT module consuming low power for use in agriculture field. 
They describe how much time can power be provided by the battery, and especially mAh, using 
calculations and various measurements. They use LoRa receivers/transmitters. As they claim, 
although the current consumption is not high during the sleep state of the device, it has 
consequences in the battery of the life. Moreover, they propose that if someone needs to have a 
battery that lasts many hours or days in his device, he should place a battery that self-discharges 
really slow in the LoRa module. The authors, also measured the LoRa module and they resulted 
in the following: the module (CMWX1ZZABZ) has a consumption of about 47 mA of SF7 mode and 
128 mA on SF12 during the transmission of data and 21.5 mA during the reception of the data. A 
calculated mean value of the current would be the following: (47 + 21.5)/2 = 34.25 mA during SF7 
mode and (128 + 21.5)/2 = 74.75 mA during SF12 mode. 
 
In [21] the researchers describe a device that aggregates data from many sensors sensing the 
following: temperature in the weather, soil moisture, how acid the ground is, etc. Then, further 
processing and analysis takes place. The authors present a table demonstrating the various IoT 
wireless devices and their current consumption for every sensor. For instance, the Xbee consumes 
100 mWatts, LoRa consumes 440 mWatts, (Narrowband Internet of Things) NB-IoT consumes 550 
mWatts and 5G consumes 400 mWatts. It is more than obvious that Zigbee consumes the least 
power among all the modules. The mainstream supply is 5 Volts, and for that number Zigbee 
modules draws 20 mA, LoRa draws 88 mA, NB-IoT draws 110 mA and 5G TX/RX module draws 80 
mA. 
 
In [22] they implement experiments using 2 different GSM devices suitable for use in embedded 
modules consisting of constrained resources. They identified through measurements what the 
output represents in general, without concentrate on the GSM module. Their device can measure 
the speed of wind, temperature, humidity, rainfall speed direction, radiation emitted by the sun 
and the wetness of leaves. A GL86-QUAD and a SIM900 GPRS are used so that they can send data. 
In their article they included graphs where it is more than obvious that about 150 mA is needed 
for sending SMS and about 140 mA is needed while using GPRS. 
 
In [23] the researchers monitor the aggregated data and their related energy consumption of WSN 
(Wireless Sensor Networks) implemented in Farm industry.  They claim about the drawbacks that 
WSNs meet. In their research they also present research based on IoT data processing. Different 
wireless devices are presented, so, for instance a BLE (Bluetooth Low Energy) module needs 10 
mWatts while operating, Zigbee needs 36.9 mW, LoRa needs 100 mW, SigFox needs 122 mW, the 
common Bluetooth needs 215 mW, the LTE (Long-Term Evolution) is energy-hungry and needs 
300 mW, GPRS even more needs 835 mW. BLE module can be a straight forward solution, 
however, in relation to the Zigbee, the latter covers a 100-meter area and BLE covers a 10-meter 
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area. What comes out for this paper is the fact that Zigbee is the less power consuming module 
of all the choices, adding an acceptable radio coverage. 
 
In [24] the authors propose a machine which operates autonomously powered by solar radiation. 
It has many sensors connected, such as: the famous DS18B20 thermometer, the BME280 for 
sensing humidity and pressure, CO2 sensor, AMS CCS811 metal-oxide sensor, the FC28 for sensing 
soil moisture and the GL55 light sensor.  The device communicates to a mobile APP (Application) 
in order to provide data to the user related to crops. It uses a WIFI module to send data to the API 
(Application Programming Interface) and it needs 5 Volt Voltage supply and an average value of 
230 mA (260 mA at peak values). The average power consumption can be easily calculated as P = 
V * I = 5 * 230 = 1150 mW or P = 5 * 260 = 1300 mW when reaching peak values. 
 
In [25], they propose a solution using wide-area mesh network in applications related to IoT 
technology, implemented in agriculture field. LoRa modules were chosen for their device, using 
TDMA (Time Division Multiple Access) technology for large area communication. As far as the 
hardware is concerned, they connected the following sensors: soil moisture sensors, weight 
sensors, temperature sensors, humidity sensors. A 5-Volt is used to supply the device. The 
depicted information, where the LoRa RT/TX module needs 12.5 mA current for reception and 
72.5 mA for transmission, for a mean value of (12.5 + 72.5)/2 = 42.5 mA. 

 

1.3 Analysis of the problem and the related proposed solution 
 

1.3.1 What is the problem 

 
IoT is in a very mature level in order to be implemented in the agriculture field and provide 
solution to many issues, such as sustainability, quality and quantity in the yield, cost effectiveness 
[26]. Systems of smart irrigation are being developed around IoT devices, consisting of sensors, 
CPUs, actuators, targeting on estimating many parameters, such as soil condition, crop, weather 
phenomena and provide support to related decisions made on plant irrigation. 
 

1.3.2 Proposed solution to the problem 

 
The solution described below has as its basis the Arduino MEGA 2560 R3 processing unit, 
programmed by the famous Arduino IDE (Integrated Development Environment). The module is 
connected with the following sensors: i) Capacitive sensors for sensing soil moisture, ii) DHT22 
sensors for measuring temperature/humidity, iii) VEML6070 Ultra Violet sensor for sensing the 
levels of UV light in the plant. 
 
The good thing with the capacitance soil sensors is that they cannot be corroded as occurs with 
the resistance soil moisture sensors. The soil moisture sensors used in the proposed device needs 
5 Volt and are consisted of 3 pins, voltage positive pin (VCC), (ground) voltage negative pin (GND), 
output (OUT). The signal that a micro-controller can read from the soil moisture sensor is in the 
range 0 to 5 Volts, which is related to the intense of the moisture in the soil. The OUT signal is 
connected to the Arduino to one of its A/D ports. Arduino can understand 1024 different values 
ŦǊƻƳ ǘƘŜ ǎŜƴǎƻǊΩǎ ƻǳǘǇǳǘ ǾŀƭǳŜǎΣ ōŜŎŀǳǎŜ !ǊŘǳƛƴƻΩǎ !κ5 ŎƻƴǾŜǊǘŜǊ ƛǎ мл-bit = 210 = 1024, so a range 
from 0 to 1023. More sensors were used that operate auxiliary to the primary, in order to have 2 
measurements for the same condition and provide the final output. 
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The DHT223 module senses temperature and humidity in the air. It is placed in a stable place on 
ǘƘŜ Ǉƭŀƴǘ ǎƻ ǘƘŀǘ ƛǘ Ŏŀƴ ǇǊƻǾƛŘŜ ƳŜŀǎǳǊŜƳŜƴǘǎ ŦǊƻƳ ǇƭŀƴǘΩǎ ƭŜŀǾŜǎΦ Lǘ Ŏŀƴ ƻǇŜǊŀǘŜ ŜƛǘƘŜǊ ŀǘ о ±ƻƭǘ 
logic or 5 Volt logic, that means both power supply and the wire communication with the rest 
devices. It needs 2.5 mA max, it can measure humidity in the range 0 ς 100 %, with 2% to 5% 
accuracy, while it can measure temperatures ranging from -40 oC to 80 oC, providing +/- 0.5 oC 
accuracy, with 0.5 Hz sampling frequency. The sensor consists of 2 parts: a humidity capacitance 
sensor and a thermistor. Inside the module there is a chip for transforming Analog measurements 
to Digital values, so that it can send them to its output pin. The connection between the sensor 
and the Arduino is being settle via the digital input of the Arduino. DHT22 uses 3 pins: VCC, GND 
and OUT. 

 
The VEML6070 UV4 module works with both 3 Volts or 5 Volts power supply and logic. It exploits 
I2C protocol to exchange data with the Arduino. It uses the Ultra Violet spectrum to sense light. 
What it basically does is to output a number for each UV light level it senses. The pins used from 
this sensor are: VCC, GND, SDA (Serial Data), SCL (Serial Clock). 
 
All the sensors communicate with the Arduino MEGA 2560 R3 module which uses the 
ATmega2560 microcontroller5. It has 54 digital input/output pins, 16 of them can operate as 
analog inputs and 4 of the 54 inputs can operate as 4 UARTs. Its CPU is clocked at 16 MHz, lower 
than the mainstream CPU modules, but very suitable for what is needed for the experiments. It 
incorporates 256KB flash, 8KB SRAM (Static Random-Access Memory) and 4KB EEPROM 
(Electrically Erasable Programmable Read-Only Memory) memory. Every of its input/output pins 
can tolerate 20 mA current draw. The communication between the Arduino and the capacitance 
soil sensors is configured via the pins A0 and A1 where A/Ds exist. Digital pin 2 of the Arduino is 
connected to the DHT22 sensor and pins 20 (SDA) and 21 (SCL), which consist the I2C protocol, 
are connected with the UV sensor. UART (Universal Asynchronous Receiver/Transmitter) 3 port 
of the Arduino is connected to the Xbee Zigbee S2 module. All the sensors and the Arduino are 
powered by a 5-Volt power supply and obey to 5 Volts logic. 
 
All the data gathered from the Arduino via the sensors, are wirelessly transmitted to a Raspberry 
Pi 4B Single Board Computer. The modules used for this communication between the two boards, 
meaning the Arduino and the Raspberry, are two Xbee Zigbee S2 2mWatts Wire Antenna. Xbee 
works on 3.3 Volts both power and I/O in its pins. To make it work on 5 Volts, special adapters 
were used that include voltage level translators. For Raspberry the SparkFun Xbee Explorer USB 
(Universal Serial Bus) was used and for Arduino the SparkFun Xbee Explorer Regulated was used. 
 
DIGI manufacturer produces the Xbee Zigbee. It contains improvements on power output and as 
well as the protocol in the Pro Series 2 that was used in the experiments. It needs 3.3 Volts and 
41 mA. It emits 2 mW radiation, when used, operating at 250 kbps bitrate, which covers the 
requirements of the implementation. It can reach 120 meters coverage at LOS (Line of Sight), 
using only a small fixed wire antenna without complex installations. It enables input pins and 8 
digital input/output pins. One great characteristic is its ability to encrypt and decrypt data using 
128-bit encryption, configuration over-the-air as well as AT/API commands6. 

 
3 https://learn.adafruit.com/dht?view=all  
4 https://learn.adafruit.com/adafruit-veml6070-uv-light-sensor-breakout?view=all  
5 https://store.arduino.cc/arduino-mega-2560-rev3  
6 https://www.sparkfun.com/products/retired/10421  

https://learn.adafruit.com/dht?view=all
https://learn.adafruit.com/adafruit-veml6070-uv-light-sensor-breakout?view=all
https://store.arduino.cc/arduino-mega-2560-rev3
https://www.sparkfun.com/products/retired/10421
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Raspberry Pi 4B7 is the most advanced SBC of the well-known Raspberry Pi family. It consists of 
the BCD2711 ARM (Acorn RISC Machine) CPU, which has 4-cores, 64-bit SoC clocked at 1.5 GHz 
with 4GB RAM. It provides access for 2 bands WiFI: at 2.4 GHz and at 5 GHz IEEE (Institute of 
Electrical and Electronics Engineers) 802.11b/g/n/ac, Bluetooth 5.0, BLE, Gigabit Ethernet, 2 USB 
3.0 ports and 2 USB 2.0 ports. It supports the standard 40-pin General Purpose Input Output 
(GPIO) header. It has 2 micro-HDMI (High-Definition Multimedia Interface) ports in order to 
enable connection with external monitor/monitors. The OS (Operating System) (Raspbian) is 
executed on a flashed 128 GB microSD. As far as the power is concerned, it is powered by a 5Volt/3 
Amperes power adapter via a USB-/ ǇƭǳƎΦ Lǘ ǳǎŜǎ ŀ Ŧŀƴ ƛƴ ƻǊŘŜǊ ǘƻ ŘŜŎǊŜŀǎŜ /t¦Ωs temperature 
when working for many hours. Also, a keyboard and a mouse are used so that someone can 
operate the Raspberry Pi as a Desktop computer and make the programming easier. 

 

 
Figure 1 The 2 main basic devices used for data-logging sensed parameters form the basil pot. On the left, the 

Raspberry Pi and on the right the Arduino MEGA 2560 R3 with the various sensors. 

 
 
 
 
The modules that were presented in the previous paragraphs are shown in Figure 1. The 
Raspberry Pi is presented at the top left side of the figure with Xbee adapter connected with it via 
the USB wires. It is also shown the power adapter connected to the power port of Raspberry Pi. 
At the right side of the figure, someone can identify the Arduino MEGA 2560 R3 with the different 

 
7 https://static.raspberrypi.org/files/product-briefs/200521+Raspberry+Pi+4+Product+Brief.pdf  

https://static.raspberrypi.org/files/product-briefs/200521+Raspberry+Pi+4+Product+Brief.pdf
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sensors (soil moisture sensors, DHT22, UV sensor, Xbee Zigbee) connected to a proto-board and 
a powerbank.  

 
Element 1 Element 2 Element 3 

Raspberry Pi 4B 240Volt AC to 5.1Volt DC adapter Xbee Zigbee module 

Xbee Zigbee adapter USB Xbee Zigbee module  

5.1 Volt powerbank Arduino MEGA 2560 R3  

Xbee + Xbee adapter regulated Arduino MEGA 2560 R3  

DHT22 Arduino MEGA 2560 R3  

UV sensor Arduino MEGA 2560 R3  

Capacitance soil moisture sensor Arduino MEGA 2560 R3  

Table 1 In the table someone can view the different elements used on Figure 1 and their connection between them. 

 
In Table 1 someone can see the connections between each element. As it was presented in the 
previous sections, the proposed solution has to do with the building of an Arduino-based system 
with many appropriate sensors in order to measure different conditions of farm field such as: soil 
moisture, temperature, air humidity and UV radiance with the aim to send all the aggregated data 
on the Single Board Computer and undergo further processing. What is very innovative is the 
existence of an RNN-LSTM model, programmed in python programming language, running on 
Ubuntu OS, capable of forecasting the following parameters: UV radiance, temperature, soil 
moisture and air humidity. So, the farmer or the person that is handling the operation can decide 
the volume of water which is needed in order to precise irrigate his farm so that no unwanted 
water is used, saving resources and money. Research to related articles [27] [28] [29] [30] has 
shown that ML algorithms perform outstanding in forecasting in many domains, including 
agriculture, showing decreased error (such as RMSE ς Root Mean Square Error, MAE ς Mean 
Absolute Error, MSE ς Mean Square Error, CC ς Correlation Coefficient) in relation to the rest of 
the ML models.  Although RNN-LSTM implementation has limited investigation in smart irrigation 
problems, as it is more than obvious from the State-of-the-Art paragraphs, the usage in order to 
support DSS (Decision Support Systems) is very innovative. 

 

1.4 Evaluation of the experiments that took place 
 
In order to identify whether the previously described device meets the authors standards, an 
energy measuring device was built. The latter device aims to data log various characteristics of 
the Arduino-based IoT device concerning energy consumption, such as: timestamps of the 
measurements, current draw, voltage, power consumption. This device is capable of measuring 
Current (in milli Amperes), Voltage (in Volts) and Power consumption (in milli Watts). The upper 
limit of Current it can measure is + 3.2 Amperes at 5 Volts (maximum) by using the famous INA219 
module via I2C port. So, the device consists of the following elements: 
 

¶ an industrial shielded power supply that can provide 12 Volts, with maximum 6 Amperes 
current, 72 Watts. 

¶ 2 DC (Direct Current) -DC Step-Down converters that can provide an output of 5 Volts at 
5 Amperes max current. These modules provide power supply to the Arduino micro-
controller and the various rest electronics, connected to the proto-board. 
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¶ INA 219 current/voltage/power measurement module. 

¶ WiFi module in order to access the measurements wirelessly. 

¶ Voltage - level translators in order to communicate with the WiFi module that operates 
at 3.3 Volt and not at 5 Volt (as occurs with the rest of the elements). 

¶ Ethernet Shield, in order to access the measurements via LAN network. 

¶ Arduino MEGA 2560 R3 as the main microcontroller. 

¶ Real-Time-Clock (RTC DS3234) in order to store a timestamp with each measurement. 

¶ SD card module, for storing the data that are being data logged. 

¶ 240 Volts/50 Hz plug for supplying the whole construction. 
 

All these connections are presented in Figure 2. The format of a stored measurement is as follows: 
21/12/22,3:27:43,5.14,869.90,4742.00, an ordinary CSV format, where from left to right someone 
can observe the timestamp (date and time): 21/12/22,3:27:43,5, then is Voltage in Volts: 5.14, 
Current in milli Amperes: 869.90, Power consumption in milli Watts: 4742.00. The SD (Secure 
Digital) - card stores each measurement: however, they can be accessed in real-time via: 
 

1. USB (through direct connection to a PC (Personal Computer)/laptop)  
2. Ethernet  
3. WiFi 

 
¢ƘŜ άōǊŀƛƴέ ƻŦ ƳŜŀǎǳǊƛƴƎ ŘŜǾƛŎŜ ƛǎ ǘƘŜ !ǊŘǳƛƴƻ a9D! нрсл ƳƛŎǊƻ-controller, which 
communicates with the peripheral modules. So, it communicates with INA219 via I2C protocol, 
with WiFi via one of its UART ports, with RTC via SPI (Serial Peripheral Interface) port. Below, in 
Table 2 someone can observe all the elements of the measuring device and their related 
connections between them. 

 

 
Figure 2 View of the Arduino-based measuring device that was used to data-log Current, Voltage and Power 

consumption of each connected load on the USB output.  
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Element 1 Element 2 Element 3 
INA 219 current sensor Arduino MEGA 2560 R3   

DC-DC step-down converter 
240Volt AC to 12 Volt DC 

adapter 
  

Wemos D1 WiFi module level shifter Arduino MEGA 2560 R3 

USB output 0-5 Volt in circuit supply   

level shifter Arduino MEGA 2560 R3 Wemos D1 WiFi module 

RTC DS3234 Arduino MEGA 2560 R3   

Ethernet shield Arduino MEGA 2560 R3   

Table 2 In the table someone can view the different elements used on Figure 2 and their connection between them. 

 
Analysis of the effects of the environment towards plants in general 
 
As far as the wavelength is concerned, the UV radiation can be categorized into three areas:  

¶ UV-A in the range 315 nm to 400 nm 

¶ UV-B in the range 280 nm to 315 nm 

¶ UV-C in the range 100 nm to 280 nm 
 
In the Arduino-based device the connected UV sensor operates in the UV-A range.  It is well known 
to the agriculture researchers that UV-C radiation is totally absorbed through the ozone layer. 
That does not occur in UV-A, which also does not harm the plants. However, UV-B is affected by 
the ozone layer and more specifically it affects its intensity. The most harmful of the above 
mentioned 3 ranges, is the UV-C radiation type [31]. According to research literature, UV-A 
radiation shows that adverse consequences are present on plants. In [32] the authors claim that 
Rosa hybrida and Fuchsia hybrida indicate response in more uniform way than to UV-B. It is 
believed that UV-A does not damage plant, however, in the research they show that UV-A causes 
harm in photosystem II. PAR which is better known as Photosynthetically Active Radiation, in the 
range between 400 nm to 700 nm, filled in with UV-A can increase carotenoids, chlorophyl, which 
consist the pigments and antioxidants (UV- absorbing compounds). All these have effect on the 
growth [33] [34] [35] [36] [37] [38]. Researchers believe that UV-A radiation comfort the damaging 
consequences of the UV-B. For that reason, low levels of UV-A can enhance the collection of 
antioxidants in plants which could improve the health of species that consume them.  
 
According to experiments, the Genovese basil plants need more water at the end of development 
as well as at the growth stages and during the maturity stage [39]. At the starting stages of crops, 
the transpiration of basil is not high because of the shrunk area that is foliaged. However, the 
water loss is increased as a result of the evaporation rather than the transpiration that takes place 
on the plant [40]. During the initial stage (growth, development), precipitation and high 
temperatures were observed, exploiting water evaporation from the ground.  While the plant was 
growing, there was the need to make biomass produce flowers and rise transpiration: all these 
resulted to increased need for water. The numbers gathered from measurements indicate that 
water consumption on growth and development levels of basil was 2.98 mm/day. As far as the 
dry mass is concerned the mean value was 27.2%. Authors in [39] work claim that the plant in its 
maturity period needed 4.87 mm/day (38.9% more than then needs in the previous period). 
However, there were no changes observed in the measurements on the dry matter. The authors 
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claim that during the maturity period, they monitored higher water needs, the time that the basil 
plant was developed, rising in that way dry matter and fresh values. During the harvest period 
(beginning of senescence) was observed around 3.16 mm/day consumption in water (63.2 mm 
for the whole period). In comparison to the previous phenological period, the authors claimed 
that they reached 48.1% decrease in water. The drawback is that the dry matter measurements 
approached 38.1% in comparison to the maturity period. As someone can understand the 
experiments shown in the current chapter are targeting on basil irrigation on specific hours with 
precise water. 
 
The authors in [41] show the results of their experiments that took place on basil plants on how 
the temperature affects the plants. What they discovered is that by changing the temperature 
from 17oC up to 23o/Σ Ƨǳǎǘ р ŘŜƎǊŜŜǎ ƳƻǊŜΣ ǘƘŜǊŜ ǿŜǊŜ ƳƻǊŜ ŦƭƻǿŜǊǎ ƛƴ Ψ{ǿŜŜǘ 5ŀƴƛΩΣ Ψ[ƛƳŜΩ ŀƴŘ 
holy basil. Researchers in [42] showed that by changing air temperature from 15oC to 25oC there 
are more flowers in Salvia splendens and Tagets patula (marigold). They also claim that when the 
temperature is more than a specific threshold, there are less flower, something better known as 
heat delay. The authors of another research [41] saw ǊŜŘǳŎŜŘ ǊŜǇǊƻŘǳŎǘƛǾŜ ǾŀƭǳŜǎ ƛƴ Ψ[ƛƳŜΩ ƭŜƳƻƴ 
ōŀǎƛƭ ŀƴŘ Ψ{ǿŜŜǘ 5ŀƴƛΩ ƭŜƳƻƴ ōŀǎƛƭ ǿƘŜƴ ǘƘŜ ǘŜƳǇŜǊŀǘǳǊŜ ǿŀǎ ƳƻǊŜ ǘƘŀƴ орoC. As another 
research [43] states that there are 3 types of crops that have to do with the plant Tb: 

1. Cold-tolerant crops, when the Tb is lower than 4oC. 
2. Intermediate crops, when Tb is between 4oC and 7oC. 
3. Cold-sensitive crops when Tb is more than 7oC. 

 
The authors result in that a Tb should lie in the range 10.9oC to 12.1oC if it stands for a basil with 
fresh weight accumulations. For this reason, the basil is classified as cold-sensitive crop. In cases 
where the temperature is more than Tb, the implementation rate rises up to Topt, and next it 
decreases down to Tmax [44]. In general, it is a good tactic for plants to cultivate in temperatures 
ranging between Tb and Topt. The latter has different values for different species. 
 
In the following research [45] the authors made experiments on Sweet Basil specie, with small 
temperatures between houses that were fanned and houses that were not fanned. However, they 
found great differences in Relative Humidity (RH), about 95%. The RH, in the houses with fan, was 
nearly saturated in high frequency and maintained that for greater amount of time compared to 
houses with fan. This phenomenon has consequences to the sporulation of P. belbahri, as it makes 
it guide to more conductive environments.  Only 4 hours are required for the basil to be infected 
in its leaves. When considering sporulation, the minimum time is 7.5 hours of intense relative 
humidity. The previously discussed conditions took place frequently in non-fanned houses, but 
they almost did not exist in houses with fan. The result of all these is the quick implementation of 
epidemics in houses without fan, in comparison to slow progression in houses with fan. 

 

1.5 Experiments with the Arduino and its connected sensors 
 
The experiments that took place in the basil pot, were consisted of the Arduino MEGA 2560 R3 
and the following parts: 2 capacitive soil moisture sensors, air humidity sensor, air temperature 
sensor, UV light sensor, Xbee Zigbee Rx/Tx module. The experiments took place on a Ocimum 
Minimum variety basil. 
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An IoT ecosystem was built in the laboratory environment, with the aim to provide the necessary 
information to the user (farmer) to decide if the irrigation is needed or not, saving resources 
(water) and money. Aiming at the environmental conditions, such as: temperature, UV radiance, 
humidity, and soil moisture, the related sensing modules have been adjusted so that they send 
more measurements when the irrigation of the basil takes place. The latter helps to have a more 
precise view of the time of irrigation (before and after the event) and set the optimal thresholds 
for the soil moisture as it will be presented latter in the current chapter. All the data, as well as 
DSS (Decision Support System) and actuation took place remotely and wirelessly from the 
Raspberry Pi SBC, that was operated as a PC in reality. 

 

 
Figure 3 View of the infrastructure for sensing the parameters of the basil pot (temperature, humidity, UV radiance) 

and the measuring device, which measures and data-logs Voltage, Current and Power consumption. 

The proposed constructure with the basil pot, the Arduino micro-controller, the various sensors 
and the measuring device are depicted in Figure 3 View of the infrastructure for sensing the 
parameters of the basil pot (temperature, humidity, UV radiance) and the measuring device, 
which measures and data-logs Voltage, Current and Power consumption. The 2 soil moisture 
sensors, and the temperature/humidity sensor are placed inside the soil of the basil pot and on 
ǘƘŜ ōŀǎƛƭΩǎ ƭŜŀǾŜǎ ǊŜǎǇŜŎǘƛǾŜƭȅΦ IƻǿŜǾŜǊΣ ǘƘŜ ¦± ǎŜƴǎƻǊ ƛǎ ǇƭŀŎŜŘ ƻƴ ǘƘŜ ōǊŜŀŘōƻŀǊŘΣ ǿƘƛŎƘ ŘƻŜǎ 
not affect its measurements, since the light exists in all the space. The Xbee Zigbee is also placed 
in the breadboard and it is the main unit that is related to the data exchange with the other Xbee 
Zigbee connected to the Raspberry Pi. The main constructure is powered by the measuring device 
built by the author8 in order to have datalogging of datetime, voltage, current and power 
consumption. All the data gathered by the Raspberry Pi, via the wireless connection between the 
2 Xbee Zigbee, were ŘƛǎǇƭŀȅŜŘ ƛƴ ŀ мтέ ¢C¢ (Thin-Film-Transistor) monitor in real-time, and 
provided in order to support decisions on whether to irrigate or postpone the irrigation according 
to the values of the measurements. The data were stored in a .csv format file. 

 

 
8 The experiments have taken place in the (AIL) Ambient Intelligence Laboratory of the School of Electrical and 

Computer Engineering of the National Technical University of Athens in Greece. 
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a  
Figure 4 Relative Humidity (%) that was measured in the experiment. 

It is easy seen that humidity stays low in the day and rises in the night.   

 
Figure 5 Temperature (oC) that was measured in the experiment. It is risen 

in the day and decreases in the night. 

  

Figure 6 UV radiation that was measured in the experiment. It makes 
sense to have non-zero values during the day, where there is plenty of 

light and non-zero values at night. 

Figure 7 Soil moisture indirect calculation via the raw data coming from the 
A/D converter of the Arduino during the experiment. The higher the A/D 
ŎƻƴǾŜǊǘŜǊΩǎ ǾŀƭǳŜ ŘƛǎǇƭŀȅŜŘ ƛƴ ǘƘƛǎ ŦƛƎǳǊŜ ǘƘŜ ƭƻǿŜǊ ǘƘŜ ŀŎǘǳŀƭ ǎƻƛƭ ƳƻƛǎǘǳǊŜΦ 
²ƘŜƴ ƛǊǊƛƎŀǘƛƻƴ ǘŀƪŜǎ ǇƭŀŎŜ άƴŜƎŀǘƛǾŜ ǎǇƛƪŜǎέ ŀǊŜ ƻōǎŜǊǾŜŘΣ ǿƘŜǊŜŀǎ ǿƘŜƴ ŘǊȅ 
soil exists, the values are increasing. 

 
 
Many experiments took place in order to evaluate the best values and set them as thresholds to 
start or stop irrigation procedure. The experiments were realized between 03-12-2022 to 17-12-
2022, two weeks in total. The frequency of the measurements was set to one minute. The 
measurements are depicted in Figure 4, Figure 5, Figure 5, Figure 7. 
 
The way that capacitance soil moisture sensor operates, is very easy to understand. They translate 
their capacitance, as a result of the soil moisture in the ground, to voltage value which is then 
ǊŜŀŘ ōȅ ǘƘŜ !ǊŘǳƛƴƻ a9D! нрсл Ǿƛŀ ƛǘǎ !κ5 ŎƻƴǾŜǊǘŜǊΦ ¢ƘŜ ƳƻǊŜ ƛƴŎǊŜŀǎŜŘ ǘƘŜ ǎŜƴǎƻǊΩǎ ǾŀƭǳŜΣ ǘƘŜ 
drier the soil is. In Figure 7 someone can view the indirect soil moisture values of the whole 
ŜȄǇŜǊƛƳŜƴǘ Ǿƛŀ Ǌŀǿ ǾŀƭǳŜǎ ǊŜŀŘ ōȅ ǘƘŜ !ǊŘǳƛƴƻΩǎ !κ5 ŎƻƴǾŜǊǘŜǊΦ ¢ƘŜ ƭƻǿŜǊ ǘƘŜ Ǌŀǿ Řŀǘŀ ǘƘŜ ƘƛƎƘŜǊ 
the soil moisture and vice-versa. Before there is need for irrigation the values rise up to 360-390, 
next they fall very quickly when the basil pot is irrigated. After many experiments guide to the 
following numbers (thresholds) which indicate need for irrigation: 300-320. As it is displayed in 
Figure 7, three irrigations took place throughout the experiment. The DSS regarding irrigation is 
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not based only on that, but, also in humidity/temperature of the air and UV radiance. The 
measured current consumption was in the range 166 to 186 mA at 5.1 Volt. Using the equation P 
= V * I, someone can indicate power consumption in the range: 850 mWatts to 950 mWatts.  
 
In Figure 8 someone can view the UML (Unified Modelling Language) diagram of the proposed 
DSS idea. The Arduino microcontroller checks continually the sensors to identify if any of the set 
threshold (one threshold for each sensor). This operation is called polling. When the threshold is 
exceeded, the device irrigates the basil using 250 ml of water (the size of a tea cup in volume). 
¢ƘŜǊŜ ŜȄƛǎǘǎ ǘƘŜ LǊǊƛƎŀǘƛƻƴ 5Ŝƭŀȅ /ƻǳƴǘŜǊ όL5/ύ ǿƘƛŎƘ ƛǎ ōȅ ŘŜŦŀǳƭǘ ǎŜǘ ǘƻ ǘƘŜ ǾŀƭǳŜ άтнέΦ ¢ƘŜ ƭŀǘǘŜǊ 
ƳŜŀƴǎ άтн ƘƻǳǊǎέΦ ¢Ƙŀǘ ƴǳƳōŜǊ ƛǎ ŘŜŎǊŜŀǎŜŘ ōȅ м ŜǾŜǊȅ ƘƻǳǊΣ ǳƴǘƛƭ ƛǘ ǊŜŀŎƘŜǎ лΦ ²ƘŜƴ ǘƘŜ 
microcontroller meets the value 0, it starts polling round again. From the UML diagram it is more 

than clear that no sensor can trigger the system at the same time with any other(s) sensor(s). 

 
Figure 8 The UML diagram of the DSS (Decision Support System) proposed in the current chapter. 

 

1.6 Savitzky-Golay Filtering 
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Lƴ ƻǊŘŜǊ ǘƻ ǎƻƳŜƘƻǿ ƎŜǘ ǎƛƎƴŀƭǎ ŎƻƴŎŜǊƴƛƴƎ ǎƻƛƭ ƳƻƛǎǘǳǊŜ ǾŀƭǳŜǎ ǿƛǘƘƻǳǘ άǎǇƛƪŜǎέΣ ǎƻ ǘƘŀǘ ōŜ Ŝŀǎȅ 
to identify the thresholds (upper and lower), Savitzky and Golay filtering  [46] was used. There 
was use of p-degree polynomial for every continuous subset of 2m + 1 points, with Ǉ Җ нƳΦ 
Knowing that 0-th differentiation stands for smoothing and d-th belongs into the range 0 to p. The 
latter exists in the mean point of the starting data and extracting the fitted polynomial that 
undergo differentiation. Then, polynomials regarding least-squares can be implemented by 
convoluting the data in the input. The last occurs by using a 2m + 1 digital filter. The coefficients 
of the convolution can be gained for any differentiation order, meaning all points in data and any 
degree of the related polynomial [46]. The negative issue, is that the latter does not exist for even 
amount of data. It exists for odd values only. In the related device that the current chapter is 
analyzing, Savitzky-Golay filtering has been applied in soil moisture measurements so that it could 
be easier to identify where to put the limits that irrigation is enabled or disabled. For instance, as 
the Figure 9 depicts, when soil moisture value exceeds 280, the plant should be irrigated. 

 

 
Figure 9 Indirect soil moisture from A/D converter raw values of the Arduino filtered with Savitzky-Golay filter in 

order to have an overall clearer picture of where the actual thresholds start and at which point, they end. 

1.7 Introduction to RNN-LSTM neural networks 
 
In [47] the researchers make an exhaustive analysis on the theory behind RNN-LSTM neural 
networks.  

 

1.7.1 Recurrent Neural Network model 
 
In the RNN neural networks, every neuron consists a processing unit which is attached to the 
output of its node at the input. Each neuron applies an activation function, before the output 
takes place. The neural networks because of the latter have the capability to construct nonlinear 
relationships. But the generalized neural model is not able to simulate the time parameter. All the 
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datapoints are constructed from fixed-length vectors. And when strong correlation takes place 
via the input phasor, the model can diminish the consequences of the processing. Recurrent 
Neural Networks (RNN) have the ability of modelling time. The definite time cannot take place 
into the output only, but can appear in the next time step layer, which is hidden, by putting time 
points coming from the hidden layer as well as the hidden feedback connection. 
 
The mainstream neural network does not bring any middle layer of the process. The specialized 
input x0, x1, x2Σ ΧΣ Ȅt, after the process of neurons there will be a related output h0, h1, h2Σ ΧΣ Ƙt. In 
every training, there is no need from transfer of information between the neurons. The difference 
between RNNs and common (mainstream) neural networks, is the fact that in each training for 
the RNN, neurons need to bring some information.  
 
The essential structure of the RNN is depicted in Figure 10. And in Figure 11, someone can see 
the deeper analysis. Someone can see that A stands for the hidden layer, xi is the input vector and 
ht stands for the output of the hidden layer. 

 

 
Figure 10 RNN basic model. 

 

As someone can see in Figure 11, the output of every hidden stage is fed as input to the following 
layer.  
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Figure 11 RNN expanded model. 

 

1.7.2 Long Short-Term Memory Module 
 
Although RNNs can handle non-linear time series, there are issues concerning gradient when 
training long time lags, which are basic in time-series forecasting. RNNs face also issues with 
predetermined time lags in order to identify temporal sequence computation and find the most 
capable time window size automatically. Thus, in order to excel such kind of issues that RNN face, 
LSTM-RNN were invented [48]. 
 
As it occurs with RNN, LSTM is also a memory module. It consists of 4 different essential units as 
it is depicted in Figure 12and Figure 13. These are the following: 

i. an input gate 
ii. a neuron with a feedback connection  
iii. a forget gate 
iv. an output gate 

 
 

 
Figure 12 This image depicts the expanded single node of the RNN. 
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Figure 13 This image depicts the LSTMs cells. As it is obvious, each LSTM cell contains four layers that interact. 

 
The three nonlinear gates depicted in Figure 14 are the unit that realizes the summation. The 
latter is responsible for controlling the inside and outside transmission of the information either 
through activation modules via the operation of multiplication. The multiplication exists at every 
input and output cell by their related ƎŀǘŜǎΦ ¢ƘŜ ŦƻǊƎŜǘ ƎŀǘŜ ƳǳƭǘƛǇƭƛŜǎ ǘƘŜ ƳŜƳƻǊȅ ŎŜƭƭΩǎ ŦŜŜŘōŀŎƪ 
connection and lets the cell either forget or remember its previous state. That occurs via the 
realization of the sigmoid activation function. The ft  activation function gate is assumed to be a 
logistic sigmoid, so that gate activation belongs to the range 0 (stands for gate close) to 1 (stands 
for gate open). The tanh or logistic sigmoid lets the output activation function, Ot, in order to excel 
the vanishing gradient issue. Its second derivative can be maintained for a long range before 
resulting to zero. Further growth is needed, which is based into a different problem statement. 
The weights connect the cell to the various gates, as is depicted in Figure 14. 
 

 

 
Figure 14 Representation of the LSTM memory block, which consists of one cell with 3 gated layers [48]. 

More increase is feasible that is based on the different problem statement. The various weights 
connect to the gates, as it is depicted in Figure 14. The rest connections are without weight. The 
memory module links the rest of the network via output gate multiplication. 
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The model input is given by the formula: 
 

ὼ ὼȟȣȟὼȟȣȟὼ  

 
And the output sequence is given by the following formula: 
 

ώ ὼȟȣȟὼȟȣȟὼ  

 
where t stands for the prediction and ǘΩ stands for the next time step prediction. The x can be seen 
as a historical input data, and y as a single lag in period series. Both the latter in the case that low-
flow takes place. The main target of LSTM-RNN is to forecast low-flow discharge in the following 
step based on the former data. All these are calculated from the following equations: 
 

Ὥ „ὡ Ͻὼ  ὡ ϽὬ ὡ ὧ ὦ  
 

Ὢ „ὡ Ͻὼ ὡ ϽὬ ὡ Ͻὧ ὦ  

 

ὧ  ὪϽὧ ὭϽὫὡ Ͻὼ ὡ ϽὬ ὦ  

 

έ „ὡ Ͻὼ ὡ ϽὬ ὡ Ͻὧ ὦ  

 

Ὤ  έϽὬὧ  

 

ώ  ὡ ϽὬ ὦ 

 
Where ̀  stands for the sigmoid function. The memory is schemed in a box and contains an input 

gate, an output gate and the forget gate. They are given by the following: it, ot, ft. The symbols ct 

and ht stand for the cell and memory block. The symbols W and b represent the weight and bias 
vectors respectively, in order to generate a linkage between the output layer and memory block. 
 

1.8 Forecasting basil pot conditions using RNN-LSTM 
 
The proposed device of the current chapter elaborates on an RNN-LSTM neural network, where 
the code is written in python. It can output forecasts for air temperature, air humidity, UV 
radiance and soil moisture. As it is depicted in Figure 15, Figure 16, Figure 17, Figure 18, someone 
can observe the actual values, the prediction on trained data and the prediction on tested data. 
The different datasets are colored as following: red color indicates the real measurements, blue 
color indicates prediction on trained data, and finally green color indicates prediction on tested 
data. The dataset used consisted of 20.000 measurements and 400 epochs for training. This model 
can be used aiming at forecasting the soil moisture of basil pot and estimate if it needs irrigation. 
The rest of the parameters such as air temperature, relative humidity and UV radiance can be 
used secondarily in order for the user to decide when to irrigate in the future. The prediction on 
the unseen (tested) data is very accurate, thus the small error as it is presented in the following 
Figure 15, Figure 16, Figure 17, Figure 18. The ML model gets an input of time-series and it is able 
to decide, or better, to forecast when it is the appropriate time to irrigate. The ML model identify 
the pattern and then can easily forecast. What is new about the current infrastructure is that it 
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can successfully forecast the various conditions and it is able to decide when to irrigate saving 
water resources and not spending them when it is not needed.  

 

 
Figure 15 UV radiance data-logging with 1 minute frequency and 20.000 

values in total. The actual (initial) dataset is colored with red, predictions on 
trained (known) data are colored with blue color and predictions on unseen 

(unknown) data are colored with green. 

 
Figure 16  Indirect soil moisture data-logging with 1 minute frequency 

and 20.000 values in total. These are raw values coming from the A/D 
converter of the Arduino. The actual (initial) dataset is colored with red, 

predictions on trained (known) data are colored with blue color and 
predictions on unseen (unknown) data are colored with green. 

  

 
Figure 17 Relative Humidity data-logging with 1 minute frequency and 

20.000 values in total.  

 
Figure 18 Temperature data-logging with 1 minute frequency and 

20.000 values in total.  

 
The building of Machine Learning models leads to identify if they work correctly and accurate. In 
order to understand the previous, specific metrics should be provided. For this reason, seven 
metrics were calculated:  

¶ Root Mean Square Error (RMSE)  

¶ Mean Square Error (MSE)  

¶ Mean Absolute Error (MAE) 

¶ Squared (R2) 
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¶ Correlation Coefficient (CC)  

¶ Relative Absolute Error (RAE) 

¶ Root Relative Absolute Error (RRSE) 
 
More analytically, RMSE is connected to the SD (standard deviation) of variations or divergences 
between the forecasted values and the values that were measured. MSE can be considered the 
same rationale as RMSE without the squaring. MAE is related to the absolute values, differing 
between forecasted and measured values when best try takes place, without considering the sign 
of the values, but estimating the prediction error series. R2 outputs (shows) the reliability of the 
regression algorithm, aiming at making easier the changed values. As far as CC is concerned, it 
evaluates how accurate is the ML model, by remaking the outputs used in experiment. RAE is 
about dividing the whole absolute error with the whole absolute error of the main indicator. RRSE 
squares the RSE, and more specifically it provides normalization of the whole squared error 
through the division with RSE total square error. 

 
 

 RMSE MSE MAE R2 CC 
RAE 

(%) RRSE (%) 

Humidity 0.82 0.68 0.45 0.99 1.00 0.06 0.08 

Soil_moisture 1.75 3.07 0.79 1.00 1.00 0.04 0.07 

Temperature 0.16 0.02 0.06 1.00 1.00 0.03 0.07 

UV radiance 3.68 13.55 0.24 0.91 0.95 0.04 0.31 
Table 3 Metrics related to performance for sensors reading evaluation targeting training part. 

 

 RMSE MSE MAE R2 CC 
RAE 

(%) 
RRSE 
(%) 

Humidity 1.43 2.04 0.69 0.99 0.99 0.07 0.11  

Soil_moisture 3.09 9.57 1.98 0.99 1.00 0.08 0.11 

Temperature 0.42 0.17 0.27 0.97 0.99 0.17 0.18 

UV radiance 13.95 194.49 2.2 0.95 0.98 0.09 0.22 
Table 4 Metrics related to performance for sensors reading evaluation targeting testing part. 

During the testing and training periods, metrics calculation took place. The results are depicted in 
Table 3 and Table 4. Both Tables show the 4 parameters sensed by the sensors: humidity, soil 
moisture, temperature and UV light. The values depicted are not high, so, for instance, MAE takes 
values ranging from 0.06, concerning temperature MAE, to 0.79, concerning soil moisture MAE, 
on the training part. As far as the testing part is concerned, the values start from 0.69 for 
temperature MAE to 2.2 for UV light MAE. As it is obvious, the smaller the value of MAE is, the 
more well the ML model operates.  Analysing the CC metric, it takes a minimum value of 0.91 to 
a maximum value of 1.00 for any parameter, both for training and testing measurements, 
something that indicates a high correlation between real and predicted values. R2 shows the same 
correlation as occurs with CC. The RRSE takes the value of 0.17 in average in the range of 
estimations. It is also obvious that RMSE and MSE are low for the following parameters: soil 
moisture, humidity and temperature, but not on UV light, which are high on both periods (testing 
ŀƴŘ ǘǊŀƛƴƛƴƎύΦ ¢ƘŜ ǊŜŀǎƻƴ ŦƻǊ ǘƘŜ ƭŀǘǘŜǊ ƛǎ ǘƘŜ άǎǇƛƪŜǎέ ǘƘŀǘ ŜȄƛǎǘ ƛƴ ǘƘŜ ƳŜŀǎǳǊŜŘ ǾŀƭǳŜǎΦ 
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In order to identify how good or bad the RNN-LSTM used on forecasting time-series: it is very 
crucial to use loss functions. These functions are depicted in Figure 19, Figure 20, Figure 21. Figure 
19 demonstrates the loss on relative humidity dataset, Figure 20 depicts the soil moisture loss 
function and Figure 21 shows the temperature loss.  Orange color is used to display validation loss 
and blue is used for train loss. The training procedure had the following configurations: ADAM 
(Adaptive Moment Estimation) optimizer, 400 epochs, with 0.1 Dropout. What someone can 
understand from the curve shape is that the used ML model works really well. 
 

 
Figure 19 Relative Humidity Loss function operating for 400 epochs training, both for validation (with orange color) 

and test (with blue color) values. 
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Figure 20 Soil Moisture Loss function operating for 400 epochs training, both for validation (with orange color) and 

test (with blue color) values. 

 
 

 
Figure 21 Temperature function operating for 400 epochs training, both for validation (with orange color) and test 

(with blue color) values. 
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1.9 Issues related to power consumption, control and monitoring 
 
The main issue when using IoT devices is the energy consumption. The idea is that such type of 
devices or modules have to communicate with micro-controllers with reduced battery, CPU, 
bandwidth resources, so it is very critical to use the right modules to have long time of operation 
with long-lasting batteries. Below there is the analysis of the IoT device, concerning issues like 
energy consumption, control and monitoring. 
 
The experiment with the basil pot took 2 weeks, continues operation 24/7. Below in Figure 22, 
Figure 23, someone can see how the power consumption was allocated throughout the 
experiment. In Figure 22, it is depicted the power consumption with 1 hour frequency. So, the 
data were gathered every 1 hour. In Figure 23, someone can see how the power consumption 
was allocated with frequency sampling equals to 1 minute. The power consumption ranges from 
утр Ƴ²ŀǘǘǎ ǘƻ фрл Ƴ²ŀǘǘǎ ŀǇǇǊƻȄƛƳŀǘŜƭȅΦ ¢ƘŜǊŜ ŀǊŜ ǎƻƳŜ ƛƴǘŜƴǎŜ ƳƛƴƛƳŀ όάƴŜƎŀǘƛǾŜ ǎǇƛƪŜǎέύΣ 
indicating that at these timestamps maybe there is less information sent from the Arduino on the 
basil pot to the Raspberry Pi aggregator. The result is smaller messages, so less power used by the 
Zigbee modules. 
 

 
Figure 22 Power consumption of the completed circuit, measured in 

mWatts, with 1 hour sampling frequency. 

 
Figure 23 Power consumption of the completed circuit, measured in 

mWatts, with 1 minute sampling frequency. 
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Figure 24 In the picture someone can see how is a signal (message) that is sent from the Arduino (existing in the basil 
pot) to the Raspberry Pi, via Xbee Zigbee is viewed under the oscilloscope. The current needed from the Xbee Zigbee 

module is around 40 mA, according the manufacturer9. The whole device operates at 5 Volts, which results in a power 
consumption of P = V * I = 5 * 40 mA = 200 mW on peak of the signal.  

In order to estimate power consumption, an oscilloscope was used. One of the 2 Zigbees was 
connected to the oscilloscope, while messages were sent from the Arduino to the Raspberry.  One 
such power imprint is depicted in Figure 24. The parameters seen are the following: Ts = 2 ms/DIV 
(Division) and V = 5 Volts/DIV. The peak consumption can be calculated from the well-known 
formula: P = V * I = 5 * 40 = 200 mWatt approximately. If there is need to calculate the energy 
consumption in Joules, there are more that should consider, such as the duty cycle, and using Ts 
and P someone can easily calculate the energy. 
 
For the energy consumption research on the wireless modules used on the current area, an 
extensive analysis takes place. For that reason, 10 different modules were tested in the Lab10. The 
10 different Schemes are depicted in Table 5. They use the same sensors as they are displayed in 
the table, but different wireless modules and 2 different micro-processing modules. Scheme 1, 
uses 2 soil moistures sensors, drawing 4.8 mA each one, a humidity/temperature sensor and a UV 
light sensor, one Arduino MEGA 2560 R3 for processing all the data from the sensors and one 
Xbee Zigbee S2 module for the Tx/Rx of the data. From measurements on the modules, the 
current draw was 164.3 mA. Scheme 2 contains the same modules as the Scheme 1 but as a radio 
module instead of Xbee Zigbee S2, it uses the famous SIM900 GPRS module, with the whole 
current draw of the Scheme to be 433.30 mA. Scheme 3 used the same modules as Scheme 1 with 
different radio module, so, it uses SIM7600E 4G modem, and the measured current draw was 
747.3 mA. Comparing those 3 schemes it is obvious that GSM modem need more current. 
Continuing with Scheme 4, it uses the same elements as Scheme 1, but different wireless module: 
instead of the Xbee Zigbee, it uses LoRa radio module at +13 dBm, with needed current measured 
at 174.3 mA. The same scheme as the Scheme 4, with more an amplified LoRa module at +20 dBm 
is used form Scheme 5 and it needs 275.3 mA.  Schemes 6, 7, 8, 9, 10 are identical to Scheme 1, 
2, 3, 4, 5, but instead of Arduino as the main processing micro-controller they use the Raspberry 

 
9 https://www.adafruit.com/product/968   
10 The experiments have taken place in the (AIL) Ambient Intelligence Laboratory of the School of Electrical and 

Computer Engineering of the National Technical University of Athens in Greece. 
 

https://www.adafruit.com/product/968
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Pi 4B without any fan on it. The results were measured as follows: Scheme 6 needs 345.3 mA 
current, Scheme 7 needs 614.3 mA current, Scheme 8 needs 928.3 mA current, Scheme 9 needs 
355.3 mA current and Scheme 10 needs 456.3 mA current.  As someone can understand, Scheme 
1 is the least power-hungry circuit needing only 821.5 mWatts, whereas Scheme 8 is the most 
power-hungry circuit needing 4641.5 mWatts. All these are depicted in Table 5. 
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Soil moisture sensor 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 4.8 

DHT22 sensor 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 1.4 

VEML6070 UV sensor 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 3.3 

Arduino MEGA2560 R3 (measured 
without pins used) 

109 109 109 109 109           

Xbee Zigbee 41         41         

SIM900 GPRS (EGSM 900) mean of 
(PCL=5) 

  310         310       

SIM7600E 4G (20Mbps)     624         624     

Adafruit RFM96W LoRa Radio (+13 dBm)       51         51   

Adafruit RFM96W LoRa Radio (+20dBm)         152         152 

Raspberry Pi 4B           290 290 290 290 290 

TOTAL current consumption (mA) 164.3 433.30 747.3 174.3 275.3 345.3 614.3 928.3 355.3 456.3 

VCC (Volts) 5 5 5 5 5 5 5 5 5 5 

Power consumption (in mWatts) 821.5 2166.5 3736.5 871.5 1376.5 1726.5 3071.5 4641.5 1776.5 2281.5 

Table 5 View of the various Schemes, their connected sensors, their micro-controllers or microprocessors, and their 
different power consumption (in mWatts). 

According to research papers that are referred below, the Table 5 is verified. More specifically in 
a study by [11] they used a GPRS modem for data communication that needs 200 mA current and 
it is more than the Xbee Zigbee used in the current chapter, which needs 41 mA. In another study 
[12] the authors support that the Rx/Tx modules that consume the least power are BLE and 
Zigbee. Indeed, BLE is even more less power consuming than Zigbee, however, the distance a BLE 
covers is about 10 meters. Zigbees can reach 120 meters at LOS (Line-Of-Sight). Authors of 
another study [49] they use WiFi modules to transmit data from IoT agriculture-based devices to 
the (Rajkumar et. al., 2017) Cloud, consuming between 1150 mWatts to 1300 mWatts, far more 
than the device of the current chapter, which uses about 821.5 mWatts, as shown in Table 5. 
Lastly, in another research [13] they claim that Zigbee modules for transmitting/receiving wireless 
data need low current. 
 

 

1.10 Conclusions 
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The current chapter presented a novel device related to smart irrigation mechanism that was 
based on IoT rationale, such as Arduino module, as the main processing unit, different sensors 
attached to it, Zigbee wireless module for the communication with the data logging device 
(Raspberry Pi 4B). The outcomes of the performance are quite satisfying due to the fact that the 
total mechanism construction was very straight forward and the real-time results of the devices, 
as well as their computation needed low resources in order to trigger end-users being aware of 
compact status/condition data and references. The irrigation process has been proposed in order 
to let the users change to their needs the wished operation frequency based on the crop needs 
for water. An RNN-LSTM Machine Learning scheme was proposed that can make forecasts related 
to UV radiance, temperature, relative humidity and moisture in soil, in order to help the DSS 
(Decision Support System). The new added value of the current chapter is the lightweightness of 
the current mechanism, which is easy to build and change its parameters, it shows low power 
consumption, and the significant high accuracy of the RNN-LSTM scheme. 
 
We have started working on a mechanism for maize farms in Northern Greece, where an AI 
(Artificial Intelligence)-enabled DSS that takes as input not only data from the various sensors that 
they were described before, but also data from UAV/drone/satellite images. The target of that 
scheme is to mitigate the water usage, while at the same time preserving the health of the plants. 
 
Moreover, there is an effort to combine UAV and satellite images as inputs, in order to process 
RNN-LSTM algorithms targeting on delivering better quality irrigation related forecasts, and be 
more accurate on how much water is needed in the plants. The whole mechanism is planned to 
be waterproof, thus being an advantage, since all the previous described devices are not. Finally, 
the device will be supplied by solar panels in addiction to batteries, so they will be working on any 
weather conditions. 
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Chapter 2: Plant diseases 
identification using Single Board 
Computers (CPU, GPU, TPU) and 
Machine Learning models 
 
2.1 Introduction 
 
The basic issue that the current chapter elaborates on is the image processing with the related 
classification of images with leaves, according to whether they are diseased or healthy. In order 
to extend a previous classification dataset consisted of 10- 15 classes, it was decided to realize 
the problem with 33 classes for the processed leaves, with an effort not to destroy the accuracy 
of the model. The used dataset was gathered from a publicly available repository11. The dataset 
used lacked balance considering the number of the images. So, pre-processing took place, in order 
to calculate the initial number of images. The number of images in the class was 152. In every 
class were kept 3 * min = 456 images, while some classes had more than 1000 images, that would 
have negative effects on the accuracy of the model, since the learning phase would be grounded 
on them. The pre-processing was realized in the Cloud via the auxiliary use of Google Drive. The 
training of the whole scheme was implemented on Google Colab, a tool that makes good use of 
GPU and TPU architecture, in order to accelerate Machine Learning code, written in python 
programming language. Then the trained model was uploaded to Single Board Computers in order 
to implement the prediction on unseen (new) images.  Machine Learning algorithms were 
executed in Single Board Computers, such as: Raspberry Pi 3B+, Raspberry Pi 4B, NVIDIA Jetson 
Nano, Google Coral TPU Edge Dev Board, which all of them belong to the IoT technology. The aim 
was to produce a model using as less as possible resources, such as low RAM, and decreased CPU 
power. The pictures were loaded every time in ML model and a random filtering was implemented 
on them in order to change various parameters such as the range of colour: in a range 0-255 value, 
brightness, zoom, etc. The idea on these processes is to have as more realistic dataset as it can 
be, because the pictures that would be fed by the user will not be in perfect condition, and so the 
ML model should take those imperfections in consideration. So, the model should handle cases 
where the picture is rotated or not, do not have the suitable lighting, etc. In IoT devices it is very 
crucial to consume as little energy as possible, because there are power constraints, especially if 
the SBC operates with the support of a battery along with a solar panel, or a small wind generator. 
Apart from metrics concerning RAM, CPU, temperature, time, other measurements took place 
concerning energy consumption. The latter was implemented with a special measuring device 
that was constructed in the lab12. The device data-logged voltage (in Volts), current (in milli 
Amperes) and power (in milli Watts) of the load. 
 

 
11 https://github.com/spMohanty/PlantVillage-Dataset  
12 Ambient Intelligence Laboratory, National Technical University of Athens 

https://github.com/spMohanty/PlantVillage-Dataset
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2.2 Related state-of-the-art 
 

2.2.1 Machine Learning models used in the agri field 

 
The current sub-section demonstrates the various research papers on Machine Learning models 
in the agriculture field, and it is not limited to devices consuming low-power. 

 
In [50], the authors present a device they have built consisting of the following components: DH 
sensor, in order to capture humidity and temperature, LDR (Light Dependent Resistors) for 
measuring light, soil moisture sensors and the famous NodeMCU for wireless communication. 
Concerning the software, it included Firebase, Jupyter Notebook, python 3.5+ programming, a 
text editor (atom sublime), Flutter framework and dart language, Ngrok localhost webhook tool 
for developing and the well-known Arduino IDE. The core of the mechanism is an Intel R CoreTM 
i5 processor 8300H clocked at 2.60 GHz/2.80 GHz (1 socket, 4 cores, 2 threads per core), which 
uses 8GB DDR4 RAM and 2 GPUs interchangeably: HD (High Definition) graphics 630 or NVIDIA 
GeForce. The rationale of their scheme is that the API URL (Uniform Resource Locator) is sent to 
the ngrok, and the output is sent to the app in a JSON (JavaScript Object Notation) structure. The 
API is linked with label files that contain the diseases, the image converter, the CNN algorithm, 
which the users use in order to communicate with the app. More specifically the model proposed 
is consisted of the following parts: 
 
1. The first one is the REST API, which mainly includes: the dataset with the plant leaves, the 

CNN algorithm, and the Django REST tool in order to construct the API. The authors made 
use of more than 9.000 images/10 plants leaves/13 sections. They used 200 images per 
category for training their CNN model and the rest 700+ images for testing their CNN model. 

2. The second part, stands for the flutter construction of the application and the connection 
with the customized REST API. It is consisted of two parts: (1) the design of the APP and (2) 
the linkage of API with the APP. 

3. The third part is connected to the field monitoring. 
 
As they describe in their research, their ŀǇǇƭƛŎŀǘƛƻƴ ōǊƛƴƎǎ ул҈ ŀŎŎǳǊŀŎȅ ŦƻǊ мл ǎŀƳǇƭŜǎ ƻŦ άǇƻǘŀǘƻ 
ŜŀǊƭȅ ōǊƛƎƘǘέ ŀƴŘ ул҈ ŀŎŎǳǊŀŎȅ ŦƻǊ мр ǎŀƳǇƭŜǎ ƻŦ ǘƘŜ ά¢ƻƳŀǘƻ ȅŜƭƭƻǿ [ŜŀŦ ŎǳǊƭ ǾƛǊǳǎέΣ ŦƻǊ мл 
ǎŀƳǇƭŜǎ ƻŦ ǘƘŜ ά!ǇǇƭŜ ōƭŀŎƪ Ǌƻǘέ ŘƛǎŜŀǎŜΣ ŦƻǊ мл ǎŀƳǇƭŜǎ ƻŦ ǘƘŜ άDǊŀǇŜ .ƭŀŎƪ aŜŀǎƭŜǎέΦ Lǘ ƻǳǘǇǳǘǎ 
outstanŘƛƴƎ ǊŜǎǳƭǘǎ ŦƻǊ ǘƘŜ мр ǎŀƳǇƭŜǎ ƻŦ ǘƘŜ ά/ƻǊƴ ŎƻƳƳƻƴ Ǌǳǎǘέ ǿƘŜǊŜ ƛǘ Ƙƛǘǎ фоΦоо҈ ŀŎŎǳǊŀŎȅΦ 
 
In another case [51] the authors have constructed a device which contained the following parts: 
soil moisture sensors, module for sensing humidity, module for sensing temperature, a water 
sensor that can be placed either to water tank or into pesticide tank, a driver for DC motors, a DC 
motor and a robot mechanism. A relay driver with a relay communicates with a sprinkler device. 
All those parts, that described above, exchange data with a Raspberry Pi, that is linked to an 
Android application. So, their mechanism works as following: an image depicting a disease is 
selected, and it is shown in the APP. The APP is built using python programming language. If the 
farmers identify a disease, they give signal to the sprinkler device in order to spray pesticides or 
fertilizers and also water. Their device makes use of single pole relay for enabling/disabling the 
various devices. A module that senses water level is used by the farmers. The following sensors 
are used: LM35 (temperature), DHT-22(humidity), water sensor, moisture sensor. The sequence 
they use in order to identify a disease is like this: 
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a) Image obtainment 
b) Pre-processing 
c) Segmentation 
d) Extraction of various features 
e) Classification  
 
The researchers used 900 images containing cotton leaves. They separated them into 629 for 
ǘǊŀƛƴƛƴƎ ǇŜǊƛƻŘ ŀƴŘ нтм ƛƳŀƎŜǎ ŦƻǊ ǘŜǎǘƛƴƎ ǇŜǊƛƻŘΦ CƻǊ ǘƘŜ ŘƛǎŜŀǎŜ ά.acterial .ƭƛƎƘǘέ ǘƘŜȅ Ƙƛǘ 
ŀŎŎǳǊŀŎȅ ƻŦ урΦуф҈Σ ŦƻǊ ά!ƭǘŜǊƴŀǊƛŀέ ŘƛǎŜŀǎŜ ǘƘŜȅ Ƙƛǘ упΦсм҈ ŀŎŎǳǊŀŎȅΣ ŦƻǊ ά/ŜǊŜǎǇƻǊŀέ ǘƘŜȅ Ƙƛǘ 
унΦфт҈ ŀŎŎǳǊŀŎȅΣ ŦƻǊ άDǊŜȅ aƛƭŘŜǿέ ǘƘŜȅ ǊŜŀŎƘŜŘ уоΦту҈ ŀŎŎǳǊŀŎȅΣ ŦƻǊ άCǳǎŀǊƛǳƳ ²ƛƭǘέ ǘƘŜȅ 
ǊŜŀŎƘŜŘ унΦор҈ ŀŎŎǳǊŀŎȅ ŀƴŘ Ŧƛƴŀƭƭȅ ŦƻǊ άIŜŀƭǘƘȅ ƭŜŀŦέ ǘƘŜȅ ŀŎƘƛŜǾŜŘ ул҈ ŀŎŎǳǊŀŎȅΦ 
 
In [52] the authors make use of the famous Resnet-рл ƴŜǳǊŀƭ ƴŜǘǿƻǊƪΦ ¢ƘŜ ƭŜŀǾŜǎΩ ŘƛǎŜŀǎŜ 
position was extracted via the use of Convolution layers. So, the disease classification was 
indicated by iterative learning. In order not to face overfitting, they used random data increment. 
A Leaky-ReLU function with a 11 x 11 size kernel was used, aiming to the network change. That 
selection enhances the network ability to indicate features with details and enhance the receptive 
phase. The authors reached a rise of 2.3% in the testing phase during the performance of the 
network. They used 3000 images of the three most common leaf diseases in their experiments, 
these are: a) yellow leaf curl, b) Spot blight, c) Late blight. The ratio on training and testing period 
was 9:1, so in absolute numbers: 2700 images for training and 300 for testing. Images were stored 
and classified in folder, where each folder had a relation with the name of the disease, so there 
was a label for each category. Resnet-50 was compared with many activation functions and 
convolution kernel sizes. Adam optimizer was used with 0.00001 weight decay. Twenty iterations 
took place for training results the model was stored every 100 iterations. Ubuntu 16.04 OS was 
used with an NVIDIA RTX2060 GPU for training, and tensorflow package in python programming 
language. Below are represented the results of their experiments: 
i. Training accuracy hit 97.7% and testing accuracy reached 95.7% on a 7 x 7 ReLU, in 51 

minutes. 
ii. Training accuracy hit 98.1% and testing accuracy reached 97.3% on a 7 x7 L-ReU, in 53 

minutes. 
iii. Training accuracy gave 98.3% and testing accuracy reached 98.3% on a L-ReLU, in 54 minutes.  
 
In [53] the authors propose a scheme for identifying apple leaf disease. Images of apple leaf were 
Ǉǳǘ ƛƴ ǎŜŎǘƛƻƴǎΣ ōȅ ŦƛǊǎǘƭȅ ǎƘŀŘƛƴƎ ǘƘŜ ŀǇǇƭŜǎΩ ƎǊŜŜƴ ǎŜŎǘƛƻƴǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ǎŜŎǘƛƻƴΣ 
and only capture the areas of the pictures that contain the apple leaf. The spots include certain 
colors and special textures characteristics according to the various diseases. The authors followed 
the below steps: 
i. They bring threshold division, and they delete the background. 
ii. They delete the green color mask in order to collect the diseased leaves. 
iii. They compute both the color instantaneous feature of the grayscale instance matrix and the 

textures. 
iv. They make use of SVM (Support Vector Machine) neural networks for training the model. 
v. They continue the computation with the last image and assess it by using SVM models. 
The authors used images of apple leaves coming from four categories, three of them were 
diseased leaves and one category included healthy leaves, so, a sum of 2700 images. More 
ŀƴŀƭȅǘƛŎŀƭƭȅΣ оул ƛƳŀƎŜǎ ŘŜǇƛŎǘŜŘ ǾŀǊƛŀƴǘǎ ƻŦ άōƭŀŎƪ ǎǘŀǊ ŘƛǎŜŀǎŜέΣ мул ƛƳŀƎŜǎ ŎŀǊǊȅƛƴƎ άŎŜŘŀǊ 
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ǊǳǎǘέΣ пнт ƛƳŀƎŜǎ ǊŜƭŀǘŜŘ ǘƻ άƎǊŜȅ ǎǇƻǘέ ŀƴŘ ммур ƛƳŀƎŜǎ ŘŜǇƛŎǘƛƴƎ ƘŜŀƭǘƘȅ ƭŜŀǾŜǎΦ  !ƭƭ ǘƘŜ 
experiments were made on Intel i5-8265U CPU clocked at 3.00 GHz, incorporating 8GB RAM and 
Windows 10, 64-bit, through the use of Python programming language and more specifically the 
3.6.8 edition. In order to accomplish image processing (recognition) the researchers used 
Tensorflow v.1.12.0 executing the code in an NVIDIA GeForce GTX 1050Ti 3GB GPU. They used 
the free open-source and well-ƪƴƻǿƴ άtƭŀƴǘ ±ƛƭƭŀƎŜέ Řŀǘŀset. They separated the dataset into the 
healthy ones (1185 pictures) and the diseased ones (987 pictures). They kept a 6/4 ratio in 
training/testing part something that is analysed in 1276 images (60%) for the training phase and 
850 images (40%) for the testing phase. An accuracy of 90% was reached via the use of SVM model 
and image segmentation. They made use of ResNet-18 and ResNet-34 for both training and 
classification aiming at making the ML model sturdier. Thus, the model increases its accuracy to 
99% in ResNet-18 and 97% in ResNet-34.  
 

2.2.2 Single Board Computers executing CNN ML code 

 
In the current sub-section, there are examples of CNN algorithms executed on SBCs, which are 
not bounded only in agriculture sector. The rationale is to present experiments from the literature 
that use CNNs executed on limited resources IoT devices, and as a result the reader gets informed 
of how the CNNs behave on various domains in devices such as Raspberry Pi, NVIDIA Jetson Nano, 
NVIDIA Jetson TX2 and other devices. As a result, the current section analyses the execution of 
CNNs on SBCs in general and gives a feeling to the reader of the accuracy and configurations made 
in various fields accomplished by the various researchers.  
 
In [54] the authors show performances of SBCs in NVIDIA Jetson Nano, NVIDIA Jetson TX2 and 
Raspberry Pi 4, through the exploit of a CNN model which was made by the contrast of fashion 
product images. 2D CNN model was developed so that they could classify 13 different fashion 
objects in tests. Their dataset contained 45K images. Various parameters targeting performance 
analysis was gathered as consumption in GPU, CPU, RAM, power, accuracy and cost also. Dataset 
was organized to parts of 5K, 10K, 20K, 30K and 45K for training and testing periods in order to 
demonstrate the differences of each Single Board Computer. They resolved the performance of 
each embedded SBC scheme in low power with limited resources hardware devices. More 
precisely, as they state, they reached 97,8% with a 45K dataset on the Jetson TX2. 
 
In [55] the authors present a low-power CNN model so that they can accelerate tasks of edge 
inference of RTC systems, where all the operations take place in a column-wise logic and realize 
an instant computation for inputting data in its input. They show that most calculations of CNN 
filters can be applied and terminated in multiple cycles and do not react on the total latency of 
the many calculations. They propose a multi-cycle scheme in order to implement the column-wise 
convolutional calculations in so that they can diminish the hardware resources and the energy 
harvesting of the devices. They enter a hardware architecture for multi-cycle algorithm such as 
domain-specific CNN architecture which is fulfilled in a 65nm transistor technology. They state 
that their scheme realizes up to 8,45%, 49,41% and 50,64% power reductions in algorithms such 
as LeNet, AlexNet and VGG16. Their experiments present that their approximation outputs bigger 
power mitigation for the CNN models made of greater depth, larger filters and more channels. 
 
In [56] the authors propose a real time system aiming at the surveillance via the use of Rapsberry 
Pi and CNN for recognizing faces. They use as input a dataset consisted of labels. They start by 
training the system on labeled dataset so that they can export various characteristics of the face 
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and key points of face recognition. Then it compares faces and outcomes a result based on voting. 
The classification accuracy of their mechanism is guided by the CNN algorithm and it is compared 
with the widely known HOG (Histogram of Oriented Gradient), and also the state-of-the-art face 
detection and recognition methods. Moreover, the accuracy of their mechanism is stretched in 
faces with masks or sunglasses or live videos and they assess them. They reach the following 
accuracy: 98% for VMU, 98,24% for face recognition and 95,71% in 14 celebrity datasets. The 
outcomes of the experiments present their proposed model in accurate face recognition in 
contrast to the modern identification and recognition techniques. 
 
In [57] the researchers have realized and evaluated efficiency and performance of an embedded 
scheme based on CNN algorithm on the Raspberry Pi 3. Their CNN models are in charge of 
classification of dissimilarities between many frames that include healthy and failure conditions 
in the structure. They transacted experiments and evaluated the CNN model via the use of 
piezoelectric patches linked to an aluminum plate. They managed a hit rate of around 100%. The 
latter accuracy has a great influence in the concept of CNN-centered SHM (Structural Health 
Monitoring) systems where implemented applications are wanted in order to recognize many and 
different damages in the structure, with application fields varying from aerospace structures, 
rotating mechanisms and wind generators.  
 
In [58] the researchers propose a lightweight CNN model, the WearNet, so that they can realize 
automatic scratch recognition for materials existing in metal forming. A dataset consisted of 
surfaces gathered from a cylinder-on-flat sliding tests was used so that they train the WearNet 
with appropriate configurations in learning rate, gradient algorithm and mini-batch size. An in-
depth analysis on the network results and decision offer was also recognized to show the 
proficiency of the developed WearNet. The outcome was that in contrast to existing networks, 
WearNet realized an excellent classification accuracy of 94,16% containing smaller model size and 
less time duration recognition. WearNet excelled compared to other modern networks when 
public repositories were selected for network evaluation. There were positive outputs identified 
when detecting surface scratches in the process of sheet metal forming. 
 
 

2.3 The description of the problem 
 
If the plant diseases are not detected in an early stage, there is the danger of rising in the 
production cost in agriculture [59]. This shows that a monitoring system should exist with high 
frequency in order to detect early disease signs, before the disease covers all the farm plant. It is 
ƻōǾƛƻǳǎ ǘƘŀǘ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜ ǿƘƻƭŜ ŦŀǊƳ Ǉƭŀƴǘ ƛǎ ǉǳƛǘŜ ŘƛŦŦƛŎǳƭǘΦ IƻǿŜǾŜǊΣ ǿƛǘƘ ǘƻŘŀȅΩǎ ǘŜŎƘƴƻƭƻƎȅ 
and via the use of remote monitoring and Machine Learning models it is something that can be 
realized. The current chapter examines the execution of Machine Learning algorithms for plant 
disease identification running on Single Board Computers (SBCs).  
 
Over the last few years, Artificial Intelligence has shown tremendous success with applications in 
many fields, increasing the need for data and more intelligent and complex processing algorithms. 
This phenomenon underlines the need as much efficient resources as possible, such as RAM, CPU, 
energy. As a result, Machine Learning is the capability that machines gain to process various tasks 
by deciding the output without a human interaction, based on the natural knowledge that humans 
provide them at the early stages. Artificial Intelligence provides support to many fields in order to 
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solve problems, for instance: Machine Learning, NLP (Natural Language Processing), image 
processing and many others. Machine Learning is a sub-category of Artificial Intelligence. It is 
consisted of Algorithms that can be enhanced without human intervention (automatically) based 
on experience. The current chapter delegates the case of supervised learning, where the user uses 
labels in the data that are fed into the ML model (as it will be demonstrated in a latter paragraph). 
With classification the ML model can categorize data inputs and outputs.  The proposed ML model 
checks a number of instances which are part of specific categories and makes use of known labels 
to identify in which category a recent input does belong. So, the mechanism is trained in a way to 
be able to separate features based on the training dataset, which comprises of the input data. 
Then, a validation dataset is fed to the ML model. The relation between the input data and the 
output labels is known, so the ML model is able to evaluate the learning operation.  
 
The validation part works as follows: the validation data are input to the ML model and are 
compared with the real values of the output. Next, is the learning phase where the user feeds the 
ML model with test dataset in order to have an assess of how accurate has the mechanism 
learned. In the last phase, the user covers/hides the labels from the ML model, however, the 
model classifies the input data with what it has learnt so far. At the end of the operation, it can 
calculate the number of instances that were correctly classified and thus, the model can be 
assessed for its reliability. Throughout the various experiments, Convolution Neural Networks 
(CNNs) where used, a solution for working with images and more specifically for classification 
problems. Classification is the operation of feeding the ML model with images and having it 
calculate a probability/percentage for each image to belong to each category. 
 

2.4 Proposed Solution 
 
Four different Single Board Computers were used so that they can process Machine Learning 
algorithms. These models are:  
i. Raspberry Pi 3B+ 1GB 
ii. Raspberry Pi 4B 4GB 
iii. NVIDIA Jetson Nano 
iv. Google Coral TPU Dev Board 
 
Raspberry Pi 3B+13 is a Single Board Computer which 64-bit CPU with four-cores clocked at 1.4GHz. 
It supports dual-band WIFI (2.4GHz and 5GHz), Bluetooth version 4.2 and BLE, faster Ethernet. It 
also supports PoE with separate PoE HAT (Hardware Attached on Top). It includes full-size HDMI, 
four USB version 2.0 ports and a 40-pin General Purpose Input Output header. The Raspbian OS 
that uses, is flashed in a 128 GB microSD card. The device is supplied by a 5Volts/2.4 Amperes 
power supply. Its CPU is being cooled via the use of a connected fan.  Due to the many cores of 
its CPU, the Raspberry Pi 3B+ can process jobs in parallel logic, minimizing the time of the output 
in comparison to a single-core CPU. 
 
An even more advanced version of Raspberry Pi was used, the Raspberry Pi 4B with 4G RAM14. It 
consists of a four-core processor, the Cortex-A72, an ARMv8 64-bit architecture clocked at 1.5 
GHz, with 4 GB LPDDR4 (Low-Power Double Data Rate - 4), 3200 MHz SDRAM (Synchronous 

 
13 https://static.raspberrypi.org/files/product-

briefs/200206+Raspberry+Pi+3+Model+B+plus+Product+Brief+PRINT&DIGITAL.pdf  
14 https://www.raspberrypi.org/products/  

https://static.raspberrypi.org/files/product-briefs/200206+Raspberry+Pi+3+Model+B+plus+Product+Brief+PRINT&DIGITAL.pdf
https://static.raspberrypi.org/files/product-briefs/200206+Raspberry+Pi+3+Model+B+plus+Product+Brief+PRINT&DIGITAL.pdf
https://www.raspberrypi.org/products/
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Dynamic Random-Access Memory). It uses the newest Raspbian OS in a flashed 128 GB microSD. 
It is powered by a 5 Volt/3 Amperes DC power supply via a USB-C cable. It supports both 2.4 GHz 
and 5 GHz IEEE 802.11ac WIFI, Bluetooth version 5.0, BLE protocol, a Gigabit Ethernet protocol. It 
can provide up to 4K60 output via its duo micro-HDMI. It also incorporates 2 USB version 3.0 and 
2 USB version 2.0. It encompasses the well-known 40 GPIO header and PoE. 
 
NVIDIA Jetson Nano15 has small dimensions, but a very powerful GPU, that supports parallel 
processing of multiple thread neural networks, and can be implemented in areas like object 
detection, classification of images, segmentation and sound processing (speech processing). It 
consumes 5 Watts when operating, a very suitable device for IoT experiments. The OS it uses is a 
modified version of Ubuntu 18.04 Linux, for operating specially in the NVIDIA hardware. The GPU 
it incorporates, makes it special compared to Raspberry Pi, since it is ideal for parallel execution 
of code of applications related Neural Networks. Its dimensions are bigger than the Raspberry Pi, 
more specifically: 69 mm x 45 mm, and has a heatsink and a fan in order to cool the system. It has 
a 260-pin edge connector, its CPU is clocked at 1.43 GHz, with four cores in the CPU (ARM A57), 
its GPU makes use of 128-cores Maxwell, and also the RAM is a 4 GB 64-bit LPDDR4 with 25.6 
GB/s. In order to connect with other devices, it includes many protocols and ports, such as Gigabit 
Ethernet, M.2 key E, HDMI port, 4 USB version 3.0, GPIO, I2C, I2S (Inter-IC Sound), UART, SPI (Serial 
Peripheral Interface). The whole device is powered by a 5 Volts/3 Amperes power supply. 
 
Google Edge TPU Coral Dev board 16 is a circuit dedicated to specific application, better known as 
ASIC, that stands for Application Specific Integration Circuit. It was made by Google and operated 
in cases where there is need to execute Machine Learning algorithms which are executed very 
fast, using the interface of Tensorflow lite with very low power consumption. Inference is 
characterized as the period needed for the completion of a process for provision by making use a 
trained Machine Learning model. Google Coral is a device for general-purpose processes related 
to Machine Learning code. It uses the famous Linux Mendel OS, a Debian-based Linux edition. It 
incorporates NXP I.MX 8M SoC (four-core Cortex-A53, Cortex-M4F) CPU and a GC700 Lite Graphics 
GPU, and the key processor for ML models is the Google Edge TPU coprocessor, able to provide 4 
TOPS (4 Trillion Operations Per Second), with a very low power consumption, equals to 0.5 
Watt/TOPS equivalent to 2 TOPS per Watt. A well-known example is the process of the MobileNet 
v2 at about 400 FPS (Frames Per Second)17. The device includes 1 GB LPDDR4 RAM, 8 GB eMMC, 
a microSD placket, a MIMO (Multiple-Input and Multiple-Output) 2x2 version WIFI 
(802.11b/g/n/ac) which operates on both 2.4GHz and 5 GHz bands, Bluetooth version 4.2. It 
includes a type-C OTG slot, a type-A 3.0, type-C power, micro-B serial console and port supporting 
Gigabit Ethernet. The Linux Mendel OS is flashed to a 128 GB microSD card. The whole device is 
supplied by a 5 Volts/3 Amperes power supply. 
 
As it is clear, the proposed approach does not use one SBC, but four with different main processing 
units. To be more precise, the Raspberry Pis use their CPU, the NVIDIA Jetson Nano its 128-core 
GPU and the Google Coral its TPU. Before there is the description of the experiments, it is crucial 
to analyze how the different main processing units operate. 
 

 
15 https://developer.nvidia.com/embedded/jetson-nano-developer-kit   
16 https://coral.ai/products/dev-board/  
17 https://cloud.google.com/tpu/docs/beginners-guide  

https://developer.nvidia.com/embedded/jetson-nano-developer-kit
https://coral.ai/products/dev-board/
https://cloud.google.com/tpu/docs/beginners-guide
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CPU is used for general purpose works, and it follows the von Neumann architecture, something 
that means operating with memory and software18. CPUs consist very pliant units and this is their 
huge benefit. The user can load and execute any script he wants, including various applications. 
To give an example, a CPU can process simple spreadsheets, execute code related to robots, 
purchase online goods, control engines in a rocket, classify images using an ML model and many 
more. The negative issue with every CPU is the fact the hardware on which is implemented does 
not know a priori the calculation it will come next, but as soon as it read it. The CPUs are using 
registers, also known as L1 cache, so that they can store somewhere the results related to each 
calculation. The most well-known drawback of a CPU architecture is the von Neumann bottleneck. 
A CPU makes use of its ALU (Arithmetic Logical Unit), which is part of the processor, dedicated to 
arithmetic and logic operations executed on specific words understandable by the machine 
standing off as operands19. Moreover, it includes every type of functional sections such as: 
operational logic, register for storing data and sequential logic. The ALU of a CPU includes parts 
that can maintain and manage adders and multipliers, moreover only one calculation can be 
processed every time. As a result, there is the need from the CPU to access the memory, 
something that puts bounds on the throughput and consumes considerable amount of energy. 
 
GPU is the essential mechanism in order to manage big amount of data in a computer capable of 
handling general purpose operations or scientific operations. This is a reality because of the high 
speed and performance that GPUs are encompassing in relation to huge quantity of data [60]. 
GPUs include the capability of utilizing high performance and speed in comparison to the 
mainstream CPUs, both in memory and computational perspective. The cost of GPUs has been 
decreased in a level that can be purchased by the average home user. Moreover, tools like CUDA 
have switched their goal so that they can be used in demanding computing tasks, and of course 
in applications related to general-purpose area. When the comparison between GPUs CUDA cores 
and CPUs comes in the foreground, it is well-known that GPUs can realize floating point operations 
in relationship to CPUs. As a result, GPUs can utilize very demanding parallel computations and 
ǎǳŎŎŜŜŘ ƛƴ ŀŎƘƛŜǾƛƴƎ ŦŀǊ ōŜǘǘŜǊ ǎǇŜŜŘ ŦƻǊ ŎŜǊǘŀƛƴ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŎƻƳǇŀǊŜŘ ǘƻ /t¦ǎΦ 5ŜǎƪǘƻǇǎΩ /t¦ǎ 
basic rationale is centered around MIMD logic, something that is analyzed to Multiple Instruction 
Multiple Data. This means that every core operates independently to the rest cores, moreover for 
different operations, different instructions are realized. A good approach ǘƻ ŜȄǇƭƻƛǘ Dt¦Ωǎ 
capabilities is to compile code using a programming language close to the processor, or very low-
level, as they are more widely known, such as C/C++. The famous CUDA (Compute Unified Device 
Architecture) realizes and processes, most of the times, scientific operations on the GPU. GPUs 
excel CPUs when talking about performance, since they use SIMD instead of MIMD. SIMD is the 
known Single Instruction Multiple Data. What happens in practice, is that tasks are handled by 
more cores so that they can execute floating point operations that basically guide to a rising 
performance. 

 
18 https://cloud.google.com/tpu/docs/beginners-guide  
19 https://dl.acm.org/doi/pdf/10.5555/1074100.1074135  

https://cloud.google.com/tpu/docs/beginners-guide
https://dl.acm.org/doi/pdf/10.5555/1074100.1074135
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Table 6  Comparison of the different SBCs used in the experiments20 21 22 23 24 25 26 27 28 29 30 31. 

GPUs can maintain reliable data-parallel computation when there is low latency in communication 
information but increased compute/communication ratio. In general GPU RAM is considered as 
fast element, it copies data from HDD (Hard Disk Drive) (in the current chapter the proposed 
storing device is the SD card) very quickly because their capacity is not so large. NVIDIA Jetson 
Nano makes use of 4 GB RAM, something that covers the needs of the experiments that the 
current chapter delegates. General Purpose Graphics Processing Units, better known with the 
acronym GPGPUs, can process data using parallelism, as an alternative cost-effective solution. 
NVIDIA Jetson Nano [61] can be programmed via JetPack SDK (Software Development Kit) and 
optimized libraries targeting Deep Learning, Internet of Things, computer vision and embedded 
mechanisms. Via the use of CUDA cores, the programmer can realize a very capable development 
infrastructure for applications. Jetson Nano also includes a mix of GPU/CPU hardware aiming to 
push the system the code on the CPU part and speed up the complex part of the code to the GPU 
and the CUDA. 
 
TPU is a kind of an accelerator that can be programmed. It is based on the linear algebra rationale 
that can support optimization in Machine Learning code32. This type of SBCs is not used, for 
instance, in on-line purchases, to control the engine of a rocket, or to control a robotic device, but 
is great for Machine Learning classification problems at an intense speed comparing to CPU, 
moreover, consuming less power and using constraint physical footprint. The crucial benefit of 
TPU in comparison to GPUs and CPUs, is the fact that it decreases the von Neumann bottleneck. 
The main job of a TPU module is the computation of matrices, also the rationale behind its design 
is the knowledge of each step of calculation is it can accomplish that computation. The engineers 
that designed the TPU, have input thousands of adders and multipliers and interconnect them in 
order to build a huge physical matrix via the use of the operators. This kind of architecture is 
named systolic array, and ǊŜŀƭƛȊŜǎ ǘƘŜ ŜȄŜŎǳǘƛƻƴǎ ƻŦ ǘƘŜ ƴŜǳǊŀƭ ƴŜǘǿƻǊƪǎΩ ŎƻƳǇǳǘŀǘƛƻƴǎΦ Lǘ 
operates as follows: Initially the TPU loads the parameters from its memory to the matrix of 
multipliers it includes, then TPU forwards the output to the following multiplier while it gathers 
the summation. The result is the aggregation of each multiplication output between parameters 
and data without any memory access taking part. So, a TPU can introduce intense calculation 
throughput linked to neural network operations through the use of low power consumption and 
small footprint 33. 
 

2.5 The basics of Machine Learning 
 

 
20 http://web.eece.maine.edu/~vweaver/group/green_machines.html   
21 https://www.raspberrypi.com/products/raspberry-pi-4-model-b/specifications/  
22 https://www.raspberrypi.com/products/raspberry-pi-3-model-b-plus/  
23 https://www.elektor.com/raspberry-pi-3-b-plus  
24 https://datasheets.raspberrypi.com/rpi3/raspberry-pi-3-b-plus-product-brief.pdf  
25 https://magpi.raspberrypi.com/articles/raspberry-pi-4-specs-benchmarks  
26 https://developer.nvidia.com/embedded/jetson-nano    
27 https://www.waveshare.com/jetson-nano-developer-kit.htm  
28 https://coral.ai/docs/dev-board/datasheet/#features  
29 https://coral.ai/products/   
30 https://www.amazon.com/ELEMENT-Element14-Raspberry-Pi-Motherboard/dp/B07P4LSDYV   
31 https://www.raspberrypi.com/products/raspberry-pi-4-model-b/   
32 https://www.amazon.com/NVIDIA-Jetson-Nano-Developer-945-13450-0000-100/dp/B084DSDDLT     
33 https://cloud.google.com/tpu/docs/beginners-guide   

http://web.eece.maine.edu/~vweaver/group/green_machines.html
https://www.raspberrypi.com/products/raspberry-pi-4-model-b/specifications/
https://www.raspberrypi.com/products/raspberry-pi-3-model-b-plus/
https://www.elektor.com/raspberry-pi-3-b-plus
https://datasheets.raspberrypi.com/rpi3/raspberry-pi-3-b-plus-product-brief.pdf
https://magpi.raspberrypi.com/articles/raspberry-pi-4-specs-benchmarks
https://developer.nvidia.com/embedded/jetson-nano
https://www.waveshare.com/jetson-nano-developer-kit.htm
https://coral.ai/docs/dev-board/datasheet/#features
https://coral.ai/products/
https://www.amazon.com/ELEMENT-Element14-Raspberry-Pi-Motherboard/dp/B07P4LSDYV
https://www.raspberrypi.com/products/raspberry-pi-4-model-b/
https://www.amazon.com/NVIDIA-Jetson-Nano-Developer-945-13450-0000-100/dp/B084DSDDLT
https://cloud.google.com/tpu/docs/beginners-guide
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With the rise of current state-of-the-art frameworks, Machine Learning and Deep Learning 
through the exploit of Convolution Neural Networks, great success takes place in work projects in 
the area of image processing and more specifically in image recognition [62] [63]. CNNs make up 
a successful area in the field of image classification, combined with deep learning techniques, and 
use of ReLU enabling functions, dropout levels and data augmentation. It is obvious that the more 
analysis occurs in such networks, the more processing power is needed and more daring the 
learning procedure becomes. But, with a few suitable configurations on the realization part the 
exploited resources can be optimized due to the necessity of being connected to IoT 
infrastructure. In the current chapter, the proposed approach does not use any high-power 
computers, however, low-cost SBCs are used, that include flexibility, consume trivial power 
compared to high tech computers or Clouds, and can execute many threads concurrently.  
 

2.5.1 Convolution 
 
Convolution is a calculation where 2 functions take part and the value indicates how similar are 
those 2 functions. For example, for f and g the convolution is given by the following formulas (for 
the discrete version):  
 

Ὢὲ π ὲ ὔ ρ and Ὣά π ά ὓ ρ 
 

Ὢz Ὣ ὲ ὪÎ Í ὫÍ  

 
The procedure of convolution can be defined in 2 dimensions or even more, however, the current 
chapter delegates the 2 dimensions version, and this is applied in image processing. Below is 
shown a 2D-convolution between a filter and a data function, aiming at validating the likeness 
between them: 
 

Filter function:  Ὂὶίπ ὶ Ὑȟπ ί Ὓ ρ 
 

Data function: ὈὬύ π Ὤ Ὄȟπ ύ ὡ ρ 
 

2D - convolution: Ὀ Ὂz Ὤύ  В В ὈὬ ὶύ ίὊὶί 
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Figure 25 a) How the 2D-convolution looks like [62]. b) How Convolution with stride s = 2 seems [62]. c) A 3x3 max 

pooling with stride (step) s = 2 [62]. d) How a Fully Connected level looks like [62].  

The 2-dimension convolution finds use in areas where there is need for image computation and 
is also called as image convolution.  An image includes the data function D[h][w] and accordingly 
the filter or kernel, as it is better known, includes the function F[r][s]. The output of the 2D 
convolution builds a feature map (matrix of the characteristics), whom role is to teach the 
program step-by-step, through the training, the essential characteristics of each image. The 
rationale is to learn, as good as it can, a set of images and then the Machine Learning model 
outputs which image set fits optimal (from what it collecteŘ ƛƴ ǘƘŜ ƛƴǇǳǘύΦ CƛƭǘŜǊǎΩ ǎƛȊŜ όw ϊ {) is 
smaller in comparison to the size of the image (I ϊ ²). As it is depicted in Figure 25(a) for known 
parts of the starting image that is fed by the neural networks (a1) and (a2) that which have similar 
size to the filter function, they are then multiplied with the kernel filter. The outcome is a 
ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΩ ƳŀǇ ǘƘŀǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ǊŜǎǳƭǘǎ όb1 and b2) of every multiplication. When the 
convolution gets high value, that means that the related chosen area of the image shows high 
degree of similarity with the filter [62]. 
 
The computation of convolution is very demanding in resources and it is more intense as the size 
of the image increases, because there is rise in the number of operations. There is possible 
sacrifice of accuracy, related to how the model learns the characteristics of the image, but there 
is gain in the time needed for the processes. The approached techniques are very mainstream 
while there is decrease in the operations without significant loses in the end result. The first 
solution is the implementation of 2D-convolution in the initial image with a stride (Figure 25(b)). 
This method results in down-sampling, meaning a decrease of the sampled image, because it 
collects strides every s pixels in every direction (horizontally and vertically). The s gives the value 
of the stride. Via down-ǎŀƳǇƭƛƴƎ ǘƘŜǊŜ ƛǎ ŘŜŎǊŜŀǎŜ ƛƴ ǘƘŜ ƛƳŀƎŜΩǎ ǇŀǊŀƳŜǘŜǊǎ ǿƛǘƘƻǳǘ ǎƛƎƴƛŦƛŎŀƴǘ 
loss of information. So, the output is compressed data in the feature map (output). The result is 
an image with smaller dimensions than the input.  
 
The initial stage of the CNN is the part where the convolution computation is implemented in 
order to give the characteristics of the image related to the filter. Thus, the ML model is being 
taught during the process of training. The following stage implements the process of pooling that 
includes a down-sampling aiming to mitigate the time needed for computation and return useful 
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data that Neural Network will learn from them. In this stage a pixel representing a small area 
including pixels is chosen in order to decrease the input size. In Figure 25(c), someone can see the 
process of max pooling with step s = 2, which stands for an image divided in a 3x3 area using step 
2, in every direction (horizontally and vertically). For every 3x3 area, only one pixel is selected, the 
one that has the highest value. The latter procedure is called max pooling. 
 
CNNs make use of convolution filters, with step sΣ ǎƻ ǘƘŀǘ ǘƘŜȅ Ŏŀƴ ǊŜǘǳǊƴ ǘƘŜ ŦŜŘ ƛƳŀƎŜΩǎ 
characteristics. The layers are more widely known as convolution layers, and the special thing 
about them is that between them pooling layers exist. As a result, down-sampling is realized and 
reduces the calculation size, returning significant information of the image. Convolution layer 
includes N filters and returns many characteristics of the given image, resulting in N feature 
matching. The part of the CNN that learns, it does so by one filter for every characteristic, targeting 
on recognizing it in other images. 

 

2.5.2 Fully connected Layer 

 
After collecting the outputs of the convolution layers and pooling layers, the next layer in a CNN 
model is the fully connected layers, that blends their results. As it is depicted in Figure 25(d) it 
includes the input neurons, the output neurons and the various weights. Its aim is to present the 
bonds between the input and the output. Moreover, it implements the multiplication between 
the matrix (storing the weights) and the input vector so producing the output. The logic of fully 
connected layers is to put the original image based on a label or class. In order to compute the 
weights, the fully connected layer of the CNN uses the idea of back-propagation in order to define 
the most precise weights. Each neuron aggregates weights and places in queue the most 
appropriate class or label where the given image is classified. 
 
Summing the above, as it is clear the convolution layers are extractors of features. Convolution 
layers return maps of features, which characterize some area of the image input [63]. Each of the 
layers builds a tensor (according to the step) and gives input to the tensor of the next layer. 
Moreover, when all these layers end, the fully connected layers read the matrices (containing the 
last characteristics) and then flatten them. So, there is a transformation into one-dimension 
vectors and they make an output vector with L values, with L being the number of labels of the 
classes. At the final stage, a normalization method is implemented with the softmax layer, for L > 
2. So, in every dimension the vector, which appears normalized, stands for the probability that 
the fed image matches/belongs to the adjective class of images. 
 
All the steps, presented below: 
 

¶ An image is fed to the Machine Learning model. 

¶ There is realization of many filters in order to create the feature maps. 

¶ Realization of the ReLU so that there is activation of the convolution layers. 

¶ Flattening in a vector (one-dimension array), of the images after the last pooling layer. 

¶ Feed the output of the flattening layer into the fully connected layer input of the CNN. 

¶ Computation of defining the characteristics along the network culminates in the final fully 
connected level. The latter outputs a probabilistic distribution for the classes via the use of 
normalization. 
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¶ Training using forward and back propagation and many epochs, up to the point where there 
is well-defined neural network with enough trained weights and feature detectors. 

 

 
Figure 26 Scheme of the AlexNet neural network [62]. 

2.5.3 Softmax functions and ReLU 

 
ReLU constitutes the activation function of every convolution layer, given by the formula: 

ώ άὥὼπȟὼ 
 
There is need of an activation function, which will trigger to learn many connections between the 
data, in order to make use of SGD (stochastic gradient descent) via the back propagation and also 
for training the neural networks [64]. The softmax function is fed with a vector of K numbers and 
indulges the latter using a probability distribution including K probabilities in relation to the 
exponents of the initial numbers. So, after the implementation of the softmax function, the entire 
number of values reside in the range (0, 1) and the sum of all values is 1 so they can be expounded 
as probabilities. Consequently, grander inputs return grander probabilities. The crucial softmax 
function which is used is given by the following formula: 
 

„ȡᴙ ᴼᴙ  
 

„ᾀ
В

 for Ὥ ρȟȢȢȢȟὑ᷈ᾀȟȢȢȢȟᾀ ᶰᴙ  

 
The procedure of learning of a CNN follows the supervised process of learning via the use of 
images for training and the related correct labels that the latter images reside to. The inputs are 
supplied to the CNN per batch: per group of images. But there are signs that urge someone to 
optimize this part without deplete the memory, because many images are given in order to be 
processed. The ML model used in the current chapter realizes one batch each time because the 
SGD [65] mechanism, which is the mainstream approach in such kind of applications, has the 
capability to be easily work in parallel in images of the same batch. 
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2.5.4. Forward and Backward computations 

 
Extending the analysis of the previously presented scheme related to the training, it is crystal clear 
that it includes a route that requests the most of the processing time, so it becomes very crucial 
for the CNN model to optimize time duration the best it can be. The idea of the current chapter 
proposed solution is a CNN model built from zero and after many tries it has been optimized, so 
as to solve the amount of data fed in its input. 
 
CNN learning period is separated in 2 parts: 
i. Forward computation, in which for an input image, the forward process proceeds throughout 

many levels of the CNN from the first to the last and gives back the result of the least layer.  
ii. Backward computation, that gets the needed values that must be summed in the parameters 

of the network, for instance weights, of the ending fully connected level via the computation 
of the gradients. 

 
When the update of parameters in the last layer finish, these values are brought to the previous 
layers and this is the backpropagation. As a result, the parameters can be configured or change in 
the backward processing level. The various gradients are computed with the logic of bringing the 
smaller difference between the output of last layer, here is the fully connected layer, and the 
actual value. 
 

2.5.5 Connection between Machine Learning and agriculture 

 
Machine Learning and especially Deep Learning is quite a new technique for image processing and 
contains many capabilities. It has been realized with significant success to many areas, and one 
such case is the agriculture. CNNs maintain a very serious role in applying many challenges 
corresponding to production in agriculture area. Something very interesting mention in the 
literature is the fact that success of a CNN model depends on a high degree on the quality of the 
data chosen. This is very crucial in the pre-processing stage, and will be analysed in a later 
paragraph of the current chapter. There are metrics used that are presented below: 
 

¶ Validation accuracy: It shows the percentage of correct forecasting in the data 
(validation/test). 

¶ RMSE (Root Mean Square Error): Usual deviation between predicted and actual values.  

¶ Precision, Recall, F1 Score: Further in the current chapter precision and recall are 
analyzed.  The F1 score stands for the harmonic average of the precision recall values. For 
multi-classification issues the F1 is computed in all classes. 

¶ Quality Measure: It is computed by multiplying the sensitivity with the specificity. 
Sensitivity is calculated as the percentage of the correctly identified pixels and specificity 
meaning the percentage of identified pixels that are actually correct [66]. 

¶ RFC (Ratio of the counted fruits): It represents the ratio of the assessed number of fruits 
of a class as it is computed by the CNN model to the actual calculation that has foregone 
from the writers of by specialists [67] [68]. 

¶ LC (LifeCLEF metric): This has to do with the place of the correct elements in the list in the 
list that contains the recovered elements in the LifeCLEf 2015 Challenge [69]. 
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2.5.6 Classification of images 

 
The initial part for classifying images is that of pre-processing of data and dataset, a computation 
which is known as data pre-processing. The initial number of classes were 38 depicting leaves 
diseases. But there was a limited number of classes that included very few images or there was 
only a single depicting a leaf, so they were deleted due to the fact that they did not adduce 
something precious to the whole experiment. So, only 33 classes with diseases for leaves were 
maintained. It was observed that the class which contained the less images included only 152 
images and other classes included more than 2000 images. This heterogeneity could output 
significant wrong results, if there was a try towards this training. Because of the fact that there 
would be total unbalance to the dataset and it could not learn to make a decision on related 
classes that include few images, so the files were uploaded on Google Colab and through the use 
of python scripts at maximum three times the number of images were maintained for every class. 
The latter was based on the number of images that were found in a class with the least images, 
that in this approach were 152 images in the class. With this rationale, the classes included at 
maximum 3 * 152 = 456 images per class. That happened because there was need to have a 
balance to all the classes and not affect the model with imbalanced classes. Then, the training 
part took place, along with the help of google Colab. In order to achieve this, there was used the 
google drive auxiliary to the Colab. Starting with, the Machine Learning model was built, in which 
there were configurations in issues such as the parameters of the layers. Concerning the accuracy 
part, it computes the number of rights estimations of the algorithm, in respect to the whole 
number of estimations. Two metrics, in addition to all the previous described metrics, were used. 
These were the Precision and Recall, and the target is to approach the unit (1) as much as possible. 
So, the extra metrics are the following: 

 

ὴὶὩὧὭίὭέὲ  
ὸὴ

ὸὴ  Ὢὴ
 

where: 

¶ tp represents the true positive and equals hit, 

¶ fp represents false positive and equals false alarm 
 
The other extra metric is the following: 
 

Recall =  
  

 

where: 

¶ fn stands for false negative and is equal to miss 
 

The loss function represents the categorical cross entropy, and it is used along with the softmax 
function. The latter is triggered in the last Dense layer. Via the use of this loss function the ML 
model outputs a probability for every image for belonging to each of the labels. When there are 
many classes to be classified, the labels are one-hot, thus each image has 1 in the label that suits, 
and 0 to all others. Only this value can be used for the loss computation. 
 
Because embedded IoT modules were used, there should be a solution in order to decrease the 
RAM usage. If all the images were used at once at the beginning of the processing, there would 
be a rapid increase of the RAM needed.  Thus, the ImageData Generator was used. The solution 
of data augmentation was followed by increasing the available data and not their number. In all 
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the training epochs, after the initial epoch, all images were transformed randomly, as happens to 
a common image that can be captured by an ordinary camera and could have horizontal rotations, 
vertical rotations, could have a slope, differentiation in brightness, channels could have been 
shifted, maybe have zoom etc. So, those differentiations in an image approach better a common 
captured image and the ML model with various imperfections can include all these and not learn 

just from perfect supplied images. 
 
5ǳŜ ǘƻ ǘƘŜ ƎŜƴŜǊŀǘƻǊΩǎ ŎŀǇŀōƛƭƛǘȅ ǘƘŜ ƛƳŀƎŜǎ ǿŜǊŜ ƭƻŀŘŜŘ ƛƴǘƻ ǘƘŜ a[ ƳƻŘŜƭ ƛƴ ōŀǘŎƘŜǎΣ ǿƘƛŎƘ 
resulted in conserving memory by computing smaller groups of images every time. For example: 
8, 16, 32, 64 per time. When the processing was finished the images were removed from the 
memory.  
 
Next was the period of fitting the model by following the validation loss. The latter loss is the loss 
for the validation set, that was described in a previous paragraph. It estimates the train of the ML 
model. The epochs were configured to 27 epochs with the following results: 
i. validation loss: 0.3256 
ii. validation accuracy: 0.9001 
iii. validation precision: 0.9235 
iv. validation recall: 0.8596 
The results were satisfied, since the ML model had to classified among 33 classes, where the 
number 33 is not considered small for such type of computations. 
 
After that, the prediction part took place, and 2 choices of loading data were used. The first was 
to use auxiliary Pillow library, and load the images one each time (and after that the part of the 
provision of the trained model took part). The second choice was via the use of 
ImageDataGenerator and feed the ML model using batches (then the classification took place). 
By using generators there was serious acceleration on the prediction period. It should be noted 
that Google Coral TPU did not support Tensorflow package. Instead Tensorflow Lite was used. All 
the results of all the SBCs are analyzed to the following part. 

 

2.5.7 Analysis of the various experiments with the use of SBCs 

 
The following outputs were measured on the four different Single Board Computers by using the 
built ML model and use it in the inference: 
1. current, measured in mAmperes 
2. voltage, measured in Volts 
3. power consumption, measured in mWatts 
4. CPU usage, measured in percentage (%) 
5. memory swap usage, measured in percentage (%) 
6. temperature, measured in oC 
 
In order to process better the image classification in the four different IoT devices, the python 
library Pillow was used with the aim to supply each time one image, thus, saving RAM memory. 
However, this tactic makes the process of inference more time consuming. Also, it refers to the 
process of making use of supervised trained algorithm the ML model in order to produce 
predictions.  All the measurements for the CPU usage, RAM memory, Swap memory, and for (the 
internal) temperature of each device were realized via the python library psutil. All the previous 
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measurements and the data were provided in a format that could be edited or stored, in a .csv 
file. For measurements related to power consumption, and current draw, a special measurement 
device was used by the researchers of the Diffused Intelligence Lab. This device was capable of 
datalogging voltage values, current values and power consumption values with frequency equals 
to 10 seconds. The frequency of the measurements can be easily adjusted to the one that the user 
desires. By monitoring these parameters, someone can have an overall picture of the power 
consumption, something very essential since the experiments are taking place to IoT devices with 
many constrained resources, such as: power, CPU, RAM, bandwidth, etc. 
 
In Figure 27, it is obvious that the more powerful device, can also exploit this characteristic. 
Google Coral TPU that makes use of the ML accelerator can succeed in completing the inference 
part in the same time duration as the Raspberry Pi 4B, where the latter encompasses more RAM, 
4 GB against 1 GB. Jetson Nano, at the early stages of the operation needs serious amount of 
power, but then it falls to more normal amount of power, an indication that it loads dynamically 
the tensorflow library at the start, so it needs more CPU resources. Another issue is the fact that 
classification (prediction) operation was implemented with the same dataset in all devices, which 
has consequences as using 20% of the starting number in every category and of course the output 
value was similar. 

 

 
Figure 27 CPU usage using the Pillow library. 

 
The diagrams in Figure 27 show that Raspberry Pi 4B finished the task in around 244 seconds, very 
close was the Google Coral with 253 seconds. Jetson Nano finished its task at 275 seconds and 
Raspberry Pi 3B+ finished its task in 473 seconds. The proposed model includes a mean accuracy 
of more than 90%, but two classes, Tomato Septoria Leaf Spot and Tomato Late Blight, hit score 
of 50%. 

 
As depicted in Figure 27 b±L5L! WŜǘǎƻƴ bŀƴƻ ƳŀƪŜǎ ǳǎŜ ƻŦ ŀōƻǳǘ ǘƘŜ ѹ /t¦ ǇƻǿŜǊ όнр҈ύ ƛƴ 
comparison to the two Raspberry (Raspberry Pi 3 (38%) and Raspberry Pi 4 (40%)). This is a sign 
that NVIDIA Jetson Nano uses basically its GPU power in order to accomplish the various 
commands that was been given through the python code, with the corresponding ML model. On 
the other hand, the two Raspberry Pi use as a main part their CPU in order to execute the python 
code, and this is the reason why they use more CPU resources in contrast to the NVIDIA Jetson 
Nano. Another clue, coming from the Figure 27 is the fact that Google Coral Dev TPU 
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demonstrates the same behaviour as the NVIDIA Jetson Nano, meaning that it makes use less CPU 
power. But the latter occurs for a different reason. Google Coral TPU exploits its ASIC module so 
ǘƘŀǘ ƛǘ Ŏŀƴ ƳŀƴŀƎŜ ŀƴŘ ŜȄŜŎǳǘŜ ǘƘŜ ǾŀǊƛƻǳǎ ǇȅǘƘƻƴ a[ ǇȅǘƘƻƴΩǎ Ŏƻmmands that are linked to the 
tensors. The concept is that Google Coral can improve the parts of the code which are related to 
tensors, with a serious number of tensors, since the python script uses Tensorflow Lite package, 
so there is no need to take advantage of its CPU power. This is the main reason for using only 25% 
of its CPU instead of 38% and 40% used from the Raspberry Pi 3 and 4. 
 
!ǎ ǎƻƳŜƻƴŜ Ŏŀƴ ƻōǎŜǊǾŜ ŦǊƻƳ ǘƘŜ άwŜƭŀǘŜŘ ²ƻǊƪέ ǎŜŎǘƛƻƴΣ ǘƘŜ ǊŜǎŜŀǊŎƘŜǊǎ ƛƴ [50] reach accuracy 
of 93,33%. The researchers in [51] reach the following accuracies: for the disease ά.ŀŎǘŜǊƛŀƭ 
.ƭƛƎƘǘέΥ урΣуф҈Σ ŦƻǊ ά!ƭǘŜǊƴŀǊƛŀέ упΣсм҈Σ ŦƻǊ ά/ŜǊŜǎǇƻǊŀέ унΣфт҈Σ ŦƻǊ άDǊŜȅ aƛƭŘŜǿέ уоΣту҈Σ ŦƻǊ 
άCǳǎŀǊƛǳƳ ²ƛƭǘέ унΣор҈ ŀƴŘ ŦƻǊ άIŜŀƭǘƘȅ ƭŜŀŦέ ул҈Φ In the research work [52] the researchers 
state that they hit the following accuracies:  

i) for ReLU, 7x7, testing accuracy 95,7 %, in 51 minutes. 
ii) L-ReU, 7x7 testing accuracy 97,3%, in 53 minutes. 
iii) L-ReLU, 11x11, testing accuracy 98,0%, in 54 minutes. 

As a last comment in [53], the authors claim that they reach 97% accuracy. So, from the above 
accuracies, the mean score is about 89,17% which rationalize the current outputs and the claim 
ǘƘŜ άŀōƻǳǘ фл҈έ ƛǎ ŀƴ ŀŎŎŜǇǘŜŘ ǎŎƻǊŜ-threshold. 
 
In Figure 28 someone can see that the 2 Raspberry Pi use more their CPU power for each 
computation, while the NVIDIA Jetson Nano and Google Coral Dev TPU uses less CPU power due 
to the fact that they use more their accelerators, and more precisely the CUDA cores for the Jetson 
and the ASIC module for the Google Coral. 
 

 
Figure 28 CPU usage of each SBC, demonstrated in percentage. 

 
Observing the images of the 2 categories mentioned previously, Tomato Septoria Leaf Spot and 
Tomato Late Blight, someone can understand that the errors which occurred, are the outcome of 
the fact that the images are similar and the extraction of different characteristics was not easy, 
thus, the accuracy is 79% which was less than 90% (mean accuracy).  Data augmentation was 
used: however, these kinds of problems are not easily excelled, because of the small number of 
images used during the training period, moreover when there are 33 classes for classification 
without connecting similar categories.  
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Figure 29 Accuracy for each class. 

 
As far as the issue of identical images is concerned, and the considering problems that caused, 
because the output of the discrete characteristics is difficult, one solution could be the usage of 
more images per class. The current work used 33 classes, making it a serious number of classes 
for the scope of our experiments and the linked hardware used, however the images exploited in 
every class was not so big, and as a result they cause problems. To be more precise, the Tomato 
Early Blight class contained similar images, which is the reason for reaching 79% accuracy, 
significantly lower than the consent threshold of 90%, as claimed in previous section, for the 
current work. In Figure 29, the differences among the accuracies achieved for each class can be 
observed. 
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Figure 30 Inference duration for every class via the use of Google Colab. 

 
The diagram presented in Figure 30 shows the times needed for processing every class by using 
Google Colab. Comparing Raspberry Pi 4B, Jetson Nano and Google Coral with Google Colab, the 
time needed is 5-times more and on Raspberry Pi 3B+ the time is 10-times more than the time 
needed is Colab, which is also depicted in Figure 30, Figure 31. The small-time differences for each 
class are the outcome of the size of images, since the accurate same number to all classes was 
not available but a difference of +/- 5 images for each class. The result is depicted so that someone 
can compare the tremendous capabilities of the Colab VM Cloud against the constraint resources 
SBCs. In Figure 31 and  Figure 32  is depicted the RAM usage in MBytes and in percentage.  
 

 
Figure 31 Used memory with Pillow, depicted in percentage. 
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Figure 32 Memory usage depicted in MBytes when Pillow is chosen to operate. 

 
Jetson Nano needs a lot of RAM memory, while the other three devices need no more than 500 
MB. More specifically, Raspberry Pi 3B+ needs lower than 50% of its total RAM memory, Google 
Coral does not need more than 30% of its total memory, and finally Raspberry Pi 4B does not use 
more than 15% of its available RAM. In Figure 32, Figure 34, it is more than clear that Jetson Nano 
uses GPU in most of its processing time for compute the various operations, which are energy 
hungry. 

 
In Figure 33 someone can see that NVIDIA Jetson Nano makes use more of its available RAM, 
where 4 GB RAM is its total memory, then follows the Raspberry Pi 3B+ (with 1 GB total memory) 
and then Raspberry Pi 4B (with 4 GB total memory). All the above in real numbers stand for the 
following: NVIDIA Jetson Nano uses 3,2 GB RAM, Raspberry Pi 3B+ uses 450 MB RAM, Google 
Coral uses 300 MB (Mega Byte) RAM and Raspberry Pi 4B uses 600 MB RAM. 

 

 
Figure 33 Memory usage of each SBC, depicted in percentage in contrast to its total available memory. 
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Figure 34 Internal temperature of the SBCs when Pillow is used. 

In Figure 35 someone can see that NVIDIA has the least temperature while working against all the 
4 SBCs. The latter occurs since it uses a large heatsink and a bigger fan than the other 3 SBCs. 
Google Coral Dev TPU, cannot manage the increased temperature of around 60 oC and reaches 
the most temperature of all the 4 SBCs. The two Raspberry Pi reaches around 48 oC and 50 oC and 
although the fact that both SBCs contain fans and heatsinks operating continuously, they do not 
seem so effective in reducing the heat. 
 

 
Figure 35 Memory usage of SBC, depicted in percentage in contrast to its total available memory. 

 
Concerning the temperature measurements, Jetson Nano maintained low temperatures while 
operating, maybe because of the very good cooling system it encompasses: a large heat-sink and 
a fan. However, Google Coral measured with high temperature, which looks like it controlled it 
because the embedded fan did not operate of the time, but was triggered and paused when 
needed. Figure 36 depicts the temperatures for all the SBCs. All of them are supplied with 5.1 Volt 
DC, although in Figure 36 only the current draw is presented. The power supplied to each SBC is 
given by the following formula: 
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))(()(1.5))(( mACurrentIVoltmWpowerP Ö=  
 

As someone can observe all the SBCs apart from the Google Coral need 1000 mA current with a 
few numbers of peaks more than 1350 mA while the other values maintained above 800 mA. 
Google Coral because of its architecture manages values without a lot of variances when drawing 
current, and as someone can observe it is below the related current measurements of the rest of 
the devices. 

 

 
Figure 36 The current that each device needs when using Pillow. 

 
In Figure 37, it is observed that NVIDIA Jetson Nano consumes the most energy of all the 4 SBCs, 
and this is something reasonable, since it is well-known that GPUs need a lot of power to operate. 
The latter is one reason that scientific community uses also modules such as ASICs or more 
generally (FPGAs ς Field Programmable Gate Arrays34), that can speed up the process using low 
power. 

 

 
34 https://inaccel.com/studio/  

https://inaccel.com/studio/
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Figure 37 Average current consumption of each SBC, presented in milli-Amperes. 

Using generators has also consequences to the prediction period, apart from the training period. 
The images are loaded per batch in the model. They are processed in groups, such as: 2, 4, 8, 16, 
32. For the implementation of the various experiments, presented in the current chapter, only 
Raspberry Pi 3 and Raspberry Pi 4 and not Google Coral TPU where used, because the latter does 
not provide support for the common tensorflow, so ImageDataGenerator could not be used, 
because it is part of Keras library. Keras is an open-source library that supply python interface for 
the ML model. It is an interface for tensorflow package. Apart from Google Coral TPU, nor Jetson 
Nano was exploited due to the fact that the OS it encompasses did not support that operation. In 
the experiments, batch_size equals to 2, 4, 8, 16 images as used, and batch_size = 32 only for the 
Raspberry Pi 4B was used, showing better results in the execution time. In the following Figures, 
one can observe decrease in execution time and more need for computational resources, while 
increasing the batch size. In Figure 38, the results for batch_size = 2 are depicted. 

 

 
Figure 38 CPU usage, with ImageDataGenerator and batch_size = 2. 

For batch_size = 2, nothing notable was noticed, except for the fact that Raspberry Pi 4B can 
operate faster. Below, the results for batch_size = 4 are presented. 
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Figure 39 CPU usage, with ImageDataGenerator and batch_size = 4. 

 
In Figure 39 what someone can observe is the fact that Raspberry Pi 3B+ showed improved 
execution time in respect to Figure 38. Also, Raspberry Pi 4B bettered its time for 80 seconds, 
something quite notable in respect to the total amount of time. Below, the diagrams for 
batch_size = 8 and batch_size = 16 are presented. 

 

 
Figure 40 CPU usage, with ImageDataGenerator and batch_size = 8. 

 
In Figure 40, which presents results for batch_size = 8, the small improvement is notable, but the 
whole picture stays the same as in Figure 39. In Figure 41, someone can see a serious 
improvement in the time needed for the execution for both Raspberry. The reason is that the 
similar rise in the number of images results in a mitigation of the recursions, which is reasonable 
since the algorithm realizes less iterations on the execution part. 
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Figure 41 CPU usage, with ImageDataGenerator and batch_size = 16. 

 

Figure 42, Figure 43, Figure 44, Figure 45 depict the RAM behaviour in percentage for both 
Raspberry Pi 3B+ and Raspberry Pi 4B, whereas Figure 46, Figure 47, Figure 48, Figure 49 present 

the memory behaviour in MBytes. 

 

 
Figure 42 Memory usage in percentage, with ImageDataGenerator and batch_size = 2. 

Figure 42 and Figure 43, indicate that RAM usage for the Raspberry Pi 3B+is maintained at high 
level, around 90%. The initial idea was that the Raspberry Pi 3B+ could not finish the operations 
because of the extra load. However, in the following figures it will be obvious that apart from 
borderline usage of RAM, the more memory that is necessary, it was enabled. The Raspberry Pi 
4B did not have any issues as happened with the Raspberry Pi 3B+. The former achieved RAM 
usage of 30% - 40% in order to realize and accelerate the computations. 
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Figure 43 Memory usage in percentage, with ImageDataGenerator and batch_size = 4. 

 

 
Figure 44 Memory usage in percentage, with ImageDataGenerator and batch_size = 8. 

 

 
Figure 45 Memory usage in percentage, with ImageDataGenerator and batch_size = 16. 

Below, are presented the results on memory usage in MBytes. 
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Figure 46 Memory usage in MBytes, with ImageDataGenerator and batch_size = 2. 

 
Figure 46 and Figure 47 depict the RAM usage measured in MBytes for batch_size = 2 and 
batch_size = 4. Raspberry Pi 3B+ needs about 800 MBytes (out of 875 MB total available). 
Raspberry Pi 4B needs more MBytes due to the fact that the total available is around 4 GB. Thus, 
the Raspberry Pi 4B is a significant powerful IoT SBC, something easily seen from the operation 
time of process. 

 

 
Figure 47 Memory usage in MBytes, with ImageDataGenerator and batch_size = 4. 

Figure 48 and Figure 49 demonstrate the usage of memory in MBytes in two very demanding 
tasks, related to batch_size = 8 and batch_size = 16. 
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Figure 48 Memory usage in MBytes, with ImageDataGenerator and batch_size = 8. 

The feedback that someone can get by observing Figure 48 and Figure 49, is the fact that 
Raspberry Pi 4B operate better than the previously mentioned results, considering that it is fed 
with 8 and 16 images, needing 1250 MBytes and 1500 MBytes RAM. Raspberry Pi 3B+ gives the 
impression to be stressed because of the more load commended to it. 

 

 
Figure 49 Memory usage in MBytes, with ImageDataGenerator and batch_size = 16. 

 
As it is clear from the Figure 50, Figure 51, nothing special is observed. Raspberry Pi 4B seems to 
have increased temperature in its CPU, when operating. For batch_size = 2 and batch_size = 4 
Raspberry Pi 3B+ was around 49oC, while Raspberry Pi 4B measured between 45oC to 55oC. 
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Figure 50 Temperature of both devices with ImageDataGenerator and batch size = 2. 

 

 
Figure 51 Temperature of both devices with ImageDataGenerator and batch size = 4. 

 

In Figure 52 and Figure 53 the results for batch_size = 8 and batch_size = 16 are displayed. It is 
notable that Raspberry Pi 3B+ stays at 49oC including few spikes in the end, as a matter of stressing 
both RAM and CPU usage. For Raspberry Pi 4B, it is worth noticing that it begins normal but it 
ends a bit stressed. 
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Figure 52 Temperature of both devices with ImageDataGenerator and batch size = 8. 

 

 
Figure 53 Temperature of both devices with ImageDataGenerator and batch size = 16. 

Concerning the current per batch size, the idea that comes out from the different experiments is 
that the bigger the batch size, the more stressed the SBC, which has consequences to the power 
consumption. At the beginning the average value of the current is around 1050 mA for batch_size 
= 2 and rises to around 1200 mA for batch_size = 16. These numbers are for Raspberry Pi 4B. For 
Raspberry Pi 3B+ the numbers are even higher. In Figure 54 it is observed many spikes for 
Raspberry Pi 4B but fewer for Raspberry Pi 3B+. 
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Figure 54 Current draw in mA of both devices with ImageDataGenerator and batch size = 2. 

 

 
Figure 55 Current draw in mA of both devices with ImageDataGenerator and batch size = 4. 

When the batch_size = 4, it is more than obvious that there is a tiny rise in current draw from the 
Raspberry Pi 4B at around 1200 mA. Raspberry Pi 3B+ begins to stressed where the spikes hit 1500 
mA. It is clear from the Figure 56, that for batch_size = 8, there is a small rise in the current for 
the two Raspberry Pi. 
 

 
Figure 56 Current draw in mA of both devices with ImageDataGenerator and batch size = 8. 
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In Figure 57 a serious difference between the two can someone observe. When the batch_size = 
мсΣ ŀ ǘƛƴȅ ǊƛǎŜ ƛƴ ŎǳǊǊŜƴǘ ŘǊŀǿΣ ƛƴ ǊŜǎǇŜŎǘ ǘƻ ōŀǘŎƘψǎƛȊŜ Ґ уΦ wŀǎǇōŜǊǊȅ tƛ о.ҌΩǎ ŎǳǊǊŜƴǘ ƛǎ ƳƻǊŜ 
than 1700 mA for more than the half of the time, while Raspberry Pi 4B draws around 1200 mA. 

 
Figure 57 Current draw in mA of both devices with ImageDataGenerator and batch size = 16. 

 

In Figure 58 it is displayed the way the Raspberry Pi 3B+ and Raspberry Pi 4B make use of the 
batch_size in alternative sizes and the way every device is compared to its own for certain 
executions using the Pillow scheme. For instance, Raspberry Pi 3B+ outputs the measurements 
shown in Figure 58. It is crystal clear that if someone needs to earn time in the execution part, 
more resources are needed, especially for batch_size = 16. 

 

 
Figure 58 The CPU usage of Raspberry Pi 3B+. 

In Figure 58 and Figure 59, the following can be seen: the CPU behaviour and the RAM memory 
behaviour as far as the Raspberry Pi 3B+ is concerned, for various executions. Someone can 
identify that the usage of the custom choice, where the images are fed one each time, without 
the use of extended computational resources in order to achieve the desired output. Via the use 
of ImageDataGenerator there is an appropriate use of images per batch, thus the processing of 
every group decreased in a borderline in execution time. 
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Figure 59 Percentage of RAM memory usage while using Raspberry Pi 3B+. 

 
In Figure 60 someone can see that the values for memory usage in MBytes have similar 
appearance to the diagram showing the percentage using memory RAM. 

 
 

 
Figure 60 SIze (in MBytes) of RAM memory usage while using Raspberry Pi 3B+. 

Figure 61 presents the additional need as an output of bigger size group when loading images, 
due to the more need for memory. Raspberry Pi 3B+ needs the double size, thus, it uses 750 MB 
Swap, in order to finish the computations in a demanding task. 
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Figure 61 SIze (in MBytes) of Swap memory usage while using Raspberry Pi 3B+. 

 

 

 
Figure 62 Temperature behaviour of Raspberry Pi 3B+. 

As it is observed there a significant difference that occurs between the execution for batch_size 
= 16 and the rest batch sizes. As far as the temperature is concerned in Figure 62 there was no 
strong outcomes, apart from the fact that for batch_size = 16, the time looks like to be separated 
from the other batch sizes. Concerning Raspberry Pi 4B with batch_size = 32, it succeeds in giving 
better results, thus it seems to exploit its hardware better. 

 
 
 






















































































































































































































































































