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Abstract

Optimising supply chains has become a critical factor in the modern globalised world. To address
current challenges, such as inefficiency and lack of transparency, new technologies are being
explored.

This thesis presents a comprehensive analysis of Blockchain technology in optimising the supply
chain. Starting from the case studies that have already taken place in this field and also taken into
account literature and current trends, we move forward with the development of a file exchange
platform. The proposed solution leverages the advantages of blockchain characteristics to address
these challenges,facilitating transparent and immutable record-keeping, and also keeping the
transaction flow fast and efficient.

The implementation of blockchain is conducted using the Hyperledger Fabric platform, a product of
the Linux Foundation, and its architecture and functionalities are thoroughly examined throughout this
thesis. The final solution empowers supply chain administrators to construct a blockchain ecosystem
comprising members who can transact files and documents through a web-based user interface. Using
the web app, users can upload files, specify which members can access them by downloading, and
determine whether the files can be re-uploaded. This functionality enables users to re-upload files for
editing purposes, such as adding a signature, with all permitted members able to view the changes.
Additionally, file owners can modify the list of permitted members for a specific file and retrieve
previous versions in case of errors. This application provides a holistic solution to the file exchange
system, addressing the demands of modern supply chains by facilitating fast transactions, secure data
sharing, and flexible access control. Through a combination of theoretical analysis and practical
experimentation, this research underscores the potential of blockchain in revolutionising supply chain
management practices. The source code and additional resources for this work are available at
GitHub.


https://github.com/gus50cs/File-Sharing-Platform
https://github.com/gus50cs/File-Sharing-Platform

1. Introduction

International trade forms the backbone of most economies in modern times, as it provides the means
to exchange goods, services, and capital with a great level of smoothness across the globe. To date,
this has interconnected suppliers, manufacturers, distributors, and customers through complex,
interrelated supply chains around the world. However, managing these supply chains effectively is
getting increasingly difficult due to their increased complexity, risk of disruptions, and demand for
transparency. Take, for example, global merchandise trade. In 2021 alone, the estimated value of
global trade in goods reached approximately US$28.5 trillion, an indicator of the scale of economic
activity resting on supply chains. Still, inefficiencies, bottlenecks, and a general lack of visibility
cause delays, inflate costs, and ultimately impact businesses and end consumers.

The COVID-19 pandemic brought these into sharp focus as never before: from completely disrupted
lines of flow to highly inflated shipping costs. For example, in just 2021 alone, there was a jump of
over 350% in container freight rates, adding further financial burdens to companies operating in
global uncertainty. This is further compounded by environmental and social issues that have made
companies and regulators alike take a closer look at the sustainability and ethics of their supply chain
operations.

Adding to these, some of the emerging technologies coupled with these challenges are blockchain,
artificial intelligence, and big data analytics, which assure resilient, transparent, and time-efficient
supply chains. In this view, blockchain has been in everyone's mouth because it does allow for secure,
transparent, tamper-proof record-keeping that increases trust among supply chain participants. It
employs a decentralised ledger for real-time access to data at each level in the supply chain, therefore
tracking goods from origin to destination with accuracy, while allowing much better collaboration
among all stakeholders.

This thesis addresses the contribution of blockchain technology, focusing on the Hyperledger Fabric
framework, to inefficient supply chains. With the illustration of the case study of a blockchain-based
file-sharing platform, we show how transparency, traceability, and security features that blockchain
offers contribute to the optimization of supply chains. Thus, this research presents blockchain's role in
revolutionising supply chains for quicker responsiveness and increased resilience against the
expanding globalised world.



2. Supply Chain

2.1 Introduction and Brief History

According to the Oxford dictionary, the term “supply chain” is defined as the series of processes
involved in the production of goods, from where they are first manufactured, grown, etc., until they
are bought or used. The Association for Supply Chain Management (ASCM), in its dictionary, has
provided a similar definition to what is a supply chain. According to their dictionary, supply chain is
the network of suppliers that deliver products from raw materials to end customers, through either an
engineered or transactional flow of information, goods, and money.

Based on the previous definitions, we can come to the conclusion that, in simple terms, supply chain
is a network in which different parties are involved in order raw materials to transform into a final

product that will reach end customers.[1]

In the early stages of civilizations, the supply chains were more local as the cost of transporting raw
materials and goods was high. One of the oldest trade routes was the Silk Road, which stretched from
East Asia to Europe and mostly carried the famous silk cloth from which it took its name.

The Silk Road
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Figure 1. The Silk Road

Image credit: Dimitrios Karamitros



The first industrial revolution, that started in England at the end of the 18th century, brought
mechanisation to the means of production and made the steam engine a vital tool to the world. The
ship industry took notice of these and introduced the steamship that was a game changer to world
trade as it was more reliable and, in this way, new routes were introduced.

Another vital step to the expansion of supply networks was the use and development of railways, as
trains used the new technological achievements and more notable the steam engine. This helped
deliver products and raw materials faster, reliably and further than before.

Among the most important events taking place in that period is the opening of the Suez Canal (1869),
which had an impact on the time it took to deliver goods from Asia and Europe, and vice versa.
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Figure 2. Panama and Suez Canal

Credit: Dimitrios Karamitros and [2]

Then in the early-20th century, another important event took place in global trade when the Panama
Canal opened in 1914, allowing for shorter shipping times between Asia and America, resulting in the
reduction of freight rates. One of the most important developments of the 1950s was Containerization.
With this term we mean a system of intermodal freight transport using intermodal containers also
known as I1SO containers. These containers have standardised dimensions and this had as a result
loading times to be lower but also the same containers can be easily used in other modes of transport,
such as trains, without the need for further adaptation. Moreover, we must point out that through the
20th century and the advances in technology, communication has become easier and affordable than
ever before. Telephones and the internet brought the world closer together and in this way the flow of
information became faster and more reliable. By the end of the 20th century and the beginning of the
21st century, the use of computers and software programs was widespread and enabled the tracking of
every step of the supply chain and the computation of the best solutions for operations[1].



2.2 Supply Chain’s Flows

In any supply chain, three essential flows play a major role in fulfilling its purpose. With the term
Supply Chain’ Flows, we refer to the movements of Goods, Information and Money. It is critical to
describe and understand the characteristics of each of these flows.[3]

Each flow is described below:
Material Flow

Material flows from raw materials at the beginning of the supply chain to a finished product at the end
of the chain. This flow is most of the time unidirectional, moving from the supplier to the end
customer. It is worth pointing out that the consumer of the product could also be an internal customer
within the same organisation. [3]

Financial Flow

This involves the movement of money and capital throughout the supply chain. It is important to
notice that the single source of money for any supply chain is the end-consumer. The money of the
buyer trickles-down to the supplier and at each step of this process, each participant in the supply
chain takes its fair share. [3]

Information Flow

All supply chains incorporate and rely on information flow. This flow is bidirectional, as it goes in
both directions, between end-consumers and suppliers. The information within a supply chain can
include demand, forecasting, production, quotation and more. It is important for this information to be
easily accessible while also being secured against competition. [3]

In bibliography, there are more flows included, such as commercial flow. However, in our case, we
believe that the three flows mentioned above are the most important flows of a supply chain, and they
help describe its major functionalities. These three areas are the most promising of improving through
research activities. In our thesis, we will attempt to improve the flow of information with the use of
blockchain technology.



2.3 Supply Chain’s Participants

Continuing from the previous paragraph, to better analyse the complexity of a supply chain, it is
essential to consider the participants involved in its operations. The three fundamental flows -material,
financial and information, as explained above-, in order to work seamlessly each participant of the
supply chain should make its own part of collaboration and coordination. It is important to make a
reference to each participant of a basic supply chain to better understand it but also to see in what way
our thesis can assist in the goal of making the supply chain more efficient and to reduce time and cost.

[4]
Suppliers

The first link in the chain of any supply chain is the suppliers, as they provide the necessary raw
materials, components, and tools needed to produce finished goods for consumers. [4]

Manufacturers/Producers

A central role within the whole supply chain is played by the manufacturers and producers. They are
transforming and altering raw materials into finished products. During this stage, value is added to the
product, and new information is generated for further use. [4]

Distributors

At the midpoint between Manufacturers/Producers and retailers, are the Distributors. They stockpile a
large quantity of goods from manufacturers and then resell them to retailers. They contribute to the
material flow, as they ensure the smooth movement of goods, but also in the financial flow as they
facilitate transactions within the network. [4]

Retailers

At the end of the chain, we find the Retailers. Their role is to make finished products accessible for
purchase by end-customers. They serve as the final step in the material flow, ensuring that products
reach consumers. Additionally, they play a crucial role in the overall supply chain, as valuable
information, such as customers’ demands and preferences, are passed back into the chain. [4]

Customers

Customers can be either organisations or individuals who purchase a product for their use. They serve
as the driving force of the entire supply chain, as their demands dictate the material flow.

Moreover, they have the most crucial role in the financial flow, as their purchases are the primary
source of income for the entire system. [4]



Service Providers

When talking about service providers, we refer to organisations that provide a service to

suppliers, manufacturers, distributors, retailers and customers. Their role in the supply chain, while
indirect, is essential, as they support other participants in fulfilling their responsibilities. The most
common services they provide include transportation of materials and products, as well as
warehousing facilities. Furthermore, there are organisations that can offer the necessary financial
services such as loans. In the modern era, we also see service providers that contribute to data
collection and analysis. It's worth mentioning, there are service providers that can perform any kind
of operation their clients require. [4]
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Figure 3. Supply Chain’s Flows and Participants



2.4 Supply Chain’s Challenges

The challenges supply chains are facing can vary depending on the industry, location and specific
circumstances. Below we will analyse the most major problems that most of the supply chains are
facing.

Demand Planning and inventory management

Organisations and factories aim to predict consumer behaviour in order to manufacture the right
number of products. Of course, the above process can lead to either shortage of products or an
overabundance of inventory if there are errors in the forecasting process. [5]

Complex Networks

In the era of globalisation, we have witnessed the emergence of increasingly complex supply chains.
This interconnectivity is creating challenges for a product to be manufactured as its components are
produced at different parts of the world. When any link in the chain breaks, the whole process is
disrupted. Also, as each country has its own regulations and customs, valuable time is wasted in order
to complete all the necessary documentation and inspection. The years of the pandemic and
lockdowns created supply chains disruptions and huge waiting times for products. [5]

Transportation

Managing the movement of goods can be challenging, as every organisation is aiming for more
efficient and predictable transportation times. The vast majority of raw materials and products are
transported by sea, leaving companies at the mercy of fluctuating freight rates. During the Covid-19
pandemic, we witnessed a huge spike in shipping freight rates. This resulted in huge costs for
companies and an increase in product prices. [5]

Environmental impact:

As global warming is already taking place; our societies are facing an existential threat. Supply chains
must play their part in reducing their environmental footprint. All organisations in the supply chain
should be environmentally responsible and make progress in reducing their carbon footprint. [6]

Disruptions:

Supply chains are vulnerable to global events. The Covid-19 pandemic broke down many supply
chains as quarantines were enforced in a lot of parts of the world and manufacturers could not operate
and meet the high consumer demand.[7] The trade war that is currently taking place between China
and the USA has led to rise in prices and made it more difficult for the two largest economies of the
world to trade as high tariffs and the blockade of critical technology is enforced. At last, the current
war that is happening in Ukraine has had a major impact, especially on the supply of grain to the
world, resulting in a global food crisis. [5]



None could predict these events, but the problem was that immediate actions were not taken.
Additionally, governments and companies tended to isolate themselves instead of trying to
communicate with each other and collaborate to find solutions to the emerging problems.
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Figure 4. Global container freight rate index (Statista)
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2.5 Emerging Technologies and their Impact to Supply Chain

Technological advances and tools are being created and produced at record times. Entire industries
are transforming and evolving overnight. Supply chain is a breeding ground for these technologies to
take place and reshape the whole industry. At this time, companies and organisations are investigating
the potential of these advancements. According to the report of the ASCM “Top 10 Supply Chain
Trends 2023, literature reviews [8] and the book of Klaus Schwab (Chairman of the World
Economic Forum) “The Fourth Industrial Revolution”, it is obvious about the technologies that will
reshape the world and more specifically the supply chain.

Big Data and Analytics

The quote that “Data is the new oil” represents the growing importance of big data and analytics in
every aspect of life. From understanding consumers behaviour to monitoring engines consumption,
organisations can have real-time information on various aspects that they are interested in. Analysing
these vast amounts of data in the right way is the ultimate goal for every company. Being able to
make right assessments with the use of data will enhance efficiency and profitability. [8], [9]

Digitisation

In a digitalized world, having information in a digital environment is crucial. Successfully digitising
supply chains can be a powerful tool for any organisation. In this way, the implementation of
information sharing securely and quickly can be achieved very easily. Combination with RFID [10]
technology can provide real time tracking of raw materials and products, reduce time wastage and
help bring down the environmental impact of supply chains.

Al and Machine Learning

Acrtificial intelligence and machine learning are reshaping the world as we know it. They are capable
of predicting and understanding patterns more accurate and quickly than any human could ever
achieve. These new technologies are able to uncover insights and supply chain disruptions. They can
be applied in production, logistics and forecasting. [11],[9]

Blockchain

Blockchain is one of the most prominent technologies in the evolution of supply chains. It enables
organisations and companies to be transparent with one another. It can find applications from the
tracking of products and raw materials to documents and files sharing between participants without
the fear that these sensitive files will end up to unwanted parties. Smart Contracts, as a part of
blockchain technology, could provide an environment for organisations and companies to implement
their desired functionalities. [8]



It is obvious that technological advances are very useful for supply chains and provide tools that will
boost efficiency. These can be used to address the problems supply chains are facing that we analysed
above.

Advanced technologies can play a major role in accomplishing transparency between each partner that
will have as a consequence better coordination, as the real-time tracking of products and materials but
also the sharing of documents spontaneously can be achieved by the use of RFID technology and
blockchain resulting in reducing time wastage and providing real time information.

Real-time data with the combination of Al will find better routes of products and raw materials
transportation and will accurately predict bottlenecks in order to be avoided.

The introduction of the above technologies will help bring down the carbon footprint of the supply
chains. Of course it is important to note that these technologies alone will not solve the environmental
impact and each participant of supply chains will have to take the necessary steps in their specific
fields. Of course, it is important to notice that reducing the environmental impact of supply chains is
interconnected with each country’s climate goals and companies must be motivated by countries and
international organisations to take immediate action.



2.6 Conclusion

At its core, the supply chain is one the pillars of the world economy, a major characteristic of modern
societies. It has enabled organisations and companies to be brought together and facilitate the delivery
of products and services all around the world.

Global supply chains have contributed to the growth and development of countries and technological
advancements. They have created millions of jobs and have enabled different industries to come
together and exchange knowledge and technology, fueling prosperity.

This network has provided consumers with a variety of products to choose from but also has
contributed to lower prices as now each company around the world is a direct competitor with each
other.

As any aspect of human activities, supply chains are facing tough challenges in an ever-changing
world. Shortage or overabundance of products have become a common problem as unexpected events
are taking place.

The Covid-19 pandemic highlighted vulnerabilities in supply chains, as companies could not deliver
products in time and in some cases at all. Different health measures in each country depicted the risk
of interconnected supply chains. This had a major effect on inflation, as it grew in historical numbers
all around the world and consumers faced price spikes in products. This has pushed organisations and
companies to diversify their supply portfolio in order to be able to face new challenges that may come
in the future and to minimise their impact on supply chains.

In combating past and new problems, such as climate change, technology has to play a pivotal role in
that effort. New technologies are emerging, making huge stripes ahead, improving everyday life.
Governments and companies have taken notice of these groundbreaking changes and are trying to
implement these new tools to their supply chains.

We have come to the conclusion that supply chains are a fundamental element of our world, enabling
products and services to reach every corner of the globe. Economic growth has been achieved, but
also new challenges have been created. Participants of the supply chains should be ready to combat
any current and occurring event that will come in the future. Solutions and tools to current and future
problems are already being developed and implemented and technological advancements should be
embraced by organisations and utilised.



3. Blockchain

3.1 History of blockchain technology

Blockchain is a revolutionary technology that is transforming many aspects of society from banking
and currencies to exchange of information. At its core, a blockchain is a distributed ledger with a
continuously growing list of records, called blocks, that are securely linked with each other via
cryptographic hashes. The data saved in each block cannot be altered, making them resistant to
changes.

The idea for the blockchain technology was first conceived by Stuart Haber and W. Scott Stornetta in
1991 in their paper “How to Time-Stamp a Digital Document”. [12] Their goal was to find a solution
for time-stamping digital documents so in this way they could not be tampered or backdated. In their
work, they developed a system with the use of Cryptography.

The next big step in solving this problem came in 2004, Hal Finney introduced for the first time the
concept “Reusable Proof of Work™. This solved the problem the system had with Double Spending.

With the tools already created, in 2008, an individual or a group of individuals named Satoshi
Nakamoto published a white paper named “A Peer-to-Peer Electronic Cash System”. This system
does not require a trusted authority to sign the timestamps but follows a peer-to-peer network of time
stamping.

Using the approach introduced by this paper, in 2009 Satoshi Nakamoto released another white paper
titled “Bitcoin: A Peer-to-Peer Electronic Cash System”. [13] This was the first time blockchain
technology was implanted successfully.

In the year 2014, it was a turning point for the blockchain technology as it was separated from the
currency and organisations took notice of this and started seeing a potential in that technology. This
was named Blockchain 2.0.

After that time, many individuals and organisations started exploring this new technology. At that
time, the Ethereum blockchain was founded by Crowdsale. The Linux Foundation launched the
Hyperledger project in 2015, creating numerous open-source projects that aim to create tools and
frameworks for anyone interested in implementing blockchain solutions.

Popularity of blockchain technology is growing, with new cryptocurrencies being developed and
launched every year. New applications have been created that take advantage of the capabilities of
blockchain technology, including No-fungible token (NFT) that is being used as a data file and has
found its most usage in digital art.



In conclusion, Blockchain technology is advancing rapidly. Institutions and organisations are putting
a lot of effort and money into trying to unlock new tools and opportunities. Its usage has not been yet
completely understood by companies and governments, but they have taken notice and are trying to
find areas to implement this new technology that in consequence will help societies grow and
advance.

3.2 Blockchain’s Features

To understand the potential of blockchain technology, we must delve into its characteristics and
features.

As previously mentioned, the blockchain is Immutable to change. [14] This means that it is
permanent and unalterable. Any block that has been validated cannot be changed and no user on the
network can edit, change it or delete. This provides a high degree of security and trust to the entire
network.

One of the most important features of blockchain is its Distributed Ledger. [14] With the term ledger,
we refer to a digital database of information. This allows the blockchain network to compute any new
changes very quickly as there is no involvement of intermediaries for validation. Blocks in order to be
inserted in the network have to undergo validation and also all participants will have to adhere to the
same procedures.

Blockchain technology is a Decentralised system, meaning that no central authority controls the
network. [14] This feature protects the network from external dangers, such as hacker attacks, because
the entire system is disturbed among hundreds of users and not controlled by a single entity. Also, the
network cannot fail as it is not located in a single cluster of servers but is spread across every
participant in the blockchain.

CENTRALIZED DECENTRALIZED

Figure 5. Centralised vs Decentralised network

[16]



The blockchain technology is Secured at its core as it uses advanced encryption algorithms. [15]
Every piece of information is encrypted and so any infiltrator will not be able to alter the chain and
have any benefit from it.

Another important characteristic we must mention is the Anonymity blockchain offers. [15] A user or
an organisation does not require to use their real identities to participate in the network. This allows
them to cover their activities and prevents their competitors from gaining any information about them.

Transparency is a key feature. [14] The blockchain ledger is available to anyone that participates in
the network. All transactions and data are visible to anyone and the system is resistant against fraud
and corruption.

An important characteristic of blockchain technology is Consensus. [15] With the term Consensus,
we refer to a decision-making algorithm for a group of nodes active on the network. Even though
nodes may not trust each other, they can trust the algorithm that runs in the core of the blockchain.
Using a consensus algorithm, nodes can reach an agreement faster and not have any discrepancy at the
end.

The above characteristics we analysed give the blockchain an advantage compared to other solutions
but still a lot of research is needed to take full advantage and to further develop them.

3.3 Blockchain’s Elements
In this point, it is important to make a statement about the elements blockchain technology consists of.

3.3.1 Blocks

We have to make a special remark about Blocks. [15] These are the backbone of the whole network.
They act as containers of information. They are data structures in which records of the blockchain are
stored.

Their structure is illustrated in the below image.
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Block Header: It is used as an identifier of the block in the entire blockchain.

Previous Block Header: It is used as a bridge between the n" block and the n+1" block.

Timestamp: It is a system that assigns a time of the creation of the block.
Nonce: A nonce number refers to proof of work in the block. It is unique for each block.

Merkel Root: It is the hash of all the hashes of the transactions that are part of a block in the
blockchain. The Merkle Root is part of the Merkel tree.

At this point, it is important to analyse further the Merkle Tree. [15] It is a tree in which every “leaf”
node consists of the hash of a data block and every non-leaf node is labelled with the cryptographic
hash of the labels of its child nodes.
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Figure 7. Structure of Merkle Tree
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3.3.2 Hash

In this stage it is important to explain the Hash functions. [16] They are mathematical algorithms
whose purpose is to convert a given text into a string of bytes with a fixed length and structure. For a
given input the output is unique.

There are a lot of different types of hash functions such as MD5, SHA-1 and SHA-256. For example
Bitcoin uses the SHA-256 hash function. It is important to mention that the hash function must be
strong in order to ensure security to the system.

Hashing the following text using SHA256 algorithm: hello
2cf24dbaSfb0a30e26e83b2acS5b9e29e1bl161e5¢c1fa7425e73043362938b9824
Hashing the following text using SHA256 algorithm: Hello

185f8db32271fe25f561a6fc938b2e264306ec304eda518007d1764826381969
Hashing the following text using SHA256 algorithm: hello1234
d53d8d0632cd64e595b2cc9709bd580e4d323cd65ebbfaa778b3252¢c761balb8

Figure 8. SHA256 Hash algorithm

We see in the above images that even a small change to the input text, the output changes completely.

3.3.3 Public Key Cryptography

An important element of the cryptography taking place in a blockchain network is the Public Key
Cryptography. [17] This involves a pair of a public and a private key associated with an entity that
wants to authenticate itself and encrypt and decrypt data. In this way, two parties can communicate
with each other without the fear of an intruder deciphering their data. There are numerous algorithms
for generating public-private keys, with the most common ones being RSA, Elliptic Curve Digital
Signature Algorithm (ECDSA) which is used in the Bitcoin and Ethereum Blockchains.

Public key is known and used by third parties in order to encrypt a message or data.

Private key on the other hand is private and must never be known to third parties. Using this key, an
individual can decipher the message or data sent to it using their public key.
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Figure 9. Public Key Encryption
[18]

Using this type of cryptography offers advantages for the users, as they are assured that the data they
received are created by a verified sender, as it relies on the sender’s public keys. Moreover, none can
tamper with the sent data or decipher them and also the sender cannot deny the data or message they
sent.

Of course, there are downsides using these cryptographic algorithms. First of all, large amounts of
data in order to be sent will require a lot of computation power to encrypt and decrypt. Also, it is
important to note that these algorithms take a substantial time in order to complete. As it is clear, the
private key must not be lost by the user because this will mean that no message can be decrypted and
of course no one else should know it, as all data will be accessible to them.

3.3.4 Peer to Peer

In this chapter of the thesis, we have mentioned a couple of times the term Peer-to-Peer. [19]) By this
term, we are referring to a network architecture whose goal is to operate in a decentralised manner.

In this type of infrastructure, peers provide to the network with the necessary equipment it needs, such
as computer power, storage facilities. Each node acts both as the server and the client. This eliminates
the need for a central server. Every peer has the same responsibilities and abilities.



In order for an individual to connect to a peer-to-peer network, they will have to download a specific
software. Some examples of such software include BitTorrent, Napster.

In all, peer-to-peer networks contribute to the anonymity and privacy of users. They have low cost to
maintain and there is no fear of the network shutting down as they operate across multiple systems.
They allow scalability, as adding more users does not put more weight into the system since they also
provide the necessary equipment. On the other hand, we must state that peer-to-peer systems are
taking considerable time to execute. Users are providing the network with resources that they could
otherwise use for their own purposes. Additionally, no backup storage exists, so data can be lost, and
also some peers have malicious purposes and send malware and computer viruses to other nodes.

A term we have used is the Node. In a blockchain network, a node is a computer that is connected to
it. When it connects to the network, it downloads a copy of the blockchain data and then it becomes
an active participant.
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3.3.5 Consensus Algorithms

An important element of a blockchain network is the addition of new blocks to the chain and the
agreement of each user regarding the added block. There are several different Consensus Algorithms
to achieve that. [20] Below we will discuss some of the most used.



Proof of Work (PoW)

This consensus algorithm is mainly used for block mining in a blockchain. At its core, it involves
solving a mathematical puzzle that is difficult to compute but easy to verify if the solution is correct.
It is implemented by the Bitcoin blockchain and other cryptocurrencies. [25]
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Figure 11. Proof of Work (PoW)

[21]

Practical Byzantine Fault Tolerance (PBFT)

It is a consensus algorithm that can work in asynchronous systems, and it can work even if there are
malicious nodes in them. All the nodes communicate with each other and reach an agreement on the
state of the system through a majority consensus. It is a solution to the Byzantine Generals Problem,
which refers to conducting a victoriously attack on a rival city by the Byzantine Army. [25]

Proof of Stake (PoS)

In this type of consensus algorithms, instead of relying on computational power to solve a problem,
validators of the chain lock a portion of their cryptocurrency as stake and in this way, they invest in
the coins of the system. Then, validators vote on each new block and if it reaches a majority, the block
is verified. Validators are rewarded by collecting a fee and having their coins locked in the system



they want the chain to keep growing and to be valid. One famous cryptocurrency that employs this
method is Ethereum, which changed its consensus from Proof of Work to Proof of Stake in 2022. [25]
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Figure 12. Proof of Stake (PoS)
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3.3.6 Smart Contracts

A major utility of blockchains is the ability to deploy Smart Contracts. [23] With this term, we refer
to a computer program that runs on a blockchain network. They run without the need of an
intermediate party, as a set of terms and conditions defined within the smart contract must be met for
execution. The advantages this technology provides are.

Distributed: As a blockchain is a distributed system, everyone participating in the network has a copy
of the smart contract and its conditions and no party has the ability to change any of that.

Deterministic: Inside the smart contract specific functions, that are defined, can be executed and every
party will come to the same result for a given input.

Immutable: The smart contract can not be altered, only be terminated if specified during development.

Self -verifying/ Self-executed: As we mentioned earlier, no central authority is required. The smart
contract will self-verify the conditions and self-execute if they are met.

In all, smart contracts are a powerful tool for organisations and individuals as they are able to create
their own programs to their needs and take advantage of the blockchain technology.



3.4 Blockchain network operation

After we have analysed and described a lot of what a blockchain is, its characteristics, its features but
also its limitations, below we will answer the question of how a blockchain network works.[24] Of
course, there are differences in the execution of each blockchain depending on the developers
preferences but below we will give a general idea of how it operates.

. Firstly, a new transaction requests entry to the blockchain network. All the necessary
information are provided using public and private key encryption

Il. Then, the transaction is transmitted to every peer ov the network in order to check the
validation of the transaction

I Each peer checks if the transaction meets the necessary terms and conditions of the
blockchain. if it does, consensus must be reached by the nodes using the consensus algorithms we
analysed above.

V. Then the new block is created, adding the necessary information of the previous block and
linking it to the entire blockchain

V. Finally, the transaction terminates and a new block is added to the blockchain, making it
accessible to any member of the network.
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Figure 13. Transaction flow in a Blockchain Network
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3.5 Blockchain’s types

Blockchain technology is not uniform in every application it is used. Different types with their unique
characteristics have emerged as they try to solve diverse types of problems.

The most commonly used type of blockchain is the Public Blockchain. [25] As the name suggests, it
iS open to anyone who wants to join and it is not owned by an entity. Bitcoin is the most famous
example of a public blockchain. It is providing the maximum form of anonymity

Private Blockchains [25] are a type of a blockchain that is not open to the public but only selected
nodes can join and participate in it. It operates in a closed network and users must be authorised.

In contrast to the low speed of Public Blockchain, this type offers high performance to the users but
also its scalability is more easily as its size can be defined manually. Of course, this blockchain is not
entirely decentralised as it needs a main authority, but the anonymity of its nodes is provided. Some
cases of this type can be found in projects like Hyperledger and Corda.

The last type of blockchain is the Hybrid. [16] It is a mix of the previous two types. Some features of
the blockchain are private and controlled by an entity and some are public and accessible to anyone.
Although it takes the goods of both worlds, it is too complex and it lacks any sufficient application.

There is also another way to distinguish blockchain networks with each other. There are the
Permissionless and Permissioned blockchains.

With the term Permissionless, [16] we refer to the blockchain network that is trustless. Anyone who
wants to participate in the network is free to do so. There is no central authority, the platform is open-
source and there is full transparency.

On the other hand, the Permissioned [16] blockchain networks are closed and only a selected group of
individuals or organisations can access it. In these networks, participants are provided with a high
level of privacy and security. They are highly customised to the needs of the users and have high
performance as they are used by a limited number of nodes. Of course, they are not completely
decentralised. as they require permission to enter and are created and maintained by an authority.



3.6 Blockchain’s limitations

After we have analysed the majority of blockchain technology’s advantages and characteristics, we
are obligated to make a reference to the limitations that exist.

Scalability: This challenge probably is the most significant, as it limits the usage of blockchain
technology. As the number of transactions increases and each block can hold data up to a limit, the
validation process is tedious, and it takes a substantial time.[16]

Energy Consumption: When it comes to blockchains network using the Proof of Work consensus
mechanism, this process needs a lot of energy but also blockchains themselves are energy intense
during the validation process.[16]

Regulations and legal formalities: In some countries, blockchains networks are banned ,as seen in
China banning all cryptocurrency transactions in 2021. Also, a lot of governments are proposing
measurements and laws in order to establish a legal ground for blockchain applications. These
regulations can differ from one country to another, making it difficult to develop a worldwide project
with blockchain.[26]

These are the primary concerns that developers and enterprises consider when developing a
blockchain network. As time progresses, the technology itself will advance and overcome its
limitations but also organisations and countries will set the legal frameworks needed for blockchain
technology.

3.7 Blockchain’s Use Cases

Since its conception and invention, blockchain has intrigued researchers, organisations and companies
of its uses and capabilities. Since the first successful implementation in 2009 by Satoshi Nakamoto
(Bitcoin) , blockchain has come a long way and it is already finding industries and sectors of everyday
life to alter and develop.

Below we will analyse some of the most promising areas that blockchain technology is already trying
to advance into the future.

3.7.1 Healthcare

Blockchain technology has the potential to transform the healthcare industry as it can provide the
necessary components of security, privacy, and data interoperability. [27] Taking into account the
necessary requirements of the healthcare sector, blockchain can contribute to the Patients Data
Management, as it can guarantee the security and the immutability of data but also through data



hashing no unauthorised party can have access to sensitive information. Another area is the
traceability of drugs, as in this way no counterfeit drugs can reach hospitals and pharmacies but also
provide real time information about any shortage of them. Last, there have been cases of blockchain
usage in clinical trials, providing data security and integrity, as no one could alter the results and there
is full transparency throughout the process.
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[27]
3.7.2 Finance and Banking

One very fertile ground for blockchain technology to flourish is finance and banking.[28] One
application that stands out of all is the cryptocurrencies. Bitcoin, Ethereum and all other
cryptocurrencies want to disrupt the established ecosystem. They can operate on the international
landscape as they dont have any geographical limitations. Also, they are used as investments.
However, cryptocurrencies are exhibiting significant fluctuations. It can also help in the transferring
and recording of assets and reduce the required paperwork, elevating time wasting. A new way of
raising capital, it has been the Initial Coin Offering (ICO). Instead of relying on traditional funding



sources, such as venture capital, private equity, start-ups have the ability to issue a digital coin. In
2019 alone, ICOs raised more than $3,3 billion USD. Of course, we must point out that ICOs have
been associated with fraudulent activities.

Figure 15. Bitcoin and Ethereum Market Price
(https://coinmarketcap.com/currencies/bitcoin/)

Other applications of blockchain technology include e-voting, with South Korea already developing a
blockchain-based online voting system. [29] It can be used in the real estate market as a way to digital
buy and sell assets but also without needing a middleman as with the use of smart contracts all parties
have the same information and there is no way for a party to commit fraud or deception. Of course,
one of the biggest areas of application for blockchain technology is in supply chains that will be
further analysed in a separate chapter of the thesis.
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3.8 Conclusion

In all, blockchain technology is a groundbreaking technology that wants to alter and develop various
aspects of society. From the way we are doing our transactions to the usage of new currencies,
blockchain is already changing the world.

Its decentralised nature relieves us from the need of third parties, its transparency and anonymity give
the opportunity to individuals to make transactions freely but also the immutable guarantees that
nothing can be modified in the future.

The use of cryptographic algorithms and the hash functions protects users’ information like never
before. Smart contracts give another level of freedom to individuals and organisations to create
applications to their needs and take advantage of the blockchain characteristics.

Of course, blockchain is a developing technology. Limitations, such as scalability and legal
formalities, are present but as time progresses new tools and advances will be developed, and these
obstacles will be overcome.

We already see different types emerging from public to private blockchains and permissioned to
permissionless, and organisations choosing between them in order to better accomplish their goals.

From the first successful implementation, the Bitcoin to the creation of ICOs and its introductions
to the healthcare industry, blockchain technology is here to stay. Through research and its
wider usage, it has the potential to change the landscape of many industries as we know them.



4. Blockchain in the Supply Chain

As we saw before, in today’s globalised world, supply chains are becoming more complex than ever
before. Dozens of companies must communicate with each other in order raw materials to transform
into finished products and then to be transported all around the world. In order to reduce and alleviate
some of the problems that supply chains are facing and we have already analysed, blockchain
technology has taken a primary position to combat these. [30] Its characteristics and features are new
tools in the hands of companies and organisations and there is a growing desire to develop and
implement them.

Supply chains nowadays operate at a fast pace, with money, data and materials constantly changing
hands. Blockchain can play a crucial role in this environment as it can handle a lot of transactions
reliably and also can provide the necessary visibility to all the partners involved and guarantee high
levels of security.

4.1 Transparency

One of the most used terms in literature about the integration of blockchain and supply chains is
Transparency. According to “Fabian Dietrich, Yiwen Ge, Ali Turgut, Louis Louw, Daniel Palm”
(2021) [31], after their analysis a definition for the term Transparency will be

“Supply chain transparency, by way of comparison, extends the aspect of supply chain visibility to the
disclosure of all information to all stakeholders, including customers. According to Khan and Yu
(2019) transparency includes even the ability for customers to gain access information without
actively participating in the supply chain system landscape or architecture.”
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Blockchain technology can provide supply chains with unprecedented visibility, elevating lack of
information integration. [33] In this way, firms can establish trust among each other, as information
will be accessible to all parties and promote a more thorough and effective collaboration.

Access to real time data enables companies to make faster and more accurate decisions enhancing
their agility. In this way, it will be easier for them to adjust to unexpected events such as those
witnessed in recent years (Covid-19 pandemic), which completely disrupted supply chains.

In the end, greater transparency will assist companies and organisations in enhancing productivity and
efficiency, leading to better services to their customers. As a consequence, this approach will reduce
waiting times, cost and also environmental impact.
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4.2 Traceability

A major application of blockchain technology involves enabling traceability.[34] The tracking of
products, from raw materials to finished goods, is a growing demand from both manufacturers and
consumers.

Manufacturers require real-time data about the location and phase of each product. As we know, each
stage of production can be in completely different locations and so the collaboration and the
synchronisation of factories must be on point in order for the production to be efficient. Another



benefit of traceability is that no unauthentic, unauthorised or defective product can reach the
customers. Through the tracking of the supply chain, such products can be identified and excluded.

Consumers on the other hand are becoming more socially and environmentally conscious and want to
know about their purchases’ origins and impact on the world. Traceability can help in that case as it
can unequivocally provide information about a product’s origins, production methods and whether the
right rules and conditions are in place. For the environmental impact this production has, it can be
more easily and accurately calculated, as every step of the transportation and manufacturing process
will be recorded.[35]

Overall, traceability through blockchain technology is a primary focus for many companies and
organisations. They aim to implement it in their supply chains as it can offer real-time tracking and
enables them to provide consumers with essential information, such as details about the
environmental impact of products.
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Figure 18. Blockchain Traceability System in the food industry.
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4.3 Use cases

Tradelens

In 2018, Maersk, in collaboration with IBM, launched Tradelens.[37] Tradelens was the biggest
global data-sharing platform in the maritime industry. It introduced an innovative way to efficiently,
rapidly and securely exchange information. Through Tradelens, blockchain technology showed its
potential to digitise the entire supply chain industry. It allowed HSBC, one of the world’s largest
banks, and Syngenta, a provider of agricultural science and technology, to complete the first paperless
transaction, utilising blockchain chain technology for a letter of credit. This was a milestone in the
digitalisation of trade finance and in this way supply chain efficiency will further increase. Despite the
benefits of the TradeLens being apparent to all participants and its potential, it was decided to
discontinue and the platform to be taken offline by the end of first quarter of 2023. Up until that point,
TradeLens platform had processed more than 4 billion events, 81 million shipments and 42 million
documents.

Walmart

Another notable case study that implements a blockchain solution in the supply chain is the food
traceability system created by Walmart in collaboration with IBM .[38] The challenge that companies
like Walmart face is that when a food-borne disease occurs, it can take days, if not weeks, to trace the
source. A way to solve this problem is to develop a traceability system using blockchain technology.
To evaluate the effectiveness of this solution, Walmart conducted two proof-of-concepts projects. One
project aimed to track pork sold in its China stores. The goal of this project was to upload certificates
of authenticity to the blockchain. The other project involved tracing mangos sold in its US stores. This
project managed to bring down the time needed to trace their origin from 7 days to 2.2 seconds. In
summary, blockchain technology has helped Walmart to effectively trace contaminated products back
to their source and prevent further spread of food-borne illnesses, reducing food waste through
selective recalls, leading to better recall management.

4.4 Conclusion

In summary, blockchain technology has a lot to offer to the supply chain. With the use of
Transparency, companies have the ability to exchange information and data with each other like never
before. Real-time data will give the opportunity to make effective and accurate decisions, overcoming
any unexpected event. At the same time through traceability, organisations are able to track their
whole operation and synchronise each part of the supply chain in order to work as efficiently as
possible. Also, consumers will have the ability to know about the origin and the impact of their
purchases. These applications do not only stay in a theoretical realm, but they also have real world
implementations. Big companies such as Walmart, Maersk and IBM are investing and discovering the
potential of blockchain technology in order to improve their activities and operations. It is obvious
that the implementation of blockchain into the supply chain has a lot of potential to make it more
efficient and to digitise it.



5. Blockchain platforms

Blockchains platforms provide the users with the opportunity to develop their own networks and
applications that align with their goals and purposes. Some of the most used and researched platforms
are presented below.

5.1 Solidity

Solidity is an open-source, high-level, object-oriented language used for implementing smart contracts
and decentralised apps (dApps) on various blockchains platforms, most notably, Ethereum. Solidity is
designed to target Ethereum Virtual Machine (EVM) and is influenced by C++, Python and JavaScript
programming languages.[39]

SOLIDITY

Figure 19. Solidity

[39]

5.2 Hyperledger Foundation

Hyperledger is an umbrella project under which open-source blockchains and related tools have been
developed, which the Linux Foundation initiated in December 2015.[40] Within this platform, there
are several developing projects.

Hyperledger Aries: It provides a shared, reusable, interoperable tool kit designed for initiatives and
solutions focused on creating, transmitting and storing verifiable digital credentials.

Hyperledger Besu: It is an Ethereum client designed to be enterprise-friendly for both public and
private permissioned network use cases, with an extractable EVM implementation.




Hyperledger Fabric: It presents as a foundation for developing applications or solutions with a
modular architecture. It is an open-source enterprise-grade permissioned distributed ledger technology
(DLT).

Hyperledger Indy: It provides tools, libraries, and reusable components for providing digital identities
rooted on blockchains or other distributed ledgers. Indy is interoperable with other blockchains or can
be used standalone powering the decentralisation of identity.

These are the main projects of the Hyperledger foundation and most used in case studies.
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Figure 20. Hyperledger ecosystem
[53]
5.3 Corda

The Corda platform was created by the enterprise blockchain and software development company R3.
Corda is an open-source blockchain-based distributed ledger technology and smart contract platform
on a decentralised global network. It is designed to record, manage and automate legal agreements
between business partners. The Corda platform aims to create a digital ledger that eliminates the need
of businesses transacting with each other to ensure their ledgers line up with each other and provides
various tools and libraries for creating blockchain solutions.[41]
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Figure 21. Corda

[41]



https://golden.com/wiki/Blockchain-VWP
https://golden.com/wiki/Software_development-65NDZ
https://golden.com/wiki/R3_(blockchain)-EAVDZPM
https://golden.com/wiki/Distributed_ledger-KKAVZB
https://golden.com/wiki/Digital_ledger-NMGDXKY

5.4 Choosing platform

Between the various platforms we described before, we have to make a decision on which one is the
most suited for our purposes.

Solidity is developed primarily for the Ethereum network. Individuals and organisations can create
decentralised applications (dApps) on Ethereum’s public blockchain. Ethereum’s blockchain is a
public, decentralised network and although its open ecosystem allows users to create their
applications, it is a slow network and lacks the required privacy for our applications but also the
customisation we would need.

Corda is an ideal platform for powering the tokenization of traditional financial assets and currencies.
Its application and case studies are primarily in the financial sector. Due to its distinctive features,
Corda is ideally suited for tokenizing traditional financial assets and currencies, bringing advantages
like improved regulatory compliance, lower operational costs, increased security, and transparency.

The Hyperledger Foundation has a variety of projects and tools under its umbrella. The most suitable
for our application that we have to consider is the Hyperledger Fabric. Fabric provides a safe and
scalable platform for blockchain solutions as a permissioned blockchain framework. As controlled
access and confidentiality are ensured by its permissioned network model, it is suitable for
applications where data privacy is of the utmost importance. Its modular architecture, in particular,
allows for flexibility in design and execution, with a strong emphasis on pluggable components and
consensus mechanisms. Also, we have to point out that Hyperledger Fabric is the most used platform
for developing blockchain solutions in the supply chain. The case studies we analysed before,
TradeLens and Walmart, both used the Hyperledger Fabric platform.

One major aspect of the blockchain platforms is the popularity of each platform as it shows the
interest of developers and organisations to research the potential of these platforms, and they create a
pathway for new developers to understand and combat problems that previous developers have
already faced. Moreover, through this process, new tools and approaches are spreading across the
platform and more engagement by individuals and companies pushes forward the whole platform.
Also, an element that blockchain platforms is important to have is an active community in which users
can ask questions, find tutorials, and engage with each other and also the community as a whole to
make decisions about the way the platform should head.



Table 1.

Various popularity metrics for our selected platforms

Project Github stars Github forks Closed Stack Google Dapps Popularity
Github issues exchange scholar score
Ethereum 39163 14840 6391 6317 18500 3452 100.00
Hyperledger 13950 8190 162 1502 2310 - 32.93
Fabric
EOS 11346 3700 4751 81 275 579 15.54
Solana 9372 2329 3491 383 78 105 15.43
Tendermint 5142 1786 2800 68 138 - 9.05
Quorum 4234 1184 757 206 379 - 7.62
Corda 3878 1069 579 500 225 - 7.20
Neo 3381 1000 1020 32 194 1 5.84
Tron 3132 1139 1030 121 43 1397 5.63
Stellar 3000 992 1157 33 190 - 5.35
Stacks 2688 545 1749 219 20 - 4.40
BNB Chain 1685 788 652 86 0 4067 3.25
Hyperledger 1393 762 4 113 135 - 3.05
Sawtooth
NEAR 1822 364 2064 170 13 43 3.01
Tezos 1501 209 0 46 212 80 2.50
Optimism 1397 450 434 4 4 25 2.35
iotex 1431 291 987 1 18 45 221
Harmony 1447 268 971 12 12 117 2.21
Waves 1164 419 343 67 72 16 2.18
Algorand 1132 346 5 21 112 12 2.04
Qtum 1162 389 292 11 28 - 2.02
Exonum 1176 245 340 5 57 - 1.88
Zilliga 1110 263 264 1 15 - 1.76

Note. From “Survey of prominent blockchain development platforms” [42]



Table 2.

This table highlights the communities surrounding our selected blockchain development platforms.
The last commit data was collected in September 2022.

Platform Supporters Last Total Road map Official Tele- Youtube Subreddit
commit commits gram/Discord videos
Ethereum Vitalik Buterin, Sep 2022 13637 Yes Yes 1094 1444724
Etherium Foundation
Hyperledger Linux Foundation, Sep 2022 14130 No Yes 1169 3550
Fabric IBM, Intel, SAP Arabia
EOS Block.one, July 2021 20554 Yes Yes 103 97768

EQSIO Foundation

Solana Anatoly Yakovenko, Sep 2022 20203 Yes Yes 314 152831
Solana Foundation

Tendermint Jae Kwon, Cosmos/Ignite Sep 2022 8956 Yes Yes 359 274

Quorum ConsenSys, JP Morgan Sep 2022 14311 No No 83 2131

Corda R3 Sep 2022 9732 Yes No 257 469

Neo Da Hongfei, Erik Zhang, Sep 2022 1388 Yes No 148 117601
Onchain

Tron Justin Sun, TRON DAO Sep 2022 17087 No Yes 559 124952

Stellar Jed McCaleb, Joyece Kim, Sep 2022 7990 Yes Yes 143 212769
Stellar Development Foundation

Stacks Princeton, Hiro, Sep 2022 16993 No Yes 494 6652
Stacks Foundation

BNB Chain Binance Sep 2022 13506 Yes Yes 135 17192

Hyperledger Linux Foundation, Jul 2022 4590 No Yes 1169 3550

Sawtooth IBM, Intel, SAP Arabia

NEAR Illia Polosukhin, Alexander Sep 2022 8251 Yes Yes 378 12254
Skidanov,
NEAR Foundation

Tezos Dynamic Ledger Solutions, Sep 2022 3779 No Yes 171 71141
Tezos Foundation

Optimism Optimism Foundation Sep 2022 19477 Yes Yes 17 5

ToTeX IoTeX Sep 2022 2831 Yes Yes 360 18044

Harmony Stephen Tse, Sep 2022 7590 Yes Yes 406 53477
Harmony Foundation

Waves Waves Technology Sep 2022 12971 No Yes 86 1484

Algorand Algorand Sep 2022 34919 No Yes 183 75645

Qtum Qtum Jun 2022 3270 Yes Yes 98 17679

Exonum Bitfury Sep 2022 5652 Yes Yes 7 46

Zilliga National University of Singapore, Sep 2022 9383 Yes Yes 132 44459

Zilliga Foundation

Note. From “Survey of prominent blockchain development platforms” [42]

As we have analysed each platform, what it offers, their engagement, and also taking into
consideration case studies, we have come to the conclusion that the best network to develop our
application is the Hyperledger Fabric.



6. Hyperledger Fabric

6.1 Introduction

Hyperledger Fabric is an open-source enterprise-grade permissioned distributed ledger technology
(DTL) platform. [43] One key point of the nature of Fabric is that it was established under the Linux
Foundation and the Hyperledger Foundation is governed by a technical steering committee, while the
Hyperledger Fabric project is operated by a set of maintainers from multiple organisations. The Fabric
platform is permissioned and supports a variety of programming languages for developing smart
contracts such as Java, Go, and Node.js which are widely known instead of domain-specific languages
(DSL).

Hyperledger Fabric has its own unique architecture that we need to build in order to have a working
blockchain network. The first step in all of that is to understand each component and concept of the
platform.

6.2 ldentity

One important concept of the Hyperledger Fabric platform is Identity.[44] Each actor in the
blockchain network including peers, orderers, etc. needs to have a digital identity encapsulated in an
X.509 digital certificate in which X.509 is an International Telecommunication Union (ITU) standard
defining the format of public key certificates. These identities determine the exact permissions over
resources and access to information that each actor in the network has.

6.2.1 Digital Certificate
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Figure 22. Example of a Digital Certificate

[44]



The digital certificate is a document which holds a set of characteristics relating to the owner of the
certificate. It is important to note that the certificate together with the other pieces of information
includes the user’s public key for other users to know that the message originated from them and has
not been tampered with. The private signing key is not in the certificate and must be kept secret.

6.2.2 Certificate Authority

A node to participate in the blockchain network needs a digital identity. When other parties have been
presented with this certificate, to accept it they must trust the certificate issuer, known as a Certificate
Authority (CA).[44] CAs are a common part of internet security protocols, they issue certificates to
parties and some of the popular ones include: IdenTrust, DigiCert, and Comodo.
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Figure 23. A CA dispenses certificates to different actors

[44]

Certificate Authorities can be split into two categories: Root CAs and Intermediate CAs. The purpose
of the Root CAs is to securely distribute certificates to any internet user requesting them. It is better to
split the process of issuing certificates to so-called Intermediates CAs. The Intermediates CAs have
their certificates generated by the root CA or even another Intermediate CA and in that way, a “chain
of trust” is created as then these Intermediates CAs are issuing CAs for users or other Intermediate
CAs and anyone can trace back to the Root CA. In this way, the scaling of the whole process is easier
but also it provides more security to the whole process as it limits the exposure of the Root CA and
the compromise of an Intermediate CA will have a lesser effect.
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Instead of the need for a developer to issue certificates for the actors of his network from an
established Certificate Authority, the Fabric platform provides a built-in CA component to allow users
to create through it the CAs that are needed, and it is creating digital identities in the form of X.509.
Of course, it is possible to use public/commercial Root or Intermediate CA to provide the identities.

6.3 Membership Service Provider (MSP)

6.3.1 MSP Definition

The Membership Service Provider [43] does not provide anything as the name intends to imply but
instead implements a set of folders that are added to the configuration of the network and are used to
define an organisation both inwardly(define who its admins are) and outwardly(allowing other
organisations to validate that actors have the authority to do what are attempting to do). In contrast to



Certificate Authorities that provide digital certificates that represent identities, the MSP contains a list
of permissioned identities.

The MSP is not only listing who has access to a network or who is a member of a channel but is
setting identities into roles by identifying specific privileges an actor has on a node or channel.

To better understand the meanings and the differences between Identities and MSP we will represent
them like credit cards. A consumer can have a variety of credit cards available to use and these
represent the different identities a user can have. On the other hand, the shop can only accept specific
credit cards to complete the purchase, this represents the MSP functionality of defining what actors
can access the network or being part of a channel.
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Figure 25. Representation of Identities and MSP as credit cards and credit cards providers.
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6.3.2 MSP Domains

MSP occurs in two domains in the Fabric network, locally on an actor’s node (local MSP) and in
Channel configuration (channel MSP).[44]

Local MSPs are defined for clients and nodes (peers, orderers). Their role is to set the permissions of
each node and its functionalities, for example, who is the peer admin that can operate the node. The
MSPs for clients allow the user to be authenticated as the owner of a role in the system for example an
organisation admin or as a member of a channel during a transaction.

A local MSP file must be defined in every node and that makes it possible to define the permissions
over a specific node (who are authorised to install chaincode on a peer, for example), as well as to
authenticate member messages outside the context of a channel. Be aware that a company may
possess one or more nodes. Admins of an organisation are defined by an MSP.

In contrast, Channel MSP defines administrative and participatory rights at the channel level. In this
way, if an organisation wants to join the channel, the channel setup would require incorporating the
organisation's MSP to have a chain of trust with its members. Otherwise, any transaction originating



from this organisation's members will be rejected. Channel MSPs are described in a channel
configuration instead of as file structures as in the case with Local MSPs.

Who is in charge at a channel level is determined by channel MSPs and the MSPs of the organisations
that are channel members can be found under channel MSPs. Also, the Channel MSPs define the
relationship between the identities of channel members and the enforcement of channel-level policies
such as adding new members to a channel.

Figure 26. Example of a channel configuration file that show the incorporation of two MSPs
[44]
6.3.3 MSP Structure

To fully understand local MSP, we have to understand the structure of local MSP and explore the
elements that provide its functionality.[44]
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Figure 27. Local MSP file structure

[44]



Config.yaml: It is used to enable "Node OUs" and specify approved roles to set up Fabric's identity
classification feature. (Node OUs will be explained more thoroughly below)

Cacerts: This directory contains a list of self-signed X.509 certificates from the hosted root CAs
trusted by this MSP. There must be at least one Root CA certificate in this MSP directory.

This is the most important record because it identifies the CAs from which all other certificates must
be derived to be considered a member of the respective organisation to form a chain of trust.

Intermediatecerts: This directory contains a list of X.509 certificates from Intermediate CAs trusted
by this organisation. Each certificate must be signed by one of the MSP's Root CAs or any
intermediate CA whose final issuing CA chain points to the trusted Root CA. It can be excluded if no
Intermediate CAs are used.

Admincerts: This directory contains a list of identities that define the actors who have the role of
administrators for this organisation. From version 1.4.3 of Fabric, it has been deprecated, and it is not
required.

Keystore: This folder contains the node’s private key. This key is used by the node to sign data and
must be secured and access to it should only have admins of the node.

Signcert: This folder contains the node’s certificate issued by the CA. This represents the identity of
the node and combined with the corresponding private key can be used to generate signatures
originated from this node and they can be verified with the use of the digital identity.

Tlscacerts: This directory contains a list of X.509 certificates of the Root CAs for secure
communications using TLS. An example of communication is when a peer connects to an orderer and
requests a ledger update.

Tlsintermediatecerts: This directory has a list of X.509 certificates from CAs trusted by this
organisation. Like the Intermediatecerts it can be excluded if no Intermediate CAs are used.

Operationscerts: This folder contains certificates required for communication with the Fabric
Operation Services APl with which an operator can do health checks, see operational metrics, and
more.

This is a standard structure of local MSP; it is not required to have the same format but yet again any
network must have the required certificates and files.

6.3.4 Node OUs

Previously we referred to the term Node OU.[44] The Node OU (Organisational Units) is used to
confer a role onto an identity. In the config.yaml file a list of organisation units that are members of
an organisation and are defined with their respective roles. With the ability to set roles for the
members of an organisation, developers can implement their specific policies in the network more
casily for example to endorse a transaction to the network this can be only done by the organisation’s
peers and not any member of it.



NodeOUs:
Enable: true
ClientOUIdentifier:
Certificate: cacerts/ca.sampleorg-cert.pem
OrganizationalUnitIdentifier: client
PeerOUIdentifier:
Certificate: cacerts/ca.sampleorg-cert.pem
OrganizationalUnitIdentifier: peer
AdminOUIdentifier:
Certificate: cacerts/ca.sampleorg-cert.pem
OrganizationalUnitIdentifier: admin
OrdererOUIdentifier:
Certificate: cacerts/ca.sampleorg-cert.pem
OrganizationalUnitIdentifier: orderer

As we can in the above example of a config.yaml file, we have set all the four available Node OU
roles client, peer, admin and orderer.

6.4 Ledger

One of the most fundamental concepts is the Ledger.[43] In the Fabric network, the Ledger consists of
two distinct but related parts - a world state and a blockchain. Below we will analyse further each of
these parts.

6.4.1 World State

The world state is a database that holds the current values of a set of ledger states. This provides the
advantage that instead of traversing the entire blockchain to calculate an object’s current value, you
just get it immediately from the world state, and having the World State as a database gives the user
the ability to make more complex operations as each element is saved as a key-value pair. Another
advantage, that it has, is that it can be re-generated from the blockchain at any time and even if a peer
fails on its restart the world state can be regenerated.

World State is keeping a version number that is incremented every time it is changed. The network
checks the version whenever the state is updated to make sure that it matches the version at the time
of the endorsement. In this way, the system prevents concurrent updates.

As we said, the World State is a database, Fabric provides two options that the developer can choose
from LevelDB and CouchDB.

LevelDB is the default option of the Fabric, it is appropriate if ledger states are simple key-value pairs
and runs inside each peer node.



CouchDB is appropriate to use when the ledger states are structured as JSON documents. CouchDB
can support rich queries and updates of richer data types but it runs in its own operating system
process and any peer node must have its own unique CouchDB database for its ledger.

ﬁ Ledger world state

A ledger state with
_ — key=K. It contains a set
{key=K vallie =Vl of facts expressed as a

i i ey simple value, V. The
{key=CAR1, value=Audi} version=0 € /
state is at version 0.

A ledger state with
key=K. It contains a set
{key=K, value = {KV}} of facts expressed as a

version=0 set of key-value pairs
{KV}. The state is at
version 0.

{key= CAR2, value = {type: BMW, color: red, owner: Jane}} version=0

Figure 28. A Ledger World State containing two states.
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6.4.2 Blockchain

Blockchain acts as a historical record of facts about how objects arrived at their current states.[44] It
has recorded any previous version of each ledger state and how it has been changed and it is
implemented as a file in contrast to the World State which uses a database.

Its structure is the one we have analysed previously in the thesis. It is a sequence log of interlinked
blocks and each block contains a sequence of transactions. One important thing to mention is that the
first block of the chain is generated by a Fabric component called the ordering service which will
analyse in its own chapter.
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Figure 29. Example of a blockchain in Fabric

[44]



As we have analysed previously, each block is connected, “chained” to the previous block, and the
transactions are saved inside the blocks.

The blocks themselves are constructed as we have already seen with a Block header, a block number,
the current block hash, the previous block hash, the block data that contains a list of transactions
arranged in order, and the block metadata that has the certificate and the signature of the block
creator.

1H2

E H2 (block number) 2
D2
CH2 (current block hash)

M2

Block header

-
N
I

Block number

CH2 1—Iash of .current block
ransactions
Copy of hash from
PH1

previous block

P H 1 (previous block hash)

H2 V2 |v2isdetailed view of H2

Figure 30. Example of a block’s structure
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6.4.3 Transactions

At this point, we have to analyse the block data that contains the transactions in a block.[44]
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Figure 31. Example of transaction details.

[44]



Header: This captures some needed metadata about the transaction such as the name of the chaincode.
Signature: This part holds a cryptographic signature by the client application.

Proposal: This section encodes the input parameters provided by the application to a smart contract,
which creates a proposed update to the ledger.

Response: This part contains the before and after values of the World State as a Read Write set (RW-
set). If the transaction is valid the RW-set is applied to the ledger to update the World State.

Endorsements: This section represents signed transaction responses from organisations that are
required to satisfy the endorsement policy.

6.5 Smart Contracts and Chaincode

Smart Contracts are at the heart of any Fabric blockchain network.[44] They work together with the
ledger, where the ledger holds the history and state of past and current events, the smart contracts
defines the way that new elements can be added to it. The Chaincode is mainly used by developers to
group smart contracts that they want to deploy simultaneously and for low-level programming of
Fabric.

6.5.1 Smart Contract

Before parties can transact with each other, they must first establish the terms and conditions of these
transactions but also the necessary data they need to provide. In a blockchain network, this can be
accomplished with the use of smart contracts as we have also analysed before.

In Fabric, the terms smart contract and chaincode main times are used interchangeably but to be more
specific the smart contract sets the transaction logic that controls the objects in the world state. In
contrast, chaincodes define how smart contracts are packaged for deployment.

vehicle | car contract insurance | policy contract
chaincode chaincode
boat contract liability contract
truck contract syndication contract

securitization contract

Figure 32. Example of smart contracts being packed in chaincodes.
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Smart contracts interfere with both the World State and the Blockchain of the Ledger. Mainly they
can make adjustments in the World State by putting, getting, deleting, and making queries in the
records of the Blockchain.

e Put can create a new element or modify an existing item in the World State.
e Get can make queries to retrieve information from the World State.
e Delete can remove objects from the current World State but not its history.

Of course, regardless of all the changes that take place in the World State, the Blockchain keeps
immutable records of these changes.

6.5.2 Process of Transactions

Any chaincode is associated with an endorsement policy that is being enforced with all the smart
contracts that are defined with it. [45] The term endorsement policy refers to which organisations
must verify a transaction, generated from a smart contract, by signing it for it to be valid. Of course
endorsement policy is only one example of policies that exist in a Fabric network. Other policies
include who has the right to query or to update a change in the ledger.

The smart contract, when it is executed, runs in a peer node that is part of the blockchain network and
takes in as inputs the transaction proposal and then combined with its program logic, it reads and
writes in the ledger. The changes proposed by the smart contract are captured as a transaction
proposal response that includes a RW-set with the states that have been read and the ones that will be
written if the proposed transaction is valid. One important note to make is that the World State is not
updated when the smart contract is executed.

The process of validating a transaction with the peers takes place in two steps by each peer. The first
step is to check if the endorsement policy of the chaincode is confirmed, meaning that enough
organisations have signed the proposed transaction. Secondly, the current value of the World State
must match the value in the read set when the endorsing peers signed it. This way, it is ensured that no
intermediate changes took place. If both steps are confirmed, the transaction is confirmed valid and
then it is added to the World State. In contrast, all transactions valid or invalid are added to the
Blockchain.

6.5.3 Endorsement Policy

The endorsement policy for the chaincode is agreed upon by the channel members using the Fabric
chaincode lifecycle.[44] The endorsement policy can be specified either by a reference to an
endorsement policy in the channel configuration file or by explicitly specifying a Signature policy.

If an endorsement policy is not explicitly defined the section in the channel configuration file
“Channel/Application/LifecycleEndorsement” becomes the endorsement policy of the chaincode
which by default is set to the “Majority Endorsement” meaning a majority of channel members are
needed in order the chaincode be committed to the channel but also any transaction of the smart
contracts inside of it.



6.6 Channels

Fabric platform allows organisations to participate in more than one blockchains networks
simultaneously via channels. Channels provide a sufficient sharing of infrastructure while maintaining
data and communication privacy.[44]

6.6.1 Channels and Chaincodes

The Chaincodes must be defined in the channel for members of the channel to be able to access the
smart contracts inside of it. The chaincode definition in the channel must contain several parameters
such as chaincode name, version, and endorsement policy. For the chaincode to be installed in the
channel a sufficient number of members of the channel (majority by default) must approve. Any
channel member can execute any smart contract inside the chaincode if the endorsement policy has
been fulfilled.[44]

6.6.2 Channels Policies

In a Fabric network, policies are associated with who needs approval, either with an explicit sign or an
implicit sign-off by a group, any change to it. An explicit sign-off could be a single sign from an
individual member expressed using the Signature syntax and an implicit sign-off would require
approval from a majority of members using the ImplicitMeta syntax.

Signature policies define specific types of users who must sign for the policies to take place for
example as OR('Orgl.Peer’, '‘Org2.Peer’). In the previous example, this policy would require either
one of these two peers for the policy to be fulfilled. The syntax can support combinations of OR,
AND, and NOutOf.

ImplicitMeta policies are only valid in the context of a channel configuration that takes place using a
tiered hierarchy of policies in a configuration tree. ImplicitMeta policies are using the results of
policies from below in the configuration tree that are signature policies.[44]



Application Channel

Channel/Admins

MAJORITY sub policy: “Admins”
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In order for the Channel/Admins policy to be satisfied, every sub-policy under it in the configuration hierarchy must
be satisfied.

Figure 33. Diagram of a configuration tree with Signature and ImplicitMeta policies
[44]
6.6.3 Channel configuration file

The entire policies and the structure of a channel is defined in its configuration file name
configtx.yaml.[44]

The first section defines the organisations that will be members of the channel.

Inside any organisation definition, there are four default policies: Readers, Writers, Admins, and
Endorsements, of course, the policies can have any name the user wants.

Each of these policies has a Type that describes how the policy is fulfilled either by Signature or
ImplicitMeta and a Rule that is for the policy.

&0rgl
Name: OrglMSP

ID: OrglMsP

MSPDir: ../organisations/peerOrganizations/orgl.example.com/msp

Policies:
Readers:
Type: Signature
Rule: "OR('OrglMSP.admin', 'OrglMSP.peer', 'OrglMSP.client')"
Writers:
Type: Signature
Rule: "OR('OrglMSP.admin', 'OrglMSP.client')"
Admins:
Type: Signature
Rule: "OR('OrglMSP.admin')"
Endorsement:
Type: Signature
Rule: "OR('OrglMSP.peer')"




In the above example of organisation Orgl, all the policies have the Signature Type, and below them
are the requirements for the policy to be fulfilled. These Signature policies are becoming part of a
configuration tree that points to an ImplicitMeta policy.

The Application section in the channel config file sets the policies for the interaction with the
Chaincode and the endorsement for it if it is not defined separately.

B g g s s s T T s s s s g
SECTION: Application

- This section defines the values to encode into a config transaction or
genesis block for application related parameters

HHHH R
Application: &ApplicationDefaults

# Organisations is the list of orgs which are defined as participants on
# the application side of the network
Organizations:

# Policies defines the set of policies at this level of the config tree
# For Application policies, their canonical path is
#  /Channel/Application/<PolicyName>
Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
Writers:
Type: ImplicitMeta
Rule: "ANY Writers"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"
LifecycleEndorsement:
Type: ImplicitMeta
Rule: "MAJORITY Endorsement"
Endorsement:
Type: ImplicitMeta
Rule: "MAJORITY Endorsement”

As we can see in the above text, the four policies of Writers, Readers, Admins, and Endorsement are
ImplicityMeta Type that need either a majority or any user and use the policies that were set earlier
for each organisation. The LicecycleEndorsment as we analysed earlier governs who needs to approve
the chaincode in the channel and the Endorsement sets the policy for the chaincode in the channel.

6.7 Peers

A fundamental component of the Hyperledger Fabric blockchain network that has been already
mentioned is the Peers. [44] Ledger and smart contracts are managed by the peers as well as the
transaction proposals and endorsements. Peers are adjustable and redundant and can easily be created,
reconfigured, started, stopped, and deleted. They provide a set of APIs (Application Programming
Interfaces) that enable client applications to interact with the Fabric Gateway service.



6.7.1 Ledger and Chaincodes connection to Peers

The Peers hold in them instances of the ledger and the Chaincode and this makes the peers the
gateway for client applications to interact with either of them.

As peers can be part of more than one channel, they are capable of hosting more than one ledger, one
for each channel they are part of. This gives the ability to the peers to also have more than one
chaincode installed in them. These two elements of the peer give incredible flexibility to the whole
system and enable developers to make more complicated and elaborated networks in order to
accomplish their goals.

Figure 34. A Peer holding three Chaincodes and two Ledgers.

[44]
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Figure 35. A channel with two peers with a chaincode and ledger hosted
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6.7.2 Peers and Applications

Clients can interact with the blockchain with the use of applications. With the use of Fabric Gateway
service running on peers, these applications can access the ledger and the chaincode and in this way,
they can submit transaction proposals, request an endorsement, receive events, query the ledger, and
more.

The Fabric Gateway implements the three transaction phases of how Fabric manages transactions
Phase 1: Endorsement phase

e During this phase, the client application submits a signed transaction proposal to a peer. The
application must either appoint the selection of endorsing organisations or specifically declare
the organisation for endorsement.

e The gateway service selects a peer in the organisation to execute the transaction. Then the
peer-selected executes the chaincode declared in the application, generates a proposal
response (RW-set), signs the proposal, and sends it back to the gateway.

e The second step is repeated by every organisation required from the endorsement policy
declared for this chaincode. At the end, the gateway collects all the signed proposal responses
and creates a transaction envelope which is returned to the client for signing.

Phase 2: Ordering Phase

e The client sends the signed transaction envelope to the gateway service that sends it to an
ordering node and returns a successful response.

e The ordering node verifies the signature and then packages with other ordered transactions
into blocks. Every peer in the channel receives the block for validation and commitment to the
ledger.

Phase 3: Validation and Commitment Phase

e Every peer checks if the client signature of the transaction envelope matches the signature of
the transaction proposal. Also, each peer checks if the endorsement policies are satisfied and
marks each transaction as valid or invalid for commitment to the ledger.

e Each peer commits the ordered block that it received to the channel ledger. The ledger is
updated as well as the world state of only the valid transactions.

e Each peer then sends to the client a commit status with proof of the updated ledger.

6.7.2 Peers and ldentity

As we have already analysed, every component that participates in a Fabric blockchain network must
have a digital certificate from a particular Certificate Authority, and each peer gets assigned this by an
administrator from its owning organisation.



The channel configuration using the peer’s identity sets its rights in accordance with the policies.
Peers can only be a part of one organisation from which they acquire their digital certificate and MSP.

6.8 Orderers

Hyperledger Fabric in contrast to other blockchains, like Bitcoin which relies on a probabilistic
consensus algorithm that eventually guarantees ledger consistency, works differently. It relies on a
node called the orderer that does the transaction ordering and forms the ordering service along with
other orderer nodes. This is a deterministic consensus algorithm and any validated block by the peers
is final and correct.[43]

6.8.1 Orderer nodes

Orderer nodes enforce access control for channels, defining who can read and write data to them and
who can configure them. Orderers like all nodes in a Fabric blockchain must have a digital identity
and a MSP from which they acquire their organisation identity.

6.8.2 Orderer nodes and Validation

In the validation process and the addition of new blocks in the blockchain, an orderer has the role of
an “orchestrator”. Ordering nodes can receive multiple transactions from more than one application
concurrently and create blocks of transactions. The number of transactions a block will store depends
on channel configuration parameters related to block size and elapsed time for a block. The order that
transactions are saved in a block may differ from the order that they were received but they are put in
a strict arrangement and the block formed is final. Then it is transmitted to all the peers of the channel
and checked for its validity.

6.8.3 Ordering Service Consensus

Hyperledger Fabric provides a variety to choose from to achieve consensus on the string ordering
transactions.

Raft:
Raft is a Crash Fault tolerant (CFT) ordering service based on an implementation of the Raft
Protocol. Raft follows a leader and follower model where a leader is elected from the nodes

in each channel and its decisions are replicated by its followers.



BFT:
Byzantine Fault Tolerant (BFT) [46] ordering service can withstand crash failures
and also, a subnet of nodes acting maliciously. This was added to the Fabric network on version
3.0 the platform that it has been built for this thesis and was developed in version 2.4.
Solo:
The Solo ordering service is intended for testing only and consists of only a single ordering

node.

6.8.4 Raft

The Raft protocol uses a leader and follower model in which the leader is dynamically elected among
the ordering nodes in a channel and the leader replicates messages to its followers.[54] The Raft
allows the network to withstand the loss of nodes as long as there is a majority of ordering nodes. Raft
also gives the opportunities for the organisations to have their own ordering nodes deployed in the
channel and participate in the ordering service without relying on a central admin to manage the
nodes.

To have a better understanding of the Raft protocol, we will further analyse the major aspects of it.

Leader: A channel’s consenter set votes a single node to be the leader. The responsibilities of the
leader are to ingest new log entries, replicate them to the following ordering nodes, and manage when
an entry is considered committed. It is not a special type of orderer but it is a role that an orderer node
may have at certain times and others not depending on the circumstances.

Follower: As was described previously, the follower receives logs from the leader and replicates them
deterministically, ensuring that logs remain consistent

Election: The election for the leader node is an internal process of the orderers. All the nodes are
initially followers. In this state, if they do not receive any log entries or “heartbeats” from a leader for
a set amount of time, nodes are self-promoted to candidates. In the candidate state, nodes request
votes from other nodes. If a candidate receives a majority of votes, is promoted to the leader state.



7. Hyperledger Fabric working environment

The Hyperledger Fabric requires it to run in a bash environment so it cannot run in Windows. To
overcome this problem, we used the WSL2 (Windows Subsystem for Linux). WSL enables
developers to run a GNU/Linux environment directly in Windows, unmodified, without the use of a
traditional virtual machine or dual-boot setup. After installing WSL2 on our Windows, we have to
install a Linux distribution to it, and we choose to install Ubuntu-22.04 directly from the Microsoft
Store.

After installing WSL2 and Ubuntu, we have to also install Docker. Docker is a tool that enables
developers to automate the deployment of applications inside small, portable containers.[47] This way
applications can work efficiently and in isolation. The containers contain all the necessary code,
system resources, and libraries required to run the application. Of course, there are a lot more
concepts and components of Docker, but they extend beyond the scope of this thesis. If the need for a
more in-depth analysis occurs of a particular aspect, it will be addressed in the subsequent section.
The installation of the Docker software can be done directly off the site and there is a free version of it
that is more than enough for our needs. One important step we have to take is to enable integration
with the WSL to be able to interact with Docker through the Ubuntu environment.

Then we have to download and install the Hyperledger Fabric. From the github repository
https://github.com/hyperledger/fabric, we only have to download the install-fabric.sh from the script
file. When we run the script, we have the ability to choose the version of fabric we want to install and
also, we must add as arguments docker and binary. These will download the required Fabric container
images for the docker and the Fabric binaries in our system.

After all that, we are ready to use Hyperledger Fabric and create our own network.



8. Building Hyperledger Fabric network

In this chapter, we will analyse and describe the steps we took to enable developers to create their
own network from the numbers of organisations, peers and orderers they want, to the deployment of
channels and chaincodes. All the code is available at the following github link GitHub.

8.1 Fabric CA and TLS

We start with the deployment of the digital certificates and MSP each node in the network needs. We
use the built-in CA component provided by Fabric for both the CA and TLS certificates.

For a network to be secure, each node in the network must communicate within it using TLS
(Transport Layer Security). TLS is a cryptographic protocol and used mainly in applications of email
and messaging so each node will also need to have TLS certificates in addition to the CA certificates.

8.1.1 Fabric TLS and CA servers

To start with, we have created a script named make-folder.sh. Its goal is to create a CA and TLS
server, that will run in Docker, for an organisation and then register its members, peers, admins, and
users. At the end, each user will have their own CA and TLS certificate and MSP folder.

The script requires two arguments for it to run, a port that the server will run and the name of the
organisation, and first, it deploys the TLS server and then the CA.

% ./make-folders.sh 1000 ﬁrgll

Code 1. Run of bash file “make-folders.sh”

The script inserts two different scripts we have created named create-server-config.sh and enroll-
tls.sh.

The purpose of the create-server-config.sh script is to modify two files. The first file is the fabric-ca-
server-config.yaml which is the configuration file for the CA and TLS server. The most important
parameters of the file are:

e ca: In this section, we have to give the CA a name to distinguish it from other CAs and TLS
CAs. The other parameters used if the crypto material for the CA is generated elsewhere and
for our application are irrelevant.

${CANAME }

Code 2. CA


https://github.com/gus50cs/File-Sharing-Platform

tls: The important parameter in this section is that we have to enable the TLS in order for the
communications with the server to be secured.

Code 3. TLS

Code 4. Registry

registry: This section controls how the server authenticates enrollment requests which contain

[ J
a username and password and once authenticated, retrieves the identity’s attribute names and

values.

Code 5. Port

e port: The number of the port that the server will run to.

After the fabric-server-config.yaml file is completed, with the required parameters, then the ca-
docker.yaml file is configured. This file is a YAML Dockerfile, in which all the necessary steps are



described to run a Docker image. A docker image is an executable package that contains all the
necessary software, libraries, and tools to run the application.

The important aspects of the ca-docker.yaml file are:

ports: In this section, we declare the ports and the listening ports of the server.
environment: It sets the environment variables

volumes: It links a directory on the host machine to a directory inside the container
command: This is the command that starts the CA and TLS server with a specific username
and password

ORT}: ${LISTENINGPORT}
Code 6. Ca-Docker.yaml file

To have a better understanding of the whole process, we will describe it in detail below.

> First, as the script has received the port and the name of the organisation, it runs commands
declared in the create-server-config.yaml script that configure the files we described earlier
and starts the TLS server.

> Then, the enroll-tls.sh script is invoked, and we enroll the organisation’s admin with the TLS
server, the script then prompts the user to specify the number of peers they would like to add
and the name for each of them. After that, the script registers with the TLS server, assigning a
unique password to each one. Of course, their type is “peer”.

How many peers :2

Name of 1 peers :peernumberl

Name of 2 peers :peer‘number‘!l

Figure 36. Number of peers and their names

The same process as before is followed for the CA server to run, using the create-server-
config.sh.



> The enroll-tls.sh script is yet again invoked and as before it enrols the organisation's admin
and registers each peer but also an admin and a user role with the CA server.

> At the end, after registering each peer with the TLS and CA server, each node and member
must obtain their certificates. It enrols each peer with both the TLS and CA server and the
admin and user roles only with the CA server.

> After all this each peer has a TLS and CA certificated and MSP folders.

Status

Running (1/1)

Running (1/1)

Figure 37. CA and TLS servers of orgl running on docker
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Figure 39. Folder Structure

The final structure of folders containing the certificates, keys, and MSP folders looks like this for an
organisation with two peers and two roles of admin and user.

After creating all the required certificates for an organisation and all its members, we must create a
sufficient number of ordering peers. As we have discussed earlier, ordering peers can be part of any
organisation and it is possible to add them for example in the previous example of the organisation but
in the thesis, we have also included the creation of an organisation that its only members can be
ordering peers. Of course, this organisation must be maintained by a central authority that oversees
the whole network. The best practice would be that every organisation provides some ordering nodes
to the network in addition to the ordering nodes provided by the administration of the network.

For the creation of the orderer organisation, we have created a script shell named make-folder-
orderer.sh. It works in accordance with the make-folders.sh we analysed previously. The developer
must provide the port and the name of the organisation. Of course, the name must be distinct from the
regular organisations.

We follow the exact process as before. First, we use the script create-server.config.sh to create the
necessary configuration files and Docker files in order for the servers both the TLS and CA to start
running. Then we insert the enroll-tls.sh script and as before the user is prompted to add the number
of the orderers and the name of each one. We enrol the admin and register each of them with the TLS
server, but we declare their type as orderer. We register them with the CA server, and we add only one
role of admin. At last, we enrol the orderers with both the TLS and CA servers in order to have all
required certificates and the admin role only with the CA server.



An important note to make is that for the Raft protocol to work and for the network to be secure we
must have at least three orderers to a channel at every time. Because this way even if an orderer goes
down the majority of orderers will be able to apply the Raft protocol until the other orderer is back up
again.

$ ./make-folder-orderer.sh 2000 crdererorgll

How many orderers :3.

Name of 1 orderer :orderernumberl

Figure 40. Creation of orderer organisation and its orderers.

> @ tls-ca-ordererorg1-orderer = Running (1/1)
S

ca-ordererorg1-orderer - Running (1/1)

Figure 41. CA and TLS server of orderer organisation running on docker

The file structure of an orderer organisation follows the same as of any other organisation the only
difference is that in the user folder, there is only one role of the admin as we did not enrol any user
role.

That completes the majority of steps we took to complete the creation of certificates for an
organisation and an orderer organisation. In this script, there are still some small steps we took that
are not mentioned here for example the renaming of some certificates to be easier to handle. For a
more thorough review of the steps these scripts take, you should refer to the GitHub repository of this
thesis. Of course, as we have mentioned earlier a user can use CA from any verified provider and not
use the built-in component of Fabric for the creation of the certificates.

8.2 Deployment of Peers and Orderers

After having all the necessary certificates for all participants of the network, it is time to deploy them.
Each node will be running in a docker container.

8.2.1 Peers

The deployment of peers is happening with the use of peer.sh script. The only argument that is
required is the name of the organisation that the peers are part of. It inserts the create-peer-config.sh
script and uses the functions that are written in it. Below we will analyse the whole process of the
deployment.



> At the beginning, the script reads a .txt file that was created in the previous steps. The .txt file
contains the name of the organisation, and its port and contains the list of its peers. Of course,
this .txt file must always be secure. It also deploys a CLI (Command Line Interface) container
in Docker. This will be useful later as it helps us for the deployment of chaincodes and
administration control.

> After that, the script goes through each peer declared in the .txt file. At first, it sets a list of
ports and specifies the paths to the certificates of the peer. Then it calls functions of the
create-peer-config.sh. The purpose of this script is to configure the three files the core.yaml,
the peer.yaml, and the vm-peer.yaml files. Below we will analyse each file and its purpose in
more detail.

The core.yaml file is the configuration file of the peer and we must set the desired parameters
for our network.

We start with the declaration of names, ports, and paths that the peer will need for its
deployment.

: ${NAMEPEER}.${ORG}

e The id sets the name of the peer.

: production.${NAMEPEER}.${ORG}

e The networkld is used for logical separation in the network and for the build
of docker images.

: 0.0.0.0:${PORT}

e listenAddress sets the local address the peer will listen to.

: 0.0.0.0:${CHAINCODE_PORT}

e chaincodeListenAddress sets the address the peer will listen for chaincode
requests.

: ${NAMEPEER}.${ORG}: ${CHAINCODE_PORT}

e chaincodeAdress is the address that chaincode containers can use to connect
to this peer.

: ${NAMEPEER}.${ORG}:${PORT}

e address sets the address for other peers in the organisation to connect with
this peer.



: MSPATH

e The mspCongiPath must have the path of the MSP file of the peer.

e localMspld should contain the value of the MSP ID of the organisation that it
belongs to and participates in a channel.

: FILE/organizations/${ORG}/peers/${NAMEPEER}

e fileSystemPath sets the path that the ledger and the chaincode will be saved
on the local filesystem of the peer

An important parameter of a peer is the gossip related configuration. This sector controls the way the
peers receive updates in the ledger data. The most important settings that we need to pay attention are:

: ${LEADER}

e These two aspects are mutually exclusive. The useLeaderElection dynamically
initialises a peer to be the leader and establishes a connection with the ordering
service pulling blocks and then transmits them to the other peers. On the other hand,
the orgLeader sets the peer as a leader and itself fetches the blocks directly from the
ordering service. This is the recommended option for all peers in an organisation as
each one gets the blocks directly from the ordering service and we followed this for
our network.

Of course, there are other options in the gossip sections relating to other matters such as private data
that in our case are irrelevant.

Another important configuration we must point to is the tls section. As we have described earlier,
each node in the network already has its TLS certificates for safe communications. Lets now dive into
the most important aspects of this setting.




FILE/organizations/${ORG}/peers/${NAMEPEER}/t1ls-

msp/signcerts/server.crt

: FILE/organizations/${ORG}/peers/${NAMEPEER}/tls-

msp/keystore/server.key

: FILE/organizations/${ORG}/peers/${NAMEPEER}/tls-

msp/tlscacerts/ca.crt

Code 7. TLS Settings

e The first thing is to enable TLS and then pass the path for each certificate of the peer
needed for establishing TLS communications.
e The cert parameter is the TLS digital certificate, and the key is the TLS private key.

The final major setting we have to set up for the peer is the ledger section. In this section, we choose
what type of database we will use for our ledger. As we have analysed before, there are two types
supported by Fabric, LevelDB and CouchDB.



: goleveldb

: 100000

: couchdb.${NAMEPEER}.${0ORG}:5984
: ${NAMEPEER}couchdb

: ${NAMEPEER}couchdbpw

Code 8. Ledger Settings

e As we can see above, the database we choose for our network is the goleveldb as it covers the
needs of our network and is simpler. Any developer can choose to change that and we have
already set some steps for establishing a CouchDB database but an important note to make is
that its peer must have its own CouchDB database.

This concludes the most important aspects of the core.yaml configuration file of a peer. Of course,
there are more settings such as the metrics section that can be configured to the preferences of each
developer.

Then the peer.yaml is a YAML Docker file that focuses on configuring the peer, including its ports
and application-specific settings. We will describe the most important aspects of the file.

: ${NAMEPEER}.${ORG}

: hyperledger/fabric-peer:latest




: hyperledger-fabric

- FABRIC_CFG_PATH=FILE/organizations/${ORG}/peers/${NAMEPEER}

- CHAINCODE_AS_A_SERVICE_BUILDER_CONFIG={"peername":"${NAMEPEER}"}

FILE/organizations/${0ORG}/peers/${NAMEPEER}:FILE/organizations/${0ORG}/peers/${
NAMEPEER}

: /root

: peer node start

- ${PORT}:${PORT}

- ${CHAINCODE_PORT}:${CHAINCODE_PORT}

Code 9. Peer yaml document for Docker

e We use the hyperledger/fabric-peer image and set two environmental variables of
FABRIC_CFG_PATH and CHAINCODE_AS_A_SERVICE_BUILDER_CONFIG.

e Then, we mount a volume into the container and map a local directory to a directory inside
the container.

e \We set the working directory inside the container to /root and run the command peer node
start.

e At last, we define two ports, the PORT and CHAINCODE_PORT.

Then the vm-peer.yaml is a YAML Docker file that focuses on how the peer interacts with the Docker
network and has some specific Docker configuration.

: ${NAMEPEER}.${ORG}




: hyperledger/fabric-peer:latest

: hyperledger-fabric

- CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock

- CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=fabric_test

FILE/organizations/${ORG}/peers/${NAMEPEER}:FILE/organizations/${ORG}/peers/${
NAMEPEER}

- ${DOCKER SOCK}:/host/var/run/docker.sock

Code 10. Peer yaml document for interaction with the Network

e Again, it uses the hyperledger/fabric-peer image and sets two environmental variables. First,
it is the CORE_VM_ENDPOINT that sets a Unix socket for communication with the Docker
host. It is important for managing chaincodes containers and other Docker-related tasks. The
CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE sets the network mode for the
Docker container. It makes sure that the peer container can communicate with other
containers in the fabric_test network.

e It specifies two volumes, the first maps a local directory to a directory inside the container.
The second, allows the peer container to access the Docker socket of the host. This is
important as it allows the peer to interact with the host’s Docker daemon, enabling it to
manage and launch chaincode containers as needed.

After the configuration of all three files has concluded with the specific variables that the script
inserts, the peer is ready to be brought up. We run the following command and the required variables
for it.



SOCK="${DOCKER_HOST: -/var/run/docker.sock}"

DOCKER_SOCK="${SOCK##unix://}"

: ${CONTAINER_CLI:="docker"}

: ${CONTAINER_CLI_COMPOSE:="${CONTAINER_CLI}-compose"}

Code 11. Set up Docker containers

e |t sets the DOCKER_HOST environment variable to SOCK. The DOCKER_HOST has
default to ‘/var/run/docker.sock’, which is a path for the Docker socket

e [t sets the DOCKER SOCK variable to SOCK without the ‘unix://” prefix. We set in the
CONTAINER_CLI_COMPOSE variable to docker-compose for Docker compose CLI.

DOCKER_SOCK="${DOCKER_SOCK}" ${CONTAINER_CLI_COMPOSE}
$FILE/organizations/${ORG,,}/peers/$NAMEPEER/peer.yaml

$FILE/organizations/${ORG,, }/peers/$NAMEPEER/vm-peer.yaml up 2>8&1

Code 12. Start of Peer containers in Docker

e This script, using the previous variables, instructs Docker Compose to create and start the
containers using the .yaml files we configured before.

After the conclusion of the peer.sh script, every peer of the organisation will be up and running in
Docker, ready to be part of channels and accept chaincodes.

8.2.2 Orderer

The deployment of orderers is happening with the use of orderer.sh script. The only argument that is
required is the name of the orderer-organisation that the orderers are part of. It inserts the create-
orderer-config.sh script and uses the functions that are written in it. Below we will analyse the whole
process of the deployment.

> In the beginning, the script reads a .txt file that was created at the creation of the orderer-
organisation certificates. The .txt file contains the name of the organisation, and its port and
contains the list of its orderers. Of course, this .txt file must be secure at all times.



> After that, the script goes through each orderer declared in the .txt file. At first, it sets a list of
ports and specifies the paths to the certificates of the orderer. Then it calls functions of the
create-orderer-config.sh. The purpose of this script is to configure two files: the orderer.yaml
and the orderer-docker.yaml files. Below we will analyse each file and its purpose in more
detail.

The orderer.yaml file is the configuration file of the orderer and we must set the desired
parameters for our network.

We start with the declaration of paths and ports that the orderer will need for its deployment.

: 0.0.0.0

: ${PORT}

e ListenAddress sets the location where the orderer will listen to.
e ListenPort sets the port where the orderer will listen to and unlike the peer,
the orderer.yaml separates the address and the port

: MSPATH

e The LocalMSPDir must have the path of the MSP file of the orderer.

e |ocalMSPID should contain the value of the MSP ID of the organisation that
it belongs to and participates in a channel.

: FILE/organizations/${ORG}-orderer/orderers/${NAME}

e The Location under the FileLedger section sets the directory that the orderer
will store the blocks in.

Another important configuration we must point to is the tls section. Just like in the peer, each order
has its tls certificates for safe communications. Let's how dive into the most important aspects of this
setting.

: FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-
msp/keystore/server.key




: FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-
msp/signcerts/server.crt

-FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-

msp/tlscacerts/ca.crt

Code 13. TLS Settings for Orderer

Firstly, we must set Enables to true in order for the TLS to be enabled.
PrivateKey and Certificates as the names intend to say, in the first we set the path of
the private key, and in the second the digital certificate. Both of which are provided
by the TLS server.

e Ro0tCAs are used for verifying certificates of other orderer nodes during outbound
connections.

e The last two options are related to the MUTUAL TLS connection, which is disabled
for the context of this thesis.

Another important section we have to configure is the Admin section which is used for securing the
admin service and enforcing client authentication.

: 0.0.0.0:${ADMIN_PORT}

: FILE/organizations/${0ORG}-orderer/orderers/${NAME}/tls-
msp/signcerts/server.crt

: FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-
msp/keystore/server.key

: FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-
msp/tlscacerts/ca.crt

: FILE/organizations/${ORG}-orderer/orderers/${NAME}/tls-
msp/tlscacerts/ca.crt

Code 14. Admin Settings for Orderer



ListenAdrees set the host and port for the admin server.
As before, we enable TLS in order for the connections to be secure and we provide
the private key (PrivateKey) and certificate (Certificate) of the orderer generated from
the TLS server.

e Lastly, we provide the RootCAs and the ClientRootCAs that are used to authenticate
when a client connects to the admin server.

This concludes the most important aspects of the orderer.yaml configuration file of an orderer. Of
course, there are more settings, like in the peer.yaml configuration file, such as the metrics section
that can be configured to the preferences of each developer.

The second file that the create-orderer-config.sh configures is the orderer-docker.yaml.It is a YAML
Daocker file that focuses on configuring the orderer, including its ports and application-specific
settings. We will describe the most important aspects of the file.

: ${NAME}.${ORG}

: hyperledger/fabric-orderer:latest

: hyperledger-fabric

- FABRIC CFG_PATH=FILE/organizations/${ORG}-orderer/orderers/${NAME}

-FILE/organizations/${ORG}-
orderer/orderers/${NAME}:FILE/organizations/${0ORG}-orderer/orderers/${NAME}

: /root

: orderer

- ${PORT}:${PORT}

- ${ADMIN_PORT}:${ADMIN_PORT}




- ${OPERADDRESS} : ${OPERADDRESS}

- test
Code 15. Services Settings for Orderer

e We use the hyperledger/fabric-orderer image and set one environmental variable of
FABRIC_CFG_PATH.

e Then, we mount a volume into the container and map a local directory to a directory
inside the container

e \We set the working directory inside the container to /root and run the command
orderer

e At last, we define three ports, the PORT, ADMIN_PORT and OPERADDRESS.

After the configuration of the two files has concluded with the specific variables that the script inserts,
the orderer is ready to be brought up. We run the following command and the required variables for it.

docker-compose $FILE/organizations/${ORG,, }-orderer/orderers/$NAME/orderer-

docker.yaml up 2>&1

Code 16. Start of Docker Container for orderer

e This command instructs Docker Compose to create and start the containers using the
orderer-docker.yaml file we configured before using the orderer.yaml for the specific
settings of the orderer.

After the conclusion of the orderer.sh script, every orderer of the orderer-organisation will be up and
running in Docker, ready to be part of channels and accept chaincodes.

We must make an important note as an orderer node can be part of any organisation and not specific
to an orderer-organisation that only has orderer nodes. If a developer wants to include an orderer node
in a different organisation must again have an orderer.yaml file that has the specific configuration they
want and a Docker YAML file to start the node in Docker.



8.2.3 Conclusion

In conclusion, this chapter has delved into the detailed description and analysis of two scripts
developed within the context of this thesis. The first script, peer.sh, was designed for the purpose of
bringing up and running the peers of an organisation. We demonstrated the need for the files we
described. The core.yaml is the most important of the three as it sets the way the peer will be
constructed and its technical specifications. Of course, there are a lot of ways that the peer can be
configured and some more functionalities that we can implement for example metrics but for the
needs of our thesis, the configuration we chose for the peers is more than enough. The other two
Docker YAML files play a pivotal role in running the peer as through them we accomplish the
deployment and orchestration of the peer node, ensuring that it operates efficiently within the network
and setting critical settings such as network ports and volumes for data to be stored.

Likewise, the second script, orderer.sh, was made to create and run ordering nodes of an orderer-
organisation. Through these processes, two files were needed to be configured for any specific node.
Like in the peer case, the most important file is the orderer.yaml as it sets how the orderer will operate
and what specific characteristics it will have. As before, the ways an orderer can be configured are
many and there are functionalities that we did not engage with. Of course, the configuration we chose
for the ordering nodes will be able to completely cover our needs. The other Docker YAML file plays
a crucial role in the deployment of the orderer in the network, setting the necessary setup for the node
such as network ports and images.

In summary, this chapter encompasses the necessary scripts and files needed for two crucial parts of a
Fabric network, the peer and orderer. Using those two, we will build upon all the other pivotal parts of
the network in the following chapters.



8.3 Deployment of a channel

After creating the number of organisations, a developer wants and at least an ordering-organisation,
the next important step to take is to connect all of them using channels. In the next chapters, we will
analyse how we can accomplish connections between the members of a network.

8.3.1 Channel.sh

The main script that the whole process is conducted from is the channel.sh. The channel.sh script can
deploy one channel per run, so a developer must run it for the number of channels they want, and it

does not require any parameter to run. Below we will describe the steps and processes that happen to
create connections between the nodes of a network.

< At the beginning of the script, the user is prompted to declare the number of organisations
they want to add to the channel. After that, they are required to provide the name of each
organisation and the ordering-organisation that will be part of the channel. If the organisations
provide the ordering service, there is no need to add an ordering-organisation as we have said
earlier but we have chosen an approach of a main ordering-organisation. At last, the script
prompts for the name of the channel and the orderers that they want to include. At least three
orderers should be part of the ordering service.

How many orgs do you want to add to the channel?

What org do you want to add to the channel? :orgl

What ord do you want to add to the channel? :ordererorgl
what will be the channel name? :channelilj

Which orderer do you want for ordererorgl? (orderernumberl
orderernumber2

orderernumber3) :orderernumberl, orderernumber2, ﬂrderernumberﬂl
Figure 42. Passing information for the creation of the channel

«» After the script has all this information, it imports a separate script named, channel-config.sh.

Its purpose is to configure the configtx.yaml file of the channel and we must set the desired
parameters in it.

At this point, it is important to describe the major settings of the configtx.yaml file and the
decisions we made in it.

- &ORDERER$
Name: ORDERER${ORD}

ID: ${ORD}ordererMsSP

MSPDir: FILE/organizations/${ORD}-orderer/msp




: Signature

"OR('${ORD}ordererMSP.member")"

: Signature

"OR('${ORD}ordererMSP.member")"

: Signature

"OR('${ORD}ordererMSP.admin")"

- ${NAME}.${ORD}:${ORD_PORT}

Code 17. Setting up Orderer in channel config file

e At first, we set the orderer organisation, its name, and ID. The localMSPID we set earlier in
the orderer definition must match this ID.
Then we declare the path, in which the org’s MSP definition exists.
At this point, we define the policies of Readers, Writers and Admins, that require Type and
the Rule.

e Inthe end, we declare all the orderers endpoints this ordering-organisation has.

Then we have to declare the organisations that will be part of the channel. The below text must be
included in the final YAML file for every organisation participating in the channel.



: ${ORG}MSP

: ${ORG}MSP

: FILE/organizations/${ORG}/msp

: Signature

: "OR('${ORG}MSP.admin', '${ORG}MSP.peer', '${ORG}MSP.client"' )"

: Signature

: "OR('${ORG}MSP.admin', '${ORG}MSP.client"')"

: Signature

: "OR('${ORG}MSP.admin")"

: Signature

: "OR('${ORG}MSP.peer')"

Code 18. Setting up Organisations in Channel config file

We start by declaring the organisation, its name and its ID. The localMspID must match the
ID for every peer belonging to this organisation.

Then we declare the path, in which the org’s MSP definition exists.

At this point, we define the policies of Readers, Writers, Admins and Endorsement that
require Type and the Rule.



After that, we must set the policies in the application section. These have an effect on the
organisations.

: &ApplicationDefaultPolicies

: ImplicitMeta

"MAJORITY Endorsement"

: ImplicitMeta

"MAJORITY Endorsement"

: ImplicitMeta

"ANY Readers"

: ImplicitMeta

"ANY Writers"

: ImplicitMeta

"MAJORITY Admins"

Code 19. Setting up Policies for Organisations

e The LifecycleEndorsement policy controls the endorsement policy for chaincode-related
operations such as installing and approving. The Type is ImplicitMeta and requires
endorsements of the Majority of the relevant organisations.

e The Endorsement policy sets the endorsement policy for transactions. The Type is
ImplicitMeta and it needs a Majority of endorsements for a transaction to be considered valid.

e The Readers policy specifies who is allowed to read data from the Ledger. The Type is
ImplicitMeta and any entity with this authorisation, such as a peer, can read the data without
needing any endorsement.



e The Writers policy controls who can write data in the Ledger. The Type is ImplicitMeta and
any entity with the authorisation, such as a client, can write data without needing any
endorsement. However, this policy does not imply that the transaction is valid. Its validity is
determined by the Endorsement policy.

e Last is the Admin policy, which sets who has administrative control over the channel. The
Type is ImplicitMeta and for any administrative actions to take effect a majority is required.

The policies for the ordering-organisation are declared in the orderer section.

: ImplicitMeta

"ANY Readers"

: ImplicitMeta

"ANY Writers"

: ImplicitMeta

"MAJORITY Admins"

: ImplicitMeta

"ANY Writers"

Code 20. Setting up Policies for Orderers

The policies for Readers, Writers and Admins are the same as for the organisations.

The BlockValidation policy specifies what signatures must be included in the block from the
ordering service in order for the peer to validate it. The Type is ImplicitMeta and it needs any
writer.

At the end of the configtx.yaml file we make the below configuration.



*ChannelDefaults

*OrdererDefaults

- *ORDERER$

*OrdererCapabilities

*ApplicationDefaults

*ApplicationCapabilities
Code 21. Setting up Profiles in the Channel

e In this section, we define a profile for our channel. In the profile ApplicationGenesis we set
that the ordering-organisation will have the Capabilities we set above, these also include the
policies. In the Application, we declare the organisations that will be part of the channel and
will have the Capabilities we set above, also including the policies for the organisations.

e Of course, a developer can create more than one profile and this gives them great flexibility to
achieve their preferred architecture.

The last important part, that we have to pay careful attention to, is what type of consensus the network
will have. The available types as we have already described are Raft, BFT(v3.0), Kafka and Solo.
This application was conducted in version v2.4 and the BFT consensus was not available. Our choice
was the Raft protocol. The Solo consensus is used mainly for test environments and consists of only
one ordering node.

: &0rdererDefaults

: etcdraft




- ${NAME}.${ORD}:${ORD_PORT}

: ${NAME}.${ORD}
: ${ORD_PORT}

FILE/organizations/${ORD}-

orderer/orderers/${NAME}/tls-msp/signcerts/server.crt

FILE/organizations/${ORD}-

orderer/orderers/${NAME}/tls-msp/signcerts/server.crt

Code 22. Setting up Orderer Settings

e Inthe beginning, it is declared the chosen consensus EtcdRaft. At the addresses, we set the
available orderer address that a peer node or a client can connect to.

e At the EtcdRaft section, we set the Consenters, their host, port and their TLS certificates. Any
ordering node that is not included in this section is declared as a follower from the start of the
channel. At least one ordering node should be included in this section to be voted as a leader.
Our approach is to include all ordering nodes for the network to be secured in the case of a
minority of nodes going down, the majority to be able to elect a leader.

There are a lot more settings that can be configured in the configtx.yaml such as the Tickinterval that
declares the time interval between two node invocations or the size of bytes allowed for the messages
in a batch. After reviewing, the default values are suitable for our application and are not changed. Of
course, any developer can change them to their liking.

< After the channel-config.sh finishes the configuration of the file, taking the values it needs
from the main script channel.sh, we continue with the creation of the genesis block of the
channel. We use the below command to generate it.



configtxgen -profile ApplicationGenesis -outputBlock $PWD/channel-

artifacts/${CHANNEL_NAME}.block -channelID $CHANNEL_NAME

Code 23. Generation of Genesis Block

We use the command configtxen and we pass as valuables what profile to use that we
declared earlier in the configtx.yaml file, the path that the block will be stored, it must be
secured at all times, and the name of the channel.

<+ Then, each orderer joins the channel. Next, the script iterates between each organisation and
asks the user what peers of each organisation want to join the channel.

For orgl what peers do you want to add? (peernumberl

peernumber?) :peernumberl. peernumberzl

Figure 43. Prompt to add the peers.
peer channel join -b $BLOCKFILE >&log.txt
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The above command “peer channel join” uses the variables we have set for each peer using
the envar.sh script we have created and the name path of the channel config block. The
envar.sh purpose is to declare variables needed for the whole process. The variables include
the path of the TLS certificate, the MSP ID and the address of the peer as well as the CA
certificate of the Admin.

In the end, the last peer of every organisation becomes the Anchor peer. Anchor peers help to
make sure peers in different organisations know about each other and also are useful in cases
of Private Data. Anchor peers are defined using the CLI container that was started previously
and running a script named setAnchor.sh that we have created. Also, we created a different
shell script that contains the participants of the channel. This file should be secured at all
times.

The script setAnchor.sh is run inside the CLI container. This script uses the configUpdate.sh
and the envar.sh scripts. The envar.sh is used for declaring variables needed for the process.
The setAnchor.sh combined with the configUpdate.sh handle the whole Anchor peer
operation. In a nutshell, the operation starts by fetching the channel config block and
decoding it to .json form from .pb in order to be able to configure it. Then we append the
anchor peer modification to the configuration and then we encode it again back to .pb form.
Finally, we update the channel to the latest configuration block.

< The last step is to have the whole architecture of the channel in a file in order to be able to use
it in steps going forward. A script file is created, having the channel name, the organisations,
the peers and the ports of them, the orderer-organisation, its orderers and their ports.

2
o

This concludes the process of starting a channel and deciding the configuration for it, which
organisations and orderer-organisations will join it and also the set up of Anchor peers.



8.3.2 Add organisation to existing channel

In the previous chapter, we analyse how to set up a channel and join organisations at the beginning of
it. In this chapter, we will describe the process required to add an organisation after a channel has
already been created. Below, we will analyse the operation of an outside organisation joining an
existing channel.

<+ The process of adding an organisation to an existing channel is happening from the
addorgtochannel.sh script. The script requires as input variables, the name of the organisation,
the peer with its port that will join the channel and lastly the name of the channel to join into.

./addorgtochannel.sh connect org2 peernumber2 2000j

Figure 44. Run of addorgtochannel bash file
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Then the script fetches the config block of the channel and decodes it into a .json form. Then
we add the necessary changes to it in order to include the new organisation in the
configuration file and we encode the .json file back to the. pb form.

< Last, the new config block is signed, and we updated the channel to the new configuration.
Then the peer is joined to the channel.

8.3.3 Conclusion

In this chapter, we've described the core of two programming scripts, each with its distinct role and
significance in the progress of our network. The first script, channel.sh, serves as the main tool,
providing the user with the opportunity to configure and structure their network to their liking. It
serves as the foundational framework upon which channels are built, defining their characteristics and
features. All these options are set by the YAML file configtx.yaml, which is controlled by the
channel-config.sh. Then, every peer is joined with help from the envar.sh script, which declares
environment variables. Last, an anchor peer is declared per organisation using the CLI container and
the setAnchor.sh script.

On the other hand, the second script, addorgtochannel.sh, helps join an organisation to a channel after
its declaration. It adds the necessary changes to the configure block of the channel and then after the
signing and update of the channel configuration, the peers are added to the channel.

In conclusion, this chapter has covered the essential scripts and files required for declaring a channel
and setting a preferred architecture. Channels will be the building blocks that chaincodes will be
declared on.



8.4 Deployment of a chainocode

After we have created a channel to our network, the next step is to declare a chaincode. This process
will allow developers to use their smart contracts in their network.

8.4.1 deployCC.sh

The whole process of declaring a chaincode is controlled by the deployCC.sh script. It can deploy a
chaincode in a channel and to all the participants in it. Below we will describe the steps and processes
that happen in order to deploy a chaincode.

< To start, the script requires two input variables, the name of the channel that the chaincode
will be installed to, and second the name that the chaincode will have. After these, other
variables are declared, and a user must change them to their preferences. First, we have the
path to the chaincode to be installed, the programming language that it is written in, and the
version and sequence of it. The CC_INIT_FCN and CC_END_POLICY are referred to the
function to be invoked at the moment the chaincode is deployed and the endorsement policy
that it needs to run. The CC_COLL_CONFIG variable is related to private data and the last
three have to do operation of the chaincode.

CHANNEL=%1

CHANNEL_NAME=${CHANNEL}. channel

CC_NAME=${2}

CC_SRC_PATH=$PWD/chaincode-go
CC_SRC_LANGUAGE="go"
CC_VERSION="1.0"
CC_SEQUENCE="1"
CC_INIT_FCN="NA"
CC_END_POLICY="NA"

CC_COLL_CONFIG="NA"

Code 24. Passing variables for deployment of Chaincode



«  We import the script that was created from the channel.sh script, that has all the important
information of the channel.

% As the programming language has been declared to be Go, the script goes in the path of the
chaincode and ensures that the necessary dependencies exist.

< After that, the below command is used to package the chaincode. We put as variables, the
name of the chaincode, the path to it, its programming language and the version of it. Then we
saved the id of the package in a variable.

peer lifecycle chaincode package ${CC_NAME}.tar.gz
${CC_SRC_PATH} ${CC_RUNTIME_LANGUAGE}

${CC_NAME} ${CC_VERSION} >&log.txt

< A separate script named ccutils.sh is imported. In this, we have created functions that will be
used in the next steps.

< The script iterates through each organisation that has been declared in the channel. Then it
proceeds to go through each peer of the organisation that is part of the channel.

< Then, the functions of the ccutils.sh script are used with the combination of environment
variables declared by the envar.sh script.

< First, we install the chaincode to every peer and then we query the list of chaincode packages
that have been installed to them, to see if the chaincode has been installed successfully, using
the following commands.

peer lifecycle chaincode install ${CC_NAME}.tar.gz >&log.txt

peer lifecycle chaincode queryinstalled json | jq
"try (.installed_chaincodes[].package _id)' | grep ~${PACKAGE_ID}$
>&log.txt

«» After every peer of an organisation has completed the above processes, then we run
commands that approve the chaincode for this specific organisation and check if the
chaincode is ready to be committed to the channel.

lifecycle chaincode approveformyorg

lifecycle chaincode checkcommitreadiness

Of course, the above commands need parameters such as the name of the channel, the name
of the chaincode and more.

< Afterward, when the above processes have been completed for every organisation in the
channel, we are ready to commit the chaincode to the channel.



peer lifecycle chaincode commit

The above command needs parameters such as the channel name, chaincode name and also
the addresses of all the peers of all organisations.

This is accomplished using a function we have created in the envar.sh that iterates between
each organisation and its peers that belong to the channel.

Last, we query the chaincode that has been committed to the channel and its version,
sequence and organisation approvals.

peer lifecycle chaincode querycommitted $CHANNEL NAME
${CC_NAME} >&log.txt

Version: , Sequence: 1, Endorsement Plugin: escc, Validation Plugin:
vscc, Approvals: [orglMSP: true, org2MSP: true, org4MSP: true]

This marks the conclusion of our description of the deployCC.sh script. We went through the main
functions and commands that it uses and analysed the whole operation.

8.4.2 Add organisation to existing channel

In the previous chapter, we described the whole process of deploying a chaincode to a channel and its
peers. This chapter will analyse the entire operation for deploying the chaincode to a new organisation
that was added to the channel after the deployment of the chaincode.

< After we have added the new organisation to the channel, as we described in Chapter 8.3.2,
we must use addorgtochaincode.sh script in order to deploy the chaincode to the added
organisation. The variables that the user has to provide to the script are the name of the
channel, the name of the chaincode, the organisation that they want to add and the peers of
this organisation that the chaincode will be deployed to. All the other variables must be the
same as in the deployment of the chaincode to the channel and its members.

CHANNEL=$1
CHANNEL_NAME=${CHANNEL}. channel

CC_NAME=${2}

CC_SRC_PATH=$PWD/chaincode-go

ORGS=${3}




PEERS=${4}

CC_SRC_LANGUAGE="go"

CC_VERSION="1.0"

CC_SEQUENCE="1"

CC_INIT_FCN="NA"

CC_END_POLICY="NA"

CC_COLL_CONFIG="NA"

Code 25. Passing variables for joining an existing Chaincode

< Like before the programming language has been declared to be Go, the script goes in the path
of the chaincode and ensures that the necessary dependencies exist and the chaincode is
packaged. Then we save the id of the package in a variable and a script named ccutils.sh is
imported.

<+ Then, the script goes through each peer of the new organisation that is part of the channel and
we use the functions of the ccutils.sh script with the combination of environment variables
declared by the envar.sh script.

< First, we install the chaincode to every peer and then we query the list of chaincode packages
that have been installed to them, in order to see if the chaincode has been installed
successfully, using the following commands.

peer lifecycle chaincode install ${CC_NAME}.tar.gz >&log.txt

peer lifecycle chaincode queryinstalled

< After every peer of an organisation has completed the above processes, then we run the
command that approves the chaincode for this specific organisation.

peer lifecycle chaincode approveformyorg

< In this stage, we must not commit the chaincode to the channel as it has been already
committed in earlier stages.

< As the last step, we query the chaincode committed in the channel and see the version,
sequence and all the organisations that have approved the chaincode, including the new
organisation that we added.



peer lifecycle chaincode querycommitted

This concludes our overview of the addorgtochaincode.sh script. Throughout this section, we
thoroughly examined its primary functions, commands, and overall operational process.

8.4.3 Conclusion

In this chapter, we have explored two essential programming scripts: deployCC.sh and
addorgtochaincode.sh. These scripts play pivotal roles in the deployment of chaincodes. DeployCC.sh
facilitates the deployment of chaincode, ensuring that all channel members have successfully
deployed and committed it to the channel. On the other hand, addorgtochaincode.sh aids in deploying
the chaincode to a new organisation after its initial deployment. These scripts require information
such as the programming language of the chaincode, its version, and its sequence.

These two scripts serve as the primary tools for chaincode deployment, empowering developers and
users to deploy their chaincodes to their preferred channels, thus creating dynamic and versatile
networks.



9. Creating a file sharing platform

9.1 Introduction

The purpose of this thesis is to optimise the supply chain using a blockchain solution. In the supply
chain, the area that we will try to attack is the information sector. [48] From quickly sharing and
checking files to the ability to backtrack a file if there is a fault in it. To accomplish this, we take
advantage of all the previous code we analysed to create the foundation of the blockchain
network.[49] Creating all the necessary components such as orderers and channels, to the adding of
organisations that want to be part of the network. After establishing a network, the next important
thing is the chaincode and consequently the smart contract. This will not work alone but collaborate
with the InterPlanetary File System (IPFS),[50] whose concept and role will be analysed in the
following chapter. In the end, a front-end will be created for the entire platform for the organisations
and users to easily interact with it and take full advantage of the entire blockchain network.

9.2 InterPlanetary File System (IPFS)

IPFS is a groundbreaking distributed file system for sharing and storing data, it was created by Juan
Benet in 2014, and it is open-source. It is built upon the principles of continent addressing and peer-
to-peer networking.[51]

9.2.1 IPFS Concepts and Operation

IPFS addresses data not by their content and not by their location. Data are chunked into blocks and
then a hash algorithm is applied to them in order to generate a unique identifier called Content
Identifier (CID). The CID is generated based on the content of each Data, so each one is unique
except if the Data provided are the same.

IPFS is constructed around a decentralised system of nodes, making it more resilient as there is not a
single point of failure and Data is distributed to all the peers of the network, boosting the performance
of the whole network.[52]

9.2.2 IPFS Lifecycle of Data
e Content-Addressable Representation:
The primary step includes changing over a record into a content-addressable representation employing

an identifier called a CID. Typically accomplished by breaking the record into little pieces, calculating
their hashes, and organising them into a Merkle DAG.[52]



Pinning:

Amid pinning, the squares related to the CID are put away on an IPFS node, making them open to the
network. Storing the CID on a node doesn't make it open, so pinning is required. Pinning includes two
key activities:

- Publishing: This includes making the CID discoverable on the IPFS network by making a
record linking the CID and the server's IP address with the DHT (Distributed Hash Tables).
Publishing occurs each 12 hours typicall

- Giving: The content-addressable representation of the CID is saved on a web3.storage’s
IPFS node (a server running an IPFS node) and made available to the IPFS network.

Retrieval:

An IPFS node retrieves the blocks of the CID and reproduces the Merkle DAG. This process follows
the below steps:

- Content Routing: The IPFS node finds other IPFS nodes that provide the requested CIDs.
This will be done through the DHT, inquiring associated peers through Bitswap, or making an
HTTP request to an assigned directing server.

- Block Fetching: The IPFS node recovers the blocks that make up the Merkle DAG from
different providers.

- Verification: The IPFS node confirms the fetched pieces by hashing them and making sure
that the resulting hash matches the anticipated one. The block can come from any node within
the network.

- Local Access: Once all the blocks are present, the IPFS node can develop the Merkle DAG,
making the file or directory related to the CID available and reproduced.

Deleting:

The blocks connected to a CID are deleted from a particular node. It is important to note that the
deletion is a local operation. In the event that a CID has been duplicated to other nodes within the
network, it'll stay accessible on the IPFS network.

9.2.3 Conclusion

Overall, in this chapter, we introduced the core technology of The Interplanetary File System “IPFS”
and the lifecycle of data in it. Of course, IPFS has a lot more components and tools such as the
Bitswap but they go beyond the scope of this thesis.

IPFS provides the advantages of decentralisation and cryptography to its users but also faces
challenges of scalability and widespread adoption. These obstacles should be overcome in the future



for IPFS to reach its full potential. These do not stop companies from having an interest in IPFS and
its implementations like the Audius platform, in which audio and music can be shared, with artists
having complete control over their works and also the fear of censorship is hon-existent.

IPFS promises a decentralised ecosystem that will meet the needs for data security, privacy and
accessibility. Organisations and individuals should pay close attention to its development as valuable
information is saved in the digital world.

9.3 Chaincode

After the analysis we went through of the IPFS in the previous chapter, it is time to describe the
chaincode and smart contract that will govern all of the network. It will work combined with the IPFS
network to accomplish the desired functionalities.

The chaincode is located in the chaincode-go directory and this path is provided in the deployment of
it in the channel and its organisations and members.

9.3.1 Chaincode

To start with, as we have pointed out earlier the smart contract has been written in the GO
programming instead of Java and Typescript.

The first program is named chaincode_init.go and it works as the main entry point for a chaincode to
be introduced in a Fabric network. Below the main functionalities of the program will be analysed.

"log"

"github.com/hyperledger/fabric-contract-api-go/contractapi”

"./chaincode"

Code 26. Import libraries in Chaincode

e \We start with importing three packages and modules required in the program. First, it is the
log package that is used for logging. Then, we have the Hyperledger Fabric package
responsible for importing the Contract API. Last, it is the module we have created that has the
definition of the smart contract inside the provided directory.

e \We have the main function that executes when the program starts. First, we set an instance of
the smart contract that will be deployed as a chaincode and have an error handler. After the
chaincode object is created successfully then we start the chaincode and register it in the



Fabric network in order to be ready to receive invocations by users. Again, an error handler is
created.

main() {

assetChaincode, err :=

contractapi.NewChaincode(&chaincode.SmartContract{})
if err I=

log.Panicf("Error creating chaincode:

if err := assetChaincode.Start(); err !=

log.Panicf("Error starting chaincode: %v", err)}}

Code 27. The main body of the Chaincode code

After the chaincode_init.go program, it is time to dive into the core of smart contract and describe its
logic and functions that will govern the whole application.

9.3.2 Smartcontract

e At the start, a list of packages are imported that will be needed in the code and four different
structs are defined for the purpose of the smart contract that will be described below.

SmartContract

contractapi.Contract

Code 28. Smartcontract Struct

At this point, it is important to make a statement about this particular struct. In this, a
SmartContract struct is created and it inherits all the methods and properties defined in the
contractapi.Contract. This is essential for interacting within the Fabric network.



9.3.2.1 CreateDocument

e The first function, CreateDocument, is responsible for creating an asset and adding it to the
World State. Before we dive into it, we must make a reference to the struct that defines the
asset that will be saved.

type Document struct {

DocumentID string “json:"DocumentID"’
DocumentCID string “Jjson:"DocumentCID""
Owner string “json:"Owner""
AccessList []string ~json:"AccessList""
QR string “json:"QR™

Timestamp string “json:"Timestamp'

Reupload string “json:"Reupload"”

Code 29. Document Struct

In the above struct, there are included, the ID of the document, its CID that will gain from
the IPFS network, the Owner of the document, the AccessList, in this there are all the users
capable of accessing the document, the Timestamp of the document, a Reupload field that
defines if the file can be reuploaded by the users and last the QR field that used to save the
key of each asset used in the world state.

The CreateDocument function has a receiver and the parameters required by the function.
First, we pass a receiver that is an instance of the SmartContract struct

LN ECI Eladendettad). Then, a list of parameters is passed into the function

including the ID, CID, Owner, Access and Reupload all of which are part of the Document
struct. An important parameter that is also passed is

The type of the ctx parameter provides

functionalities related to the blockchain.

After the right parameters have been provided to the function, the first step is to check if the
asset, that is going to be added to the blockchain, has been already added to prevent



duplication of data. For this operation a separate function is called, named AssetEXxists, which
will be analysed later.
exists, err := s.AssetExists(ctx, DocumentID, Owner, DocumentCID)

If the asset passes the check, then we create an asset of type Document. The access parameter
is passed on its one using a different function named accesslist.

asset = accesslist(asset, access)|

func accesslist(oldAsset Document, access string) Document {
oldAsset.AccessList = make([]string, 9)
accesslList := strings.Split(access, ", ")
:= range accesslList {

oldAsset.AccessList = append(oldAsset.AccesslList, a)

return oldAsset

Code 30. Accesslist function

The purpose of the accelist function is to take in the access parameter of type string and then
split this string into multiple strings for each comma. Then, it appends each string into the
AccessList field of the Document and returns the asset.

After that, the QR field must be created and for this purpose another function has been

constructed, named hash ESI NI FHIESID)].

func hash(newasset Document) Document {
hash := sha256.New()

structString := fmt.Sprintf("%+v", newasset)

_, err := hash.Write([]byte(structString))

if err != nil {

fmt.Println("Error creating SHA256 hash:", err)




hashValue := hash.Sum(nil)

hexString := hex.EncodeToString(hashValue)

newasset.QR = hexString

return newasset

Code 31. Hash function

In the hash function, the asset is passed as a parameter and then anew SHA-256 object is
created. The asset is converted into a string and passed as bytes into the object. The hash of it
is calculated, converted into a hexadecimal string and passed as the QR field of the asset.

The asset is converted into a JSON-formatted byte slice. This way, we can better handle the
data saved into the blockchain when we want to interact with them, for example to display

(El | MllassetISON, err := json.Marshal(asset)

Last, the asset is added into the blockchain.

return ctx.GetStub().PutState(asset.QR, assetISON)J

The above function uses the ctx variable and uses the GetStub method that allows the smart
contract to interact with the blockchain. The PutState method of the GetStub is used to store
data on the blockchain ledger. First, it takes the value of the QR field of the asset, as a unique
key that will be associated only with this specific data, as the way the QR is generated ensures
uniqueness. Then it takes the data that we would like to store into the ledger.

9.3.2.2 UpdateAccess

The next that we are going to focus on is the UpdateAccess function. The purpose of this
function is to enable users to update the access list of members. To start off, again we pass a

receiver that is an instance of the SmartContract struct il CEES Elntends:lad]. |t needs

the parameters of ID, Owner, CID and an access that will be used as the new asset list. Of

course like before we have to include the in

order to be able to interact with the blockchain.

First, we have to retrieve the asset that we want to update. For this purpose, we recall a
different function named ReturnAsset.



asset, err := s.ReturnAsset(ctx, DocumentID, Owner, DocumentCID)
We will analyse the above function thoroughly in the coming chapters.

After the asset has been retrieved, the accesslist function is called, like in the CreateDocument
function, in order to add the new access into the AccessList field. Then again the updated
asset is converted into a JSON-formatted byte slice.

updatedAsset := accesslist(asset, access)

assetJSON, err := json.Marshal(updatedAsset)

Finally, the updated asset is added into the blockchain.
return ctx.GetStub().PutState(asset.QR, assetJISON)

As a unique key that will be associated with the data, we use the QR field of the asset like in
the CreateDocument function.

9.3.2.3 DeleteAsset

An important function for our application is the DeleteAsset function. The target of this
function is to give the ability of deletion to the users. Below, we will analyse further what we
refer to with the term deletion. First, we start by passing the required receiver which is an
instance of the SmartContract struct and parameters of 1D, Owner

and CID. Also, we must include the so that we

will be able to interact with the blockchain.

In the beginning, we must retrieve the key of the data and for this, we use a different function
WEINENE 0zl rcode, err := s.GetQR(ctx, DocumentID, Owner, DocumentCID)J
This function will be described more in detail in the following chapters.

After we have received the grcode parameter, we check if the asset exists using the function
AssetEXxists.

exists, err := s.AssetExists(ctx, DocumentID, Owner, DocumentCID)

Finally, we proceed with the deletion of the asset. At this point, we must make a statement
about how data can be deleted. In a Fabric blockchain, there is not a complete deletion of any
data but a process called “soft deletion”. Data are not entirely removed but are marked as
deleted. They are no longer accessible to interact with the blockchain operations but are
retained in the blockchain ledger history. This way, we can allow data “deletion” while
maintaining the ability to audit and preserve an immutable record of the history of the ledger.
All this is happening from the below function.

return ctx.GetStub().DelState(grcode)

The only parameter required by the DelState field is the grcode, which is the key to the data
we want to “delete”.



9.3.2.4 GetQR

The GetQR function is playing a fundamental role in the whole operation of the smart
contract. Its role is to provide the QR field of an asset providing the 1D, CID and Owner of
the document. Having the QR value, we can access the whole asset as this value is used as the
key for the data saved in the blockchain. Again, we have to pass a receiver that is an instance

of a SmartContract struct [ IRCIRLEIRte RTETas) and the
contractapi.TransactionContextInterfaceECREIEINECI @I oo (o gR(oRal-No LR N ¢ EAYE

already listed.

At first, we use the function

resultsIterator, err := ctx.GetStub().GetStateByRange("", "")

The GetStateByRange retrieves a range of assets from the blockchain ledger based
on specific keys. By putting a set of empty strings, we query the entire ledger. Then we save
all the results in a variable named resultslterator.

After all that, we create a for loop using the ]SRN E IRV d IaNEHN IS @)

command. It runs until every element of the resultslterator has been processed. Inside of the
for loop, we have this command
that gets the next element of the resultslterator and saves it in the queryResponse variable. As
we said earlier the data is saved in a JSON form, so we unmarshal and save it to a variable of
type Document. Then we check the three fields 1D, Owner and CID if they match the
provided values. Last, it either returns the QR field of the asset that matches the three values
or an empty string.

if asset.DocumentID == valuel && asset.Owner == value2 &&

asset.DocumentCID == value3{

return asset.QR, nil

9.3.2.5 AssetExists

A function that we have already seen in the primary functions is the AssetExists. As the name
intends to say, the function purpose is to return a bool statement to the asset existence.

It requires a receiver like all the functions that is an instance of a SmartContract struct
and four parameters, three of which are the 1D, Owner and CID

IR oIVl T R ctx contractapi.TransactionContextInterface [(EIREU[OWS

blockchain operations. It starts off by calling the GetQR function in order to get the QR field
of the asset and as a consequence the asset’s key.

grcode, err := s.GetQR(ctx, DocumentID, Owner, DocumentCID)



O RGER (IR ifolilasset JSON, err := ctx.GetStub().GetState(grcode)

we get the requested asset of the blockchain using the specific key grcode.

Last, we checked if the assetJSON is empty or not.
return assetJSON != nil, nil

If the variable is empty “nil” it will return a false expression else it will return a true
statement.

9.3.2.6 ReturnAsset

A function that is important for the right execution of the smart contract and its functions is
the ReturnAsset. Like in all the functions we have the same receiver [T
After that, we must pass in the ID, Owner and CID of the document we want to retrieve and

of course the (o gRaIa e SR LI lel (e d g I a- [ W a5 parameters. Then we call

the function GetQR to get the QR key of the asset and we use the

ol uy i J QI  =Ra=Y QeI delel=p] and save the asset in a variable. Last we unmarshal

the retrieved document, save it in the asset variable

err = json.Unmarshal(queryResponse.Value, &asset)EURGIIGRGEESIEE
W -eturn asset, nill

9.3.2.7 GetCIDByAccessName

In the beginning, we must explain the purpose of the GetCIDByAccessName function. It has
the ability to find the assets that a specific user is a member of their access list. Although, its
purpose now is not completely understood, in the front-end chapter we will be clear.

To start with, we must again have as receiver and include as

(EIEIAE R ctx contractapi.TransactionContextInterface EUIRGERINCI@GERIE

function will run for.

Like in the GetQR function, we have the [y qilJ @IS =1 T-TGRINEPN i

order to get all the assets of the blockchain and then we start by iterating them one by one

. We
unmarshal each asset and then we create a for-loop for each access name in the AccessList
field (Fe I IR CIE R Y ad- IRy . After that, we check if each name
matches the one of the user . If it does we save some of its info into
a variable of struct AssetInfo. This struct has only the fields of DocumentID, Owner,
DocumentCID, Timestamp and Reupload. We do not include the fields of QR and AccessList
as they are the more sensitive ones and must be only known and accessed by the owner.

assetInfo := AssetInfo {

DocumentID: asset.DocumentID,




DocumentCID: asset.DocumentCID,

Owner: asset.Owner,

Timestamp: asset.Timestamp,

Reupload: asset.Reupload,

Code 32. Creation of assetInfo struct

After we have found a match, we pass all the required fields into the assetInfo, we append it
into an array of type Assetinfo named filteredAssets

Bl Ll (G R I Y=Ye S T @ ake)]. At the end, we return as a result the filteredAssets

array that will include each asset that has the user in their access list but in an AssetInfo type.

9.3.2.8 GetCIDByOwnerName

The last function of the smart contract that we are going to focus on is the
GetCIDByOwnerName. It has the ability to find all assets of an owner.

To start of, we have as receiver and parameters the owner name and

[QENctx contractapi.TransactionContextInterface RLR{GIOWERiglN [olo[[RNERI IR

the GetCIDBYyAccessName function. It gets all the assets of the ledger and then it iterates
them one by one. Then it gets the Owner field of the asset and compares it with the owner

name parameter BRI I L . |f they are a match, we pass each field of it

to a variable of struct Assetinfo.



assetInfo := AssetInfo {
DocumentID: asset.DocumentID,
DocumentCID: asset.DocumentCID,

Owner: asset.Owner,

Timestamp: asset.Timestamp,

Reupload: asset.Reupload,

Code 33. Creation of assetInfo struct

It has the same fields as the Document struct but without the QR field as it is not needed and
it is advised to expose it as little as possible as it is the key of the whole asset in the ledger.
We pass the fields of the matched asset into the variable without the QR and then we append
it into an array of type AssetinfoOwner
EEETSSaas). In the end, we return as a result the filtered Assets array that includes all the
assets that this owner has.



9.4 Front-End

At this point, after we have created the blockchain network and the smart contract for our application
it is time to make the front-end of it. The construction of the server was created using the
programming language GO and its framework GIN. The front-end will be constructed with seven
pages. The first will be the login, then we have the main page, an account page, an upload page, a
check files page, a reupload files pages, and own files page. All these pages will be thoroughly
examined, from their purposes to the way they work. For the needs of the web server, we must have a
database. We choose to have a MySQL database running in docker. Of course, we will examine it in
the coming chapters. The code for the front-end is available in the front-end branch in the github link
GitHub.

9.4.1 Mysql

To start, Mysqgl database is an open-source relational database management system (RDBMS). It is
widely used for storage and management of data. It utilises SQL which stands for “Structured Query
Language”. It is the most common standardised language used for accessing databases. It is easy to
set up locally and offers reliability as well as fast responses.

To start the Mysqgl server and create all the required databases, we have configured a shell script. The
script is named server.sh and to have a better understanding will analyse the most important functions
in this script.

LSRN PV docker run -d --name mysql-server -e
MYSQL_ROOT_PASSWORD=1234 -p 3306:3306 mysql:latest BENREeoninEileRielgcRil

mysql server with the name “mysql-server” and password “1234”. Of course, this can change
to anything the developer wants, port “3306” and the latest mysql image in docker.

e Then, we create a database named “mywebapp” and have a table named “users” in it with the
following structure

CREATE TABLE users (
id INT AUTO_INCREMENT PRIMARY KEY,

username VARCHAR(255) NOT NULL,

password VARCHAR(255) NOT NULL

I

Code 34. Creation of table users in the database

In this database, we will save the username and password of a user.


https://github.com/gus50cs/File-Sharing-Platform

o After, we create another database named “checkboxes” and have a table named “checkbox’ in
it, with the following structure

CREATE TABLE checkbox (

UserID VARCHAR(255) NOT NULL,

Timestamp VARCHAR(255) NOT NULL,

IsChecked BOOLEAN NOT NULL,

IsReuploaded BOOLEAN NOT NULL

)5

Code 35. Creation of table checkbox in the database
The purpose of this database will be understood better in the following chapters.

e Last, in this script we also included a command that starts the IPFS server required for
Elleulllildocker run -d --name=ipfs host -p 4001:4001 -p 5001:5001 -p

8000:8000 ipfs/go-ipfs:latest]

9.4.2 Connection

After we have started the two servers (Mysgl and IPFS), it is time to enter the main program. At the
start of it, we must create a connection with the channel and the chaincode we want to connect to.

e \We begin by creating a gRPC connection from a client to a peer in the network. We must
provide three parameters that include, the TLS certificate path, the Peer’s address and the
Peer’s endpoint. After the connection function has been completed, we ensure that it is closed
properly.

clientConnection := connection.NewGrpcConnection(tlsCertPath,
gatewayPeer, peerEndpoint)

defer clientConnection.Close()

Code 36. Connection between front-end with the blockchain network

The NewGrpcConnection is a function we have constructed located in the
scripts/grep/chainconnect.go. Its purpose is by taking the parameters we provided to return the
connection.



At this point, we must create a client identity for the Gateway connection provided the
certificate path of the client that was created by the CA server and the organisation’s MSP ID.
Then a digital signature is created using the private key of the client that was created earlier.

id := connection.NewIdentity(certPath, mspID)

sign := connection.NewSign(keyPath)

Code 37. Passing the id and sign of the user

The Newldentity and Newsign functions are imported from the chainconnect.go script. The
purpose of the first is, by loading the parameters inserted into it, to create a X.509 identity and
return it to the main program. The Newsign aims to create a digital signature for the client by
using the keyPath provided and returning the signature to the main program.

After we have established all of that, it is time to create the Gateway connection.
gw, err := client.Connect(
id,
client.WithSign(sign),
client.WithClientConnection(clientConnection),
client.WithEvaluateTimeout (5*time.Second),
client.WithEndorseTimeout (15*time.Second),
client.WithSubmitTimeout(5*time.Second),
client.WithCommitStatusTimeout (1*time.Minute),
)
if err I=
panic(err)

}

defer gw.Close()

Code 38. Creation the Gateway connection



We insert the id, the sign and the clientConnection. The other four functions are setting some
timeouts for the gRPC calls. When the function concludes, we make sure that the connection
is properly closed.

e At last, we set the name of the channel and the chaincode that we want to connect to and then
we access them.

chaincodeName := "basic"
if ccname := os.Getenv("CHAINCODE NAME"); ccname != ""

chaincodeName = ccname

channelName := "connect.channel”

if cname := os.Getenv("CHANNEL NAME"); cname != "" {

channelName = cname

network := gw.GetNetwork(channelName)

contract := network.GetContract(chaincodeName)

Code 39. Passing the Channel and Chaincode

The channelName and the chaincodeName must have the name of the channel and the
chaincode the developer wishes to use in the application. The GetNetwork uses the Gateaway
connection and retrieves the network associated with the specific channel and then we use the
network in the GetContract function that extracts the specific chaincode declared by the
chaincodeName.All of this concludes the steps we have to take in order to be able to interact
with the chaincode in our application.

9.4.3 Gin Setup

At this stage will analyse the setup of the server that will be used for our application. We will use the
GIN framework of GO.



S RIS EVIRA@N This initialises a Gin router with the default middleware.
The following code starts by creating a session store. Its use is to store and manage user

sessions. Then we configure the session options, set the path, set the MaxAge to 0 meaning
that a new session ID will be generated on each login and set the HttpOnly to true which
makes sure that the session cookie is accessible only through http. Last, we add the session
middleware to the Gin router.

store := cookie.NewStore([]byte("secret"))

store.Options(sessions.Options{
Path: A
MaxAge: 9,

HttpOnly: 5 1)

r.Use(sessions.Sessions("session"”, store))

Code 40. Creation of session store

We map the static files from the “/static” route to the current directory. Then we set up HTML
templates for our application and then we associate them with a corresponding HTML file.

r.Static("/static"”,

r.SetHTMLTemplate(template.Must(template.New("").Funcs(template.FuncMap
{

"join": joinStrings,

}).ParseFiles("upload.html", "login.html", "Ownfiles.html",
"Checkfiles.html", "Home.html", "account.html", "Reuploaded.html")))

Code 41. Static route and passing the HTML templates

The joinStrings is a separate function we have created that joins the strings into a single string
separated by a comma.

Last, we have a middleware that clears the sessions when the user accesses the “/login” page.
We have added this in order to handle user logouts.



r.Use( (c *gin.Context) {

if c.Request.URL.Path == "/login" {
session := sessions.Default(c)
session.Clear()

session.Save()

Code 42. Clearance of sessions

All of this summarises the setup of the GIN for the web server.

9.4.4 Login Page

Now it is time to describe and analyse every route we have created for the web server. At the start, we
have the “/login” route. We have created a GET route for displaying the login page and a POST route
that handles the login process.

Before we dive into the code we have to make a mention of another Go program named register.go
located in the scripts folder. This program's goal is to register new users into the MySQL database.

e First, it connects to the database, specifically the mywebapp database that we have created
earlier and it prompts the user to add a username and a password.

e Then, it checks if this username already exists, if not we hash the password and save it into
the database. Finally, a new user has been registered into the database.

After we have created the users that will participate in our application, we will move forward to
analyse the “/login” route.

e First, we will focus on the GET route of the login page.

r.GET("/login", (c *gin.Context) {

session := sessions.Default(c)

if session.Get("authenticated") ==




c.Redirect(http.StatusFound, "/")

return

c.HTML(http.StatusOK, "login.html", gin.H{})

Code 43. GET route of Login Page

At first, it initialises the session and checks if the user has been authenticated. If it is true, it
redirects the user to the home page /. If the user is not authenticated, it renders the
login.html template.

Then the POST route of the login page.

r.POST("/login", (c *gin.Context) {
username, err := session.LoginHandler(c)
if err =
fmt.Println(err)}
session := sessions.Default(c)
session.Set("username", username)

session.Save()

c.Redirect(http.StatusFound, "/")})

Code 44. POST route of Login Page

In the beginning, after it has received the session’s username and password, it uses them in
the LoginHandler. This function has been created in a different script named “session.go” that
is located inside the script and session folders. Its purpose is to enter the database of
usernames and check if the given pair of username and password match a user. If they do, it
sends back the authenticated variable true in the session and sets the username variable to the
name the user provided. Last, we save the username to the session and redirect the user to the
main page.



e The login.html file is located in the main directory of the front-end and a style sheet named
login.css, which is located in the Loginpage directory. The most important thing to point out
from these files is the login action we have created that sends with the POST method the
Username and Password back to the server.

Login Here

Username

Username

Password

Password

Figure 45. Login Page

9.4.5 Main page

After a user has successfully logged into the application, they come across the main page. In this
page, we only have a GET route that displays the main page.

e The Home page consists of the GET route and style sheets located in the Homepage directory.

r.GET("/", (c *gin.Context) {
session := sessions.Default(c)

username := session.Get("username")

if session.Get("authenticated") !=




c.Redirect(http.StatusFound, "/login")
return }

if username ==

c.Redirect(http.StatusFound, "/login")

return }

C.HTML (http.StatusOK, "Home.html", gin.H{})

Code 45. GET route of Home Page

It initialises the session and checks if the user has been authenticated and if the username has
been saved in the session, if not it redirects them back to the login stage. Last, it loads the
Home.html file and its corresponding style sheets.

ACCOUNT HOME UPLOAD FILES CHECK FILES REUPLOAD FILES OWN FILES LOGOUT

-——

UPLOAD FILES CHECKED FILES OWN FILES

Rev

Figure 46. Main Page

At the top of the main page, we have six buttons that can direct the user to their desired page
and also a logout button.



9.4.6 Logout

The logout button has only a GET router that calls the function LogoutHandler from the “session.go”
script. It initialises a session, clears the data of the session, and saves the changes. Last, it redirects the

user to the login page.

9.4.7 Account Page

The account page is responsible for changing the password of the user. It consists of a GET and POST
route.

e We will analyse the GET route of the Account Page.

r.GET("account", (c *gin.Context) {
session := sessions.Default(c)

username := session.Get("username"

C.HTML (http.StatusOK, "account.html", gin.H{

"username": username, })

Code 46. GET route of Account Page

It retrieves the session of the application and it extracts the username value from the session.
Then, it responds with the account.html file and passes the username value into the template

for rendering.

e Then we will focus on the POST route of the page.



r.POST("account"”, func(c *gin.Context) {
session := sessions.Default(c)
username := session.Get("username")

password := c.PostForm("password")

check.ChangeUserPassword(username. (string), password)

Code 47. POST route of Account Page

It takes the session and takes the username out of it. After it retrieves the password variable
from form data, it calls the function ChangeUserPassword from the check script.

e Now we will better analyse the ChangeUserPassword function. It connects to the Mysqgl
database and hashes the new password. After the password of the username has been updated,
it returns a nil error if the operation has gone smoothly.

e Last, we will analyse the HTML file of the Account page and its most important parts. At the
top, we have a “HOME” link that transfers the user back to the main page, a “LOGOUT”
button that logs out the user and a form that the user must put in the new password and
confirm it. The confirmation process is controlled by a function written in JavaScript. If the
new password is confirmed, it is sent back to the server with an AJAX/POST request. Last,
the two fields of passwords reset. The HTML imports a style sheet named “account.css”
located in the Accounpage directory.

Account: Ship1
Change password

Account: Ship1

Change password

New Password

Confirm Password

Figure 47,48. Change of Password | ’

Passwords Don't Match



9.4.8 Upload Page

The Upload page has a goal, to allow users to upload their desired document to the application that
combines the advantages of blockchain and IPFS to securely save it and allow access to only the
desired recipients. It consists of a GET and POST route.

e First, we will analyse the GET of the “/upload” route.

r.GET("/upload"”, (c *gin.Context) {

session := sessions.Default(c)
username := session.Get("username"
users, err := check.GetUsernames()
if err l=
fmt.Println("Failed to connect to MySQL:", err)}
C.HTML (http.StatusOK, "upload.html", gin.H{
"Username": username,

"Users": users, })

Code 48. GET route of Upload Page

We start by initialising a session and getting the username from it. Then we call the function
GetUsernames from the script check that gives us all the users of the platform. If there is no
failure, we pass into the upload.html file the username and the users variables.

e The POST route.

r.POST("/upload”, (c *gin.Context) {

documentID := c.PostForm("documentID")

:= c.PostForm("owner")

accessList := c.PostFormArray(“"accesslListItem")




accesslList = removeDuplicates(accessList)
reuploadStr := c.PostForm("reuploadCheckbox™)
reupload := reuploadStr == "on"

accessListStr := strings.Join(accessList, ", ")
cid, error := handelrs.UploadHandler(c)

if error !=

fmt.Println(error)

reuploadString := strconv.FormatBool(reupload)

smartfunc.CreateAsset(contract, documentID, cid, owner,

accessListStr,reuploadString)

c.String(http.StatusOK, "File uploaded successfully")

Code 49. POST route of Upload Page

The PORT route gets from the filled form the 1D, Owner, Access list and the option
Reupload. The owner field is already completed with the username of the client and cannot be
changed to avoid any mistakes. Under the access list field, there is a pop-up list that shows all
the available users to add and by clicking on them they get added. We have also added a
function that prevents users from putting the same users two times with the removeDuplicates
function we have created. Then we send the upload file to the IPFS server and wait for its
response with the CID code. These are happening through the function UploadHandler which
is located in the script handlers in the script directory and inside the folder handlers.

The UploadHandler function takes in the current session as a variable to receive the uploaded
file. After, it transforms the file if it is an image into a PDF and then it connects to the IPFS
server. It receives the CID of the file and returns it to the web server.

After all that, in the end, the route calls the functions CreateAsset of the script “smartfunc.go”
located in the scripts directory and into the smartfunc folder. The purpose of the function is to
submit the transaction into the blockchain taking as an argument the “contract” variable we



created at the start and all the arguments needed for the CreateDocument smart contract
function to be called.

_, err := contract.SubmitTransaction( , documentid,

code, owner, access, reupload)

At the end, we get a successful message.

The “upload.html” and the two files located in the UploadPage folder named “upload.css” and
“upload.js” are responsible for the UI of the page. In the HTML file, we have the javascript
functions responsible for the pop-up menu that consists of all the users registered in the
application. The javascript script sends back to the server the data completed in the field form
with a POST request and also has the functionalities of the buttons at the top of the screen.
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Document1

Owner

Ship1

Access List

Select from the list

Portl

Countryl

Choose File |No file chosen

Upload

DocumentiD

Document1

Owner

Ship1

Access List

Port1, Country1

Enable File Reupload:

Upload File:

Choose File | blank.pdf

Upload




DocumentiD

Enter DocumentID

Owner

Enter Owner

Access List

Select from the list

Enable File Reupload:

Upload File:

Choose File | No file chosen

Upload

File uploaded successfully.

Figure 49,50,51. Upload Document

9.4.9 Checked Page

The Checked Page is responsible for gathering all the files that a user is part of the access list. On this
page, they can download the file and then check it if everything is alright. It consists of GET and
POST routes.

We will start by observing the GET route.

At the start, it gets the session of the server and the username of the user currently in it. It
calls the function GetAssetsWithCID which is part of the smartfuc script. The function's goal
is to call the GetCIDByAccessName function of the smartcontract and get back to the server
all the assets that they should check. After gathering all the assets, the route calls the function
RetrieveChecked from the check.go script. Its purpose is to take all the files the user has
already checked by using its userID. This function sends back to the server a list that, beside
the userID field, has the Timestamp of the time the file was uploaded by the owner and also
two fields of Ischecked and IsReuploaded that are boolean expressions. These two fields will
be more understood in the following chapters. Then, having all the assets and the
checkedfiles, it compares the Timestamps of the asset and the checkedfile. If it finds a match,
it adds the asset at the checkedAssets otherwise at the uncheckedAssets and sends them to the
Checkfiles.html.



for _, asset := range assets {

exclude :=

if asset.Reupload == "false" {
for . checkedFile := range checkedFiles {

if asset.Timestamp == checkedFile.Timestamp {

exclude =
break

if exclude {

newAsset := &Asset{

DocumentID: asset.DocumentID.
Owner: asset.Owner,
DocumentCID: asset.DocumentCID.
Timestamp: asset.Timestamp.
Reupload: asset.Reupload.
IsChecked:

}

checkedAssets = append(checkedAssets. newAsset)

} else {

newAsset := &Asset{

DocumentID: asset.DocumentID.
Owner: asset.Owner.
DocumentCID: asset.DocumentCID.
Timestamp: asset.Timestamp.

}

uncheckedAssets = append(uncheckedAssets. newAsset)

} 3}

Code 50. Snippet from the GET route of Checked Page
The POST route.

In POST, we receive the username of the user, the timestamp and the IsChecked and
IsReuploaded boolean expressions. All of these are transmitted to the route if the user checks



the box. Then, it calls the Insert function of the check.go script whose goal is to insert in the
checkboxes database the userID, the timestamp of the uploaded file, the IsChecked and the
IsReupload booleans.

r.POST("/saveCheckedFile", (c *gin.Context) {

session := sessions.Default(c)
username := session.Get("username")

timestamp := c.PostForm("timestamn™)
isChecked := c.PostForm("isChecked")

isCheckedBool. err := strconv.ParseBool(isChecked)

if err != {

fmt.Println(err)

isReuploaded :=

check.Insert(username.(string). timestamp. isCheckedBool.
isReupnloaded)

Code 51. POST route of Checked Page

The Checkfiles.html and the other files that are located in the Checkpage folder are essential
for the Ul of the page. The important elements of these files that we must point out are the
javascript function in the HTML file that is responsible for changing the files from unchecked
to checked and vice versa dynamically when the user presses the button and in the checked.js
file that sends to the POST route all the information that it needs and also has the links for the
buttons at the top of the page. Last, the HTML file receives the information from the GET
route, depicts all the necessary information of the uploaded file and provides a download link.



Document [D Owner Time Download Check Box

Document [D Owner Time Download Check Box

Figures 52,53. Check Documents Page

9.4.10 Reupload Page

On the Reupload Page, users can see the files that the owners of them want changes in them, probably
a signature, stamp or to add some information. It consists of GET and POST routes.

We will start off by investigating the GET route.

At first, we initialise a session and get the current user in it. Using the function
GetAssetsWithCID from the smartfunc.go script we get all the assets that the user is part of
the access list. After, we start iterating them one by one and only keeping the ones that have
the Reupload field set as true, as these are the ones the owners intend to have re-uploaded and
we found the latest version of each file, its Timestamp and CID, as only these two can change.
Then, we must find if this particular user has re-uploaded the document or not. For this, we
call the RetrieveUploaded function of the check.go script that sends back a list of assets that
the user has already re-uploaded and returns them. The assets retrieved have only the name of
the user and the Timestamps of the files that they have re-uploaded, without any more
information regarding the original asset. Then, we compare these Timestamps with the assets’
Timestamp from the blockchain and if we find a match this means that this asset has been
reuploaded by this user and is being added to the reuploadedAssets array. If we do not find a
match, the asset is appended in the unreuploadedAssets table. An important note to make is
that the Timestamp and the CID of all assets in either table are the latest Timestamp and CID
of this particular file that were found earlier. This way, if a file requires uploads from more
than one user these can be combined in one final file as a user can only download the latest
version of this file, add their changes to it, and then re-upload it. At last, we have a save
mechanism that removes any duplications or assets that are in both tables and sends them to
the Reuploaded.html file.



for , asset := range assets {
exclude :=

if asset.Reupload == "true"{
assetKev := asset.DocumentID + asset.Owner

for _, reuploadedFile := range reuploadedFiles {

if asset.Timestamp == reuploadedFile.Timestamp{

exclude =
break

}

if exclude {

newAsset := &Asset{

DocumentID: asset.DocumentID.

Owner: asset.Owner.

DocumentCID: latestAssetslassetKevl.DocumentCID.
Timestamp: latestAssetslassetKevl.Timestamp.

Reupload: asset.Reupload, }

reunloadedAssets = append(reuploadedAssets. newAsset)

} else {

newAsset := &Asset{

DocumentID: asset.DocumentID.
Owner: asset.Owner.

DocumentCID:
latestAssets[assetKev1.DocumentCID.
Timestamp:
latestAssetslassetKevl.Timestamp.
Reupload: asset.Reupload.

}

unreunloadedAssets = append(unreuploadedAssets.
newAsset)

Code 52. Snippet from the GET route of the Reupload Page



Now we will dive into the POST route of the Reupload page.

At the start, we receive the username, documentID, owner and documentCID from the form
of the HTML, we set the isReuploaded field to true and take the Timestamp of the current
moment. We call the Insert function of the check.go script that inserts into the database the
username, timestamp and the booleans of the isReuploaded and isChecked. Then, the
UploadHandler function from the handlers.go script is called for the uploaded file and sends
back the generated CID. After, we call the ReadAsset function of the smartfunc.go which
itself calls the ReturnAsset of the smart contract that returns the asset. Using the newly
created CID and Timestamp and the retrieved information from the ReadAsset, we call the
CreateAsset function from the smartfunc.go script that creates the new asset.

session := sessions.Default(c)

username := session.Get("username")

documentID := c.PostForm("documentID")

owner := c.PostForm("owner™)

documentCID := c.PostForm("documentCID")

isChecked :=

isReuploaded :=

timestamp := time.Now().Format("15:04:05 02-01-2006")

check.Insert(username.(string). timestamp. isChecked.

isReuploaded)

cid. error := handelrs.UploadHandler(c)

if error != {

fmt.Println(error)

}

result := smartfunc.ReadAsset(contract. owner. documentID.

documentCID)

Code 53. Snippet from the POST route of the ReuploadPage

The Reuploaded page consists of a Reuploaded.html that inserts a reupload.js and style sheets
that are located in the Reuploadpage folder. The important things to point out from these files
are the variables we pass from the GET route into the HTML file and print them in the
Unreuploaded and Reuploaded tables. In the javascript file, we have the function that sends
back to the POST the needed data and also the functions needed for three buttons at the top of
the page.
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Figure 54. Reupload Documents Page

As we can see in the above snapshot, there are two tables that distinguish the files between
Reuploaded and Waiting Reupload. The Download button will download the latest version of
the file and the Timestamp shows the time the file was uploaded. If the user downloads the
document, adds to its content, clicks on the Choose File button and then the Reupload button
the document will be updated for all users that have access to it and will move to the
Reuploaded table for this user.

9.4.11 Own Page

The latest page for this application is the Own page. On this page, each user can see the files they
have uploaded and also observe what files have been checked or reuploaded and which have not.
Another function we have added is the ability for the user to add or remove users from the access list.
For this page, we have created a GET route and two POST routes.

We will start off by diving into the GET route.

At the beginning, we initial a session, get the username of it and we call the function
GetOwnerWithCID of the smartfunc.go script. The goal of it is to call the
GetCIDByOwnerName function of the smart contract that returns all the assets of the user.
After, it returns the assets one by one in the main program. Then we take these assets and
iterate them one by one in a map of type Assetowner, which has all the same fields as the
asset with only the addition of the CheckList and WaitingL.ist, which usage will be
understood later, that uses as a key the DocumentID combined with the AccessList and save
in the DocumentCID and Timestamp all the CID and times of the files that have the same key.
After we have done all of that we iterate the map and first, we will look into the files that have
the Reupload field true. Using the access list of the file and the RetrieveUploaded function of
the check.go script we put the user in the field CheckList or WaitingList depending on if the
user has reuploaded the file and last we put the asset into the re-uploaded array. Then, we
look into the files that cannot be re-uploaded. Using the same logic as before but using the
RetrieveChecked function of the check.go file we put each user either in the CheckL.ist or the



WaitingList depending on whether they have checked the uploaded file or not and last we put
the asset into the checked array. At the end, we call the function sortTimestampsAndNames
for each asset in the reuploaded array. Its purpose is to put the times inside the Timestamp
array into chronological order and also every change that happens in the Timestamp field is
the same as happens in the CID field as they pass together into the asset and must stay in the
same position inside their fields. After all that, the checked and reuploaded arrays are passed
into the Ownfiles.html file.

The first POST route (“/update-access”) is used for updating the access list of the documents.

At the beginning, we initial a session and get the username of the current user. Then, we use
the GetOwnerWithCID function of the smartfunc.go script. Its goal is by taking the username
to invoke the GetCIDByOwnerName function of the smart contract and then return every
asset back to the main program. After we have taken all the files the user owns, we iterate one
by one and change the ones the user specified taking into account the document’s ID and CID
and using the UpdateAccess of the smartfunc.go script that uses the UpdateAccess function of
the smart contract, we update the assets in the blockchain with the new access list.

for , asset := range assetsowner {
if asset.DocumentCID == documentCID{
oldaccessList = asset.AccesslList } }
for _, asset := range assetsowner {

if asset.DocumentID == documentID {

if arraysAreEqual(asset.AccessList, oldaccesslList) {

smartfunc.UpdateAccess(contract, newaccessListStr,

documentID, username.(string), asset.DocumentCID) } } }

Code 54. Snippet from the GET route of Own Page

The second POST route that we have created for the Own page is the (“/delete”) that is used
for removing a document.

At the start, we get the document’s ID, Owner and CID from the Post form and then we call
the DeleteAsset function of the smartfunc.go script. Its purpose is to call the function
DeleteAsset from the smart contract in order to “delete” the asset. Of course, as we have
already analysed there is no complete deletion of any information in the blockchain but a
“soft deletion” of data.



smartfunc.DeleteAsset(contract, documentID, owner, documentCID)

e The Own page consists of a Ownfiles.html that inserts style sheets that are located in the
Ownpage folder. The important things to point out from these files are the variables we pass
from the GET route into the HTML file and print them in the Checked and Reuploaded tables.
In the html file, we have included some javascript code that handle all the operations of the

page.

LOGOUT

HOME UPLOAD FILES CHECK FILES

Edit

Figure 55. Own Documents Page

In the above snapshot of the web page, we can see all the files that the Shipl owner has uploaded into
the platform. The Document5 only needs to be checked from the Portl and all the other files required
to be reuploaded. A function that we have added is in the case that the delete button is pushed, it
requires confirmation from the user in order to continue with the deletion.

Are you sure you want to delete?

Figure 56. Confirm Deletion of an Own File



After the user confirms the deletion the file will either be deleted or return to the previous version of
it.

Por] Download m
Figure 57. Example of reupload document

For example, we deleted the Documentl and it returned to its previous version and we can see that the
Portl is again required to reupload the file.

=



10. Conclusion

Supply chains form the backbone of worldwide commerce. Suppliers, manufacturing, distribution,
retail, and consumers are all joined in an almost impossibly complex interrelationship. Supply chains
have grown in scale and complexity as business and industries continue to globalise. Today, the
supply chains have to address each process, from the raw material souring to final product delivery;
this spans many countries in most cases, with a number of stakeholders involved. While supply chains
operate with the prime objective of ensuring that goods flow around the globe, they equally face
innumerable challenges that would throw the chain out of its efficiency.

Factors that have currently faced supply chains today include inefficiency, lack of transparency, and
also data security. The supply chains are inefficient to a great extent just because of the multi-layered
nature of transactions that information and goods go through before finally getting to their destination.
Each step introduces the possibility of delays, errors, or miscommunication-all factors that somehow
manage to slow down the flow of products and jack up costs. Another critical issue is one of
transparency: traditional supply chain systems tend to operate in silos, and real-time visibility relating
to shipments, inventories, or payments is tough to access for different parties. This lack of visibility
could result in mismanagement, miscommunication, and loss of trust among participants. Also, the
supply chain is very susceptible to cyberattack and fraud, as often sensitive information is exchanged
between a number of parties without actual security measures in place.

Thus, blockchain technology should have huge potential to solve many of these problems. At the
base, the foundation of blockchain is based on a decentralised, distributed ledger that lets all parties
see and verify any transaction in real time. This is a game changer for the supply chain, eliminating
the silos of information now plaguing the system. On blockchain, all authorised participants share a
single source of truth; in addition, such would reduce the possibility of errors, fraud, or
miscommunication. Moreover, the immutable nature of blockchain implies that once a transaction is
recorded, it cannot be altered or deleted. What this does is to make the system very secure:
participants have a tamper-proof record of all transactions.

The other immense advantage of blockchain in supply chains is that of enhanced traceability. In
tracking every step a product makes-from the sourcing of raw materials down to the final delivery-
blockchain can help companies verify the authenticity and quality of their merchandise. This is
especially true for such industries as pharmaceuticals, food, and luxury goods, where counterfeiting or
contamination can have serious consequences. Similarly, consumers are demanding much more
transparency about the product's provenance and whether it is ethically sourced. Blockchain provides
real-time, verifiable information about products' origin and environmental impact; that places it as a
very important tool in meeting such consumer expectations.

Blockchain, besides providing transparency, helps in enhancing security in supply chains with the use
of cryptographic protocols. Also, encryption with public and private keys ensures that sensitive data is
accessed by only the authorised participants. It allows smart contracts to automate transactions basing
on predefined conditions, which reduces not only human error but also executes transactions securely



and faster. Whereas with blockchain, the need for intermediaries decreases because processes are
automated and data integrity is maintained, thereby driving down operations costs in the process.

One key contribution this research has been able to provide is the development of a blockchain-based
file-sharing platform on Hyperledger Fabric. This will, therefore, directly solve many of the
inefficiencies and security concerns that plague traditional supply chain systems. The platform is
empowered with the facility to let supply chain participants upload their critical documents securely,
share that information, and manage who has access to their contracts, invoices, or shipping
information. The platform, built on the highly robust architecture of Hyperledger Fabric-a
permissioned blockchain framework-ensures that only an authorised user may view or modify data,
ensuring privacy and confidentiality are maintained.

The document-sharing site serves not only to enhance document management in security and
transparency but also to offer great flexibility for the supply chain administrators. It allows users to
recognize which of the members can view documents, manage if the file can be re-uploaded for
further modification, and track changes in real time. In this way, it guarantees the latest information
for all the participants involved and averted miscommunication or errors. Versioning in the platform
allows users to go back to earlier document versions if needed, further adding a layer of security and
dependability to the management of documents.

The platform is important since it has the potential to revolutionise how information is managed and
shared by supply chain participants. By leveraging blockchain's natural strengths-transparency,
security, and immutability-the platform achieves a trusted environment for document exchanges,
addressing many of the pain points that come along with traditional supply chain systems. For an
industry where information flow is as crucial as the flow of goods, this is one major step toward
supply chain optimization.

At the same time, despite the multiple benefits of blockchain, it is necessary to recognize certain
challenges that this very technology faces in its application today, let alone supply chains. First and
foremost among these issues, scalability stands out. As more transactions are added, the blockchain
networks start to become very congested; transaction times begin to slow down, with more expensive
operations. This is especially a big deal in the case of global supply chains, given the volumes of
transactions handled daily. With its permissioned structure and consensus mechanisms, Hyperledger
Fabric can ease some issues. It is said that some extra technological improvements will have to be
made in order to make blockchain handle such high volumes of transactions better.

Another challenge is with the integration of blockchain with the existing systems. Most of the
companies have their investments in traditional supply chain management systems, so their complete
migration to a blockchain-based system will be really time-consuming and costly. The large-scale
integration of blockchain with legacy systems should be seamless for its wide adoption at the
enterprise level. Some other challenges include the regulatory uncertainty of blockchain technology in
many regions. Most governments around the world haven't come up yet with legal frameworks that
guide the use of blockchain, especially in sectors like finance and international trade. The evolving



regulations in blockchain adoption are things a business adopting blockchain must carefully navigate
through to avoid compliance issues.

This, therefore, means that blockchain technology could have massive potential to transform supply
chain management in key areas where there are challenges without solutions, such as inefficiency,
lack of transparency, and security. Development of a blockchain-based file-sharing platform with
Hyperledger Fabric, as demonstrated in this thesis, has underlined the practical applications of this
technology in bringing efficiency, security, and transparency into supply chains. While the blockchain
itself faces challenges on the issues of scalability, integration, and regulatory uncertainty, its potential
to deliver top-notch supply chain operations is undeniable. As industries, therefore, continue to
grapple with the demands of globalisation and digital transformation, blockchain offers a strategic
means through which businesses can modernise and streamline their supply chains for success, having
an operational edge to meet the challenges thrown by tomorrow.
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