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στην οικογένειά µου





Περίληψη

Τα συστήµατα blockchain έχουν υιοθετηθεί ευρέως λόγω της ικανότητάς τους να

διασφαλίζουν την ακεραιότητα του καθολικού λογιστικού ϐιβλίου (ledger) χωρίς να

ϐασίζονται σε έναν κεντρικό έµπιστο τρίτο ϕορέα. Ωστόσο, η αναµενόµενη έλευση των

κβαντικών υπολογιστών µεγάλης κλίµακας απειλεί τα κρυπτογραφικά πρωτόκολλα

που χρησιµοποιούνται σήµερα, ϑέτοντας σε κίνδυνο τις εγγυήσεις του συστήµατος.

Στην παρούσα διπλωµατική εργασία, εξετάζουµε τη µετάβαση των συστηµάτων

blockchain σε κβαντικά ανθεκτική κρυπτογραφία µέσω της ενσωµάτωσης πολλαπλών

µετα-κβαντικών σχηµάτων ψηφιακής υπογραφής στο Hyperledger Fabric, µια ευ-

ϱέως χρησιµοποιούµενη permissioned πλατφόρµα blockchain. Αξιολογούµε συστη-

µατικά την επίδρασή τους στην απόδοση του συστήµατος σε διαφορετικούς ϱόλους

του δικτύου και υπό µεταβαλλόµενες συνθήκες ϕόρτου εργασίας, παρέχοντας λεπτο-

µερή ανάλυση του ϱυθµού διεκπεραίωσης (throughput), της καθυστέρησης (latency)

και της συµπεριφοράς κορεσµού (saturation).

Επιπλέον, σχεδιάζουµε και αξιολογούµε πειραµατικά έναν µηχανισµό ο οποίος

µετριάζει τη σηµαντική αύξηση του όγκου των κρυπτογραφικών δεδοµένων που ε-

πιφέρουν οι µετα-κβαντικές υπογραφές, µε στόχο τη ϐελτίωση του µέγιστου ϱυθµού

διεκπεραίωσης και τη µείωση της µέσης καθυστέρησης των συναλλαγών υπό συν-

ϑήκες υψηλού ϕόρτου εργασίας.

Λέξεις-κλειδιά: Blockchain, Ψηφιακές Υπογραφές, Μετα-Κβαντική Κρυπτο-

γραφία, Hyperledger Fabric, Βελτιστοποίηση Απόδοσης, Συναρτήσεις Κατα-

κερµατισµού
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Abstract

Blockchain systems have been widely adopted due to their ability to ensure

ledger integrity without relying on a centralized trusted third party. However, the

anticipated advent of large-scale quantum computers threatens currently deployed

cryptographic primitives, potentially compromising the system’s guarantees.

In this thesis, we investigate the transition of blockchain systems to quantum-

resistant cryptography by integrating multiple post-quantum digital signature

schemes into Hyperledger Fabric, a widely used permissioned blockchain platform.

We systematically evaluate their impact on system performance across different

network roles and under varying workload conditions, providing a detailed analysis

of throughput, latency, and saturation behavior.

Furthermore, we design and experimentally evaluate a mechanism that miti-

gates the large size overhead introduced by post-quantum signatures, aiming to

improve maximum sustainable throughput while reducing average transaction

latency under high-load conditions.

Keywords: Blockchain, Digital Signatures, Post-Quantum Cryptography,

Hyperledger Fabric, Performance Optimization, Hash Functions
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Chapter 1

Ektetamènh Ellhnik  PerÐlhyh

1.1 Sust mata Blockchain

To blockchain apoteleÐ èna katanemhmèno logistikì �iblÐo ( distributed ledger ) sto

opoÐo katagrˆfontai sunallagèc metaxÔ diafìrwn kìmbwn, se èna peribˆllon qw-

�Ðc empistosÔnh [1], [2]. To �emeli¸dec pleonèkthma aut c thc teqnologÐac se sqèsh

me antÐstoiqa paradosiakˆ sust mata, eÐnai ìti den apaiteÐtai kˆpoia kentrik 

arq  pou na mesolabeÐ metaxÔ twn mel¸n, ¸ste na exasfalÐzetai h egkurìthta twn

sunallag¸n. Antijètwc, h qr sh prwtokìllwn sumfwnÐac (consensus) upagoreÔei

thn ektèlesh sunallag¸n se kajorismènh seirˆ, qwrÐc perij¸ria tropopoÐhshc,

gia ìlouc touc kìmbouc tou sust matoc. To parapˆnw, se sunduasmì me th qr sh

kruptografik¸n mejìdwn, ìpwc oi sunart seic katakermatismoÔ (hash) kai oi yh-

�iakèc upografèc, exasfalÐzoun thn akeraiìthta thc alusÐdac, twn sunallag¸n

kai sunep¸c tou sust matoc.

Bˆsei twn krithrÐwn summetoq c, ta blockchain sust mata diakrÐnontai se dÔo

kathgorÐec [3]. Sthn pr¸th (permissionless) , opoiosd pote mporeÐ na summetˆsqei

sto sÔsthma qrhsimopoi¸ntac apl¸c èna yeud¸numo, apokrÔptontac thn tautìth-

tˆ tou. Eurèwc diadedomèna sust mata tètoiou tÔpou apoteloÔn to Bitcoin [4] kai

to Ethereum [5]. Antijètwc, sth deÔterh kathgorÐa (permissioned) , h dunatìth-

ta summetoq c periorÐzetai se anagnwrismènouc kìmbouc, twn opoÐwn h tautìthta

epalhjeÔetai mèsw thc qr shc yhfiak¸n pistopoihtik¸n. Pˆnw sthn en lìgw arqi-

tektonik  dom jhke to Hyperledger Fabric (Fabric) [2], to opoÐo apoteleÐ kentrikì

ˆxona thc paroÔsac ereunhtik c ergasÐac.

1.2 Sunart seic katakermatismoÔ

MÐa sunˆrthsh katakermatismoÔ ( hash function ) H sumpièzei mia aujaÐreta me-

gˆlh eÐsodo se mÐa mikr  èxodo kajorismènou megèjouc [6], [7]. Epiplèon, oi

kruptografikèc sunart seic katakermatismoÔ prosjètoun thn idiìthta thc anje-

ktikìthtac apènanti se sugkroÔseic. SÔmfwna me aut , eÐnai upologistikˆ adÔnato

gia ènan kakìboulo epitijèmeno na �rei dÔo diaforetikèc eisìdouc x 6= x 0, oi opoÐec
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katal goun sthn Ðdia èxodo H(x) = H(x 0). Autì akrib¸c axiopoioÔn ta sust mata

blockchain prokeimènou na diasfalÐsoun thn akeraiìthta thc alusÐdac, kaj¸c o-

poiad pote tropopoÐhsh enìc block sunallag¸n apaiteÐ thn allag  twn hash tim¸n

ìlwn twn epìmenwn block . Tètoiou eÐdouc epijèseic gÐnontai ˆmesa antilhptèc apì

touc kìmbouc tou diktÔou prokeimènou na antimetwpistoÔn.

1.3 Sq mata Yhfiak¸n Upograf¸n

'Ena sq ma yhfiak c upograf c sunÐstatai apì mÐa triˆda algorÐjmwn gia thn

paragwg  twn kleidi¸n, twn upograf¸n kai thn epal jeush touc [6], [7]. Pio

sugkekrimèna :

ˆ Paragwg  Kleidi¸n: Exˆgetai èna 
eugˆri idiwtikoÔ-dhmosÐou kleidioÔ, sk

kai pk antÐstoiqa.

ˆ Paragwg  Upograf c: Me eÐsodo èna m numa m kai to idiwtikì kleidÐ sk,

exˆgetai mÐa upograf  �.

ˆ Epal jeush Upograf c: Me eÐsodo èna m numa m, to dhmìsio kleidÐ pk

kai mÐa upograf  �, exˆgetai èna bit . An to bit isoÔtai me 1 h upograf 

eÐnai ègkurh, en¸ an isoÔtai me 0 eÐnai ˆkurh.

H �emeli¸dhc idiìthta kˆje sq matoc yhfiak c upograf c eÐnai h mh du-

natìthta plastogrˆfhshc ( unforgeability ). H idiìthta aut  exasfalÐzei ìti eÐnai

upologistikˆ aprìsito gia kˆpoion ˆllon, ektìc tou upogrˆfonta, na parˆxei mÐa

upograf  gia èna kainoÔrgio m numa. Me autìn ton trìpo h teqnologÐa blockchain

exasfalÐzei thn egkurìthta kai thn akeraiìthta twn sunallag¸n tou sust matoc.

1.4 TeqnologÐa Hyperledger Fabric

To Fabric [2] eÐnai ènapermissioned blockchain sÔsthma sto opoÐo kˆje summetèqo-

ntac tautopoieÐtai me th qr sh enìc yhfiakoÔ pistopoihtikoÔ (digital certi�cate) .

DiaforetikoÐ kìmboi mèsa sto sÔsthma ekteloÔn diaforetikèc leitourgÐec. Bˆsei

aut¸n, oi kìmboi qwrÐzontai se :

ˆ Clients : EÐnai exwterikèc efarmogèc wc proc to sÔsthma kai eÐnai upeÔjunoi

gia th dhmiourgÐa sunallag¸n.

ˆ Peers : EÐnai upèjunoi gia thn apoj keush kai thn enhmèrwsh tou ledger kai

thc alusÐdac twn blocks (blockchain) . 'Oloi oi peers epalhjeÔoun sunallagèc

kai blocks en¸ mÐa upoomˆda aut¸n, oi endorsers , ekteloÔn sunallagèc. H

upoomˆda aut  kajorÐzetai apì mÐa politik  pou onomˆzetai endorsement

policy.

ˆ Orderers : ApartÐzoun to Ordering Service pou eÐnai upeÔjuno gia thn sum-

�wnÐa sthn seirˆ me thn opoÐa oi sunallagèc �a katagrafoÔn sthn alusÐda.
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ˆ Certi�cate Authorities (CA) : Parèqoun tautìthtec se ìlouc touc kìmbouc

tou diktÔou ( clients, peers, orderers ) me th morf  yhfiak¸n pistopoihtik¸n.

Se kˆje apostol  dedomènwn, o ekˆstote kìmboc ofeÐlei ìqi mìno na ta u-

pogrˆyei, allˆ kai na parèqei to pistopoihtikì tou gia thn epal jeush thc

tautìthtˆc tou apì touc upìloipouc.

To Fabric ulopoieÐ mÐa kainotìma arqitektonik  gia thn epexergasÐa twn sunal-

lag¸n mèsa sto sÔsthma. Se antÐjesh me sust mata ìpwc to Bitcoin [4], sta opoÐa

oi sunallagèc pr¸ta omadopoioÔntai se blocks kai metˆ ekteloÔntai, to Fabric

akoloujeÐ th �o  execute•order•validate . Analutikìtera, mÐa sunallag  dianÔei

tic ex c �ˆseic :

1. Sth �ˆsh ektèleshc ( execute ), h sunallag  ekteleÐtai se diadikasÐa pro-

somoÐwshc (simulation ) apì touc kajorismènouc endorsers . Autì praktikˆ

shmaÐnei ìti ta apotelèsmata thc sunallag c den eggrˆfontai akìmh sto

state . En antijèsei, apoteloÔn mÐa ègkrish wc proc thn orjìthta thc sunal-

lag c, h opoÐa stèlnetai sto Ordering Service.

2. Sth �ˆsh diˆtaxhc ( order ), oi kìmboi ( orderers ) pou apartÐzoun to Ordering

Service sumfwnoÔn se mÐa sugkekrimènh seirˆ gia diˆforec egkekrimènec

sunallagèc, �ˆsei thc opoÐac diatˆssontai se blocks pou stèlnontai se ìlouc

touc peers tou diktÔou.

3. Sth �ˆsh epal jeushc ( validation phase ), ìloi oi peers epalhjèuoun ta

blocks pou lambˆnoun kai tic egkrÐseic twn sunallag¸n pou ta apartÐzoun.

Ta ègkura blocks eisˆgontai sthn alusÐda kai oi ègkurec sunallagèc anane-

n¸noun to state.

H parapˆnw arqitektonik  axiopoieÐ to gegonìc ìti pl joc sunallag¸n ekteloÔntai

parˆllhla apì mÐa upoomˆda twn kìmbwn tou diktÔou, odhg¸ntac se aÔxhsh thc

apìdos c tou.

1.5 Kbantik  Apeil 

Bˆsei thc parapˆnw anˆlushc, eÐnai �anerì ìti oi yhfiakèc upografèc qrhsimo-

poioÔntai apì ìlouc touc �ìlouc tou diktÔou gia na exasfalisteÐ h akeraiìthta twn

sunallag¸n kai twn blocks . Mèqri s mera, to Fabric qrhsimopoieÐ thn klasik 

upograf  elleiptik¸n kampul¸n pˆnw sto prìblhma tou diakritoÔ logarÐjmou

(ECDCA ) [8]. Wstìso, to sq ma autì eÐnai euˆlwto apèntanti ston kbantikì al-

gìrijmo tou Shor [9], gegonìc pou �ètei se kÐnduno thn egkurìthta tou sust matoc.

Lambˆnontac upìyin thn anamenìmenh èleush twn kbantik¸n upologist¸n ta e-

pìmena qrìnia, to Ejnikì InstitoÔto ProtÔpwn kai TeqnologÐac twn H.P.A. ( NIST),

proq¸rhse sthn ulopoÐhsh meta-kbantik¸n ( post•quantum ) yhfiak¸n upograf¸n
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[10], sumbat¸n me klasikoÔc upologistèc kai sunˆma, anjektik¸n apènanti se kba-

ntikèc epijèseic.

H paroÔsa ereunhtik  ergasÐa epikentr¸netai sthn enswmˆtwsh upograf¸n

tètoiac teqnologÐac sto Fabric kai sthn axiolìghsh thc epirro c touc sthn apìdo-

s  tou. H epilog  twn meta-kbantik¸n upograf¸n pou qrhsimopoi jhkan, ègine

me gn¸mona thn plhrèsterh dunat  exètash tou upˆrqontoc ulikoÔ sth sqetik 

�ibliografÐa, kalÔptontac èna eurÔ �ˆsma qarakthristik¸n. Pio sugkekrimèna,

enswmat¸jhkan upografèc dÔo kathgori¸n. Sthn pr¸th sunantˆme ta sq mata

pou �asÐzontai se diktu¸mata ( lattices ), ta opoÐa apoteloÔntai apì mÐa domhmènh

omˆda stoiqeÐwn se ènan poludiˆstato q¸ro. Gia aut  thn oikogèneia sqhmˆtwn,

exetˆsame tic upografèc Falcon [11] kai Dilithium [12]. Sth deÔterh kathgorÐa,

an koun oi upografèc pou �asÐzontai se sust mata polumetablht¸n deuterobˆj-

miwn exis¸sewn. Oi Mayo [13], Snova [14] kai UOV [15] apoteloÔn ta upì exètash

sq mata autoÔ tou tÔpou. AxÐzei na shmeiwjeÐ sto shmeÐo autì ìti h asfˆleia twn

teleutaÐwn den èqei akìma stajeropoihjeÐ. Gia ton lìgo autì, h NIST tic katatˆssei

wc upoy fiec gia mellontik  tupopoÐhsh.

1.6 Enswmˆtwsh Meta-kbantik¸n Upograf¸n sto Fabric

To Fabric eÐnai grammèno sth gl¸ssa Go. Oi aparaÐthtec tropopoi seic gia thn

upost rixh twn upì exètash meta-kbantik¸n upograf¸n  tan oi ex c:

1. Epèktash tou kruptografikoÔ pakètou thc Go: To pakèto crypto thc Go

epektˆjhke ¸ste na uposthrÐzei meta-kbantikˆ sq mata yhfiak c upogra-

� c, epitrèpontac th dhmiourgÐa 
eug¸n kleidi¸n kai pistopoihtik¸n, kaj¸c

kai tic leitourgÐec upograf c kai epal jeushc gia touc epilegmènouc algo-

�Ðjmouc.

2. TropopoÐhsh twn cryptogen kai BCCSP pakètwn tou k¸dika tou Fab•

ric : To ergaleÐo cryptogen kai to pakèto BCCSP epektˆjhkan ¸ste na u-

posthrÐzoun meta-kbantikèc upografèc se sunergasÐa me to tropopoihmèno

pakèto crypto . To ergaleÐo cryptogen prosarmìsthke ¸ste na dhmiourgeÐ

meta-kbantikèc Arqèc PistopoÐhshc ( CAs), oi opoÐec ekdÐdoun meta-kbantikˆ

idiwtikˆ kleidiˆ kai pistopoihtikˆ stouc summetèqontec tou diktÔou. To upo-

sÔsthma BCCSP, to opoÐo leitourgeÐ wc kruptografikì epÐpedo afaÐreshc

metaxÔ tou k¸dika tou Fabric kai tou upokeÐmenou pakètou kruptografÐac,

epektˆjhke ¸ste na epitrèpei stouc peers kai stouc kìmbouc orderers na

upogrˆfoun kai na epalhjeÔoun dedomèna qrhsimopoi¸ntac meta-kbantikˆ

sq mata.

Pèra apì tic parapˆnw allagèc sthn Go kai ston k¸dika tou Fabric qreiˆsth-

ke na tropopopoi soume ton k¸dika tou ergaleÐou Hyperledger Caliper (Caliper) ,

to opoÐo axiopoi jhke gia thn peiramatik  axiolìghsh. To Caliper qreiˆsthke na
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tropopoihjeÐ ¸ste na epitrèpei stouc clients na upogrˆfoun sunallagèc qrhsimo-

poi¸ntac meta-kbantikoÔc algorÐjmouc upograf c.

1.7 Axiolìghsh Meta-kbantik¸n Upograf¸n

Gia touc skopoÔc thc èreunac, dienerg jhke peiramatik  axiolìghsh twn upo e-

xètash yhfiak¸n upograf¸n. Oi metr seic èginan gia kˆje sq ma xeqwristˆ wc

proc ta megèjh twn kleidi¸n kai twn upograf¸n, kaj¸c kai th taqÔthta twn algo-

�Ðjmwn upograf c kai epal jeushc.

Me �ˆsh thn peiramatik  anˆlush, katal goume sto sumpèrasma ìti den upˆr-

qei èna monadikì meta-kbantikì sq ma yhfiak c upograf c ikanì na �eltistopoieÐ

ìlec tic ptuqèc apìdoshc. Kˆje sq ma parousiˆzei diaforetikoÔc sumbibasmoÔc

metaxÔ upologistik c apodotikìthtac kai epibˆrunshc megèjouc.

H Dilithium xeqwrÐzei wc to pio apodotikì meta-kbantikì sq ma ìson aforˆ

tic leitourgÐec upograf c kai epal jeushc. Autì thn kajistˆ isqur  upoy fia

gia efarmogèc ìpou o qrìnoc kruptografik c epexergasÐac eÐnai krÐsimoc. W-

stìso, ustereÐ wc proc to mègejoc upograf c, èqontac to megalÔtero metaxÔ twn

exetazìmenwn meta-kbantik¸n sqhmˆtwn.

H Falcon parèqei to mikrìtero sunolikì mègejoc dhmosÐou kleidioÔ kai upo-

graf c (jpkj + jsigj) metaxÔ twn axiologhjèntwn meta-kbantik¸n sqhmˆtwn.

Oi Mayo kai Snova epitugqˆnoun ta mikrìtera megèjh upograf c metaxÔ twn a-

xiologhjèntwn meta-kbantik¸n sqhmˆtwn, diathr¸ntac parˆllhla dhmìsia kleidiˆ

mètriou megèjouc. Wstìso, h upologistik  touc apodotikìthta eÐnai qamhlìterh

se sÔgkrish me ta sq mata pou �asÐzontai se diktu¸mata.

Tèloc, h UOV parousiˆzei exairetikˆ megˆla dhmìsia kleidiˆ, gegonìc pou pe-

�iorÐzei thn praktik  thc efarmog . Ta megˆla megèjh kleidi¸n epifèroun shma-

ntik  epibˆrunsh sthn epikoinwnÐa kai sth mn mh, kajist¸ntac to sq ma ligìtero

katˆllhlo gia anˆptuxh se peribˆllon blockchain . Antijètwc, ta ˆlla axiologh-

�ènta polumetablhtˆ sq mata, Mayo kai Snova , prosfèroun sugkrÐsima megèjh

upograf c diathr¸ntac shmantikˆ mikrìtera dhmìsia kleidiˆ, gegonìc pou ta ka-

�istˆ pio praktikèc enallaktikèc.

1.8 Axiolìghsh thc Epirro c twn Meta-kbantik¸n Upo-

graf¸n sthn Apìdosh tou Hyperledger Fabric

Gia na analÔsoume thn apìdosh enìc sust matoc sto Fabric to opoÐo enswmat¸nei

meta-kbantikèc upografèc, qrhsimopoi same èna dÐktuo pou apoteleÐtai apì 2

peers , 1 ordering node kai 8 clients tou Caliper . To dÐktuo leitourgeÐ se katanemh-

mèno peribˆllon to opoÐo qrhsimopoieÐ eikonikèc mhqanèc ( VMs) thc Google. Kˆje

peÐrama ektelèsthke gia diaforetikoÔc �ujmoÔc apostol c sunallag¸n, ¸ste na

metr soume to mègisto dunatì �ajmì diekperaÐwshc ( throughput ) twn sunallag¸n,
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kaj¸c kai th mèsh kajustèrhs  touc [16]. Sunolikˆ ektelèsame parapˆnw apì

1600 peirˆmata.

Sthn pr¸th �ˆsh twn peiramˆtwn exetˆsame thn epirro  kˆje �ìlou xeqwristˆ,

ìtan autìc qrhsimopoieÐ meta-kbantikèc upografèc. Ta apotelèsmata eÐnai ta

ex c :

ˆ Gia tic Arqèc PistopoÐhshc, o kurÐarqoc parˆgontac pou ephreˆzei thn

apìdosh katˆ th metabol  tou sq matoc upograf c eÐnai to mègejoc thc

upograf c. Gia to lìgo autì oi polumetablhtèc upografèc od ghsan se

kalÔtera apotelèsmata.

ˆ Gia touc endorsing peers , kajoristikì �ìlo èpaixe tìso to mègejoc thc u-

pograf c kai tou dhmosÐou kleidioÔ, ìso kai h taqÔthta twn algorÐjmwn

upograf c kai epal jeushc. Wc ek toÔtou, h �èltisth epilog  eÐnai h Fal•

con h opoÐa elaqistopoieÐ to ˆjroisma upograf c-kleidioÔ kai parousiˆzei

ikanopoihtik  apodotikìthta.

ˆ Gia thn Ordering Service , katal xame sto ìti h enswmˆttwsh meta-kbantik¸n

upograf¸n den ephreˆzei thn apìdosh tou sust matoc.

ˆ Gia touc clients , ta apotelèsmata eÐnai antÐstoiqa me thn perÐptwsh twn

endorsing peers.

Epiprosjètwc, katal xame ìti o �ìloc me th shmantikìterh epirro  sthn a-

pìdosh touc sust matoc eÐnai autìc twn endorsing peers . O lìgoc eÐnai ìti autoÐ

oi kìmboi èqoun th megalÔterh emplok  sth �o  twn sunallag¸n. Parˆllhla,

ta megˆla pistopoihtikˆ kai megèjh upograf¸n pou epifèroun ta meta-kbantikˆ

sq mata pou qrhsimopoioÔntai apì touc endorsing peers odhgoÔn se shmantik 

aÔxhsh tou ìgkou twn sunallag¸n. Autì sunepˆgetai th meÐwsh tou arijmoÔ twn

sunallag¸n pou qwroÔn se èna block kai thn aÔxhsh tou qrìnou diˆdoshc kai e-

pexergasÐac touc. Apìrroia twn parapˆnw eÐnai h pt¸sh thc sunolik c apìdoshc

tou sust matoc [17], [18].

Sthn telik  �ˆsh twn peiramˆtwn, axiolog same to dÐktuo ìtan ìloi oi summe-

tèqontec qrhsimopoioÔn meta-kbantikèc upografèc. Bˆsei twn apotelesmˆtwn twn

pr¸twn tessˆrwn �ˆsewn kai parˆllhla lambˆnontac upìyin thn twrin  tupopo-

Ðhsh thc NIST, qrhsimopoi same th Falcon sto qamhlìtero kai uyhlìtero epÐpedo

asfˆleiac, en¸ sto mesaÐo exetˆsthke h Dilithium . Ta peiramatikˆ apotelèsmata

èdeixan ìti sto qamhlìtero epÐpedo asfˆleiac h enswmˆtwsh meta-kbantik c upo-

graf c od ghse se meÐwsh thc apìdoshc tou diktÔou. 'Oson aforˆ sto mesaÐo

kai sto uyhlìtero epÐpedo, oi meta-kbantikèc upografèc shmeÐwsan shmantik 

�eltÐwsh se sqèsh me to klasikì sq ma elleiptik¸n kampul¸n, lìgw thc auxh-

mènhc taqÔthtˆc touc. Wstìso, parousiˆzoun shmantik  meÐwsh se sÔgkrish me to

qamhlìtero epÐpedo asfˆleiac, gegonìc pou af nei perij¸ria �eltÐwshc.
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1.9 Proteinìmenh BeltistopoÐhsh

Bˆsei thc parapˆnw anˆlushc, parathr same ìti oi endorsing peers den eÐnai apa-

�aÐthto na metadÐdoun to pl rec pistopoihtikì touc kˆje �orˆ pou egkrÐnoun mia

sunallag . Antijètwc, ènac endorser mporeÐ na metadÐdei to pl rec pistopoihtikì

tou mìno èwc ìtou autì sumperilhfjeÐ se mia sunallag  pou perièqetai se èna

epikurwmèno block . Apì th stigm  pou to pistopoihtikì emfanisteÐ se èna tètoio

block , ìloi oi peers tou diktÔou to èqoun anagkastikˆ lˆbei kai epikur¸sei, sto

plaÐsio thc �ˆshc epal jeushc. Se autì to shmeÐo, to pistopoihtikì mporeÐ na

�ewrhjeÐ wc kajolikˆ gnwstì entìc tou diktÔou.

Sth sunèqeia, o endorser mporeÐ na antikajistˆ to pl rec pistopoihtikì stic

epìmenec egkrÐseic me th kruptografik  tim  hash tou. 'Otan ènac peer sunant sei

mia tautìthta se morf  hash antÐ gia to pl rec pistopoihtikì, mporeÐ na anakt sei

to antÐstoiqo pistopoihtikì apì thn topik  tou mn mh kai na proqwr sei kanonikˆ

sthn epal jeush thc tautìthtac tou endorsing peer kai thc upograf c tou.

O mhqanismìc autìc mei¸nei shmantikˆ to mègejoc twn egkrÐsewn, metatrèpo-

ntac to meta-kbantikì kìstoc apì jcertif icatej + jsignaturej se jsignaturej, exa-

leÐfontac pl rwc to skèloc tou pistopoihtikoÔ. Dedomènou ìti ta meta-kbantikˆ

pistopoihtikˆ �tˆnoun se mègejoc arket¸n kilobytes , h metˆdosh mìno enìc hash

stajeroÔ mikroÔ megèjouc mei¸nei drastikˆ to mègejoc thc sunallag c. Katˆ su-

nèpeia, h �eltistopoÐhsh aut  periorÐzei thn katanˆlwsh tou eÔrouc 
¸nhc tou

diktÔou kai th diìgkwsh tou megèjouc twn blocks , odhg¸ntac telikˆ se �eltiwmènh

apìdosh upì sunj kec uyhloÔ �ìrtou.

H �eltistopoÐhsh mac epalhjeÔthke peiramatikˆ pˆnw se èna dÐktuo sto opoÐo

ìloi oi summetèqontec qrhsimopoioÔn th Falcon upograf  sto uyhlìtero epÐpe-

do asfˆleiac. Katal xame se aÔxhsh tou �ajmoÔ diekperaÐwshc thc tˆxhc tou

16% kai se meÐwsh thc mèshc kajustèrhshc twn sunallag¸n se sunj kec uyhloÔ

�ìrtou.

Tèloc axÐzei na shmeiwjeÐ ìti apodeÐxame pwc o proteinìmenoc mhqanismìc diath-

�eÐ th sunèpeia metaxÔ twn kìmbwn tou sust matoc. Autì shmaÐnei ìti den upˆrqei

pijanìthta ènac peer na lˆbei mÐa tim  hash wc tautìthta qwrÐc na mporeÐ na

anakt sei to pl rec pistopoihtikì apì th mn mh tou.

1.10 Orgˆnwsh thc Diplwmatik c ErgasÐac

To upìloipo thc diplwmatik c ergasÐac organ¸netai wc ex c :

ˆ Kefˆlaio 3: Jewrhtikì Upìbajro. Parèqoume to aparaÐthto upìbajro

sqetikˆ me thn arqitektonik  tou Fabric , ton �ìlo twn yhfiak¸n upograf¸n

mèsa sto sÔsthma kai ta meta-kbantikˆ sq mata pou exetˆsame.

ˆ Kefˆlaio 4: Enswmˆtwsh Meta-kbantik¸n Upograf¸n sto Fabric . Pa-

�ousiˆzoume mia ekten  anˆlush twn tropopoi sewn pou qreiˆsthke na lˆboun
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q¸ra ¸ste to Fabric na uposthrÐzei ta kainoÔrgia sq mata upograf¸n.

ˆ Kefˆlaio 5: Axiolìghsh twn Meta-kbantik¸n Upograf¸n. Parèqoume

peiramatikˆ apotelèsmata gia thn exètash tou megèjouc twn kleidi¸n kai twn

upogaf¸n se sunaduasmì me thn apodotikìthta twn algorÐjmwn upograf c

kai epal jeushc. Ta apotelèsmata autˆ eÐnai aparaÐthta gia to Kefˆlaio 6.

ˆ Kefˆlaio 6: Axiolìghsh twn Meta-kbantik¸n Upograf¸n sto Fab•

ric . Parousiˆzoume thn peiramatik  axiolìghsh thc epÐdrashc twn meta-

kbantik¸n upograf¸n sthn apìdosh tou Fabric.

ˆ Kefˆlaio 7: BeltistopoÐhsh. Parousiˆzoume thn prìtash mac gia th

�eltÐwsh thc apìdoshc tou diktÔou, h opoÐa epalhjeÔetai peiramatikˆ. Pa-

�ˆllhla, apodeiknÔoume �ewrhtikˆ ìti h prìtash mac den parabiˆzei thn

sunèpeia tou sust matoc.

ˆ Kefˆlaio 8: Sumperˆsmata. SunoyÐzoume tic suneisforèc mac kai suzh-

tˆme kateujÔnseic gia mellontik  èreuna.
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Chapter 2

Introduction

Blockchain technology has been widely adopted across diverse sectors, including

applications in Finance (cryptocurrency, digital payment), Integrity Veri�cation

(intellectual property, identity management), Governance (o�cial records man•

agement, e•voting), Healthcare (medical records processing) and Business (energy

trading, supply chain management) [1], [19], [20], [21], [22], [23], [24], [25], [26]. A

blockchain is a distributed system composed of multiple nodes that collaboratively

maintain a shared ledger of transactions. Unlike traditional centralized systems,

blockchain architectures do not rely on a single trusted third•party to verify trans•

action integrity or store state, thereby eliminating single points of failure and

increasing system robustness [1].

To ensure transaction authenticity, integrity, and non•repudiation, blockchain

systems rely on digital signatures, which serve as the cryptographic analogue

of handwritten signatures. However, widely deployed classical digital signature

schemes, such as ECDSA, are vulnerable to Shor's quantum algorithm [9]. Once

large•scale quantum computers become practical, this vulnerability would enable

adversaries to recover private keys from public keys, thereby compromising the

authenticity and integrity guarantees of the system.

In response to this threat, the National Institute of Standards and Tech•

nology (NIST) initiated the Post•Quantum Cryptography (PQC) standardization

project [10], aiming to standardize cryptographic algorithms that remain secure

against quantum adversaries while operating on classical hardware.

Despite their quantum resilience, the integration of post•quantum digital

signatures into blockchain platforms raises signi�cant performance concerns.

Post•quantum schemes typically exhibit larger public keys and signature sizes and

may incur higher computational overhead. Evaluating their impact on blockchain

performance remains an open challenge, with prior work in this direction being

limited [27], [28], [29], [30].

In this thesis, we provide a systematic performance evaluation of post•quantum

digital signatures within Hyperledger Fabric [2], a widely deployed permissioned

blockchain framework. Using the latest stable version of Fabric, we:
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1. Integrate various post•quantum digital signature schemes in the code base.

2. Investigate the impact of post•quantum digital signatures on its performance.

3. Conduct extensive benchmarking to analyze the e�ect of post•quantum

schemes across distinct network roles.

4. Propose and experimentally evaluate an optimization that replaces repeated

certi�cate transmissions with compact hash•based references.

Our results demonstrate that the dominant factors a�ecting system perfor•

mance are the computational e�ciency of signing and veri�cation algorithms as

well as the size of public keys and signatures. The increased payload size intro•

duced by post•quantum schemes downgrades system's performance especially for

signatures that o�er high levels of security. Furthermore, we show that di�erent

network roles contribute unevenly to the overall performance degradation when

post•quantum signatures are deployed.

To address the large size overhead of post•quantum schemes, we propose

a certi�cate caching mechanism that stores certi�cates locally, after their �rst

validated appearance. In subsequent transmissions, the certi�cates are replaced

by �xed•size hash references, thereby improving network performance under high

load conditions.

The remainder of this thesis is organized as follows. Chapter 3 presents the nec•

essary background on blockchain systems, digital signatures, the architecture of

Hyperledger Fabric, and post•quantum digital signatures. Chapter 4 describes the

modi�cations required for the integration of post•quantum digital signatures into

Hyperledger Fabric. Chapter 5 evaluates the standalone characteristics of each

post•quantum scheme, focusing on cryptographic metrics such as key•signature

sizes and computational e�ciency. Chapter 6 investigates the impact of these

schemes on the performance of a Hyperledger Fabric network, analyzing metrics

such as throughput, latency, and network saturation. Chapter 7 presents the

proposed certi�cate caching mechanism designed to mitigate performance degra•

dation caused by large post•quantum certi�cates. Finally, Chapter 8 discusses

the limitations of this work and outlines directions for future research.
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Chapter 3

Background

3.1 Blockchain System

Blockchain is a distributed, immutable ledger of transactions which is maintained

by mutually untrusting nodes [1], [2]. Blockchain systems became popular with the

rise of Bitcoin [4]. Their fundamental advantage over previous systems is that they

do not rely on a trusted third party to ensure the ledger's integrity. Instead, they rely

on consensus algorithms to establish a total ordering of transactions. Moreover,

they use cryptographic digital signatures to guarantee data non•repudiation and

tamper•resistance [31]. Transactions are grouped into blocks that are connected

via cryptographic hashes [32], securing that a malicious participant cannot change

the content of a block [33].

Figure 3.1: Blockchain Structure

3.2 Permissioned and Permissionless Systems

Based on participation requirements, blockchain systems can be classi�ed as

permissionless or permissioned [3]. In a permissionless model, such as Bitcoin [4]

or Ethereum [5], anyone can participate on the network without revealing their

real identity [1], but by using a pseudo•anonymous alias [34] like a cryptographic

key [35]. On the other hand, persmissioned systems, such as Hyperledger Fabric
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[2] or Corda [36], provide allowance to a speci�c set of authorized nodes which

possess a digital identity, usually in the form of a digital certi�cate [37]. The

selection of an appropriate blockchain architecture is therefore highly dependent

on the target use case.

Due to the open participation model, permissionless blockchains provide

a higher degree of decentralization. They have thus been primarily adopted

for cryptocurrency and decentralized �nance applications [4], [5]. In contrast,

permissioned blockchains leverage the known identities of participants to ensure

data con�dentiality. Moreover, the control of entrance simpli�es the system

architecture enabling higher performance and scalability under heavy workload.

Accordingly, permissioned blockchains are well suited for enterprise use cases,

such as supply chain and healthcare [2], [22], [23].

3.3 Cryptographic Preliminaries

3.3.1 Cryptographic Hash Functions

A hash function H [6], [7] is a function that maps an arbitrarily long input to

a �xed•length output, called a digest. Cryptographic hash functions provide

the additional property of collision resistance. This property implies that it is

computationally infeasible for an adversary to �nd two distinct inputs x 6= x0 such

that H(x) = H(x 0). Collision resistance further implies two weaker but important

notions of security:

ˆ Second•preimage resistance: Given an input x, it is computationally

infeasible for an adversary to �nd a distinct input x0 6= xsuch that H(x 0) =

H(x).

ˆ Preimage resistance (one•wayness): Given a digest y, it is computationally

infeasible for an adversary to �nd an input x such that H(x) = y.

In a blockchain system , cryptographic hash functions are used to guarantee

ledger integrity through hash•linked blocks [33]. Each block contains a hash on

the block's data and the previous block's hash, forming a cryptographically linked

chain. As a result, if an adversary attempts to modify the contents of a block, the

block's hash changes. Since the subsequent block's hash is computed using the

previous block's hash, this modi�cation invalidates all subsequent blocks in the

chain. Honest peers independently verify block hashes during validation, and any

inconsistency in the hash chain would be immediately detected. This security

guarantee relies on the collision resistance of cryptographic hash functions. An

adversary cannot modify the block's contents while preserving the same hash

value. Consequently, the ledger becomes tamper•evident: any modi�cation to

block data propagates forward and breaks the integrity of the chain [4], [38].
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3.3.2 Digital Signature Schemes

Digital signatures [6], [7] are data strings that bind a message to its originating

entity, thereby providing authenticity and integrity guarantees. A digital signature

scheme is a triple of the following algorithms:

ˆ Key Generation Algorithm: It outputs a pair of keys (pk; sk) where pk is

the public key and sk is the secret key.

ˆ Signing Algorithm: On input a message m and the secret key sk, it outputs

a signature �.

ˆ Veri�cation Algorithm: On input a message m, a signature � and a public

key pk, it outputs a bit b where b = 1 indicates that the signature is valid

and b = 0 indicates that the signature is invalid.

A signature scheme operates as follows. A sender S generates a key pair

(pk; sk) using the key generation algorithm, publishes the public key pk, and

keeps the secret key sk con�dential. Whenever S wants to send a message m,

it uses the signing algorithm to produce a signature � over m and sends (m; �) .

Upon receiving (m; �) , a veri�er uses the veri�cation algorithm and the public key

pk to check whether the signature � is valid.

The security of a digital signature scheme is captured by the notion of unforge•

ability, which means that only the party possessing the secret key sk can generate

valid signatures. An adversary attempting to impersonate the sender S should

not be able to produce a signature � on a new message m that will be accepted

by the veri�cation algorithm, without knowledge of sk. Thus, a digital signature

scheme provides:

ˆ Unforgeability: Only the signer can generate valid signatures.

ˆ Authenticity: The message originates from the claimed sender S, since only

the holder of sk can generate a valid signature under pk.

ˆ Integrity: Any modi�cation of the message m to m0 invalidates the original

signature � . An adversary would need to generate a new valid signature � 0

for m 0, which contradicts unforgeability.

ˆ Non•repudiation: The sender S cannot deny having sent a message, since

a valid signature under pk can only be generated using the corresponding

secret key sk.

Digital signatures play a crucial role in blockchain systems. Each transaction

and block is digitally signed to ensure authenticity, integrity, and non•repudiation

[38]. For a detailed analysis of the role of digital signatures in Hyperledger Fabric,

the reader is referred to Subsection 3.4.2.
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3.4 Hyperledger Fabric

Hyperledger Fabric (Fabric) is an open•source platform for building and operating

permissioned blockchain networks, hosted by the Linux Foundation [39]. Fabric

stands out due to the way it addresses several limitations observed in earlier

permissioned blockchain systems.

To this end, it introduces the execute�order�validate architecture (see Subsec•

tion 3.4.2). This architectural design decouples transaction execution from the

consensus algorithm, enabling Fabric to support pluggable consensus protocols

[2], [40] according to the speci�c use•case [41], [42]. Furthermore, it restricts

transaction execution to a subset of nodes which enhances con�dentiality and

increases performance [43], [44], [45]. Fabric was the �rst blockchain to be written

in a general�purpose language [2], [46], [47], while simultaneously avoiding issues

related to non•deterministic transactions [2], [48]. Finally, these design choices

are realized without requiring the usage of a native cryptocurrency [2].

Due to these advantages, Fabric has been adopted across a wide range of

application domains, including healthcare [22], supply chain management [23],

[24], [25] and other enterprise use cases [26].

In the Subsection 3.4.1, the fundamental components of a Fabric network are

analyzed individually. Subsection 3.4.2 provides a detailed description of their

interaction within the transaction �ow.

3.4.1 Hyperledger Fabric Basic Components

Ledger

The fundamental component of Fabric is the ledger [33], [49], which consists of

the blockchain and the world state.

Figure 3.2: Fabric ledger
Source: [33]

The blockchain is an immutable chain of blocks where each block contains

a sequence of transactions. The blocks are linked together with cryptographic

hash functions. Their collision resistance and second preimage resistance [32]

ensure that it is computationally infeasible for a malicious party to modify a

block's content without invalidating all subsequent blocks [4], [33], [50]. Thus, the
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blockchain constitutes a replicated, append•only and tamper•resistant distributed

structure [33].

Figure 3.3: Fabric blockchain
Source: [33]

The world state is a database that holds key�value pairs associated with a

version number, which represents the number of updates to the value of a speci�c

key. It holds the most recent value of each object, allowing the current state to be

retrieved directly without traversing the entire blockchain history [33]. Moreover,

the world state can be derived from the blockchain by replaying the transaction

history.

Figure 3.4: Fabric world state
Source: [33]

Clients

Clients are external applications with respect to the Fabric network. They serve

as the entry point for transaction creation by constructing transaction proposals.

These proposals are submitted to endorsing peers for simulation and endorsement,

according to the endorsement policy [2], [38], [51].

Peers

Peers are the fundamental components of an Fabric network. Each peer maintains

a copy of the ledger by appending blocks of transactions to the blockchain and
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updating the associated world state. Peers are the only entities in the network

that store and manage both the state and the chain.

A subset of the peers, referred to as endorsing peers (or endorsers), is respon•

sible for executing transaction proposals received by clients in order to produce

transaction endorsements. The endorsers are de�ned by the endorsement policy

[2], [38], [51].

Ordering Nodes

Ordering nodes (or orderers) receive endorsed transactions from clients via the

Gateway service. Their responsibility is to collectively establish a strict sequence

over these transactions and group them into blocks according to this sequence.

The generated blocks are then broadcast to all peers, which subsequently validate

them and commit them to the ledger [2], [38], [51], [52]. In Fabric 2.5, orderers

achieve consensus on the transaction ordering using the Raft consensus algorithm

[52], [53].

Certi�cate Authorities, Certi�cates and Identities

Certi�cate authorities (CAs) are a fundamental component of Fabric. Together

with the Membership Service Provider (see Subsection 3.4.1), they underpin

Fabric's permissioned nature [54]. CAs are responsible for issuing identities to

network participants, such as clients, peers, and ordering nodes, along with the

corresponding private keys [55]. The certi�cates' primary attributes include [54],

[55]:

ˆ Role: Speci�es the functional role of the participant within the network,

such as client, peer, or ordering node.

ˆ Organizational Unit: Speci�es the organization to which the participant

belongs. (e.g., Org1).

ˆ Subject Public Key: The public key associated with the participant. When

the participant signs data using its private key, the public key is used by

other nodes for signature veri�cation.

ˆ Certi�cate Signature: This is the signature generated by the CA over the

certi�cate. This signature proves that the certi�cate was issued by the CA

and binds the participant's identity to its public key.

A node is permitted to participate in the network only if it possesses a valid

certi�cate that has been issued (i.e., signed) by a trusted CA [54]. When a node

transmits data, it uses its private key (that was provided by the CA) to generate a

digital signature over that data. Then, the node transmits the data, the signature

and its certi�cate to other participants. Upon receipt, the verifying entities �rst
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validate authenticity of the sender's identity by checking the CA's signature on

this certi�cate using the CA's public key [38]. Subsequently, they use the subject

public key (i.e. the signer's public key) contained in the certi�cate to verify

authentication (i.e., that the sender is who it claims) and message integrity (i.e.,

that the transmitted data has not been modi�ed by an adversary) [2], [38].

Organizations, Channels and Policies

Organizations are groups of nodes that collectively form a channel on which

transactions are executed and blocks are maintained. An organization may either

consist of peers that interact with clients, or of ordering nodes. Each organization

uses its own CA which issues certi�cates to its members and thereby bind their

identity to the organization.

Multiple organizations communicate through a channel. For a channel to be

established, the participating organizations must agree on a con�guration. This

con�guration is stored in the con�guration block and de�nes the participating

organizations. For example, it contains the certi�cates of each organization's CA,

enabling members of other organizations to verify identities and establish trust

within the channel [2], [54], [56].

Moreover, the channel con�guration speci�es a set of policies [57] that govern

the channel's operation [56]. The most crucial policy regarding the transaction

life•cycle in Fabric is the endorsement policy, which speci�es the set of peers that

must execute a transaction for it to be considered valid [2], [38], [51], [57]. A

majority endorsement policy requires that more than half of the peers currently

participating in the channel endorse a transaction before it can be committed to

the ledger [38], [51], [57].

Figure 3.5 illustrates a network consisting of two organizations R1; R2 that

join peers peers P1; P2correspondingly. The peers interact with the client appli•

cations A1; A2. Moreover, a third organization RO is deployed, consisting of one

ordering node. The organizations establish a channel C1 by �rst agreeing on its

con�guration CC1. Each organization trusts its own CA to issue identities for its

nodes.

Membership Service Provider

As described in the previous subsection, CAs issue identities to network partici•

pants in the form of digital certi�cates. Membership Service Provider (MSP) maps

these identities into organizational roles that are trusted and recognized by the

network [2], [54]. Fabric distinguishes between two types of MSPs: local MSPs

and channel MSPs.

Each client, peer or orderer stores a local MSP in its local �le system. This

local MSP contains the information required for signing operations, like the node's

certi�cate and the private key [2], [54].
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Figure 3.5: A Fabric network consisting of 3 organizations
Source: [56]

The channel MSP is de�ned on the channel con�guration and is kept consistent

across the network via consensus. The channel MSP holds each organization's MSP.

A critical component of an organization MSP is the set of trusted CA certi�cates

[2], [54].

Local MSPs enable identities to sign data, whereas channel MSPs enable

identity validation and signature veri�cation [2], [55], [58]. Suppose an endorsing

peer needs to sign a transaction. The endorser retrieves its private key and

certi�cate from its local MSP and generates a digital signature over the transaction.

It then transmits the transaction, the generated signature and its certi�cate. Any

entity responsible for verifying the transaction must �rst con�rm that the signer

is authorized to act as an endorser and that its identity is valid. To this end,

the validator extracts the role of the signer and the organization to which the

signer belongs from the Organizational Unit (OU) �elds contained in the signer's

certi�cate (as described in Subsection 3.4.1). Subsequently, the validator consults

the channel MSP to obtain the certi�cate of the CA that the endorser's organization

trusts. Then, it will verify the CA's signature on the endorser's certi�cate, thereby

verifying that the endorser's identity is provided by a trusted CA [2], [54], [55], [58],

[59].

3.4.2 Transaction Flow and Execute�Order�Validate Architecture of

Hyperledger Fabric

The key novelty introduced by Fabric compared to earlier blockchain platforms is

the Execute�Order�Validate paradigm in transaction processing [2], [47].

Blockchains such as Bitcoin [4] or Ethereum [5] follow the Order�Execute

paradigm [2]. Under the latter model, a node assembles a block of valid transac•

tions. The block is then broadcast to the network and each node receiving the

block executes all the transactions sequentially in the block to validate them [2].

As discussed in [2], the Order�Execute paradigm leads to several limitations:

36



Figure 3.6: Order�Execute Architecture
Source: [2]

ˆ Transactions are executed sequentially by all nodes resulting in degraded

performance.

ˆ Every transaction is executed by every node, making this model unsuitable

for use cases that require con�dentiality of transaction data.

ˆ All nodes participate directly in the consensus algorithm, leading to a tightly

coupled architecture. This limits �exibility as that di�erent consensus

algorithms perform better in di�erent use•cases.

ˆ Transactions must be deterministic to ensure ledger consistency across all

nodes, which is a di�cult challenge for programmers.

Fabric handles the above limitations in a simple way, without requiring a

native cryptocurrency, by adopting the Execute�Order�Validate architecture [2].

The transactions are processed in three phases: execution, ordering and validation.

In execution phase, a transaction proposal submitted by a client is executed by

a subset of peers, referred as endorsers. Each endorser independently produces

an endorsement. These endorsements are then collected and assembled into a

transaction entering the ordering phase. In this phase, orderers group transactions

into blocks using a pluggable consensus algorithm. Blocks are then broadcast

to all peers, which on validation phase evaluate the endorsement results without

re•executing transactions. Notably, ordering nodes are distinct from endorsing

and validation peers. As a result, transaction execution is fully decoupled from

transaction ordering. This separation enables modular and pluggable consensus

protocols within Fabric.

Figure 3.7: Fabric Execute�Order�Validate Architecture
Source: [2]
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Execution Phase

The Execution phase consists of the following steps [2], [38], [51]:

1. A client submits a signed transaction proposal to the endorsing peers spec•

i�ed by the endorsement policy [57]. The proposal includes the client's

identity, the transaction payload, a nonce, and a transaction identi�er which

is derived from the client's identity and the nonce. Note that the nonce is

a unique random value derived for each transaction. This prevents replay

attacks [60], since the network rejects any transaction whose nonce (and cor•

responding transaction identi�er) has already been observed. Furthermore,

if an adversary attempts to modify the nonce in order to reuse a proposal,

the client's digital signature over the proposal would become invalid, thereby

causing the malicious proposal to be rejected during signature veri�cation.

2. Each endorser independently simulates the transaction proposal by exe•

cuting it without yet updating its local copy of the state. The result of the

simulation is a read set, containing the state keys that were accessed during

execution, and a write set which contains the state keys whose values would

be modi�ed, along with their proposed new values. The endorser signs this

simulation result and produces an endorsement which includes the read

set, the write set, the transaction identi�er, the endorser's identity, and the

corresponding digital signature.

3. The client collects endorsements until the endorsement policy is satis�ed. It

then assembles the endorsements into a signed transaction envelope which

is submitted to the ordering service.

Ordering Phase

During the ordering phase, the ordering service receives transaction envelopes

from the clients. The ordering service validates the client's identity and veri�es

its signature over the envelope. Transactions that successfully pass these checks

are sequenced by the ordering service and grouped into signed blocks, which are

subsequently broadcast to all peers in the network for validation and commitment

[2], [38], [52].

Validation Phase

Upon receiving a block of transactions, a peer performs the following [2], [51]:

1. The peer �rst validates the identity of the ordering service and veri�es its

signature over the block. It then checks the integrity of the block by verifying

that the block hash is correctly derived from the block contents and the hash

of the previous block.
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2. The peer then validates each transaction in the block in parallel. This

includes veri�cation of the client's identity and signature on transaction

envelope, as well as evaluation of the endorsement policy. A successful

evaluation of the endorsement policy requires that all endorsements included

in a transaction contain identical read and write sets, indicating that all

endorsers produced the same execution result based on the same input state.

In addition, the identities and signatures of all endorsing peers must be valid.

Any transaction that fails the above evaluations is marked as invalid.

3. The peer sequentially performs read�write con�ict checks for all transactions

in the block. For each transaction, the versions of the keys in the read set

are compared against the current world state. If a mismatch is detected, the

transaction is marked as invalid.

4. Finally, the peer appends the block to its local copy of the blockchain and

updates the world state using write sets of only the valid transactions.

Although a block may contain invalid transactions, such transactions do not

result in any state updates.

Figure 3.8: Transaction Flow in Fabric
Source: [38]

3.4.3 Digital Signatures in Hyperledger Fabric and Post Quantum

Transition

Following the analysis of the transaction �ow in Fabric, it becomes evident that

digital signatures are extensively used by CAs, clients, peers, and ordering nodes.

The main applications of digital signatures in Fabric are summarized below:

ˆ Certi�cate Authorities: Each organization trusts a CA that issues private

keys and identities in the form of certi�cates to its nodes. The private keys
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are used by organization nodes for signing operations. Each node's certi�cate

contains a digital signature generated by the CA, attesting that the identity

is issued by that CA. Participation in the network requires possession of a

valid identity signed by a trusted CA. An identity is considered valid if the

CA's signature on the certi�cate is successfully veri�ed using the CA's public

key.

ˆ Clients: Clients sign transaction proposals that are submitted to endorsing

peers, as well as transaction envelopes that are sent to the ordering service.

ˆ Peers: Endorsing peers sign transaction endorsements and verify client

identities and signatures on transaction proposals. During validation phase,

all peers validate orderer identities and signatures on blocks, client identities

and signatures on transaction envelopes, as well as endorser identities and

signatures on transaction endorsements.

ˆ Ordering Nodes: Orderers verify client identities and signatures on transac•

tion envelopes and generate digital signatures over blocks before broadcasting

them to the peers for validation.

Quantum Threat

For CAs and network participants to perform signing and veri�cation operations,

Fabric [58] relies on the Elliptic Curve Digital Signature Algorithm (ECDSA) [8].

The security of ECDSA is based on the computation hardness of the Elliptic Curve

Discrete Logarithm Problem (ECDLP), which is an elliptic curve analogue of the

Discrete Logarithm Problem (DLP). Informally, the DLP states that a polynomial

bounded adversary cannot compute the discrete logarithm of an element in a

speci�c mathematical group. ECDSA is considered secure against adversaries

equipped with classical computing resources. However, a quantum computer

powered attacker can exploit Shor's citation algorithm to solve the ECDLP problem

in polynomial time [61], [62], [63], [64], [65], [66]. As a consequence, such an

adversary would be able to derive the private signing key corresponding to a public

key, thereby completely compromising the security guarantees of Fabric. More

speci�cally, the threats are:

ˆ CAs: If a quantum adversary successfully derives the private key of an

organization's CA, it can entirely compromise Fabric's permissioned nature.

The attacker would have the power to issue arbitrary identities (certi�cates),

thereby granting unauthorized nodes access to the network. This directly

violates Fabric's security and privacy assumptions, which rely on the premise

that only authorized and authenticated participants may access assets,

transactions, and channel data.
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ˆ Clients: If a client's private key is compromised, a quantum adversary

can modify its proposal before reaching to the endorsers. Furthermore,

until the client's certi�cate is revoked, the adversary can independently

submit malicious transaction proposals to the network, potentially leading

to unauthorized or unintended state changes.

ˆ Endorsing Peers: A quantum adversary that obtains the endorsing peer's

private key can modify the endorsement content before its submission to the

ordering nodes. Since endorsers are the only nodes that execute transaction

proposals and produce the corresponding read and write sets, a compromised

endorser can generate malicious write sets. During the validation phase,

peers do not re•execute transactions. Instead, they rely on the agreement of

endorsers over identical read and write sets. Consequently, an adversary

with control over the private keys of all endorsers can alter endorsement

contents, sign forged endorsements, and cause incorrect state updates to be

applied to the world state.

ˆ Ordering Service: A quantum adversary that gains access to the private

keys of the ordering nodes can forge valid block signatures and manipulate

the contents of blocks. For instance, the attacker may alter the ordering of

the transactions and broadcast di�erent transactions sequences to di�erent

peers. Since peers rely on the ordering service's signatures to authenticate

blocks during the validation phase, such forged blocks would be accepted

as legitimate. This could lead to inconsistent transaction ordering and

divergent world states across peers, thereby violating the safety guarantees

of the consensus layer in Fabric.

In summary, a malicious adversary equipped with quantum computing power

would be able to completely compromise Fabric's permissioned nature, the au•

thenticity and integrity of transactions, and the security of the consensus layer

due to the quantum vulnerabilities of ECDSA. Combined with the expectation that

large•scale quantum computers may become practical within the next 10�15 years

[66], rendering ECDSA insecure, the integration of post•quantum digital signature

schemes into Hyperledger Fabric emerges as an urgent requirement to preserve

its security guarantees.

3.5 Previous Work and Scope of the Thesis

The Hyperledger Fabric development community has acknowledged the need to

integrate post•quantum into the platform's cryptographic mechanisms [67], [68].

In [69], Campbell investigated the integration of qTesla, a NIST's round 2

post•quantum signature candidate. That work explored the use of post•quantum
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signatures in a hybrid construction, where a transaction is signed using a concate•

nation of an ECDSA signature and a qTesla signature. However, the evaluation

focused exclusively on standalone characteristics of qTesla, such as signing and

verifying speed key sizes. It did not include benchmarking results to quantify the

impact of post•quantum signatures on Fabric's transaction throughput or latency.

In [70], Gan and Yobukov expanded Campbell's work [69], by examining more

post•quantum schemes in the hybrid model. Nevertheless, their work also lacked

a comprehensive evaluation of the impact of these schemes on Fabric's overall

performance, particularly with respect to throughput and latency under realistic

benchmarking conditions.

In [71], the authors evaluated the impact of post•quantum schemes on Fabric's

transaction latency. However, their work did not include an analysis of the

corresponding impact on transaction throughput which is a critical metric for

addressing the performance of a blockchain system.

The work presented in [27] constitutes the most complete study to date and

serves as the primary foundation for this thesis. The authors conducted a thorough

benchmarking evaluation of several post•quantum digital signature schemes,

including Dilithium, Falcon, and qTesla, measuring transaction throughput and

block latency. Their analysis demonstrates that system performance is in�uenced

not only by signing and veri�cation latency, but also by signature and public key

sizes. The authors also released their implementation [72] which, together with

the experimental Fabric fork in [73], signi�cantly facilitated the development of

our code base.

This thesis extends the work in [27] in several important directions. First,

we benchmark the latest stable release of Fabric (version 2.5), whereas prior

work evaluated Fabric version 1.4. Second, we integrate post•quantum digital

signatures not only for Hyperledger Fabric network components (CAs, peers, and

ordering nodes), but also for clients, thereby enabling post•quantum cryptographic

support across the entire transaction �ow. Third, we evaluate the performance

impact of each post•quantum enabled actor in Fabric individually. In the �rst

round of benchmarking, only one actor at a time is con�gured to use post•quantum

digital signatures, while all other actors continue to use ECDSA. This approach

enables an isolated evaluation of the performance e�ects introduced by CAs,

clients, endorsing peers, and ordering nodes. Finally, this thesis addresses one of

the open research questions posed in [27] by proposing and evaluating a method

for encoding large post•quantum certi�cates in more compact representations,

with the goal of improving throughput in a quantum resistant Fabric network.
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3.6 Evaluated Post•Quantum Signatures

Throughout this thesis, we evaluate post•quantum digital signature schemes from

two major classes of hard mathematical problems 1 . The �rst class consists of

lattice•based schemes, namely Dilithium and Falcon, which rely on the computa•

tional hardness of lattice problems such as the Shortest Vector Problem (SVP) and

the Learning With Errors (LWE) problem. A lattice can be de�ned as a discrete,

structured grid of points in an n•dimensional space, where each lattice point is

generated as an integer linear combination of the basis vectors of the lattice.

The second class consists of multivariate schemes, namely UOV, MAYO, and

SNOVA, which rely on the di�culty of solving systems of multivariate quadratic

equations over �nite �elds, a problem believed to be resistant to quantum attacks.

The selection of the above schemes was motivated by their diverse characteris•

tics in terms of public key sizes, signature sizes, and computational performance

of the signing and veri�cation algorithms. By evaluating schemes with signi�cantly

di�erent cryptographic pro�les, this thesis aims to analyze the dominant factors

that a�ect Fabric's performance when post•quantum signatures are deployed

across di�erent network roles.

For each of the signature schemes, multiple parameter sets are provided

by their designers, targeting di�erent NIST security levels. Each security level

corresponds to the estimated computational resources required by a quantum

adversary to break an established cryptographic primitive.

Speci�cally, NIST Security Levels 1 and 2 are de�ned to provide security

comparable to that of AES•128 [74] against exhaustive key search and SHA•

256 [75] against collision attacks, respectively. Security Level 3 targets security

comparable to AES•192, while Security Level 5 corresponds to AES•256.

Although these levels are not strictly identical to classical bit•security de�ni•

tions, an approximate correspondence can be established with commonly deployed

elliptic curve schemes. In particular, Levels 1 and 2 provide security strength

comparable to ECDSA with a 256•bit curve (e.g., P•256), Level 3 is roughly aligned

with 384•bit curves (e.g., P•384), and Level 5 with 521•bit curves (e.g., P•521).

In Chapter 5, we conduct benchmarking experiments for the selected schemes

across the mentioned security levels, in order to evaluate their standalone charac•

teristics. This analysis provides insight into the strengths and limitations of each

scheme in terms of key sizes, signature sizes, and computational e�ciency. The

obtained results are then used in Chapter 6 to analyze how these cryptographic

factors in�uence Fabric's performance when transitioning to post•quantum digital

signatures.

1For a comprehensive description of the signatures' mathematical foundations, security assump•
tions, and algorithmic constructions, the reader is referred to the original publications of each
scheme.
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3.6.1 Dilithium

Dilithium [12] is a lattice•based post•quantum digital signature scheme inspired by

the classical Shcnorr signature [6], [7]. The signer �rst computes a commitment,

then derives a challenge (using a hash function), and �nally computes a response

to the challenge using its secret key. The signature consists of the challenge and

the response. The veri�er reconstructs the commitment using the public key

and the response, and then veri�es that the challenge is correct. The security

of Dilithium relies on the hardness of the Module Learning With Errors (MLWE)

problem. Informally, MLWE can be described as follows:

ˆ MLWE: Given a matrix A whose entries are polynomials in a ring Rq, and a

vector

t = A � s + e;

where s is a secret vector of small polynomials and e is a small error vector,

it is computationally hard to recover s from the public pair (A; t).

The di�culty of solving MLWE, even for quantum computers, provides the

security foundation of Dilithium. Dilithium is considered a lattice•based scheme

because the hardness of the MLWE problem is connected to hard lattice problems,

such as the Shortest Vector Problem (SVP) in lattices. The SVP problem asks for

the shortest non•zero vector in a lattice and is widely believed to be computationally

intractable. The scheme can be described at a high level as follows:

ˆ Key Generation Algorithm:

1. Select randomly a matrix A whose entries are polynomials in the ring

Rq, and two vectors s 1; s2 of small polynomials in the ring R q.

2. Compute t = A � s 1 + s 2.

3. The public key is (A; t) and the secret key is (s1; s2). Note that recovering

the secret key, given the public key, is an instance of the MLWE problem.

ˆ Signing Algorithm:

1. Select randomly a masking vector (hiding the secret key) of small

polynomials y.

2. Compute the commitment w = A � y.

3. Compute the challenge c = Hash(mjjw).

4. Compute the response z = y + c � s 1.

5. Output the signature � = (c; z).

ˆ Veri�cation Algorithm:

1. Using the public key and the signature, reconstruct the commitment w.

2. Verify that c = Hash(mjjw).
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3.6.2 Fast Fourier Lattice•Based Compact Signatures over NTRU

(Falcon)

Falcon [11] is another lattice•based digital signature scheme. At a high level, the

idea is to use two di�erent descriptions of the same lattice:

ˆ The public key corresponds to a �long� basis of a structured lattice.

ˆ The private key corresponds to a �short� basis of the same lattice.

The short basis serves as trapdoor information that allows the signer to

e�ciently compute short lattice vectors, while this task is computationally hard

for anyone who only knows the public (long) basis. At a high level, the scheme is

described as follows:

ˆ Key Generation Algorithm:

1. Produce a long and a short basis for the same lattice.

2. The public key is the long basis and the secret key is the short basis.

ˆ Signing Algorithm:

1. The signer generates a random salt.

2. The message together with the salt is hashed to a target point

c = H(msg k salt);

which can be viewed as a random point in the lattice space.

3. Using the secret short basis, the signer computes a lattice point v that

is close to the target c.

4. The signature is the pair (salt; s), where

s = c � v:

ˆ Veri�cation Algorithm: To verify the signature, the veri�er checks that all

the following conditions hold:

1. the vector s is su�ciently short, and

2. the value H(msg k salt) � s is a lattice point with respect to the public

key.

3.6.3 Unbalanced Oil and Vinegar (UOV)

UOV [15] is a hash•and•sign post•quantum digital signature scheme that belongs

to the family of multivariate public•key cryptosystems. Its security relies on the
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hardness of the Multivariate Quadratic (MQ) problem. The problem is described

informally as follows:

MQ Problem: Given a system of m quadratic equations in n variables over a

�nite �eld F q, �nd an assignment of the variables that satis�es all equations.

Solving random MQ systems is believed to be computationally infeasible, even

for quantum computers, when n and m are of comparable magnitude.

In UOV, the public key de�nes a system of quadratic equations. Without any

additional information, solving this system is computationally hard. However, the

signer possesses special trapdoor information (the secret key) that allows them to

e�ciently �nd solutions to these equations. The scheme is described at a high

level as follows [76]:

ˆ Key Generation Algorithm:

1. Select a secret subspace O � F n
q , of dimension m.

2. Construct a multivariate quadratic map

P : Fn
q ! F m

q ; P(x) = (p 1(x); : : : ; p m (x));

consisting of m quadratic polynomials in n variables x = (x 1; : : : ; xn ),

such that

P(o) = 0 for all o 2 O:

3. The secret key is the trapdoor information O, and the public key is the

quadratic map P .

ˆ Signing Algorithm:

1. Hash the message to obtain a target vector

t = Hash(M k salt) 2 F m
q :

2. Using the trapdoor information O, compute a signature s such that

P(s) = t:

This is done as follows:

(a) Pick a random vector v 2 F n
q .

(b) Solve for a vector o 2 O, such that

P(v + o) = t:

For quadratic maps P , de�ne the di�erential

P0(x; y) := P(x + y) � P(x) � P(y);
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which is bilinear. Using this, we obtain

P(v + o) = P 0(v; o) + P(o) + P(v):

Since P(o) = 0 for o 2 O , and P(v) is �xed once v is chosen, the

equation becomes a system of m linear equations in m variables.

Therefore, solving for o is e�cient.

3. Output the signature

s = v + o:

ˆ Veri�cation Algorithm:

1. Recompute P(s) and the hash digest t, and check whether

P(s) = t:

UOV stands out for producing very compact signatures. However, this advan•

tage comes at the cost of very large public keys, since the public key contains a

large system of quadratic equations. More speci�cally, the public map P consists of

approximately mn 2

2 coe�cients. Although one can sample P so that approximately
m(n 2 �m 2 )

2 coe�cients are expanded publicly from a short seed, the remaining m3

2

coe�cients still result in a relatively large public key size (about 66 KB for 128

bits of security). This issue is addressed by the multivariate schemes Mayo and

Snova which are presented next.

3.6.4 Mayo

MAYO [13] is a variant of UOV that follows the same overall structure but aims

to signi�cantly reduce the size of the public key. The main idea is to reduce the

dimension of the secret oil space O on which the public map P evaluates to zero.

This allows for smaller parameter sets while preserving security.

As a result, only approximately mo2

2 coe�cients of the public map P cannot be

derived from a short public seed, which leads to substantially smaller public keys.

For example, at NIST security level 1, MAYO achieves public keys of approximately

5 KB, compared to about 66 KB for UOV.

3.6.5 Simple Non•commutative Oil and Vinegar with Alignment (Snova)

Snova [14] is another multivariate signature scheme that follows the same general

Oil•and•Vinegar structure as UOV. However, instead of working over a simple

�nite �eld Fq, SNOVA is de�ned over a structured non•commutative ring. This

additional algebraic structure allows the public quadratic map to be represented

in a signi�cantly more compact form.
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By exploiting this structured representation, a large portion of the public key

can be derived from short public seeds rather than stored explicitly. As a result,

SNOVA achieves a substantial reduction in public key size. For example, at NIST

security level 1, SNOVA public keys are below 3 KB, compared to UOV's 66 KB.

3.7 Hyperledger Caliper

Hyperledger Caliper (Caliper) [77] is the benchmarking framework used to execute

the experiments in this thesis. In general, Caliper is a performance evaluation

tool that generates a workload against a system under test (SUT) and measures

its behavior under load. Based on the responses received from the SUT, Caliper

produces detailed performance reports, including the following metrics:

ˆ Transaction Throughput: The number of successfully committed transac•

tions per unit of time. Throughput is measured in transactions per second

(TPS).

ˆ Transaction Latency: The elapsed time between the submission of a trans•

action to the network and its commitment to the ledger. Latency is measured

in seconds. In this thesis, we report the average transaction latency observed

during each benchmark.

Caliper operates using a manager�worker architecture. The manager process

is responsible for orchestrating the benchmark, coordinating the workers, collect•

ing results, and generating the �nal performance report. The worker processes

simulate the behavior of blockchain clients, by submitting transaction proposals

to the Fabric network according to the speci�ed workload con�guration. The

interaction between the Caliper manager, the worker processes, and Hyperledger

Fabric (serving as the SUT in this thesis) is illustrated in Figure 3.9.

Figure 3.9: Hyperledger Caliper
Source: [77]
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Chapter 4

Integration of Post•Quantum

Signatures in Hyperledger Fabric

To make Fabric support post•quantum signatures, various code modi�cations

had to be made. The functionalities that needed to be changed for post•quantum

support were the following:

ˆ Generation of post•quantum cryptographic material

ˆ Allowing participants to use post•quantum algorithms for signing and veri�•

cation processes.

4.1 Generation of Post Quantum Cryptographic Material

To provide nodes with an identity [55] and the cryptographic material required for

operating a network in a testing environment, Fabric uses an o�ine utility named

cryptogen [78], [79], meaning that it is executed prior to the nodes joining the

network. This tool o�ers the following functionalities of interest:

1. It generates a structure that emulates the Certi�cate Authority (CA), which

is responsible for issuing digital certi�cates to clients, peers and ordering

nodes. The CA possesses its own self•signed digital certi�cate.

2. It assigns identities to participants in the form of X.509 certi�cates signed

by the CA, each embedding the public key of an entity. This public key is

used for signature veri�cation.

3. For each generated digital certi�cate, it also produces the corresponding

private key which the associated entity uses to sign certi�cates (CA), transac•

tions proposals (clients), endorsements (peers), and blocks (ordering nodes).

4.1.1 Creating the Certi�cate Authority

In Fabric's code base, the CA is represented as a Go structure [80].
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This structure holds the CA's self•signed digital certi�cate and the correspond•

ing private key. When the CA issues an identity, it uses this secret key to generate

a digital signature over the subject's certi�cate. Veri�cation of an issued identity

is then performed by validating the certi�cate's signature using the public key

contained in the CA's certi�cate.

Figure 4.1: CA issues identities in the form of certi�cates to participants.
Source: [55]

To generate the CA, cryptogen relies on Go's cryptographic libraries. In a

high•level view, the following steps are performed: 1

1. cryptogen uses the Go crypto package to generate the ECDSA public•

private key pair for the CA.

2. It then uses the crypto package to generate the self•signed CA's certi�cate

and to store it in the memory.

3. cryptogen instantiates the CA data structure which holds the generated

certi�cate and the corresponding private key.

Figure 4.2: Fabric CA creation

1For more details on the critical functions that are used, see Figure 4.2

50



Based on the above analysis, enabling Fabric cryptogen to generate a CA

with post•quantum cryptographic material, requires the following modi�cations:

ˆ De�ne a dedicated Go post•quantum package in the Go crypto package for

each post•quantum signature. Each package must provide the required key

data structures and implement signing and veri�cation methods according

to the speci�cation of the crypto package [81].

ˆ Extend the crypto/x509 package [82] to support post•quantum signature

schemes. In addition to embedding the signature and the public key, X.509

certi�cates must include the corresponding signature and public key algo•

rithm identi�ers. These identi�ers indicate which algorithm was used for

signature generation and which algorithm must be used for veri�cation using

the public key. Helper functions for the certi�cate creation and encoding

have also been modi�ed.

ˆ Make Fabric adjust to the speci�c signature algorithm used in each context,

allowing di�erent post•quantum signature schemes to be selected for the CA.

Figure 4.3: Fabric post•quantum CA creation

4.1.2 Creating the Identity

To access a Fabric network, each participant, such as peer, orderer or client,

needs to be identi�ed. In Fabric, identities are represented by X.509 digital

certi�cates. Among other information, each certi�cate contains the public key of

the participant, as well as a digital signature issued by a trusted CA, proving that

the identity has been veri�ed.

When the participant signs data, such as transactions or blocks, any veri�er

shall �rst validate that the participant's certi�cate has been correctly signed by
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a trusted CA. After establishing the authenticity of the certi�cate, the veri�er

validates the signature over the data using the public key contained in the

certi�cate.

Fabric's cryptogen performs the following steps to generate the certi�cate

and the private key of a network participant:

1. cryptogen uses Go's crypto package to generate an ECDSA public•private

key pair for the identity. The private key is encoded and stored on disk,

where it can later be accessed when the participant starts operating.

2. It then uses the same cryptographic libraries and the CA's private key, whose

generation was described in Subsection 4.1.1, to generate the participant's

certi�cate. This certi�cate is also stored on disk.

For more details on the critical functions used, see Figure 4.4.

Figure 4.4: Fabric identity creation

To enable the generation of post quantum keys and certi�cates, the procedure is

identical to that described in Subsection 4.1.1. Fabric's cryptogen was extended

to read the signature algorithm that is going to be used by a network's participant,

while the necessary methods of Go's cryptographic libraries were enhanced to

support post quantum key and certi�cate handling. For each type of participant

(i.e., peer, orderer, or client) the signature algorithm to be used can be speci�ed in

the command line for cryptogen to process during identity creation. The result

is summarized in Figure 4.5.
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Figure 4.5: Fabric post•quantum identity creation

4.2 Allowing Participants to Use Post Quantum Algorithms

for Signing and Veri�cation

For a node to be able to sign data during online operation in a Fabric network,

it must instantiate a SigningIdentity structure, which encapsulates the

cryptographic material and functionality required for signing and veri�cation. Its

basic components are:

ˆ A signer component that holds the node's private key and implements the

signing function.

ˆ An identity component that holds the node's certi�cate and public key along

with functions for verifying a signature against the public key and validating

the identity itself (e.g., checking that the certi�cate has not been expired, or

that it is issued by a trusted CA).

The creation of the signing identity and the implementation of its cryptographic

operations rely on Fabric's Blockchain Cryptographic Service Provider ( BCCSP)

[83]. All cryptographic primitives used by the signing identity, including key

handling and signature generation/veri�cation, are accessed through the BCCSP

abstraction. This design renders digital signatures pluggable in the Fabric code

base. The integration of new signature algorithms is isolated within the BCCSP

layer, which in turn relies on the modi�ed Go cryptographic libraries. As a result,

the signing identity can transparently utilize the new signature algorithms through

the upgraded BCCSP, leaving the rest of the code base una�ected.
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4.2.1 Integration of Post Quantum Algorithms in Peer and Orderer

Signing

As discussed in Subsection 3.4.2, peers sign transaction endorsements while

ordering nodes sign blocks of transactions. To perform these signing operations,

both components rely on the BCCSP, which was introduced in Section 4.2. For a

digital signature scheme supported by Fabric, BCCSPde�nes the corresponding key

types and exposes functions for key import, signature generation, and signature

veri�cation.

Accordingly, to enable post•quantum digital signatures, BCCSPwas extended to

de�ne the required post•quantum key types and to support their associated signing

and veri�cation operations. These extensions were implemented in cooperation

with the modi�ed, post•quantum�enabled Go cryptographic libraries described in

Section 4.1.1.

A summary of the core modi�cations that enable post•quantum signing is

shown in Figure 4.6.

Figure 4.6: Fabric post•quantum signing

4.2.2 Integration of Post Quantum Algorithms in Client Signing

As described in Section 3.7, Caliper is the benchmarking framework used for the

experimental evaluation of Fabric. A Caliper client, which is executed by a worker

process, uses the fabric-gateway package [84] to establish a gRPC connection

[85] to a Gateway peer. This peer belongs to the same organization as the client

and acts as a trusted intermediary, coordinating the steps required for the client's

transaction proposal to be endorsed and subsequently committed to the ledger on
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client's behalf [84].

To integrate post quantum signing for client operations, the signer component

[84] used in the client•gateway interaction was extended to support post•quantum

signature algorithms.

Figure 4.7 illustrates the core modi�cations required to integrate post•quantum

algorithms for the client•side signing, as well as the role of the Gateway peer in

coordinating transaction endorsement and commitment. More speci�cally, the

signer component in the client�gateway interaction was extended to support

post•quantum signature algorithms.

Figure 4.7: Client post•quantum signing

4.2.3 Integration of Post•Quantum Algorithms in Peer Veri�cation

As described in Section 3.4.2, peers verify client signatures on transaction pro•

posals and envelopes, endorser signatures on transaction endorsements, and

orderer signatures on blocks. To perform these checks, a peer receives the trans•

mitted data, as well as the sender's signature and identity. The sender's identity,

represented as a digital certi�cate, is transmitted in serialized form.

Upon receipt, the peer de•serializes the identity and and instantiates an

Identity structure using Go's cryptographic libraries. The peer then validates

the identity by verifying the CA's signature on the sender's certi�cate. Once the

identity has been authenticated, the peer veri�es the signature over the received

data.

To enable veri�cation using post•quantum algorithms, both the BCCSPand

the underlying Go cryptographic libraries were extended to support post•quantum

signature schemes. Figure 4.8 provides a summary of the code modi�cations.
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Figure 4.8: Peer post•quantum veri�cation

4.3 Summary of Modi�cations and Libraries Used

According to the analysis in Chapter 4, the following code modi�cations were

required to enable support for post•quantum digital signatures:

ˆ Extension of Go's cryptographic primitives: The Go crypto package

was extended to support post•quantum signature schemes, enabling key•

certi�cate generation, signing, and veri�cation operations for the selected

algorithms.

ˆ Modi�cation of cryptogen and BCCSP: The cryptogen utility and the

BCCSPpackage were extended to support post•quantum signatures in col•

laboration with the modi�ed crypto package. The cryptogen tool was

adapted to generate post•quantum CAs which issue post•quantum private

keys and X.509 certi�cates to network participants. The BCCSPcomponent,

which serves as the cryptographic abstraction layer between the Fabric

code and the underlying crypto package, was extended to allow peers and

ordering nodes to sign and verify data using post•quantum schemes.

ˆ Extension of the benchmarking framework: The Caliper benchmarking

framework was modi�ed to enable clients to sign transaction proposals and

envelopes using post•quantum signature algorithms.

For extending Go's crypto package to support post•quantum signature

schemes, we based our implementation on the work presented in [86]. In partic•

ular, we utilized the liboqs-go wrapper [87], which provides Go bindings for

the Open Quantum Safe liboqs library [88]. The liboqs library implements a

wide range of post•quantum cryptographic primitives and served as the underlying

cryptographic backend in our integration.
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Furthermore, valuable guidance for identifying and modifying the necessary

Fabric components that needed to be modi�ed, was obtained from experimen•

tal GitHub forks [72], [73]. These forks assisted in extending the cryptogen

utility to enable post•quantum keys and certi�cates generation, as well as the

BCCSPpackage to enable post•quantum signing and veri�cation within the Fabric

framework.

To enable post•quantum signing on the client side, additional modi�cations

were required in the benchmarking service. Since Caliper is implemented in

Node.js [89], we employed the liboqs-node wrapper [90], which provides Node.js

bindings for the Open Quantum Safe liboqs library [88]. This integration allowed

client applications to generate post•quantum signatures during benchmarking

experiments.
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Chapter 5

Evaluation of Post•Quantum

Digital Signatures

In this chapter, we conduct benchmarking experiments to evaluate the char•

acteristics of the integrated post•quantum signature schemes with respect to

key sizes, signature sizes, and the computational e�ciency of their signing and

veri�cation algorithms. The experiments were conducted on a machine equipped

with an Intel ® Core— i7•8565U CPU @ 1.80 GHz, featuring 4 physical cores and 8

hardware threads. The system architecture was x86_64.

The chapter includes two categories of �gures. The �rst category (Figures 5.1,

5.2, 5.3) consists of three diagrams that present the size characteristics (public

key, secret key and signature size) of the schemes across di�erent NIST security

levels. The second category (Figures 5.4, 5.5, 5.6) includes three diagrams that

illustrate the computational e�ciency of the schemes, measured in seconds, for

both signing and veri�cation operations. For these �gures we also measured the

variance of the timings.

The results of this standalone analysis are subsequently used in Chapter 6,

to identify and interpret the factors that in�uence Fabric's performance when

post•quantum signatures are employed.

By observing Figures 5.1, 5.2, 5.3, 5.4, 5.4, 5.5, 5.6, it can be seen that

the standardized lattice•based schemes Falcon and Dilithium stand out for their

high time e�ciency, at the cost of larger keys and signatures. In contrast, the

multivariate schemes Mayo, UOV and Snova o�er small secret keys and signatures,

but require large public keys (UOV, Mayo) and exhibit reduced signing and

veri�cation performance. More speci�cally, the following observations can be

made:

ˆ Dilithium has signi�cantly larger key and signature sizes than ECDSA in

all security levels. However, it stands out for its fast signing and veri�cation

times, making it the most time•e�cient post•quantum signature scheme. In

particular, it outperforms ECDSA in signing time at security levels 3 and 5,
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and also achieves faster veri�cation times across all levels.

ˆ Falcon o�ers smaller secret key, public key and signature sizes than

Dilithium. Notably, it achieves the smallest jpkj + jsigj [11] among all

evaluated post•quantum schemes. At the same time, Falcon matches the

ECDSA's signing time in security level 5, while outperforming ECDSA in veri•

�cation time across all security levels. Thus, Falcon is a balanced alternative

in terms of both size and performance.

ˆ Mayo is characterized by relatively small secret key and signature sizes.

However, it su�ers from large public key sizes and signi�cantly higher signing

and veri�cation times compared to Dilithium and Falcon in higher security

levels.

ˆ UOV stands out for its very small secret key and signature sizes. Nevertheless,

it requires extremely large public keys (approximately 44 KB at the lowest

security level) and exhibits very high signing times, which limit its practical

applicability.

ˆ Snova, similarly to Mayo and UOV (all of which are based on multivariate

quadratic equations), provides small secret key and signature sizes. Among

the multivariate schemes considered, Snova achieves the smallest public

key sizes, which are relatively similar to those of Dilithium. However, this

advantage comes at the cost of high signing and veri�cation times.

Based on the above analysis, we conclude that there is no single post•quantum

signature scheme that excels across all performance aspects. Each scheme

presents di�erent trade•o�s between computational e�ciency and size overhead.

Dilithium stands out as the most e�cient post•quantum scheme in signing

and veri�cation operations. This makes it a strong candidate for applications

where cryptographic processing time is critical, such as blockchain platforms like

Ethereum [5], where transaction execution time directly a�ects gas costs. However,

Dilithium is the post•quantum scheme with the largest signature size.

Falcon provides the smallest combined public key and signature size ( jpkj+jsigj )

among the evaluated post•quantum schemes. Consequently, it is particularly

suitable for use cases where minimizing transaction payload size is essential. As

shown in Section 6.6, Fabric represents such a system, since the endorsing peers

transmit both their public keys (embedded in certi�cates) and their signatures

within each transaction.

Mayo and Snova achieve the smallest signature sizes among the evaluated

post•quantum schemes, while maintaining moderately sized public keys. Although

their computational e�ciency is lower compared to lattice•based schemes, their

compact signatures make them suitable for roles where signature size dominates
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the overhead. As demonstrated in Section 6.5, this is the case for Certi�cate

Authorities (CAs), which generate signatures over participant identities.

Finally, UOV exhibits extremely large public keys, which limit its practical

applicability. The large key sizes introduce substantial communication and

memory overhead, making the scheme less suitable for deployment in blockchain

environments. In contrast, the other evaluated multivariate schemes, Mayo and

Snova, o�er comparable signature sizes while maintaining signi�cantly smaller

public keys, rendering them more practical alternatives to UOV.

Figure 5.1: Sizes of Digital Signatures in Security Levels 1, 2

Figure 5.2: Sizes of Digital Signatures in Security Level 3
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Figure 5.3: Sizes of Digital Signatures in Security Level 5

Figure 5.4: E�ciency of Signing and Verifying Operations of Digital Signatures in
Security Levels 1, 2
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Figure 5.5: E�ciency of Signing and Verifying Operations of Digital Signatures in
Security Levels 3

Figure 5.6: E�ciency of Signing and Verifying Operations of Digital Signatures in
Security Levels 5
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Chapter 6

Evaluation of Post Quantum

Signatures in Hyperledger Fabric

In this chapter, we analyze the impact of integrating post•quantum signature

schemes on Fabric's performance. To this end, we conduct experiments targeting

each system role individually (Sections 6.5, 6.6, 6.7, and 6.8). In the �nal

experimental phase (Section 6.9), we benchmark a con�guration in which post•

quantum signatures are deployed across all roles in the transaction �ow.

To evaluate system performance under varying workloads, we execute exper•

iments across multiple transaction arrival rates, resulting in more than 1600

experiments.

6.1 Evaluation Setup

The benchmarks were conducted on a network consisting of three organizations.

Two of these organizations are peer organizations, each hosting a single peer node.

A majority endorsement policy was con�gured, requiring endorsements from both

peers for a transaction to be considered valid. The third organization hosts a single

ordering node. Each organization operates with its own trusted CA. Caliper was

used as the benchmarking framework, con�gured with 8 client workers generating

transactions toward the network.

The experiments were performed in a distributed environment using four

Google Cloud n1-standard-8 virtual machines (VMs), each providing 8 vCPUs

and 30 GB of memory. Three VMs were allocated to host the Fabric organizations

(one per organization), and the fourth VM was dedicated to running the Caliper

benchmarking engine.

Each peer and ordering node was deployed inside a Docker container [91]

within its respective VM. To enable post•quantum functionality, the modi�ed

cryptographic implementation extending Go's crypto package (as described in

Chapter 4) was incorporated into a Docker image [91]. This image was used to build

the peer and ordering service containers, ensuring that all cryptographic operations
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within the Fabric network utilized the integrated post•quantum signature schemes.

The chaincode used in the evaluation is the fixed-asset chaincode. The

workload consists of create-asset transactions, where each transaction creates

a key�value pair in the ledger, with the value having a size of 500 bytes. This

con�guration follows the methodology adopted by the Fabric's team in their

published evaluation study [16] and corresponds to a blind•write workload. This

means that transactions perform write operations without prior reads.

6.2 Block Parameters

As observed in [17], transaction throughput increases linearly with transaction

arrival rate until a saturation point is reached. Beyond this point, throughput

�attens, and any further increase in the arrival rate leads to a signi�cant rise in

transaction latency. This behavior occurs because, once the arrival rate exceeds

the system's processing capacity, the number of incoming transactions surpasses

the number of transactions that can be processed per unit of time. As a result,

pending transactions accumulate in a queue, awaiting evaluation. Since the

arrival rate remains higher than the service rate, the queue length grows over time,

leading to rapidly increasing transaction latency.

The saturation point of a Hyperledger Fabric network is strongly in�uenced by

various block parameters. The most relevant to this thesis are the following [92]:

ˆ Max Message Count: This parameter de�nes the maximum number of

transactions that can be included in a single block. It has a substantial

impact on both throughput and latency. As discussed in [17], [18], [92],

increasing the number of transactions per block (up to a certain point) can

improve throughput. However, larger blocks may also increase latency,

since transactions must wait longer before a block is cut and broadcast.

Conversely, if fewer transactions are included per block, the ordering service

cuts blocks more frequently and forwards them to peers for validation more

quickly. While this can reduce transaction latency at low load, it may

increase validation overhead and resource consumption at peers, potentially

leading to hardware saturation and degraded performance [93]. On the other

hand, excessively large block sizes may delay block creation and increase

propagation time, which can also negatively a�ect performance. Unless

stated otherwise, this parameter will be referred to as block size throughout

this thesis.

ˆ Batch Timeout: This parameter de�nes the maximum time interval between

the inclusion of the �rst transaction in a block and the moment the block is

cut and broadcast to peers for validation. A higher timeout value results in

blocks being cut less frequently, allowing more transactions to accumulate
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per block. As with the Max Message Count parameter, this introduces

a tradeo� between throughput and latency. If the batch timeout is set

too low, blocks are cut and propagated very frequently. When the block

creation rate exceeds a certain threshold, peers may experience increased

validation overhead, potentially leading to hardware saturation and degraded

performance. Conversely, if the batch timeout is set too high, block creation

is delayed, causing transactions to wait longer before entering the validation

phase, increasing transaction latency.

ˆ Preferred Max Bytes: This parameter de�nes the maximum block size in

bytes. If the accumulated size of transactions within a block reaches this

threshold, the block is cut and broadcast to peers for validation, even if

neither the Max Message Count nor the Batch Timeout has been reached. If

the current block reaches the preferred maximum size and a new transaction

arrives, that transaction is placed in the next block. Unless stated otherwise,

this parameter will be referred to as absolute block size throughout this

thesis.

In general, a block is cut and propagated to peers when any one of the following

conditions is satis�ed:

ˆ The block size is reached.

ˆ The batch timeout expires.

ˆ The absolute block size in bytes is reached.

For our experiments, we con�gured the Batch Timeout to 1 second (as de•

scribed in [17]) and the absolute block size parameter to 2 MB which is the default

Fabric's value [92]. To determine the con�guration that achieves the best perfor•

mance, we conducted a preliminary evaluation using the classical ECDSA•256

signature scheme, following the methodology of [17]. Speci�cally, we varied the

block size parameter across the values 10, 30, 50, 100, 250, 500 and evaluated

system performance under di�erent transaction arrival rates. This preliminary

analysis allowed us to identify the block size con�guration that provides the best

throughput�latency tradeo� under classical cryptographic settings, which was

then adopted for the post•quantum evaluation.

By observing Figure 6.1, the following are evident:

1. For each block size, the throughput increases linearly with respect to

the transaction arrival rate until a saturation point is reached. Beyond

this point, the throughput �attens while latency increases rapidly. This

behavior is further analyzed below.

2. The larger the block size, the higher the transaction arrival rate at which

the system reaches saturation. Consequently, larger block sizes achieve
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Figure 6.1: Network Performance Under Di�erent Block Sizes

higher peak throughput compared to smaller block sizes. This behavior

occurs because smaller blocks do not fully utilize the validation capacity of

the peers at high arrival rates. In particular, the number of transactions that

can be committed per validation cycle is limited by the small block size rather

than the high transaction arrival rate, thereby constraining the achievable

throughput. More speci�cally, consider two block con�gurations B1 and B2

such that jB 1j < jB 2j, where jBj denotes the number of transactions per

block. For instance, B1; B2 could correspond to block sizes of 50 and 250 in

Figure 6.1 correspondingly. In the high arrival rate region, peers are capable

of validating and committing at least jB 2j transactions per validation cycle.

However, under con�guration B1, the system is restricted to processing

only jB 1j transactions per cycle. Since each validation cycle processes one

block only, a smaller block size directly limits the number of transactions

that can be committed per unit of time, thereby constraining the achievable

throughput.

An exception to this is observed for the block size of 500 transactions,

which saturates earlier than the 250•transaction con�guration. This occurs

because the computational capacity of the peers as well as the ordering

service becomes the limiting factor. When blocks contain 500 transactions,

the validation workload per cycle becomes su�ciently large to saturate

the peers' processing resources, leading to earlier saturation and reduced

throughput. Moreover, 500•transaction blocks increase the time required by

the ordering service to establish consensus on the transactions' sequence

and assemble the �nal block, since more transactions must be ordered,

processed, and serialized before dissemination. This additional processing
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overhead further contributes to earlier saturation under the 500•transaction

con�guration.

3. Small block sizes result in lower latency at low arrival rates, since

transactions in larger blocks must wait longer for the block to be �lled

before it can be cut and enter the validation phase. Consider two block

con�gurations B1 and B2, such that jB 1j < jB 2j, that have not yet entered the

saturation phase. This means that the peers' validation capacity is su�cient

to process at least jB 2j transactions per unit of time ( jB 2j = max(jB 1j; jB2j) .

However, since the arrival rate is low, the number of transactions entering

the ordering phase per unit of time is smaller than jB 2j. Consequently, the

ordering service must wait for additional transactions before cutting and

broadcasting the block B2. Therefore, the �rst transactions of B2 experience

additional waiting time, resulting in higher average latency. In contrast,

blocks of size jB 1j are �lled and cut more quickly, allowing them to enter

the validation•commitment phase sooner, thereby reducing the average

transaction latency since the waiting time compared to B2 con�guration is

smaller. It should be noted that, for non•saturated regions, the resulting

throughput is equal for both size con�gurations. Although smaller blocks

are committed more frequently, they contain fewer transactions per block.

Conversely, larger blocks are committed less frequently but contain more

transactions. As a result, the total number of committed transactions per

unit time remains the same.

4. Larger block sizes result to smaller latency at high arrival rates. In the

saturation region, the queue of transactions awaiting validation grows faster

for smaller block con�gurations than for larger ones, thereby increasing

transaction latency. Consider the B1 and B2 paradigm introduced in Ob•

servations 2 and 3, where jB 1j < jB 2j, and assume that both con�gurations

operate in their saturation region. For instance, B1 and B2 may correspond

to block sizes of 50 and 100 transactions in Figure 6.1, for arrival rates

exceeding 900 TPS. In this region, the system is unable to process incoming

transactions at the rate they arrive under either con�guration. However,

during each validation cycle, con�guration B2 processes more transactions

than B1. Although B2 still cannot keep up with the arrival rate, its transac•

tion queue grows more slowly compared to B 1. Consequently, transactions

under con�guration B1, experience progressively longer waiting times, since

their validation queue expands at a faster rate. This results in higher latency

for smaller block sizes in a high arrival rate region.

As shown in Figure 6.1, a block size of 250 transactions yields the best overall

performance in terms of achievable throughput and latency under high transaction

load. However, as noted above, at low arrival rates, smaller block sizes result in
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lower latency. Nevertheless, following the evaluation methodology adopted by the

Hyperledger Fabric's team in [94], our objective is to identify the con�guration that

achieves the highest sustainable throughput while maintaining latency within

acceptable limits (commonly seen as below 1 second [94]).

Therefore, in the post•quantum benchmarks, performance is evaluated at the

saturation region, where throughput is maximized but latency remains within

reasonable bounds. Since throughput and latency exhibit an inherent tradeo�,

it is not possible to simultaneously optimize both metrics. Consequently, our

evaluation focuses on the maximum throughput achievable under practical latency

constraints, especially for high arrival rates.

According to the above analysis, the con�guration used for the evaluation of

post•quantum signatures in the Fabric's network is as follows:

ˆ Max Message Count (block size) : 250 transactions per block

ˆ Batch Timeout: 1 second

ˆ Preferred Max Bytes (absolute block size): 2 MB

6.3 Evaluation Goal

Beyond network con�guration, the network's capacity plays a signi�cant role in the

performance of the Fabric network and its saturation behavior. More speci�cally,

the processing capacity of Fabric is determined by the cumulative time required

across the entire execution�order�validate pipeline, including [95]:

1. Propagation time for the client to send the proposal to the endorsing peers.

2. Execution time for endorsing peers to simulate the proposal and produce

endorsements.

3. Cryptographic time required for endorsing peers to sign the endorsement.

4. Propagation time for endorsers to return endorsements to the client.

5. Time required for the client to assemble endorsements into a transaction

envelope.

6. Cryptographic time required for the client to sign the transaction envelope.

7. Propagation time for the client to submit the transaction to the ordering

service.

8. Cryptographic time required for the ordering service to verify the client's

signature.

9. Time required for the ordering service to achieve consensus and determine

transaction ordering.
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10. Cryptographic time required to hash the block, as discussed in [27], and

sign it.

11. Propagation time for the ordering service to distribute the block to peers.

12. Cryptographic time required for peers to verify the block hash and the

orderer's signature.

13. Cryptographic time required for peers to verify client and endorser signatures

within the block.

14. Validation and state•update time required for peers to check endorsement

consistency and commit valid transactions.

The adoption of a di�erent digital signature scheme directly a�ects many of

these components. First, all cryptographic operations depend on the e�ciency of

the signing and veri�cation algorithms, impacting steps 3, 6, 8, 10, 12, 13 [17],

[18]. Second, signatures and public keys (embedded in certi�cates) are transmitted

whenever data is signed. Therefore, larger signature and public key sizes increase

propagation overhead, a�ecting steps 1, 4, 7, and 11 [17], [18]. Furthermore, in

Fabric, data is transmitted in serialized form and must be deserialized upon receipt.

Larger payload sizes increase the serialization and deserialization overhead, further

a�ecting the overall system performance [17], [18].

Moreover, as discussed in Section 6.2, the number of transactions that �t

within a block directly a�ects the performance and saturation behavior of the

network. Since blocks are constrained by a maximum absolute size of 2 MB,

larger signature and certi�cate overhead may reduce the number of transactions

that can be included in a single block, thereby leading to earlier saturation. One

might argue that this limitation could be mitigated by increasing the maximum

block size in bytes. However, as shown in [27], blocks of larger absolute size

incur signi�cantly higher hashing overhead, as well as increased serialization and

deserialization costs. Consequently, increasing the block size to accommodate

more transactions (e.g., maintaining 250 transactions per block despite larger

cryptographic payloads) shifts the bottleneck to block processing. In such a

con�guration, the absolute block size itself becomes the dominant limiting factor,

resulting in substantially higher latency while yielding only marginal improvements

in throughput.

Taken together, these e�ects demonstrate that modifying the digital signature

scheme in�uences both computational capacity and the block con�guration of the

system. Consequently, evaluating post•quantum digital signatures in Fabric is

critical, as their computational characteristics and size overhead can signi�cantly

alter the network's processing capacity, block utilization e�ciency, and overall

saturation behavior.
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6.4 Evaluation Methodology

To evaluate the impact of post•quantum digital signatures in Fabric, we conducted

�ve types of experiments. In the �rst four, we evaluated the e�ect of deploying

a post•quantum signature scheme in a single network role at a time, while all

other roles continued to use ECDSA•256. This approach allowed us to isolate

and measure the performance impact introduced by each role individually. For

example, in the CA experiments, the CA was con�gured to use a post•quantum

digital signature scheme, while endorsing peers, ordering service nodes, and

clients continued to operate with ECDSA•256. This setup enabled us to assess

the speci�c performance implications of a post•quantum CA without interference

from other cryptographic changes. The same methodology was applied in the

experiments concerning endorsing peers, ordering service nodes, and clients: in

each case, only the role under evaluation was con�gured to use a post•quantum

scheme, while the remaining roles retained the classical signature algorithm.

In the �fth phase of the benchmarking, we evaluated a network in which

post•quantum digital signatures are employed across all roles. The objective of

this phase was to assess the overall system performance when transitioning fully to

post•quantum cryptography. For each role in the network, the selected signature

scheme was determined based on the results of the four preceding isolated role

experiments. The selection criteria were the following:

ˆ Performance: The measured transaction throughput and average latency

observed in the benchmark corresponding to a speci�c role.

ˆ Standardization Status: The scheme's NIST standardization status, re�ect•

ing its security and suitability for real•world deployment.

Since each benchmark was conducted across multiple transaction arrival

rates, we de�ne the peak throughput as the average throughput measured in the

saturation region. At the same time, the reported latency re�ects the transaction

latency observed at the saturation point. This approach was adopted to capture

the maximum sustainable throughput achievable by each signature scheme under

practical latency conditions. Evaluating performance in the saturation region

provides an indication of the highest throughput the network can sustain while

maintaining meaningful and acceptable latency levels. Therefore, a higher peak

throughput indicates that a signature scheme allows the system to operate at

larger arrival rates before reaching capacity limits, thereby demonstrating superior

performance under load.

6.5 Certi�cate Authority Testing

By inspecting Figures 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, it becomes evident that the

dominant factor a�ecting performance when varying the CA signature scheme
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is the size of the CA signature. This behavior arises from the fact that each

transaction in Fabric includes the certi�cate of the client that instantiated it, as

well as the certi�cates of the endorsing peers that simulated and endorsed it. All

these certi�cates are signed by the CA.

Therefore, larger CA signatures result in larger participant certi�cates and

consequently increased transaction sizes. The size of a transaction is a critical

factor in Fabric's performance, since larger transactions increase communication

overhead and slow down propagation time between the nodes of the network [16],

[18], [92], [93]. Moreover, as analyzed in Sections 6.2 and 6.3, larger payloads

reduce the number of transactions that can �t within a block con�gured to contain

up to 250 transactions, due to the maximum absolute block size constraint of 2 MB.

As illustrated in Figures 6.11, 6.12, and 6.13, post•quantum schemes with large

signatures, such as Dilithium, signi�cantly decrease the number of transactions

per block. This reduction directly limits the number of transactions that can be

committed per validation cycle, thereby constraining the achievable throughput.

At the same time, it is important to note that increasing the absolute block size

in bytes does not provide a viable solution. As shown in [27], larger blocks incur

substantial hashing, serialization, and deserialization overhead. Consequently,

block processing time becomes the dominant performance bottleneck, leading

to signi�cantly higher latency while yielding only marginal improvements in

throughput.

One might also expect the veri�cation time of CA signatures to signi�cantly

a�ect performance, since participant identities must be validated when processing

transactions. However, inspection of the Fabric's code base reveals that identity

validation results are cached. Once an identity has been validated, subsequent

appearances of the same identity do not trigger repeated certi�cate signature

veri�cation. Instead, the cached validation result is reused. This optimization,

�rst introduced in [17], e�ectively mitigates the impact of CA signature veri�cation

time on overall system performance, reinforcing the conclusion that signature size,

rather than veri�cation time, is the primary performance bottleneck in CA•level

post•quantum integration.

Based on the above, the multivariate schemes Mayo and Snova achieve better

performance than the lattice based ones, Falcon and Dilithium, due to their smaller

signature sizes. More speci�cally, we observe that:

ˆ Dilithium yields the lowest throughput among all evaluated post•quantum

schemes across all security levels. This behavior is expected as Dilithium

produces the largest signature sizes among all the schemes. Thus, as illus•

trated in Figures 6.8, 6.9, 6.10, Dilithium results in the largest certi�cate

sizes, which in turn lead to the largest transaction payloads. Interestingly,

Dilithium appears to achieve the lowest transaction latency before its sat•

uration point is reached. However, this result is misleading and requires
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careful interpretation. When the CA signs participant certi�cates using

Dilithium, the resulting transaction size increases signi�cantly as illustrated

in Figures 6.8, 6.9, 6.10. As a consequence, blocks are no longer populated

with the maximum number of 250 transactions which becomes evident

in Figures 6.11, 6.12, 6.13. Speci�cally, the experimental con�guration

enforces a preferred maximum block size of 2 MB. A transaction that in•

cludes certi�cates issued by a Dilithium•based CA, covering both client and

endorsing peer identities, occupies more than 20 KB across all security levels.

Consequently, a block containing 250 such transactions would exceed 2 MB

and violate the block size constraint. Instead, blocks contain substantially

fewer transactions, which allows them to be assembled and forwarded by the

ordering service more quickly. Thus, as analyzed in Sections 6.2, 6.3 and

the start of this Section, blocks enter the validation phase earlier, thereby

reducing the measured average transaction latency [17], [92]. Therefore, the

lower latency observed for Dilithium in this scenario is a consequence of

reduced block occupancy, rather than an indication of superior performance.

We estimate that reducing the transactions per block would result in lower

latency for the other signatures under evaluation.

ˆ Falcon achieves balanced performance, positioning itself above Dilithium

and below the multivariate schemes Mayo and Snova. This behavior is also

expected, as Falcon produces signatures of moderate size compared to the

other evaluated schemes. As a standardized post•quantum digital signature

scheme, Falcon o�ers strong security guarantees while maintaining favorable

performance characteristics, making it a particularly suitable candidate

for practical deployment. It should also be noted that at security level

5, Falcon•1024 exhibits lower latency than the multivariate schemes at

arrival rates below its saturation point. However, as discussed previously

in the Dilithium analysis, this observation should not be interpreted as an

indication of superior cryptographic e�ciency. As illustrated in Figure 6.13,

Falcon•1024 results in fewer transactions per block than the multivariate

schemes, due to the larger CA signatures. Consequently, blocks are �lled

with fewer transactions and are propagated earlier, leading to reduced

measured latency. Therefore, the observed latency reduction is primarily a

consequence of reduced block occupancy rather than improved performance.

ˆ Mayo and Snova, both of which are multivariate schemes, achieve the

best overall performance due to their small signature sizes, which reduce

propagation time and result in maximum block occupancy, as illustrated in

Figures 6.11, 6.12, 6.13 (with the only exception being Mayo•5). In security

levels 1, 2, 3, their performance is similar to that of ECDSA. A slight perfor•

mance decrease is observed at security level 5, where the signature sizes
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increase to approximately 1 KB for Mayo and 0.5 KB for Snova. This increase

results in larger certi�cates and transaction payloads, which negatively

impact system performance compared to lower security levels.

ˆ UOV could not be evaluated beyond Security Levels 1 and 2, as the network

failed to initialize at higher security levels. This limitation stems from the

extremely large size of the UOV public key. Since the CA's certi�cate in Fabric

is self•signed, it embeds the CA's public key, causing the resulting certi�cate

to exceed size limits enforced by the Fabric's code base. These constraints

re�ect realistic deployment considerations, as certi�cates of such magnitude

would also raise concerns regarding memory usage. For this reason, no

further attempts were made to debug or bypass these limitations, especially

given that other multivariate schemes and Falcon already provide favorable

performance characteristics.

Figure 6.2: Saturation of CA Digital Signatures in Security Levels 1, 2
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Figure 6.3: Saturation of CA Digital Signatures in Security Level 3

Figure 6.4: Saturation of CA Digital Signatures in Security Level 5

Figure 6.5: Peak Throughput and Latency of CA Digital Signatures in Security
Levels 1, 2
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