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Abstract

Cryptography has many applications, however its basic purpose is information

modification such that it can be perceptible only by the one to whom is addressed.

The most useful cryptography’s discoveries are digital signatures. Digital signature is

a method which can be used in order to sign a message which is in an electronic

form. The RSA scheme, the first scheme that produces digital signatures, became

known in 1978. Since then many schemes have been developed by the scientific

community.

This thesis is composed of six chapters. The first chapter presents an overview of

cryptography and includes some main theoretical prerequisites from number theory

and algebra. The second chapter is an introduction to the main notions of digital

signatures. The third chapter describes the RSA cryptosystem and RSA signature

scheme. At the fourth chapter, seven digital signature schemes are presented. At the

fifth chapter, four one-time digital signature schemes are presented. Finally at the last

chapter blind signature schemes, undeniable signature schemes and fail-stop signature

schemes are described. The presentation of each scheme includes the full description

of their three core algorithms, some comments on its safety, and also an example.
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          2 modc c p .

7. ( , )r r .

4((log ) )O n .

) 3(mod 4)p

p 3(mod 4)p pa Q

moda p .

1. 1 4 modpr a p  (  ( )).

2. ( , )r r .
3((log ) )O p .

) 5(mod8)p

p 5(mod8)p ,  pa Q

moda p .

1. 1 4 modpd a p  (  ( )).

2. 1d 3 8 modpr a p .

3. 1d p 5 82 (4 ) modpr a a p

4. ( , )r r .
3((log ) )O p .
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) 

 ( )  

1 2sp t s .

1. pb Z 2 4b a

mod p .

2. f 2x b x a pZ x  .

3. 1 2 modpr x f .

4. ( , )r r .

3((log ) )O p .

) n

n p q ,p q .

n , ,p q

na Q  4 moda n .

1.  2 ,r r moda p  (

     ( )  ( )  ( )  ( )).

2.  2 ,s s moda q  (

     ( )  ( )  ( )  ( )).

3. ,c d 1c p d q  (

     ( )).

4. modx rdq scp n mody rdq scp n .

5. ( mod , mod )x n y n .

3((log ) )O p

.
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1.4 

 ( birthday paradox)  

. 

 « » 

. 

.

 30  .  

 (

), 

 30/365  8%. , 

 30 

 50%.  (

) 

:

n

 2 

. np , 

2  ' 1n np p . 

'np .

. 

1  365/365, . 

. , 

(365-1)/365.  364

. ,  « » 

365-2 .

 : 3

365 1 365 2365'
365 365 365

p .
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n , 

,   :

365 1 365 1365 365!' ...
365 365 365 365 (365 )!n n

n
p

n
.

365!1
365 (365 )!n np

n
.

23n  [  

n  :

1 2 11 1 ... 1
365 365 365 2

n . 1 xx e

x ,  :
1 2

365 365 365 1...
2

n

e e e

1
365

1

1
2

n

i
e n

1

1 1ln
365 2

n

i
n 1 ( 1) ln 2

365 2
n n . 

23n ], 23 0,507p .   23   (

30)  50% 

.  

’  « »!!!.

.  365 , 

. 

n , k

,  : 1 11
k n k n

n n k
. n

1
!ek
.  

1000 1000n , 

k  :
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k k  %

0 37

1 37

2 18

3  6

4 1,5

5 0,3

. 

hash . 

 hash , 

. , 

 hash.

 hash  128- bit 

160- bit (  hash  64- bit ). 

 128- bit , 

, 

. ,  160- bit 

.

 (one-way hash functions). 

 « » (collisions) 

. 

, 

.
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H  ( birthday attack) :

– x  hash

, m  bits .

– 22
m

'x x  (

) .

– 22
m

'y

y .

–  hash

, ).

–  hash 

.  hash , 

 hash.

 hash  (  160- bit message digest

 DSS ).
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 2

2.1 

. , ,

. 

.

 1976  Diffie  Hellman.

. 

 Merkle 

Hellman.  1978 , 

 Rivest, Shamir  Adleman.

.

, 

, 

. ,

. 

 ( ) 

. 

. 

.  hash 

.
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. T

. 

.

 100% 

, . 

  . ,

( , )a b , a b

. ,

 100 , 

( , )a b  .

, 

. 

. 

. 

,  

. 

homomorphism  

 100 , 3( , )a b

.

 (context),  repudiation 

 « » , 

.  

.  

, 

.
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.

. 

. 

.  

. 

.

). 

) ,  (public key), 

 (private key), 

.  ,  

. 

.

 “ ” , 

 (digest),  

 ( .  MD5,  SHA-1,  .).  

 ( . 

, , .), 

 « » .
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, 

, 

. 

. 

!

(verification) 

, 

. 

, 

. 

:

) .

) .

2.2 

:

)   ( )  

.

) 

.

) 

.

) 

.
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) 

.

) 

.

:

M :  « » (message

space).  

.

sM :  « » (signing

space). 

. 

M .

S :   « »

(signature  space).  

M

.

R :  1-1,  : sR M M

 (  (redundancy

function)) .

RM :  R ( Im( ))RM R .  : RR M M . 

RM  « » R sM M .

1R : R . 1 : RR M M .

P :    « »  

.

h :   one-way  M

 (hash function).
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hM : h .  : hh M M hM M . hM

 « » (hash value space) 

h sM M .

nQ : mod n .

2.3 

( , , )M S K , :

) ,M S : .

) K : 

.

)  :kS M S , k K . 

 (signing function).

) : ,kV M S true false , k K . 

 (verification function).

s

kS m .  m M

s S :

( )
( , ) k

k

true s S m
V m s

false

1. 

( )h m  (message digest). 

,  

.

2. . 

( ( ))ks S h m m . 

.
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3. , , 

 –  ( , )m s

.

:

1. ( , )m s s .

2. 

( )h m .

3. , 

, *( )h m .

4.  ,  

. 
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. *( ( ), )kv V h m s v true

* *( ( )) ( ) ( )ks S h m h m h m .  v false

.

:

:

1. k K , 

.

2. m M

.  

’ 

.  « » m .

: M Z  .

3. k K , 

. 
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, 

. , kS

prk ,  (private) 

kV pck

(public).

2.4 

) (  Digital  Signature  Schemes  with

Appendix)

. 

. 

 (hash functions)

.  ElGamal, DSS  Schnorr.

. 

.

) 

1. , :A A kS S k P

. ,A kS  1-1  hM S

.

2. AS AV hM S ,true false

:
*

,* ( ')
( ', ) A k

A

true S m s
V m s

false
 ' hm M , *s S . 
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' ( )m h m m M .  O AV

.

3. AV   AS .

) 

s S m M .

1. k P .

2. ' ( )m h m *
, ( ')A ks S m . ( h  collision free hash

).

3.  m *s  .  *( , )m s

.

) 

.

1. AV .

2. ' ( )m h m *( ', )Au V m s .

3. u true .

:



69

:

1. k P  , ,A kS .

2. AV .

3. m M
*s S *( ', )AV m s true 'm h m .

)  ( Digital Signature

Schemes with Message Recovery)

. 

. 

.    RSA, Rabin  Nyberg – Rueppel.

. 

.
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) 

1.  , :A A kS S k P . ,A kS

 1-1 hM S

.

2. AS AV ,A A kV S

SM k P .  O AV

.

3. AV AS .

) 

s S m M .

1. k P  .

2. ' ( )m R m *
, ( ')A ks S m . (H R ).

3. m *s . *s

.

) 

.

1. AV .

2. *' ( )Am V s  .

3.  ' Rm M  ( ' Rm M   .)

4. m 'm 1( ')R m .
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:

:

1. k P  , ,A kS .

2. AV .

3.  
*s S *( )A RV s M  .

H R 1R . 

R . 

R SM M . R ,A kS M

RM SM S . M S

. *s S , *( )A RV s M

m *s

:

1. k P *s S .

2. *' ( )Am V s .

3. 1( ')m R m .
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*s m

AS .

: : 0,1 nM m m n

2: 0,1 n
SM t t .    : SR M M ( )R m m m , 

. 

:R SM m m m M M . n 1
2

n
R

S

M
M

. 
*s

*( )A RV s M .

P :

) 1P .

) 1P . 

 (one time signature schemes) 

 (multiple use signature schemes).

.

 message

digest .

kS

. 

. 

, 
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, 

.  

R

 1-1 hM SM .

:  

.

2.5 

. 

.

:

) .

. 

N N . 

, 

. 

 (

).
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. 

 « 

 n ». 

 « » (provably secure), 

.

) .

. 

.

2.6 

, 

.

. 

, , 

.

:

)  (total break). 

.

)  (universal forgery). O 

, .

)  (selective forgery). 

. 

.
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)  (existential forgery). 

. 

.

.  ,  

,  Goldwasser, Micali  Rivest.

:

.

:

)   (key-only  attacks).  

.

)  (message attacks). 

 :

1)  (known message attack). 

.

2)  (chosen message attack). 

. 

(non-adaptive) .

3)  (adaptive chosen message

attack). , 
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.

.  

. 

.

. 

 hash 

 hash

.

,  birthday attack 

 (

)  

». 

.
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 3

RSA

3.1  RSA

 RSA 

R.L.Rivest, A.Shamir  L.Adleman  1978. 

 RSA , 

 ( ). 

 RSA 

. 

.

 RSA

0,1,2,..., 1nZ n , n , ,

,p q .  n  Euler

( ) ( 1) ( 1)n p q .

) 

 RSA 

. :
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1. , , ,p q

.

2. n p q ( ) ( 1) ( 1)n p q .

3. e 1 ( )e n gcd( , ( )) 1e n .

4. 

d 1 ( )d n 1mod ( )e d n .

5. ( , )n e d .

: e d

.

) 

m :

1.  ( , )n e .

2. m [0, 1]n .

3. modec m n .

4. c .

) 

m c :

1. d moddm c n .

 :

i. n ,p q :

( ) ( 1) ( 1)n p q .  ,p q

( )n d .
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ii. e

max{ , }p q .

iii. d

RSA ( , )n e

n , . 

, ,p q

n p q .

iv.  RSA : ( ( ))E D m m .  RSA 

( ) modeE m m n  one-

way . 

d . 

. 

( ) moddD c c n ( ) modeE m m n ,

( ( ))D E m m  ( : 1mod ( )e d n , 

k , 1 ( )e d k n . 

( ( )) modedD E m m n .   (

Euler) 1 ( ) ( ) ( )( ( )) mod mod ( ) modk n k n n kD E m m n mm n m m n

modm n .)

 1:

101p 113q 11413n p q

( ) ( 1) ( 1) 100 112 11200n p q . 6 211200 2 5 7

2,5,7  ( 

( )n , e , 

gcd( , ( )) 1e n ). 

3533e 3533 1mod11200e d d 6597d .

6597d

11413n 3533e . 
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9726m . 
3533mod 9726 mod11413 5761em n c

5761c . 
6597mod 5761 mod11413 9726dc n m

m .

 2:

2357p 2551q

6012707n p q ( ) ( 1) ( 1) 2356 2550 6007800n p q . 

3674911e 3674911 1mod 6007800e d d 422191d .  

422191d

6012707n 3674911e . 

5234673m .  
3674911mod 5234673 mod 6012707 3650502em n c

3650502c .  
422191mod 3650502 mod 6012707dc n

5234673 m m .

3.2  RSA

 RSA 

 RSA  RSA.

 RSA  (RSAP)  :  ,  

p q , 

e gcd( , ( 1) ( 1)) 1e p q c , 

m modem c n  .

 RSAP  e-

n . ,n e

, 0,1,2,..., 1c n
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0,1, 2,..., 1m n modem c n . 

 : n nf Z Z ( ) modef m m n .

3.3  RSA

 RSA 

. 

:

: 

n 2n . 

, 

2n . 

’

.

:  

. 

. 

.

3.4  RSA

 RSA   1978.  

 RSA 
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. 

0,1,2,..., 1nZ n , n p q

. 

, 

.

SM S nZ .  : nR M Z

.

) 

1. p q .

2. n p q ( ) ( 1) ( 1)n p q .

3. e 1 ( )e n gcd( , ( )) 1e n .

4. 

d 1 ( )d n 1mod ( )e d n .

5. ( , )n e d .

) 

1. ' ( )m R m , 0, 1n .

2. ( ') modds m n .

3. m s .

) 

1. ( , )n e .

2. ' modem s n .

3.  ' Rm M  , .

4. 1( ')m R m .
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 : s m

( ') modds m n ' ( )m R m .  1mod ( )e d n ,

( ') 'mode eds m m n , 1( ( ))R R m m .

 1: )

7p 11q 77n p q

( ) ( 1) ( 1) 6 10 60n p q . 13e  (  1 60e

gcd( ,60) 1e ). 13 1mod 60e d d 37d . 

( , ) (77,13)n e 37d .

57m 3757 29 mod 77dm .  

m 29s .

s m

(mod )es m n . 1329 57 mod 77 .

 2:  RSA .

:

7927p , 6997q

55465219n p q ( ) ( 1) ( 1) 7926 6996 55450296n p q .  

5e 5 1mod55450296e d d 44360237d . 

( , ) (55465219,5)n e

44360237d .

:

nM Z  : nR M Z

( )R m m m M . 

31229978m  .  A ' ( ) 31229978m R m
44360237( ') mod 31229978 mod55465219 30729435ds m n .
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:
5' mod 30729435 mod55465219 31229978em s n . 

 ' Rm M 1' ( ') 31229978m R m .

3.5  RSA

{0,1, 2,..., 1}s n

{0,1, 2,..., 1}m n moddm s n

. s

m .  m

1 2, {0,1, 2,..., 1}m m n

1 2m m m

1 2,m m . 1 2, {0,1, 2,..., 1}s s n . 

1 2s s m . 1 2 1 2 modd d ds s m m m n .

RSA .

1. n

' n

,p q

d

. n

( )n  .

,p q

( ) ( 1) ( 1)n p q  Euler 

( )n n p q 1 ( )p q n n
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,p q 2 ( 1 ( )) 0T n n T n

21 ( ) ( 1 ( )) 4
,

2
n n n n n

p q .

n , 

1mod ( )e d n d .

,p q . 

1, 1p q ' 

1p  J.Pollard 

n . ,p q

 Fermat  Mersenne 

n

1024   . 

d . 

 RSA  

n

d .

Wiener

 M.Wiener 

d
1

4

3
n .   Wiener

e
n

. 1mod ( )e d n . 

k 1 ( 1 ( ))e d k n p q .  dn

:
1 (1 ) ( )k p qe k k p q

n d dn dn
.

( ) 1ed k n ( )e n , d k .  :

e k p q
n d n

.
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,p q l p q 12 ... 1lq
12 1lp ' 12lp q p . :

2p q p n p n 2q p p q p . 3p q n . 

3e k
n d n

1
4

3
nd 2 2

1 1
3 2

e k
n d d d

.

 ( p
q

2

1
2

p
q q

p
q

.) k
d

e
n

((log )(log ))O e n .

:

( , ) (160523347,60728973)n e . 

d
1

4
37

3
nd . ( ) 1ed k n k

d

e
n

.  e
n

0, 2,1,1,1, 4,12,102,1,1, 2,3,2,2,36e
n

.  e
n

37

 : 1 1 2 3 140, , , , ,
2 3 5 8 37

.

n , ( )n

 4.  2, 8d , ( ) 1ed k n 2 1 , . 

2
5

k
d

1( ) 151822432edn
k

,p q n

2 ( 1 ( )) 0T n n T n 1 ( ) 8700916n n .  

75705297145668

, n
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2
5

k
d

. 14
37

k
d

( ) 160498000n

2 25348 160523347 0T T 12347p

13001q . 37d .

Verheul-Van Tilborg

 1997  Verheul  Van Tilborg 

Wiener . 
1

4d n

 Wiener. r

d 2r

d , 2r

, .
1 1

4 2n d n d

.

Boneh-Durfee

 Wiener 

 2000  Boneh  Durfee 0.292d n

 RSA  .  

 Coppersmith 

.

d . 

d

1, 2,... 2pd p mod( 1)pd d p 1, 2,... 2qd q mod( 1)qd d q

. d  CRT-  (Chinese

Remainder Theorem). m

modpdm p , modqdm q

modds m n m . 
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d

.  2002  RSA 

pd , qd .  2002  Alexander May

,p q .

2. n

 RSA 

n ( , )i ie d

.

'  

n .

: d RSA

( , )n e n .

: 1mod ( )e d n k

1 ( 1)( 1)ed k p q . 0x , 

( , ) 1x n . 1 1modedx n . 1y

 modulo n 
1

1 2
1

ed
edy x x , 

1ed . 2
1 1 0mody n

1( 1, )y n .  

n .  

1 1mody n .

1 1mody n :

) 1 1mody n , x .
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) 1 1mody n , 

1
4

2 1 mod
ed

y y x n .  2
2 11 1 0 mody y n .

2( 1, )y n 2 1mody n , 

n , !!!

n 1
2t

ed  2. ' 

x

.

1d

n , ,p q . 

( ) ( 1) ( 1)n p q 1mod ( )e d n

m .

Coron-May

 2006  Jean-Sébastien Coron  Alexander May 

:

: n p q ,e d

, 1mod ( )e d n . 
3
21 ed n ,  

n 2(log )O n .

: p q  ( ). 
1 1
2 22 2p n q p n

1
23p q n

1( ) 1 ( )
2

n n p q n .  1mod ( )e d n

k N 1 ( )ed k n .
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3
2ed n , k . ,

1' edk
n

,  :

1 1 ( 1) ( 1)( 1) ( 1)( 1)'
( ) ( ) ( )

ed ed n ed n p q ed p q edk k
n n n n n n

.

 :
3
2' 6 ( 1)k k n ed

3
2ed n 0 ' 6k k . 

'k 'k , 

'k i 0,1,2,3, 4,5i k . 

n p q 11 edp q n
k

n . 
2(log )O n

(log )O n .

,p q ,

 Durfee   Nguyen  

n 9(log )O n .

3. d

1 2, {0,1, 2,..., 1}m m n

1 2, {0,1, 2,..., 1}s s n 1 2,m m

1 1 modds m n 2 2 modds m n 1 2 1 2( ) odds s m m m n .

1 2,s s

1 2,m m

1 2m m .
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. s

modes m n m ww . 

1 2,m m ww

m 0 1m n 1 2( ) modm m m n

ww .

*: 0,1 0,1,..., 1h n

. m ( ) modds h m n .

modes n   

( )h m .  

s es m

( ) modeh m s n . 

1 2,m m 1 2( ) (mod ), ( ) (mod )d dh m n h m n m

1 2( ) ( ) ( )(mod )h m h m h m n . 

1 2( ( ) ( )) (mod )dh m h m n .

3.6  RSA 

(i)  (Reblocking Problem)

 RSA  

.  

 moduli 

. 

.  

( , )A An e ( , )B Bn e . A Bn n
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, 

.

 ( ): 8387 7499 62894113An ,

5Ae , 37726937Ad , 55465219Bn , 5Be 44360237Bd . 

A Bn n . 1368797m

. :

1. 37726937mod 1368797 mod 62894113 59847900Ad
As m n

2. 5mod 59847900 mod55465219 38842235Be
Bc s n

,  

:

1. 44360237' mod 38842235 mod 55465219 4382681Bd
Bs c n

2. 5' ' mod 4382681 mod 62894113 54383568Ae
Am s n

'm m . ’ s

modulus Bn . , 

( ) 0.12A B

A

n n
n

.

.

1. . 

 modulus. , A Bn n ,   A  

 B 

.

, 

, 

.  
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, 

. 

.

2.  moduli .  moduli 

.   modulus  

’  moduli , 

. 

 moduli ( 1)t  bit   moduli  

t  bit.

3.  modulus.  

,p q  modulus n : 

 bit  1 k  bit  0.  modulus n t  bit  

:

n 1 1 12 2 2t t t kn .

p
2
t  bit  q

12t

p

1 12 2t t k

p
 . n p q  modulus

.  modulus n

, 

. An

 modulus  modAd
As m n m . 

s  1 1k  bit,

. s ,  An , 

 0   bit  

 modulus . s

1 1k  bit, , 

1
2

k

, k  100.
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 (  modulus) : 

 modulus n  12  bit   bit  

 1 3k  bit  0.  6

bit, 37p . q
112 56
p

11 82 2 62
p

.  q  59  61. 59q ,

37 59 2183n ,  100010000111. 

61q , 37 61 2257n , 

100011010001.

(ii) 

RSA, R. 

.

(iii)  RSA 

.  ,   MD5 

 128, 

,  

. n  modulus  RSA  k  bit, 

R  128 bit 

k  bit.
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(iv) 

n p q  modulus RSA 2k  bit, ,p q k  bit  

. modds m n , m
3( )O k  bit.  p q , 

1 modds m p , 2 modds m q , s

. 
3( )O k , 

.

. , 
2( )O k  bit.  e ,

 3  162 1 .  ,  ,p q , 

gcd( , ( 1)( 1)) 1e p q .

 RSA, 

. , 

, 

.

(v) 

 1996,  moduli  RSA  768 bit.

 modulus  1024 bit 

. 

.
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 RSA 

e 162 1 . 

d

.

(vi)  (bandwidth efficiency)

 (  2) 

SM  (  2) RM ,  

. , 

 R.  RSA (  Rabin) 

 ISO/IEC 9796 

k  bit 2k  bit SM

2k  bit. 

1
2

. ,  modulus  1024 bit, 

 512 bit.

(vii)  (system-wide)

 modulus RSA 

 modulus . e

, 

.

(viii) 

n  modulus  RSA  2k  bit 

RSA, k  bit ( 

1
2

). 
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m k  bit.  m k  bit

1 2 ... tm m m  ( 

). ’ 2kt  bit.

,  m

l k .  

2kt k , kt

m . 2 2kt k kt 2t ,  

 RSA 

. k  bit   RSA 

.

3.7  RSA

 1996   M.  Bellare   P.Rogaway   

 RSA 

. 

 RSA.

RSA-FDH

*
nZ . 

MD5. * *: 0,1 nh Z .  

m  : ( ) (mod )ds h m n .

s m

( ) (mod )eh m s n .

 2000  J.  S.  Coron   RSA 

n
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 RSA. 

 Rabin  Gennaro - Halevi - Rabin.

RSA-PSS

k  RSA. 

k n 1 2,k k

1 21 ,k k k 1 2 1k k k . 

: 2 2 1: 0,1 0,1k k kG 2*: 0,1 0,1 kH  , 

.

: 2 1

1 : 0,1 0,1k kG

1k ( )G w 20,1 kw 2 1 2 1
2 : 0,1 0,1k k k kG

1 2 1k k k ( )G w 20,1 kw .

 RSA.

10,1 kr . w H m r , m   

m r m r .

1 20 ( ( ) ) ( )y w G w r G w . m :

(mod )ds y n .

(mod )ey s n b w a c ,  b

,  w 2k ,  a 1k c
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1 2 1k k k y . 1( )r a G w

0b , 2 ( )G w c ( )H m r w .

 RSA-PSS  RSA-FDH 

 FDH .
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 4

4.1  Rabin

 RSA,  1979

 M.  Rabin  

.

) 

. 

:

1. p q .

2. n p q

3. n ( , )p q .

) 

m M . :

1. m , 
1
2 mods m n .

) 

  m

:
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1. s m , 
2 modm s n .

: 23m

7p , 11q 77n p q . 

( , ) (7,11)p q 77n . 

23mod 77 . 7,4 3mod 4  :
7 1

423 mod 7 4mod 7x
11 1

423 mod11 1mod11x .

,u v

1up vq 2 11 3 7 1 .  67, 10,

32, 45. 45s  (  

m ).

s 2 2mod 45 mod 77s n

23mod 77 m .

 Rabin 

modulo n . 

.

 Rabin

modulo n . 

. n , 

 Rabin 

n .

,  

mod n , 

 x 1 1x n ( , )x n

( , ) 1x n ( , ) 1x n .



102

( , ) 1x n , ( , )x n p ( , )x n q n .

( , ) 1x n  , c 1 1c n
2 modc x n . m 1 1m n ,

1
2 modm c n 2 modc m n . 

2 2 modx m n .

( , ) 1x n ( , ) ( , ) 1x p x q . 

:

1. modm x p modm x q . modm x n

m x ( , ) (0, )m x n n n .

2. modm x p modm x q . ' modm x n

m n x ( , ) ( 2 , ) 1m x n n x n .

3. modm x p modm x q .  m x

p q . ( , )m x n p .

4. modm x p modm x q . , 

m x q p . ( , )m x n q .

n . x

.  

modulo n , n 1
2

n .
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4.2 T.Okamoto - A.Shiraishi (ESIGN)

 1985  Okamoto 

Shiraishi  ESIGN . 

 Ong, Schnorr  Shamir 

.

) 

1. ,p q

p q 2n p q .

2. 4k
*: 0,1 nh Z .

3. ( , )n k ( , )p q  .

) 

1. m ( )u h m

x 0 x pq . (mod )kv u x n

0,1,..., 1v n .

2. vw
pq

.

3. 1 1( ) (mod )ky w kx p 0,1,..., 1y p .

4. m (mod )s x ypq n .

) 

1. s m , 

(mod )kz s n 0,1,..., 1z n ( )u h m .

2. 2 3log2 nu z u .



104

 :

1

0
( ) ( ) (mod )

k
k k k i i k k

i

k
z s x ypq x ypq x kypqx n

i
. 

1 (mod )kkx y w p 1kkx y w lp l Z . 

( )k k k k vs x pq w lp x pqw x pq
pq

. 1 2v pqv v

1( ) ( ) (mod )k k kz s x pq v e x v pqe h m pqe n , 0 1e . 

pqe pq 2 3log( ) ( ) ( ) 2 nh m z h m pq h m .

.  (mod )kx n ,
1 1( ) (mod )kkx p m w s

m .

 : 11p , 13q
2 1573n p q . 8k .

*: 0,1 nh Z .

( , ) (1573,8)n k

n , ( , ) (11,13)p q . *0,1m

( )u h m . m

 1231.

1231u 5x 0 143x
8( )(mod ) (1231 5 )(mod1573) 5
143

ku x nw
pq

  

1 11 75 8 5 8mod11ky w kx .

s m 5 8 11 13s x ypq

1149mod1573 .

s m

( ) 1231h m 81149 1236mod1573kz s
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2 3log2 nu z u . 1231 1236 1239  ( 2 3log1573 3 ) 

.

 ESIGN

, 

. 

k .  

 Brickell   DeLaurentis  

3k

.   Okamoto,  Shiraishi  

k : 8, 16, 32, 64, 128,

256, 512, 1024. ,p q  192 ,

n  576 . 

 ESIGN  RSA 

 RSA.  Fujioka, Okamoto  Miyaguchi  1991

32e

 RSA 

 RSA.

4.3  U.Feige - A.Fiat - A.Shamir (FFS)

 1987  Fiat  Shamir  FS. 

 Feige, Fiat  Shamir . 

mod n , n .

) 

1. n pq , ,p q . k

1 2, ,..., 0,1,..., 1ks s s n .
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2. 2 (mod )j ju s n 0,1,..., 1ju n 1 j k .

3. k 1 2( , ,..., )ku u u n

k 1 2( , ,..., )ks s s .

) 

m .

1. r 1 1r n 2 modu r n

0,1,..., 1u n .

2. 1 2( , ,..., ) ( )ke e e e h m u m u ,

0,1ie *: 0,1 0,1 kh

.

3. 
1

(mod )jk e
jj

s r s n 0,1,..., 1s n .

4. m ( , )e s .

) 

1. 2
1

(mod )jk e
jj

w s u n 0,1,..., 1w n ' ( )e h m w .

2. , 'e e .

 :

' ( ) ( )e e h m u h m w u w .

22 2 2 2 2
1 1 1

( ) modj j jk k ke e e
j j j jj j j

w s u r s r s u r u n .

 :   11p , 17q

187n p q . 8k
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1 2 35, 12, 43s s s 2 1 2
1 1 (5 )u s

15mod187 , 2 1 2
2 2 (12 ) 100mod187u s 2 1 2

3 3 (43 ) 89mod187u s .

1 2 3( 15, 100, 89)u u u 187n

1 2 3( 5, 12, 43)s s s .

m , 7r 1 1r n
2 27 49 mod187u r . ( )e h m u

* 3: 0,1 0,1h .

( ) 101h m u , 1 2 31, 0, 1e e e .

3

1 1
7 9 mod187j jk e e

j jj j
s r s s . m

( , ) (101,9)e s .

m
32 2

1 1
9 49mod187j jk e e

j jj j
w s u u .   ' ( ) 101e h m w e

m .

 FFS

,  

 RSA 

.  

Feige, Fiat  Shamir  RSA. , 

n ,  

h is , 

.
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4.4  DSA

 DSA  (    ElGamal,  Schnorr  

, ) *
pZ

p

 (

). 

.  
*
pZ

. 

.

 hash *: 0,1 qh Z q .

) 

1. q 159 1602 2q .

2. t 0 8t p
511 64 512 642 2t tp q 1p .

3. q *
pZ .

i) *
pg Z

1

mod
p
qa g p .

ii) 1a .

4. d 1 1d q .

5. moddy a p .

6. ( , , , )p q a y d .
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) 

1. k   0 k q .

2. ( mod ) modkr a p q .

3. 1 modk q .

4. 1( ( ) ) mods k h m dr q .

5. m ( , )r s .

) 

1. ( , , , )p q a y .

2. 0 r q   0 s q .

3. 1 modw s q ( )h m .

4. 1 ( ) modu w h m q 2 modu w r q .

5. 1 2( mod ) modu uv a y p q .

6. v r .

 :

( , )r s m

( ) (mod )h m dr ks q . w

( ) (mod )wh m drw k q . 1 2 (mod )u du k q . 

1 2( mod ) mod ( mod ) modu u ka y p q a p q . v r .
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:

: 124540019p 17389q

q ( 1)p . *110217528 pg Z

17389 mod 10083255a g p . 1a , a

q *
pZ . 

12496d 1 1d q moddy a p
1249610083255 mod124540019 119946265 .  

( , , , ) (124540019,17389,10083255,119946265)p q a y

12496d .

m 9557k
9557( mod ) mod (10083255 mod124540019) mod17389kr a p q

27039923mod17389 34 . 1 mod 7631k q , ( ) 5246h m

7631 (5246 12496 34)mod17389 13049s . m

( , ) (34,13049)r s .
1 mod 1799w s q , 1 ( ) mod 5246 1799mod17389u w h m q

12716 , 2 mod 1799 34mod17389 8999u w r q
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1 2 12716 8999( mod ) mod (10083255 119946265 mod124540019) mod17389u uv a y p q
27039929mod17389 34 . v r .

 DSA

 DSA 

.
1 mods q . 0s 1s

. 0s

s qZ

 ( 0s ) 
1601

2
). 

0r . 0s 0r

k .

,p q  .

DSA , ,p q a . 

.

4.5  ElGamal

 ElGamal , 

, 

.  ElGamal 

.

, 

 hash *: 0,1 qh Z , p

.
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) 

1. p a
*
pZ .

2. d 1 2d p .

3. moddy a p .

4. ( , , )p a y d .

) 

1. k 1 2k p gcd( , 1) 1k p .

2. (mod )kr a p .

3. 1(mod )k p .

4. 1( ( ) ) mod( 1)s k h m d r p .

5. m ( , )r s .

) 

1. ( , , )p a y .

2. 1 1r p , .

3. 1 modr sv y r p .

4. ( )h m ( )
2 modh mv a p .

5. 1 2v v .

 :

1( ( ) ) mod( 1)s k h m d r p .

k ( ( ) )mod( 1)k s h m d r p

( ) ( )mod( 1)h m d r k s p . ( ) ( ) (mod )h m dr ks d r sa a a r p .

1 2v v .
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: 2357p 2a
*
2357Z  . O A 1751d moddy a p

17512 mod 2357 1185 . ( , , ) (2357,2,1185)p a y . 

*
pZ ( )h m m . 

1463m , 1529k ,
1529(mod ) 2 mod 2357 1490kr a p 1(mod ) 245k p . 

1( ( ) ) mod( 1) 245(1463 1751 1490) mod 2356 1777s k h m d r p .

1463m ( , ) (1490,1777)r s .

O B 1490 1777
1 mod 1185 1490 mod 2357 1072r sv y r p , ( ) 1463h m

( ) 1463
2 mod 2 mod 2357 1072h mv a p .  O  B  

1 2v v .

 ElGamal

m k   (mod )kr a p . 
1( ( ) ) mod( 1)s k h m d r p .  

, 1
p

p .

k  ,  

. 
1

1 1( ( ) ) mod( 1)s k h m d r p 1
2 2( ( ) ) mod( 1)s k h m d r p . 

1 2 1 2( ) ( ( ) ( ))(mod( 1))s s k h m h m p . 1 2( ) 0(mod( 1))s s p

1
1 2 1 2( ) ( ( ) ( ))(mod( 1))k s s h m h m p .  d

.

 hash 1( ) mod( 1)s k m d r p .  

. ( , )u v
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gcd( , 1) 1v p  . mod modu v u dvr a y p a p
1 mod( 1)s r v p . ( , )r s

mod( 1)m s u p
1

( )m dr s u va a a y r .

0 r p .  

, 

. ( , )r s m

. 'm

( ')h m 1( ') [ ( )] mod( 1)u h m h m p  (
1[ ( )] mod( 1)h m p ). ' (mod( 1))s s u p 'r

' (mod( 1))r r u p ' (mod )r r p  ( 'r

). ( ', ')r s 'm

0 'r p .

*
pZ .

G . 

 ElGamal  hash 
*: 0,1 nh Z n G . 

r G , ( )h r .

) 

1. G n

a .

2. d 1 1d n  . 
dy a .

3. ( , )a y

d .
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) 

1. k 1 1k n gcd( , ) 1k n .

2. kr a

3. 1(mod )k n .

4. ( )h m ( )h r .

5. 1( ( ) ( )) mods k h m h r n .

6.  m ( , )r s .

) 

1. ( , )a y .

2. ( )h m ( )h r .

3. ( )
1

h r sv y r .

4. ( )
2

h mv a .

5. 1 2v v .

: 52
F ,  

5 2( ) 1f x x x 2F . 

31  00000  .

i ia i ia i ia i ia

0 00001 8 01101 16 11011 24 11110

1 00010 9 11010 17 10011 25 11001

2 00100 10 10001 18 00011 26 10111

3 01000 11 00111 19 00110 27 01011

4 10000 12 01110 20 01100 28 10110

5 00101 13 11100 21 11000 29 01001

6 01010 14 11101 22 10101 30 10010

7 10100 15 11111 23 01111
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(00010)a 5
*

2
G F  ,  

. 31n .
*

31: 0,1h Z  hash . 

19d 19(00010) (00110)dy a . 

( , ) (00010,00110)a y . 10110101m  A 

24k 24 (11110)r a 1 mod 31 22k .  

( ) 16h m , ( ) 7h r 1( ( ) ( ))mods k h m h r n

22(16 19 7)mod31 30 .  m

( , ) (11110,30)r s .

( ) 16h m , ( ) 7h r , ( ) 7 30
1 (00110) (11110) (11011)h r sv y r

( ) 16
2 (11011)h mv a a . O B 1 2v v  .

ElGamal G

q
F .

4.6  Schnorr

,  ElGamal, 

 Schnorr, .. 

 DSA  q *
pZ , p

.  hash 
*: 0,1 qh Z .
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) 

 DSA  

,p q .

) 

1. k 1 1k q ..

2. modkr a p , ( )e h m r mods de k q .

3. m ( , )s e .

) 

1. ( , , , )p q a y .

2. mods ev a y p ' ( )e h m v .

3. 'e e .

:

(mod )s e s de kv a y a a a r p .

( ) ( )h m v h m r 'e e .

: 129841p 541q

q ( 1)p . *26346 pg Z

24026346 mod129841 26a . 1a ,  a

q *
pZ . 

423d 423mod 26 mod129841 115917dy a p . 

( , , , ) (129841,541,26,115917)p q a y .

11101101m

327k 1 540k 327mod 26 mod129841kr a p
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49375 ( ) 155e h m r .  

423 155 327 mod 541 431s . m

( , ) (431,155)s e .
431 155mod 26 115917 mod129841 49375s ev a y p

' ( ) 155e h m v . 'e e .

 Schnorr  –

 « » 

s  ( 

 modulo 

).

4.7 

 1985 

V.  Miller   N.  Koblitz  .  

:

1.  ( 

q *
qF , 

qE F ).

2.   (subexponential  time)  

E .

 (ECDSA)  

 DSA. 

pF p ,  

. E

pF P q

( )pE F .
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) 

1. x 1 1x q .

2. Q x P .

3. Q x .

) 

1. k 1 1k q .

2. 1 1( , )k P x y 1 modr x q  ( 1x

0 1p , r  ). 0r

 1  0r 1( ( ) ) mods k h m x r q

x 0 r .

3. 1 modk q .

4. 1( ( ) ) mods k h m x r q  (  ( )h m  hash  

m ). 0s  1.  ( 0s 1 mods q

).

5. m ( , )r s .

) 

1. Q .

2. ,r s 1, 1q .

3. 1 modw s q ( )h m .

4. 1 ( ) modu w h m q 2 modu w r q .

5. 1 2 0 0( , )u P u Q x y 0 modv x q .

6. v r .

 :

1
1 2 1 2( ) ( ( ) )u P u Q u u x P s h m x r P k P .
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: ( , )r s

k x .

 DSA 

r .
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 5

, ,

.

. 

. 

, 

.

.  

, .

5.1  Rabin

 Rabin 

.  

. 

. 

, .

 Rabin .

:

0M : 0l l .

0 ( )M i : 1 1 00 ...l e
eb b b , 1 1 0...eb b b i.

K : l bit.
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E : 

K .

tE : E t K .

tE l bit l bit.

h :  hash *: 0,1 0,1 lh  .

n : .

)   

E,   2n

. 

:

1. E .,  DES).

2.  2n 1 2 2, ,..., nk k k K , 

l .

3. 0( ( )),1 2
ii ky E M i i n .

4.  1 2 2( , ,..., )ny y y

1 2 2( , ,..., )nk k k .

) 

m . 

. :

1. h(m).

2. ( ( )),1 2
ii ks E h m i n .

3.  m 1 2 2( , ,..., )ns s s .
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) 

1 2 2( , ,..., )ns s s m, :

1. 1 2 2( , ,..., )ny y y .

2. h(m).

3. n ,1 2j jr r n , 1 j n .

4. 
jrk , 1 j n .

5. , 

0( ( ))
rjj k jz E M r

jj rz y 1 j n .

6. ( ( ))
j rjr ks E h m 1 j n .

 :  

,  

:

1.   (TTP)  m

1 2 2( , ,..., )ns s s .

2.  TTP 1 2 2, ,..., nk k k .

3.   TTP  

0( ( ))
ii kz E M i i iy z , 1 2i n . 

,  TTP  (

).

4.  TTP ( ( ))
ii ku E h m , 1 2i n . i iu s n

i 1 2i n  TTP

 ( ). 

1n i i iu s , 

TTP .

 :  

 Rabin, . 
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'm , o 

'k 1n

i i iu s , m ( ) ( ')h m h m . 

 hash 

.  

, i iu s n

i n . 

1
2n
n

.

:  

 Rabin 

) 1n

. 

 ( )

n 2n .

5.2  Merkle

 Merkle 

 Rabin 

.   TTP  

.

) 

n bit, 1 1t n gn

. :

1. 1 1t n gn 1 2, ,..., tk k k
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l .

2. ( )t tu h k , 1 i t .  h  hash 

*: 0,1 0,1 lh .

3.  1 2( , ,..., )tu u u

1 2( , ,..., )tk k k .

) 

m n.  

.  

:

1. c,  0 m.

2. 1 2... tw m c a a a .

3. 1 2 ... ui i i w

1
jia 1 j u .

4. 
jj is k 1 j u .

5. m 1 2( , ,..., )us s s .

) 

1 2( , ,..., )us s s   m, :

1. 1 2( , ,..., )tu u u .

2. c,  0 m.

3. 1 2... tw m c a a a .

4. 1 2 ... ui i i w

1
jia 1 j u .

5. ( )
ji ju h s 1 j u .
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 Merkle

m w m c

1 2( , ,..., )us s s m .

h  hash , 

'm m . 

' ' 'w m c w , 'c 1 1gn  bit  

'm . 

1 2( , ,..., )us s s ,  

'm  1 m

 1 ( 'm  1 m

 0 

). 'm

m 'c c ( ). 

'c  1 c  0. 

, 

, .

 Merkle

 Merkle 

( 1 1)l n gn  bit , . 

 bit . 

 bit . 

kt bit. 1 2 ... tm m m m ,

im k

 0  2 1k . 
1
(2 ) 2t k k

ii
U m t . U
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1 1 1gU gt k bit. 
1 1gt k

r
k

, U

1 2 ... rU u u u , iu

k . 1 2 1 2... ...t rw m m m u u u .

t r 1 2, ,..., t rk k k

2 1( )
k

i iv h k 1 i t r . 

1 2( , ,..., )t rk k k 1 2( , ,..., )t rv v v . m

1 2( , ,..., )t rs s s , ( )im
i is h k 1 i t ( )iu

i t is h k 1 i r . ch

c h .  

,  bit 

(checksum) :

( )a
i js h k , 

( )a
jh k 0 2k a ,  

ah 0 ,  h  hash  .  

, 

,  

kr

bit.

 (  bit ) : 

 Merkle 

. 1 2 3 4m m m m m , 1 2 31011, 0111, 1010m m m

4 1101m . 1 2 3 4, , ,m m m m  11, 7, 10, 13

. 1 2 3 4(16 ) (16 ) (16 ) (16 ) 5 9 6 3 23U m m m m .

10111U .  w = m||00010111. 

1 2 3 4 5 6( , , , , , )s s s s s s , 11
1 1( )s h k , 7

2 2( )s h k , 10
3 3( )s h k , 13

4 4( )s h k ,

1 7
5 5 6 6( ), ( )s h k s h k . ,

h is .  

 ( im ) 
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2d
it m .  

1h

. , h , 
1h .

5.3  GMR

 Godwasser, Micali  Rivest (GMR) 

 claw-free .  GMR 

.   GMR  ,  

.

: : , 0,1ig X X i , 

. 0 1,g g  claw-free 

,x y X 0 1( ) ( )g x g y . 

( , , )x y z X 0 1( ) ( )g x g y z  claw. 

, 0,1ig i , 

1 1
0 1,g g   , 

 claw-free .

0 1,g g  claw-free , 1 1
0 1,g g

x X . , 
1

1g  ( 1
0g ) , 

x X   0 ( )g x z 1
1 ( )g z y ,  

( , , )x y z .
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 1 (claw-free ) :

p = 11, q = 7 n = pq =77. 77 : 1 0 38xD x x
n

1, 4,6,9,10,13,15,16,17,19,23,24,25,36,37 .  

0 1,g g  ( 77D ).

x 1 4 6 9 10 13 15 16 17 19 23 24 25 36 37

0 ( )g x 1 16 36 4 23 15 6 25 19 24 10 37 9 13 17

1( )g x 4 13 10 16 15 17 24 23 1 19 37 6 36 25 9

) 

 claw-free 

. :

1.  claw-free .

 « »  
1 1

0 1,g g )

2. r X . ( r .)

3.  0 1( , , )g g r

1 1
0 1( , )g g .

SM

.
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) 

1 2... tm m m m . O 

. :

1 1 1
0

( ) ( )
t i

t
r mi

S m g r .

2. m ( )rS m

) 

( )rS m m, 

:

1. 0 1( , , )g g r .

2. 
1

' ( ( ))
i

t
m ri

r g S m .

3. , 'r r .

. ( .  101  10111 

 101  10111.) 

1 2... lb b b 1 1 2 2... 01l lb b b b b b .  « -

» , 1 2... tm m m m

1 1
0

( ) ( )
t i

t
r mi

S m g r . 1 2' ... um m m m u t , 

'm

( )rS m
1

1 1
1 0

( ') ( ( )) ( )
j u

t u
r m r mj u i

S m g S m g r .
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 2 (  GMR ) :

: 0 1, , , ,n p q g g

 1 . 7715r D .

 :  m = 1011000011 . 
1 1 1 1 1 1 1 1 1 1

1 1 0 0 0 0 1 1 0 1( ) (15) 23rS m g g g g g g g g g g .  

m  23.

: , 

1 0 1 1 0 0 0 0 1 1' (23) 15r g g g g g g g g g g . 'r r , o 

.

5.4  Lamport

 Lamport  one-

way *
1: p pf Z Z . 

( ) modxf x g p p

g *
pZ . M

SM 0,1 k k N , S

1pZ . m M k  bits 

 bits .

i  bit m 1 i k 0,1j , i

  

,i jz . *
,i j pz Z , 1i j py Z

( ) modxf x g p . 

.
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) 

:

1. p g *
pZ .

2. 2k , 1i j py Z ,   bits  m

1 i k 0,1j .

3.  one-way *
1: p pf Z Z ( ) modxf x g p

, ,( )i j i jz f y 1 i k 0,1j .

4.  2k ,i jz

2k ,i jy .

) 

m k  bit  

:

1. 1 2( , ,..., )km m m m .

2.  0,1 km 1 2 1( , ,..., )k ps s s Z

1 21 2 1 2 1, 2, ,( , ,..., ) ( , ,..., ) ( , ,..., )
kk k k m m k mS m m m s s s y y y s .

3. s .

) 

s , :

1. 1, 2, ,( , ,..., )j j k jz z z .

2. ( )if s 1 i k .

3. ,0 ,1( )i i if s z z 1 i k .
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 1 : 7879p 3g *
7879Z  one-way

*
7878 7879:f Z Z ( ) 3 mod 7879xf x . 

m 3k  bits .

: 2 6k , 7878i jy Z 1 3i ,

0,1j  :
1,0 1,1

, 2,0 2,1

3,0 3,1

5831 735
803 2467
4285 6449

i j

y y
y y y

y y
.

,
, ,( )3 mod 7879i jy

i j i jz f y 1 3i , 0,1j

 :
1,0 1,1

, 2,0 2,1

3,0 3,1

2009 3810
4672 4721
268 5731

i j

z z
z z z

z z
.

 : 110m . 

1 2 3( , , ) (1,1,0)m m m m 1 2 3 1 2 3( , , ) ( , , )Ks s s s S m m m

1,1 2,1 3,0(1,1,0) ( , , ) (735,2467, 4285)KS y y y .

:  , 

 :
735

1 1,1( ) 3 mod 7879 3810f s z , 2467
2 2,1( ) 3 mod 7879 4721f s z

4285
3 3,0( ) 3 mod 7879 268f s z . ,0 ,1( )i i if s z z 1 3i , 

1,1 2,1 3,0, ,z z z

1 2 3( , , ) (1,1,0)m m m m .

m

 Lamport 

 one-way f . 

.

’  

.
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 2 ) :

1, 2, 3,( , , )j j jy y y 0,1j

1 (0,1,1)m 2 (1,0,1)m

1 1,0 2,1 3,1( , , )s y y y 2 1,1 2,0 3,1( , , )s y y y . 

3 1,1 2,1 3,1( , , )s y y y 4 1,0 2,0 3,1( , , )s y y y

3 (1,1,1)m 4 (0,0,1)m . , 

.

:  Lamport 

.  bits 

 bit, 

. ( . 

 DES   bit,  

 256 bits 

 52 bits).
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 6

 6.1  (Blind Signature Schemes)

. 

, 

. 

m .  m

.

, 

.

 ( ) 

 ( ) m

( )BS m m . 

m

.  m ( )BS m

, 

.  .

:

1.  .  ( )BS x

x .

2. ,f g  ( ) 

( ( ( ))) ( )B Bg S f m S m . f  (blinding function) , g
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 (unblinding function) ( )f m  (blinded

message).

 1 : f

 RSA. n p q .

 ( BS ) 

 RSA ( , )n e d . k

gcd( , ) 1n k .  : n nf Z Z

( ) modef m m k n  : n ng Z Z

1( ) modg m k m n . ,f g BS

( ( ( ))) ( ( mod )) ( mod ) mod ( )e d d
B B Bg S f m g S m k n g m k n m n S m .

 Chaum.

) O . 

m 0 1m n . 

m .

)  RSA, ( , )n e d . 

k 0 1k n

gcd( , ) 1n k .

)   1. * modem m k n . ( )

      2. * *( ) modds m n  A. ( )

      3. O A 1 * mods k s n

m . ( )

 2  Chaum)  :  

29p , 17q 29 17 493n p q . 

191e  ( ( ) 28 16 448n , 1 448e gcd( , ( )) 1e n )  

319d 191 1mod 448d .
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351m . 

31k * 191351 31 mod 493 291m

.
* 319291 mod 493 349s . *s

* 291m . 
131 mod 493 334 334 349 mod 493 218s

351m .

6.2  (Undeniable Signature

Schemes)

, 

.

:

1.  ( ) 

 ( ). 

.  

. 

 (

) 

.

2. . 

, 

.  

. 

.  

.
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.

) 

1. 2 1p q q .

2. a , q *
pZ .

3. 1a ,   2  a

*
pb Z

1

mod
p
qa b p .

4. 1,2,..., 1k q modky a p .

5. ( , , )p a y k .

)  ( Chaum-van Antwerpen)

m q *
pZ .

1. modks m p .

2. m s .

.  ( Chaum-van Antwerpen)

1. ( , , )p a y .

2. 1 2, 1, 2,..., 1x x q .

3. 1 2 modx xz s y p z .

4. 
1

modkw z p  ( 1 1modk k q ) .

5. 1 2' modx xw m a p

'w w .

:
1 1 1

1 2 1 2 1 2( ) ( ) 'modx x kx kx x xk k kw z s y m a m a w p .
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 1  Chaum- van Antwerpen):

  2 1 2 233 1 467p q 233q . 

*
0 4672g Z

1
2

0 mod 2 mod 467 4
p
qg g p

 G *
467Z . 101k

1014 mod 467 449y .  

( , , ) (467, 4, 449)p a y 101k .

119m . 
101119 mod 467 129s .

( , ) (119,129)m s .  

1 238, 397x x

38 397129 449 mod 467 13z .

1 1mod 101 mod 233 30k q ,
1 30mod 13 mod 467 9kw z p

  w .
1 2 38 397mod 119 4 mod 467 9 mod 467x xm a p z

.

O  

:

1. .

2. .

3. 

.

6.3  (Fail-stop

Signature Schemes)

. 

. 
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. 

. 

, 

.

.

:

1. 

.

2. 

.

3. 

.

4.  

.

, 

 (TTP), , .

) 

1.  TTP :

 i) ,p q q 1p .

ii) , q *
pZ .

iii) 1a  ii.

iv) t 1 1t q modtb a p .  

t  TTP.
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v) ( , , , )p q a b  .

2. :

i) 1 2 1 2, , , 0, 1x x y y q .

ii) 1 2
1 modx xb a b p 1 2

2 mody yb a b p .

iii) 1 2( , , , , , )b b p q a b

1 2 1 2( , , , )x x x y y .

)  ( van Heijst-Pedersen)

q *
pZ .

0, 1m q .

1. 1, 1 1 modms x my p 2, 2 2 modms x my p .

2. m   1, 2,( , )m ms s .

)  ( van Heijst-Pedersen)

1. 1 2( , , , , , )b b p q a b .

2. 1 1 2 modmv b b p 1, 2,
2 modm ms sv a b p .

3. 1 2v v .

:
1, 2 ,1 2 1 2 1 1 2 2

1 1 2 2( )( ) modm ms sx x y y x my x mymv b b a b a b a b a b v p .

1 2( , , , , , )b b p q a b

1 2 1 2( , , , )x x x y y .
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) 2q ' ' ' '
1 2 1 2' ( , , , )x x x y y ' ' ' '

1 2 1 2, , , qx x y y Z

1 2( , )b b .

) T 1 2( , )b b . qm Z

q T 1, 2,( , )m ms s

m . 2q T q

m .

). ' qm Z m . q

T 1, 2,( , )m ms s   m , 

'm .

: 29p , 7q 16a

q *
pZ . 5 mod 29 23b a . 

1 2 1 2( , , , ) (2,3,5, 2)x x x y y

2 3
1 mod 29 7b a b , 5 2

2 mod 29 16b a b .  

2 49q

1603 2303 3003 4403 5103 6503 0203

1610 2310 3010 4410 5110 6510 0210

1624 2324 3024 4424 5124 6524 0224

1631 2331 3031 4431 5131 6531 0231

1645 2345 3045 4445 5145 6545 0245

1652 2352 3052 4452 5152 6552 0252

1666 2366 3066 4466 5166 6566 0266

 49  

1m , 7q 1, 2,( , )m ms s . 

  

.
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(2,6) (3,3) (4,0) (5,4) (6,1) (0,5) (1,2)

1610 1624 1631 1645 1652 1666 1603

2303 2310 2324 2331 2345 2352 2366

3066 3003 3010 3024 3031 3045 3052

4452 4466 4403 4410 4424 4431 4445

5145 5152 5166 5103 5110 5124 5131

6531 6545 6552 6566 6503 6510 6524

0224 0231 0245 0252 0266 0203 0210

7'm Z ,  

 7 (0,5) 1m .

'm

0 1 2 3 4 5 6

1666 16 05 64 53 42 31 20

2352 23 05 50 32 14 66 41

3045 30 05 43 11 56 24 62

4431 44 05 36 60 21 52 13

5124 51 05 22 46 63 10 34

6510 65 05 15 25 35 45 55

0203 02 05 01 04 00 03 06

'm .

:

1. . 

, 

'm 2

1q
q q

.  

.

2. m

, 
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'm
1
q

.

. 

. 

t  TTP.

' '
1, 2,' ( , )m ms s s m ,

o A logat b :

1. 1, 2,( , )m ms s s m

1 2 1 2( , , , )x x x y y .

2. 's s .

3. 
1' '

1, 1, 2, 2, modm m m mt s s s s q .

:

's s
1
q

. :

' ' ' '
1, 2, 1, 2, 1, 1, 2, 2,( )(mod ) (mod )m m m m m m m ms s s s s s t s sa b a b p a a p

' '
1, 1, 2, 2,( )(mod )m m m ms s t s s q .

: ' ' 1
1, 1, 2, 2,( ) ( ) (mod )m m m mt s s s s q .
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