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Abstract

The deployment of conventional artificial intelligence (Al) systems in healthcare is often
challenged by the phenomenon of dalaft, referring to the deviation between the data
distributions used for training and those encountered duringmaé deployment. Data
shifts may arise from temporal dynamics or from changes in data acquisition conditions,
leading to reduced accuraggneralization, and ultimately reliability of Al models. This issue

is of particular importance in healthcare, where data @inerently heterogeneous and
continuously evolving. The need to address data shifts has given rise¢sahecHield of
resilient Al, which focuses on developing systems capable of detecting and adapting to
distributional changes while maintaining high performance mmistness Within this
context, the presernhesisinvestigates twofundamentalforms of data shift frequently
observed in healthcare: temporal shifts in data streams and acquisition smiftisicohort

data.

Temporal shift occurs in environments where data are collected continuously under
conditions thatnayvary over time. Dynamic external factors, such as changes in recording
devices, demographic variations among user subgroups, or even the natural evolution of the
phenomena being monitored (e.g., #wlution of a virus during a pandemic), lead to
statistical distributional changes and, consequently, model performance degradation. This
thesisinvestigates this form of shift through the detection of COXYusing crowdsourced

cough audio recordings, employing the COVIB Sounds and COSWARA datasets. A
comprehensivedrift monitoring and adaptiveframework for data streams developed,
utilizing the Maximum Mean Discrepancy (MMD) metric to detect distributichahgesnd

trigger model adaptation mechanisms when a shift is identified.

The datasets were temporally divided into developmentaptbymeniperiods. A baseline
Convolutional Neural Network (CNN) was trained on developnuaté, achieving AUC
values of 69.13% and 66.8%, and balanced acgwfa83.38% and 61.64% for the COWD

19 Sounds and COSWARA datasets, respectively. Evaluatidegdoymentlata revealed a
significant performance decline, confirming the presence of temporal Twi. model
adaptation strategies were employed, unsupervised domain adaptation (UDA) aed activ
learning (AL).Applying UDA improved balanced accuracy by up to 22% and 24% for the
two datasets, while AL yielded even greater improvements of up to 30% and 60%,
respectively.The obtainedesults demonstrate that integrating drift detection with adaptive
learning significantly enhances the robustness of COMetection models, enabling them

to maintain high performance even in the presence of severe distribution shifts.

In multi-cohort data data shifts often arise due to variations in equipmacquisition

protocols, and populatiodemographics Such acquisitionbasedvariations affect model
generalization, as training and deployment occur across data from different smquesg

robust domain adaptation techniques to ensure consistent performance across diverse clinical
settings This dissertation addresses the problem through the risk stratification of
cardiovascular disease using carotid ultrasound imagingt, an interpretable ensemloé

three deep learning modelwas developed to classify symptomatic and asymptomatic
atherosclerotic cases using dataofromngihet iC
of 96 ultrasound images. The modelconsisted othree independently trained CNNs. To

handle class imbalance, subsampling of training sets,-plase training strategy, and cost

sensitive weighting were employed. The final ensemble achieved an AUC of 73%, sensitivity

of 75%, and specificity of 70%, denstratingadequatediscriminative performance.

Il nterpretability methods were apmhaiomichli t o t |



Abstract

regionsfeatures associated with increased cardiovascular risk and providing novel insights
into the clinical understanding of the phenomenon.

Subsequently, the quantification of domain shift across different imaging centers was
investigated. A CNN model trained on dat a
Ultrasound Boundary Study (CUBS) dataset comprising 689 samples. Model performance
declined from AUC 90.1% and accuracy 89.7% on the source dataset to AUC 45.6% and
accuracy 34.3% on CUBS, confirming the significant effect of data shift. Distance metrics
such as Hellinger distance, Kullbéddtkeibler (KL) divergence, and MMD were computed
between the feature distributions of the two datasets across multiple represeateptiom

The analysis revealed strong negative correlations betweeguainéfieddegree of shift and
model ac cur@7bforHellengegdistanceg), previding practical tools for assessing
and predicting model generalization under domain shift conditions.

To holistically address these challenges, an interpretable active learning framework is
proposed, integrating uncertainty estimation via Monte Carlo Dropout, a representativeness
criterion based on MMD, and pseutddeling for efficient model retraining and adaptation.

The framework achieved 94.2% of the optimal performance using only 28.2% of the data,
while interpretability techniques such as G@#AM and LIME provided transparency in both
model predictions and uncertainty estimates, reinforcing Al iiétiaim real clinical settings.

Overall, this dissertation makes a significant contribution to the understanding and mitigation
of data shift in Albased healthcare applications. By developing frameworks for the detection,
adaptation, and interpretation of models under dynamic datatiomsdiit advances the
creation of robust, efficient, and interpretable Al systems capable of maintaining reliable
performance in realorld, evolving clinical environments.

Keywords

Data shift, Resilient Al, Interpretability, Machine Learning, Uncertainty estimation,
Unsupervised domain adaptation, Active learning, Data streams, Medical imaging, COVID
19
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uncertainty explanation attributes increased uncertainty to regions spatially distant from the
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Chapter 1
Motivation & research objectives

1.1 Background angroblem statement

Artificial intelligence (Al) has transformed many aspects of healthéame preventive care

to diagnosis, treatment, and monitoring, through the developmemtetligent decision
support systemfl], [2], [3]. The adoption of these systems egmablecitizens to manage

their own healthassisthealth professionals in making informed decisions and optimizing
workflows, and support policymakers indesigning effective and efficient healthcare
strategies. The availability of increasing volumes of multimodal health data, including
electronic health records, imaging, and sound data, combined with access to high computing
power and rapid technological advanceglirbased data analysis, such as machine and deep
learnng models, interpretability techniques, and generative Al, has made it feasible to
implement sophisticated Al systems to promote personalized healthcare.

Despite this progressnsuring the robustnes$ Al models in healthcaracross diverse and
evolving data distributiongemains a major challenge to re@brld deployment Most
machine learning models, typically assume that training and test data are independent and
identically distributedHowever, in realvorld applications, this assumptigrarelymet in

clinical environments. Data drift, a general term describing changes in the statistical
properties of data over time, can significantly degrade model accuracy and reljdhility

related concept, domain shift, refers to discrepancies between the source data used for training
and the target data encountered during deployment. These shifts are common in healthcare
due to variations in patient populations, clinical practices, eqmproharacteristics, and
environmental conditiondVhen the distributions of the two domains are similar, the model

is likely to handledrgetdata as it did in training. However, as the target distribution diverges
from the source distribution, train@dodels tend to yield poor results, failing to effectively
handle the input datdeading to unreliable predictiofs], [6], [7]. The terms domain shift,
datadrift, and concept drift areften used interchangeably in the literature to refer to this
phenomenoi], [8], [9], [10], [11].

Data drift occurs due to multiple factop], including limited representation in training
dataset$12], [13], the dynamic nature of system environmir#t], changing protocols, and
evolvingepidemiological patterngor example, a pandemic induces a dynamic environment
with frequent variations of the virus and its features. Similarlynedical imaging, scanners,
acquisition settings, and operator expertise vary across institutmmspopulation
characteristics may differ across regioBsch factors lead to shifts the input data space

the output data spagcertheconditional distributionetween input and output spacésese

shifts pose significant challenges for maintaining the generalizability and reliability of
machine learning models and can lead to performance degradation and unpredictable model
behavior Figurel.1 gives a conceptual illustration of domain shift in multiple scenarios.

Two major categories of drift are particularly releyaemporal distribution shiff4] and
acquisition shiff14]. Temporal distribution shift is linked to tirdependent changes, as it
involves gradual, continuous or recurrifig] changes in the underlying data characteristics
over time such as seasonal trends or emerging disease varidr@se changes can be
influenced byboth externathange, such as losigrm shifts in behavior or environment, and
internal ones, such asvolving trends,and dataseasonaty effects.On the other hand,
acquisition shift arises frombrupt changes due to differences in data collection mechanisms
and is caused mainly by changes in external factors that alter the data features. This shift may
not be continuous or gradufl5] but rather a distinct change at a specific point in time. For
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instance, a model trained on data collected from one site might perform poorly if applied to
data from a different site due to changes in the data acquisitiorprqaressing, or
reconstruction procegd4]. Both types of data shifequireadaptation of models, but each
requiresspecfic strategies for detectiorguantificationand mitigation to maintain model
performancend reliability.

Training Deployment

(sourcedomain) (target domain)

\\‘: .. y
‘i .
> #= Changing disease charactetistics m
x Emeérging variants

= Changing subpopulations affected

¢ Different medical centers
'i * Changing inclusion criteria
# = Changing equipment

F

Figure 1.1: A conceptual definition of domain shift in multiple scenarifferences (domain shift) between one or more
source domains where the model is initially trained and a target domain (awi-digtribution set of unseen data) where
the model is applied after the original development.

Growing attention has therefore been devoted to developing resilient Al s§steatels
capable not only of maintaining robustness but also of detecting, adapting to, and recovering
from unforeseen distributionahangeq16], [17], [18]. Incorporating mechanisms for data
shift detection and performance monitgyiis essential for preserving accuracy and safety in
dynamic healthcare environmenighis thesis contributes to these efforts by developing
adaptive methods for modeling under data drift and by evaluating them across two clinically
significant domainsCOVID-19 detection from audio recordings and cardiovascular risk
stratification from carotid ultrasound imaging. These tasks exemplify the challenges
introduced by heterogeneous,obing, and multimodal data sources. Crowdsourced audio
varies in quality and device characteristics, introducing both temporal and acquisition drift.
Ultrasound imaging varies across equipment and clinical sites, resulting in espeaific
acquisition kifts. These characteristics make the two domaieal testbeds for evaluating
adaptive, resilient Al methods.

1.2 Researclobjectives

The primary objective of this thesis is to develop dsfaient adaptive methods for training
resilient Al models and to evaluate their effectiveness in the presedatashift. This study
focuses on advancing the field of adaptive methanidimproving model performance,
generalization, and reliability in disease detection and risk stratification tasks subject to non
stationary datal o achieve these goals, the following specific objectives have been identified

1 Improving the performance of deep learning models when trainethudti-cohort
datasets or data streams undergoing data ®fafious domain adaptation and active
learning approaches are systematically compared, with a particular focus on their
effectiveness compared ¢onventionableep learningpproachesrhe purpose of this
objectiveis to assess the resiliency of deep learning models in different settings.

1 Systematically evaluaig the potential advantages and disadvantages of using active
learning and domain adaptation techniques. The assessment will cover aspects such as
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data efficiency[19], model performance, and generalization, providing valuable
insights into the tradeffs associated with these methods.

1 Developng and evaluang a unified methodological frameworlased orthe resilient
Al workflow, as depicted inFigure 1.2, and assesy] its effectiveness in multiple
settings, i.e., using different types of data and addressing differerdrdatsources
This unified frameworkaddresses the challenges posed bydt#ta and performance
degradation in deep learning models by integratengerakey components

0 A drift detection module toneasureand identify distributional shifts in data.

o0 An adaptation algorithm to update model parameters and mitigate the impact
of datadrifts.

0 An uncertainty estimatioJE) module to approximate the model's confidence
in predictions, enhancing trustworthiness and facilitating human intervention
where necessary.

o Interpretabilityfunctionalitiesto explainboth forthe predictions of the model
and theUE, enhancingransparency on theecision making process

The framework is designed to be flexible across tasks, data types, and drift sources
and is evaluated in both COVIIDO detection and cardiovascular risk stratification.

By integrating these components, the framework offers a comprehensive solution to maintain
high performance and adaptability of deep learning madg®derdata shifts. Byachieving
theseobjectives, the study ensures a clear focus on enhancing deep learning models' resilience
and trustworthinesis dynamic and challenging healthcare settings.

Model
deployment

M?c!el = Predictions
training

Uncertainty

estimat\ono\

Data
management

Adaptation

Figure 1.2: Proposedmethodologicaframework. This framework illustrates the lifecycle of a resilient Al system designed

to address the challenge of generalization in disease detection. By focusing on three modules, namely drift detection,
adaptation andUE, it integrates continual learning approaches to enhance model performance, reliability, and
trustworthiness across diverse and evolving deployment data. The conventional process of developing a DL system begins
with data curation, where noisy or biasedaare filtered to ensure highuality inputs. This is followed by model training

and deployment, enabling predictions in clinical environments. The framework incorporates drift detection mechanisms to
identify shifts in data distribution, triggering adapibn processes that retrain or adjust the model to maintain accuracy and
relevance over timdJE methods assess the confidence of predictions, a critical feature in healthcare de@giog to

achieve graceful degradation in case of undetected or hard to adapt threat. Throughout its lifecycle the framework enables
a humanin-the-loop approach, enhaiing trustworthiness, particularly when the model encounters unfamiliar scenarios.

Al has the potential to greatly enhance COMI® detection and cardiovascular risk
stratification by enabling scalable, novasive, and accurate diagnostic suppa@f, [21],

[22]. Rapid and reliabldetection and timely interventiamerecritical in managing the covid

19 pandemic and mitigating its impaespecially when traditional diagnostic resources are
limited [23], [24], [25]. Crowdsourcing provides broad data coverdge to their scalability

and ability to capture large amounts of dataucial in situations where traditional data
collection methods may not be effective, such as during pandéa@i5[27], [28], [29]
However, such datasets also present specific challenges, including the presence of noise,
imbalances, biasefeterogeneityandevolving data characteristicenderscoring the need

for resilientmethods that can handle drift



Additionally, accurate risk stratification of cardiovascular disease patients can lead to better
targetedtherapeutic treatmen@nd improved outaoes.The application bdeep learning
methodsto carotid ultrasound imaging has demonstrated promising results, particularly in
assessing atherosclerotic r[8K], [31]. However real world application, human oversight of

Al systemsandreproducibilityremains a challenge duetteelack d transparency, and the
variability across scanners, protocols, and clinical populations. While training on large, multi
center datasets is a common strategy, it is often constrained by limited lhebetegenous
imaging technologies, and the need to balance desmsEaific accuracy with generalization
[32]. Therefore, it is important to develop methods that can exploit information from
heterogeneous sources and achieve remarkable results using small, diverse data sets for
training.

This thesis addresses these challenges by designing methods capable of handling diverse and
evolving datasets. The unified framework developed here integrates continuous learning,
uncertainty awareness, interpretability, and mechanisms for graceful degradanaintain
reliability in the face of drift. Applied across COWI® audio data and ultrasound imaging
datasets, it provides a comprehensive evaluation of adaptive strategies undericeal
conditions By advancing methods for drift detection, domadaptation, active learning, and
uncertainty estimation, this work contributes to the broader transition toward resilient Al
systems engineered to remain robust, transparent, and adaptive across changing clinical
environments. Such systems are esseftrathe safe and successful integration of Al into
healthcare practice.



Chapter 2
Decision support systems for disease detearahrisk

stratification

Artificial intelligence hasemerged aa promisingool totransform healthcare, particularly in

the development of decision support systems for disease det@3]pdiagnosig33], and

risk stratification[34]. These systems harness the power of advanced algorithms to analyze
complex medical data, offering insights thigigradeclinical decisioamaking. For patients,
Al-driven DSS promise faster, more accurate diagnoses, enabling earlier intervention and
improved outcomeskor clinicians and healthcare providers,-dklven decision support
systems act as essential tools to enhance diagnostic precision, reduce the timeagienson
tasks, and providevidencebasedecommendations, particularly in complexhagh-pressure
clinical scenarios

However, the integration of Al into healthcare decisiakingfaces specifichallenge$17].

The dynamic nature of healthcare data, characterized by evolving distributions, heterogeneous
sources, and acquisition variability, poses significant hurdles to maintaining model
performance over time. This necessitatesrtherporationof resiliencyfunctionalities inAl
systemsand the development ffameworks capable of detecting and adapting to data drift,
ensuring consistent accuracy and reliability even in-stationary environments. Resilient

Al not only mitigates the risks of model degradatimrt also supports robust generalization
across diverse populations and clinical settings.

Another critical requirement for the adoption of Al in healthcare is explainafilfy [35].
Decision support systems must provide transparent insights into their predictiomtuie

trust and enable clinical validation. Explainable Al techniques allow clinicians to understand
the rationale behind model outputs, identify potential biases, and ensure the relevance of
predictions in specific contexts. Beyond trust, explainability iga vomponent of ethical

Al deployment, as it ensures accountability, supports regulatory compliance, and aligns with
the principles of patienatentric care.

This section examines the current state of the art for decision support systems for disease
detecton, focusing on two key modalities: imaging based and audio based diagnostic tools.

2.1 Machine learningand Deep neural networks

Machine learning serves as the backbone of modern decision support systems in healthcare.
Its ability to extract patterns and insights from complex datasets has propelled the
development of advanced diagnostic aisk stratification toolsMachine learning is a field

of artificial intelligence that enables systems to learn patterns and make predictions from data
without being explicitly programme@6]. Mathematically, ML models optimize a function

f, parameterized by, to map inputx to outputsy:

MNMow w
The objective is to minimize a loss functibpnwhich quantifies the difference between the
model's predictions and the true outputs. This optimization is often achieved using methods

like stochastic gradient descent (SGD), which iteratively updates the paradieteesiuce
the loss:

N _ _n ) —

whered is the learning rate andl ( § Jhe gradient of the loss function with respect to the
model parameters.



Deep learning, a subsetmfichine learningemploysartificial neural networks (ANNsyith
multiple layers to approximate highly complex functi¢®8]. These models are particularly
powerful for tasks involving higdimensional data such as images, audio, and sequential
signals.

Feedforward neural networks (FNNs) form the basic structure of deep learning. In FNNs the
information flows in one direction, from input to outpAt FNN consists of interconnected
layers of nodes, called neuroms,the form of a directed acyclic graplesigned to process
input data and generate predicti¢d88]. Each neuron computes a weighted sum of its inputs,
applies a bias term, and passes the result through a nonlinear activation function:

U 0o O , a

Wherexk are the input®f the neuronwk are the weights of theeuron,b is the bias ternof
the neuronzis the linear combination of the inpuésis the activation functigranda is the
output of the neurorRegarding thectivation functioril, the mosicommonly used ones are
the Rectified Linear Unit(ReLU) activation function the hyperbolic tangen{tanh) the
Sigmoid activation function, and th8oftmax activation functiofi36]. Their corresponding
formulas are given below:

f ReLU:, a [ Aa@m

1 Tanh:;, ¢ ——
1 Sigmoid:, ¢ ——
1 Softmax:,, & , for each output nodeof the layer

B

Deep learning architectureseformed by stacking different types ioterconnected layers

The overall architecture of a deep learning model is organizéutar types of layers. First

is the input layer, whiclkaccepts raw data as input. Hidden layers, which extracts abstract
featuresfrom the input datdy performinglinear transformations and applying nonlinear
activationsThe final layer is called output layer anddtsal is to produce predictions for the
target variable.

Neural networks are trained by propagating errors backward through the network, through a
procedure called backpropagation, to update the weights and [B86keBackpropagation
computes gradients of the loss function with respect to each parameter using the chain rule:

T O U‘j{iw; o
T O T & af o
WhereL is the loss functioma is the output of the neuron amds the linear combination of

| ay er 6 Fhe iaboye «chais rule is applied iteratively to train the parameters of layers
further back towards the input.

Convolutional neural networks (CNNs) extend FNNs by introducing convolutional layers
designed foprocessingpatial data, such as imagesany data witlgrid-like structure[36].

Their architecture incorporates convolutional layers to detect local patterns like edges,
textures, and shapesconvolutional layer applies a kerri€lwhich is formulated as a matrix



of weightssmaller than its n p u t 0 stransformaite inputtX mto a feature map. The
value ofthe (,j) element mathematically is given by tguation

"0'AQ O afe IQ ahQ ¢

Where X(i+m, j+n) representshe local patch of the inputvhich impactsthe value of the
element and its size is called receptive field, K, n)is the convolution kernel.

Recurrent neural networks (RNNs) and their variants, including long-t&mortmemory
(LSTM) networks and gated recurrent units (GRWsg, designed fgorocessingsequential
data, such as audio recordings or tiseeies dat§36]. Unlike FNNs,in RNNsinformation
can flow back towards the input of the lay€his is achieved by feeding trautput of an
RNN layer as input to the same layerRNNs maintain a hidden state that captures
information from previous time steps, enabling them to model temporal dependencies.

The hidden state at timies computed as:

Q , w JQ w I 0
WhereWh and Wy are weight matrices for the hidden state and input, respectivédythe
input at timet, andl is an activation functiarcommonly tah.

2.1.1Learningparadigms

Machine learning models are trained using diffeegyproachesepending on the nature of
the data and the availability of labels. Two foundational approaches are supervised learning
and unsupervised learning, each tailored to specific {86ks

In supervised learning, the model is trained on labeled datasets where each' Ripigt x
paired with a corresponding targetThe objective is to learn a mappifax) such that the
predictions approximate the true outputs:

MNMw o
This is achieved by minimizing a loss functibn which measures the error between the
predicted outputs and the true labdlee selection of an appropriate loss function depends
on the specific task at hanBor instancein regression tasksvherethe modelattemptsto
approximatethe relationship between a dependgtatrget) variable and one or more
independenpredictor)variables acommonly usedoss function is the Mean Squared Error

(MSE) quantifying thedistance between the predicted and the true value of the dependent
variable

0 w Qw
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In classificatioror segmentation taskwhich are the most common in healthcare applications,
themodelattempts tgredict whethethe inputsampleor each pixel of the input belongs to

a specific class, respectivein such tasks widely used loss function is the Crasgropy
loss function:

P T
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Wherepik is the predicted probability of claksfor samplei, andyix is a onehot encoded
representation of the ground truth



Unsupervised learningn contrast,nvolves training models on datasets without explicit
labels[36]. The objective is to identify patterns or structures within the data, such as clusters
or correlations in input dimensiondJnsupervised learning is commonsmployedin
healthcare applicationgncluding thesegmerdtion of regions of interest, without requiring
extensive annotationgdetecting anomalous datzased solely omormal data,without
requiringanomalous dataglentifying disease subtypes from unlabeled datanore simple

tasks like noise removal, and visualization

Mathematically, unsupervised methods aim to minimize objectives related to the data's
structure For example, clustering aims to partition data sampleKintasters by minimizing
intra-clusterdistanceand maximizingnter-clusterdistance

0 ma A

Wheresgk is the centroid of clustetx.

In contrastjn dimensionality reduction taskalgorithms like Principal Component Analysis
(PCA) ormodel like Autoencoders are used to miningpene form of a reconstruction error
to project highdimensional data into a loweimensional space while preserving the most
important information

0 Qdee
WhereX s the original data sample aX@is its reconstruction.

Transfer learning is a machine learning technique in which knowledge gained through a
source task or dataset is used to improve model performance on a target related task or dataset,
particularly when the target dataset is small or lacks diveriy two tasks should have the

same kind of inputs, and there should be some commonality between the tasks so-that low
level features, or hidden representations of data, learnedstsaroetaskwill be useful for
targettask.Consideringconvolutional networks nmy image processing tasks require similar
low-level features corresponding to the early layers of a deep neural network, whereas later
layers are more specialized to a particular task, making such networks well suited to transfer
learning applicationsThis is especially valuable in healthcare, where labeled data is often
limited and transfer learning can be employed to improve generalization.

Mathematically, ét the source domain @ » o  and the target domain @

w ho . Transfer learningattemptsto optimize a modefys that performs well orDr,
leveraging knowledge froms. In fine-tuning, the modeis pretrained oDsis adapted t®g
by updating its parameteds

= AGCET ;. 0Q0 R

This process allows hidden representations learned ¢ta improve the performance on

Dr. For example, a network trained on a large labelled data set of everyday objects can learn
how to transform an image representation into one that is much better suited for classifying
objects. Then, the final classification layer of the network can baimetl using a smaller
labelled data set ahedical image$o create a classifiavhich achievesigher accuracy than

if only the medicalimage data were used for training, because the network can exploit
commonalities shared by natural images.

When data for the target task is extremely scarce, it is common to retrain only the final layer
of the network, leaving the earlier layers (which capture generalizablel@lfeatures)
unchanged. Conversely, when more data is available, it is feasitddin several layers to



better adapt the model to the target domEn® process of learning parameters using one task
that are then applied to one or more other tasks is calledgimeng Pretrained models, often
trained on largescale datasets such as ImageNet or YouTlii##M, can accelerate training

on domainspecific tasks by providing a strong initialization poifthese pretrained models

can be finguned by retraining them on the target dataset or used as fixed feature extractors.
In medical imaging, architectures such ResNet, Inception, and VG@ariants have
demonstrated exceptional performance in tasks like lesion detectiamskredratification
Similarly, in audio diagnostics, models lik&GGish pretrained on massive audio datasets,
have shown remarkable effectiveness in analyzing audio biomarkers, including coughs and
breathing patterns, with minimal retraining.

ResNet (Residual Network37] revolutionized deep learning by addressing the vanishing
gradient problem that often hinders training of very deep neural networks. ResNet achieves
this through the use of residual connections, or "shortcuts," which skip one or more layers and
directly feal the input to a deeper layer. These connections allow the network to learn identity
mappings, effectively bypassing certain layers when additional transformations do not
improve performance. The architecture consists of multiple residual blocks, elaechseries

of convolutional layers, batch normalization, and ReLU activation, followed by an identity
connection.

Mathematically, a residual block computes:
W Qe o

WhereF(x) represents thmappindearned from the weighted layeasidx is the input passed
through the shortcut connection.

R e s N scalabitity, with versions like ResN8&D, ResNetl01, and ResNet52, has made

it a popular choice for transfer learning. In healthcare, Resdkebeeremployed for tasks

such as tumor detection in histopathology ima@&3, and classification of skin diseases
[39]. Its ability to learn deep, hierarchical features ensures robust generalization even when
fine-tuned on small medical datasets.

The Inception architectufd0] introduced the concept of inception modules, which allow the
network to simultaneously capture patterns at different scales by applying multiple
convolutional filters of varying kernel sizes within a single layer. This design enables the
model to processdith finegrained details and broader contextual information effectively.
InceptionVV3, a more refined version, incorporates several key improvements, including the
use of factorized convolutions to reduce computational cost, batch normalization for faster
convergence, and label smoothing to mitigate overfitting.

The architecture is built around stacking inception modules, each combxiingx3, 5x5
convolutions along wittmaxpooling, in parallel. The outputs are concatenated to form the
final representation:
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Where f represents the outgaature mampf each convolution filter.

In healthcare, Inception V3 has been widely adopted for classifying abnormalities in
diagnostic images, such as detecting diabetic retinofdttjy identifying malignancies in
mammography42], and diagnosing pneumonia from chestays[43].

VGG19, an extension of the VGG16 architect{#é], incorporates 19 weighted layers,
comprising 16 convolutional layers and 3 fully connected layiéhe. key feature of VGG
models is their simplicity and uniform design, which consists of the stacking of small 3x3



convolutional filters alternating with mepooling layersThis design captures firgrained

details while maintaining arelatively manageable computational complexiti£ach
convolutional layer is followed by a ReLU activation function, introducinglimearity, and

the deeper architecture of VGG19 enables it to capture hierarchical features with greater
precision. The model ends with three fully connected layers aoffraax output, making it
suitable for classification taskiBespite its computationakdthands, VGG19 has been widely
used in healthcare for medical imaging tagly. Applications include the segmentation of
histological slide$46], classification ofung CT scan$45], and detection dérain tumors in

MRI scand47].

VGGish [48], a variant of the VGG architecture, was designed specifically for -dnadied

tasks and is pretrained arlargescale audio dataspt9]. Unlike its counterparts for image

data, VGGish processé#el spectrograms, a tiraeequency representation of audio signals,

as its input. The architecture includes convolutional layers that extract local audio features,
followed by fully connected layers that aggregate these features into a compact representation
suitable for downstream tasks.

The design of VGGish is inspired by VGG16, emphasizing simplicity through the use of small
convolutional kernels and a uniform structure of stacking convolutional and pooling layers.
Its pretrained features are versatile and have been applied in healbhaaaéyze respiratory
sounds forcontactlessliagnosingcardiac arregib0], as well as ircough, breath anspeech
analysis for detectin@OVID-19[28]. The ability to generalize across diverse audio datasets
makes VGGish a valuable tool for nowasive diagnostic applications.

2.2 Decision support systenbmsedon spatial data

Deep learning has been a transformative force in healthcare, particularly in leveraging spatial
data for diagnostic applications. CNNs have demonstrated exceptional performance in
medical imaging tasks, including segmentation, classification, and anoetabtidn. These

networks excel in identifying intricate patterns and features in images, making them
indispensable tools for tasks such as detectingdangein CT scan$s1],[52], Al zhei mer ¢
disease in MR[53], and COVIDB19 pneumonia in che3t-ray and CT imagef3]. In the

domain of cardiovascular risk stratification, CNNs are extensively utilized for analyzing
carotid ultrasound images to detect plaques and assess the risk of stroke or other
cardiovascular evenf84].

A notablereviewin this domair{34], emphasizes the application@~NNsfor cardiovascular
disease risk stratification usingedicalimaging. This review analyzed 286 studies employing
deep learningpased frameworks, showcasing the evolution of methodologies from solo deep
learning to hybrid deep learning and ensemble architecivifgke solo deep learningpodels,

such as UNet and its variants, dominate the landscape due to their robust segmentation
capabilities,hybrid deep learningpproaches, combining multiple modéle VGG-UNet

and hceptiorUNet, are increasingly adopted for their performance esfalistnessThe
authors divide the CVD risk stratification DSSs into five generations. According to this
division, the current statef-the-art involves DL techniques for automated carotid artery wall
segmentation and then using either image phenatgped or Mkba®d systems for CVD

risk stratification.

In [54] the authorgroposed an attentidmased UNet model designed for automated plaque
segmentation and subsequent CVD risk stratification. $tudy usel multi-institutional,
multi-ethnic datasets, which enhance its generalizability and address variability in patient
populations and imaging conditionBhe study utilizd datasets comprising@94CA images

from the UK, 379CCA imagesof 190 diabetic Japanesslividuals and50 CCA imagesof
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postmenopausal womefiom Hong Kong This diversity in data sourcesiggestshatthe
model was trained and tested across varying imaging protocols, devices, and patient
demographics.

The methodology centered on an attentiased UNet, an extension of the traditional UNet
architecture, with attention gates integrated into the skip connections. dttersgon gates
improved segmentation performance by focusing on relevant spatial features while
suppressing irrelevant regions, making the model particularly effective for challenging cases
such as lowcontrast or overly bright plaque images. Data augmentation techniagiaging
rotation transformations, were applied to enhance the trodss of the model.

Plaque segmentation served as the foundational task, extracting critical biomarkers such as
total plague area (TPA). The segmentation masks generated by the model were analyzed to
compute TPA, which was then used for CVD risk stratification. The studyogexgbla
thresholdbased classification approach, where the calculated plague area was compared
against a literaturbased threshold to predict stroke risk. Specifically, TPA values exceeding
40 mnt were classified as higtisk, while those below the threddovere considered low

risk.

The attentiorbased UNet demonstrated superior segmentation performance compared to
traditional UNet, UNet++, and UNet3P models. The model achieved a Dice similarity
coefficient of 0.91 for the ICA dataset and consistently high AUC valueg486ross all
datasets, underscoring its robustness in diverse clinical scenarios. High correlations between
predicted plaque areas and ground truth values validated the reliability of the segmentation
driven classification process.

By integrating segmentation with a clinically validated risk threshold, the study bridged the
gap between technical advancements in image processing and practical applications in CVD
risk managementwhile enhancedrustworthiness for endsers While the employment of
multi-institutional datasetaddressed data heterogeneitying trainingt h e sreliandey 6 s
on supervised learning atabeled datalso highlights a scalability challenge. As twostof
largescaledatasets growssemisupervised or unsupervised approaches could help reduce
the dependency on labortensive annotation processes.

In a more recent studp5] the researchers employed transfer learning using Inception V3
and VGG16 models to classify Doppler ultrasound imagesarotid plaguesas either high

risk or stableThe dataset used was collected from the Second Affiliated Hospital of Fujian
Medical University, comprising 460 color Doppler ultrasound images from 87 paterits.
vulnerable and stable plaqaksses were perfectly balancednsisted o230imageseach.
Vulnerable plaques were identified using establisheddiweensional ultrasound diagstic

criteria, which included characteristics like irregular plaque shapes, thin fibrous caps, and
heterogeneous internal structures. Stable plaques were distinguished by their homogeneity
and smoother surface features. Hypoechoic plaques were selastelddn their echogenicity
relative to reference structures, such as the sternocleidomastoid muscle. Images were
preprocessed to ensure uniformity in resolution and quality, providing optimal input for the
deep learning models.

InceptionVV3 achieved the highest accuracy of 93.81%, demonstrating superior performance
in distinguishing between vulnerable and stable plaques. Its-R@T values for the two
classes separately were 85% and 92%, respectively, highlighting its strongnpeide.
VGG-16 achieved an accuracy of 91.13%. Although slightly less effective than InceptionV3,
it still demonstrated robust classification capabilities.
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While these advancements underscore the transformative potential of deep learning in
automating cardiovascular risk assessment, several challenges persist. Distribution shifts due
to varying imaging protocols, device heterogeneity, or evolving patientlgga@ms can
compromise model performance over time. While the data used in the first study comprised
images from multiplénstitutions and populations, it did nexclusivelyaddress thpossible
presence of divergmatterndue to the heterogeneossurce of data. Thelataset used in the
second study comprised images from a single institution, limiting its generalizability across
different populations and imaging conditions.

Future research should focus on integratesgjlientframeworks that caadapt to implicitly
changingpatterns ensuring consistent performance across diverse settings. Additionally,
introducingUE modulescould provide clinicians with actionable insights, such as identifying
cases witHow predictive confidenceBy addressing these challenges, deep learning models
can achieve the robustness and transparency required for widespread adoption in clinical
practice.

2.3 Decision support systenbssedon spatietemporal data

The use of spatitemporal data, such as audio recordings and sequentiglgnials, has
emerged as a promising approach for-imasive and scalable disease detection. In the
context of audiebased diagnostics, deep learning models have shown sighgmamtial for
detecting diseases such as COMI®through the analysis of audio biomarkers like coughs,
breath, and voice recordings.[R28], the authors explored the use of deep learning models to
detect covidl9 from audio recordings collected via mobile devices. Their findings
demonstrated that the use of audio biomarkers, such as coughs, breath, and voice recordings,
can effectively identy cases of coviel9. The study employed deep learning techniques to
process and analyze the audio data, achieving 62%, 66%, 61% and 71% AUC for the
breathing, cough, voice and combined data, respectively. These results demonstrate the strong
potential forpractical application in realorld settings. Furthermore, a stugg] utilizing

an endto-end CNN to detect cowid9 from breath and cough audio recordings was
conducted. The study comprised a dataset of 355 participants, including both symptomatic
and asymptomatic cases of cosifl. The model achieved an AUC of 84.6%, aading strong
performance in distinguishing covi® positive cases from healthy individuals. This study
emphasizes the feasibility and potential effectiveness of using audio signals as a scalable and
costeffective diagnostic tool for cowd9.

To model the temporal dynamics inherent in audio and sequential data, researchers have
employed various techniques that capture both spatial and temporal dependencies. These
approaches can be divided into two categories: 3D CNNs and temporal aggre@aGHiNS

extend traditional 2D convolutions into the temporal domain by using 3D convolutions on
stacked frames, thereby enabling the joint modelling of spatial and temporal relationships. In
contrast, temporal aggregation techniques extract image featugesiraesteghy-timestep

basis and combine instanlevel information to produce final predictions. Two techniques

that are frequently employed for the aggregation of temporal data are RNNs and segmental
consensus functiorj§87], such as temporal pooling.

Temporal pooling is a technique used to reduce the dimensionality of a sequence of feature
vectors by combining them into a fixéehgth representation. This can be achieved by taking

the mean, maximum, or median of the feature vectors across the timesimeremporal

pooling has been used in various tasks, including audio classificBhierstudy presented in

the papef58] evaluates various deep learning frameworks for classifying CE&\iBtatus

using audio biomarkers such as coughs, breathing, and speech. The authors proposed a robust
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audiobased diagnostic frameworkncorporating temporal mean pooling achieving
competitive results.

The methodology of this studyncorporatesa threestage pipeline: lowevel spectrogram
extraction, higHevel feature embedding using pretrained deep learning modeldinahd
stageclassification using a Light Gradient Boosting Machine (LightGBM). The-lbwel
spectrograms includeMel spectrograms[59], Gammatonegran|60], and Scalogram
representation§1], which transform raw audio data into features capturing both spectral and
temporal dimensions.

High-level featureswere extracted using two approaches. The first uses pretrained deep
learning models trained directly on the DICOVA datgét]. Models such as VGG16,
Xception, and ResNet50 are retrained to generate embeddings. The second approach
leverages models trained on laigmale datasets like AudioSet, including PANSS], TRILL

[64], and OpenL365]. These models were chosen for their ability to generalize across diverse
audio tasks. The extracted embeddings are reduced in dimensioisaligytemporal mean
poolingand combined before being passed to the classifier.

The study yielded significant findings. For example, combining embeddings from different

audio inputs improved overall performance, achieving an AUC of 89.03% and a sensitivity
of 63.33% in the challenge's muitiput track. Mel spectrograms consistentgrfprmed

better than other spectrogram types, while the LightGBM classifier outperformed alternatives
like SVM and Random Forest.

Despite its strengths, the study has limitations, particularly regarding its handling of data
imbalance and lack of resilience to domain shifts. While the authors applied oversampling
techniques, their findings indicate that oversampling had minimal impacAUC and
sensitivity scores. From a resilient Al perspective, the framework does not explicitly address
data drift or adaptive learning. The use of pretrained models provides some robustness to
variations, but therevas no explicit mechanism to monitoor adapt to changes in the
distribution of input data over time.

RNNs have been successfully employed in processing sequential data, including natural
language and voice. In the medical field, RNNs have been applied to a range of tasks, such as
predicting patient outcomes, analyzing electrocardiogram data, and detaubimglies in

vital signs. For instance, researchers have empl&MNs to predict the progression of
Alzheimer's diseadé6], diagnose sleep apnea from ECG sigf@i$, and detect sepsis from

vital signs[68]. RNNs, when combined with a tirtstributed feature extractor, can capture
temporal dependencies between feature vectors. The combination of CNNs and RNNs to
process both spatial and temporal information has gained increasing interest. Convolutional
Recurent Neural Networks (CRNNSs) are hybrid models that have demonstrated impressive
performance in various applications, including video analysis, speech recognition, and action
recognition.

In the medical field, CRNNs have achieved st#t¢he-art performance in tasks such as
ECGbased arrhythmia classificatid69], classification of ECG heart signdlg0], lung

cancer staginfy 1],and glaucoma detecti¢n2]. In [73], researchers developed an automated
cough classifier using deep learning to distinguish between tuberculosis coughslEovid
coughs, and healthy coughs. The study employed CNN and LSTM models, achieving a high
F1-score of 92.59% for tuberculosis vs. a9 classification and 86.31% for tuberculosis

vs. covid19 vs. healthy classification. This method not only highlights the potential of-audio
based diagnostic tools but also demonstrates the robustness of deep learning models in
handling noisy, realvorld data.
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In the field of sound classification, CRNNs have been extensively used to extract features
from audio signals. For examp|@4] proposed a method for classifying heart sounds based
on Mekfrequency cepstrum coefficient (MFCC) features and convolutional recurrent neural
networks. The study demonstrated the effectiveness of combining CNNs and RNNs in
learning the temporal dependesiof audio signals. Previous studies have employed deep
learning techniques to classify cough sounds in the context of cough sound classification. In
[75], the authors employed a tirdestributed CNN model followed by an LSTM layer for
temporal aggregation to classify voice audio samples as either pathological or normal.
Nevertheless, there is a lack of research that has utilized CRNNSs to differentidtsconds
between individuals who are positive and negative for et9id

A notable study20] focused on using longitudinal audio data for both COXtEDdetection

and progression monitoring, offering insights into the dynamic characteristics of audio
biomarkers over time. The dataset comprised crowdsourced recordings of coughs, breathing,
and voie samples collected at multiple time points. This longitudinal approach provided a
unigue opportunity to investigate the temporal evolution of audio features associated with
COVID-19.

The methodology employed in this study combined traditional audio preprocessing
techniques with advanced deep learning architecture. -Bjgdctrograms were generated

from the raw audio data, transforming it into a tifrequency representation that served a
input to the model. The authors utilized a sequential deep learning pipeline incorporating
GRUSs to capture temporal dependencies. GRUs are particularly suited to such tasks due to
their ability to retain longerm dependencies while mitigating the vamghgradient
problem. By processing sequential spectrogram frames, the model was able to learn temporal
patterns indicative of COVIEL9 status.

The study achieved an area under the ROC curve of 79% for GO¥IDetection,
demonstrating the effectiveness of integrating temporal modeling into the analysis of audio
biomarkers. Beyond detection, the study delved into progression monitoring by am#igzin
changes in model predictions over time. For individuals in recovery, the model effectively
captured decreasing probabilities of COVID positivity, demonstrating correlations of 0.75
and 0.86 between predicted probabilities and actual recoverystianthe general and
recovery cohorts, respectively. This ability to track individual recovery trajectories highlights
the utility of such systems for telemonitoring, especially in reselimited settings where
regular clinical evaluations may not beddxde.

Another key aspect of the study was its analysis of spectrogram features to understand the
manifestation of COVIBL9 in audio data. By examining the evolution of harmonic structures

and separability in spectrograms, the researchers provided insightswntbendisease alters

acoustic properties over time. These findings emphasize the critical link between disease
progression and audio features, showcasing the potential of spectiogsach decision

support systems for realorld clinical applications. Thet udy 6 s r obust met ho
focus on longitudinal data provide a framework for future research aimed at integrating
spatictemporal modeling into clinical workflows.

While the study presents a strong case for the applicatiGRbiNsin audiobased decision
support systems, it also has notable limitations when evaluated through the seapeofid
scenariosFirst, the study did not explicitly address the issue of data drift, which is a critical
consideration for longitudinal datasets. Audio data collected over time is susceptible to
distribution shifts caused by changing recording conditions, device heteitg and
evolving variants and population characteristics. These shifts can significantly affect model
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performance and undermine its reliability. The absence of mechanisms for drift detection and
adaptation limits the robustness and generalizability of the proposed approach.

Second, the reliance on crowdsourced audio data introduces inherent challenges related to
data quality and variability. Environmental noise, inconsistent recording setups, and
variability in user behavior can introduce biases and confounding factoregratid model
performance. Although the authors employed preprocessing techniques to standardize the
input data, these measures may not fully address the heterogeneitywadnidadata streams.
Incorporating adaptive techniques and frameworks could ealthasystem's resilience.

2.4 Explainability indecisionsupportsystems

Explainability and interpretability are critical attributes of Al systems, especially in
healthcare. While often used interchangeably, these terms have distinct meanings.
Interpretability refers to the ability to understand, in human terms, how a magels relate

to its outputs, often through methods like sensitivity analysis. Explainability, on the other
hand, delves deeper into the internal mechanics of a model, providing insights into the causal
factors driving its decisiomaking process.

2.4.1lmportance okxplainability in healthcare

For decision support systems (DSSs), particularly in-stgkes domains such as healthcare,
explainability is a critical attribute. It bridges the gap between the complex, often opaque
decisionmaking processes of artificial intelligence models and tleel rier clinicians and
patients to trust and adopt -Afiven insights in practice. The ability to interpret and
understand the outputs of Al systems provides several distinct advantages that enhance the
overall efficacy and safety of these technologies @althcare.By these advantages,
explainability ensures that DSSs can deliver on their promise of improving healthcare
outcomes while upholding the highest standards of safety, fairness, and trustworthiness.

One of the most important roles of explainability is enabling healthcare professionals to
validate predictions. Al systems often analyze vast and complex datasets to produce
diagnostic or prognostic outputs. However, clinicians need to determine whetseothputs

align with established medical knowledge, clinical guidelines, and their own expertise.
Explainability ensures that the reasoning behind Al predictions is transparent, allowing
healthcare providers to verify the plausibility of results andsaseir relevance to specific
clinical cases. This alignmerdupportstrust and confidence, which are essential for
integrating Al systems into clinical workflows.

Explainability also plays a crucial role in detecting errors, which is vital for patient safety. Al
models can occasionally produce incorrect or biased predictions, particularly in cases where
training data is incomplete, unrepresentative, or containganhéiases. By making the
decisionmaking process transparent, explainability allows clinicians to identify
inconsistencies in Al outputs. For example, if a model consistently relies on irrelevant
features, such as scanner metadata or demographic agninrelated to the condition being
diagnosed, explainability techniques can reveal these flaws. Detecting such errors early helps
mitigate the risk of adverse outcomes and allows for corrective action, such as refining the
model or incorporating additiohdata.

In addition to improving predictions, explainability enhances accountability idrixén
decisionmaking. Healthcare is a domain governed by strict ethical and legal standards, and
any decision affecting patient outcomes must be justifiable. Explaindigeoides a clear
rationale for each decision, ensuring that clinicians can trace the logic of Al systeregeand

their use if necessary. This transparency is essential for compliance with regulatory
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frameworks, such as the EU Al Act, which mandates the documentation of Al decisions and
their underlying reasoning.

Finally, explainability is a fundamental aspect of ensuring the responsible use of Al in
healthcarelt allows practitioners to assess whether Al systems are adhering to principles of
fairness, equity, and patieogntric care. For instance, explainability can uncover biases in
model predictions. Addressing these biases is crucial to ensuring equitedds &t high
quality care for all patients. Furthermore, by promoting transparency, explainabgipprts
patient autonomy and informed decisimaking. Patients who understand how Al systems
contribute to their diagnoses or treatment plans are more likely to feel empowered and
engaged in their healthcgpeactice

Explainability isalsoa fundamentgbropertyof resilient Al which aims to adapt and react to
uncertain or unexpected reabrld scenariosand is better described in the next section
Transparent systems are better equipped to handle variability and uncertainty in medical data.
They allow for the identification of data quality issues and facilitate informed interventions
when anomalies are detected. Additionally, explainability suppmgoing model refinement

and the integration of clinician feedback during the Al lifecycle

2.4.2Explainablity methods

The methods used to enhance explainability in Al models can be categorized based on their
scope, integration within the modeling process, and their dependency on the underlying
architecture. A commonly adopted taxonomy distinguishes these methods aleng sev
dimensionsFirstly, explainability methods amtivided between mode$pecific and model
agnostic methoddhis division is based on whether the explainability metadbe applied

to different models or it is used to explain a particular type ofeahddodelspecific
techniques are tailored to particutaodel classessuch as decision trees, and leverage the
internal operationof those models for explanations. In contrast, madglostic methods
operate independently of the model structure and rely on analyzingauagmutt relationships,
making them versatile and applicable to any Al system.

Explainability methods are alsategorizedas global or localThis issubject to whether the
explainability methoce x pl ai n t he ent i r eonlpindivieldalésamplesn p u t
Global methods provida comprehensive perspectioé how a model behaves across its
entire input space, offering insights into overall trends, such as the significance of specific
features in predictions. Local methods, on the other hand, focus on explaining individual
predictions, revealing why a modebpluced a specific outcome for a given instance.

Another distinction lies in the stage at which explainability is introdu€eds distinction
attempts to answer the egtion of when in the model development processhe
explainability method appliedPremodel approaches focus on ensuring interpretability
during data preparation and feature selectionmddel methods involve designing
interpretable architectures, such as linear regression or decision trees, that are inherently
explainable. Postnodelmethods are applied after modelvelopmento provde insights into

the predictions made by complex models, such as deep neural networks.

Finally, methods can be categorized as intrinsic or-postThis isbased on the question
whether the model is intrsically explainable or the explainability method is applied after its
developmentintrinsic explainability arises naturally from models with simple, interpretable
designs. Podtoc methods provide explanations for models that are not inherently
interpretable, often using additional computational techniquesgiaintheir outputs.

Among these categories, modglnostic methods have gained prominence due to their broad
applicability, includingblack box models like deep neural networkeese techniques focus
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on analyzing how input features influence outputs, without requiring knowledge of the
model's internal structure. Several prominent magglostic methods are usedd8Ss

One widely adopted technique is SHapley Additive exPlanations (SHAP), which is grounded

in cooperative game theory. In SHAP, each input feature is treated as a player contributing to

the prediction, and its importance is determined by computing its mbeegimtabution across

all possible subsets of features. Mathematically, the Shapley value for a feature is defined as:
SYAD 9% pA,
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Whereli is the Shapley value of theh feature Srepresents a subset|8{features excluding
i, M is the sebf all featuresfsandfs g represent modelsained using onlyhe features s
and in the union odand tha-th feature respectively, angsrepresents the values of features

included in theS subset By ensuring fair attribution, SHAP provides a comprehensive
explanation of both global feature importance and individual predictions.

Another influential modebhgnostic method is Local Interpretable Modginostic
Explanations (LIME), which generates local approximations of a model's behaglind

this method, there is the assumption that every complex model is linear on a localkttale.

works by creating a surrogate interpretable model, such as a linear regression, to approximate
the predictions of the complex model in the vicinity of a specific instance. The surrogate
model is optimized to minimize the loss between the origindlagproximated predictions,
weighted by the proximity of perturbed samples to the target instance. This process can be
expressed as:
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Whereg is the surrogate modédlis the original model,xis a proximitymeasure emphasizing
nearby samples, argl ( gs)a complexity penalty ensuririgatthe complexity ofg is kept
low.

Permutation feature importance is another method that assesses the global significance of
features by quantifying hopermutating its valuespacts model performance. By breaking

the relationship between the feature and the target variable, this method measures the decrease
in performance attributable to the feature. The importance of a feature is calculated as the
difference between the omgal model performance and the performance after shuffling.

Partial Dependence Plots (PDPs) offer a graphical approach to global explainability by
visualizing how a model's predictions change as a single feature varies while all other features
are smoothed ouMathematically, PDPs are computed as the average model prediction over
the dataset, holding all features except the one of interest constant:
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Wherex representshe featuresf interest xi0) represents the values of other feattioeshe
j-th sample in the datasehich aretreated as random variabléss the black box modebnd
N is the number ofamples

2.4.3Challenges antluturedirections

Explainability methods play a crucial role in enhancing the interpretability and transparency
of DSSs. Techniques such as SHAP and LIME provide detailed local explanations, shedding
light on individual predictions, while methods like permutation featuppmance and PDPs
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excel at capturing global insights into a
face significant challenges that hinder their widespread adoption and practical utility in
healthcare applications.

One major challenge is the computational intensity of many explainability techniques,
particularly for highdimensional data. Methods like SHAP require evaluating all possible
subsets of features, which becomes infeasible as the number of featuressnéeasgques

such as LIME, which rely on generating perturbed samples to approximate the local decision
boundary, also struggle with scalability when applied to large and complex datasets. This
computational burden is particularly pronounced in t8aasiive healthcare applications
where interpretability is required in real time, such as clinical deems@king in emergency
scenarios.

Another challenge lies in the inherent traafé between simplicity and informativeness.
While simpler explanations are easier for @s@rs, such as clinicians and patients, to
understand, they may oversimplify the complex relationships that drive matkttmons.
Conversely, more detailed explanations can provide richer insights but risk overwhelming
users with technicainformation or unnecessary complexity. Balancing this traffeis
critical for ensuring that explanations are batturateandundestandabldo nontechnical
stakeholders.

Modelagnostic methods, while versatile, face limitations in their ability to provide deep
insights into specific model architectures. For example, techniques like LIME and SHAP
focus on inpubutput relationships but may fail to capture thdricate internal
representations of deep neural networks. This highlights the need for hybrid approaches that
combine modespecific and modehgnostic methods to achieve more comprehensive
explainability.

The lack of standardized frameworks for explainability poses another significant hurdle. In
healthcare, where regulatory compliance and ethical considerations are paramount, the
absence of universally accepted benchmarks for evaluating and validatinghabiptst
methodsis a cause of concerrAddressing this gap will require collaboration among
researchers, clinicians, and regulatory bodies to define robust standards for explainability in
healthcare Al.

Future research should also focus on integrating explainability with other critical aspects of
resilient Al systems, such &. By providing confidence scores alongside explanations, Al
systems can offer a mopreciseunderstanding of predictions, helping clinicians identify
cases where additional data or expertise is ne@dielitionally, explainability methods could

be used to analyze uncertainty itself, providing insights into which featudedaattributes
contribute most to the uncertain®y clarifying the sources of uncertainty, such as noisy
features, conflicting data patterns, or insufficient representation in training data, DSSs can
guide targeted interventions to mitigate uncertainty.

Lastly, fostering interpretability in DSSs requires embedding explainability throughout the
Al lifecycle. This involves ensuring transparency in data preprocessing and feature
engineering, designing interpretable models, and implementinghposexplainatity
methods. Emphasizing a lifecycle approach can improve trust and accountability at every
stage, from model development to deploymdsy. addressing these challenges and
embracing future advancements, DSSs can become more transparent, trustworthy, and
ethically aligned. Prioritizing explainability not ongupportsgreater trust among users but

also enhances clinical outcomes and paves the way for patietetred innovations that align

with the principles of equitable and responsible Al.
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Chapter 3
Resilient Al

3.1 Definition and importance

In recent years, the growing need to deploy Al capabilities in critical domains such as
healthcare has underscored the need for resilient Al systems. Resilience in Al refers to the
system's ability to maintain its functionality, accuracy, and safety ifatteeof unexpected
disruptions, errors, or evolving environmental conditiphg]. Unlike robustness, which
emphasizes resistance to predefined variations and perturbations, resilience encompasses the
ability to detect, adapt to, and recover from unforeseen challenges. This distinction is crucial,
as robust systems may perform well endontrolled conditions but fail when confronted

with novel, realworld complexities.

The importance of resilience in healthcare Al cannot be overstated. Healthcare environments
are inherently dynamic and often unpredictable, with patients presenting varying
physiological conditions, and demographic profiles. Al systems deployed in suextson

must not only deliver accurate predictions and diagnoses under stable circumstances but also
respond effectively to deviations from expected patt§t6}% For instance, an Al model
trained to detect covid9 presence through crowdsourced cough recordings might encounter
data with evolving acoustic features during deployment in real world scenarios. A resilient
system would recognize the deviations in tguk data, adjust its classification function, or

even recommend human oversight, thereby ensuring patient safety and trustworthiness.

Resilient Al also plays a pivotal role in building trust among healthcare professionals and
patients. In a field where the stakes are life and death, the reliability of Al systems must be
demonstrable, not just in terms of accuracy but also in theiryataolitandle errors gracefully

and recover quickly. This capacity for selvareness and adaptability encourages confidence
in Al-driven decision support systems, encouraging their broader adoption in clinical practice
[76].

Moreover, resilience extends beyond technical performance to encompass ethical and social
dimensions. A resilient Al system must guarantee equity, thereby ensuring that its
performance does not degrade disproportionately across different patient popui¥atjon

This is particularly relevant in healthcare, where biases in training data can lead to disparities
in outcomes. By designing systems that are resilient to such biases and capable of adapting to
diverse populations, developers can promote fairness algiiity in Al-driven healthcare
solutions.

In summary, resilient Al represents a complex concept that addresses the limitations of
traditional robustness by focusing on adaptability, recovery, and equitable performance. Its
importance in healthcare stems from the need to ensure reliable, andiiugtt systems

that can address the complexities and uncertainties inherent in medical practice.

3.2 Resilient Al properties

To build Al systems that are both effective and adaptable in healthcare environments, certain
foundational properties must be establisfiet], [18]. These properties form the foundation
upon which resilient Al solutions are built, ensuring that they can handle not only normal
operating conditions but also the uncertainties and challenges presented -byrickal
scenarios. The key properties of resili Al, as applied to healthcare, can be understood as
follows.
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3.2.1Robustness

Robustness is a critical property of resilient Al, referring to the system's ability to maintain
performance despite variability in the data or the presence of unexpected cord&johs
healthcare, where patient data can vary greatly due to differences in demographics, medical
histories, and diagnostic procedures, Al models must be designed to handle this variability
effectively. Robust Al systems can withstand noise, missing datbpther imperfections
without significantly compromising their decisionaking capabilities. For example, models
should be trained to perform well even with limited or incomplete data, ensuring their utility

in emergency or resouradnstrained settingé robust Al system in healthcare must also be
resistant to adversarial attacks, which are intentional manipulations of data designed to
mislead the model. In medical settings, adversarial attacks can have severe consequences,
potentially leading to incorot diagnoses or harmful recommendations.

3.2.2Adaptability

Adaptability refers to an Al systembs abil
challenges. In healthcare, adaptability is essential for ensuring the system remains effective
over time[17]. This property includes the ability to continually learn, and update knowledge
based on new data distributions, particularly when new diseases emerge, or diagnostic
techniques evolve. Adaptability also involves the model's capacity to generalize across
different environments. For instance, an Al system trained in one medical center or hospital
should be able to adapt and perform well in other, potentially different environments, even if

the underlying data distribution is not identical. Active learrity], for instance, allows Al

models to adjust to new healthcare contexts without requiring large amounts of new training
data, which is often impractical in resowguited settings.

3.2.3Transparency Interpretability

Another property of resilient Al is transparency and interpretability, which are especially
critical in the healthcare sector, where decisions made by Al systems can directly affect
patient outcomel’9]. A transparent Al model enables clinicians to understand the reasoning
behind the model 6s predictions, i ncreasing
important when models are deployed in subpopulations with sensitive attributes,ssuch a
disease diagnosis or treatment planning on underrepresented or minority groups, where
human experts need to ensure the Al 6s sugges
Al systems are interpretable not only encourages trust but also fagititateuntability79].
Clinicians can review and challenge Al prec
reasoning is unclear or when its predictions differ significantly from clinical judgment. This
becomes particularly important when Al systems are deployed inrisilenvironments,

such as determining a patient's eligibility for a particular treatment or identifying early signs

of disease.

There are several techniques for improving interpretability, including saliency{84$80]

that highlight the most relevant features in an image for a particular prediction, and attention
mechanisms that allow the model to focus on specific parts of input data that are more
important for decisiommaking[81]. Additionally, posthoc interpretability methods, such as

the use of simpler surrogate models to explain more complex deep learning models, can
provide insights into the decisianaking process of Al systen35].

3.2.4Fundamental rights assurance

Ethical concerns are another fundamental property of resilient Al, particularly in healthcare,
where the utilization of sensitive medical data represents a significant risk. Al systems must
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be designed to ensure fairness and equity, avoiding biases that could lead to harmful outcomes
for certain patient groud& 7]. For instance, if an Al model is trained on a dataset that is not
representative of all demographic groups, it might perform poorly for underrepresented
populations, leading to inaccurate diagnoses or treatment recommendations. To address this,
conventioml Al systems must adopt resilient functionalities, and undergo thorough targeted
benchmarking to ensure they do not inadvertently perpetuate existing inequalities in
healthcar¢g82]. This includes assessing models for bias across attributes such as race, gender,
age, or socioeconomic status . Additionally, fundamental rights assurance frameworks must
be established to govern the use of these systems, ensuring that decisions miaaleghy A

with established medical ethics and respect patient autonomy and privacy.

Furthermore, resilience also involves data privacy and security. Al models must be designed
to adhere to regulatory frameworks such as GDPR in Europe, ensuring that patient data is
protected from unauthorized access or misuse. Ethical Al should alsdiz#ianformed
consent, ensuring that patients understand how their data will be used and that they consent
to their use of Al tools.

In conclusion, the properties of resilient Al, robustness, adaptability, transparency and
interpretability, and fundamental rights assurance, form the essential foundation for
developing Al systems that can reliably perform in the evolving;stationaryand complex

real world scenarios of healthcare. These principles ensure that Al systems remain useful,
trustworthy, and capable of supporting clinical decision making in a way that maximizes
patient safety.

3.3 Resilient Al design

The practical deployment of resilient Al systems in healthcare settings presents a unique set
of challenges and opportunities. While the foundational properties of resilience described in
the previous section provide a conceptual framework, their suctasgilementation
requires careful consideration of reedrld constraints. This subsection explores how
resilient Al can be effectively implemented in practice, highlighting key applications across
different healthcare domains and providing examples @ésysthat embody the principles

of resilience.

This section proposes a taxonomy for resilient Al systems that are designed to develop
predictive models from evolving and diverse data with unknown dynamics. It discusses a
range of representative and popular algorithms that employ various adaptatiegiesra
Figurel.2 provides a conceptual overview of the proposed resilient Al system, highlighting
the operation of four main modules: the data management module, the drift detection module,
the adaptation module, and thd= module. These components can be arranged flexibly,
combined, or excluded based on specific application requirements.

3.3.1Data management

Data management is a critical component of resilient Al, as it determines how evolving data
streams are handled, stored, and utilized to ensure that predictive models remain accurate and
adaptable to changing conditions. Adapting to data drift involvéisgiisshing between new

and old information, either represented as the distribution of input data or concepts acquired
by a model trained on such d44d. This section will discuss data management decisions
related to the former, while the adaptation section will detail adaptive learning schemes
related to the latter.
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Figure 3.1: Conceptual hierarchy of datmanagemerfeatures in an adaptive framework.

Adaptive learning algorithms typically assume that the most recent data is the most
informative for current predictions. Therefore, data management focuses on learning from the
most recent data, either on an examrpteexample basis or in a battlased mamer. The
former approach is widely used in online learning algorithms, which learn from one example
at a time and ignore previous examples. Because online learning algorithms continuously
update their models with the latest examples, they have an inbbilggtto adapt to evolving
distributions. However, they may be slow to adapt to abrupt changes, which is determined by
the sensitivity of model updates with new examp83, [84]. Finding the optimal setting
involves a tradeoff between stability and sensiti{88]. Examples of singknstance systems

that explicitly address data drift include DWBB], IFCS[87], and GT2F(88].

An alternative data management strategy for maintaining model performance involves using
batches of recent examples, which is frequently used in incremental learning. The size of the
batches can be fixed or variable. Fix@de sliding windows use a fixedumber of the most
recent examples at each time step, whereas vasadesliding windows adjust based on a
change detector. Two basic types of fixed size windowing are seqbased and timestamp

based sliding windowf89]. The former stores a fixed number of the most recent examples,
while timestamgbased windows of size t include elements arriving within t units back to the
present. Selecting the appropriate window size presents a challenge. A short window allows
for quick adaptation during concept changes but may compromise stability during steady
periods. On the other hand, a large window performs better during stable periods but reacts
more slowly to concept changes.

FLORA[90], one of the first supervised incremental learning systems for evolving data, uses

a sliding window of a fixed length and constructs a new model at each time step based on the
examples within the window. FLORAPRO] introduces an adaptive window size that
dynamically adds new examples and removes older ones to align with the current concept.
Several studies explore methods, such as using support vector machines (SMM)

detect and handle concept changes by adjusting the window size based on the generalization
error estimate, choosing the size that minimizes the leag®ut error estimate. Variable

length learning window approaches are explored in several Ja@&rf93], [94].

Handling evolving data using batches often involves the strategic removal of obsolete
observations. The choice of forgetting mechanism depends on expectations about changes in
data distribution and the desired tramf€ between system responsiveness aisdieace to

noise. Faster reactivity is associated with more abrupt forgetting, which increases the risk of
capturing noise. Abrupt forgetting mechanisms either include or completely discard data
samples within a given training window. Gradual forgettirgchanisms, on the other hand,

22



apply a weighting scheme to each data sample that gradually decreases oj@5|tiifiee
underlying assumption is that older data are less important for training the model on current
concepts.

3.3.2Drift detection

Detecting changes or drifts in evolving data is critical for adaptive algorithms. This involves
identifying the point or time interval at which properties of the data cHa&eg§eConcept drift
detection is an integral part of dealing with concept drift by activating adaptation components
to respond to changes in the new da@j. Concept drift detection methods typically monitor

the evolution of model performance (either true performance or using performance indicators)
[90], [97] or raw data, and use test statistics to monitor the data stream, comparing the
similarity of old and new samples to locate concept changes. These methods can be classified
into distributiorbased, which are further divided into either performemgare or
performanceagnostic, sequential analysis based, coftteaxed and hybrid approaches.
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Figure 3.2: Conceptual hierarchy of drift detection mechanism features in an adaptive framework.

3.3.2.1 Data distributiorbased detectors

Comparing distributions in two different time windows has been widely stu&eq
especially in the context of data streams. These methods typically use a fixed reference
window and a sliding detection window over the most recent examples. Similarity is estimated
using distance measures between the distributions over these two wirsshalastatistical

tests are used to test the null hypothesis. If the null hypothesis that the distributions are equal
is rejected, a change is declared. The windows can monitor univariate or multivariate raw data
or performance indicatof89]. The distance measures used to compare data distributions and
estimate drifts are summarized[i00].

An entropybased metric for measuring the inequality between the distributions of two sliding
windows, including old and new examples, is presentdd0a]. Other change detection
methods in this categorfl02] use the Kullback eibler (KL) divergence between the
probability distributions of the two windows to detect possible changes. One of the most
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common change detectors using a variable detection windbws the ADaptive sliding
WINdow or ADWIN [103]. Whenever two large enough swimdows ofW have sufficiently
different means, the algorithm concludes that the expected values of the corresponding
distributions are different, and the older smindow is dropped. The advantage of such
performanceagnostic detectors lies in their applicability both labeled and unlabeled
datasets.

Performanceaware approaches track deviations in model performance to detect changes
[104], [105] An illustrative example is given [106]. This method uses two models: stable

and reactive. The stable model is trained over a long time period, while the reactive model
predicts based on a short, recent time window. This method uses the stable model to make
predictions because the stable mquforms better than the reactive model when the target
concept remains unchanged. The reactive model is used to detect concept drift by monitoring
the differences in accuracy between the two models. When the target concept changes, the
stable model is exgrted to show a decrease in performance relative to the reactive model.
Similarly, in[107] two accuracies are used: the accuracy estimated over the whole stream and
the accuracy estimated over a sliding window of the most recent examples. A concept drift is
signaled when a significant decrease in recent accuracy is observed.

Performanceaware detectors address changes that affect performance, minimizing false
alarms while ensuring accurate localization of the change point. However, they require rapid
feedback on ground truth labels, which is challenggiig

3.3.2.2 Sequential analysis based detectors

Several developed change detection algorithms are based on the Sequential Probability Ratio
Test (SPRT)108]. The SPRT serves as the basis for algorithms that discriminate between
two unknown distributions, &and D, represented by sequences of examples. To detect a
change from P to D1, the likelihood of observing subsequences undevdsus I3 is
calculated, and a change is signaled when their ratio exceeds a defined threshold. The
Cumulative Sum (CUSUM) test, an extension of the SPRT, is often used for change detection
[109]. It alerts when the moving average of the most recent data deviates significantly from
zero, using residuals from any indicator. The accuracy of CUSUM depends on the user
defined parameters of drift and threshold, which affect the -‘wédeetween earlychange
detection and the frequency of false alarms. Low drift values allow faster detection at the cost
of a higher number of false alarms.

A CUSUM variant, the Paginkley (PH) test, is a sequential analysis technique designed

to detect changes in the normal behavior of a process modelled by a Gaussigi Bignal

PH calculates the cumulative difference between the observed values and their mean up to the
current time and flags a change if this difference exceeds -@efeed threshold.

3.3.2.3 Contextbased detectors

Contextbased detectors use contextual information from the system or data to detect drift.
Such detectors incorporate different approaches such asbasesg reasoninglll],
exploiting model explanation methodolog[@42] or graph metric§113], [114], [115]

Splice Systenjl16] introduced a technique which adopts a congextsitive batch learning
approach. Its goal is to identify stable hidden contexts within intervals and subsequently
induce and refine local concepts associated with these contexts. The main idea is to enrich
examples with a timestamp feature and construct a decision tree. If the tree identifies splits
based on the timestamp feature, distinct contexts are suggested. The IFCS al@diithm
maintains a set of prototypes that divide each class into several subgroups. A prototype is
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dropped when one of three monitored measures, namely staleness, penalization, and overall
accuracy, falls below a defined threshold.

3.3.2.4  Hybrid detectors

Hybrid approaches aggregate the results of multiple detectors, either in parallel or
hierarchically, providing a comprehensive detection straf@@y. Parallel drift detectors
integrate the decisions of multiple drift detectors to make the final judgement. Hierarchical
drift detectors incorporate successive layers of drift detection. An illustrative example of such
a detector is the predidietect straming framework[117]. This framework includes an
unsupervised drift detection component that analyses unlabeled input data to detect significant
drifts that may affect prediction performance. Upon detection of a drift, an active learning
module is triggered to request addi@ labelled samples from an external oracle. These
labelled samples are then used to confirm the previously detected drift, and if a significant
drop in predictive performance is observed, the framework confirms the occurrence of a drift.

3.3.3Adaptation

The adaptation component encompasses technigues and mechanisms for generalizing from
examples and updating predictive models in response to evolving data. In this section, we
discuss the related literature along two main axes: activation mode, whichsdhedexisting
methodologies based on activation mode, i.e. how the adaptation procedure is triggered; and
model adaptation, which discusses how the system is adapted to maintain robust predictive
accuracy.
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Figure 3.3: Conceptual hierarchy of adaptation module features in an adaptive framework.

3.3.3.1 Activation mode

Adaptation strategies that manage the adaptation of the prediction model fall into two types
according to how they are activated: evolving and alarm driven. Evolving, or blind, strategies
adapt the model without explicit change detection, using fixedsbdieg windows to retrain

the model with the latest w examples or example weigh0g [91]. A special case of
evolving adaptation is found in incremental and online learning, where the model
continuously evolves with the incoming data. Evolving strategies are proactive and update
the model based solely on the loss function. However, the naaibedck of these approaches

is their slow response to concept drift in the data. These methods consistently discard old
concepts at a fixed rate, regardless of the presence of actual changes. Optimal adaptation may
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involve faster discarding of outdated data when changes occur, and slower or no discarding
when stability is maintained.

Alarm driven strategies are triggered by drift signals and include global and local replacement
methods. Global replacement is the most radical response to a drift and involves removal of
the current model and complete reconstruction of the njedigl[93], [97] A model is first

trained with all available data. Then, whenever an adaptation is triggered, the previous model

is discarded and a new model is learned on new [84{a [97].On the other hand, local
replacement adapts specific parts of the data space affected by the drift. For example, in
models such as decision trees, each node represents a specific region of the data space. Thus,
such models need to adjust only those nediested by concept drif84].

3.3.3.2 Adaptationmethods

Adaptive systems are divided based on their adaptation methods. This division depends on
whether the learning module primarily focuses on forming the training set or managing and
parameterizing the base predictor. However, these categories are not descestaptation
strategies often fall in between. Towards training set formation, a typical example includes
domain translation methods. Recently, methods have been developed to improve data
representation by using generative adversarial networks (GANgrerate souregrget
domain mappings for imag¢$18], [119] Nondeep learning based approaches have also
emerged to address inefficiencies in training multiple generative models for different
mappings, especially for multidimensional data. These methods aim to correct driftsin multi
site medical imaging dafa20]. They use approaches such as ComBat methods, which were
originally proposed to remove batch effects in genomics[datd.

Another frequently employed adaptation method based on training set formation is active
learning. This approach enables the model to bridge the gap between drifted domains by
identifying the most informative examples from the target domain, therebydtoiditthe

learning of novel concepts in a supervised and-éfitcient manner. Active learning
strategies have emerged as a valuable tool for addressing the challenges posed by domain
shift in a range of machine learning tasks[1B2] a novel uncertaintpased approach was
introduced utilizing hyperbolic space for active learning in semantic segmentation under
domain shift. The proposed method employs the geometric properties of hyperbolic space to
efficiently select data points foralling. This approach was evaluated on two synttietic

real benchmarks, demonstrating the potential for reducing the labeling effort while
maintaining high model accuracy and effectively handling domain shifts. The st[i3in

focus on improving active domain adaptation the utilization of clustering uncertainty
weighted embeddings. The research examines the balance between uncertainty and diversity
in active learning and proposes a hybrid approach combining comstgiited ad
uncertaintyweighted sampling. Another studjl24] addresses the critical issue of
mismatched label distributions between source and target domains. By sampling target data
that approximate the entire target distribution while ensuring diversity, and uncertainty, this
approach achieves substantial perfanece improvements across multiple benchmarks. The
method effectively aligns label distributions, enhancing model robustness under domain
shifts.

Another group of approaches, closely related to training set formation but incorporating
model management characteristics, makes use of distribution alignment to learn invariant
representations of the drifted data. This approach involves aligning theefeéatributions

of the source and target domains to reduce the discrepancy between them, thereby enabling
the model to generalize better to unseen data. One of the most prominent methods for
unsupervised domain adaptation is using discrepancy measutegasunaximum mean
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discrepancy, MMO125], or correlation distandd 26] to quantify the dissimilarity between
distributions and minimize it. Another study extends the CORAL method to deep learning by
aligning the secondrder statistics of the source and target feature representftiiris

Deep CORAL aims to minimize the domain shift by aligning the correlation matrices of deep
features learned by convolutional neural networks. In the context of-@oossin fault
diagnosis[128] propose a multisource domain adaptation technique. Their approach fuses
multisource information and optimizes classifiers locally and globally using Wasserstein
discrepancy and high@rder moment techniques. Additionallj129] propose a novel
framework, which reconstructs latent domains from multiple sources using an expectation
maximization mechanism. This framework clusters samples into different latent domains and
optimizes domain adaptation, significantly improving perfarogover baselines by up to
3.1% in AUC. Other approaches use adversarial losses and dadvairsarial training of
neural networkg130], [131] This approach uses a domain classifier to learn demain
invariant features by minimizing the discrepancy between source and target domain
distributions. The model incorporates a gradient reversal layer, which ensures that the feature
extractor learns feates that confuse the domain classifier, effectively aligning the
distributions.

Ensemble learning, where multiple models are maintained to make a combined prediction, is
a typical example of widely used strategies in adaptive systems based on model management.
It assumes that, during a change, data is generated from a mixture tistfib82]. There

are three types of ensemble learning for dynamically changing data: dynamic combination,
continuous model update, and structural update. In dynamic combination approaches, base
learners are trained in advance and dynamically combined to respaladatalrifts. This
technique has been investigated by several researf88rs[90]. The second approach
proposes either retraining base predictors in batch mode or updating them online with new
data[133], [134] Meanwhile, the structural update responds by adding new predictors or
reactivating existing ones and removing or deactivating inefficient [@&s[135]. These
approaches are not mutually exclusive and can be combined.

3.3.4Uncertainty estimation

The integration olJE into resilient Al systems enhances their trustworthiness and safety,
which is of great importance in higisk domains such as healthcare. Unlike traditional
deterministic models, which provide a single prediction without any measure of reliability,
uncerainty-aware models output both a prediction and an associated confidence score. By
identifying uncertain predictions and referring them to human experts, these systems can
prevent catastrophic errors and ensure that critical decisions are made with iafpropr
oversight. This is known as graceful degradation, a crucial feature in healthcare éecision
making. Furthermore, in this studyE is employed as a criterion for active learning, to
efficiently explore regions in the data input space with which the model is unfamiliar.

3.3.4.1 Types of uncertainty in Al systems

Uncertainty in Al systems typically arises from two primary sources, aleatoric uncertainty
and epistemic uncertainty. Aleatoric uncertainty represents the inherent noise and variability
in the data. For instance, variations in imaging quality or diffeemteaudio recording
conditions can introduce aleatoric uncertainty. This type of uncertainty is irreducible but can
be mitigated through robust preprocessing and feature extraction techniques. For example, in
the context of cardiovascular risk assessnfiemh carotid ultrasound images, variations in
image signal to noise ratio or patient positioning introduce aleatoric uncertainty. Robust data
preprocessing, such as noise reduction and image registration, can help manage this
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variability. However, since aleatoric uncertainty is tied to the data itself, it cannot be
eliminated.

Figure 3.4: lllustration of aleatoric and epistemic uncertainty. Two classes are depicted by circles and squares (colored for
known and gray for unknown labels), separated by decision boundaries (solid for learned from available data and dashed
for optimal). The gren region represents high aleatoric uncertainty, including samples that are inseparable given available
features. Additional training with samples from this region cannot reduce model uncertainty, unless discriminative or
additional features are used. Theown region represents high epistemic uncertainty, showing significant discrepancies
between the learned and optimal decision boundaries due to lack of training samples in this region. Further training with
samples from this region can reduce this epigtemcertainty and improve model accuraf36]

Epistemic uncertainty, on the other hand, a
insufficient or biased training data. In healthcare, this is particularly problematic when models

are deployed in new clinical settings or applied to diverse patgmtlations not represented

in the training dataset. This issue is closely related to the phenomenon of domain shift, where
differences between the source (training) and target (deployment) domains degrade model
performance. Bayesian Neural Networks (BNNsd probabilistic models have been
proposed as effective solutions for addressing epistemic uncertainty by providing better
uncertainty estimates in eof-distribution scenariod 37], [138] In cardiovascular imaging,

for instance, epistemic uncertainty may arise when a model trained on ultrasound data from
one hospital is applied to data from another hospital with different imaging protocols or
patient demographics. Expanding the trainimgadet to include more diverse examples or

using domain adaptation techniques, such as Séueme Domain Adaptation (SFDA), can
reduce this wuncertainty by improving the mo

Figure 3.4 illustrates an example of aleatoric and epistemic uncertainties in a binary
classification task, highlighting regions of high uncertainty where the model may require
additional data or expert intervention to improve its predictions.
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3.3.4.2 Uncertainty estimatiomethods

Several methods have been developed to estimate uncertainty in deep learning models, each
with unique advantages and applications in healthcare.

Monte Carlo dropou¢(MCD) is one of the most widely adopted techniquesUgrin deep
learning. It leverages the dropout mechanism, normally used only during trEiBBig to
approximate Bayesian inferenf40]. By performing multiple forward passes through the
network with dropout enabled, the model generates a distribution of predictions for each
input, from whichvariability measures, such as total variance, can be derived. This approach
has been successfully applied in various medical domains, including digital patfioiagy

and braircomputer interfacefl42], to provide uncertainty estimates alongside predictions,
thereby enhancing the reliability of Al systems in critical applications.-fineg the
dropout parameters to optimilzl= has been shown to enhance model reliability, particularly

in scenarios involving domain shift or limited labeled data.

Ensemble learning is another effective techniqueJiey where multiple models are trained
independently, and their predictions are combined. The variance among the predictions of the
ensemble members serves as an indicator of uncertainty, providing a robust measure of
confidence. Ensemble methods not onlyiaye model accuracy but also enhance reliability

by capturing different aspects of the data distribution and quantifying uncertainty. In
diagnostic applications, ensemble models have been used anftaguous cases that require
further investigation, thereby reducing the risk of misdiagr{@4i3]. For example, ensemble
learning has been applied to cardiovascular disease det¢tfidh where it optimized
treatment execution by providing physicians with confidence scores, highly correlated to
prediction accuracy, paving the way for more qualitative and effective deamsikimg in
medical predictive analysis.

Conformal prediction is another promising techniqueU&: It provides a framework for
generating prediction intervals that are guaranteed to contain the true label with a specified
confidence level[145], [146] Conformal prediction methods offer a range of possible
outcomes, making it particularly valuable in healthcare, where uncertainty must be explicitly
communicated to clinicians. Recent advancements in adaptive conformal prediction have
focused on improvig the flexibility and accuracy of prediction intervals by incorporating
independent models that adjust to the characteristics of each tesf1da@int[148] These
methods have been extended to handle limited labeled data by leveraging large amounts of
unlabeled data, a critical advantage in healthcare settings where labeled data is often scarce.
In cardiovascular risk stratification, conformal prediction ceovijgle clinicians with a range

of possible risk scores, helping them make more informed decisions about patient
management and intervention.

3.3.4.3 Integration ofuncertaintyestimation intoactive learning

UE also plays a pivotal role in active learning, where it is used to identify the most informative
samples for labeling. Active learning strateqie$9] prioritize samples with high uncertainty,

as these are likely to provide the greatest improvement in model performance when labeled
and incorporated into the training dataset. This approach is particularly valuable in healthcare,
where labeled data is expsive and tim&onsuming to obtain. By integratifdE into an

active learning framework, models can iteratively select and annotate the most uncertain
samples, thereby exploring the input space while keeping low overall labeling effort and
maintaining hidp performance. Recent stud[{@$0] have demonstrated that this strategy can
significantly enhance the efficiency and robustness of active learning in cardiovascular

29



disease risk stratification, where the model must generalize across diverse patient populations
and imaging conditions.
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Chapter 4
Covid-19 detectiorusingmultimodalcrowdsourced data
Modeling

This chapter presents the supervised deep learning methods developed for predicting the
presence of covid9. The experiment uses audio recordings of biosignals, including coughs,
breathing, and voice, as well as tabular data to aid in the predictiorvidtX®presence

Each method is described in detail, highlighting its strengths and weaknesses, and the
validation and testing process is discussed. The following subsections will present a review
of the most recent cowtl9 prediction methods based on pléearning, with a particular
emphasis on the utilization of audio data. The challenges associated with using this type of
data, considering the variability across different biosignals, are also discussed. The research
findings provide insights into the @®f machine learning for predicting coM® positivity.

This could enhance diagnostic testing availability and assist in pandemic management.

4.1 Smarty4Covid dataset

The dataset used in this study is the Smarty4Covid csmmdcing data collectiof26]. It is

a multtmodal dataset that includes audio records and tabular data. Thesoowthg data
collection strategy targeted Greek and Cypriot citizens over 18 years old who completed a
guestionnaire consisting of several sections accompanied by eaaticdings of voice,
breath, and cough. The questionnaire provides information on demographics1@ovid
vaccination status, medical history, vital signs measured by oximeter and blood pressure
monitor, covid19 related symptoms, smoking habits, hospiddilon, emotional state, and
working conditions. The Smarty4Covid dataset includes four types of audio recordings: (i)
three voice recordings where the user was required to read a specific sentence, (ii) five deep
breaths, (iii) 30 seconds of regular bréaghclose to the microphone of the device, and (iv)
three voluntary coughs.

The dataset contains audio signals from 4.679 participants, including 4.676 cough recordings,
4.665 regular breathing samples, 4.695 instances of deep breathing, and 4.291 voice
recordings. This dataset provides a strong basis for developing and refetingipe models

related to covidl9 infection. The data collection began in January 2022, coinciding with the
spread of the Omicron variant in Greece, which led to an increase ink®yitevalence
(17.3% of users tested positive for cowid).

The representativeness of the smarty4covid dataset was assessed in terms of demographics,
covid-19 prevalence, symptoms, vaccination status and biosigrgiste 4.1 shows the
distribution of gender, age and covid test results. The data shows that male users constitute

a higher percentage (61.0%) than female users. The age range of users is wide, with the
majority falling between 30 to 59 years, a group that isenfiamiliar with mobile devices.

The submissions comprise covi@ test results from various test types, including PCR, rapid
antigen, and rapid antigen s&dfst, as illustrated irFigure 4.1. A notable 79.5% of
submissions contain test resukgyure4.2 displays the distribution of positive, negative, and
untested individuals by gender and age group. Both male and female populations present
similar percentages of positive and negative individuals. The percentage of positive
individuals shows a slight diegee with the age, while the number of untested individuals is
increasing. The number of individuals with negative results varies, increasing until the age
group between 40 and 49, and then decreasing.

31



Gender

Test Results & Types

—

Female
39%

Male
61%

25% 23’76%32,60'%; Not tested

20% Negative

)
0/ 20,5%
19,42%
94 18,30%
62,5%
0y
15%
- 11,22%
10%
[ ]
0/
iy 4,47%
)."[]
I 0,23%

0%

18-29 30-39 40-49 50-59 60-69 70-79 >80
Age group

Figure4.1: Basic demographics and descriptive statistics for the Smarty4Covid dataset.
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Figure 4.2: Multivariate statistics of Smarty4Covid dataset. The distribution of covid negative/positive or not tested
population across related to gender and age group.

Figure 4.3 shows the prevalence of underlying medical conditions associated with the
progression of covid9 in the smarty4covid dataset. 27% of users reported having at least
one underlying medical condition, with hypertension being the most commonly reported. The
distribution of underlying medical conditions closely matches that published by Etrostat
which considered the general population in GreEaaure4.4 compares the distribution of
underlying medical conditions between genders. With the exception of asthma and
immunosuppression, males exhibit the reported medical conditions more frequently than
females. Male participants have more than twice the frequehcoronary artery disease,
hypertension, and diabetes mellitus compared to females.

1

https://ec.europa.eu/eurostat/databrowser/view/HLTH_EHIS _CD1E__custom_5329514/settings_1/table?lan
g=en&page=time:2019
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Underlying medical conditions
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Figure 4.3: Distribution of underlying medical conditions in Smarty4Covid dataset and the Eurostat data.
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Figure4.4: Distribution of underlying medical conditions in Smarty4Covid in relation to different genders.

In terms of covidl9-related symptoms, more than half of users reported experiencing at least
one symptomFigure 4.5 shows the prevalence of each symptom in groups of €i#id
positive and covidl9 negative individuals. As anticipated, individuals who test positive for
covid-19 have a higher prevalence of symptoms. Furthermore, some symptoms are specific
to either covidl9 negative cases (such as sneezing, diarrhea, dyspnea, and sputum} or covid
19 positive cases (such as dry throat, loss of taste or smell and fever), while others are equally
prevalent in both groupgrigure 4.6 shows the frequency of each symptom based on
vaccination status (unvaccinated, fully vaccinated, and booster dose). The data suggest that
individuals who received a booster dose experienced fewer symptoms compared to those who
were not vaccinatedzigure 4.6 displays the percentages of codifl positive and negative
individuals for each vaccination status. The prevalence of «®/id lower among the
population who received a booster dose. Findligure 4.7 illustrates the distribution of
vaccination statuses and coviél test results in relation to the number of reported symptoms.

As the number of reported symptoms increases, the proportion of individuals who have not
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received a booster dose increases in relation to those who have received a booster dose.
Meanwhile, the percentage of partially vaccinated or unvaccinated individuals remains
relatively stable. Similarly, as the number of reported symptoms increasesypoetipn of
individuals who test positive increases relative to those who test negative or have not been
tested.
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Figure 4.5: Distribution of covid19 related symptoms presence in cel@positive and negative groups separately.
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Figure 4.6: Distribution of covid19 related symptoms presence in relation to the vaccination status (left) and distribution
of covid19 positive and negative individuals in relation to the vaccination status (right).
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Figure4.7: Total number of symptoms in relation to the vaccination status (left) and theltadt result (right).

The smarty4covid dataset contains vital signs, including oxygen saturation, beats per minute
(BPM), and diastolic/systolic pressure, as measured by means of relevant degioes<l.8

shows a box plot of oxygen saturation for different age groups, demonstrating a slight
decrease in oxygen saturation with age.
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Figure 4.8: Distribution of oxygen saturation values across different age groups.

4.2 Development of deep learning classifiersdetectingcovid-19
from cough recordings

4.2.1Methodology

This section outlines the methodology used to develop a deep learning model for predicting
covid-19 positivity using audio data. The study compares the use of Recurrent Neural
Networks (RNNs) and temporal pooling for temporal aggregation, as well asctioé pie

trained feature extractors and Convolutional Neural Networks (CNNSs) trained from scratch
on metspectrograms derived from audio recordings. Thespettrograms were divided into
segments and processed using a sliding window approach at ditierenhtervals. Each
segment underwent independent processing by the CNN component, generating a sequence
of feature vectors that represented the temporal evolution of acoustic characteristics within
the audio signal. To summarize the temporal dynamicgieap by the CNN component,
temporal aggregation techniques such as RNNs or temporal pooling were applied to the
sequence of feature vectors of the audio signal over time and derive the final prediction.
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Figure 4.9 Architecture of the CRNN model trained from scratch.

RNN

Four different approachesere comparedhe first being a Convolutional Recurrent Neural
Network (CRNN) architecture, which was trained from scratch, to predict-d@vbsitivity

using cough audio data. The CRNN consists of a stack of convolutional layers with
hyperparameters such as kersige (K) and number of filters (N), firteined through grid
search crossalidation. Each CNN block comprises two CNN layers with Rectified Linear
Unit (ReLU) activation function, followed by a batch normalizatiorelags shown ifigure

4.9. Each block also contains a max pooling layer to downsample the feature maps by a factor
of 2. The CRNN's timalistributed part extracts one feature vector for each timestamp
(segment) of the input data. The resulting sequence of feature vectors iedhiemofa
recurrent layer with a specified number of units (M), another hyperparametéuried for
optimization. Different types of recurrent layers, namely LSTM and GRU, were employed.
The RNN output is then directed to a fully connected dense lagérctdculates the
probability of detecting a cowd9 infection.

During the model training process, the loss function selection was considered as a
hyperparameter. Two commonly used loss functions for binary classification tasks, binary
crossentropy and binary focal crosmtropy[151], were considered. L2 regularization was
implemented to mitigate overfitting. The evaluation of model performance included several
metrics, such as accuracy, specificity, sensitivity, and the Area Under the Receiver Operating
Characteristic Curve (AUC). Hherparameter tuning was performed usinfpld cross
validation. Parameters filened included the length of mgpectrogram segments, size of
convolutional layer kernels, number of filters in convolutional layers, number of units in the
recurrent layertype of recurrent layer (LSTM, GRU), loss function employed (binary €ross
entropy, binary focal crosasntropy), and lambda of the L2 regularizatidable4.1 presents

these hyperparameters and their explored values.

In addition, a CRNN model was developed using the VGGish pretrained model as a feature
extractor and the same temporal aggregation setting as destytneddThe VGGish model's
learned representations were used to extract discriminative features from segments of Mel
spectrograms derived from audio data. The VGGish model was originally designed for
general audio classification. It is a deep CNN that was tlasneAudio Sef49], which is a
largescale labeled audio dataset. The model facilitates the extraction of hierarchical
representations of audio signals, which enables the capture of relevant acoustic patterns to
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distinguish covidl9 positive from negative recordingBigure 410 s hows t he mode
architecture and@able4.2 presents these hyperparameters and their explored values.

TABLE 4.1: PARAMETER GRID FORCRNN FINE TUNING

Parameter Values
Segment length [64, 128]
CNN kernel size [[5, 5, 5], [9, 6, 3], [16, 8, 4]]
CNN kernels [[8, 16, 32], [16, 32, 64], [32, 64, 64], [32, 64, 12¢
RNN units [64, 32, 16]
Type of the recurrent layer [LSTM, GRU]
Loss function [Binary crossentropy, Binary focal crossntropy]
Lamda [0.001, 0.01, 0.05]
Learning rate [1e-6, 1€5, 1e4]

Feature extraction
(Time distributed)

Feature vectors sequence

—> VGGish

MEL Spectrogram
segments
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0: Non-Covid =
. Fully Connected =
1: Covid o
Figure 4.10: Architecture of the VGGish based CRNN model.
TABLE 4.2: PARAMETER GRID FORVGGISH-BASED CRNNFINE TUNING
Parameter Values
RNN units [64, 32, 16]
Type of the recurrent layer [LSTM, GRU]
Loss function [Binary crossentropy, Binary focal crossntropy]
Lamda [0.001, 0.01, 0.05]
Learning rate [1e-6, 1e5, 1le4]

Finally, the feature extractors have been combined by means of temporal pooling in order to
achieve temporal aggregation. To generate the final prediction, the sequence of feature vectors
was processed using a temporal pooling layer and a fully connagtad L2 regularization

was employed to regularize the parameters of the fully connected Fagare 4.11 and
Figure4.12 depict the architectural representations of the CNN and VGl&isad models

with temporal pooling.Table 4.3 and Table 4.4 present their hyperparameters and their

explored values.
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Figure 4.11: Architecture of the trained from scratch CNN model with temporal aggregation.
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Figure 4.12: Architecture of the VGGish based model with temporal aggregation.

TABLE 4.3: PARAMETER GRID FOR THECNN TRAINED FROM SCRATCH FINE TUNING

Parameter Values
Segment length [64, 128]
CNN kernel size [[5, 5, 5], [9, 6, 3], [16, 8, 4]]
CNN kernels [[8, 16, 32], [16, 32, 64], [32, 64, 64], [32, 64, 12¢
Loss function [Binary crossentropy, Binary focal crossntropy]
Lamda [0.001, 0.01, 0.05]
Learning rate [1e-6, 1e5, 1e4]

TABLE 4.4: PARAMETER GRID FORVGGISH-BASED MODEL FINE TUNING

Parameter Values
Loss function  [Binary crossentropy, Binary focal crossntropy]
Lamda [0.001, 0.01, 0.05]
Learning rate [1e-6, 1e5, 1le4]

During data preprocessing, the audio recordings were normalized usingnaxin
normalization, and the leading and trailing silence were removed. Subsequently, Mel
spectrograms, which capture the spectral content of the audio signal, were extracted. To
hande the variable time length of different audio recordings, the spectrograms were
windowed into segments of the same length. Using a sliding window technique, where the
model is trained on overlapping segments of the spectrogram, also helps to ensuee that th
model is exposed to a variety of different contexts and can generalize better to new data.
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4.2.2Results & discussion

This section presents the findings of the evaluation of each proposed methodaligg.5
displays the optimal parameter configurations determined through grid sefmichcfoss
validation. The configuration that yielded the highest validation AUC was ideniifiedch
architecture The results demonstrate the effectiveness of lightweight configurations with
fewer trainable parameters, which performed better in the-gedskation framework. The

grid search showeketter result$or configurations with smaller and fewer CNN kernels and
RNN units, indicating the advantage of approaches that are less prone to overfitting.
Additionally, binary focal crosentropy was theoptimal choice in three out of the four
investigated approaches.

TABLE 4.5: OPTIMAL CONFIGURATION SETTING FOR EACH OF THE PROPOSED ARCHITECTURES

Model Segment | CNN kernel CNN RNN RNN Loss function Lamda Learning
length size kernels units rate
CRNN from ;
Binary focal cross
scratch 128 55,5 8, 16, 32 16 GRU entropy 0.01 le6
VGGish ;
Binary cross
CRNN - - - 32 LSTM entropy 0.001 le4d
CNN from .
Binary focal cross
scratch 64 16,8, 4 8,16, 32 entropy 0.01 le5
VGGish Binary focal cross 0.01 165
entropy

Table4.6 shows the results on the test set. The CRNN model trained from scratch achieved
57.4% AUC score, while the VGGidtased CRNN model achieved 58.1%. However,
temporal pooling strategies resulted in AUC scores of 57.8% and 62.4% for the CNN trained
from scrach and the VGGisibased model, respectively.

TABLE 4.6: EVALUATION METRICS OF THECRRNAND CNN WITH TEMPORAL AGGREGATION MODELS

Model AUC | Accuracy | Sensitivity | Specificity
CRNN from scratch | 0.574 0.53 0.61 0.512
VGGish CRNN 0.581 0.574 0.31 0.832
CNN from scratch | 0.578 0.531 0.462 0.601
VGGish 0.624 0.628 0.558 0.647

The results indicate that CRNN models had limited effectiveness in identifying patterns
within the audio data, resulting in suboptimal predictive performance for-d@vbsitivity.

In contrast, temporal pooling methodologies showed slightly better perfae, especially

with the VGGishbased approach. When comparing the CNN trained from scratch to the pre
trained VGGish model, it is evident that the latter extracted more discriminative features,
regardless of the temporal aggregation technique usedblfothe VGGishbased model,
combined with temporal pooling, achieved the highest performance, with an AUC of 62.4%
and an accuracy of 62.8%.

4.3 Development of multimodal classifiers fdetectingcovid-19
from cough, breathing, and voice recordings

This section expands the model developed in the previous section by integrating audio
recordings of cough, breathing and voice for the prediction of efidositivity. The study
investigates the combined use of these modalities and explores variousalepgming
functions.
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4.3.1Methodology

The model based on VGGish, and temporal pooling has been expanded to include the analysis
of cough, breathing, and voice recordings for the detection of -d®&icA comparative
analysis is conducted to assess the effectiveness of different modalitiescimdecovid19,

building upon the insights gained from the previous sectifingure 4.13 shows the
architecture of the developed models, which use the base structure shtgura#.12 and
hyperparameter configurations derived from the grid search-gatisstion. To develop
multimodal models, additional branches of VGGIstsed feature extractors are integrated.

The feature vectors from each modality are concatenated and fed iritdlyfheonnected

layer. Additionally, two different temporal pooling techniques, namely max and mean
pooling, were employed to assess their effectiveness on model performance.
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Figure 4.13: Architecture of the VGGishased multimodal models with temporal aggregation.

4.3.2Results & discussion

Table4.7 shows the results on the test set. The deep learning model that combined the three
audio modalities achieved an AUC score of 65.6%, with an accuracy of 65.1%, sensitivity of
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67.6%, and specificity of 77.1%. The combination of the three audio modalities outperformed
any single modality, achieving a ROEJC of 62.4% on cough, 58.2% on breathing, and
56.9% on voice. Among the single modality configurations, cough performed b#tieugh

voice yielded the highest sensitivity of 71.7%. This suggests that all modalities provide
informative data, and their combination results in optimal performance. However, cough has
a slightly greater impact on model performance. In terms dfstbenodality configurations,
combining cough and breathing recordings leads to more accurate detection efS3ovid
However, the performance of the combined models is not significantly higher than the model
that uses only cough recordings.

Regarding the temporal pooling approach, mean pooling appears to be the superior solution.
This is because, in five out of seven cases, the best performing configuration in terms of AUC
used mean pooling. Additionally, mean pooling was used in three taudrafases where the

AUC score was higher than 60%, including the-pepforming configuration.

TABLE 4.7: EVALUATION METRICS OF THEVGGISH MULTIMODAL MODELS.

Input Temporal pooling AUC  Accuracy Sensitivity Specificity
Cough max 0.616 0.605 0.581 0.613
Cough mean 0.624 0.628 0.558 0.647
Breathing max 0.578 0.557 0.6 0.536
Breathing mean 0.582 0.576 0.57 0.576
Voice max 0.539 0.414 0.717 0.326
Voice mean 0.569 0.541 0.587 0.527
Cough & Breathing max 0.611 0.628 0.56 0.649
Cough & Breathing mean 0.629  0.642 0.561 0.674
Cough & Voice max 0.627 0.592 0.752 0.55
Cough & Voice mean 0.617 0.64 0.493 0.687
Breathing & Voice max 0.589 0.568 0.606 0.552
Breathing & Voice mean 0586 0577 0.705 0.526
Cough & Breathing & Voice max 0.636 0.651 0.676 0.641
Cough & Breathing & Voice mean 0.656 0.647 0.621 0.771

4.4 Development of multimodal classifiers for detecting cel/@d
from coughrecordingsand tabular data

This section discusses the predictive modelling of ca@idositivity using selfeported
tabular data. To enhance the model's effectiveness, an autoehasddr method for
dimensionality reduction is employed. Furthermore, the study investigates th@aton

of tabular and audio data using the VGGiEsed model established in previous sections,
exploring the potential synergy between these modalities.

4.4.1Methodology

This method uses saléported tabular data, including demographics, cad@dymptoms,

vital signs (such as oxygen saturation and blood pressure), medical history, and vaccination
status.Table4.8 summarizes the seteported features used, along with their respective value
ranges. An autoencoder architecture is used for dimensionality reduction and feature
extraction from raw data, with the aim of capturing important features, which are useful for
subsequent tasks such as classification, while discarding redundant details. The autoencoder
is trained using Mean Squared Error as the reconstruction loss to reconstruct the original input
from a compressed latent space. The encoded output (latent) vedtwen fed into a fully
connected component to detect ceYRIpositivity. This component comprises multiple dense
layers with ReLU activation functions, enabling the learning of complex relationships
between tabular features and target labels. An eseref the architecture is given Figure
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4.14. The model was trained using binary focal crestopy as the loss function.
Hyperparameters, including the number of nodes in the hidden layers of the autoencoder, the

di mensionality of the | atent spaceyers,ththe num
batch size, regularization parameters and optimizer settings, were optimized thifoldyh 4
crossvalidation and grid searchTable 4.9 summarizes the hyperparameter space.
Performance evaluation metrics include accuracy, specificity, sensitivity, and AUC score.

TABLE 4.8: SMARTY 4COVID SELF-REPORTED FEATURESDESCRIPTION

Group Feature description Range of values
%]
2
:—'%_ Participant's gender {Male, Female, Other}
o
E Age grou {18-29, 3039, 4049, 5059,
8 ge droup 60.69, 7079, 80+}

Sore Throat
Dry Cough
Productive Cough
Sputum
Nasal congestion
Dyspnea
Fever
Chills
Fatigue
Headache
Dizziness/ confusion
Myalgias, arthralgias
Loss of taste/smell
Stomach upset/ Diarrhea
Sneezing
Dry Throat
Oxygen Saturation [60, 99]
Beats per minute (BPM) [30, 250]
Systolic Pressure [30, 260]
Diastolic Pressure [30, 260]
Ability to hold breath (in seconds) [0, D)
Asthma
Chronic respiratory failure / emphysema
Cystic Fibrosis
Other lung disease
Coronary artery disease
Hypertension
Valvular disease
History of heart attack
History of stroke/ History of transient ischemic
Other cardiovascular disease
Diabetes mellitus
Chronic kidney disease / Chronic liver diseas
Organ transplant
Cancer in the last 5 years
Immunosuppression / Immunodeficiency

Covid-19 related symptoms

Vital sings

Underlying medical conditions

{Not vaccinated, 1/2 shots, Fully vaccinated, Fully vaccinated an

Vaccination for coviell9 status
booster dose}
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Figure4.14: Architecture of the Autoencoder based model usingsptirted tabular data.

TABLE 4.9: HYPERPARAMETER GRID FOR THE AUTOENCODERASED CLASSIFICATION MODEL USING SELFREPORTED TABULAR DATA

Parameter Values
Autoencoder hidden layers nodes [[64, 32, 16], [64, 32], [32, 16]]
Latent space dimensionality [32, 16, 8]
Classifier hidden layers nodes  [[64, 32, 16], [32, 16, 8], [16, 8]]
Batch size [20, 40]
Lamda [0.001, 0.005, 0.01]
Learning rate [1e5, le4, 1e3]

To explore the complementary information present in both cough recordings and tabular data,
the features from the VGGishodel were combined with the features from the latent vector

of the autoencoddrased model. The resulting feature vectors were concatenated, and a fully
connected component was employed for ceéhdddetection.Figure 4.15 provides an
overview of this architecture.

Similar to the previous approaches, the combined model is trained using binary focal cross
entropy as the loss function and the Adam optimit62] was employed for optimization.
Performance evaluation is conducted using metrics such as accuracy, specificity, sensitivity,
and AUC score.
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Figure4.15: Architecture of the combined Autoencoder and VGGish based model usirepseléd EHR and audio data.
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4.4.2Results

The grid search fold crossvalidation applied to fingune the hyperparameters of the
autoencodebased model revealed the best parameter configuration based on the highest
AUC score achieved. The configuration is as follows:

- Autoencoder hidden layers nodes: [64, 32]
- Latent space dimensionality: 32

- Classifier hidden layers nodes: [32, 16, 8]
- Batch size: 20

- Lamda: 0.005

- Learning rate: 0.01

The model achieved an accuracy of 0.788, specificity of 0.781, sensitivity of 0.807, and an
AUC of 0.84 on the test set. A comparison was made between the results of the developed
methods and those obtained from a fully connected classifier that usedtawsdinput
instead of the encoded data. The alternative model achieved an accuracy of 0.764, specificity
of 0.761, sensitivity of 0.773, and an AUC of 0.802 on the test set, indicating a significant
improvement in performance.

The model that combined satported tabular data and audio data, achieved an accuracy of
0.76, specificity of 0.775, sensitivity of 0.714, and ABOC of 0.818, on the test set. These
results suggest that incorporating latent representations from temeatier with cough data

did not improve the covid9 detection performance.

4.4.3Discussion

This study demonstrates the effectiveness of using autoergasked dimensionality
reduction to improve covid9 positivity prediction with tabular data. The exploitation of the
autoencoder for the classification of tabular data showed improved perf@oapeedicting
covid-19 positivity, indicating its good ability to extract meaningful features, while
compressing its input and reducing the dimensionality of the data.

However, the integration of audio data with tabular data in a multimodal approach did not
result in further improvements in prediction performance. This suggests that although the
VGGish model is effective at extracting audio features, its integrationtabtiar data may

not be optimal. This could be attributed to the fact that the concatenated feature vector
primarily consists of features extracted from V@&B (256), while the autoencoder features

are significantly fewer (32).

In conclusion, it is necessary to conduct further research to enhance the integration of different
data modalities and to improve the model performance. Specifically, exploring alternative
architectures for multimodal fusion may offer insights into impngvypredictive models for
covid-19 detection and management.
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Chapter 5
Covid-19 detection using crowdsourced ddédavelopment
of adaptive moded formitigating performance degradation

due to distribution shift in data streams

In practice, the performance of deep learning models tends to decline during production and
shows further deterioration over time. This phenomenon, commonly known as model
degradation, can be attributed to various facféfs One factor that contributes to model
degradation is the limited representation of the training data, which fails to capture the
complexity of the problem space adequately. As a consequence, the model exhibits
unexpected behavior when confronted with inpamples lying outside the distribution of
training example$l2], [13]. Another significant factor is the dynamic nature of the system
environment, which undergoes continuous changes over[iig)eposing challenges for a
single model to maintain accurate predictions consistently. This factor is particularly critical
in the context of covid9, given rapid and unpredictable changes due to several reasons,
including the emergence of new viral stsain

The literature refers to these two factordaga drift which is the phenomenon where the
distributionof data and their relationship to the labels undergo changes over time. Numerous
attempts have been made in the past decade to precisely defnérift[4], [8], [9], [10],

[11]. In this paper, the definition froft0] is adopted, which states tlthktta driftoccurs when

either the data distribution changes or the underlying relationship between the input and
output changes, or both.

Researchers have recognized the importance of addressing these challenges and have focused
on learning in nosstationary environmen{d.6] and mitigating the impact afata drift[7],

[153], [154], [155] Research studies have stressed the importance of integrating a model
degradation detector within the learning framew@86] that assesses and tracks the system's
performance after deployment to effectively manage the degradation in prediction accuracy.
The level of degradation in the error rate serves as an indicator for detiatandyiftwithin

the system. By incorporating these detection components, deep learning systems gain
resilience against environmental changes, thereby mitigating the performance degradation of
predictive models in this evehanging setting.

Since the presence déta driftoetween new data and historical data impedes the performance

of deep learning models on eaf-distribution sample§7], applying the model on new data

may necessitate adaptation. Automatic methods have emerged to tackle these challenges;
however, collecting largecale labeled datasets for different populations, emerging virus
variants or new pandemics is an arduous teé#iken working with limited data, it is often
necessary to employ more c@dticient deep learning methodologies, such as UDA and AL.

The majority of recent studies focusing on celfl detection based on the use of audio
recordings have primarily employed supervised learning techn[@0gs[28], [62], [157],

[158], [159] whereas the exploration of methods relying data drift detection, model
degradation detection, domain adaptation, and active learning has been relativelyf%ijnited
[154]. Nonetheless, domain adaptation and active learning approaches appear to be highly
promising and welbuited for addressing new pandemics, as they enable the development of
reliable models even when confronted with the emergence of novel variants.

In this section a comprehensive framework is introduced for the diagnosis of infectious
diseases, focusing on covil® detection from cough sounds. The framework leverages deep
learning models combined with supervised and unsupervised learning methodologies to
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monitor and mitigate model degradation atada drift The development and evaluation of

the proposed framework is demonstrated on c@%diata due to their continuously evolving
epidemiological and virological characteristics, arising from the complex interplay among the
virus, humans, vaccines, and enwvinzents. The maximum mean discrepancy (MNID50]

distance is firstly employed as a metric to quantify the dissimilarity between temporal data
distributions. By monitoring the MMD distance between batchégploymentiata and data

from the initial development period, the framework detects changes in both the data and the
model ' s performance while also providing i
evolution on the trained moetldedrasabionddatadyifh ost i c
is detected, a retraining process is initiated, includimy adaptation methods: i) a domain
adaptation process which leverages labeled development data along with unlabeled
deploymentdata to align their distributions and adapt the model to novel data instances and

i) an active learning strategy, aiming at selecting informative data to include them with their

|l abels in the retraining pr ocesisthefilftaovork he be
leveraging domain adaptation and active learning approaches towards mitigating the impact

of evolving data dgamics on model performance in the case of c@®@idvith the ultimate

goal to enhance reliability in cowvt® detection and potentially across various diverse
epidemiological contexts.

5.1 Methodology

The abstract architecture of the proposed framework is depictedure5.1. It comprises

three distinct modules, combining a deep neural network with a drift detection mechanism
and appropriate adaptation modules with the aim to address differences between data
distributions of the development ami@&ploymentperiods. These modules are explained
below:

1 Baseline model: A baseline model based on Epidcesses input data instances and
estimates the probability of cowit® presence.

9 Drift detection mechanism: This module is responsible for the identification of shifts
in the data, implying changes in coM@ detection patterns. It monitors the
performance of the baseline model through the detection of significant discrepancies
betwea the development data and tteploymentdata. To this end, a modified
version of the CUSUM (CUmulative SUM) algorithm is utilized, employing the
MMD distance for measuring the distance between data distributions from the
development anddeployment periods. A set of hyperparameters, which are
appropriately adjusted, are included in the CUSUM algorithm (i.e., drift, threshold)
and the MMD distance (i.e., reference distribution, kernel).

1 Adaptation module: The adaptation module facilitates the adaptation process within
the system. It enables the model to dynamically adjust and learndgplfayment
data, ensuring continuous improvement and robustness against evolvingl@ovid
characteristics. Two different approaches employing divergeased UDA and AL
are investigated for harnessidgploymentunlabeled data towards model retraining
with the aim of enhancing the performance and improving the generalization abilities
of the baseline modle

The proposed framewor ké6s oper abasedoapproachk forb as ed
the processing of data instances and the application of a fixed time window (with parametrized
overlap between successive windows) to monitor the data stream fageshdrhe time

window length, overlap between successive time windows, and minimum batch size along
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with the hyperparameters of the drift detection mechanism are appropriately validated to
ensure optimal performance for each dataset.

The development and evaluation of the proposed framework was based on the use of cough
recordings from the COVIEL9 Soundg157] and COSWARA[27] datasets. Both datasets

were partitioned into development asheploymensets based on chronological ordéigure

5.2 illustrates the partition of data, whileable5.1 summarizes the distribution of covi®

positive samples for both datasets.
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Figure 5.1: Overview of the proposed framework. The data are divided in two sets, the labeled development set which is
used for the initial training of the baseline model, and the unlatgetbymenset which is used to evaluate the proposed
framework. The latter comprises three key modules: (i) The baseline model, initially trained on the development dataset for
binary classification. (ii) The drift detection mechanism, which monitors the perfoenmdribe baseline model during the
deploymenperiod to detect datdrifts. (iii) The adaptation module, triggered upon data drift detection, which utilizes either
Unsupervised Domain Adaptation (UDA) or Active Learning (AL) to retrain the model for improving performance.

5.1.1Datasets

The COVID-19 Sounds dataset is a collection of respiratory sound recordings associated with
covid-19 infections, which were acquired through a creedrcing platform launched in

April 2020. It includes demographic characteristics (i.e., age, gender)witmparticipant
reported information about medical history and symptoms. It also comprises audio clips of
voluntary cough, breathing, and voice captured from healthy individuals and individuals with
covid-19. A total of 36,364 participants contributed2BL samples to the project. Quality
checks were performed on the audio samples to filter out incomplete or noisy recordings
[157]. The data were collected in multiple languages, but for the present study the part of the
dataset acquired from Englisipeaking participantgl57] was solely considered to avoid
language bias, corresponding to a total of 1461 samples, as shoalle.1.

The COSWARA datasdR7] is another crowgsourced database, recorded between April
2020 and Februar022, which consists of various kinds of sounds, such as shallow and deep
breaths, shallow and heavy coughs, sustained vowel phonation (i.e. /ey/ as in made, /i/ as in
beet, andu:/ as in cool), and number counting from one to twenty (normal angdast).

Al ongside this, i nf or mal® infection status, tsymptomg,&@ t i C i |
morbidities (if any), gender, age, and broad geographical location is included piresieat
study, 2746 shallow cough recordings were

space. Specific criteria were applied towards the exclusion of samples that had any of the
following characteristics: missing, corrupted, or silent shallow coreglordings. This
procedure resulted in 1996 samples, as showiale5.1.
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TABLE 5.1: PARTITION OF THE USED DATASETS INTO DEVELOPMENT ANIDEPLOYMENT SETS

COVID-19 Sounds| COSWARA
Development set (covidl9-positive) 1040 (452) 1395 (165)
Deploymentset (covid19-positive) 421 (270) 601(482)

Regarding data preprocessing, the setting describgdd ) was applied. The audio signals

were normalized and leading and trailing silence was removedspéetrograms were
calculated using a 25 ms window size, a 10 ms window hop, and a total of 64 Mel bins,
encompassing frequencies ranging from 125 Hz to 7500 élhandle the varying size of the
Mel-spectrograms' time axis, the 0.9 quantile across all spectrograms was calculated.
Subsequently, the spectrograms were either cropped or padded with repeated sections of the
spectrogram accordingly. Finally, a slidirwindow approach was employed to extract
segments from the spectrogram. The width of the window used was 0.96 s, while the window
stride length was equal to half of the window's width (0.48 s). This setting resulted in a Mel

spectrogram segment of a 649& size.
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Figure 5.2: COVID-19 Sounds (left panel) and COSWARA (right panel) data streams over time. A 70:30 partition of the
data stream into development addploymensets was applied. Red line indicates the division between development and
deploymentlata. The development set (further partitioned into training, validation, and test subsets using a 60:20:20 ratio)
was used for developing the baseline model. Special care was taken to ensure that no overlap existed in terms of data from
the same participnt among the training, validation, and test subsets, as well as between the developndepi@mdent

periods.

To facilitate model training, the COVHD9 Sounds and COSWARA datasets were partitioned
based on chronological order into a development set dapglaymenset by applying a 70:30

ratio. The development set was further divided into training, validation, and testing subsets
using a 60:20:20 split ratio, respectively. This division ensured that the model was trained on
a representative portion of the data aatidated and tested on separate subsets, promoting

robustness and generalization.

5.1.2Baseline model

The baseline model of the proposed framework was built upon the widely used VGGish
pretrained moddu8], [49] which was selectedue to its remarkable performance on audio
classification taskfL57], [161] The VGGish model is a deep CNN trained on a lsgge

audio dataset to learn hierarchical representations of audio signals. In the framework of the
present study, the VGGish model was utilized to extract discriminative features from
segments of Mel spé&rograms with the aim of capturing relevant acoustic patterns and
distinguishing coviell9 coughs from nowovid-19 coughsFigure 5.3 shows the general

architecture of the used baseline model.
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Figure5.3: Baseline model architecture. Figure 5.4: Proposed drift detection mechanism.

To adapt the VGGish model to the specific task of the present study, -aistmieuted
approach was employed. To this end, the VGGish feature extractor was applied on each
segment of the Mel spectrogram, resulting in a sequence of feature vectorsrisdntea

the temporal evolution of acoustic characteristics within the cough signal. In order to
summarize the temporal dynamics captured by the model, the mean value for each feature
across the entire sequence was calculated. Following the temporaladggreg dense layer

with a single node based on the dmear sigmoid activation function was employed to
process the aggregated feature vectors and calculate the final output of the model.

In order to address the imbalanced nature of the datasets, the binary foecahtmsg loss
function was employed for training the baseline model due to its ability to focus on rare
examples[151]. This loss function effectively assigns higher weights to misclassified
samples, thereby alleviating the impact of class imbalance, and improving overall
performance. For optimization, the Adam (Adaptive Moment Estimation) optimizer was
employed due tostefficient and adaptive natUs2]. A learning rate equal to F@vas used,

while the exponential decay rate for the first and second moment estimates was 0.9 and 0.999,
respectively.

During training, the labeled samples of the development set were considered for minimizing
the chosen loss function. A batch size of 32 and 100 epochs were used, which is a commonly
used default training scheme employed in multiple stydi&?], [163] The validation score

was employed for monitoring the model's convergence and an early stopping regularization
technique was applied. After convergence, the performance of the trained model was
evaluated on a test subset sampled from the developmernt ped®n the entirdeployment

set.

5.1.3Drift detection mechanism

The proposed drift detection mechanism entailed divergence monitoring using the MMD
distance and the implementation of the CUSUM algorifh64], [165] for generating drift

alerts. The data were utilized in a chronological order towards monitoring the performance of
the model. A batclbased approach was adopted for monitoring and processing data instances.
An overview of the proposed drift detection mactsm is provided ifrigure5.4.

5.1.3.1 Monitoring divergence with MMD distance

To effectively track the dissimilarity between the development datdepidymentata, the

MMD distance was adopted, which was computed by comparing the corresponding
embeddings extracted by the VGGish feature extractor, as described in the previous
subsection. These embeddings served as a representation of the data distributiereand w

used for calculating the MMD distances between batches addpymentdata and the
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development data, with the embeddings of the latter constituting the reference distribution.
The MMD distance value between two batches of data is given by the following equation:
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where:

1 Xrepresents the distribution of the embeddings of the developmenk ¢fatf@rence
distribution), withny embeddings in total.

1 Y represents the distribution of the embeddingsdeploymentdatayi, with ny
embeddings in total.

1 G ( represents the feature mapping function used to transform the embeddings into a
high-dimensional space (VGGish model).

1 k(.,.)is a kernel function that computes the similarity between two inputs.

f 4,.@denotes the inner product in the Hilbert space induced by the kernel function.

In this work, the use of three different kernels (linear, polynomial of degree two, and
Gaussian) was investigated.

5.1.3.2 CUSUM algorithm

After calculating the divergence between the development deploymentdata, an
implementation of the CUSUM algorithm was deployed for detecting points of significant
increase in the divergence measure. CUSUM is a change detection algorithm which is widely
used to identify shifts or changes in time series [d#@], [167], [168] particularly when the

exact nature of the change is unknown or when there is a need to continuously monitor data
for detecting changes. CUSUM is widely adopted for-tiga¢ monitoring and surveillance
applications in various fields, including quality ntml, signal processing, and anomaly
detection.

In this study, the CUSUM algorithm was tailored to match the specific characteristics of the
deep learning model and the monitored MMD distance. The proposed implementation
introduced the calculation of relative differences between successive valued ofsteair
corresponding absolute values, thus enabling the original CUSUM algorithm to effectively
align with the behavior of the MMD distance and the desired level of sensitivity to changes.
Therefore, the drift and threshold values represented thanckerange of relative change in
successive values and the minimum cumulative relative change required to trigger a change
detection event, respectively.

5.1.4Adaptation mechanism

Upon the triggering of an alert by the drift detection mechanism, an adaptation mechanism
based on model retraining was activated to update the baseline model. The proposed
adaptation mechanism aimed at enhancing the performance and improving the geioaraliz
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abilities of the baseline model. Two different approaches based on UDA and AL were
explored for the development of the adaptation mechanism.

5.1.4.1 Unsupervised domain adaptation

The UDA approach involved feeding the model with a batctepioymentdata samples,
along with a batch of samples from the development set. The model was then trained jointly
on two tasks: (i) to correctly classify the labeled development data, and (ii) to minimize the
MMD distance between the embeddings of the developaradeploymenbatches. In this
way, the model was trained to solve task (i) using donmaiariant features (development
anddeploymentiata), aiming at the minimization of two loss tions. The first loss function
considered the model's output on samples of the development dataset, essentially employing
supervised learning. The second loss function was based on the divergence between the
distributions of theleploymentata and development data batches using the MMD distance.
The Gaussian kernel:

o AD  WE

Qay APD — ¢
was selected to be used for the MMD distance calculation due to its ability to distinguish
between distributions with differences in any order of momé®@], [170]as demonstrated
by its Maclaurin series representation:
o A WE AN WE C., C,
Qs Agb —— p

. : E
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In contrast, the linear kernel cannot distinguish between distributions with the same mean but
different higherorder moments while the polynomial kernel of degree two is unable to
differentiate between distributions that have the same mean and variadd&bin higher

order moments.
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Figure 5.5: Unsupervised domain adaptation (UDA) process. The model was fed with a bdégiayimentata samples,

along with a batch of samples from the development set and was then trained jointly (i) to correctly classify the labeled
development data and (ii) to minimize the MMD distance between the embeddings of the developaepibyament
batches.

During retraining, both loss functions were minimized simultaneously to enhance the model's
adaptability to thedeploymentdata while preserving its previous knowled@égure 5.5
shows an overview of the UDA method.

5.1.4.2 Active learning

The second adaptation approach incorporated AL principles into the retraining process.
Building upon the drift detection mechanism, a methodology was developed able to identify
informative data points incorporating both diversity &fe [171], [172] Once a period of
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divergence was detected by the drift detection mechanism, uncertain instances were selected
from the divergent batch of data. To achieve this, tekeczor es of t he model 0 s
divergent data were calculated and the data samples whose outpuithiellone standard
deviation around the mean valwue of t he mod
Samples within this uncertainty range were selected, thus prioritizing the inclusion of
challenging and informative instances during retraining, thighultimate goal to enhance the

model's generalization capabilities.

Considering that this adaptation method involved selecting informative unlabeled data and
utilizing them as labeled, it was essential to compare the results of AL with those obtained
through random sampling. The number of randomly sampled data was ethehtamber

of data points employed in the adaptation phases dflth&pproach.

5.2 Results

5.2.1Baseline model

The baseline model was assessed in terms of its ability to accurately detedtSoagks in

the presence of variations or shifts in the data. In particular, the performance evaluation on
the two considered datasets for the developmendepldymenperiods is reported iRigure

5.6.
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Figure 5.6: Performance evaluation of the baseline model on the development and deployment data from th& COVID
Sounds and COSWARA datasets. The model 6s discriminative al
accuracy, sensitivity, specificitgnd F1 score. The test subset sampled from the development data is referenced as Dev while
deployment data (Dep) refers to the entire deployment period.

Based on the obtained results for the COMMD Sounds dataset, it is observed that the
baseline model achieved superior performance on the test subset of the development period
in terms of the Area Under the ROC Curve (AUC) (69.13%) and sensitivity (6Y.89%
compared to the best model performance reported in the litefa&ifg(66% AUC, 59%
Sensitivity, 66% Specificity), despite considering a smaller amount of labeled data for training
and validation (619 vs 1062 instances). The baseline model achieved a satisfactory F1 score
(65.2%) but demonstrated quite low specificity, eotly classifying 58.88% of instances

from the negative class. The performance of the baseline model atepl®ymentdata
demonstrated a significant decline in terms of the AUC, the F1 score, sensitivity, and
specificity, as reported iRigure5.6.

In the case of the COSWARA dataset, the baseline model displayed a moderate discriminative
ability on the development data, achieving an AUC value of 66.8%, while the accuracy,
sensitivity, and specificity were equal to 60.57%, 62.96%, and 60.32%, resheclihe

highly imbalanced distribution of the two classes in the development data (11.82% positive
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vs. 88.18% negative) posed a significant challenge for the model, as highlighted by the

notably |
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discriminative power on thdeploymentata presented a decline, as indicated by the AUC,
specificity, and sensitivity, which are presente#igure5.6. The high value obtained for the

F1 score metric was related to the presence of class imbalance with reversed minority
(negative) and majority (positive) classes in tleploymentdata with respect to the class
distribution of the development data, which led to a misleading perception that the model's
performance had significantly improved. A more thorough analysis of this issue is provided

in the discussion section.

522Hy per parameter so

tuning

Tuning referred to hyperparameters related to data stream scanning and drift detection, which
are summarized together with their examined value$aible 5.2. The tuning procedure
considered hyperparameters used for data stream scanning (window length, overlap between
successive windows, minimum batch size) and drift detection (kernel type and reference
distribution for the MMD distance calculation and drifidethreshold values of the CUSUM
algorithm). The consideration of the minimum amount of data in a batch among the
investigated hyperparameters enabled the inclusion of sufficient data during periods with a
low data acquisition frequency, thus ensuringrtif®istness of the framework.

TABLE 5.2: INVESTIGATED HYPERPARAMETERSVALUES OF THE PROPOSED FRAMEWORK

Hyperparameters

Values

Data stream scanning

Time window length

{7, 10, 14} days

Time windows overlap

{70%, 60%, 50%, 40%, 30%, 20%, 10%, 0%

Minimum batch size

{0, 10, 20, 30, ¢

Drift detection mechanism

CUSUM Drift

{0.2,0.3,0.4, 0.5}

CUSUM Threshold

{05,06,0.7,08, 0.9, 1}

Reference distribution

{Positive, Negative, Both}

MMD kernel

{Linear, Polynomial, Gaussian}

An offline nested approach, aiming at emulating the-tige# operation scenario of the
framework, was adopted for fiteu ni n g
subset of the development data (70%), namel{ Bet, was used for the cresti of a
baselineH model. The BH set was partitioned into training, validation, and test subsets based
on a 60:20:20 split ratio. The rest of the development data (30%), nanted&tT served for

finet uni ng t he
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fine-tuning. A 70:30 patrtition of the development data intél2nd FTFH sets (indicated by a vertical red line) was applied.
The DH set was further pditioned into a training, validation, and test subset using a 60:20:20 ratio.

The performance of the baseliremodel, measured in terms of the balanced accuracy on the
test subset of the Bl set, was used as a benchmark against which the performance of the
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baselineH model on the FFH data batches was assessed. Any batch with performance below

the benchmark was considered to be associated with a drift period and was properly labeled.
The investigated hyperparametersontensmofbi nat i
their ability to correctly identify the labeled batches using appropriate metrics (accuracy,
sensitivity, and specificity). The adopted offline nested approach is illustraféguire5.8.

The balanced accuracy was selected for assessing model performance due to its ability to
effectively capture the model s discriminat
Moreover, balanced accuracy was able to provide an appropriate measuretbeasase of

batches with a limited number of data instances, where the AUC score could not be applied.
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Figure 5.8: Nested approach f otuning. A €0:30 pagiteom g taerdavelepmentrdatdintti@nd e

FT-H sets was applied. The-B set (further partitioned into a training, validation, and test subset using a 60:20:20 ratio)

was used for develom a baselineH mo d e | exclusively for hyperparametersd
test subset of the-B set served as a benchmark. ThelFEet was used forfireuni ng t he fr amewor koés
to accurately detect batches where thodel's performance fell below the benchmark.

Table53 andTable54depi ct the top 10 hyperparameter
obtained accuracy for the COVID® Sounds and COSWARA cases, respectively. In the
context of COVID19 Sounds, the application of aldy window and a-8ay overlap between
successive windows nai¢ed in the highest accuracy score. The use of the total population of

the development period as reference distribution and the Polynomial kernel for the MMD
distance calculation along with a minimum batch size of 40 data samples led to the best
performare. The CUSUM algorithm's drift and threshold values were set at 0.2 and 0.5,
respectively, which corresponded to a tolerance range of 20% increase between successive
batches and an accumulated increase of 50% beyond the tolerance range as optimal for
geneating alerts towards accurate detections.

In the case of COSWARA, the configuration including ad&9 window, no overlap between
successive batches, and the total population of the development period as the reference
distribution yielded the best results. In all go@rforming combinations, a mmum of 20

data samples per batch was employed. Different combinations with variations of the CUSUM
parameters and of the kernel used for the MMD distance calculation achieved similar optimal
performance and triggered the same alerts. Based on this renthitk order to enhance the
sensitivity of the CUSUM algorithm, the configuration utilizing the lowest values for the drift
and threshold parameters, was selected.

t u

hy

Given that the proposed framework operates in a dynamically evolving manner, the
performance evaluation of the drift detection mechanism during the deployment period is
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discussed in the next sections, along with the results obtained by applying the two different
adaptation modules.

TABLE 5.3: THE TOP TEN HYPERPARAMETERS8COMBINATIONS IN THE CASE OF THECOVID-19 SOUNDS DATASET. DETECTION ACCURACY,
SENSITIVITY, AND SPECIFICITY WERE USED TO EVALUATE THE FRAMEWORES ABILITY TO CORRECTLY IDENTIFY THE BATCHES WHERE THE
MODELG PERFORMANCE FELL BELOW THE BENCHMARK OF THE DEVELOPMENT PERIODHE SELECTED OPTIMAL COMBINATION IS

HIGHLIGHTED IN BOLD.

Time .
v;g:;%%v v(\;illr;:gr?l)z‘l)s E’Ie'l?c'?::?;e Cgﬁ# M T%tjessggll d di?:ﬁ:ﬁt?:r? MMD kernel | Accuracy | Sensitivity | Specificity
y!
7 60% 40 0.2 0.5 Both Polynomial 0.80 0.66 1.0
7 40% - 0.4 0.8 Positive Polynomial 0.75 0.33 1.0
7 40% - 0.3 0.7 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.3 0.8 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.4 0.5 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.4 0.6 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.4 0.7 Positive Gaussian 0.75 0.33 1.0
7 40% - 05 05 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.5 0.6 Positive Gaussian 0.75 0.33 1.0
7 40% - 0.2 05 Positive Polynomial 0.75 0.33 1.0

TABLE 5.4: THE TOP TEN HYPERPARAMETERBCOMBINATIONS IN THE CASE OF THECOSWARADATASET. DETECTION ACCURACY,
SENSITIVITY, AND SPECIFICITY WERE USED TO EVALUATE THE FRAMEWORES ABILITY TO CORRECTLY IDENTIFY THE BATCHES WHERE THE
MODELGS PERFORMANCE FELL BELOW THE BENCHMARK OF THE DEVELOPMENT PERIODHE SELECTED OPTIMAL COMBINATION IS

HIGHLIGHTED IN BOLD.

Time .
. Time -
window . Minimum | CUSUM CUSUM Reference MMD e e
length | WiNdOWS | | ichsize| Drift | Threshold | distribution | kernel | AACCUracy | Sensitivity | Specificity
overlap
(days)
10 0% 20 0.3 0.7 Both Polynomial|  0.86 0.86 0.81
10 0% 20 0.2 0.9 Both Linear 0.86 0.86 0.81
10 0% 20 0.3 0.9 Both Polynomial|  0.86 0.86 0.81
10 0% 20 0.2 0.7 Both Linear 0.86 0.86 0.81
10 0% 20 0.2 0.8 Both Linear 0.86 0.86 0.81
10 0% 20 0.3 0.8 Both Polynomial|  0.86 0.86 0.81
10 0% 20 0.2 1.0 Both Linear 0.86 0.86 0.81
7 0% 20 0.2 05 Both Linear 0.83 0.83 0.75
Both,
14 90% 20 0.3 0.6 Positive, | Polynomial| 0.82 0.81 0.75
Negative
Both,
14 90% 20 0.2 05 Positive, | Polynomial| 0.82 0.81 0.62
Negative

5.2.3Unsupervised domain adaptation

A comparative assessment of the model ds perf
using the UDA approach was carried out. The performance of the baseline model, measured

in terms of the balanced accuracy on the test subset of the development geried as a
benchmark for the evaluation of the model 0s
the COVID-19 Sounds dataset, the obtained balanced accuracy scores of the baseline model
and the model after each adaptation phase are presenkégune 5.9. It is evident that
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immediately after each alert period, the model's performance exhibited a considerable
improvement, demonstrating the effectiveness of the proposed approach in mitigating the
impact ofdata drift More specifically, following the first adaptation, the model showed an
improved performance by up to 6% in terms of the balanced accuracy, which was maintained
for four consequent batches (batches) defore a second alert was triggered. Following the
second adaptation, the model consistently outperformed thirsaswdel by up to 8%. After

the third adaptation, the model enhanced its performance by more than 4%, remaining
superior to the baseline model until the next drift detection, when the fourth adaptation led to

a performance improvement of up to 15% whigks maintained across ten batches (batches
19-28). After the fifth adaptation, the model exhibited a maximum performance increase of
up to 24% and continued outperforming the baseline model until the end of the data stream.
It is noteworthy that by corrdgtidentifying periods of drift, the drift detection mechanism
efficiently prevented the degradation of t
al so contributing to sustaining the model 6
during itsdevelopment period.

Base model
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Third adaptation
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Figure 5.9: The obtained balanced accuracy score across the data batches of thedeptoymenperiod of the COVID
19 Sounds dataset. An orange dashed line is used to indicate the performance on the test subset of the development period
(benchmark). Vertical red and blue dotted lines indicate the start and end of each alert period.

In Figure5.10, the discrimination performance of the adapted models is compared with that
of the baseline model over their respective operational periods. It can be seen that after the
first and fourth adaptation, each adapted model exhibited decreased performanos of t

the AUC, accuracy, sensitivity, and F1 score, but performed equally well or better than the
baseline model in terms of the balanced accuracy, precision, and specificity. The other
adaptations (second, third, fifth) resulted in a consistent andahathcreasing performance
improvement according to all used evaluation metrics.

Regarding the COSWARA dataset, the obtained results are summarkzgdna5.11. It is
observed that the first adaptation led to a significant yet-$dmirhg decline in the model's
performance, which persisted for two batches following the alert (until batch 4).
Subsequently, the model exhibited a consistent and steady performam@yement,
reaching up to a 20% increase compared to the baseline model's performance. Following the
second adaptation, the model's performance presented a decline lasting for six batches after
the alert, eventually returning to the baseline model'topeance level. After the third
adaptation, the model displayed a performance drop for one batch, followed by an increase of
up to 10% that lasted for two batches. The fourth adaptation resulted in enhanced
performance, demonstrating an improvement ofoups% compared to the baseline model.
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Figure5.10: UDA approach on COVIEL9 Sounds dataset. Percentage change of model performance after each adaptation
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Figure 5.12: UDA approach on COSWARA dataset. Percentage change of model performance after each adaptation (1st
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4th) with respect to the baseline model.

Although in the case of the COSWARA dataset, the UDA method was patrticularly challenged
in maintaining the model's performance, the drift detection mechanism consistently
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demonstrated effectiveness by generating timely alerts related to anticipated declines in the
model's performance. Notably, the first alert was triggered during a phase where the model's
performance was gradually decreasing, although it still remaineck abevbenchmark. The
second alert was triggered immediately after a performance drop below the benchmark level,
preventing an even steeper decline. Similarly, the third and fourth alerts were produced amid
significant performance deterioration, aligninggsely with instances where the model fell
below the benchmark level, thus indicating the robustness of the drift detection mechanism.
The comparative assessment of the performance of the baseline model and the model after
each adaptationF({gure 5.12) demonstrated that the implemented adaptations resulted in
varying performance in terms of the different evaluation metrics.

5.2.4Active learning

The proposed AL approach was evaluated by comparing the performance of the model after
each Al-based retraining phase with that of the baseline model as well as the model following
retraining using random sampling. Looking at the COMMD Sounds datasdgjgure5.13
demonstrates the observed balanced accuracy score across the entire data stream, indicating
a substantial and lasting improvement with respect to the baseline model following each
adaptation. After the first adaptation, the model exhibited improved pwafare by up to

20% until the second alert, while a similar improvement was achieved following the second
adaptation. After the third adaptati on, t he
increase of up to 30%, sustained over a broad period @ftébds. After the fourth adaptation,

the model showcased outstanding performance, surpassing a 95% balanced accuracy score
while achieving an improvement of up to 25% compared to the baseline model.

The performance comparison with the random sampling approach highlighted the superiority
of the proposed AL approach, indicating its ability to identify informative data. Specifically,
the random sampling approach outperformed AL only in four batchesétehes 7, 12, 13,

and 21) out of the 41 batches of the data stream. AL significantly outperformed the random
sampling approach in all other cases. Similar conclusions can be drawirifjore5.14,

where it can be seen that the majority of adaptations based on AL vyielded increased
performance in terms of all the considered evaluation metrics with respect to the baseline
model and the random sampling approach.
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Figure 5.13: Balanced accuracy score through the entieploymentperiod on COVIB19 Sounds dataset. An orange
dashed line indicates the performance on the test subset of the development period. Vertical red and blue dottedtknes indica
the start and end of each alert period.
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Figure5.14: AL approach on the COVH29 Sounds dataset. Percentage change of model performance after each adaptation
(1sti 5th) with respect to the baseline model (left panel) and the model after retraining through random sampling (right
panel).

In the case of the COSWARA datasEtgure 5.15 shows that model adaptations led to
improved performance during the padert periods. Following the first adaptation, there was

a marginal increase in the balanced accuracy score, with the model slightly outperforming the
baseline model until the subset alert. After the second adaptation, a notable enhancement

of up to 20% in the balanced accuracy score was observed in the subsequent batches, while
the fourth adaptation resulted in performance improvement of up to 25%. In terms of the third
and fifth adaptations, although the model's performance exhibited significant enhancement,
reaching up to 40% and 60%, respectively, performance fluctuations were also observed, with
the model being outperformed by the baseline model in some batches.

When comparing the performance of the AL method with the results obtained through random
sampling, it becomes evident that the former method demonstrated superior performance
throughout the majority of the data batches except for specific instances (vaitbies 2, 4,

10, 11, 14, 24). This highlighted ALG6s eff
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Figure 5.15: Balanced accuracy score through the entileploymenperiod on COSWARA dataset. Orange dashed line
indicates the performance on the test subset of the development period. Vertical red and blue dotted lines indicate the start

and the end of each alert period.
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Figure 5.16. AL approach on the COSWARA dataset. Percentage change of model performance after each adaptation (1st
T 5th) with respect to the baseline model (left panel) and the model after retraining through random sampling (right panel).

Further insights on the model 6s performance
model and the model after retraining based on random sampling, can be draviiginoen

5.16. It can be seen that the AL approach led to an overall improvement in the model's
performance over the baseline model, except for certain metrics/adaptiigure$.16(a)).

This is evident in the second adaptation, where the model exhibited an improved AUC score
and specificity, but inferior performance in terms of the remaining evaluation metrics. The
comparison with the random sampling approdeigure5.16(b)) revealed a more intricate

pattern. The third and fourth adaptations, spanning for more than half of the entire data stream,
clearly had a positive i mpact on the model
resulted in higher sensitivity levelstae cost of lower specificity, while the second and fifth
adaptations yielded lower performance.

5.3 Discussion

The evaluation of the proposed framework for detecting data drift and performing model
adaptation provided evidence regarding t he
performance, thus highlighting its potential to facilitate the identification of neesdasa

dynamic, norstationary environment caused by a pandemic.

A baseline model able to detect co\lil positive cases using cough recordings was trained
and evaluated. During the development period, the model achieved an AUC of 69.1% and
66.8% on the COVIEL9 Sounds and COSWARA datasets, respectively. However, in the
deploymenperiod, there was a notable decline in the baseline model's performance, reflected
to an AUC of 60.7% and 59.7%, respectively, thus suggesting the potential presdatze of
drift. These findings motivated the development of the proposed approhich leveraged
robust drift detection and efficient adaptation mechanisms to maintain the model's
performance in the face of evolving data distributions.

The obtained results indicated the efficacy of the proposed drift detection mechanism and
provided evidence regarding its ability to enhance the robustness and adaptability of deep
learning models in dynamic environments. The combination of the MMD déstaanitoring

and the use of the CUSUM algorithm for adaptive detection of abrupt changes, which reflect
a growing divergence between the reference distribution (development data) and the
deploymentdata, enabled the timely and robust detection of perfarendegradation. The

use of the CUSUM algorithm, tailored to the characteristics of each dataset, ensured the
generation of accurate alerts for significant changes in the monitored MMD distance, thus
minimizing false alerts and preventing unnecessary ietgons.

Two distinct retraining strategies based on UDA and AL were comparatively assessed in
terms of their ability to mitigate performance degradation. The UDA approach enhanced the
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model's ability to learn from unlabeled data, while AL facilitated the selection of informative
instances for targeted retraining. The results obtained from the analysis of the -@@VID

Sounds dataset showed that the UDA approach significantly improvedntuel's
discriminative ability. The comprehensive examination of the subsequent adaptation phases
based on mul tiple evaluati on metrics reve,
performance, most of which corresponded to an improvement in the balaccadcy,

ranging from 10% to 20%.
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Figure 5.17: Descriptive statistics for COVH29 Sounds development atheploymentata reveal moderate changes. The
disease exhibited moderate shifts in both its prevalence and the frequency of related symptoms. The two data subsets shared

similar characteristics in terms of age, gender, and medical history of individuals.

The above findings align with UDA's core advantages, which includesffestiveness and
adaptability to dynamic environments throug
data distribution without requiring labeled target domain samples. Thisoamtp is
particularly valuable when labeled data from the target domain are scarce or expensive to
obtain, as is often the case in emerging pandemic scenarios.

The application of the UDA approach on the COSWARA dataset yielded less consistent
results. The overall comparison between the adapted models and the baseline model revealed
that the adaptation had diver se edohselerads on

evaluation metrics.

The difference in the performance of the UDA approach on the C&¥I3ounds and
COSWARA data may be attributed t oFigdreS5flF er enc
andFigure5.18 illustrate selected descriptive statistics of the development and deployment

data of the COVIB19 Sounds and COSWARA dataset. As[iéi7], the COVID19 Sounds

dataset used in the present study had underwent meticulous curation to eliminate biases as a
result of methodological decisions, thus enabling the development of unbiased models. In the
case of COSWARA dataset, significant differengesre observed in terms of covi®

prevalence and the frequency of related symptoms between the development and deployment

61



data, which may be attributed to the presence of age and gender[B@&sés the present
study, handling the data in chronological order implicated different levels of data biases
present across the various adaptation periods, which may arise in emerging pandemic
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Figure5.18: Descriptive statistics for COSWARA developmentdapdoymentata reveal profound differences in terms of
demographic characteristics, symptoms, and-@xisting medical conditions between the developmentdaptbyment
period. The representation of positive and negative classes in the development data is reverskgioyimendata.

The AL approach

resul

t ed i n mor e

prominent

compared to UDA. This underscored the power of actively selecting informative samples for
labeling, which aids in refining the model's understanding of the target domais,. Gyhu
optimizing both adaptation to the target data and use of labeling resources, AL is considered
promising for ensuring model performance in data scarce scenarios, such as during a

pandemic.

Given that both UDA and AL achieved varying levels of performance improvement on both
datasets, it is essential to consider their limitations and potential challenges. UDA relies on
the assumption that the source and target domains share some undemyargysiin the
presence of significant differences, adaptation might not yield substantial improvements. On

t he ot her hand,

AL O s

perfor mance

i s determ

associated with the rise of the related costs and depenttee oliability of the existing
diagnostic tests. If the chosen samples are mislabeled, the model's performance could suffer.
Additionally, AL's performance is sensitive to the selection of labeled samples, which might

introduce biases.

The above observations suggest that the proposed adaptation mechanisms effectively
addressed the individual challenges linked to the special characteristics of each dataset and
mitigated theeffects of data drift during critical periods corresponding to batches in proximity
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